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The  source  code  and  other  tools  contained  in  this  three-volume  set,  Pretty  Good  Privacy  5.CP"  — Windows  95/NT 
Specific  Source  Code,  are  needed  to  build  PGP  5.0  for  Windows  95  and  Windows  NT.  You  will  also  need  Pretty 
Good  Privacy  5.CP^  — Platform  Independent  Source  Code,  which  contains  the  shared  source  code  common  to 
all  platforms. 

About  These  Books 

These  books  contain  the  source  code  and  other  tools  that  make  up  a software  package  called  Pretty  Good  Privacy,  or  PGP  for 
Personal  Privacy,  Version  5.0.  PGP  is  a high  security  cryptographic  software  application  for  Unix,  Windows  and  Macintosh 
platforms.  Since  its  initial  release  by  Philip  Zimmermann  as  freeware  in  1 991 , PGP  has  become  the  worldwide  defacto 
standard  for  email  encryption.  PGP  is  based  on  public  key  cryptography,  and  allows  people  to  exchange  files  or  messages 
with  privacy,  authentication,  and  convenience. 

Cryptography  software  involves  trust — trust  in  the  algorithms,  trust  in  the  protocols,  trust  in  the  way  that  keys  are  managed, 
trust  in  the  integrity  of  the  implementor.  Somehow,  PGP  has  become  widely  trusted  by  PGP  users.  Part  of  the  reason  is  that 
Phil,  right  from  the  beginning,  published  the  source  code  to  PGP  so  that  people  can  inspect  it  for  "back  doors",  themselves. 
The  books  you  hold  in  your  hand  extend  that  tradition  of  source  code  publication  for  peer  review.  We  hope  they  will  extend 
and  expand  the  trust  of  PGP  by  the  user  and  developer  communities. 

Because  these  books  went  to  print  a short  time  before  the  official  release  date  of  PGP  5.0,  there  may  be  some  minor  bug 
fixes  and  changes  between  the  code  in  these  bcx>ks  and  PGP,  Inc.'s  official  release.  Documentation  for  these  changes  will 
be  made  available  soon. 

In  order  to  provide  a way  to  check  on  the  accuracy  of  the  code  printed  in  these  books,  each  page  contains  a line  of  checksum 
information  at  the  bottom.  These  checksums  can  be  used  to  verify  file  integrity  and  quickly  find  which  line  was  scanned 
incorrectly.  In  addition,  we  have  done  a simple  character  substitution  to  eliminate  confusion  between  the  tab  characters  and 
multiple  spaces.  The  first  space  of  each  expanded  tab  is  converted  to:  "n" 

A perl  script  ("unmunge")  is  included  in  Pretty  Good  Privacy  5.0''“  — Platform  Independent  Source  Code  which  translates 
(reconstructs)  the  printed  form  of  each  file  into  the  original  source  code  file.  It  also  detects  errors  using  the  imbedded 
checksums,  and  can  usually  tell  you  exactly  which  line  the  error  is  on. 

Finally,  each  of  the  three  sets  of  volumes  has  its  own  file  consisting  of  SHA  hashes  for  each  reconstructed  source  code  file. 
We've  also  included  a file  of  MD5  hashes  for  each  set,  because  of  the  easy  availability  of  MD5  checking  software.  The 
files  of  assembled  hashes  have  been  digitally  signed  with  a PGP  corporate  key,  ultimately  ensuring  the  authenticity  of  the 
contents  of  each  set. 
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June,  1 997 


Dear  PGP  User: 

Well,  finally.  After  more  fhan  three  years,  we  finally  have  the  long-awaited  PGP  Version  5.0  ready  for 
release  (formerly  known  as  Version  3.0).  You  hold  in  your  hand  one  of  1 2 volumes  (over  6000  pages!) 
of  the  printed  copy  of  the  complete  source  code  to  PGP  for  Personal  Privacy,  Version  5.0.  In  keeping 
with  my  own  long-standing  tradition  from  the  days  before  I started  this  company,  our  source  code  is 
being  openly  published  to  facilitate  peer  review.  This  allows  everyone  to  assure  themselves  that  there 
are  no  hidden  back  doors  that  might  compromise  security. 

We  are  pleased  to  be  able  to  publish  these  books  without  having  to  fight  an  extensive  legal  battle.  As 
you  may  know,  while  a printed  book  or  other  printed  material  setting  forth  encryption  source  code  is  not 
itself  subject  to  U.S.  Export  Administration  Regulations,  (see  EAR  §734. 3(b)(2)),  the  U.S.  government 
says  it  is  considering  whether  and  to  what  extent  scannable  encryption  source  or  object  code  in  printed 
form  should  be  subject  to  the  regulations.  We  think  this  is  rather  remarkable  in  light  of  the  ruling  by  U.S. 
District  Court  Judge  Marilyn  Hall  Patel  who  said,  "Source  code... is  speech  afforded  the  full  protection 
of  the  First  Amendment."  Bernstein  v.  United  States  Dept,  of  State,  922  F.  Supp.  1426,  1428-30 
(N.D.Cal.  1 996).  In  any  event,  according  to  both  the  export  regulations  and  the  court,  the  publication 
of  this  book  is  perfectly  legal. 

It's  taken  longer  than  expected  to  produce  this  code  and  these  books,  for  a variety  of  reasons,  not  the 
least  of  which  was  the  three-year  criminal  investigation  I was  under  from  the  US  government.  That 
really  slowed  things  down.  It  cut  off  nearly  all  access  to  my  volunteer  labor  force  that  had  been  so 
instrumental  in  the  development  of  PGP  versions  2.0  and  above.  For  those  of  you  unfamiliar  with 
the  case,  the  US  government  was  taking  the  position  that  encryption  software  should  not  be  exported 
without  a license  from  the  State  Department.  Since  PGP  was  published  for  free  on  the  Internet  in  1 991 
and  subsequently  spread  all  around  the  world,  the  government  assumed  that  the  law  must  have  been 
broken.  That  triggered  the  creation  of  a mostly  pro-bono  legal  defense  team,  a legal  defense  fund,  and 
three  years  of  almost  daily  press  interviews.  The  press  was  overwhelmingly  against  prosecuting  and 
the  cryptographic  policy  issue  was  drawing  the  wrath  of  the  whole  computer  industry. 

However,  the  investigation  was  closed  without  indictments  in  January  1 996.  Shortly  after  that,  I started 
my  own  company,  PGP,  Incorporated.  We  hired  a team  of  full-time  engineers  to  develop  products  like 
this  new  product,  PGP  for  Personal  Privacy,  Version  5.0. 

This  new  version  has  a lot  of  cool  new  features.  The  older  version  of  PGP  (Version  2.6.2,  released 
through  MIT)  was  only  for  MS-DOS  and  Unix™.  This  new  version  was  designed  from  scratch  to  provide 
a graphical  user  interface  (GUI)  environment.  These  volumes  contain  source  code  and  tools  that  can 
be  used  to  build  versions  that  run  under  Windows  95  and  Windows  NT,  as  well  as  a version  for  the 
Apple  Macintosh.  We  also  have  a non-GUI  version  for  Unix,  starting  with  the  Linux  platform.  The  GUI 
really  makes  using  the  product  a breeze,  with  seamless  integration  into  email  packages,  starting  with 
Qualcomm's  popular  Eudora,  Microsoft's  Exchange,  and  Microsoft  Outlook.  Now  using  PGP  to  encrypt 
or  decrypt  your  email  is  just  a couple  of  mouse  clicks  away. 

The  new  code  also  adds  some  new  encryption  algorithms.  Probably  the  most  exciting  is  the  introduction 
of  new  public  key  algorithms  that  will  serve  as  an  alternative  to  the  RSA  algorithm.  The  Diffie-Hellman 
and  Hellman-Merkle  patents  expire  this  year,  opening  the  door  to  royalty-free  use  of  public  key 
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algorithms.  Everyone  will  benefit  from  this,  because  the  whole  computer  industry  has  been  forced  to 
work  with  o public  key  patent  monopoly  that  stifled  the  use  of  public  key  algorithms  for  many  years. 
Now  the  field  is  opening  up.  PGP  offers  Diffie-Hellman  (the  ElGamal  variant  of  Diffie-Hellman)  keys, 
and  the  NIST  Digital  Signature  Standard  (DSS)  keys.  With  these  new  keys  comes  a range  of  new 
features,  including  improved  speed  and  security.  Also,  there  are  now  two  separate  key  pairs  for  each 
user,  one  pair  for  encrypting/decrypting  (Diffie-Hellman),  and  one  pair  for  signing/verifying  (DSS). 
Today  these  are  presented  to  the  user  as  if  they  were  a single  key  pair.  In  later  releases  we  will  give 
the  user  the  capability  to  change  his  DH  key  without  changing  his  DSS  key.  To  get  the  full  range  of 
benefits,  it  would  be  helpful  if  as  much  of  the  PGP  community  as  possible  participates  in  this  migration 
to  the  new  public  key  algorithms. 

Our  new  code  also  implements  new  block  ciphers  for  bulk  encryption,  offering  triple-DES  and  CAST 
as  options,  as  well  as  continuing  to  support  the  IDEA  cipher  from  earlier  versions  of  PGP.  We  also  offer 
a new  signature  hash  algorithm,  SHA-1,  for  computing  digital  signatures.  The  old  hash  algorithm, 
MD5,  developed  by  RSA  Data  Security  Inc,  has  been  discovered  to  have  serious  weaknesses  and  is  no 
longer  recommended  to  make  digital  signatures.  To  use  the  new  SHA  hash  algorithm,  users  will  have 
to  use  DSS  as  their  signature  algorithm,  because  PGP's  RSA  signatures  continue  to  use  the  MD5  hash 
for  backward-compatibility  reasons. 

A particularly  exciting  new  feature  is  the  integration  with  public  key  servers.  Now  PGP  will  look  up 
public  keys  on  a remote  key  server  on  the  Internet,  such  as  the  one  at  MIT.  When  you  generate  a new 
public  key,  PGP  will  offer  to  upload  it  to  the  remote  key  server.  Anyone  will  be  able  to  get  anyone 
else's  public  key  whenever  they  need  it.  This  will  tie  all  PGP  users  everywhere  together  into  a global 
community,  with  a nationwide  public  key  infrastructure  that  no  other  encryption  product  can  offer.  This 
infrastructure  will  grow  organically,  like  the  Internet  did. 

I hope  that  you  will  agree  that  this  new  release  of  PGP  was  worth  the  wait. 

Sincerely, 

Philip  Zimmermann 

Chief  Technology  Officer,  Pretty  Good  Privacy,  Inc. 


V! 
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BEGIN  PGP  SIGNED  MESSAGE 

Hash:  SHA1 

S H A ( E u do ra P L ug i n / Add  Key . c pp ) = 

dd7c1b0c  a9b5178b  c902c319  f2db9b3c  88adb0d5 
S H A ( Eudo ra P L ug i n / AddKey . h ) = 

0cfadfc1  2c233d75  8cdd3b67  d7a8bc70  1ef46b8c 
SHACEudoraPLugin/BLockUti Ls.cpp)  = 

6b25a7f2  d69f57cb  26ce87ba  467ea6a7  24b95622 
S H A ( E ud o ra P I ug i n / B L o c kU t i I s . h ) = 

6c07d6ea  3b3db825  c127f468  19613d61  00493b39 
S H A ( E u do ra P L ug i n / C BT P ro c . c pp ) = 

728dd997  37fafbc1  f3ef7980  e42760d4  9ee35142 
S H A ( E ud o ra P L ug i n / C BT P r o c . h ) = 

c4ffc715  3499adf0  7f38e33a  66f8ea51  624e4144 
SHACEudoraPlugin/CreateHimeMessage.cpp)  = 

50e1000a  abf9aece  88d15b54  5400d3ac  d00fe2a4 
SHACEudoraPLugin/CreateHimeMessage.h)  = 

817c9a0a  725a7813  cdf54fe9  4955f90e  732960c4 
SHA(EudoraPLugin/CreateToolbar.cpp)  = 

0e0dd865  59d8b1cd  7898b076  e7689220  b224c162 
SHACEudoraPLugin/CreateTooLbar.h)  = 

69aba289  55f9aa41  23e24595  0ea58101  7d3fafb4 
SHACEudoraPLugin/DecryptVerifyBuffer.c)  = 

007f01b6  eba6563e  d2d645b5  01549acf  e71b4556 
SHACEudoraPLugin/DecryptVerifyBuffer.h)  = 

ac6c6393  d1224179  d9de55e5  f3c466d7  ed4c9daf 
SHAIEudoraPlugin/DecryptVerifyFi Le.c)  = 

3a988f2e  4f61c210  5339d467  253e24c7  d6838760 
SHACEudoraPlugin/DecryptVerifyFi Le.h)  = 

61089ec8  cb0dbc21  747075de  2c1aca53  c4ddbb0f 
SHACEudoraPlugin/DispLayHessage.c)  = 

eaee76ad  291fac17  c8300667  a302a652  7909aac4 
SHACEudoraPLugin/DispLayHessage.h)  = 

a3e4a240  5bf6ff38  f1286c5c  461310ac  f54b2d41 
SHACEudoraPLugin/EncryptSignBuffer.c)  = 

afb52f9d  3689a159  c7f3b68c  99cd8a35  e8c77a29 
S H A ( E u d o ra P L ug i n / E udo r a I N I . h ) = 

eefd5df2  181fb66a  009bd8aa  2bba0607  37ef27ec 
SHACEudoraPLugin/EncryptSignBuffer.h)  = 

3563a255  5505db3b  f68837b1  e53488ef  cd4e8b9b 
SHACEudoraPlugin/EncryptSignFi Le.c)  = 

fc660b26  7388c865  529aa0c3  9d37629d  1b78cc66 
SHACEudoraPLugin/EncryptSignFi Le.h)  = 

60c3baeb  95237395  e4cc857c  89e9d73e  04fb54f4 
SHACEudoraPLugin/EudoralNI.cpp)  = 

e35d28b8  16d9d52e  78ad6fc7  cb27c2e3  9dd89b18 
SHACEudoraPLugin/EudoraMai LHeaders.cpp)  = 

c5559a10  86e2a0a9  701257be  8d9f9a4b  ef2ccbe4 
SHACEudoraPLugin/EudoraMai LHeaders.h)  = 

24cf465e  d746b25c  7869d999  e478ea5a  fbd3f085 
SHACEudoraPLugin/EudoraMainWndProc.cpp)  = 

5764d878  abf14f24  53f745ef  9be8bf65  aa8fd65b 
SHACEudoraPLugin/EudoraMainWndProc.h)  = 

4C092201  6c09fccb  b901a359  00d93510  9305e48f 
SHACEudoraPLugin/EudoraReadMai LWndProc. cpp)  = 

4c261d92  797bb3a4  0840eb02  8be48653  e72e8f6e 
SHACEudoraPLugin/EudoraReadMai LWndProc. h)  = 

CCCHK:0557a8af96426048d1aa32fefd5244c00a1b1e43455b163f923ebe91bba4267e7]] 
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1975657a  30924663  be553715  9bcbd2b6  200a61bc 
SHACEudoraPLugin/EudoraSendMai LWndProc.cpp)  = 

d5318a14  444b301e  f59aa690  ff5ff3dd  787594d7 
SHACEudoraPLugin/EudoraSendMai LWndProc.h)  = 

1033aac0  79c7b5fb  d0d40961  825f8795  e515f599 
SH A ( E udo ra P L ug i n / Map F i L e . c ) = 

e86a53e0  874269f7  464701db  3d6caa90  f0ff7a75 
S H A ( E u d o r a P L ug  i n / Ma  p F i L e . h ) = 

131bbe9b  7c5accc4  e1c30d45  3dc7e5b5  ff1c69c4 
S H A ( E udo r a P L ug  i n / M i me S i g n . c p p ) = 

c8aafb75  0580f1f7  b9fe9e8b  49468e8f  bddbebc8 
S H A ( E udo r a P L u g i n / M i me S i g n . h ) = 

cf05b5cc  d9d8b3c7  ef6c832c  dd3d9939  15469729 
SHACEudoraPLugin/MimeVerify.cpp)  = 

f712c012  b88f65a0  01bb9340  50ac29b0  4d38f02b 
SH A ( Eudo ra P L ug i n / MyKey DB . c pp ) = 

4256426d  5ccc29b9  e4b2cca8  ab9843ae  87299f61 
S H A ( E u d 0 r a P I ug i n / My Key D B . h ) = 

1637ecf3  8497a476  74de75d4  a8ff2727  707627d8 
S H A ( E udo r a P L u g i n / M i me V e r i f y . h ) = 

f051accb  014ba582  4947be5f  8a3db4de  1ae25090 
SHACEudoraPLugin/MyHIHEUtiLs.cpp)  = 

d810b15d  94c7256b  3030e558  657923f2  06f8875f 
SHACEudoraPLugin/MyMIMEUtiLs.h)  = 

10834c2b  90b25273  1878e15e  afd69b64  978d0fc5 


SHACEudoraPlugin/PGPDefinedMessages.h)  = 

43a89d4a  6327a786  69c35d48  aeb5bb37  3db19f4c 
S H A ( E udo r a P L ug  i n / PG PP L u g . c p p ) = 

be08ed00  817279d5  3e6cae2d  d400de03  f75c52e8 
S H A ( Eudo ra P L ug i n / PGPP I ug . h ) = 

8751e8f0  9f00f5fe  025b2f24  bf6a8a06  f575745b 
SHACEudoraPLugin/PGPPLugTypes.h)  = 

ce0a0eb3  98f8d8b3  b11fa9e5  1018abc1  220eb6de 
S H A ( Eudo r a P L ug i n / S i g Re s u L t . c ) = 

4fff1425  847eb0f0  bbfb870e  72723520  3fc7797b 
SHACEudoraPLugin/PGPpLugin.def)  = 

d0366779  bd352234  8c73d31b  9f6bc3bd  0acd719c 
S H A ( Eudo ra P L ug i n / PGPp L ug i n . r c ) = 

ff361590  844e9bef  f5cb0b7a  c357a927  2fd02778 
SHACEudoraPLugin/PGPpLuginVer. rc)  = 

5fca72bc  58963963  99bbbf28  67143f5a  e6d41ee1 
SHACEudoraPLugin/ReadMai LTooLbarUndProc. cpp)  = 

b5f3a9d5  c21afcfc  769cf058  d2f9678e  ceefd481 


SHACEudoraPlugin/ReadMai LTooLbarUndProc. h)  = 

60840e5f  a9cd4cf8  db154805  ba204d85  492f47cc 
SHACEudoraPLugin/SendMai LTooLbarUndProc. cpp)  = 

e75cd248  209572a5  27beb069  71035895  15da4508 
SHACEudoraPLugin/SendMai LTooLbarUndProc. h)  = 

7050e0a0  105e4f15  19215191  d62489ae  9c623257 


S H A C E u d o r a P L ug  i n / S i g Re  s u L t . h ) = 

6b1964d1  c8258e39  eca5bb3e  abca0c93  26847e9e 
SHACEudoraPLugin/TransLatorlDs.h)  = 

29db4172  47c715ad  9c21f832  7b49e492  07733406 
S H A C E udo r a P L ug i n / Uo r dU r a p . c ) = 

0b61fae3  abc85807  aa962995  5891ebbd  2924f743 
S H A C E ud o r a P L u g i n / Uo r dU r a p . h ) = 

5b8eb8dd  f7c555f6  d25d777f  bec0fec1  49d00576 
SHACEudoraPLugin/TransLators.cpp)  = 
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fbe21d20  3ac8a34b  1224984c  769ee907  2b896f8c 
SHACEudoraPlugin/TransLatorUti  Ls.cpp)  = 

b059f8c7  235fa91e  9ebf356e  cc7e9e14  50bcbb13 
SHACEudoraPLugin/TransLatorUti  Ls.h)  = 

902e3243  61fc89a8  df684d4a  943a40ba  a32f5e6a 
SHACEudoraPLugin/Translators.h)  = 

5ac5f6a4  79a76439  934c1e9a  1a7d1fea  32f21117 
S H A ( E ud o ra P L ug 1 n / Wo r k i ng . c ) = 

17e1e17d  c6af1b62  9cf16790  3cdea774  75b9a562 
S H A ( E udo ra P L ug i n / Wo r k 1 n g . h ) = 

e69232eb  7947b155  41edd9bb  106bf074  2121242c 
S H A ( E udo ra P L ug i n / r e_ i o . c ) = 

5734b208  4a11e72f  72d571f8  0ca85912  2be11ae9 
S H A ( E udo r a P L ug i n / r e_ i o . h ) = 

b8cb2e62  42ac1b24  df8e43aa  7dc292a1  bef7ef5d 
S H A ( Eu do r a P L u g i n / r e s ou r c e . h ) = 

dd97b0d2  64c949c9  2da26a54  0563e21d  af1fa7f6 
S H A ( Eudo r a P L u g 1 n / s t r s t r i . c ) = 

f6846bf2  d839ca62  33d2fa87  c54599fc  79488d64 
S H A ( E udo r a P L ug i n / s t r s t r i . h ) = 

60bbeb1a  6411dea7  965c2846  20c86c15  1988bd6b 
S H A ( E udo r a P L ug i n / t r a n s bmp . c ) = 

2bc2aaa9  95e32deb  65730929  a5e12810  82b4eb63 
S H A ( E ud o r a P I ug  i n / t r a n s bmp  . h ) = 

25a458ba  9bcbcf0f  316bcca1  7ddd93dc  b8a0e1f3 
SHA(BUILD.BAT)  = 

3772afbd  a3736308  0f45db76  5aba01cb  c7e81926 
SHA(CLEAN.BAT)  = 

88a0a3d8  f0969378  1fe522c7  37458e73  d36cbdc2 
SHA(PGPBUILD.BAT)  = 

33cd996d  fabfa2e0  776e41c2  b0da2829  cd3fdbff 
SHA(RELEASE.BAT)  = 

00680720  fd5d9426  ea217284  a81fad95  b735cd05 
SHA(debug.bat)  = 

ab8a448e  6bbe3'f4f  38ed0afa  3b3cd395  489b7ee7 
S H A ( t o r e L ea se . ba t ) = 

3a59967a  5b46037a  fe865ddd  3b415799  7fdb6621 
SHA(totest.bat)  = 

6552b8f6  bea06322  47328408  39d5bffa  0eb9641d 
SHACupdate.bat}  = 

899901fe  76fa8f20  f7ebcc48  cedb07e9  28045b99 
SHACINCLUDE/BNPRIME.H)  = 

27cd484d  0ea2565f  b8f83e5d  1455ed1f  e5832e1a 
SHA( INCLUDE/BN . H ) = 

df709025  36dea8b0  c72390da  c172b126  e872aae1 
SHA( INCLUDE/CON  FIG  . H ) = 

a785e7a4  2cf3d262  4c4cc668  d5664c83  d10a71cb 
SHA( INCLUDE/ERRS . H ) = 

fb0d63e5  3d68d012  84902d4b  7f117016  e4a09332 
SHAC INCLUDE/PGPRcpt D LgHe Lp  . h)  = 

64426e8f  bcec41ef  39063c87  6f0eb234  988a64ec 
SHAC INCLUDE/PGPReci p . h ) = 

6a57bc9b  b5f18feb  12650b27  62c87481  39fa9617 
SHAClNCLUDE/PGPRecipientDialog.h)  = 

a37026c4  3c9d4556  942fee1b  6ecb02b4  024bb936 
SHAC INCLUDE/PGPcomd Lg  . h ) = 

c7ac488b  0b0ae7f1  839b6684  6239a7a9  4f0d4bbe 
SHAC INCLUDE/PGPcomd  IgHe  lp . h)  = 

[:i:CHK:df093ed4589f0876defba3836c2f1f81b57202b7aafd95afe9ec31  4759fbf558d:: 
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77bc9dc9  2874988e  ef9decd1 
SHAClNCLUDE/PGPkeysHelp. h)  = 

b9c0c4b2  bd628594  85e120ea 
SHA( INCLUDE/PGPphrase . h ) = 

7001f43b  ea480afc  7bc289cc 
SHA( INCLUDE/PGPpref s . h ) = 

be377cc6  1a016f81  c8eb7e37 
SHACINCLUDE/SPGP. H)  = 

9fbd7f04  b9a8beb6  a3fba411 
SHA( INCLUDE/TreeLi St . h ) = 

ec8ee610  c90058b0  955df568 
SHA( INCLUDE/bnge rma i n . h ) = 

7bd28560  38b8f121  f111bc7e 
S H A ( I N C LU D E /me s sa g e s t r i ng s . h ) = 

052f9edf  a14be4b4  56fcaba6 
SHA(  INCLUDE/pgpAnnota te  . h ) = 

ad066169  b252c598  ef7f5e60 
SHA( INCLUDE/pgpArmor  . h ) = 

f541f708  5ce4c007  285e24f2 
S H A ( I N C LU D E / pg p A rm r F i L . h ) = 

c6ab69b7  4976f9d6  941505a3 
SHA(  INCLUDE/pgpBuf Mod . h ) = 

e56af9f1  8d5314da  12b6e455 
SHAC INCLUDE/pgpC FB . h ) = 

40e9a834  56c2586a  4d801e78 
SHAC INCLUDE/pgpCi pher . h ) = 

a3e1d533  c8ea2daf  bb00f402 
SHAClNCLUDE/pgpUI . h)  = 

23caca55  ab6e9c6c  aa26c331 


SHAC INCLUDE/pgpCi ph rMod . h ) = 

44ee4bd2  b744123e  d946040a 
SHAC INCLUDE/pgpCompMod . h ) = 

cf5a3563  76181487  8ec067c8 


S H A C 1 NC LU D E /pgpComp res s . h ) = 

3c16ac93  e4143992  0b38bac7 
SHACINCLUDE/pgpConf . h)  = 

761aa32c  8fde1634  c6f21b27 
S H A C I N C LU  D E / pg p C on  V Key  . h ) = 

1cf0dae7  ed8f48f7  b377a61b 
SHAC INCLUDE/pgpConvMod . h ) = 

a6f4eacc  a7d80483  6b314a67 
SHAC INCLUDE/pgpDebug . h ) = 

d622fc29  5c0d8b99  f7912bc8 


SHAC INCLUDE/pgpDecPi pe . h ) = 

9e71bab3  38379ec2  31288c80 
SHACINCLUDE/pgpDevNuL L . h)  = 

bcee2fe3  edf399ff  3275f102 
SHAC INCLUDE/pgpESK. h ) = 

6df29722  2489ff4f  d5387a8e 
SHAC INCLUDE/pgpEncPi pe . h ) = 

4b4f831c  d7b2ea64  e3727ed4 
SHAC INCLUDE/pgpEnv . h ) = 

6c433b30  b40b5beb  784d8589 
SHAC INCLUDE/pgpErr . h ) = 

fe37e0ad  6604b51d  4a509d69 
SHAC INCLUDE/pgpFI FO . h ) = 

ecdd4a69  398fc10d  f3f71cb8 
SHACINCLUDE/pgpFi  Le.  h)  = 


a4aaaaf5  ed89db0c 
9eae66e7  d890defd 
76079386  C0c7e855 
e98f3640  012111ef 
ab49eb54  0f7b0076 
a0643fd1  dab70d81 
958f7a5f  ddec1b9d 
8fb308b3  39e9626a 
149ee054  0b353a57 
8344deb5  c882c760 
d1dd92bf  28bdc2a6 
1d8b8387  1e35cb51 
dbc1741e  79e5c07f 

d4646662  15e6b74e 
13b55b7b  0a7c8125 
1717b3a5  24604b8d 
5c24881c  a9d17077 
aada8496  70b94d8e 
973024a7  d3ed4b83 
4b5e3546  fSaSbfea 
IldbabfS  b0f268bd 
f2ec0de1  58ceac44 
091e5c49  52e2eef4 
7a958db7  4e1be7d2 
76902dcf  e40ed5e0 
548d6ca2  3d77c8e2 
43a43bc9  cb6f697c 

0a1c1315  36baa3a3 
511e39ca  a4ca348e 


CCCHK:39aeb7f8b9ec2313aa9cbe75240552c8f11a39ab00177564c94d0cbf0a96ceb0c:] 


XVI 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


42a425e0  569bc4d2  e454e711  a7e83ea7  f29d4ca2 
SHACINCLUDE/pgpFi  leMod.h)  = 

a0f6170e  525bf68b  fdf1346b  59feacc3  d3a73741 
SHA( INCLUDE/pgpFi LeNames . h ) = 

9c6ee565  9bf77a41  21b4cb55  c394d013  7b529ce2 
SHACINCLUDE/pgpFi  LeRef  . h)  = 

c1c09d89  5e8c3d4a  1af8bc3e  dd622a9c  adc3d5f4 
SHACINCLUDE/pgpFi LeType.h)  = 

3a51ca9e  965bef02  7b6af05b  579b10fa  cabe7619 
SHACiNCLUDE/pgpFixedKey.h)  = 

1cabb5f9  e5fba03e  7c57f84c  aa7a1bff  6ff250ee 
SHAC INCLUDE/pgpHash . h ) = 

7f925de2  a60b2c02  b8e5af15  783b6e8d  05871d1d 
SHAC INCLUDE/pgpHeader . h ) = 

28beabd6  f2335ac9  be335df5  36e9b291  7ba0032a 
SHAC INCLUDE/pgpJoi n . h ) = 

9d8039af  ce711ee1  1826f0b6  d9a8f176  eaa5740a 
SHAC INCLUDE/pgpHashMod . h ) = 

838b0602  6d905b24  bb27f613  1d4b769f  c350d643 
SHACINCLUDE/pgpKeyDB. h)  = 

fd7450d3  5daf2845  8c04ab9f  cdd78420  9d445f2a 
S H A C I N C LU D E / pg pKey S p e c . h ) = 

1f43f2d2  f4593c2d  c4ecf57f  8bf7e764  170d10de 
SHACINCLUDE/pgpLeaks.h)  = 

82cb17e4  1f5b7d03  6eb67942  9ee8a2c9  46819559 
SHAC INCLUDE/pgpLi t era L . h ) = 

7b6bf4bf  34015e46  86bb4e64  64d1bb9c  d8c20bc4 
SHACINCLUDE/pgpMem. h)  = 

1fc3edac  70172c50  ecf399f6  d3ee397f  20aa59ed 
SHAC INCLUDE/pgpMemMod . h ) = 

efbd10c0  f0117185  08fd5225  527589e9  b291ec76 
SHAC INCLUDE/pgpMsg . h ) = 

c52fb30f  e2bc37a8  2120cdc3  2901a1fa  ffc311e8 
SHAC INCLUDE/pgpPKEHod . h ) = 

5ede784d  a9cc6409  7257b0ec  e363bd54  5f3ec179 
SHAC INCLUDE/pgpPassCach . h)  = 

aa360c04  301589dc  6e93a526  9f2a56a2  f48b9f91 
SHAC INCLUDE/pgpPi pe L i ne . h ) = 

327f5b8e  f2be73ee  6174-f637  79073c2d  4d84c373 
SHACiNCLUDE/pgpPrsAsc . h)  = 

5fa2ebd2  23552c9b  abddde06  4e1de9ff  3ae1e159 
SHACiNCLUDE/pgpPrsBin.h)  = 

badbd775  48687f2d  6668e6eb  78dd346c  b28a679a 
SHACiNCLUDE/pgpPubKey.h)  = 

86b1f1e7  d32f0a6f  1168efbc  4f619446  8adb0709 
SHAC INCLUDE/pgpReadAnn  . h)  = 

4d12b8fc  3af7f611  38fecdcb  27e878b5  a6abb3c5 
SHAC INCLUDE/pgpRi ngUI . h ) = 

3e4045bd  0b09efde  06a94f38  a1f878a8  3473eaff 
SHACINCLUDE/pgpRndPooL . h)  = 

60cf8cce  80fb358f  19548cfc  bf752fa7  ebd49dc0 
SHAC INCLUDE/pgpRndSeed . h ) = 

08f4d9dd  50ce1a96  107b4655  580cf922  e249fedb 
SHAC INCLUDE/pgpRndom. h ) = 

7804d82c  0cb3395d  cb62b67b  2791f5df  8e3ee8a5 
SHAC INCLUDE/pgpRngMnt . h ) = 

f94913b3  19681ab3  95a3688d  4dc4f451  8a63c894 
SHACINCLUDE/pgpRngPub. h)  = 
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1fef7721  351422 
SHA( INCLUDE/pgpSi g . h ) = 
c1421b22  96f614 
SHA( INCLUDE/pgpSi gMod . h)  = 
25b73a1a  8c80cf12 
SHACINCLUDE/pgpSigPipe.h) 
8b86a43f  94d5bcf7 
SHA( INCLUDE/pgpSi gSpec.h) 
56ff9c37  aee143b4 
SHAC  INCLUDE/pgpSp L i t . h ) = 
8662c0bf  58a10711 
SHA(INCLUDE/pgpStr2Key.h) 


SHACiNCLUDE/pgpTrstPkt.h) 
c70a5774  df3df684 
S H A ( I N C LU  D E / pg  pT  ru  s t . h ) = 
60186e7d  1cf609e6 
SHAC INCLUDE/pgpTypes . h ) = 
f8ef1a0f  f7a6809e 
SHACINCLUDE/pgpUserlO. h)  = 
021c9c49  ead847cc 
SHAC INCLUDE/pgpUsua L s . h ) = 
5beb8d8c  0a35b489 
SHACiNCLUDE/pgpVerifyRa.h) 


SHA C INCLUDE /pgpBui Id. h) 


S H A C PG PR e c i p / D ra g I t em . c ) = 
8b12449b  14d1f862 
S H A C PG P Re c i p / D ra g I t em . h ) = 
b428c212  10d146bf 
S H A C PG P Re c i p / Key S e r ve  . c ) = 
0d4db88b  fc731bbe 
S H A C PG PRe c i p / Key S e r ve . h ) = 
301a40bf  e460f97c 
S H A C PG  PR  e c i p / L i s t S o r t . c ) = 
fc1eb7c0  7238a463 
S H A C PG PRe c i p / Li s t So r t . h ) = 
4a4d3892  160c03f5 
SHAC PGPReci p/Li stSub . c ) = 
9189449b  e8cdda54 
SHAC PGPRec i p/Li  St  Sub . h)  = 
2e9342db  533419d7 
S H A C PG PR e c i p / Mo V e I t em . c ) = 
0912ec3a  f7824227 
S H A C PG P R e c i p / Mo V e I t em . h ) = 


264aab2b 

f a9531 21 

220f bb09 

1 e8e7824 

6c860442 

86e5fd3c 

791 299f d 

6645b479 

9d1 e0913 

8b95e731 

e51 3bdb8 

246f 5f 4e 

dbc60c76 

62f04dcc 

ec461 0a5 

ded68468 

1 c52ec5b 

ad446365 

eec7031 f 

bdc7f 1 f 1 

33e6e948 

d0dcb509 

50731  bee 

2f 2e1 e30 

f 3456e26 

8094db3e 

a668602a 

ea21 82c6 

38cd4a42 

889ac85c 

58881519 

d16edbe6 

75a1 abf a 

b64878a5 

0461 3ba9 

cf 1 e66e7 

723af 20d 

f 1 6849c9 

541 9eee4 

5b6a2243 

3c985d4f 

04193277 

8e48ec1 d 

a21 773e2 

8c1 84d77 

2a3e6e7a 

4ce465cd 

1 c461 58f 

f 5c7ac61 

d003f 6c6 

bf 5a967a 

pport . h) 

= 

91 f 0ce83 

5b4c2f 0f 

363abd3f 

01 c5061 1 

3988de9c 

f 6b68f 6c 

c ) = 

b05c0ae4 

f 68d8ce4 

b622c553 

629edbab 

2b7a9bb7 

9e3aed1 8 

9d60adb2 

43d588ef 

a3018f 16 

291 391 f1 

31970998 

c65a229b 

6862a786 

b3adede6 

5878dc89 

4c1 b3b07 

7c9d1 f cd 

598388ca 

0e2b758c 

550f 2b8e 

87955a62 

34a3bec2 

fa4dee79 

b1 c26a25 

84204cb1 

702cf 6f a 

bea16fee 

862b921 3 

add89a5a 

0cefd426 
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a558b50f  3eba60c4  76bb9929  e2c555b0  2fe37087 
S H A ( PG PRe c i p /Own D ra w . c ) = 

12976128  d7d54ebe  7211f1fc  d07751f4  a36e0fd1 
SH A C PGPRe c i p /OwnD ra w . h ) = 

5ec46e54  b43012f1  6a57878f  9828e460  23cc638b 
SHACPGPReci p/PGPrecV. rc)  = 

ebbae431  7e198341  5929c2ee  69ebb248  2f47a374 
S H A ( PG  PR  e c i p / PG  P r e c i p . r c ) = 

e095a610  2d9696ca  8f719319  4d56de69  a7249ce4 
S H A ( PG  PR  e c i p / Re  c H e L p . h ) = 

86fb90af  0dd33ae0  4673edc1  6406c601  587be838 
SHA( PGPReci p/RecKeyDB . c ) = 

6b1b25bb  6aaff0a9  413bd0a5  14d7e95a  e5c42e2b 
SHAC PGPReci p/RecKeyDB . h ) = 

e08ceef6  8635fabb  775f5ecd  0d1d03a8  db0c4dbc 
S H A C PG  PRe  c i p / Re  c P r o c . c ) = 

c799293d  bbef53b8  e273118f  2374a098  a17a613e 
S H A ( PG P Re c i p / R e c P r o c . h ) = 

0985f0ec  762fbab0  5ac35515  0d103069  96080b88 
S H A ( PG P R e c i p / Wa r n P r o c . c ) = 

6eabeff6  2c8e8a0f  c356770e  6d1071f1  f4939902 
S H A ( PG PR e c i p / Wa r n P ro c . h ) = 

9481486b  fff17ac1  657f797f  ea44ea7d  3c4a4423 
S H A ( PG PR e c i p / c one r ro r . c ) = 

8b6122d8  cf5af021  f01692c1  d4cb485b  4ab9728e 
S H A ( PG PRe c i p / cone r ro r . h ) = 

abca1993  8bd5a609  3a8429ef  a996369e  664c3a39 
S H A ( PG P Re c i p / ma i n . c ) = 

5ed71565  654731db  eef8eab3  216f617e  81a88cc9 
S H A ( PG PRe c i p / p r e c omp . h ) = 

511628f6  111b2c6a  f1e1452a  2b1cf2f4  d8fde850 
S H A ( PG PRe c i p / r e s ou r c e . h ) = 

42a3aef8  b2d56507  351adfe5  83858c01  0402d6ec 
S H A C PG PR e c i p / s t r s t r i . c ) = 

5160b92a  ad149160  6937c79e  0a8076e8  9750ff61 
S H A ( PG PRe c 1 p / s t r s t r i . h ) = 

8f959b77  596119e4  3898df4b  8534bc32  c0ab6dc7 
S H A ( PG PR e c i p / s t r u c t s . h ) = 

618394e2  48735e39  729db447  3b6f45bb  52b1b244 
SHACPGPWCTX/CTXMENU. DEF)  = 

ecb62840  9431fbca  599d3c2f  146d49a2  0c42f896 
SHACPGPWCTX/Ctxmenu. cpp)  = 

c420a496  0100d249  f6054bd7  0c59f81a  ea22e7fe 
SHAC PGPWCTX/DEFINE . H ) = 

205a162e  40152ed5  0af2b812  b0bafaac  ecac1736 
SHACPGPWCTX/PGPwctxVer. rc)  = 

2dbd8dd6  8110ed0a  1d55411d  97e73541  4d7dd9f0 
SHACPGPWCTX/PRECOMP. H)  = 

9666b179  d0299458  d7249f2d  fcf965fa  4ce94270 
SHAC PGPUCTX/PRIV . H ) = 

d0cbd787  f5e9fafb  8120ac42  3a412e0d  e21d135a 
SHAC PGPWCTX/PassPh rase . c ) = 

885e2d87  9e5b4399  23bc926a  73a260ff  73c656ee 
SHAC PGPWCTX/PassPh rase . h ) = 

8d9fdbaf  149f3c11  092a10ce  b9a9a27c  5a9a9d6b 
SHAC PGPWCTX/Pgpwctx . cpp)  = 

3f7bd7f2  db27a165  501e7f63  7ac024fc  8331e08c 
SHAC PGPWCTX/Pgpwctx . hpp)  = 
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5fd66263  8ea1d893  34ad8544  2c29f876  b3c4b7d8 
SHA( PGPWCTX/Pgpwctx . rc ) = 

7857f64c  c675b4ca  d2cdb699  95eed849  aa18502c 
SHA( PGPWCTX/READHE  . txt  ) = 

ab6c0ca4  db8abf03  598b2716  307fea17  152a792a 
SHACPGPWCTX/RESOURCE.H)  = 

ee3f4646  9ff5943b  f7104774  e98f1071  3cb26805 
SHA( PGPWCTX/Resu L t sD Lg . h ) = 

de904dbd  538b19ce  72051f68  911c104d  04bf444a 
SHA(PGPWCTX/SheL LAddKey.  cpp)  = 

16150230  c28caad7  acc0610a  b31a9632  98309e72 
SHA( PGPWCTX/She L LAddKey  . h ) = 

d035ebed  be600c1a  7bb1ca10  922b9808  52b43325 
SHACPGPWCTX/SheLLDecryptVerify.cpp)  = 

d124b424  a31a736c  358996be  8f8e30d2  277906bd 
SHACPGPWCTX/SheLlDecryptVerify.h)  = 

89a625be  09398b17  9f3ac0cd  2b36f686  5441f208 
SHAC PGPWCTX/She L LVeri  fy  . cpp ) = 

ad7a2756  ae1e48fe  2dd88442  f32ebe67  04ec7443 


SHACPGPWCTX/SheLLEncryptSend.cpp)  = 

1e0d7871  da82dd89  6a5b93a0  339f1666  7b02d663 
SHAC PGPWCTX/She LL Encrypt  Send. h)  = 

5b7d30b2  a811c073  f8a58a1a  a23f05d7  fb067bc1 


SHACPGPWCTX/SheLLEncryptSign.cpp)  = 
575cccad  6997140e  9e81b2af 
SHACPGPWCTX/SheLLEncryptSign.h)  = 
8a2895cf  a11e2733  db65dc7b 
SHAC PGPWCTX/Shexi ni t . cpp)  = 

7bf9c299  eb9bc0af  89b3938b 
SHACPGPWCTX/messagestrings.cpp)  = 
a7e4ce60  6084527b  f1e081b4 
SHACPGPWCTX/pgpCodes  . hpp)  = 

4cb004e0  37393306  0628614a 
SHAC PGPWCTX/she L L veri f y . h ) = 

a069759d  df15b9be  448fd2c2 
S H A C PG PWC TX / wo r k i n g . c pp ) = 

ad38613c  fb6f5977  d0b8a5cb 
SHAC PGPWCTX/worki ng . h)  = 

32ef24d3  7b7a0461  fe13963c 
SHACPGPcmdlg/PGPKeyServerSupport . h) 
bd125dae  7d563bdc  f3075c5a 
SHAC PGPcmd Ig/PGPads . c)  = 

d4e1fcfd  57357e15  8bbd4274 
S H A C PG P cmd  L g / PG P c h e c k . c ) = 

4b9641e7  844f031b  af1ba9eb 
S H A C PG P cmd L g / PG P c omd L g . c ) = 

ac64e3b3  03b626b2  66f56a81 
S H A C PGPcmd L g / PG Pcomd  I g . r c ) = 

d35989fd  fcb51850  429db611 
S H A C PG P cmd L g / PG P c omd L g H e L p . h ) = 

b0d3b481  2acca21d  b3249155 
S H A C PG P c md I g / PG P c omd L g Ve r . h ) = 

f3cfc5ba  801296e0  51de39b3 
S HA C PGPcmd L g / PGPcomd L gVe r . r c ) = 

4407c28c  5e1cbf4d  3037c909 
SH A C PGPcmd L g / PGPcomd L gx . h ) = 

1deed2bc  f1706226  6264cf4a 
S H A C PG  P c md  I g / PG  P e r ro  r . c ) = 


30c7834b  a6ee450c 
58e08ccf  62334d2b 
b337a6b6  e1ffc6dc 
23b7dfd5  3020a732 
16c501f1  d632b566 
9583bfb1  fad9ac6a 
3615918b  82876d16 
c504a817  c53abc86 
31d9cebe  8098413f 
62ba2587  a9c6dd7b 
c8f880bd  05dbd72f 
a2812eb8  9f48eb8f 
eaf46463  6ae70b10 
3571d29c  ee433b17 
84b99c77  5e350ff7 
aa036d57  f496afc4 
844b2e06  130c943e 
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6f7f2cd3  741a5aa7  88a00d43 

7f 8a750e 

5d64013a 

SH A ( PGPcmd L g / PGPexp i re . c ) = 

5a9f00ef  dd3704df  9cf630cf 

1ddba9a6 

4809a7da 

S H A ( PG P cmd L g / PG Ph e L pa bou t . c ) = 

542a557a  08bf7ac1  495e4c11 

c6695a6a 

d87ddbc8 

S H A ( PG  Pc  md  L g / PG  Pn  a g . r c ) = 

e722f3f7  dd73e23d  4dc84f00 

b701 b76f 

30771 be8 

S H A ( PG P cmd  L g / PG Pp h r a s e . c ) = 

7e107d57  5bf16a67  328e3cd8 

6baaa3d0 

e00ed4f 6 

SHA( PGPcmd Lg/PGPprefs . c)  = 

5ff57b5b  96ad6aba  c4a78add 

0d38dc2e 

0e405bcf 

SHACPGPcmdLg/PGPrand. c)  = 

573f9cbf  e5264558  5cbc4ee1 

e10c8f f8 

4653cc8c 

S H A ( PG P cmd L g / PG P s p L a s h . c ) = 

1ebf5c60  fe600b10  d36fbb30 

32b882ec 

4d839c07 

S H A ( PG P cmd L g / PG P s p L a s h . r c ) = 

fc6f9d87  3e1e5254  ea7e6255 

60c2e78f 

550607de 

S H A ( PG P cmd  L g / r e sou  r c e . h ) = 

b2a0d52c  6ec186fd  ad57116b 

a63ef0d5 

f b0b69d9 

SHA(PGPkeys/KMAddUser. c)  = 

1d2a000e  e8ad456c  3a4e4b99 

e9818a2d 

1 6633935 

S H A ( PG P key s / KH C h a ng e . c ) = 

bf93d0eb  09e579a7  7e3847c9 

c5201 f a1 

32d4d94a 

S H A ( PG P key s / KH Con ve r t . c ) = 

648d208d  fd74f9ee  d839c303 

f ad79f eb 

95dc2d99 

S H A ( PG P key s / KM Fo c u s . c ) = 

b1ae53d7  335ecf6c  a8867146 

bc4c6652 

0ddbbc31 

S H A ( PG P key s / KM  I Da t a Ob j e c t . c pp  ) = 

5a79a2db  92f6228b  211f09aa 

313b249e 

71 a1 d2d0 

SHACPGPkeys/KMIDa taOb j ect . h)  = 

f8879402  0a74bc8f  aed3bec8 

9ea26b7a 

9d56b71d 

S H A ( PG Pkey  s / KH I D r op S ou  r c e . c p p ) = 

fa446e41  4ffc0734  c551ac2c 

86899676 

bcf 640c1 

SH A ( PGPkey s /KHI D ropSou rce . h ) = 

4a123a2a  9edc9391  43a3f926 

c7d5e1 5d 

e2726b20 

S H A ( PG Pkey s / KHI D r 0 pTa rg e t . c pp ) = 

538592d4  adf2ef0d  6dbb4d97 

443d2756 

643f 33c7 

SHACPGPkeys/KHIDropTarget . h ) = 

46c4c855  7784a8e2  2d3c982e 

8a8b5bf f 

5f 77f aba 

SHACPGPkeys/KMIEnumFormatEtc. cpp)  = 

97c0a6ae  89b58c7d  3a620301 

9f 746f 8c 

5eae713f 

SHACPGPkeys/KMIEnumFormatEtc. h)  = 
0a1c6673  40e129ff  d207a532 

9b01 ba4b 

a0ad5f da 

SHACPGPkeys/KHKeylO. c)  = 

f47df9be  ca7a66f2  9a850331 

da4ad1 a8 

f 9259254 

SHAC PGPkeys/KHKeyOps . c ) = 

3058228b  3cf50d25  646996c4 

1 1 ea9c46 

48518828 

SHACPGPkeys/KHHenu. c)  = 

62f258bc  2a2eca69  cacc9d14 

8f bb2ef 8 

a7de1 f 55 

SHAC PGPkeys/KHMi sc . c ) = 

50f9803f  9d775ace  ae279ab5 

ab1a1723 

78bbde71 

SHAC PGPkeys/KHMsgProc . c ) = 

49f0ba67  0b64ee47  1484722e 

b31 23a4c 

911beceb 

SHACPGPkeys/KHProps. c)  = 

2aa26173  425d589e  001fd31d 

4841 bb8c 

2211 f 34a 

SHAC PGPkeys/KMTree . c ) = 

3cf46661  e6add5d8  c7e47c1e 

af30f3fa 

01 771 c90 

SHA( PGPkeys/KMUser . c)  = 
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41759171  b9f8278c  e7a680a4 

a3b1dfad 

55d57d5d 

SHA( PGPkeys/PGPkeys . c ) = 

4e3cba64  c2fbe803  fa8be7f4 

5e8fc9ee 

b3e80daa 

S H A ( PG P key s / PGPkeygenu i z . c ) = 

83b559fe  edaeadb7  be480b6f 

23f 68599 

83679308 

S H A ( PG P key s / PG P key s . h ) = 

625363a8  dc966b6c  9395429c 

e21 a42e1 

341 437af 

S H A ( PG P key s / PG P ke y s . r c ) = 

9bd587ff  56a88d72  f176d5f4 

e8d32ebb 

d78dc6d7 

SHA(PGPkeys/PGPkeysHeLp. h)  = 

bd221def  16565150  4360ed27 

el b04f 72 

9864e557 

S H A ( PG P key s / PGP  key sVe r . h ) = 

3e823d4b  5d3fedea  00558572 

e5298346 

9bf 9395c 

S H A ( PG P key s / PG P key sV e r . r c ) = 

6ac63795  a4b7f9ae  cf748b00 

3e574003 

684f 6c93 

S H A ( PG  P ke y s / r e s 0 u r c e . h ) = 

17ca2b88  08536546  48d28bed 

b36b01 07 

3c8d9f d5 

S H A ( PG Pp h r a s e / PG Pp h r a s e . c ) = 

834ac17b  fb314b5d  788b4a0a 

d251 48f 6 

dcc70401 

S H A ( PG Pp h r a s e / PG Pp h r a s e . h ) = 

ec0b0207  b715d501  de4b714d 

f 01 f c373 

5f 83f 67f 

S H A ( PG Pph ra se / PG Pph ra s e Ve r . h ) = 

75e4ec37  fbb64e66  13171cea 

d08d052e 

5f 506887 

S H A ( PG  Pp  h r a s e / PG  Pp  h r a s e X . h ) = 

da60ac3e  e1630037  C0e32f7c 

022286e5 

bc209542 

S H A ( PG P t r a y / A c t i on  s . c ) = 

67594acd  e5d9ee05  009fc02f 

b1 bbdc8d 

424cef d1 

S H A ( PG P t r a y / A c t i on s . h ) = 

99c4f154  558bddb7  4061c56a 

d8c3b6dd 

9999ea78 

SHA( PGPt ray/CONERROR . C ) = 

08867c70  10db64be  645c0e7f 

ed5c96bc 

775f 4325 

SHACPGPtray/CONERROR. H)  = 

abca1993  8bd5a609  3a8429ef 

a996369e 

664c3a39 

S H A ( PG P t r a y / C L i pBoa r d . c ) = 

d94b5de1  5a177e8b  d8a5aa81 

ded03953 

3eeb33f a 

SH A ( PGPt ray /C L i pBoa rd . h ) = 

aa39d5de  d2e07548  96eeaf04 

d584d035 

d889af 66 

SHA( PGPt ray/DEFINE . H ) = 

4c533084  d30086eb  f49147a0 

40f a894d 

04b973f e 

SHACPGPtray/ERRS.H)  = 

f9e753d2  cd556639  6a4df1d3 

894ca0da 

b874948c 

S H A ( PG P t r a y / E n c L y p 1 0 r AddKey  . c ) = 

ba629a05  00994c73  2ca9179b 

a4e0e8a1 

78549329 

S H A ( PG P t r ay / E n c L y p 1 0 r Add  Key . h ) = 

b45cda00  bc08cf05  da9ecd96 

fd22a4c0 

07c0bf 94 

SHACPGPtray/EncLyptorDecryptVerify. 

6ff783b5  9361be5a  5906b1d1 

c ) = 

034972bc 

05692206 

SHA(PGPtray/Enc  LyptorDecryptVeri fy . 

60240763  35460851  19c2f700 

h)  = 

ff 9751 65 

cl  1 cal  87 

SHACPGPtray/EncLyptorEncryptSign.c) 

4fa13340  24cda3be  be6263ad 

6f a1 1 6f 8 

e99cae7d 

SHACPGPtray/EnclyptorEncryptSign.h) 

06c18790  85e231d7  88e37dab 

202629f a 

b801 6f b6 

SH A ( PGP t r ay / En c L yp t 0 r Key DB . c ) = 

15f4d2a1  7a981d01  4ecf6b4b 

3e3e621  f 

2d685b8a 

S H A ( PG  P t r a y / E n c L y p 1 0 r Key  D B . h ) = 

f34eec0d  44bcab8c  73fe2839 

7d68a858 

ded05854 

S H A ( PG  P t ra y / E n c L y p 1 0 r P r o c . c ) = 
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567aeba9  0d2c44e8  efbb96c4  97ea8a60 
S H A ( PG  P t ra y / E n c L y p t o r P ro c . h ) = 

1c083a6b  d785ffe2  de3bd7c5  21f37fc7 
SHA( PGPt ray/Ha 1 n . c ) = 

C0fe7ae4  2a9de71b  38c081d8  a2cd0cf1 
SHACPGPtray/EncLyptorViewCLipboard.c)  = 

b907fd5f  f846531f  b7a294dc  afcfISIb 
SHACPGPtray/EncLyptorViewCLipboard.h)  = 

577ba188  d13c4d67  27330cf2  4d86b543 
S H A ( PG P t r a y / PG PT  r a y V e r . r c ) = 

b6e093f3  854b776b  69d4adbc  69c2d126 
S H A ( PG P t ray / PG P t ra y . r c ) = 

ea8708ec  92e01e86  6c858e26  8c1a97c4 
S H A ( PG  P t r a y / Pa  s s Ph  r a s e . c ) = 

96552e7f  1ea3ca60  7fc74aca  55c229a5 
S H A ( PG P t r a y / Pa  s s Ph  r a s e . h ) = 

307c5696  e3231d93  616b846e  a3f37cc2 
SHA( PGPt ray/READHE . t xt  ) = 

ede9cd76  c49c3ed2  2ff4d443  1ad851b8 
SHA( PGPt ray/RESOURCE . H ) = 

d8e67fc4  0ad86d7c  53c97040  17e13cbc 
S H A ( PGPt r ay / Re su L t s D L g . c ) = 

6b22203f  9687da26  6cbba9ec  7450a537 
SHA( PGPt ray/TASKBAR . H ) = 

05e2b0fc  a00bc365  3b5cfa2b  1870e626 
S H A ( PG Pt ray /Ta s kba r . c ) = 

d1b1  2209  2f0242-f5  034cdb7d  ea34f736 
SHACPGPtray/WORDWRAP. H)  = 

7ecba129  48092bbf  2c63b2d2  b2feeaae 
S H A ( PG P t r a y / Wo r d w r a p . c ) = 

f3c44d88  d95d3633  f88906f3  1a326124 
S H A ( PGPt ray /me s sa g e s t r i ng s . c ) = 

5a7ca40e  6faa8b81  109a67ad  7da3e90e 
SH A ( PGPt ray /me s sa g e s t r 1 ng s . h ) = 

052f9edf  a14be4b4  56fcaba6  8fb308b3 
SHA C PGPt ray /vi ewe rs . c ) = 

d34bd4a0  1dac36d8  08cf4226  8da0d94c 
SHA ( PGPt ray /vi ewe rs . h ) = 

c01799dd  559fa110  6c7e1265  a5a28a1d 
SH A ( T r ee Li s t /TLM i s c . c ) = 

dd6a18ff  8f1da1a9  784191d9  26d35667 
S H A C T r ee L i s t / T LHou s e . c ) = 

d5f80c64  ea3e6ba7  948b137b  340b2f36 
SH A ( T r eeLi s t /TLMsg P r o c . c ) = 

c3d29537  4bc78dae  83b9b181  81092cfb 
S H A ( T r ee L i s t /T LPa i n t . c ) = 

2f7bc8d0  532f1463  bc6a49ae  0c40cc2b 
SHACTreeLi St /TLTree  . c ) = 

08b974cd  74d84687  fb9c6d00  c8d52fb6 
SHACTreeLi st/TLi ntern . h)  = 

c740fb7e  c8579d1a  1b245c62  e5d917da 
S H A ( T r e e L i s t / T r e e L i s t . c ) = 

0b940b9d  d4211737  42a81cbe  c849ed73 
S H A ( T r ee Li s t /T r ee Li s t Ve r . h ) = 

655abab2  1afa7e9b  42030334  b2ff09ce 
SHACinstaLL/DATA/PGPmai L/license.txt)  = 

b49db46d  eff0318a  21c03363  c502f4fb 
SHACinstaLL/DATA/PGPmai L/Readme.txt)  = 


501abc01 

2fa0dfc1 

0d00ae21 

4cefe441 

a66aebec 

4dc1 d893 
3f 6ee835 
bc9d79dc 
0d2bf 800 
d1 02742d 
402847de 
966ae2f 4 
009345ee 
dc6c99b3 
f 0c8e4c9 
22851449 

93a7e008 
39e9626a 
94e90c93 
0eaaf 97a 
531 c632c 
3228d473 
8ca8f 78f 
1 1 58c0e8 
e4bf7a03 
cc333060 
505d43d8 
c6344b9b 
071 bb00c 
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a2fd611e  a49846f9  81b03035 

4c2a6f4a 

cc2c91 8a 

S H A ( i n s t a L L / e a s y / i n s t a L L . c ) = 

03d29484  ad4d0824  9a6d900a 

52c446db 

49f cde21 

S H A ( i n s t a L L / ea sy / i n s t a L L . ba t ) = 

a3e4e020  ad1fbd6f  6bceb608 

80c77e8f 

f 07f bf e5 

S H A ( pgp Ex c h /B L oc kU t i L s . c pp  ) = 

bf2926e5  c2ed0482  a2ee3342 

6820e291 

cb54db5c 

S H A { pg p Ex c h /B L 0 c kU t i L s . h ) = 

8ba24a78  275a250f  6bc09aa8 

0d2  c079e 

69968eb1 

SHACpgpExch/DEBUG . CPP)  = 

fef9e6d6  1088e04d  01e90030 

65afa960 

df 754f 90 

SHA(pgpExch/EXT . CPP)  = 

872b28d8  9f918ca7  a3ef7709 

57691 6fd 

77baf 7e2 

S H A ( pg p E X c h / E X c h Add  Key . c p p ) = 

267176ed  6c86aad8  45e56955 

6b7d6af c 

e50df940 

SHACpgpExch/ExchDecryptVeri fy. cpp) 

= 

1e6d83da  123987f4  478ca118 

5645f 987 

cbe50858 

SHACpgpExch/ExchEncryptSign.cpp)  = 
538d2568  03f001ad  a25e32b6 

a654de1 a 

5f 54491 2 

S H A ( pg p E X c h / E X c h Key D B . c pp  ) = 

e178940d  40c2c2f2  a3990468 

32c1 1 7cd 

9e4d1 240 

S H A ( p g p E X c h / Ex c h Key D B . h ) = 

d319451e  1dcf1d13  d65a3f9a 

e9f 8f 2af 

6d523dee 

SHACpgpExch/GUIDS . CPP)  = 

076a1c97  39ddf51e  81a0ce5c 

967f e71 8 

9e1 6f 420 

SHACpgpExch/GUIDS . H)  = 

fe28346d  4aecd106  5adb1bf9 

250c9cf 6 

9e89052a 

SHACpgpExch/PRSHT . CPP)  = 

aa4ac27d  48a8d1b0  ca3161fe 

eb36da55 

c5988f ef 

SHACpgpExch/STDlNC . CPP)  = 

7b1c6a68  621b5cbb  877b480c 

0053ca7e 

b5c1 9327 

SHAC pgpExch/STDINC  . H ) = 

b0be7489  65ee82f7  3db06d22 

3f d8865e 

20e42f 77 

SHAC pgpExch/STDNOTE . CPP)  = 

46658df9  474a9ef3  27de8f50 

28a7f e37 

07a25351 

SHA(pgpExch/UI . CPP)  = 

51ad1278  932429af  1968452d 

831 cdba9 

8cca5dd2 

SHA(pgpExch/UI . H ) = 

053ce891  62d9a2c2  9e4937b2 

84a5b08b 

47b1 81 b4 

SH A ( pgp Exc h /ou t L 00 k . h ) = 

bf889692  9ad5cd17  55564289 

39a761 8b 

cf 72052c 

S H A ( pg p Ex ch /pg p Ex c h . DE F ) = 

1946c421  37ae0229  2c2d0f40 

041 54f f 5 

27d98725 

S H A ( pg p E X c h / pg p E X c h . R C ) = 

a38f6c62  7986e5bc  02077216 

30f 85e58 

baf 96e8f 

S H A ( pg p E X c h / pg p E X c h . h ) = 

b51c43dc  a1984030  e903ad40 

c91 51 4f 4 

bbcec53f 

S H A ( pg p E X c h / pg p Ex c h Ve r . r c ) = 

8197ded5  ee7d09bc  5569c0e3 

a0f 5b2f 7 

954c0bb8 

S H A ( pg p E X c h / re_ i 0 . c ) = 

2bfd4d5d  97b75b78  2e3d351c 

1 78f 2f db 

825d531 5 

S H A ( pg p E X c h / r e_ i 0 . h ) = 

4d8fbbc0  9d2b4735  a378feb8 

3bbdab4f 

884ca1 a8 

S H A ( pg p E X c h / r e a dme . t X t ) = 

2ec805ca  bad80aa6  e3312fab 

b4bc71 40 

61 1 f 752f 

S H A ( pgp Ex c h / re  sou r c e . h ) = 

3aca4092  76e6cc22  b327367c 

83f b703d 

b30071 54 

SHACpgpkeyserver/PGPkeyserver.rc)  = 

[CCHK:0f76ea3b897cfcb9b024e9f20e811d6c308c7344d3932843800551516dd40b39b]: 
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bde22820  570babfa  d165d3e0  da21f7f3 
SHACpgpkeyserver/PGPkeyserverHeLp.h)  = 

98e58b7b  40f834a3  3ce39566  fcc326bf 
SHACpgpkeyserver/PGPkeyserverVer. rc)  = 

bbf60df6  929c81b6  6f221367  b1ee12a4 
S H A ( pg p key s e r ve r / c o n f i g . c ) = 

74f88221  01f30579  c13793b9  47597186 
S H A ( pg p key s e r ve r / g e t k ey s . c ) = 

856d41bb  911aaa83  99b1b8d2  31887f4e 
S H A ( pg p key s e r V e r / g e t key s . h ) = 

f45ba604  5a5f815c  9117714d  9cfa5b8a 
S H A ( pg p key s e r ve r / key s e r ve r . c ) = 

4d71b0d1  a648f537  91580eb6  50103cfe 
S H A ( pg p key s e r ve r / key s e r ve r . h ) = 

c91df559  dc8261  c6  ■f34cedcf  fSbbbcca 
S H A ( pg p key s e r V e r / k s c on f i g . h ) = 

b73ba65d  3d2f4d90  d49b9241  fc535570 
S H A ( pg p key  s e r V e r /me n u s . c ) = 

63c6e3f2  e8c9638d  3905635b  36359690 
S H A ( pg p k ey s e r ve r /me n u s . h ) = 

94a2ea32  990d551d  85bba84b  cf3dc609 
S H A ( pg p key s e r ve r / r e s o u r c e . h ) = 

108a5e54  b4bcd316  a5e68e1c  3a085171 
S H A ( pg p key s e r ve r / s e t t i ng s . c ) = 

6916004a  42f9bc89  e4109b1f  adf46ca3 
S H A ( pg p key s e r ve r / s e t t i ng s . h ) = 

1e441ed6  4e4a1f75  7469bb72  097fe02e 
S H A C pg p key s e r V e r / u t i I s . c ) = 

de0da383  6e0b8155  a0fbcde5  91c59329 
S H A ( pgp key se r ve r /u t i L s . h ) = 

46063c95  27dcddb4  bd2b3d90  d3a11b3b 
S H A ( pgp key se r ve r / wi n i d s . h ) = 

5f4f4adc  0de5153e  51518425  8d53496f 
SHA( instalL.txt)  = 

09827060  147ca258  e80df4cf  1e342151 
S H A ( b 1 na  r i e s . u u e ) = 

30bfcc1a  7d633d05  1bd86fcf  8b18a310 
MD5  ( Eudo ra P L ug i n/ AddKey . cpp ) = 

bb6faa80881c23c25ca6486ce3d65501 
MD5  ( Eudo ra P L ug i n /AddKey . h ) = 

55848b4903e0f4518057d3d43556b9b3 
MD5  ( Eudo ra P L ug i n/B L oc kUt i L s . cpp ) = 

6ec062b81 91084ea2203f 2364d236536 
MD5  ( Eudo ra P L ug i n/B L oc kUt 1 L s . h ) = 

736cf994db675fcfb5f6899f27b905a8 
MD5  ( E udo r a P I ug 1 n / CBT P r oc . c pp ) = 

9f4f3835b15e09253f126b9f20bad215 
HD5  C E udo r a P L ug i n / CBT P r oc . h ) = 

04c9f53ec390409221e7f1 cd858d0984 
HD5  ( Eudo ra P L ug i n / C rea t eH i meMes sage . cpp ) = 
6aa9992e9b36dc3625accf41195f76f7 
HD5  C Eudo ra P I ug i n / C rea t eM i meMes sa ge . h ) = 
aaa56d4fe35b36babc0d007922722709 
HD5  ( Eudo r a P L ug i n / C r ea t eToo I ba r . c pp ) = 

4064fffacd5e2d17c122b1935acc2b26 
HD5  ( Eudo r a P L ug i n / C r ea t eToo I ba r . h ) = 

d93e348717f967dad8c64222586e766a 
HD5  ( Eudo r a P L ug i n / De c ry p t Ve r i f yBuf f e r . c ) = 

:CCHK:88f545a6d1ed15b0552ebe3e43f57f32f17fca 


848cf3b2 

a8c698d4 

7a7653aa 

b866bf b5 

6f 97ce30 
51 81 665d 
b8648f 1 2 
1 3a4f 2a2 

4de7c452 

3bf 7539f 
5a804d8e 
c4d1 ee81 
ab050243 
bed  f b89 

5b3c10f 5 

59903089 

4a2b3c0d 

9df bc76f 
057bb733 


f69a895f997ee7d8be5ce2c9027]T 
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b797e15148fe5a6372fa18deec5881bf 
MD5  ( Eudo ra P I ug i n / De c ryp t Ve r i f yBu f f e r . h ) = 
4e3b8c71b2c61bf29d9d5ba0f49c0b08 
MD5  ( E u do r a P L ug  i n / D e c ry p t V e r i f y F i I e . c ) = 

80471  b6de845c5ad85ede0966dbcb1 62 
MD5  ( Eu do ra P L ug 1 n / D e c ry p t V e r i f y F i L e . h ) = 

22822a0d73737c25498a1adfdb1c1da2 
MD5  C Eud o r a P L u g i n / D i s p L a y M e s s a g e . c ) = 

6831b5b3739cb07f6c03ec58b915ed4f 
MD5  ( Eudo r a P L ug i n / D i s p L ayMe s sa g e . h ) = 

9d9c4095117f077375dc4360a922357c 
MD5  ( E u do r a P L ug i n / E n c r y p t S i g nBu f f e r . c ) = 

770a805905b4f46471db6e2e4b2d45af 
MD5  ( E udo r a P L ug 1 n / E u do r a I N I . h ) = 

5293dc0543c6858dd00d268ba022dbbd 
MD5  ( Eud o r a P L ug i n / E n c r y p t S 1 g n Bu f f e r . h ) = 
a50497f2621fe61ce406ec9c287b0a23 
MD5  ( E ud o r a P L u g i n / E n c r y p t S i g n F i L e . c ) = 

6176ab531f94f1ed87e93c57904e3b79 
MD5  ( E ud o r a P L ug  i n / E n c r y p t S i g n F i L e . h ) = 

49cd3bc6fa32b3349fb0cb8118450aaa 
MD5  ( E u do r a P L ug i n / E u do r a I N I . c p p ) = 

Cfd5bc44924f76be4ce36c21d9df63f3 
MD5  ( E udo r a P L ug i n / E u do r a Ma i L H ea d e r s . c pp  ) = 
f98e430b851ccd97c92549dd307caec7 
HD5  ( Eud o r a P L u g i n / E ud o r a Ha i L H ea d e r s . h ) = 
b8f92d38b6ceb599aa294b2bd3624832 
MD5  ( E udo r a P I ug  i n / E ud o r a Ma i n Wn d P r o c . c pp  ) = 
ce610fa96c385532ce4fafd043ad8421 
MD5  ( Eudo ra P L ug 1 n / Eudo raMa i nWnd P roc . h ) = 

689df6ca2e7259a2fc07d0507bd24539 
MD5  ( E udo r a P L ug  1 n / E u do r a Rea dMa i L Wnd P r o c . c pp  ) = 
efca433a073b4156c8e0c2ef4ee8ea8d 
HD5  ( Eudo r a P L ug i n / E udo r a Re  a d Ma i L Wn d P r o c . h ) = 
46d6225fa1ab478a60c517da25b668ee 
MD5  { E udo r a P L u g i n / E ud o r a S e ndMa i L Wnd P r o c . c pp  ) = 
c2a87417343b059ca996ef6108929ee3 
MD5  ( Eudo r a P L ug i n / Eudo ra S endHa i L WndPro c . h ) = 
da81d4ff0430ad983c98393df2f7d30e 
MD5  ( E udo r a P L ug i n / Ma p F i L e . c ) = 

b74be53a502fe0acd8a00152bcf28cb5 
HD5  ( Eudo r a P L ug i n / Ha p F i L e . h ) = 

04aa11db98815a05475e72a6ee30ee25 
MD5  ( Eud o r a P I u g i n / M i me S i g n . c pp ) = 

4c55db8c5a01cecbcb9099606a6c530e 
MD5  ( E udo r a P L ug i n / H i me S i g n . h ) = 

98d42ecf229a0e018c4f95436eba4774 
MD5  ( E udo r a P L ug i n / H i meVe r i f y . c pp  ) = 

948f511b863b315f07a1cda94df99060 
HD5  ( Eudo r a P L ug i n / My Key D B . c pp ) = 

038a38fbb2cb85d9856040a1c4b63982 
MD5  ( E ud o r a P L ug i n / My Key DB  . h ) = 

11bd4a85b474c7975b61b7b4bdc4bb49 
MD5  (EudoraPLugin/MimeVerify.h)  = 

2919f1eb9fab5a0e176da9c16563489d 
MD5  ( E udo r a P L ug i n / My M I M E U 1 1 L s . c p p ) = 

777b5edf f 4c9f 608b41 a3d69609a6d22 
MD5  ( E u d o r a P L u g i n / My M I M E U t i L s . h ) = 

CCCHK:efa72cf3909140ba63abe603c02c1ef7771e9a40e75634e684ba1f0bfd02b6d3c]Il 
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0a5578f08f63e7837b72ed085b29b3b1 
MD5  ( E u do r a P L ug i n / PG PDe f i nedM e s s a g e s . h ) = 

6fdff520abb673a3976895f7689b5cd9 
MD5  ( Eudo ra P L ug i n / PGPP L ug . cpp ) = 

2f88fac06d6d2d5f59943cca2dce5d59 
HD5  ( E u do ra P L ug i n / PG PP L ug . h ) = 

d782d79c02ce96b268264e211fdd141b 
MD5  ( E u d o ra P L ug i n / PG PP L ugTy pe s . h ) = 

a2d24c12af3579f611df412dbc4288f1 
HD5  ( Eudo ra P I ug i n / S i gResu L t . c ) = 

0313ffc9e0ab163ac72bdfe35cf60f0f 
MD5  ( Eudo r a P L ug i n / PG Pp L ug i n . d e f ) = 

1311 e0f 79629a3679bf c251 af 9576e39 
MD5  ( E ud o r a P L ug i n / PG Pp L ug i n . r c ) = 

C5c442711a6e9275d05fd6f0f4f0d35a 
HD5  ( E ud o r a P L ug i n / PG Pp L ug i nVe r . r c ) = 

57f4b616e1d2df4cb5e03cd3d954ccad 
MD5  ( E ud o r a P L ug i n / R e a dHa  i L Too  L ba  r W nd P r o c . c pp  ) = 
a7aa2ce1878b483001 35004611 31 0f2a 
MD5  ( Eudo r a P L ug i n / Re  a dMa i L Too L ba r Wn d P r o c . h ) = 
ea16e4d4ec587fe03c39ce0a01229fb9 
MD5  ( E u do r a P L u g i n / S e ndMa i I Too L ba r Wnd P r o c . c pp ) = 
d9f58af919ee6c70f81f53b85155f69a 
MD5  ( E u d o r a P L ug i n / S e nd Ha i I Too L ba r W nd P r o c . h ) = 
85fce2b347d9f1f26995a277dd918045 
MD5  ( E ud o r a P L ug i n / S i g Re s u 1 1 . h ) = 

f3f85ef 37e 90788844 150ec1 7a 14f 745 
HD5  ( Eudo ra P L ug 1 n /T ra ns L a t o r I Ds . h ) = 

8d1120ea1 82601 2726f09c81046c9902 
nD5  ( Eudo ra P L ug i n / Wo rdW rap . c ) = 

14af0fe13a85a3f8aa407373d6abf25b 
HD5  ( E ud o r a P L ug i n / Wo r d W r a p . h ) = 

1db84c516086d38285caf2f7957f7b07 
HD5  C E udo r a P L ug i n / T r a n s L a t o r s . c p p ) = 

85b573876daf31b13332213587cd3868 
HD5  ( Eudo ra P L ug i n /T r a ns L a t or U t i L s . cpp ) = 

38336b3fa536e975e98efef924a4580b 
HD5  ( Eudo ra P I ug i n /T r a ns  La t or U t i L s . h ) = 

859f e2091 5 d 5 584490bc6 f b3 c 427 1 97c 
MD5  ( Eudo ra P I ug i n /T r ans la t or s . h ) = 

51403ea9aaf079bf9aa8e40fda12dba4 
HD5  ( Eudo ra P L ug i n / Wo r ki ng . c ) = 

8e2d67b9ff0873bda6ba672aba8e9bd2 
HD5  ( Eudo ra P L ug i n / Wo r ki ng . h ) = 

1 78a37eae1 01 c955b875f1eb69c99037 
HD5  ( Eudo ra P I ug i n / re_i o . c ) = 

a99e47a654c015b07bc7e8a3df75101e 
HD5  ( E ud o r a P I ug i n / r e_ i o . h ) = 

7e567d0e141f0b157e7d434070e808ac 
HD5  ( E udo r a P L ug i n / r e sou r c e . h ) = 

6ebafbcf81f7baaf1f05a790cf6d1765 
HD5  ( Eudo ra P L ug i n / s t r s t r i . c ) = 

79feab9275ffcfb95710295cc1da9eff 
HD5  ( Eudo ra P L ug i n / s t r s t r i . h ) = 

d9dd4740bfa57f8c207965c03bffc9da 
HD5  ( E ud o r a P L ug i n / t r a n s bmp . c ) = 

9b39a944fc03817959a42654992d717c 
HD5  ( Eudo ra P L ug i n / t ra n s bmp . h ) = 

C[!CHK:1147bedca1d02c2b00bc9edae0ae2c5f6c36153fa19667bafc799c2998aebe60aD3 
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766d6877e4dd811ae57f015b8070bc5f 
MD5  (BUILD.BAT)  = 

32d188a4955fd85a0753d16ae27866a5 
MD5  (CLEAN.BAT)  = 

85c59c2fc166d687c20d85249023d53c 
MD5  (PGPBUILD.BAT)  = 

fac6374f69ec3a987d6fe9150f643d21 
HD5  (RELEASE.BAT)  = 

0d5485382fc9eed24b0b6bf9d36abc94 
HD5  (debug.bat)  = 

6addc42c43720a0c685e39e 77264749b 
MD5  (toreLease.bat)  = 

2077fe39e352579694622fd2880b1a60 
MD5  (totest.bat)  = 

32d66affc3c70fc08e8f469beaa6ede0 
MD5  (update.bat)  = 

26b09ce0f0cd57fe77c8100aaa669c34 
MD5  ( INCLUDE/BNPRIHE . H)  = 

e8f6b69b3db2f9745c79411b4338a91d 
MD5  ( INCLUDE/BN . H ) = 

5d2dc5daeca780cd5fd49872b882637a 
HD5  ( INCLUDE/CON  FIG . H ) = 

f82f590ac023de7255ab4d334c1cdfe0 
MD5  (INCLUDE/ERRS. H)  = 

b2b38e72d924866b00c2f9dda82d1caf 
MD5  ( INCLUDE/PGPRcpt D LgHe Lp  . h ) = 

fe3b078e945436bedc20631a8f1a1580 
MD5  ( INCLUDE/PGPReci p . h ) = 

ff28f4b9e7760c8e863d4c47b7bea2e1 
HD5  ( INCLUDE/PGPRec i pi ent Di a Log . h ) = 

38e5143fa979c8ad0760375bc62a8b1c 
MD5  ( INCLUDE/PGPcomd Lg . h ) = 

03907a7c7403bbf b2450f 7746d0ef d49 
MD5  ( INCLUDE/PGPcomd LgHe Lp  . h ) = 

430c4ad1a16a7b501c31fddf68921c4c 
MD5  ( INCLUDE/PGPkeysHe Lp . h ) = 

1be45ed5c97e5681bd5c956d83dcf2d4 
MD5  (INCLUDE/PGPphrase.h)  = 

e2d3de1 1 18f5 8895 936a62a2f38f1 82c 
MD5  ( INCLUDE/PGPpref s . h ) = 

f3e89c1bbdf7896fdc9308ef4879daf3 
MD5  ( INCLUDE/SPGP. H ) = 

42e0b1  9885057985391  C087b0c5b6690 
MD5  ( INCLUDE/TreeLi St . h)  = 

bd0f7340bd8e641fbaad93eeaec69314 
MD5  ( INCLUDE/bngermai n . h ) = 

0ec997c344faeac22c1ef912c02c2997 
MD5  ( I N C LU D E / me s s a g e s t r i ng s . h ) = 

3b56cf17bf6689c7493f6782bef4c712 
HD5  ( I N C LU D E / pg  p An n o t a t e . h ) = 

a247c0f50521fff9e8f930f30a1ec59a 
HD5  ( INCLUDE/pgpArmor . h ) = 

a6055d602a40b52a3ff987967b11c699 
MD5  ( INCLUDE/pgpArmrFi  L . h ) = 

d26540c8681578d3fc60f28d0c43010f 
MD5  (INCLUDE/pgpBuf Mod.  h)  = 

f5cb9f6d76964d611c8f19821d005058 
MD5  ( INCLUDE/pgpC FB . h ) = 

[[CHK:ceeeafd9db21802242d0ff82d16d5c2a27b99be43c957cd49f1f09418fa2b1bed]] 
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668ab2a75152f411211014b970b0be5a 
MD5  (INCLUDE/pgpCipher.h)  = 

6769a9366ae26e36c63215b3cb732d84 
MD5  (INCLUDE/pgpUI . h)  = 

43cb920bf242a2f76659c3e1722c0b06 
MD5  ( 1 N C LU D E / pg p C i p h r Mod . h ) = 

98bf67e960be941a6c7110568d6aef93 
MD5  (INCLUDE/pgpCompMod.h)  = 

c79e23492087f8da198c6381f14234ae 
MD5  C INCLUDE/pgpCompress . h ) = 

277c19f3a7e566638fa03124008e411c 
MD5  ( INCLUDE/pgpConf . h ) = 

2b5132ffcdbbe370867d6dfffda1baf3 
HD5  (INCLUDE/pgpConvKey.h)  = 

f0201ab15aea884a2cd96243d4e49ebb 
MD5  ( INCLUDE/pgpConvMod . h ) = 

fb1defc9a5f075d3269eae4f1b761255 
MD5  (INCLUDE/pgpDebug.h)  = 

34a08cf40a8b298ffd4ec2106a0bb872 
MD5  (INCLUDE/pgpDecPipe.h)  = 

a4d80f2ebae37e1d5f7e4da96bc57f03 
MD5  (INCLUDE/pgpDevNul  I .h)  = 

e0850b4dd8b9b6dec7c38827c8399286 
HD5  (INCLUDE/pgpESK. h)  = 

ea41bf162e8dd9fb82f5f26f8c30b6d9 
HD5  ( INCLUDE/pgpEncPi pe . h ) = 

2173f7785676782f9bee6bf4f7827819 
MD5  ( INCLUDE/pgpEnv  . h)  = 

3e3-fde65a9c89aae0c2d97a51de3f31c 
MD5  (INCLUDE/pgpErr. h)  = 

a7443b6c8f01466e2ba7bb714726a473 
MD5  ( INCLUDE/pgpFI FO . h ) = 

6ca9c6ad8c96aa4207a50a7e193dcb45 
MD5  ( INCLUDE/pgpFi  Le . h ) = 

44bd10a1 589a5d67961 248b3938e1 600 
HD5  (INCLUDE/pgpFi  leMod.h)  = 

ed2dc4ff600168692559e175b3caf414 
MD5  ( INCLUDE/pgpFi LeNames . h)  = 

9ec0409c64082e2ebca702d10ed8d582 
HD5  ( INCLUDE/pgpFi LeRef  . h ) = 

0ebf 36431 1d52006fe8930a8f04c 842c 
HD5  ( INCLUDE/pgpFi LeType . h ) = 

d031bfcc2b380fca20fe410f1e3471d4 
HD5  ( INCLUDE/pgpFi xedKey. h ) = 

42a53704c9be731613b092e1d5b9927b 
HD5  ( INCLUDE/pgpHash  . h ) = 

a6fdd2ecaf0556f6b6efa8e37274e70b 
HD5  (INCLUDE/pgpHeader.h)  = 

fe692126d00689eadeeeb56ff567cbbe 
HD5  (INCLUDE/pgpJoin.h)  = 

d5fdaf86d38a1b1f91940b2dea88d5af 
MD5  ( INCLUDE/pgpHashMod . h ) = 

7d8271b88da8e8cea83e55cb576f9d02 
MD5  ( INCLUDE/pgpKeyDB . h)  = 

4c24d8dc80be396838b7ed4c07054acb 
MD5  ( INCLUDE/pgpKeySpec . h ) = 

dccfe244b4ff9aee57219e421cf329d1 
MD5  ( INCLUDE/pgpLea ks . h ) = 

[[CHK:086d249d9b7043dca7f02c3735f5522e8f13a0ee2c891d5c3d847ce491886c656]] 
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a2a6d241cd0879f3f37b763a689d2e2c 
MD5  ( INCLUDE/pgpLi t era L . h ) = 

c1284dec614f9836b9204cd7086ce2f5 
MD5  ( INCLUDE/pgpMem. h ) = 

a7f2ff2565cae0a1bb368d86b2b132c3 
MD5  ( INCLUDE/pgpHemMod . h ) = 

e53072ff6b4fd2bb1939284fa465b06b 
MD5  ( INCLUDE/pgpMsg . h ) = 

407adef97c7067ad4e8961315417dded 
MD5  (INCLUDE/pgpPKEHod.h)  = 

6e9eb97c34f4752513860c8a6e641d80 
MD5  C INCLUDE/pgpPassCach . h ) = 

9ad24b15aa6e5372a5e27b3e666be8bd 
MD5  ( I N C LU  D E / pg  p P i p e L i ne  . h ) = 

3c3bf0aa0808d69ec52e51c5f845e861 
HD5  ( INCLUDE/pgpPrsAsc . h ) = 

780bf9efe9cda7e32d44436abc9c812c 
MD5  ( INCLUDE/pgpPrsBi n . h ) = 

7a9b9636f900a05fe00d8f17c3f7dfcd 
MD5  CINCLUDE/pgpPubKey . h)  = 

efb7135e7c91ad2bf29a67fe5ac0294b 
MD5  C INCLUDE/pgpReadAnn . h ) = 

a0e3b48872e03a4434548cca33b029ae 
MD5  ( INCLUDE/pgpRi ngUI . h ) = 

96f496875eece5e1b37e7c318e4e7e82 
MD5  ( INCLUDE/pgpRndPoo L . h ) = 

0df2f1ba0ee24f5a9f070dc2e1f12dc7 
MD5  ( INCLUDE/pgpRndSeed . h ) = 

d79e2a156ba35a59404a460633ea03a8 
MD5  ( INCLUDE/pgpRndom. h ) = 

410e33b3b4fe2bfc85ca61b4d2f52129 
MD5  ( INCLUDE/pgpRngMnt . h ) = 

a81 e6ac1 0f 6b4a6a291 82773e6abc0f b 
MD5  ( INCLUDE/pgpRngPub . h ) = 

ccc14dbf6e3691c2bc0aead62c1bfdbb 
HD5  ( INCLUDE/pgpRngRead . h ) = 

08ee7beda6230c73bb7de82f1db2381d 
MD5  ( INCLUDE/pgpS i g . h ) = 

f 3849df 1 8b55f 74870bf bbf 1 09dc27c1 
MD5  C INCLUDE/pgpSi gMod . h ) = 

0d20f52959001af1d4b6189d0e766cbb 
MD5  ( INCLUDE/pgpSi gPi pe . h ) = 

4ef51bd53e8dedf4e3530119d8687788 
MD5  ( INCLUDE/pgpSi gSpec . h ) = 

426e90791 4bc38ed039038421 bddcbl 1 
MD5  C INCLUDE/pgpSp L i t . h)  = 

3a4b40f 948481  999  cl  8926e1 6ebf cl d3 
MD5  C INCLUDE/pgpSt r2Key . h ) = 

84398c83277528994a79cf996debd3fb 
MD5  ( INCLUDE/pgpText Fi  L t . h ) = 

dbd8571d032ccb2b544837c65ef7785e 
MD5  ( INCLUDE/pgpTi meDa te . h ) = 

e38b2bfb285f3fa8e59e2826d8de846e 
MD5  ( INCLUDE/pgpTrstPkt . h ) = 

93bbe83f264167e3d9c3fa640f9448d1 
MD5  ( INCLUDE/pgpTrust  . h ) = 

d887a27a921fb819820e57f3b9637cc8 
MD5  ( INCLUDE/pgpTypes . h ) = 

C[CHK:d00040d4c002488a7a2ffb04ef061ff252fefbd4a1de7d80605635f9fe50c6215]: 
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e7d2ce8c89e43ea7c70d2bee97d37f4f 
MD5  (INCLUDE/pgpUserlO . h)  = 

5aaa9cdc42eca4be8d8cda839641975a 
MD5  ( INCLUDE/pgpUsua L s . h ) = 

f1f0b3517c722f9fb243c0d81e5927a9 
MD5  (INCLUDE/pgpVeri fyRa . h)  = 

08b6edace82542f57e482ac7041e68ee 
MD5  ( I NC LU D E / pgpVe r s i on . h ) = 

5c4fcf1b4992057dbca3683b135a1c80 
MD5  Cl NC LU D E / pgp key s e r ve rsuppo r t . h ) = 

b56cd2d310a5ab5486a58ae7bbfc204f 
HD5  ( INCLUDE/pgpBui Ld . h)  = 

c574a549f 52d03774a893ca00e58e793 
MD5  ( Key s e r ve r S uppo r t /ma i n . c ) = 

72a4436013fd583d8507ff7514de5853 
HD5  ( PG PRe c i p / D r a g I t em . c ) = 

6fff 3978205 be2b080f63f 36a b33b64e 
HD5  ( PG PRe c i p / D r a g I t em . h ) = 

300016d63dd78c4300cbf476a86ba3ac 
MD5  ( PG PR e c i p / Key S e r V e . c ) = 

901 0390f eal 6b0166b656980dbd9440e 
MD5  ( PG PRe c i p / Key S e r V e . h ) = 

03b3e8b9f9f0682261da4d9b4f3b0a18 
MD5  ( PG PRe c i p / Li s t So r t . c ) = 

a2c7ebb02d9230f65e4f9a5dd7dce648 
HD5  ( PG PRe c i p / L i s t So r t . h ) = 

886151b2aa4cf9c01ad474dc97a908e2 
HD5  C PG PRe c i p / L i s t S ub . c ) = 

340482562499e0a57c6d3d5f7d 344828 
HD5  ( PGPRe c i p / Li s t Sub . h ) = 

76533226c80ee41 4899a c3295230e950 
MD5  ( PGPRe c i p /Move  1 1 em . c ) = 

e378f9f72a96441f43d8e332fbde131b 
MD5  ( PGPRe c i p/ Mo ve I t em . h ) = 

5bec730dc4d20284844e0fab3e4019fd 
HD5  ( PGPRe c i p/Oun D r a w . c ) = 

ae9d95d952358605a489bb192cdf0ae0 
MD5  ( PG PRe c i p /Own D ra w . h ) = 

aa3724b84c9461191bd19758d21291b7 
MD5  ( PGPRe c i p / PGP r e cV . r c ) = 

32007dc07b5e873b6d3093cda6f 14305 
MD5  ( PG PR e c i p / PG P r e c i p . r c ) = 

fb9f2c17e69950f0a1f1515b7655aabb 
MD5  ( PGPReci p/RecHe Lp . h ) = 

323461 5d99d2361 0b 18c03d5cfb46fcc 
MD5  (PGPReci p/RecKeyDB. c)  = 

e2ffb22590c54c565f62426f2228f465 
MD5  ( PG PRe c i p / R e c Key DB . h ) = 

1 877e 5 b82 99a 902378880 2 944 f 376236 
MD5  ( PGPRe c i p / Re c P ro c . c ) = 

a5a00be1d595f17335cd7262cb2618bc 
MD5  ( PGPRec i p/ Re c P r o c . h ) = 

c947b8cafdea93901bea084f9c1 0749a 
MD5  ( PG PRe c i p / Wa r n P r o c . c ) = 

aa40f30fa06d52b057b156cdfc68bb54 
MD5  ( PGPRe c i p / Wa rnP roc . h ) = 

Cfc59a2e1da5e27b75a2582ea1c4180d 
MD5  ( PG P R e c i p / c on e r r o r . c ) = 

CCCHK:b6c25dba4fa2045ddfb8abe3a946cc5f06f6cb73a84a1560c941466e5d9b05560]: 
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65f4b6a175aea833e087f791aacb12ca 
MD5  ( PG PRe c i p / cone r ro r . h ) = 

67c54860ae0f0cd0aa70d1437abcc523 
HD5  ( PG PR e c i p /ma i n . c ) = 

0d2b2ba34e8b4a8c7b7e4cbce76723e8 
MD5  ( PG P R e c i p / p r e c omp  . h ) = 

6533cfe525d209827c536949f2a1c319 
MD5  ( PG PRe c i p / r e s ou r c e . h ) = 

6eaa731985ea3a48d643ca906b631ace 
MD5  ( PG PR e c i p / s t r s t r i . c ) = 

148144c408eec01baecfcaad1d74740d 
MD5  ( PG PRe c i p / s t r s t r i . h ) = 

93d20b291849e591abbee2f0bfd5992b 
MD5  ( PG P R e c i p / s t r u c t s . h ) = 

b4a9d64f9b56c10cd5a1a394e28d4cd9 
MD5  (PGPWCTX/CTXMENU. DEF)  = 

abb4129c000fa1d703ce6d25d7f7d2d6 
HD5  ( PGPWCTX/Ctxmenu . cpp)  = 

ab5d8591 61 5f4e565fb91 96475391 405 
MD5  ( PGPWCTX/DEFINE . H ) = 

f9cec2eb12c747f7ce8b711d1b58e43a 
HD5  (PGPWCTX/PGPwctxVer. rc)  = 

53d64a3a510ee54b0f543493bfe2e24d 
MD5  (PGPWCTX/PRECOHP.H)  = 

eaed5a88a91115e11db4d9d82af6b6f0 
MD5  (PGPWCTX/PRIV. H)  = 

e6cd688196a651b11362799d3fe96d34 
MD5  (PGPWCTX/PassPhrase. c)  = 

5744ea3266c795f2a0c1b97b904afa4a 
MD5  ( PGPWCTX/PassPh rase . h ) = 

70d7a9585598607d81a8efaef6cfc857 
MD5  ( PG P WC TX / Pg pu c t X . c pp ) = 

ad9552bbfc42a193a9efa541209202e2 
HD5  (PGPWCTX/Pgpwctx. hpp)  = 

37de1454ec6b630c5019191672d56762 
HD5  C PGPWCTX/Pgpwctx . rc ) = 

e4d65c43b18fb3a866aa04012b71fa67 
MD5  ( PGPWCTX/README . txt ) = 

10aeb7658657320d6046153936c297a9 
HD5  (PGPWCTX/RESOURCE . H ) = 

1cbf583a6596041e54f138f31 6573889 
MD5  (PGPWCTX/ResuLtsDLg . h)  = 

e3298fbfe466fb5de34286c2b8cf02f8 
MD5  (PGPWCTX/SheL LAddKey . cpp)  = 

f5208b2d0c0af9678e3171a7dbb1dc01 
HD5  (PGPWCTX/SheL lAddKey. h)  = 

b0357a9ad6fee180b2f69cfc4f9f72a3 
MD5  ( PG PW CTX / S h e L L D e c r y p t Ve r i f y . c pp ) = 

7587f4bcd29728a440bc695700709377 
HD5  (PGPWCTX/Shel LDecryptVeri fy . h)  = 

d5dde45a89b240d9d54b0795493c8f4e 
MD5  (PGPWCTX/SheL LVerify. cpp)  = 

f69a670e4ea89a57c90373 2658394840 
MD5  ( PGPWCTX/She L L Encrypt  Send . cpp)  = 

89daa97205e0f5205c18830c5c4a53dd 
MD5  ( PGPWCTX/She L L Encrypt  Send . h ) = 

3f89bc9511267ae33a2857de8dcd17d9 
MD5  (PGPWCTX/SheL LEncryptSign. cpp)  = 

:i:CHK:607282529c9eb4603bcfc1bf40b7219860f5c1df6ea27e40bf670660c62a488b6]: 
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Cf97162817e7f63e3a42c9d0f026415a 
MD5  (PGPWCTX/She L L Enc rypt Si gn . h ) = 

571e9e2d9dd5ca96afb6b5a89ec6ff76 
MD5  (PGPWCTX/Shexinit.cpp)  = 

5e5d97b402e6a8c97e1ab6e51f8bd0ba 
MD5  ( PG PUCTX /me s s a g e s t r i n g s . c pp  ) = 

9702739a1c795c56ba0e24325a8c1a9d 
HD5  ( PGPWCTX/pgpCodes . hpp)  = 

8342410dd64afa55833038e65e3a7729 
MD5  ( PG PWCTX / s h e L I ve r i f y . h ) = 

25f4511aeb41c37f3870f9f55c8ee3e2 
MD5  ( PG PWCTX / wo r k i ng . c pp  ) = 

6bae5-ffe0d8f2a0bc479bb7d7d4b368b 
HD5  ( PGPWCTX/worki ng . h ) = 

8c110b8dffcca56740b95a30c6db029c 
MBS  ( PGPcmd L g / PGPKey Se rve r S uppo r t . h ) = 

a263b3742c58c623a2604dfb361fdbc8 
MD5  ( PG  P cmd  L g / PG  Pa  d s . c ) = 

befae33141165cc38d6e6615075dfa58 
MD5  ( PG Pcmd L g / PG Pc h e c k . c ) = 

a212b5e2bb2244c84ef06021a38e3e6b 
MD5  ( PG Pcmd L g / PG P c omd L g . c ) = 

6fe766f41d3b6b1919be4d18e6d75dbc 
HD5  ( PG Pcmd L g / PG P c omd L g . r c ) = 

b5260f8e1d391cd6d4217e8e853e95fb 
MD5  ( PG P cmd L g / PG P c omd L g H e L p . h ) = 

5a667723588e87c9df9d5ebde56e07cc 
MD5  ( PG P cmd L g / PG P c omd L g Ve r . h ) = 

d745d331291b83eb15eb92576d3aeba3 
MD5  ( PGPcmd L g / PGPcomd L gVe r . rc  ) = 

6eec7d8d38e4541aa2c48a6a7d7160ba 
MD5  ( PG Pcmd L g / PG P c omd L g X . h ) = 

a0aa14d2b85b5b8991ca787599dd4d26 
HD5  ( PG  Pcmd  L g / PG  Pe  r ro  r . c ) = 

09f 4a5ebc3ce1 b99568a2ca5f 23dbdc0 
MD5  ( PGPcmd L g / PG Pe X p i r e . c ) = 

b7b931d26419a7dc9ae177a6a6534de1 
MD5  ( PG Pcmd L g / PG Ph e L pa bou t . c ) = 

149e854076ae0fe8a01537c466613e69 
M05  ( PG  Pcmd  I g / PG  Pna  g . r c ) = 

a000aa1942600b1be2026c3d10a68365 
MD5  ( PG  Pcmd  L g / PG  Pp  h ra  s e . c ) = 

f64db1989a202e6871de56dff1a1a2ee 
HD5  (PGPcmdLg/PGPpref s . c)  = 

acdb31d6fa29f9cd4d8395262e6f2842 
MD5  (PGPcmd Lg/PGPrand . c ) = 

105f831d3b5634cf3de21dded213f61f 
MD5  (PGPcmdLg/PGPspLash. c)  = 

721f4532afee55d836b1ac25724aaa85 
MD5  ( PG  P cmd  L g / PG Ps p L a s h . r c ) = 

a9f d000814f 27771  ad5234b8be31  1 1 e8 
MD5  ( PGPcmd L g / re  sou r ce  . h ) = 

6c3c7d426113bf2e7e3b85a6c4ab8c9a 
HD5  C PGPkeys/KMAddUser . c ) = 

f09a7d2b1f9e03a6233ea96410732ef2 
HD5  ( PG P key s / KM C ha n g e . c ) = 

d51cd9c1228c8f185a3ff0113052b20b 
MD5  ( PG P key s / KM C o n ve r t . c ) = 

Ci:CHK:f9443dd83444046e642b01bc0736c31483d42f1b71036cbd2a5abbb5d6a0b48c8:] 
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8214171bc047bc086a14c9f3876e69c2 
MD5  ( PG P key s / KM F o c u s . c ) = 

e3aab9a728a0e4762d8d46b09c3188b8 
MD5  ( PG P key s /KM I Da t aOb j e c t . c pp ) = 

d144cd4fd49afcdca42a7f15f7ba4f85 
MD5  ( PGPkeys/KMIDa taOb j ect . h ) = 

9e2a214c0949a2ec691cc3cb9265b68f 
MD5  ( PG P key s / KM  I D ro p S ou r c e . c pp ) = 

bb227f25166c9118f38092e17adcf6f0 
MD5  ( PG P key s / KM  I D ro p So u r c e . h ) = 

C388e057d78d05342b480fb7c1a84155 
MD5  ( PG Pkey s / KM  I D ropTa rg e t . c pp ) = 

d3d65ac60d5c49e5b80964370b7616a2 
MD5  (PGPkeys/KHIDropTarget . h)  = 

00b93099507030565622d79e0226a708 
MD5  C PG P ke y s / KM  I E n urn F o rma t E t c . c pp ) = 

5287c10f8e92356dcacf50dc3af14a1b 
HD5  ( PG P key s / KM  I E n um Fo rma t E t c . h ) = 

7e02b194d79096339b12bcd8163abf3f 
MD5  (PGPkeys/KMKeylO. c)  = 

91a824348df9782597f17e3df8db3857 
MD5  ( PGPkeys/KMKeyOps  . c ) = 

77b51621e866e4d3e9906298e5fc0537 
MD5  (PGPkeys/KMMenu . c ) = 

27cb1bc570da8ed40bf4124160dce23b 
MD5  { PGPkeys/KHMi sc . c ) = 

1f6b96e01 5986999471 e42cadd5b3943 
MD5  ( PGPkeys/KMMsgProc . c ) = 

0f04559ac479795027d0035889a03adf 
MD5  ( PGPkeys/KMProps . c ) = 

14a33c5e61e42c711b988ac7ce403491 
MD5  (PGPkeys/KMTree. c)  = 

5ba16950eb43ff49b0a9eaa21 3971 024 
MD5  ( PGPkeys/KHUser . c ) = 

325c06ef1d7cea3f5893461fdb7aab79 
MD5  ( PGPkey s / PGPkey s . c ) = 

e17c12c014e72a343841961b43ab23c7 
MD5  ( PG P key s / PG P key g e n w i z . c ) = 

4011edf53c76254ab3a99f93d2ac4430 
MD5  (PGPkeys/PGPkeys.h)  = 

5fcfe6b6bdeba41 cd2c1 80782b2c3c1 8 
MD5  ( PG P key s / PG P key s . r c ) = 

b539703973ee713ae86934d459a51031 
MD5  ( PG P key s / PG P key s H e L p . h ) = 

6a621a70dda29ee0c3ea10bc0d49ab72 
MD5  ( PG P key s / PG P key s Ve r . h ) = 

ea5188e51a95dd8faf39358b1 8504794 
MD5  ( PG P key s / PG P key s Ve r . r c ) = 

0885e3bf1cf40e7c0c1ad428163efbc4 
MD5  ( PG P key s / r e s ou r c e . h ) = 

f63f1da823e2d7551de883daa76d777a 
MD5  ( PGPph r a s e / PGPph r a se . c ) = 

e311b171c9d62af3587c3afa892fa9bc 
MD5  ( PG Pp h r a s e / PG Pp h r a s e . h ) = 

18a74f9bbcecfead8-fab932abdc45113 
MD5  ( PG Pp h r a s e / PG Pp h r a s e V e r . h ) = 

a66e669be81b43fad30458dfd6f6e6ca 
MD5  ( PG Pp h r a s e / PG Pp h r a s e X . h ) = 

[:CHK:d8bb84037531bd89a396dd88e2472bfeac5cace4e9554d03b78ff35be43908b2c]] 
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4c8af51666a39ac33bcf65cb547c66c2 
MD5  ( PG P t ray / A c t i o n s . c ) = 

8c4f2e116911a4c1eeee97ba09371679 
HD5  ( PGPt ray / Ac t i on s . h ) = 

5fde64601c1419f6f48f5b49a39eda47 
MD5  ( PGPt ray/CONERROR  . C ) = 

d6a11f981b82107d6c78b1b896a7c509 
H05  (PGPtray/CONERROR.  H)  = 

67c54860ae0f0cd0aa70d1437abcc523 
MD5  ( PGPt ray /C L 1 pBoa rd  . c ) = 

0897cfcb7cf853a229b9062b7b2b7e59 
MD5  C PG P t r ay / C Li pBoa r d . h ) = 

40cad9b640c4d842686d25411bb453e0 
MD5  { PGPt ray/DEFINE . H ) = 

6988350fe93f3ce58960fa532b49c8fd 
MD5  ( PGPt ray/ERRS . H ) = 

a4e54ecd49da5e0273c573a3591212c4 
HD5  ( PGPt ray / En c I y p t o r AddKey . c ) = 

02b1a84efd101be71e97c96a961c5490 
MD5  ( PG P t r a y / E n c L y p t o r Add  Key . h ) = 

99962338c2319b4d215629f8eae9cb9f 
MD5  ( PGP t r a y / E n c L y p t o r D e c r y p t Ve r i f y . c ) = 

475f 48e7b984c2037cbc22c37d21 cb86 
MD5  ( PG P t r ay / En c L y p t o r De c ry p t Ve r i f y . h ) = 

37fd303cf69ce813cbb4847635e81ff3 
MD5  ( PG P t r ay / En c L y p t o r En c r y p t S i g n . c ) = 

754d47a69261527b2f5aac88f66bd359 
MD5  ( PG P t r ay / E n c L y p t o r E n c r y p t S i g n . h ) = 

cf53a535a773ec25ea43739c229c96bd 
HD5  ( PG P t r ay / E n c L y p t o r Key DB . c ) = 

e00f2ea0a1 84611 6201 cd7fc4d397e52 
MD5  ( PG P t r a y / E n c L y p t o r Key DB . h ) = 

5b0bb4801b90869c29db290242e70c0c 
HD5  ( PG P t r ay / E n c L y p t o r P r o c . c ) = 

1 45851 7049f817b4b1b1 6481 204edaff 
MD5  ( PGPt ray / Enc L ypt o rProc . h ) = 

7d95ceaa3f34b87c4f13114c9deee6d4 
HD5  (PGPt ray/Ma i n . c ) = 

c611ccc2a05d508a7d2a91a0cbde078d 
MD5  ( PGPt r ay / Enc L yp t o r Vi ewC L i pboa rd  . c ) = 
e792fce8ec1f41593635a0795a643a77 
MD5  ( PGPt ray / Enc L ypt o rV i ewC L i pboa rd  . h ) = 

94f3c7e7748847e4de0b2234dafe0585 
HD5  (PGPtray/PGPTrayVer. rc)  = 

75f 284f 7a702691 b4c476a1 281 32b704 
MD5  ( PGPt ray/PGPt ray . rc  ) = 

e90592f 56f 2b0cea9905878cae7535f 6 
MD5  ( PGP t ray / Pa s s Ph ra se  . c ) = 

06e447e8753d8bec38d15a6e623ca902 
MD5  ( PG P t r a y / Pa s s Ph r a s e . h ) = 

5b0a8478 500865004 f0e98b220e3a9c7 
MD5  ( PGPt ray/README . txt  ) = 

2199c50a5b1278ed38ad2d9e72038e31 
MD5  (PGPt ray/RESOURCE  . H)  = 

91d09f510957fc43fec3f65f84249a06 
MD5  ( PG P t r a y / Re s u L t s D L g . c ) = 

8487e8268b93c98473a8e3e41bad3801 
MD5  ( PGPt ray/TASKBAR  . H ) = 

[CCHK:e1be6283f416a60489cb023897a97ff9637a46410c32ce48c59974e850d0f199b]] 
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453b7dff4db8dfbc2c5928739da94a0f 
MD5  ( PG P t ray / Ta s kba r . c ) = 

81ebed1a30407e5b882fffa0164cf2ff 
MD5  ( PGPt ray/WORDWRAP  . H ) = 

33ad915ef800bf943673eb66f3e0a5e0 
MD5  ( PG P t r a y / Wo rd w r a p . c ) = 

bbf24d81f0243b824931cecafe2755a5 
HD5  ( PG P t ray /me s sa ge s t r i ng s . c ) = 

e80ce88d5576e9b66bb89e33046ba6e2 
MD5  (PGPtray/messagestn'ngs.h)  = 

3b56cf17bf6689c7493f6782bef4c712 
MD5  ( PG P t ray / V i e we r s . c ) = 

0a43bf654f5ab8bdd6ceea71484c4e8f 
MD5  C PG  P t r a y / V 1 e we  r s . h ) = 

1f050b963869991d2b175e8def65f917 
MD5  ( T r ee Li  s t /T LH i s c . c ) = 

b6abb97c06698007f492e1a7d1d51f21 
MD5  ( T r e e L i s t / T LMou s e . c ) = 

2c40b6849ec0ac0ad8167c63a9a7971b 
MD5  ( T r e e L i s t / T LM s g P r o c . c ) = 

af600ef91640b6f33c2bbbc95f3e3bfc 
MD5  ( T r e e Li  s t /T LPa  i n t . c ) = 

23885da48e63ae6a3f3c4902aa96398c 
MD5  C T r e e L i s t / T LT  r e e . c ) = 

83617edc29687594f33c2b666d253220 
MD5  ( T r ee  Li  s t /T L i n t e r n . h ) = 

568ebc1bcbb3f22dd4c7485adeb71887 

762155ca614b9c14a837a03a3870ef9d 
MD5  (TreeList/TreeListVer.h)  = 

6304d6b6cd4bc227f3148bdd08b6ab44 
MD5  ( i n s t a I L / D AT A / PG Pma i L / L i c e n s e . t X t ) = 
f2c7164c2efb783adb2f4a19a6f6950e 
HD5  ( i n s t a L I / D AT A / PGPma i L / Readme . t X t ) = 

6d6efeaf448ab307792dd06bd860442c 
MD5  ( i n s t a I L / e a sy  / i n s t a L L . c ) = 

5b09071 7961 41 87f ec88cbeece8dca97 
MD5  ( i n s t a L I / ea  s y / i n s t a L L . ba  t ) = 

1335c3da2dccf32f89581d478465748a 
MD5  ( pg  p Ex c h / B L o c kU  t i L 5 . c p p ) = 

0e5b4e203ef387ab7ccd3f60c033df95 
MD5  C pgpEx ch /B L oc kU t i L s . h ) = 

2a9d7d0956625617b61047fd82ea80de 
MD5  ( pgpExch/DEBUG . CPP)  = 

665f38f04cd5d72d8aecb237f5fee5f6 
MD5  (pgpExch/EXT.CPP)  = 

6e4d5968b3d9f 22ef ad84a85e1 a2421 6 
MD5  ( pg p E X c h / Ex c h Add  Key . c p p ) = 

9d5d2afa239144cc245a44737cbf2a90 
MD5  ( pg p Ex c h / E X c h D e c r y p t Ve r i f y . c pp ) = 

1fb23aea369c61cbb8f2b23af2a7b731 
HD5  ( pg p Ex c h / Ex c h E n c r y p t S i g n . c p p ) = 

439f86f0920d4d4219a740ddfe11d550 
MD5  ( pg p Ex c h / E X c h Key D B . c pp  ) = 

ae2cf496a32f6c0e28e7a466836d8c02 
MD5  ( pg p Ex c h / Ex c h Key D B . h ) = 

48dd60c4249b4f4ca7c89b5ec402969f 
MD5  (pgpExch/GUIDS . CPP)  = 

[;CCHK:6bb2d41056b533dbd141f053b5e505f93089e5b316d9f4966f99195fc75955e0f:: 
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9762ed054cdf 0b57c539891 f 6a7aa998 
MD5  (pgpExch/GUIDS  . H)  = 

3dd817f852931f33950f9aaf4aecdaa1 
HD5  (pgpExch/PRSHT . CPP)  = 

ac9fb10c348f95c7ed1fbd1cd978a394 
HD5  (pgpExch/STDINC . CPP)  = 

faf2192469fb865cee518e0b21d39114 
MD5  (pgpExch/STDINC . H ) = 

074a0606ca90fa23fbd563293cc9b8e6 
MD5  (pgpExch/STDNOTE . CPP)  = 

235dc1d4b56fcbf7795ba33106a636ba 
MD5  (pgpExch/UI . CPP)  = 

0edd33acc50e3bbdc9fbc2a8a50e29a9 
MD5  (pgpExch/UI . H)  = 

1ff4e9b76574ee47f83317908e661b8d 
MD5  ( pg p Ex c h / o u t L 00 k . h ) = 

'I0240a5dbf8e8d404030e0bed401ab02 
MD5  ( pg p Ex c h / pg  p Ex  c h . D E F ) = 

1906b3062fa85bd6ac8325142437d3e2 
MD5  ( pg p Ex c h / pg p E X c h . R C ) = 

32d77d4261c0fd9b4a1c31c4fa4db51d 
HD5  ( pg p E X c h / pg p E X c h . h ) = 

0c00bca185ceee55855f14128ff5e4fc 
HD5  ( pgpEx ch /pgpEx c h Ve r . r c ) = 

390c82d693e4f 03a8ca1 4e7f 6046002a 
MD5  ( pgpEx ch / re_ i o . c ) = 

C6ecd43714fc485059af03a89d8523e5 
HD5  ( pgpExch/ re_i o . h ) = 

92a2191b04160f602f7a0d16cf5ad245 
MD5  ( pg p Ex c h / r e a dme . t X t ) = 

60f dd4f 1 1 1 1 60b ff98ba 049004371 565 
HD5  ( pg p E X c h / r e s ou r c e . h ) = 

a4d49fec351f3ece7e8d376a5cd95b4d 
MD5  ( pgp key se r ve r / PG P key s e r ve r . r c ) = 

3964c8002cdc2ab01675e1 d6f f 4f 2e26 
HD5  ( pgp key se r ve r / PGP  key s e r ve rHe L p . h ) = 

35265973a4f84650dae65cf95bf99a78 
HD5  ( pgp key se r ve r / PG P key se r ve r Ve r . r c ) = 
fa93a1 caba021 7b4076b7c232dc7d1 ca 
HD5  ( pgp key se r ve r / con f 1 g . c ) = 

22a138b778e243d2ededf6c7eec71101 
MD5  ( pgp key se r ve r /ge t key s . c ) = 

90df39655def1c881c2c73616949f755 
HD5  ( pgp key se rve r /ge t key s . h ) = 

704bd6392723bcb24064c4e7e6bd3468 
MD5  ( pg p key s e r V e r / key s e r ve r . c ) = 

62c8916208dccd78fafb0965d9e4950b 
MD5  ( pg p key  s e r V e r / key  s e r ve  r . h ) = 

547521 d838f0f605266e2f2b2bce3da7 
HD5  ( pg pkey se r ve r / ks c onf i g . h ) = 

5a  da  41 28f 707bd66dca1 d03a4244ea78 
MD5  C pg p key s e r ve r / me n u s . c ) = 

30774c9be9df5bac9bfc4f50acd1ecc8 
MD5  ( pg p key s e r V e r / me nu s . h ) = 

ce3f9ff731c606dbf336353be40b4193 
MD5  ( pg p key s e r V e r / r e s o u r c e . h ) = 

12bca14d13d363f5d51e91 70685421 29 
MD5  ( pg p key s e r V e r / s e 1 1 i ng s . c ) = 

CCCHK:603c2e3e17d261bd101e265b7d79cce128ed59e21e898c6fc9e26b5be8dafbc6d]II 


Pretty  Good  Privacy  5.0^'^  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


xxxvii 


46e5512c9ec2f7f315d0801c6491cb43 
MD5  ( pg p key s e r V e r / s e 1 1 i n g s . h ) = 

6421da8fef0ffb15c89d44d1eabd7d90 
HD5  ( pg p key s e r ve r / u 1 1 L s . c ) = 

ec61fd89742ea3a61e57a8dd37be6311 
MD5  C pg p key s e r ve r / u t i L s . h ) = 

0d48717fe19ac061befad9496be1e2dd 
MD5  ( pg p key s e r V e r / w i n 1 d s . h ) = 

dc6794a7603ae9e992955548ebf82b72 
HDS  (instaLl.txt)  = 

8c5d601d444d28553aa24439def14c9d 
MD5  ( b i na r i e s . u u e ) = 

b467a65230285a6849519159c3ebcccf 

BEGIN  PGP  SIGNATURE 

Version:  PGP  for  Personal  Privacy  5.0 
Charset:  noconv 

iQA/AuUBM6Ixphe2aTQFJUGbEQKbGgCfXOYC1s+F/V0uLZi9L/batooXTVEAoMrB 
Kjy3DUg4e9w8X9Q7ntI8htZT 
= wCNF 

END  PGP  SIGNATURE 


:[CHK:4f0ca7a497aaeec1990e90f640576:: 
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install.txt 


Building  PGP  5.0  for  Personal  Privacy  on  Win32 
GENERAL 

Prior  to  starting,  you  should  have  Microsoft  Visual  C++  4.2  or  greater 
installed,  and  some  sort  of  uudecoding  program  (WinZip,  from 
http://www.win2ip.e0m,  will  work).  The  build  and  install  process 
takes  about  a half  an  hour  from  start  to  finish  on  a Pentium  133  with 
16  MB  of  RAM  running  Windows  95.  The  tools  to  create  an  actual 
I n s t a I I S h i e I d s e I f - ex t r a c t i n g executable  are  not  included  due  to 
copyright  concerns,  but  you  will  be  able  to  perform  a manual  install 
utilizing  the  commands  in  this  document.  It  is  assumed  that  you  have 
a basic  familiarity  with  WinZip,  MSVC++,  the  DOS  command  line  and  the 
Window  95/NT  Desktop. 

This  product  will  compile  with  MSVC++  5.0,  but  it  has  been  relatively 
untested  in  this  environment,  and  it  is  recommended  that  you  use  4.2 
to  perform  your  build.  If  you  wish  to  proceed  with  5.0,  you  will  need 
to  load  each  .mdp  file  into  5.0  in  order  to  convert  the  project  files. 
Then,  generate  a make  file  for  each  project,  and  proceed  with  the 
following  instructions. 

BUILDING 

1)  Run  an  MSDOS  window.  All  commands  in  this  document  should  be 
executed  there  unless  otherwise  specified. 

2)  Set  up  the  MSVC++  build  environment.  Execute: 

\ ms d e V \ b i n \ V c va r s 3 2 x86 

Obviously,  substitute  the  path  to  your  MSDEV\BIN  directory,  if 
necessary.  PGP  5.0  has  only  been  tested  under  the  x86  platform. 

3)  If  you  have  not  done  so  already,  unpack  your  source  distribution. 

This  should  result  in  an  SRC  directory  (containing  the  PGP  libraries) 
and  a WIN32  directory  (containing  the  W i n32- s p e c i f i c user  interface 
sources) . 

4)  Set  up  the  library  header  files.  Execute: 

cd  s r c 
mkhd  rs 

5)  Create  the  make  files  and  binary  resources.  The  two  files  needed 
for  this  are  s r c \ b i na r i e s . uu e and  w i n32 \ b i na r i e s . u u e . Each  of  these 
expands  into  a zip  file,  which  must  then  be  unzipped.  If  using 
WinZip,  the  procedure  is: 

Select  Start/Run 

Type  "explorer"  and  press  ENTER 

Browse  to  the  directory  where  you  unpacked  the  source 
Double-click  on  s r c \ b i na r i e s . u u e . WinZip  should  offer  to  extract 
the  resulting  zip  to  a temporary  directory.  Accept  this  offer, 
and  extract  the  files  in  the  zip  to  src.  This  will  create  the 
.mak  and  .mdp  files  in  src. 

Double-click  on  w i n32 \ b i n a r i e s . u u e . WinZip  should  offer  to  extract 
the  resulting  zip  to  a temporary  directory.  Accept  this  offer, 
and  extract  the  files  in  the  zip  to  Win32.  This  will  create  the 
.mak,  .mdp  and  binary  resources  (bitmaps  and  the  like)  in  the 

i:CCHK:ee3b75faf76722e4a2588055522aa76620433005551 652206591 092ca3ed89758:: 
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Win32  directory  and  its  sub-directories. 

6)  Build  the  PGP  Libraries. 


First,  you  must  convert  the  "bn"  source  files  from  16-bit  to  32-bit. 
To  do  this,  you  need  a copy  of  GNU  sed.  At  the  time  of  printing,  it 
was  available  at: 


ftp://wuarchive.wustL.edu/systems/ibmpc/gnuish/sed106.zip 


Change  to  the  "bn"  directory: 
cd  src\Lib\bn 


Execute  the  following  commands: 


sed  -e 
sed  -e 
sed  -e 
sed  -e 
sed  -e 
sed  -e 


s/32/64/g 

s/32/64/g 

s/32/64/g 

s/32/64/g 

s/32/64/g 

s/16/32/g 


-e  s/16/32/g 
-e  s/16/32/g 
-e  s/16/32/g 
-e  s/16/32/g 
-e  s/16/32/g 
bntest16.c  > 


bni16.c  > bni32.c 
bni16.h  > bni32.h 
bn16.c  > bn32.c 
bn16.h  > bn32.h 
bninit16.c  > bninit32.c 
bntest32 . c 


Then  build  the  Libraries 

cd  . . \ . . 

libbuild  release 


If  you  wish,  you  may  build  a debug  version  by  executing: 
libbuild  debug 

If  you  wish  to  build  an  RSAREF  or  no  RSA  version,  you  must  Load 
s r c \ I i b\ pgp \pgp . mdp  into  the  HSVC  + + Integrated  Development  Environment 
and  select  the  appropriate  build  target. 

7)  Move  the  newly  created  Library  files  to  the  win32\Lib  directory: 
release  release 


Or,  if  you  built  a debug  version: 
release  debug 

8)  Build  the  Win32  GUI  elements.  Execute: 


cd  . . \wi n32 
pgpbuild  release 

The  pgpbuild  batch  file  will  also  accept  the  debug  option,  which 
builds  a debug  version,  and  the  clean  option  (i.e.,  "pgpbuild  release 
clean"),  which  will  eliminate  any  old  files  from  a build. 

9)  Move  the  files  to  a common  location.  If  you  built  release  in  step 
seven,  you  may  do  this  by  executing: 

release  release 


If  you  built  debug,  run: 

CCCHK:eeff022211bb22ddda5e62290cc33ff1311bb228866ddc33be55388ee409e3e4fD: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


3 


install.txt 


release  debug 

This  will  copy  all  of  the  built  files  to  w i n3 2 \ r e I e a s e (regardless  of 
which  version  you  built). 

INSTALLING 

If  the  compile  above  went  smoothly,  and  you  are  still  in  the  Win32 
directory,  you  may  now  install  the  product. 

1)  If  you  have  previously  installed  PGP  5.0,  Windows  may  be  locking 
many  of  the  DLLs  you  need  to  update.  If  you  have  not  previously 
installed  PGP  5.0,  you  may  skip  this  step.  To  unlock  the  DLLs: 

Exit  any  applications  that  may  be  using  PGP  (this  includes  PGPkeys, 
PGPtray,  Eudora,  Exchange  and  Windows  Explorer). 

If  you're  running  Windows  95: 

Ensure  that  you  have  an  MSDOS  window  open. 

Select  S t a r t / S h u t d o wn 

On  the  resulting  dialog  box,  hold  down  control,  alt  and  shift,  and 
simultaneously  left-click  "No."  This  will  shutdown  the  Windows 
desktop. 

On  all  Windows  platforms: 

Enter  the  MSDOS  window,  and  delete  the  following  files: 
c:\windows\system\pgpwctx.dll 
c: \wi ndows\system\pgp.dl I 

On  Windows  95: 

To  get  your  desktop  back,  execute: 
explorer 

Windows  may  complain  about  missing  files  (especially  PGPtray);  do 
not  accept  any  programs  it  finds  as  possible  matches.  This 
problem  will  be  resolved  after  you  finish  installing,  below. 

2)  Install  the  binaries.  Execute: 

cd  i nsta  1 1 \easy 
install 

This  batch  file  will  ask  you  for  the  locations  of  various  directories, 
but  all  should  be  self-explanatory.  It  will  also  update  your  registry 
entries  as  needed  by  PGP.  If  you  have  any  trouble  with  your  registry 
entries  (such  as  not  seeing  the  context  menus),  we  reccomend  getting 
a version  of  PGP  with  the  s e I f -e x t r a c t i n g executable,  installing  it, 
and  then  installing  your  compiled  binaries  over  it. 

CREDITS 

This  install  document  was  crafted  from  information  from  Phil  Nathan 
and  Hal  Finney. 

EPILOGUE 

Your  install  should  now  be  complete.  Read  w i n32 \ i n s t a I I \ r ea dme  for 
release  information.  Unfortunately,  there  is  no  automated  way  to 
remove  the  registry  keys  if  you  install  using  the  method  above  and 
later  decide  to  uninstall.  The  file  i n s t a I I \ ba s i c \ r eg  key s . r eg 
contains  a list  of  registry  keys  if  you  wish  to  remove  them  manually. 

Ci:CHK:4114116b227d339bb7950e455bfa610ffe22a8e9da0238e155d664702b0305b52]] 
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We  hope  you  enjoy  using  PGP  5.0  for  Windows. 


Brett  A.  Thomas 

Senior  Member  of  Technical  Staff,  Pretty  Good  Privacy, 
batBpgp . com 
quarkabaz  . com 
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BUILD.BAT 


REM  $Id:  BUILD. BAT, V 1.1  . 1.1  1 997/04/29  00  : 23:  28  philipn  Exp 
REM 

REM  Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights 
Becho  off 

if  "%1"==""  goto  DONE 
echo  % 1 

echo  %1  >>  buiLd.txt 

if  "%3"==""  goto  NORMAL 
: SPECIAL 

echo  NMAKE  /f  "%1.mak  CFG="%2  - Win32  %3" 

NMAKE  /f  "/Jl.mak"  CFG  = "%2  - Win32  %3"  >>  buiLd.txt 
goto  DONE 

: NORMAL 

echo  NMAKE  /f  "%1.mak  CFG  = "%1  - Win32  7,2" 

NMAKE  /f  "%1.mak"  CFG  = "%1  - Win32  7,2"  » buiLd.txt 


: DONE 


i:i:CHK:e01113911f8db43b3dde6b9dd10:] 
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CLEAN.BAT 


REM  $Id$ 

REM 

REM  Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved, 
aecho  off 

if  "%1 " goto  DONE 

del  %1\%2\*.obj 
del  %1 \%2\*. Lib 
del  %1\%2\*.dLL 
del  %1\%2\*.exe 


: DONE 


ECCHK:5c00711908444ea57f96i:] 
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PGPBUILD.BAT 


REM  $Id:  PGPBUILD.BAT,v  1 . 3 1 997/05/20  23  : 1 6 : 57  phiMpn  Exp  $ 

REM 

REM  Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved, 
aecho  off 

attrib  -r  buiLd.txt 

rem  if  exists  \msdev\bin\vcvars32.bat  caLL  \msdev\bin\vcvars32.bat  x86 

if  "%1"==""  goto  USAGE 

if  "%1  " = = "debug"  goto  DEBUG 

if  " % 1 " = = " r e L e a s e " goto  RELEASE 

if  "%1  "=="DEBUG"  goto  DEBUG 

if  "%1"==" RELEASE"  goto  RELEASE 

if  "%1  "=="c Lean"  goto  CLEAN 

goto  USAGE 

: DEBUG 

SET  PGPBui Ld=Debug 
goto  BUILD 


: RELEASE 

SET  PG PBu  i L d = R e L e a s e 
goto  BUILD 

: CLEAN 


for 

%%i 

1 n 

(pgpphrase  treeList  pgprecip  pgpcmdLgI 

do 

caLL 

cLean.bat 

%%i 

debug 

for 

%%i 

1 n 

( key s e r V e r s u p po r t pgpwctx  pgptray) 

d 0 

caLL 

cLean.bat 

%%i 

debug 

for 

%%i 

i n 

Cpgpkeyserver  pgpkeys  e ud o r a p L u g i n ) 

do 

caLL 

cLean.bat 

%%i 

debug 

for 

%%i 

1 n 

(pgpExch) 

do 

caLL 

cLean.bat 

%%i 

debug 

for 

%%i 

i n 

(pgpphrase  treeList  pgprecip  pgpcmdLg) 

do 

caLL 

cLean.bat 

XXi 

r e L ea  s e 

for 

%%i 

i n 

( key s e r ve rs uppo r t pgpwctx  pgptray) 

do 

caLL 

cLean.bat 

XX  i 

re  Lease 

for 

%%i 

i n 

Cpgpkeyserver  pgpkeys  eu do r a p L ug i n ) 

d 0 

caLL 

cLean.bat 

XXi 

r e L ea  s e 

for 

%%i 

i n 

(pgpExch) 

do 

caLL 

cLean.bat 

%%i 

re  Lease 

goto  DONE 


: BUILD 
echo  > 


buiLd.txt 


if  ' 

''X2" 

=="cLean 

" do 

caLL 

cLean.bat 

pgpphrase  %PGPBuiLd% 

if  ' 

'■  % 2 " 

= = " c L ea  n 

" do 

caLL 

cLean.bat 

treeList  %PGPBuiLd% 

if  ' 

"X2" 

=="cLean 

" do 

caLL 

cLean.bat 

pgprecip  %PGPBuiLd% 

if  ' 

•X2" 

= ="c  Lean 

" do 

caLL 

cLean.bat 

pgpcmdLg  %PGPBuiLd% 

i f ' 

,%2" 

=="cLean 

" do 

caLL 

cLean.bat 

key s e rve r s uppo r t %PGPBuiLd% 

if  ' 

'%2" 

= = " c Lean 

" do 

caLL 

cLean.bat 

pgpwctx  %PGPBuiLd% 

if  ' 

•X2" 

=="cLean 

" do 

caLL 

cLean.bat 

pgptray  %PGPBuiLd% 

if  ' 

'X2" 

=="cLean 

" do 

caLL 

cLean.bat 

pgpkeyserver  %PGPBuiLd% 

if  ' 

•X2" 

= = " c L ea  n 

" do 

caLL 

cLean.bat 

pgpkeys  %PGPBuiLd% 

if  ■ 

■%2" 

=="cLean 

" do 

caLL 

cLean.bat 

eudorapLugin  %PGPBuiLd% 

i f ' 

■%2" 

=="cLean 

" do 

caLL 

cLean.bat 

pgpexch  %PGPBuiLd% 

rem 

for 

%%  i in 

Cpnstub  pndetect)  do 

caLL  buiLd.bat  pndetect  XX 

%PGPBui Ld% 


for  % % i 
for  % % i 
for  % % i 
for  %% i 


1 n 
i n 
i n 
i n 


(PGPphrase  TreeList)  do  caLL  buiLd.bat  %%i  %PGPBuiLd% 


(KeyserverSupport  PGPcmdLg  PGPrecip)  do  caLL 
(pgpwctx  PGPTray  PG P key s e r v e r ) do  caLL  buiLd.bat 
CPGPkeys  EudoraPLugin  pgpExch)  do  caLL  buiLd.bat 


buiLd.bat  %%i  %PGPBuiLd% 
%%i  %PGPBuiLd% 

%%i  %PGPBuiLd% 


goto  DONE 


: USAGE 


[[CHK:b9001ee728d023ff90ddd06cc28a7eb515ff921ee2711751ac7d5bb22159f95f8:: 


8 


Pretty  Good  Privacy  5.0^^“  — Windows  95/NT  Specific  So.  ce  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


PGPBUILD.BAT 


echo  "Usage:  pgpbuiL 
: DONE 


::CHK:9911c4b7ad:: 
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RELEASE.BAT 


aecho  off 

REM  release  install  builder 

REM  $Id:  RELEASE . BAT, V 1.2  1997/05/20  23:18:41  philipn  Exp  $ 
mkdir  release 

copy  pgprecip\%1\pgprecip.dll  release 

copy  pgpcmdlg\%1\pgpcmdlg.dll  release 

copy  pgpwctx\%1\pgpwctx.dll  release 

copy  pgptray\%1\pgptray.exe  release 

copy  pgpkeyserver\%1\pgpks.dll  release 

copy  pgpkeys\%1\pgpkeys.exe  release 

copy  eudoraplugin\%1\PGPPlugin.dll  release 

copy  lib\bn.dll  release 

copy  lib\simple.dll  release 

copy  lib\pgp.dll  release 

copy  lib\keydb.dll  release 

copy  pgpexch\%1\pgpexch.dll  release 

copy  i n s t a I I \ h e I p \ pg p 5 0 . h I p release 

copy  install\extras\keygen.avi  release 


C[CHK:6d33bbc1745a08293efe1a1c2ed:] 
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torelease.bat 


Secho  off 

REM  $Id:  t o re  I ea se  . ba t , V 1.1. 1.1  1 997/04/29  00:23:28  phiLipn  Exp  $ 


i f 

not 

exist 

i f 

not 

exist 

i f 

not 

exist 

i f 

not 

exist 

reLeaseX.  mkdir  release 
r e L e a s e \ma p s \ . mkdir  releaseXmaps 
r e I e a s e \ L i b s \ . mkdir  releaseXLibs 
r e L e a s e \ i n c L u d e s \ . mkdir  r e L ea s e \ i n c L ude s 


copy  pgpw45\reLease\pgpw45_32.exe  release 
copy  pgpwck\release\pgpuck_32.dll  release 
copy  pgpw2x\release\pgpw2x_32.dll  release 
copy  simple\release\smplpgp_32.dll  release 

copy  enclyptor\release\enclyptor.exe  release\enclypt_32.exe 

copy  pgpwctx\release\pgpwctx.dll  release 

copy  plugin\release\plugin.dll  release 

copy  pndetect\release\pndetect.exe  release 

copy  pnstub\release\pnstub.dll  release 

copy  hooktest\release\pgptest.exe  release 


copy 

copy 

copy 

copy 

copy 

copy 

copy 


pgpw45\release\*.map  releaseXmaps 
pgpwckXreleaseX*.map  releaseXmaps 
pgpw2xXreleaseX*.map  releaseXmaps 
simpleXreleaseX*.map  releaseXmaps 
enclyptorXreleaseX*.map  releaseXmaps 
pgpwctxXreleaseX*.map  releaseXmaps 
pluginXreleaseX*.map  releaseXmaps 


copy  s i mp  I e X r e I e a s e X * . I i b releaseXlibs 
copy  i n c I ude X smp I pgp . h r e I ea s e X i n c I ud e s 


CCCHK:6ee67bff574cd1f1ccc0818e58822f81e916c:: 
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totest.bat 


rent  aecho  off 

REM  release  install  builder 

REM  $Id:  totest.bat,v  1.1. 1.1  1 997/04/29  00:23:28  philipn  Exp  $ 

copy  %1\pgprecip.dll  c:\winnt35\system32 

copy  %1\pgpcmdlg.dll  c:\winnt35\system32 

copy  %1\pgpwctx.dll  c:\winnt35\systern32 

copy  %1\pgptray.exe  "c:\program  files\pgp\pgp" 

copy  %1\pgpks.dll  c:\winnt35\system32 

copy  %1\pgpkeys.exe  "c:\program  f i I e s \ pg p \ pg p " 

copy  %1\PGPlugin.dll  "c:\program  f i I e s \ e ud o r a \ p I u g i n s " 

copy  %1\bn.dll  c:\uinnt35\system32 

copy  %1\simple.dll  c:\winnt35\system32 

copy  %1\pgp.dll  c:\winnt35\system32 

copy  %1\keydb.dll  c:\winnt35\system32 


i:CCHK:  7822cbf0bc5ac1dc237053:: 
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update,  baf 


S Echo  Off 

CVS  update 

call  vcvars32  x86 

call  PGPbuiLd  release 

md  release 

call  release 

cd  install 

c d data 

md  eudo  ra 

cd  eudo  ra 

del  pgpplugin.dll 

cd  . . 

md  WinSysDir 
cd  WinSysDir 
del  * . * 
cd  . . 

md  PGPma i I 
cd  PGPma i I 
del  pgptray.exe 
de I pgpkeys . exe 
cd  . . \ \ . 
cd  release 

copy  pgpplugin.dll  . . \ i n s t a I I \ d a t a \ E udo r a 

copy  *.exe  . . \ i n s t a I I \ da t a \ PG Pma i I 

copy  *.dll  . . \ i n s t a I I \ da t a \ U i n Sy s D i r 

cd  ..\install 

call  build 

md  singleinstall 

cd  singleinstall 

md  d i s k1 

cd  di ski 

del  *.* 

cd  . . 

md  d i s k2 

cd  d i s k2 

del  *.* 

cd  . . 

md  d i s k3 
cd  d i s k3 
del  *.* 
cd  . . 
rd  d i s k1 
rd  d i s k2 
rd  d i s k3 
md  d i s k1 
md  d i 5 k2 
md  d i s k3 
cd  . . 


xcopy 

/I 

di ski \*. 

★ 

singleinstallXdiskI 

xcopy 

/I 

d i s k2 \ * . 

* 

singleinstall\diak2 

xcopy 

/I 

di sk3\* . 

ic 

singleinstall\disk3 

C[CHK:ccf2e26bfde5d7bbb01cfc8a21e10f42fa0856395d4e6bd113e8e760e3a:3 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


13 


debug.bat 


fflecho  off 

REM  release  install  builder 

REM  $Id:  debug. bat, V 1.1. 1.1  1997/04/29  00:23:28  philipn  Exp  $ 

copy  pgprecip\debug\pgprecip.dll  debug 

copy  pgpcmdlg\debug\pgpcmdlg.dll  debug 

copy  pgpwctx\debug\pgpwctx.dll  debug 

copy  pgptray\debug\pgpmail.exe  debug 

copy  pgpkeyserver\debug\pgpks.dll  debug 

copy  pgpkeys\debug\pgpkeys.exe  debug 

copy  eudoraplugin\debug\PGPPlugin.dll  debug 

copy  lib\bn.dll  debug 

copy  lib\simple.dll  debug 

copy  lib\pgp.dll  debug 

copy  lib\keydb.dll  debug 


:[CHK:6dbb9967e2d8b832073d36:: 
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binaries. uue 


begin  644  binaries.zip 

H4$L#!  !0'  ' ' '('%0#RB)VS"1VN'4'  '%8.  ' ' ! ' '1750;W)A4&QU9VEN  + U)E 
n<R]%=610<F$N8FUP55a,'"P:H#.P'9TSZ'/H'WV6/V_;1ACS7R)NC^WaH5\a 
H'5Ba",R!*-'ABX'N'=/56Z<;):"9E'+PSaSB(#A#C>86n";0\V:AT)aB2P/W 

M'VCaH,"P-;SDU9'4'\?I43*)#WF\:[GW_E' ?S+H<3RXX'C:_Q6\'TDDL;K 

HWWXMGRF0XD=>0>I*PA$N\77USY6T?UV(.WXF"G+R3%Z''P69H,8!aiRAP88" 
M>#0X4)';-#A0$$6#'P61%_%PH"!/4>!'08C1X$!!3M#a0$$F:'"a(8=H<*’a 
M'aT.%.08#0X41-'a0($8<3'!SP0_$_RaP88"'*/!a8*<H,8!aDS0X$!!SM#a 
H0$$\8APHR'T:'"CP$'C0H"'Q,RX>"O(4#0X4Y!a-#A3D!'T.%82"!a<*<H88 
H!PKBT>!  '06C0X$!  ! % ' T . %$3>X><  = 3P1C  AYOU^T  . !'08[:iX$!!3H#a0$$F:"'a 
H(8=H<*'a'aT.%.08#0X41-'a0,-YS(KBa:D##A3D8'T.%.0$#0X49((8!PIR 
MAa8  ' "N  + 1 X$  ! ! ;M#a0,  . Y<a  Z Z 6 a / \ " C 4 LPC  2B  ? 4 : 08U+ : 1 X , # ! ?%H<*  ' a 
M-VAPH . 8<D$:«6F6:a',%>8H8!PK"8GT!:5KECS=0XAj6D(_P;/'75?'7I,KZ 
MT9+G*?Z%nFTW/"R8,IP7(J0B\38_6SX)EMZNLN6R*+)-C;*4/:<M%P8>=J$( 
H2>h:E'E>YC*X2W0VRJUDV3+_N-S:B6UN+=T61\MDZNMQ8NUP36AXNW08"VTC 
M\"#'IDCP8PI3K'H_:6J*,'_\?%PMD_JRMCNQ8K!<-X:2)+'3\7a\.v:LGZ8W 
M]#+70N3$>HN6C6E/\+.;HUT_ZZ)8K3X.Z3$'E#U#>9;92SL:S_PF5A<L7PR8 
H3FU5C; ( E 2<Q>^ F 67 ] C ; 8'' LG# ■,N  + LAUH.a,:?HR)TBRW):0H/3"DZ,M  = 0TE5 
HV22C)#.?:;CS$$S.%XO.4)'8X"8Z\O6RRW4;_la3C,0YG^-C8$C*D!+<F-"/ 
HU='LJ"NKSM:!ZC^YWTE/$MTLEWaF72RF1<A/.ACZ/5999LF(2BN?K*(=0Y7a 
M) A#S8\A-3CLS2ri%3R,_Z,3\\G*K>;a+T,K-)Z ' H2(S9)C"CCD>'GE44T=%?9 
H$95L58\8-3N*\]C(9KaH5.*%  = J''?S_)!WK]_'YHL''N7UF!3Ea#9S''0+.!D/V 
H=8TCL3;Z(2^+T+.%!D-YX*VT'F73T:R:VFPTC7Y*aJL=YG/H?)F'2aWYaL^0 
MHG:C>30_E+NT-:0TUMYE666;NK;+a,98T="". ( 0 H Y^+ : C E Y / Da ' ■ =/J : N43; 

n)2 . 0%Z;LBZa-P>a-2#GX*7?(T/I 8AZS_<Z>/+>VH88K/ :JJ?$3''E'FY]'1 

MHO . S:05T-IYZ=A\_KD<VNUV71 58 P ' J 4<T E , R P ' , Y- \ N-G 3 V E0N=G%==7 E Y \ G 
HJ9K4W'5#33T;V\9*-VKJIN:CB'  6^  X'' ? : 5 3 ?>U  C Y0  ) U 5 " C = + D P4 \>#  ' G#TW+: 
H0S%E;Pa_'_8R3-NVl / V E83 ZG3Ta ( 40 Ca Y S+8 : 4 ( LTK0>a I W W ! 3\SKB=9<al L 
MC-:MBS(E''V%_IKEaA\BYZ0DWTK+;I:*?Ai;HAO)%W%>(8%/TPJ\,<\K8*L6P? 
H*SS1!3N43<a/X_(  + 1 Y*00>8-7HKaiY0''$UL_8;LH*a>"#  '-H2-$#/''0T_0Y) 
M8MW<14.SYBY9AA4_a.J#a<C'R4WW_3PZHN'C6aZO1*%*40aa\Z(GW"C+X0V* 
HG4.=H<+D>WZ"H3B7TWZ\YH<A5K\'K?>##:.*N/;S2VH'(_;R>#$0"^%5+IL7 
M)U-I<Y3"3GXZU.GGT#! a I G AN #a_ I C N ; _1 _ = * #UM0 / / ' >S 3 F $ ; , 7 1 :iH  = L%aV 
n_W+\/;_R#56;ZC : V8a/00*%.$:8'  F V ) VGMU ; 860 S_*0G AX ? % ; H7 . 5 2 CaS% 3 Y 
H_R=#TE07ZT>#al1=S"CF%3?*HH=,GOW_288U;7a8;**8XE,WO:?N!R_Sa9P\ 

M;  = HN  = MO\#U!  + 'P04'  ’'"■■!4'\HB'aM1.Y\''''''‘0''8P'0'$5U983R85!L 
H=6=I;B3297,O861D:V5Y+FEC;U58#''L/:'SL'8=,*a#Z'-U3\$-'B$0'C(% 
H0$C\GD*?$(KP:4LD-H;aX=,>I(+3'G!F>;O+,,S.+a3',4,(4)P=<!03JIP( 
MAX-Y’?*BV4)KBY0\3-:)JDa;F'  . 1 4B5H R . LEG Y8U F , G> ; R F I ' AG 2 E 2 ' ? 1 ? . ! 
M6FS.U7aC"E3#?  + 87,2:  R>1  $#0 1 + V8NT  C WNR  . URTN>  \ 38  / S S FU  = \ L%  AZ  W . a 1 
MCa=P9T\C<"8NBZ4 ' 01 302P,$% '''''a'5'/*(MT,N!)*''''/a$’'!D'$'!% 
M=61O<F%0;'5G:6XO4F5S+vaO8VLN:6-O55a,'"P3H#.P'9TSZ'/H'W5/NPZ# 

H, ' R\2$B,SL1 :aGY>-39(#/a6*GZ$3_#( Y0H<Z94*SKZ<7W(2(+GEG$$\$S ! 0 
HG: R,SH0N>A5W*.$HI0G-aUJK*RL6#K,F-)9X_,,"$*8HBIJ*"2D:<6alB4' H 
H=_Y'7RC(aA+NR323?J'':_=0)Z3KXGH'-3_D#L#*'#U!+'P04'''""!4'\HB 
M?8?VW(P! ' ' 'V! ' ' '8a'0'$5U983R85!L=6=I;B3297,O;83C:S$N:6-O55a, 
M'"P3H#.P'9TSZ'/H'Z54L8C",'aU'2F9"!3P$IU. 3 a<P L0$9MV9 ' 2 J < V0 Z 5 V 
MaE_JlC"5,<-),%3DGA-HZ0ENP<G#?;9C)TX$44(32M,%L9PF1)_0BT7D7PG1 
H?' J-Cal8'PG-aL3.Z(78,,G:  J 'CaHVD::+;X,,Gi;j  'BPB7^B:  (P'D68.  \a?T 
H?IF-Z0_E37H<3^6KG1,=_"!8)K<#0<"MY,'M-JEV_8*S<.!  G<><_  ! ‘'9''5R"2 
M534*\,066Z$EZ\! 3 G0 E C H " B+8 3 =D ( +P Da L*8 F J P \ 1 8XK87 A D LX+ Y96-T8 " ; C 
n*G)3F>#6)$H''<XVUC/:;><5-Da<GaaH8$*Z4)':C  + Z2$A0(<3a(CT_-8AP0;$ 
HN:NABa$39X-5#aPIPFT/%V3Y)$''Zi;CLE*LS)alBP-433  = W#$UG8ZHa,\PPC- 
MX"2Z_+' TUWS%:Ya??DK# . V3>0A7C:CL/XIZEY00a"PF-%PajM#aK3B($9W-C 
MC4M#)UMPG8R?:ZWF.%7;DG<HGN<JUFF/3WIJJ'1=$77+j8WR/aKa"#BaPW_! 
H39OH%U!+'P04''''"'!4'\HB<FS'DD('''''''0''8a'0'$5U983R85!L=6=I 
M;B3297,0;83C:S(N:6-055a,"'P3H#.P'9TSZ'/H'\5.N1'  ’ , ' a3  = az ' *G 5 * 
MC\EH;$8DJ-VXBi:$B0;'2'>'L'UXE+2:ES:LOB5.B!8B)D0NF<E44RU438BJ 

CECHK:  a721  e8b49937acl642d459b586485c28a33048c185clf  9a6d65ac6c3db60d46a2083  3 
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M-'[&_''O#U!+'P04'''""!4'\HB"a_X'Z4''''^'0''SoD'0'$5U9a:R85!L 
M = 6 = I;B:297,O;&]C:S,N:6-O55a,"'T:H#.P'9TSZ'/H'W5/,0i:",'R\"E3( 

Ml  "96&/D%7\G$'SH1-L9N*  + _Q4_*"J&.  1*L*Y;MF(?3CG8EL.T-"\]:!S:8"C 
M,J'*F6BPG=\$_TZ<'3$:J3$1$;(J=7;4:j2FDa:a#38DW(R<"?MGI-"ZE)C* 
M+:=U/86$E-XML&.)ZQGZ4+(U+LL$,2aL''THHQ?A7D=?-/W=aNa+#"<a':LZY 
M<6,0(O,^$"/SD?63:F#YSa/X'E!  + 'P04'  ' ' ""  l5'\HB"a_X'Z4'  ' ' ■*■0'  ' 
Maa'0'$5U9a:R85!L=6=I;B]297,O;a]C:S0N:6-O55a,'"T]H#.a'9TSZ'/H 
H'W5/,0i:",'R\"E3(1"96a/D%7\G$'SH1-L9N*  + _Q4_*"ja.1*L*Y;MF(?3CG 
M8EL.T-"\]]!S:8"C,J ' * F 6BPG = \ $_T Z< ' 3$ :J3$1$;(J=7;4:J2FDa:a#38D 
MW(R<"?MGI-"ZE)(*+]=U/86$E-XMLa.)ZQGZ4+(U+LL$,2aL*THHQ?A7D=?- 
M/W  = aNa  + #"<a':LZY<6,0(O,*$"/SD?63DF#YSa/X'E!  + 'P04'  ' ' ""  !5'\HB 
MLS*<,K,''''*'0''8a'0'$5U9a]R85!L=6=I;B:297,O;a:C:S4N:6-O55a, 
M'"T]H#.Q'9TSZ'/H'W50,0C",'R\2E3-1B=6a/D%7_!2E:U?R!*%#2\5W?JE 
M/(4G9*G:+=A)D5BP<SG['#E.a$J\;5NH72Oai"Q0Y2*H<,BUa'_a>8aYD+H$ 
M(01A55)>2*F0NDJZ'8YRC\4-63"2YX(;MGG1_,C;+%W=$-,a6'>,4F_,.'GO 
M\9aZLBDUK:ac/D7CNY',6AM/(a.M,).ia7JV950JUZaN-9"aB#M*8\5i:?S-_ 
M(7_#C6AGP4W./{$/4$L#!!0'’''('%4#RB)H]_7-EP'''/X"''':'!''175D 
M;W)A48QU9VEN+U)E<R]P9W'S,BYI8V:56'P'+3Va,:$!G3/H'*a#U8'':$<(P 
M#(5?<G1NJ*A=,a:C>23W:CP.6QC]6)$AI. !2\21%_F2?I' '+6\Y7B)XK<.-\ 
MY\a<#XX%%CTK*PY4U%8*)3$*M-8X2Z6KHW=+8E*2S**J(Y,ZB.K,J6HU6#W8 
MGal7;>':<CPW1;_!VSQ?B^H;XP-/BL:0Y*=HB8EU:P.6_1C(3M,5A7_A-+// 

M(Wa7: ;Kn\S_0"U!  + 'P04'  ' ' ""  !5'\HB<6R460,'  ' '#*'3'  '8a'0'$5U98:R 
M8  5 ! L = 6 = I;B]297,0<8  = P-3 ' N : 6-05 5a,  "'t:h#.Q'9TSZ'/H'Z62L6C$('R8 
MG6LEV')#U;49^QC-=H_#R'8GG52VO!*/TK%C-C*<SOUM8BZ5VDJ:vACS80L; 
M$J(..aQC$GG?$3W"/\,8V'NLHWN-Q1w:(%$'Q5B=*!8Y9WC981W$7)VH;,GT 
M;PG<Q'8-:5a,N'<MP07A8EI8RO<L";.8*V/?DPV2I\S.6UZLI%4N%DHO>84_ 
MR7%IC2''U0+852_RL-C\JNVGM)TH_=H.O_?:")LD3DD\W\TGGE2E)aj:9RE,Z 
MCN . 5<=03>8CI1-. 2 ■ L9X94J ' X_Z73_( ' X8UD= ' F KG ? N W \ , 5 , # A« ? D 8_KL- C 
HWZ$'WGI^VI;D#U1  + 'P04'  ' ' ""  !5'\HB"XH  + Q%8#'  ' ' F"'  ' ' '0'0'$5U9a:R 
M85 ! L=6=I;BD297,0<F5A9 '10;VPN8FUP55a,"'T:H#.Q'9TSZ'/H'YV4,4\D 
M1Q"%G\5*2T#"(181F,' R<4 N 62 , F 1 +B$ F Z C 5 'XH"(V-))2)U=8%HRX(1?L)$# 
MTS$D)B(X"8UDR%BMM.60JF=F! *-+/+. 1 . UT S KD C 75 3U C <0 K=MN+X8 29 D C C * , 
H#XQ0U8X\;*DKQV5\='G9?0SD8K%8: /'70L:__JK9;*;H:6WMC. QH=W=7''_o: 
M.CaXT.'AH8Z.CG1V  = J;3TU.=G)SH''/A8ES*:/GXT?  = * = K*0ZX^Y0W7WYHID'' 
M''QV'Q,B,PJAMF0A*Q!*QY#%KCV3BF8M,/!//UF2%>"%>F!3BQ2*5*0%*0!*0 
M!"IQ8VC,K3:K.#.C,#QFS9ZO!$."(<808'aD8!(,"88$0X(A,8%(,"08$aP) 
HAD"'(<808$aP)!B2$8,CP98<PZPH+TC\+(S*L+9D6#+F8:-,TaQ+E(8;F8L, 

M2X8ERa)  ' AB/#D80'  K)4*CaQ#AB  ' #X*7  + <808,  a P 5 + '' , E 2 H A / . VM?WA1$)?G< 
M6JGQ+C'53'L8!::"=*%F(4DIGLM:.\*;. / X%_X *_H Z C 37 S P . 0 X8 A F $7 ; 6B= R 
MN#N9M[;?"4/8KL%4X*G[16N>a!A6.ZAPL+-J-J,)28:E'5'QC"\!2$58>Ja0J 
M++XMJK/0DPI+:7H$B*\8CT*)K60P8'P8a\%a,,1Vaj'"8#'8#!68V8(P8'Pa 
Ha\%a,)":01P8a\%a,'',_THR0Va\E+/WB#Z:>WAN?R;K6_VB\_-S75Q<Z.KJ 
M2M?7UCj:0=7-S8WN[*_U\/"aQ\='/3T:z>7E1:''0KWI>F7C^_)GWV-:HBX\\ 
M;\P\KT:-R_]UO/\'86''\?n07##J;',/C6OTC%Q%_?*O;4EP$\BBSB6X(:HTZ 
HK5:KCJ%EOV;K..)BP)N-''?;ZV*SI5AN==5K/YVHUFSJ1W=.0;**/A5*WBK/7 
HS4.8</Y69:U\/>9JZ*OM0A>RN>8AG.BZSI-AN=$MY4*V>B);NU3AN%E?HYZW 
MLQ07Y''INUNNXKC";2^0 !;M:I8P_UD79G: *93AHVDFI%E\ — R"KC2L' F"DZB- 
MY>R7/Y6-!=GHFF/?K9a/Y=C(-aV8Z)JCC<*Q0>IETX:/ZV0"''5I0=8T:?1C; 

M, FZPJ5_; YIL%CMMW\C(,8_JMKMV<%/3  = >S2*0,MWNO:XZ; YV2/\ ' 4$L# ! ! 0 ' 
H'''('%4#RB)_)''IQL0,''*X*'''=’['' 1 75D;W) A48aU9VEN+U) E<r:s96YD 
H = 8:0; "YB;7 ! 56 ' P'+3Va,C$ ! G 3 / H ' * a# C 90Q3R 1 '$$;+NI$'620X("(QD8E; 
MLD1*CG0)B1.R_aLX<$!$;,D24F<7W%ER8'?\aHT<F(XA,1'!26aE'aFGD;;N 
H5?7T3N*RW-W,3LY.3<U7;^NKF: /C0C\3WWCj1'CD*#/K>:8WLN7a7[Z5%:9S 
H_\CY>3G8SH_9;":S_V;RX=\_I.LZV=K:DNWM;=G9V9'=U5W9V:N3_?u:.3aX 
MD).3$SD*/I:CHR,Y/#R4\u:57K:6*5UN1.=9_KGY7VC>0Y??_0R+"H$568F5 
HRVGa*a'+a(+%M*1$XI$?D7aD'K7<EHaGXHF31#Rl2TDFGHEGXIE')JZ<*''>: 
M2RG?(RNa+*:E/%\!Aa!#a"''X$aP!!a"#’88'(-CPA!a"#'$8'(,CaY#a'’'' 
M$8'(,'0E!D>'(aB':OE[3F)C8F66EK\,2Z1XI%!$-,+B;>!BY$>$)<+B;8$C 

:CCHK:bb8f996614ae2bad4ea189242daf14dcf63cefa4a109c79a5c96de806a51e81fe:: 
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MPA'AB,EB6EH%1X0APA!AL-9%."(,$89,+>7;6TB=LN>QO<&)4K!S+:VF=HCI 
H4311(,&4J)VXF!!)R,-2TV.&UB5,_43:iWRQ*U$\6AR'!D%3  = MN)$:.I&909F 
M&#+U, FP9CDP:m38XZ$8&CQL' ?\SMYJ8,2X8E ■ Y$IZ",'2^;83%(FD&8QL<C8 
MaB<9EFS]< ! :;!G,A*2ai//'J#PJ'P*'P*3C!D8!08A2'#X",8a\*a,"a,"a/2 
M+.  (P*'  P*aP*aU,''(*3<J2  38:  1_BH5L.  T + 2?*#_)  .3d:/Y>SL3"XN  + N3R\E*N 
MKZ_EZNI*;F:0Y>CN3NC0:*7AX4$>'Q_EZ>E)/aPJ;:^\X3FV)UK:(Z;K9Z9K 
MIRH?0WJ3)K?SU=4CV''?S0Z3<#U/R":i%3NIAH\SJYJ8A'QKQ->UZHR6(0)J_ 
M$GE16Y0-T_JA7Q'050>1  VC1  E8(8Y2UC0UD:<DTK  = B'<NU:5CC4E7M(  = 1 NT;: 
M\EA>7;QX;7;#LT:^IMWT1  . : # C Y-V5 P%8 C 782 2 a U KR9 I X R> W J L>G ) " . [:KMHU 
M0VJ  + ZC2F  + NC;T'L;-\''):  Y/<:\7_93  .FQHE.;MK#X/FRD,5B(9\?VLYSAWDW 
H:7>M=K=A3BQQ,4UD-6;%)7*Z><FHPUZ%ZRVN_6R^R5R,Y(WVBDH-,P99UVZJ 
M2#\2C,>J02RUP:78Q$ECV8S:DXW:WI4E*2:7IN%KH90DT7'T?8KZaKN)7);/ 
M3.02:-"T+Y?GF\QCTYCW:?4E*6*C2:/#7KDW:CLOHS5-<$F^R:7I)?4%C8_- 
MB#PCGWJRXM+:R_7KW]:HR:4QJRX:2_T$4$L#!  !0'  ' ' ' ( '%4#RB)28,JR?P$' 

M'#8$'''9'!'  '175D;W)A48QU9VEN  + U)E<r:S:6  = N+FEC;U58#'  'H/:  'SL08  = 
H,*a#Z'.EE+:NaT',QC:")4Z*1/(88:KZ%021V!*)(;>!E)?)=HUZC\+8"3%4 
M*D.$*QT7_JI1*:7a^8S_#GR.  !1  !aaR39P\G'  !GBFW>*:_QC  ■<4C  + = 4):i09X 
MZG-ZaP>B''QM:>*,N  + JRUH"XB_0T1  ;:sE0N:GCU(N7:7TPH5>'F4Y!W1AS'48 
MJ)PR'DH9)P.a<,GS"5’HC)F',3L'E:R8.4#[5A;%"8SS0%$EY3a"#2+Z9#C% 
H!['+T>E8EB=?a'E0WCL8E\'YCNNJ'<LW:_'BL%0F"4P!$Z^'>'5D*P':4"\" 
M/P'U8Z'G5a'\+C)**M(=1-J=2!.)V%!$!:(1X<G/+#C5P(%;=K21!4+80K9J 
MQWQZ(]>!>^#WB>6C*Z3RB<,: ■9''HN8XC_S(1-*=N\A-,<VX?5J0_,^?#?'US 
M=l]98UQ'<ZPR!M35:C%MQL')F+a2*:)8C+:oz:3O>M'FX3^>!\;*;RRA/0-5 
HRGK:  + KIG>H5  42I:^B-EPW_'  :X:6-/T;ES\'OP#5!  + 'P04'''""!5'\HB:!W  = 
MCWP!'''V!'''8P'0'$5U98:r85!L=6=I;B:297,O=F5R:69Y+FEC;U58#''M 
M/:'SL08  = ,''a#Z'.UDK%NaS'0AG:")2Q%(GF#9*KR%O0)''BQLB<2'-Y#R,MG< 
M+3P*8Z>(H5(9JEQ_V'''0U*A=>G"<C_=G.,X8(BRP7J:A;1<! SXS;K<_?%\'K 
HH1W'5HG2(SRYN0:/3+L;6OHa+PZ:IF8TBKa;(Ci:8RTKV'=3^'4II%Z":8CP5 
M:  + $H<aKJ9)RPS)<4.  '$B\DE/T03B'''2H)1V$  = "JT,R%4_L4  2''A)H,::CH;"R 
MC_2NZ0WSEMYQW  + $OO5U#O:k_B' V?;  C:>)GU2BW_ITY''L0D''  ' 1 H 9T  ; 8 C ' Z R F 3 
M*V-.$T'5M' 'H9:R-a,*Q*8Z'0F7,#0BS(W'LC)D"C8:U506'v:jIFK8/0(>$ 
M.9E<P0+L0G+8U_7!ZV#.G?W0F!(Hi;4:WH7QSONVS'\KQ*(Q'.a/289#/'#Ca 
M<B?\!%P>'XZ8"?C=)%aF<MV(:"Nl+A%l8A$="<*C\,:+%i:iP)UDaj0!8FHQ 
M6C7B?,:S2Y9KX-=)PU>WR.0#FV$"?J  + EN$_\aT2*'5!  + 'P04'  ' ' !3'\HB 
ri)  = JRJOa+''"$+'''8a'0'$5U98:R85!  L = 6 = I;B:01  U !P;'5G:6XN87!S55a, 
H'#H:H#.M'9TSZ'/H'*U:76a<Ua4''Lri:>B9UJG3B8/  + A85  = (0/:2DF;;a:,'a 
H7Z*0.!%)G)0B,(JT(RN1K>VNE%VCXIVT)EH(a(8"8:'/;DD++01<ORAOV1(H 
HI9EG*Z48al^<FB5=0T'R*_;V.*?._\S*C4.;/.B.SLC<<\_/=\*Y:\:9H8F( 
HAD/;*:4JW,="CH%%ZG0Z+W('_<E\AD'FT1G3DJ?8aRHaT9>+T\#,SLZ7J*-'2 
HVZ_,  + TS-S(T?/XN1-TN3\:7a\G3YaT*,UV;  .6$*. ' U N8 F J H , C , TN3 , “'<81 3 C 
M = JPL3_LKD_3YEa#38  .C0B9V10\  = :S$''#!DBSG2U9C  + HY\D>.HV:\X:'5:N'. 
H'"5_/'FY\26a"(-iaA5KI0PEC'N%XV8:X3_=;SZ=E*?S_9'375!laYKY4M1= 
MPW#1C/H.0!;G0X55HX/*JA' TOCS'  ?37 ? a " 1 K-97TU U Y2 C E $ 9*2 Y : U : P;n5K9 
H.-_P*V6JH;8*EB:PMU8_?T'WG26CaE>:T.#*VFBH  + %>HSOC-T:6:#)?)  .,:s 
M;D*7AXNJPT$aE:a8Aa'(X'8S)a  + PR'‘;11*'L,:'1"?H''A'aF0  + X3,):T0-AG 
HAE.,:6$BN=1-AV>2$WVUOA=a9N-8DL!K$0U^'5H!=*306'<I)a?4'G5,1'G/ 
M7H4C=_#aa?a^T'L\O0:VDI8):D8K:UIRONX''D-;),\WYXH1)8aP(-<K8:I8- 
M8'9;ZCa?1E(1Z90H8*;0GRN7BT.8:<V;I#IP?NY<4?NYN1+X*T:>>a>)U0?J 
MNS.P,;5'*Z'.:'T0.H-$(a3$<0AT*A-'CHX68A:>*5'DTV>'=NC4/<X!1SZ9 
HB\%0,A  = -;</D=<MGD  : ,9R\0,<-Y;7"R#85Y>%L: .\aXP,''9(JLa8VCH"Y$? 
H\K$,^8RA.8,Ea0BlKP/"6a,aiBY:>SE/;X.3'VJAOP+J8#H'?$RM<PYY'aA; 

HXFPOY,  : iaY''F_\09?M?63'  ;:h(?  = (/BA>#,NX"PH  + U^.  " 9B+ : *8  ' : 2 YS  " PI  , 
M>F:a,1(P:6EY.1((1P.!:a:7E'',"N' _<7%H*  ! 9#VCHE$JX4"'3  + 0ATR97V'C 

M%0G<J=>:3?_:H/P);SDSZ$*aP2HA+82 $FT#D2a$2R508'H)3"4$BBG!$a$ 

H0DaP\a2''Z"\a$BD8W;U%+\Z#205BYWaK$8_('87URJ_8!L'?=(ADI>-NM/39 
H/2AO. XaA;4,6. J3U<(8KH4( ' U9>T Ua\ a / ; " " Y S 5# .U,J>2::)9BR9U+\%!I, 
HG%'LF-a+6S,V0FUCj7:K1.Ga6LL(Ra;4,>a7RZ%'N4'aNF:57YYX_C!'1X9U 
H'_PZF0V6(UW'U%'DF"RF*ZLF'NN8"OIUJ9R:P?B:=K!JZOZJX_OK+$F_'-99 

CCCHK:53fb291547410d4595a0a17f4f0b682d283f021737477b8d1ea4f43d0c493a97i:: 
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M#N,Q8WC-W'D:30XAU9OWW#\OG*%ATF2!NI:2_H7F.X<.17W,:ORAT=C9<V8H 

M''='A)^I3<_2=G1NDY"NT6)'*=9%QKC1>7&DDR&aU>K*_>*EA"SG80BVNP?;& 

H7: J ■ *+Z72H(I09<&$KMG :VKO;,OH?-OVSN9i::/,DY/P/WD/)NM803)MU+7WE 
MNC;Y/G\S$\?L=XQMB;<CNTKFPOPF<Y%L>H%247_/ZQ0[JE-41:9B1y:%2J<H 
HaOB*Z,N'C;_;9Xa'EN1/OL67X*CZ3BK1/OU4TU:_C=QP7I"?->0N^3Z8%HGL 
M^R'>?9-Va/LCT*MTC'Z&S*?H13I"+:').ai.:+M7W$ZE5)U;J$R6:N,KY>ZC 
MZF>_0S\R<V9R=F8J-#PR8==A;/^ID>Ua?_>NlK)?/R-3X2:iKY4J''RN38I$> 

M-H.C;'']  + J/  .*''LGH'<E-GKE  = 0;[;Q  = WIN:):_VQ1Ya3_I$*Aa'ULTOWWWT\/ 

M//'  ■[  = Z]F_;LV4,C(R.T;:\^.G'B!  !T_?IP.  'SY,!PX<(.>7BL;8%/V8KI)J 
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MR375G-BE8aJ8aO$0S+E=aKEO"_'4M'4?-52.EW+.-U=.7.2$i;"EJA:iQU\:9 
M7=HI3VZH8^K84S<270/Ba=JY4-Y<-]"/<,PN?BM2CM>+3NTZ5Y6AJJW)?$J= 
MTCFGXNB7D8KE/1 IT%ZT"Y+\"1 07M98__\,+"1 ! P8#B*<, .TUX<PX(E\:?"+D 
H/G001 /A*-B>: 4*LCQX5Z_$5J;>#H"ZV/8Q?JZ5#38 : , ON # Y J 3 * VH# 1 H7YG#( 
H;<SHBZP-801_"1 I=QN$9YR>,HG_T7\1 /NO: JC : < ' 8a : , 8_H8 R87$ N / " Z T \ ( R 
M,(QP1%BBD!:ZU':X6'#,;$'85<H! . 1 3+T E ( U #34 R 5 5 E 5 4 E " 2 U ( D >G ( $ J 9 Z Z 8 
M]D.+BU5=C=-*K9Z<aY(3VUAY(+::6.H"XX5T,:\K*EY8DZ5YL0Y)5B*;%Q'3 
M<>F*S9Yi:\0X#Z0ZKK892CU$_GKFP<YSH# ' 30BS:i3T$<D,_I'1QJ=X.CZB*C 
H;NG/4a( ! *< . /<HO * C 70  I X U 0 RZ -$8X K6 J J _<V \ ' : C*SRX\ ' I< R F 0$ KW+ E 3 F [ = 
M/GF8#YY"ET\>JF5RaLS\C''^H]HlaF/:i.<S_J)W6:H?Y'W7#_(_Y'_,_YG_, 
M_YC_=1J8<!A'<!3'Y$'\CA,XV>X8$2U$$'WE"$CAMR<-)\HF70Z#D/)i:4E! 
M]5W%>KU+II/*C-5VQFL[-VH[-VN%S$5GHP:,Q''?EK8IZ/IQ<G+D7CB_'$LE- 
M^:AZ.IY\,+D\Z7_X*!8*HS9I8/ZW7R;CS/\H8.9_5'CS/VIG#VN'^i:UP_R/ 

M*1_S/*9_S/*8_W4:3N,-G,8;.(NW<'XC.-_N!A$M1!!'?JCM, C!)GY'::i 

M,?*C<EX0Y3#_HW9>530,_Za;YG_,_YC_,?:c_L?\K:/P#B:a75S$)5S8Z5SZ 

CCCHK:b21fe69d679c80bc78de 7867f9c2ffc451  81 6c7abcfc4249c70795bcca 0318^66:: 
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M>^UN$-%"5/(_Y  = A-YQZ< ' G,*C#X%YKJ05 ' U S 80 J &N 3 " 5 L R>5 PU R 8 VG E 5 [ 3 ' 7 
MIFZ8"S,7WN*Y\"XF<*8.RH5?O,:$77)BZXZN90EI:HZ0G;5NBI&O^HD*&F?-D 
M]:>*A=6LYXT''N*-3KX)D=9. VK6OVN«A.>_;G0.76Q(K%G!=MJ-ZH: ?Ea\"RP 
MSMSRH04EEF.3"Z'IYHS!_x:!KTN8+*1B6<M3$67EB"U''0*\VI;TE2=35MRGL 
M4K98T'5_5)CKUGJ0I+SP'!?'*C>Q)8Q5Z89E%6W/:a'':T8_J4==Ta$OFO+GF 
MR1G8L2TOVE#*%NFL4QI;R3JAE;RE9]:TS;RC90X(Z<[Zja\IVKB^XG)Q/FGZ 
MQAU;E5.02A=6ZIZ8BS5G']UAOQ3YCl8\U-a8SQ8/-M3OAZCOaT«_<81VB59( 
M*Z05TaiIA;1"6B8MD%9(*Z05TaiIA;1"6B8MD%9(*Z05TaiIA;1"6B8HD%9( 
M*Z05TaiIA;1"6B8HD%9(**a'*VS\VN*_J"4(aGA=$.aR*H7Z'YF?_^'Z'P1! 

M$'1 !$'2QSW$=(;R/48aA'#=P$C=P8Q_a#C[$77R$C_$)/L5G*!SW,($PCIC$ 

H74QA8C . 8Q0-$,8=Y/$0,7R#>CDLA7AH7$2BO_C;*:=^XU '777Z-JN/X;!;/' 

M ! ,/UWZa<K0:8t;1  6.  US_C;KA^F:<_VV_K_36^7\/, \X7S_\N Z7ZC:UUa  = 9 

M$WB$1 2SA,9;a); Y"LL4)%-%  .!/$74$L#!!0''''('!U$S") L7*  + 9HPP ' ' ' #N 
M'''+'!''4$=0:V5Y<RYM9'!56'P'0SVa,ZH6H#/H'*a#:5U=;!S5%3X3_z:M 
M)$YB)P$"76Ba*0F  + [3CaD";$WK43)W:  \*87MP*9D/ ' .S'G9W9C(SZQD:l!21 
HQ',%Va*J6EJY%1*H0GVJ"a:5L2K4(I56/%1M558)2ja"U(>T0A4/K=QS=V;L 
H\68:,QN2F,;GBVCV[,QWSOT_<\_).#XQ<JRri"JIA!F'#$-8=%aGK8N*O=0,( 

M:XH<Q8' :=L/.HB781/YaG6'ET^#"6C>'<(U1#770F(KWG!SI;(L-IGKN7+:Q 
HBJ\$88/0'M<*AL(,4,:$CXHFCR6S;, Y$Z : %T . C XT /-H C L; L68 " -R8 V E X ; ' > 
H*<\):O>S3HDN7HCB1UO1OH='A0J5:5<(ZP>Y#A-^*,!%*>P_'Q-*CI5*=C'W 
Ma7^_67j-ZY7C-L#J"0P_'17\6>C*+W\\(EQX(9)TKL-BZ3$IH/Y*^Ea.G-N' 

M]=  = ?'5M>\#YRW  = P756C"/BC:UZZCN7GZE52QV2TG  = 4a7,B''Ii:S//#  = J\  6G/S 
HQ'4*-TLVRJS0*S(W'%=H;EXJF9L(7GX#8'Y/CPZCWQHIFG^G6X=W#YNa=:CK 
MCCV4''1R>'+CXX6'[:8A_O3U">''+FH'T  = ,N8TKP//OI(0FE/%8#3*I'=B)\D7D 
H\0/YnB. VG<71 #E7I=+C7a:_/_JTNR0U:_4_G80$_F: ' \XN\CPDYLBQ>CP/;# 
MUPZlY;UQ\N_LG6\XY34SEG\,SVH2%SW#EC_C*N2G7=*\MCa.U38:j1=7P>W 
H_WL=RG%:0G!:0W"V^W#D^TUaG"1RCN/:iQP.GCL;<(YV_>4\O/3D#."P0K^J 
M%[RZ\X[N'V5T;T7=Y:i->.+7YZ8IJ8LQ(\:D1;28U\8'CHWAa/KYW ' X5+-VK 
H8SUJZXZ4T;T9=30'L:*_.5:<;^.:D35U<<5<G'7T1P/JKN/S:6B/>'57<G3' 
H0K1[5#0RCAI\^Y<IH>M-V\_FT,9K1''UUM*7;A#<<647Y  + 47''8<KO.O*G*  + _G 
HR%T])GSHR+,H7*+(;Z',U0X7Y29'/AHWX:-:F):_/27\'':<ia;<:5:;HMV/; 
M)UX7$78!KE8\CL07T$Q<S-$$FV8Y;7>W9_z:C3$8#YA_'NL.LCQFL2a7"N:U 

H\8%C8R+'QB;/ '+  + H*  = %K8T^/;>-TP#IH=.  : " 6 = 8 D 5 W_*T7 \ PO / Z I ' :2a II 

M2OaNCOU7'7V''O0;G#V$U  : D H_X> . 7 C J T 7 DG_X C ; * F8# Y W% H R« Z 7HT ! T C U4_8 
M=AY794U7\:VH,:6K*YJCN_W9HFCS/'+>**NE;> !^Z)a6M31<3*<45;$4K6B' 

MCXU7<0WO  = -;KU: '>VW%;3B1  ,*(,C/X7R*XC\#LK_<. 3F7A,''=>2S*%<G;/E5 
HE)L  = ''2  + *NQSYTSX3:CCRKF,F_*X*YB:''  + R6\9  = ACXSZC'*#MAU<:uN#.KL,G 
H9alGI1$:w$8aK! ]$\8R !+KRV*%A\ !<L' EN_C*606KVCU$/<Y9X) : #v:3E<V# 

H,KSJ,0: \> ! O + BUBJ0O*$$#R.  #2%YX-A<\QP(%2KKM1 #6#z:7/$ : Y*BG_MQ*4 
H_PL8Y7\H_T7Y/\K_E>I2_H_R7Y3_H_S7U<K_ $1W08MT'K;80<0Ua\B 
H*$RH<LY_[:E/7>Z  + C./2U7>FTI!D6FTW+LIS6TWJF6'ZTI6<4  = 7\'E_FKa>EL 

H/F:F=$.38M**aZ*QSa-=5\7N_H,'N<W6Y3<2aSD=-*)D(<,M :,IYIB:<4> 

H%H:KY.Ni:!H2CD;BF6H:6NR0NDNKaZD;W:H_!a*aC!C40M"9$2C3F=!8=5$Pa 
HIV34/%,HP6'  aJ6*AN5N2F8E84XJ6$CDC<8_BHW-A8[:**3BK#HKV8H1  GN  '6$, 
M0N24%AU$9V;,N5  71  5 2YLZ\_E6$;,1 7M5TS(*DM<>NJ8%G :<T5<*V*FI ! G,RA 
HV5F)Z5C2'44CZC0V58XF%/:/73,5C_VF\u:iH8.)<M$<KJ+)9-,%D)KN,;R)C 
M>U:.$_DC4]6,/+880:4AJDN49Y#2XE"4:45FT<FYZ(/,T%S"L\N$7I7-BI(5 
H'69F(;<T<,\A88=+L!M;K,/;U8\A9Y/-89IFaKF<-N/>''C;>VF+78K%$*1N- 
M3S$IZ:C:#h:=;-\=4*65FL_SWO'#7(89JS3^!3ZI+J6TYA>Y7M)'19PG)I>; 

HI__R  = H0-*H7N$6#AAL3 ' ' *KAK8 " W R W V . - H G H K F E X97 , _ / L C Ea \ N \ ; U C + Y UG 
HCFJ4A,G:<  = 82ima016%#E78CPJ  = ' / _B''a'8!TX,H,;$K8GCTL=/a=.  I_NCX 
M\.GD:'H:=:a,1_IDi:*ECPT-CR5A\.12a_!_AL*!ZS6.4JY_R7RH!'';:a4/Z/ 
H\G''4_Z/\'''7_*/:w+7-_0"'0"(1UB1OalKa)3X8WPRWP!8C"K7';7'8M8T6X 
Ml FB$+2*C,N7_*7:/^7_*_U/''GU#E<;WF,<053_G_E : #\7S ' H_T_ Y 7 \ K_4_ Z 7 
H\0^4_Z7W7*G:7XYK\7C0i:=CS+\$>^#+<"7MA':P%A/6#2#'_aYUXM#2;UF<P 
M-B,:C.%AEF.BR6I'6,(A:w\'32<2"2=aE_0DCAa;Z9.#_;UJ(=_’DT=6KR7% 
M)%T7A/;0VO$I4<VPF"0('>%U-'6:8197:aNMU*=)!;,RE9-LKG^(JX3O#JH, 

HZ<5J  CaZM,ZB84F4#,8AFDL5<:  26:08U*6S : *"Z0RC383894TR_GD*EWA5aa/ 

CCCHK:a333da0eb26991c27c1dad25da2a7918d394fcb36e0edb54d58fd8491d0039a52:: 
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MU'Y-/L(DRUYNE:CB*(QH!4-BEZ5J/XQLU?#SU2W+:L"$74KNP!BHL:\RG136 
M-%7!\F-Ja;?L0$6U9)aZHSS*:>#&4K_2.RWF'BZFZLFCD$<ACT(>I4*/LJ/4 
MH:'!A=P)N1-R)Y?G3G:5/:"03R8?0CZ%?,KE^91;5DVF4.!#7H6\"GF5R_$J 
MY5:x)8="SH2<"3F3"IT)K/8"=:/;B;R8%:'>X0R-'9RT\NS5DCaKV*<00WQ< 
MXCYB$G!2aC#_,L5)0E$<)_CDH5>VJ+:*962D9Qa$:(2X07+Z+99W+M\2\W>B 
M$(%XGY)C'I666#G/68;88BOK+LLPM\7*^,aaGNL8aYJXY'W+$+?8+G6!03U9 
MDGM!+72=75#%CH<+HCFCUC_695:6AG=3S,>!!?-7>JU0?(''K"AK79?_D/Z,> 
MIU28N/T28M$3!4*''C8#*T':66ESR.F7(53+#GK9'/,%TILI,E>;XCV"(BLH, 
MM]I+-AJV;K-7a:MTR'WH'(N;VH:4CZ1>P_"C1)#"O_IQFAS.H";'H0VS<T$U 
M'A?-J:#>#3'Q:_J18I84+$SB-aXR-:S*6CC(U+":06M*K(W(8E7R#/='X'B- 
M8J:5S%I!+lLU"F8P:4YGa2,Q9A;$G"*K'A?<.<5WP?!GHJ3EY9P0Bi:<)1SW1 
M$[3V!IGOJ#?94Y/4M)QO==P-#BC^XaiQ=[_?_#F<XRRG*_'J'a>\5;=_8HL9 
M^.PR"CJN8;ZMX^.J3QGXB/8=,CS**+)0a7S(T8*9BJ;ZTE:ZN-5HFU<Z''R#F 
MLIL/P70<?(CIX(WD/GO5P9M4K+RHM\<F\CI/E_%N8R(DK2,<;7\X6F<XVH%P 
MM'0"T>X-1^0Ri:5+_/3E2XEP2L"X-G).WLP8M,EA!1K+:5*VZV!,G%9\MJFL 
HF/YV8I'1W";9%)879?ZT34C3#64 : 5 Z P_<<L R , 5 3=> F 8 2 S ? K3-M J T P* J ; EWBA 
M:C;8=%"0.<UDDJR$Ha7UPZ$9'94V(*VaR/ZD.C:K!YA!1N'XU/'CaR)I/H.? 
MS>"IKAV=4,"'*?(Z.a.)ML8PO*Y'7CU?;0$;BE."aP+73L"0(B/8#*ZKa'6' 
MC!'*Q:7E'aj%H.#U;H1;R$:XA6R$6\A8B(7<a(S'YD?P61IT0*FI;TF<8*=' 

MaP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  ' 

MaP(-"C0HT*l  'aP(-"C0HT*!  'aP(-"C0HT*!  'aP{-"C0HT*!  'aP(-"C0HT*!  ■ 

MaP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  'aP(-"C0HT*!  ’ 
MXW,8:'C_0H:_;8E'(!'(A,\+QE+WSC>!"0+'J<0::<a$'H%'(!'(A/\CW'UM 
MT'X=L!\ZX0#<'_="%QR$^^'0?'4.PQ8X'XY"-_1''!+0"WUP#CY#/YR'DS'' 
MaW'*AB')#\'PC,'HC$$*QF$"3L.#\!"DX0Q\%1Z8LR#")$aa'X-SD($I4.'1 
HR*YUQPF(PU'#'0Z)5DUL'+!6W(0?'=*::PK5\R38%L:aJ8?E3Q>7\1M4%A>; 
M(3[*9jV$)HVRO)X3+0:P#XWQW^50A671P7^P?C3%K:P6"4<IT"$0"'0"a4'a 
M$'a$'H8PGI'  '%330X3P88((%A;5N$.$:(a  + _'U!  + 'P04'  ' ' '=1,PB,5/A 
M13\''’''Da''$''0'%!'48HE>7-E<G9E<BYM9'!56'P'0SVa,ZH6H#/H'''a# 

MC9M  = ; ! 1 5%,?/:  ' - + ; 9 ' J 06  * \ E F 6 : 6 D + E '(JC):Vri)5EN''R69$RZC'C;I;NS 
MT_T' :B#!1!-4C,2aB88'AD#Ta0=C,8HTalA,B!CEa2!1'GB'!TU,:D(,#T0\ 

M = ^=.=R#3V39a5:CS2Z9CYMi; 3YSM_  = TNKVGK;X0BJ'#H'"(O.,!D  = ?<RG4' 

MB)SR$HBA'5Z'R01.,)WVaSQC:(0aGUSWA,a%15'*Y5C'ULZ>IGJQVCNUD0WR 
M0N8.YW\9A$,KO0*SU6N#<)3;-DP_P>W; F # E , E 8 . L ( Y ; C< / 3 a I ?< ? OH S 48X 
MQ.UK"16N<OL>VG:na.$;)U/0_+8OG78<ZQEA*2>PEOHZ.3<'H:;6*_3C_3*' 
M$30:E6*0<*Z''5VA8.XB:EU#I-8A<:#?5WCW<OEP!"6T;:J9R5V>:*M1$L?TS 
MW_N$\\=\PK+V<+ ' ?=7L%8 ' GV_758>. 3WI$?0=5;M_/N"63JKPRQ:2I8\_?/3 
M+Q7MYG?SMB''NQ0'AYV\F>4Q0*3+L'R_XA)_UC-.E+GU.;0=IFG+>50TJKR#P 
HLDS#Y!5FG33'ZKG3i:eZ/:S9(EY/'=  = ,.9IIZW)5'  ' 8 + 8 + C 0K4-P Z C TU 7 ?8 ( 
MSC08<8VX9BK:K#:L'20HF75<8M#48S2;#)IVa\9CT''?URV\;*#W"_D5:)$. 

M) J . J=" "L-#9( '_)00HEOE^.)E*K8F+Z%ZY?RR:$b:6;TG;J^A''GC22GJ#RMB 
M'+S"6<!QQE2XH-DCP)M+?U+CWPI+%VGS58/73;0FW^S'X_a+8''L8;8HX_R8X 
MN,\KC+>/;8QN-L='5->C=9NEI?n:P"L\>*#YYG'TK6K0;+v:#UD_KGB%OOW: 
M,\WT;V!:Y545FF1M0-:T3EHNK-;LT.=G7??10HW711 ' 7# J \ 1 H . _B9 P5>+8 ] % 
MG5>HX7D2VG:>  = PSH9E'+NXBV4:3R1NKX/H1V''IGF8Y0:-i:/.''9#l3UCIH^W 
HGMC'+TERE8#U!-=X!;9)%H/VC##='1RC:"E.Q4HE0;8/SW^'$HBDaK*DAE2W 
M$HQ%Q7EHEG#.PC)G3JHPZKI7.  C 3 3 ? 8 ? E 66 5 = 9 1 Za  + C - / 2 E C - J # ? 8 F PQV . 3 J 3 
M.,E/;aR"aY#>9E'C!0H1  E F $_ Y K/ U *GBG4% VKP*T / 4G " U + 0% L ' G \ 8Q 3 Y H 0_<Z 
M!,-:_=G\5F<L'4$0!$$0!/'D"=NU,_C,+WaC_DY(/+L40PF4aaW*\+?R<ia* 

MTW  + =(6(2*8-"  = GHK21  3E/\8K"Z^3>#0^B*FS#4( EWaa*«  + KIA9H . 3 ' 1 %)049 
MN8S71Wa5CE,GC$/'*!BG#GB=%/\#B031_(_B?V9CI?a?a?\(aB'(aB">-2C'' 
ME3_,a)DP"V;#<WB2F0-S85ZN.T1  , ( F50FaE ! , : Z \ 9 La8 / 2 9K V>a-0 ? ; ) CCLE 
M/G\RT+38-aiTHU$WFO1*NKNV=PDa3"YVHDCHKSHD;\<6AWNWRR/HaW/Pa0:l 
MLW5WFW0'+I?H8#U"40P/*/Y'\;\,%/''C*)\*3a3_CPB"('B"C !X7B0_E-_.A 
M"IZ':EB’)''%%>')9G  . L . $9- ( 8<P  Z H 3 L4_  Z / X ' \ 7_*  / Z G 0 ? $_BO  3 1 _ ( \ a " ( ( a 
M"  .+9a'')_''<V  + L ' 3/M,Ma.  ; R ' E 5 ' + J W + = ( 6 ( 2 T> ) _ E , 80<K6 Y 1 B,  ? - : M K?  . S< 
M6N.43Z1"a2",LIZ=a=V>UEE)Z71**CO02JZ0NK:>'W3a?K263"1%#'C"aHF4 
M — Z(<2R3;B*E$U(R859""=9LXT0*1F4EE2ZU=B*E0G*2W;!R31,I%Xai>\.A 

EECHK:ad149ee4e2bc322919866d763e9b73847839c2fb841963d5c6710588c1f67bb4433 
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M''7<RE0Q'THU!H>F:  N>6  ( C $_  ( H&K_T  U 6 S ? M A F&K/ $ J ':''!LX7/'8/CF0M"AG 

MZ0M9VF2AL#**:: $EM%3\:6-^X*Y>#P''.,X41U)  . < J 3 J \ 2QO06W$ \>  V<$0  V 

MR!>*UBYB4F2^.*9?F*CGBN;.8"*M%,?R'!/Q/'&,91D''_2U-I$6!F55a'IP 
M.&555H*R$AARQ)2D/ZS(<2XISTQ0OP' SC% )6&5=-Q1 99C#H<4ZQDLXVK[N5S 
M/I;8Qa=I4=\<XT'36C#92C:E()&:TH<ZV2Y'5,L:1_W ! 2 H 3=3+N V E<B8 HM ; X 
MY2R7H83=9EL)=ML="XY'YI;W9FNQW9_HH:*4H\:5VM,I#V6;'QYLHNX5BERQ 
M6"1;BVXEA(U:J::ARA..RDY_,NN,>>*)l8O'VG?2LE0BNVA(E2W=a75_5R+E 
MCV1U8G3#H.48R_1=PT)3JFU"5JZ'WQ#AH'4ER6RC8M/8Jal<8=5RHMFPNF3_ 
Ma85=Z:63#R8aR7*ZV4P88H%a).N3%94M':\DalK+\6N[J(6BV%;AW.ZC'95V 

M5-I1  :4>E'?5)C:C8GSF*2Q'$01  '$01  '$01  '$\20)5VOO_PQ_3> Y".K080Z 

MJ(<UT' " -T'1K81VLAV; 8'" VP$3;!YEQWD/a/F07%Z, •=_?'*: /T04E":_\\ 

MC:L8:/X/0?:#?ZVV^8MUCKX,"8(a"(Ca\a+: \H_I>?O'ROP!;8''aYP0BHL 

MaC9<  = XB81,Ka7U!  + 'P04'  ' ' ""  'a1,PBUYF  + 9:8%'  ' ' 'Ba'  '#0'0'%!  '4'  !H 
M<F%S92YM9'!56'P ' 0 S Va , Z L6H # / H ' '' a# C 9Q  + ; !M%8,>_M?.PFT?SHJ8/%*>4 
M5VE,'FVAX=$D=IIWLG+<A('KU4FV28AC6XY#$HFBWN''4D_M(1P*I+0!iM2'X 
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M**9C2  = 2]*K  = R8_H5"=-H;7]%t:wE8K:  ''LQ>B0KTCY#6J YC, 'F4*SaRYCF>:N 
H6a:0C-O[:X2>_K(=D#:EH:iC7_%2Z9=#.V'HSVCG_*#V_^321=M;DC,5IE!C 
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M0P'\O_KF8'5P/MG)k:k==()ZZ)5:#PA4D19JTK(BP6\?6DYHF9#F$FBGS410 
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M/_9_*/\"*/\'  ' ' ' ' "'\$*/_US56Z1N_2  = 7J/WJ<;_'H^6NL!a2K20O\"4$L# 
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MX/863'=3+ ! DJ^l:t$2I FC$?%;><V. 1 %8.=ZCH%#2VS*LS*TB_2#:(/Ta_2#: 
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MZ'/H'W6-L1'#,'P#X3MW+iaQ/(?i:K.-:(ZEGHY%8N64'44D74#SH09UXO1*4 
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H'*a#=8RQ#8'P#'2-Q"',P1STK(-3NHLC5LI4*)WQVX$8\8CUN<\KVWY1Z0!= 
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MM8E*AC3‘'60QE:9UKY2>T.J?9V3  + GZCQL2KD4H4D28D3V#(,SG''UBJQ<Y8_N1 
MR  . ,*K-''*LYH"<Y5_?M*Y;_W4FGL<VCDG4$L#  ! !0'  ' ' '('8X#RB*C98M:Ra'  ' 
M'#8$''';'!''4$=04F5C:7'O4F5S+VYO<V5M86YH;6TN:6-O55a,'%a3H#/? 
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MW\_U'U3DP'='''_<?\a;F?*P98/ = W3  E __  \ Z ( P ! 0 2 P , $%  ' ■'''a';a/*(GAW 
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M;7!56'P'6#va,3\! G3 / H ' *a#<_+3 Qa ' !94"L'<0"4,S(P' (6;V#' IIHaDai- 
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M38F1?*Q(0,KRLRL%!BVFKI,:%3)>3)8E[?K.\TH\_$2)2%ri?WJ33:K7C=F/$ 

HKYKB+)":7",L:0Q%TXIXG"G*TN%Ta4N-"W6AN"XUD8:9<%Q)=P;''6(43E4O* 

MC8P_5HTAZY5R)?'C8YZ\L"7Y:2RII1I!*"Z-2C),1ZP+2%XU85RB(22(1'/R 

Mj2QM1T-QT>15$UH83JTUO;aT:''*C\7  = 37"4U  + O3L"0C8Q1''E)8CN.)-=:/"H 

M6TJRX\3G/EFa7)ZS2NDW<!;0A0QL.+N4G#>\/L!-0G#9P''K8I5F("='8I4LE 

M,6XCa0(9aXUNE9'GA?_VF#N+47X4ZP;BP_*6K$?YG64/3#aM0L?!61J."S/? 

MK"=*)<:UUPZ''U,VFK9H1GT9TMT'2R\4-5!a3?G$,ZC0TDL>36':P(/Q='')? 

C[CHK:f05aadc91efe4520915eefb0c491c7551789b133bdd18843e79245134b26a61ab33 


30 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


M1:yW  = Z,LO8*XU6U*[MMG1?''HB:x:>5;<  = WAU5C<UZY$B,)08#K2.AK9Z'%''- 
MI=A-2S5"$U?/>(VZDX,?>4?J-VII)+NN/L;27B!</A3TLG*$0a'R(6?3:=(. 

MZDALN/] !+W&/7=>8KC_DC+9TZ/<? !MK8HE,::(&2UVX:MN*:I!RaCL"4VH^'' 
M,%:S<:L>C.R'\7$!'P*'! +62 7- J $ U>U 3 Y+ C KE ( 0&<_K ) ( 6 ? ] D Y . a<T<= ? 1 KT 
HD#86U'6_'IP:XE.NF00IDF!'/JPUZ0F'='!NEP"‘',\8RH";XWL/6(35H)K=. 

MP-L3^/F_&P8! :p_>8FUGC(5X8* 'M*>6^(%A?<":h*7TSWGIP$'R/1 .8Z4KBQ 
M. 6 ' B$HB+ ! D_WX ! $?DL( A3-9?$RQAR,n: : :8">5H%%\K7;-U1 L>: 7VS^a77-, 
M%/ZT?ZVCQ+I"E<QJW(I'');;MG/:8BFVEKC?TY)G1Va8=PGUF<GD91CG>4+C1 
M)-9$:6NU9Q5EA>4U;O8D\?ZN9-BQNH;PGQO=0Y,N5?=JA_6C%<G;;"^M7:K5 
H*0 J /<30HZRTY>< :VHZNWY(N:OUU>UH$-MRK.)HL+:9>B1VM3/8?5J;EKX0-< 
MK5ISB03C+a(0<_: HJ7T.33P-68' NK5648! 2F<E_aB43VC8(a3C#JlM0(+R?N 
MA'B6JE(XM8Y+B8?0:%8\99<X'7/,C/>4Y'L6+*i:!H_W8_FF'BGC,N' : )VK8 
M/+JR\1Y/E92a53' N9E+4872a ( B8N$9X_ ( . (ZNX'CW*:G=)b:u%4:,\-)<HD, 

MICBSRI XCV ! D^%A%QK6-+0: 5>, \a:WG5GM_KEC7R>C#B]<AA_295_S\3;S3F: 

HO0:  = O6#Z8F-  = *7J  L9S) L;6I88C$40OZNP . 7)$CY/:GN*7$LaFB*-v:,/#Q\B 
M$#5*0_GS%VNR%U\*63.+%#56/5'  . Y 5 H A3 C H 4U> E# H , Y$ F % # U D ) LQH F / C K8T  A 
MRBBZ7AT9UVTE%*9 !/</_'AW(DY;MNRJ'L8PTH7J'VZ<'8U9waU=:x^\;8Q%: 
MI85/GN-6BPHIYPX5ER<ClDB?JQ/D8->2-G3$,S8l!\XO;_HHaJ0U8F3DRE38 
M3JHI2U4E8/C>,QG*D]! L+*-L*%CC)aV ' D + J I , C 5 C P3 ) E C QX Z ; *$+ ? %8 ! E3 ' \ 
H+!05RI-PZ"7G\'Q(G)FX<P4EJ8?W.3NY1NXD(JW#""W%%M2N$GE*17Z_E'7Z 
HL"Z4'<Q*HQ"!DPH%I.3$97O?/JT.*B0-:P/6PWY?BE(V+BHCKaF%'P$X*6GH 
M'+1"#I4V4la\SL*S*9)ZA*8X-W%N:91SK"#DCYV!/JDTRCBYV388ES0%%8IK 
HX.Ra%!JRD:R8BI(VU1>TH'YE_P#'Y5AH!*SP6:aS-G$6V0D93!(-6=(Q""U2 
HYD4BXTC>?/6)<A<0A6Y%_K^*V.0"RCWC8*)HK(44B85G2"1 : T$ ! 6BaTWaU I ( 
ri](AC.#6!]5)(/RXW  + M_'D8F'K*38JS?.DN*>ITW29ri$S8/86$ALVWDJ8  + D_0 
MY0:':g\!4$L#!  !0'  ' ' '('  ',#RB)  = 2%:)3"$'  "'A#'  ' '<’  ! ' '4$  = 08VUD;8<O 
H4F5S  + V-R961  1 = ' ,T8FET+F)M<%58#  ' ! J / : ■ SZ08  = ,''a#Z  ' / M>\*K9$EV7DaR 
MN1$D2=:D\7a\'H_'HRB:HBB*HBF*IFB*IMT,Cia+T0C3#*(1P]',PIA+,TP$ 
MaU'<a3'1:.'8-(T$0aaAA##8B$$+(;08:'<8KXPP7ABOC!;F,AaB5A7''OA-a 
M\:6,-6AH<'?ER\a[;\3Y$>?'=TY$?0P0G_P+)?_:"*\G>/V7;RGU"5C?4H/: 

MX?0//E:_YKD%_JEE:6_\GY?PY*< SFN5/FG:FUO_)*7\.=H_0=\*O] U_\ 

H^CSNREAWR>!U5:50TMOZ0Ua_KZHC6W/4DUEGZ\-JC1JJNB^I''N*G-7aSV3Ga 
HZ;D:?;!U76H:G#K6X)=0Y?G]ZK,O:IC410YS:%-9DSJ/V8/"HM5aU$F!R8*K 
MPYCK,*U8:.AB!ria''A\K  = 3*)NLa4\  + 4)C<$-0%P5\9A)0PCKS;''OC58W%)O6! 
MC!NLNIGCi:%W649NLG<aR  + 6XIWNKL,:  ')<aNUIJF/4a;\I:  'NS'7DRWZ  = LADa 
M%1*!PFW=a2.TA_MI)+7JWAFW<IS#N8-..17G29$ClC<55T''K<H7//F#D353T 
MH,C9+U#R-H-CH#RNM7#T,/GA3)TSK: !*JI,R>89: \8!58i::a%+".,H/:x' VS 
HC:E0ZaACUIH3YS6DND9a<]/C!VC 1 7 3 7=BKL3>> 3 / 8# Y !5?3?3aCP?I-U5=YF 
MUC3*9UZ;38K$L3</3!  PUM8#riOX  , G7  F + Ea8  YH  % S>  F E J EB  ? F C ' 3AAU18GCK,98 
M883  ' VZaG8DU''<K7X8J  JS8)?Z",B-$;0?V$YU8avai5''BX*HR  . *%NE:xG3XD% 
M7;9YE5MH+::L%2OUJ.C\YYTVK87X,YC8VZ!=5GE.\H3C7#0-78B%5$XSK4JL 
H:3')-I+VL)/7VU.PA''aD(a?Ca0BW348T5?RPJE/PDYY372#)C5WH98S!A259 
riCE;O/3C#R0G'FOJ-,L?KE90S9K!UaH**aEAG87WK,LE831%X2O%/(-=/'Va^ 
M#V2'VEDLWD%1*:R-^!3U9W_*N54TL\a-Y9?)XF7FX*;SW/\14AXa:4'BR-"C 
M"MY7C!_6' C3_WV,89RG?FBB=LJ '.=E%3EVY7N"Z7>/''XJL>S307/(7H81YIR 
MJAGaX)#L;)T?9GB)S*DG(H?M0E$+/729JL7:X"PT/V'UU!.LC"R8Ja3A'"0* 
M:5EG:GF$S(JSK44;Z.<:XF/"!6'  ! 5 E C . U 0 1 NSW C ( UM82 3 M E->5 ( _ H 0<8-  = 4 5 
HJTA0,40: J ' C 4*+ Y< J D : a6 D#*< F 5 \ 0$ ! a<7*( (RN6, '$U0'.K7A=*Z4CO$G). 
M-9HI6T33PP1C61RI9;TV:AYZC<U'=aNM'\)?HaESC0D+0NN9C81ITC/4Ea0I 
MSGSZ"9BPJ<N'L$EJ%G3A0TV^U1G8;*2:3<P  — UB-3F7,2V:<>0FA($VJ,-GCP 
HEXI'88N9UYa(a9G#:7C)[+.J5ja\8J1;;('PN''M_Z''NHVR!)/2<9Za)RPa7 
H4aA+a4Z9LI39TV:975)-Y' ;*9'>a*U#C1-*A3/^CS6:*J3/6? !$K2)E4 ! \a# 

M ■ 7*;*aV,Nj63N,6W\;Z-3_\ .5U5  = IX0FK?$-YG0*NZJ#PG?8:?$6SI>G/M3a 
M33U-1Z(;>?F:WaE;'I2Z7Y-$'''APK6<=A)#GTI\+*iaV?*'D=>P_E#R2%)_ 
H2#LXE9PDTD'?E_#CXM>:)HG4KS'N0aC%a=,_1)R$5CRW='ITX#(AaDU8X0$_ 
M0%*<#3J\BS8A)C"BX ! \SaK23''?Y85AG :039YUGSPS!<T<8'TN#J=JN;:7P78 
HE4$B3IW" "U!aZEC[Ka!S$4A6RZa''%(86THZ38N0C_TARF\*89Z\!$I8-54RK 
M-aL6'=$Y*3>28>a)#+?55JPZ)A%>GU?U=%9^C1!aR5;7K"R(K(B)8CD8''?'W 
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M^6QE38>TY_A0A0-54S:/:'>9.$$=R)PSQ"EY6B>Z)&3-'I*5X%7GXK1R&2#( 

M!>>5-7P&+\I3G7/T2T)RA+WCa+2'.??PY,;#+?2'S8JZ$AH'LUT#.+B"60'N 

Ma3852/4:]-6J[;(28ZHEY+'5'8ST5O7AFM(NS!IY)#E:/\H)0,H$<R2-1+TKH 

MAZ:#G8:.GZRB'a-WQ\55)''06!)0%8JYAK7HI3C"4A=E>X68Q"$+$$*\;<D"N 

MZ!0#*-YF8P85PIHT*6+*4X#+SYa;\MYIBYQ(>;4)>18O8(I8#!N*)\T5\*HH 

M%:2)+7\M885_+YCG""U:)%3UQXW:(FLRPUZ)9AYA%'E:AV587$%,^,WNFZ/8 

M4X8V$/VG8O8-:^P1H8M7?:w6"Ma-II).C*8>F7%5WY7Q"\<?P+8)X15G0$#; 

MTYDD#-':5SW"8l9CT=8LD1%C%PSG<alPRS97V/#'2/E>U5W8<WX0U_B97N_4 

M5XP7_DVSXT/6 ' '/,WUGFTCY8\/8E=/:9RYSE"UADP4.,_$DQLZ:f34,DB%HW 

MB'%OZSTQO$)84+!7I4YZ<;09_480VX''(PO6L,a*<NaSM9E;IP^;WA=':)5Y7 

M':<,S>?!)>8:%WJ%1OQIXY"H.0ZY>0CN!\aQYYR*?%"YXA<PRJSY3\'.+V8- 

M7]+8BF_Ma7%AALBU%TSl2 . V+5:#UGDIU!E)S.I/,C8;$Z0\%K<#2U2Y]2>MA 

M + a69Q-a";<$BHF*H  = ZC3(WC ( DKUJ  : H00  ; <30 D ; > 3 a V<8* , D " :N/L)  = \#,XN- 

MnH5FLU:A^EQPC#HA2L?%5T%PG_4,.:^;8::,1la*%=8aTaZ"%X9U'JQXZ''7E 

M-1X0P'c:)7/MWIM-5B456"VFC:,C6B;=1Z0!E#!;<C6IS.BH8#NX-2' DX<+: 

MW^$IR#:7R,8V,A4OHI,K8S/"8H1O"S\'Q8a3$C2$:'''PM)0889I8H;TAG:I 

M=AJQ=; \XaXCW<>/BVZ#LY\7,7H-44*N9L33\L0;W1 03%MD4 !OF5'M%050"J6 

MCa'=<]Ra3K-8>Z'/4*877Z=%Y]EJ>C!QUAAT0HJ'C2$8??H,88%C'0J'D)a: 

MGS1FH.3]0586/#^*3RT]!F3aSATIHV+QK,a8NTJ.A:$B,Z7/Q6,*W>AHI15A 

M'.D4?H)YaZA>VSMD;W2'=;?\;^*ZT1CMDEAW#5$\.CA%_6V;>2SPL:9jXHW# 

MM#Q\0T95B.IXIV_!-!7X8?T9#<'J4>UV8L/B3N1'*\NY'U?UB9IF#>Q=$C": 

MBX!<L%!\X5>''UQG5Rjn0BVFS'''*:CS1(F/H#Za0:  8 + 7P7K  \ C R / ^ ! #8N7?D/ 

Maa%$2BAX5RZDMMTE8B;D:,'F?X7G_IS'‘J'1  6Q-8  S V- C 3 1 0 , U 1 KaT7-M  J ; a$3 

M48<!53R%!'C2(-\8252L=0US%0SSSC;9')2JPS*G-IL!U,E,D!VE'aMA16:H 

MJ:G0ZYUZO8'$)W0L4=V*\JO/-JS,36-E'"!\LV*!D'8U2AT6aG:4Z$1-aA%O 

M6IY_#!CaP"3GI-<.:90U*#P:)UG6:<9C^ARL8=X$-F=!SV8-?KCM,_+aA?'! 

M\KOSC,Y''TK'545X-#SYO58Z)I%4"VaNH*Z'>'_HaZ0%UA<HL83:.4=DF,V1U 

M+SX8YC.>Ta#WJ*6.a!Xa.%')!]1;=K8''0,"L?+J'9H$2D7. 8 VTa9= : 6 E / aK6 

M*AVa#XG=C  7L4  + V :RO435a4D>2LA!EZ88S%Z0*5)).:FU#WDAEB'56'.*5.CA 

M5Za0P\/Z"'=.,C\a>1!,CX"E!87;P9!.)IT3'AT4JRK6;.*K58a=8L.8.P:N 

M\"0aWOY3E( 'SA-(S*E6KTIASX5Wl+(W!VF0/W'KA"#98WW*M#8#=61;+aH#( 

"71 /3[ JK_3=UXa: F . E<IKB0OK/+ ! 2n80$3:A:MYHH$B1 S\3#+T#P2: 

M5$V=8S9+R_C .=H>( ! 17wa' AACC ' 8 F %0 3 Z / # 5 4 D E ( 3 2>9>G Y W Y4> S.V* Z \ 8 
HEa(#(%:4-')F\J3:KLL_)I;4DHU7J' F % E M* 5 6 ? * $ KU# \ 9 ( #>7 L$ J 4 *6 1 " -C K 
MY#8L\>R680D'V:OU4IZ+)G3<8C8F_(7>CD15TI>"+E%CKT/:.<axa9H.9HEC 
M8R/<G"MXE;8F(,8FA?H=</=aGS? ■ Na;7RF\0?2_,ia:u)3aU2,NX,"(5''^J 
H;>X%aBEY*H+*aV'XBXTa#F#FA3/?H7JE"A*'/6F'07aZ:8%SV>1D3X#E$B#O 
HC''#ZT>F?KFR?L:R3$2,=aY*08W)T8'O!?/0R;I<3W880%IP9: X6->+ZNM7N 
HC*UH_0*C . ;0T^La-$8Y; C " ' W " ! _ . 6 S 9 . < . T> \ *; ( HX71 1 ? B Y R A8 V9 ; 9 : 6 3 VB 

MLIJG%<'$BK'3'?4A!3FJZL83'IT<P'J8/4;  + S/!JG>$,,V28-0#P0,(<$ 

H1Yai:_U<U10aAO/'9IJEAW<V,-536DJ02H;J(;-AC*.aD.HF9N_4Y8T61SB5J 
M'UR!1^Y80i:a"6(7_HX:8%A#(EKK.6+H",'CF8E!F6)A-J2'/NN08HZ8A-0NT 
M8<2[(1<%*DI$'*0!<>2*lLV:FaW,P8X8\%'C8=IXa-\=F/,%Y3TJ"aP=Pai0 
M93%?6*CCK(TE+)LVK/0JiaP!_343a8N-B8/a9J6Wa73XYLS#C#L/*8ED*?VF 
MA='Y'''"5aPSSH1H6.  ! G E a . * ) W8  + 0 U$%  + > J 0 2 X 5 a !H%(I'PK8.;3X,;!;09M' 
MI>Xa3;#'E5FC=aHZ#_-NVN8aDK*)5%AH*a.7Z-_6%CR#K,2Z9)7%\.I*)-C8 
M(31T0\V*>68V  + K5aBR-GC ' 8 + ''0S#N$  = MH V 3X*;)\47'8<?60P?O;Z1 o:\_C 
M29Ba\*''(C95'G<^<JW3PTA.5;M1N'G9YL2CV"E8.Z);'8;H6C7  = 3Ta#1''0DV 
M236,0?'2!"4$869OY'56NR_a-CDM16>a<P*+J:S!^;S^*7FL:aP,AAV,2\3$ 
MMTR'/AA3WTP%B6IN!3GC$39'NWKW,C,UG;J5WJFD8Z04Cj'0U*$:AHT%CaFT 
MA7L0P4_PK/1GaM<DJK,*/"*:aUI8$>Y4ZX8aJG2$BSC6-76+N''S#'H*B!$> 
M58[HL3,#XDa80BG,0a>VP86OVBR84a_;_D82ZTa85''F<(6D2RZCJ4W?'0'!V 
M8LLTHX!;65\.T3PKECV,(8KUB6B-)3?G=:!#I'0_-Ua9X-L+ZKD6a#/4M#+0 
MD5,!,-8SCKPJ>IVPHHI3D+EYVS03/YL$F/ZD\;4'7\#RX.'-N)I7'THV";"' 
H=2B*"9:3LS5YXRBP<"='8DF=^9'1:0DH3%L762a:%9X42P\B>3SK'HY?3>'E 
M3CKXF3aA[I7%TH*Z2 'J0FYYFK/''3.2U4TZ+FJ)'HH:9IA4=>X=K,jaV%%3D: 
M5^ET2-6(TB-06I(:Z:+5(>_R-$JW2G$H4A\E7%8E*6V4%.H55V:IHH:-HZ=8 
MJ<6AM'),A8)08D-/La\V'GLHX0GH'4'"X#' U G3 J ( 9a ) 5 ? " ; => V * ( U 00 5 $T LT 

[:CHK:ebbcb4ed4cf2844fc0efa2dc56befac1d797fde2426c2b39cd5cada262e4d873a33 


32 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


ME(438\LZZ3#-8.HP'EKFVaOAC?(Q:Q.4D9'73K$88.70Ha=BBU3>8C>L:iTK 
MHXBG?M&E!(TC!EL*B?4UK("Y&F;6\ZE555.G-83IY<54F5.3NHQS#?CB95_Q 
M,>1<%:IN7%D\"Z;X":j"5Y/H=A*2='16=3$I/AG9)217P':a!$N 'Y,?^+6F- 
MD'(KLT-MR3XYNW.+_RWXS"B:V5V\WV*QZ)#(\'GK9I#;01%=8S4IV9V0^1"' 
M,=]\*98CS?<IX_+C4( )O390$TUQ98%8_R%T8:aK559"6KYY :YA9K2—BC5]; 
MSUXK]0$X?25:HUUDI^=BBQ7#H,J*'M'!65!_-R8BE<Z)CH.H«QK/47,A_Z'F 
H07$D>9DTF8G974$4*Y-6.PY3Y6IAJMG.1#^H9Z*0'#5i:CY,FOU*W/8D,+[YG 
M5VE'<*X"EA_FDGV1"?6'LYH:4L01N*BGC.ZNS71<N!?L9:_Y44''5#I,!W('M 
M]<MS*38DD*ZD$P5La<CLI48?US-0J!=?X#8/BJJG3%14]%3PT8<;82C,0$39 
HK"0.9:Z''D_;OL1RZK'MHO?R_C2/XF(?!=TC(514;:CC'?=ZAD4-0;*?DUT+ 
HC/V;S0=,98_;+IK$)2^H12_(RS09BPC:Z9*W:J1P!''T_GW?W?R8S_0?MD*:G 
M_PH+V(N=<A>VZ$*NXG_" '8RCX\R(MEBR! 6$:t?XC- ' 2+Q4 ) Hal NS8S+] ?70Z 
MDT4KKXN#K\S%,08Z1EK8a3DYO*_;DQBV8,SS%'6#1D!C<#*,BYQU9JVQEXG5 
H>6;>#T8MC-V88=\879 !2$8KPZ8K‘'?N/89S,KIS,R/N+0QO$P+;#%"P.!%D0* 

MM<W\%8Q-a4  ■R6%R  = Z5')2F5T! 809 ( Z Z # U ? CT C KT ; \ 94 Y / 1 *_ [ + , a + C 0Q_# G ] 

M3USY1VCP' \:  :_QAK\;9*C4\?(HKN\( )22RU0ZQ_T09NA8?\#  + M:$ZS_%]5?M 
MV82_<4S;B)\TGY6G'4IBJ6.2'"UUW5LXD.RD8a#L>DTZB:-^?^L05U-VR0"4 
HILB(V.9CI3H6!%D#'<1C:L''_Z/;*[?)8CG84<R%0ZX\;!<PURIT3N!0*-D8L 
M$U?'*$AAC(G$-KXH!TA(%!SB'H?_;:,T)$aZQE,%%XA#C9+KE1C085R*aaD# 
M='‘]d:(\?QF(VJ78H>(%0'<YR0(-IB+T*EB=(?2R-^E/I<169PC'#BB=(89'= 
MZS,7T#9T%J5',%La8TA8AK,^.%J044/O<9'U;:.?0>ND+:MH7??;N,99N[/K 
M8OZ1<(4[F!''RH/Yi:TWGYH508S!*#0Z41J'TPCXCF[8UDQa!8TE:=Y2]8Y': 
M=>PHE0XDC3W8_API#7*/ELAS-K*?P-4>*ZT8E*\Z/Z3C(\E7+:.1+P31"BC8 
MF1.LS?ZYH2  76:  + ;''7NN  + -IT#L%*M(;;i:i6TnN='1$%!Cl#;JJ\8'+6!/VZ9B 
MP#<IX9G*7D; : A88> LB \ T> D9$Z . 0 + 7B. F S ? , V80+ \ I A Y 8 ? I 8 ! / 8):8Q5  = ;9CT 
HaYZ'4*,*ZVED:0(WPBD/Z40'/O:)?LK3^V8QW\?(ZWZ.2BC2!ZC5P/6BlC'O 
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M%J/GDIK"'P(-.C"0:KA_<B9CG"RTK_2BI<FS#J4Y)S\H.:;K#”Y)JT6U?IC" 
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MW;Q.+J_AB.>(B\!EWC)J*!!>9W>+_0S-5HYX+*33C=R>'; /-7DZ0P6<+YHN C 
M*7[Z9ZM!'QL%3F*8N4'I!_.JA'6VV"NR1EY=SJC(ZJ40=E\IF8D/KW/3P9WO 
M\6!8>1T,C(TX-V:''0)KF  = ;>\S0Q\X;M;V  = GJWM/#L:MS4<R.:U_GX5N!^2I:g 
MU( : \1  D80  ! 9,aQ  + 60  . ^5ULTW  = V<K>>W;3/*KARV$VD-<3>OANK$$  = W : BN ' LAK 
H#%Zi:)88S0WW  = J8>WB>9L  = 3=.  5 = #/B8IX  : ORK)  / G + Q8)C3Z  ' V\-WVIG0''_BI'' 
MY05SHAMQ<B3) ?TB2?Y. \EOSCY'/)GP:CO(023A8/RNONWNIL,2:R,S/<>i:v 
M7R.UDR#YLR3Y*%9YM8.9=_J'=3J3B%%l30T23CC_FE_C!L:1))3.DM3)WaL_ 

MGTa^/  = aY\_3PU0<Y ! [ B6QH Z9#  = T 2 % *84 9QN ; , G C 2 %<5 1 1 Y \ + ( * C _8 ' 0 C>L# C 
MG.T6;WC8ALa. S : : + , ) 0 5 8 YM2<9+ C <7 ' * V6=# DOQ ) D KR32 'U_\K%aEQ?MO_V3 
M*a'"JJ\VY'_a'ACIY:r'2l8R"A?J+"3PFU3;2P%+N90%_).J;CENRNHZHTTa 
MlJV0N3E8G07C*L;64E;J2CGGO,V*W%X6BJ,38,JAX'1*(65NKXTKJGaHL,;" 
ME,#2'W>(+E5PQ3K\I2VX2YICZ:24UQ+*%9-K\*0/#:TC\AJ,D!R+;3IBZXYB 
M%L:HSCRSR82M#9C%2J%*'%5IQ$*j:;4a3MB05ZI)S6O'W3'J(IE'-:PU)*:i 
MA.AH#;>IXai5! 0$ *6 S * . Q 3 % Z>2 ; , 2 DT% Ra P / $ + 1 P 5 A3 V$ , GT3 5 A> S 7T4T C X ( 
M>#=p#<:Ca*0P<"3)APVICTU>V3AM7L#:-/Z*0!CTGM5#:Z3Y5I-YKSZ'Y96Q 
M(:**/<'.7E7EJF,TZ8I:\>+80G-.5C#%*;PJ\5;$5+E9,072+QT.Q:P9'2+5 
MZ8:\FOO0O/).MK'/!#ZG$Z?8IY'/+?CZ,CK'CS,31EaU/)8=+89>B8WVU?8: 
M\4I0a*HI<LZ;D;=9Q7G-UJ ) F99UB31 65 J LF6UQRX6PLX2Q*3TD6X;DHK_(>5 
MG(M4<RZX*2YW>Aa**HJ ; \XJN71  1 J A8IG5* ! Z + B1 =$IMN<PB5*KG''307H2VX 
M239T$U!R853#.8#8L,80)*_Z>V;F7VaY85Z/Z5:ZN>0+VNBFF;.'PRLZ/4RZ 
MCD#5R$78"U"a'C19'29N#  = H,:"O0WLUH,YXF25C,,;! 46 3 M5 RQ0 S T F : $ + Y ! 7 
M.'F8H<+IVBC=="?'N*!3D!GU"R?1J>80*A6?"O=Z8'ONDMK*)H6MRBN.K\>3 
M2ZY+DI?VM:3*I*D6N,<.Z+"/aQ0'L76B;E01:'?H+R_M,RC#'S<QE'5C"U<> 
MKR#_3FA5785YW6',8#WLH2"=L./PP5UE-5Z>=SDKSJ8' D* 1 3 6* 1 5 P>_ " NG%7 

i:CCHK:bff013db6d7b53303d6f6f07c652c5f4fc72722856e20201841eab9ba8bee8ba433 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


37 


binaries. uue 


MXRZDPP''7H?*#Y+4CG1SD4E5N(8T>KL"D/+"a:F.#.C<G+JO*.PKV0'D%F<*Z 

Ma)TF*CUE>;&Q:<N-2.F>L6JP4,ESB"0C)/*YJ__J/$YNG.1>!:-.Z$B9._:= 

M#HLC):=%DORVD]>/AONTO:81JWC=Z(D>#;K"0B4B\%-aGa>lCV,ZHJ-XHQ[;" 

MPY"\NJ-:U0+K%#$EA9Aaj.1,IZD8.)O.PZSJM6H4AVN](PZ]/>QN7\GE-'L% 

M=A$D(GX<W*1UGLUT-AT<N'"/Z%F<K1-R'>QN7UWLFI?FY\YFNERXW"]^-A\? 

MM-E+"6/3FRY"G\08J=2?\-QR$EU]N?;(%53KULF'6P4G-V*!Z\J?I/9JaLBO 

Mjau3U;*'"XE2BM06Q-1I15:C'S,\E-P*VN:!'':$1*<E!=8-(DM\RI+YKS!X> 

MV$ZHAG6Z84Q+2QFX:-FDX'H(*56Y:52ZGW0%0TE(/)*8:Z.?HaUPUF$(_4BS 

MHGC%%>a5*A>==A$57)"706VDCBG5/?D5J1]I^ZD2.K7$E?'TX4;0OWA*%AX: 

M\$k:5=F;+XAN'GO:5C\/ZX*"I3S2]RY_4YA:bWY41J>'>RNO]$'\>.FC0U?3 

MF ! ]1 5;=S&)+C3W0DB%?RX80>*-&IVG .10KUCOU:n_90+0)\C?3\:,>1XI:.P 

M614M"F3P*'MX;<F#3w:'V\2^:g7F1C?/YC83:_2P2<Y%J89'\W(1W2E'Z>K^ 

M?B,.<:LH3-5MW7+H,,R%7JEY33Sa7E3.Y*?30-:Xia)*+D! A_+GD5:0/ ! ! " # 

MBA09XB*W!=%1*3X^L-4_E,J3  = 5Z7VJ6(**NLXJ>]Y#L?:K2OaX2F'jKVIWE 

HZUYK8)T%,636\7jW<EIX<P*L(=!=Z+GET!GH/'*9>DE#3CY4H.0\)#<BC%/_ 

M.>Y5%R89HY<N2MN2F$(S33+N%62\C]A"*X?"->'HK''NE4Ll]Z/+\C;?ja?M 

MZZB_*4Q*Z6MBY-6EP'SREa8l,: $9  = NG S 5 H / I . 7QQ W6 ' 6 Aaa ' 4 ; ) I K;  I * 3 I Q% 

MSH<GPT.%?4$7%'0F6.BH$CYC-\OC$/O:5*KI#"76*.([B_N','^TS4R,Q*C< 

H<0O%z:UF'V=$7G>Q.N(F''?:N8OX)Q3Z:;DZQR''Hai9K#WU2V.<?9KYO8N:W 

ML,"0FZ5A9<35I+9<V$;XP?"*3HW%_?TPaCPa#I\#>]M7PG#DNN:,''CV4# — , 

ME+/2K';$KE3N4J1R89K70?1+9'9B>/(ZWG:5BGA3$V-_=aZQ\N9GP(9T<1?P 

M:GaWH89GMH! +842 KC  F S R ( A< / #8 ( LI A< / *^ *aG<  = $3N [ MO S ) G . ;%08('7V2BO 

M9"$HK-GL\8J3AAI>+:N7UL,C?h:\LC ' V ( A< / #8+TKG MT$9 LX, 7 ( R> ) \ S W KZ R 

M,#1QYBPGFC!2\>5-6$:=F(7KY3XL-/VSN9H,UJEA*ZBCS$X9CXa*0XR$X6T. 

M%U)^!C"(ZBRK\8C*F+K2EDL\P'EEG09!C,KA6.A+JRA'\I70#9HB4OA?e:8( 

M]S74L2H6IV  + >HY ' , ! C K J 0 E 6X ) - V KB9Q4 E Z ? C , ( 0 C . * 1 ] # 5 6Q% 5B4 5 S / 7 Z _Q^ 
H,+85KX<7;D98-\FOYY'8)JY3QB,6%)F8\8<%,YT?B0O:E>PCCKUX.6"$aFR\ 
M($;KZRJ4_P(/=_)IBLAD#2RJ(BBaAIE88W.L%Y8GOXT)=#2%JG!)U9_6D9/F 
M\M+:,J-'/;Q?7MFaZ:3DU6)^/:;'*G?CaS>UU>)*8RSS=F*GC$?,*4PEKW0O 
M-J\V>'7L>N6F(E<E>T8,TNL*2*W,<L2:(K):WX-:aIA_;$'AB,S_-F:_*U2% 

MQ  = 8: FLA) ?7GI?YDQ(*  ■ CVE  = 3\4 ' 6 ' V3- C V S U X + 60 1 *S E : = X_S % C #KN N Z '5/8 
M(::<VJLZTU6!/':x-7/;-P?-$$DFP08S:X4CZLLIU<)HCUA2!NS2O.:?2O6.: 
M(E1XH_:2*K)-H3I<$N_51DZJR\0aRXSaDP>UKT;JC,#:,1V8+S;W9Z*SUC"I 
M87L4F\TW.SDC+.$IXQ'UBY=,F"!L4^D>KR98SN>5%;5P12N'L5#0AUaG*"S< 

M-<PL*$) (PZH4;X: \8T-5A) Y0Y275#Y$I5(=+JL9 !>I>7X9?9! /50:LJKaN>> 
M8/*J!/8*\#=I:_C>3=C-YD-Q/4Q>IXE')."C'_(RC?!J-8;'**HIJQ?$:8\! 
HA4\:!I5?FBH"=0567BHS?7-L6,3F-^GU?VA$U+VZR$FZ0'Q*8H'KY:p$DK0U 
M,.9'.UE%3/%G6ILJR*G>$;02K>N=FDB=?A<KKW7=VVN=.A[1VTIla#G9N"Y* 
M$1;\P$30+H(aQHS4<*Z.I:;:0RM3L+*9U6[I0a8=N\4[:1Y?Z\JL7,1BY385 
M<M=71 ■ A''_CWRZH^OTPVLZ]BR. ZV)03<ZRAAV#N#9RK>8+] YQ?9 ' a:7-VV\, ( 
HCTVL:F'0K-,"L'!S#%I6'U;Z/#KD;B"ND=:SP>0G""'0C'E:6!38F;.5D=a' 

MCUAZ1*<.P'*  + a;A8G'WH'S;HZ:_?S''ML0.P  = ,'')*\GC_$,8UW9E8>5-<(C/;G 
Ml  ?)SQ\HK8PJLVJHX7aAF*?QESa  + + *(KKY9#\VR/ :5V;:B7-?8C/:  = RM%ZF;> 

MIKNPEaj ) /2<*F3a*7K<3: YP78YOGH=$463TKP8XZ2EX:8LF[;S7aWM,6P0NZ 
M**CG17*LO!)F?J33003-%B,>a(BS(9#7USWHZ/L.1W=B#aFW/AO:PE%>SXNC 
MVU>":V$/)#:D-;HDSHCCV:<a.E8UL?M83I(2' H AKaZGaN /8 U ] /_0 F WU E 0 A $ R 
M',7UW$C''^8AY#  = + KF6CB:;IX0UaCK1?'  ( W A08  + U R 3 C Y8ZMa  , 'W8;<2NZR7P 
MB/85X4OLW'0S+8;,SN9W-C1F'L7UDGC:<>TKPJGBN0EGTL$0:*.D>.'8NIia 
MF$CK!9!\ai/7C*X_WF"FHR!LSFD;TN1AX;8j\_E$4H:'<C*.*,aZL=E6UaZ' 
MD8*<:a9I7R*SaR/YC\E?)i:/_G7RSY(_H9_/PM)?)'\.'_SYY_K_9V'/9Y)_ 
M"#]_#$M_X,GK;aY3FK8=#+' SNX !;2VJ8*B^R>CS^a27EE05CL8R/Pa3CVR4S 
M,"<VK83'\F?)YY*/)+*20 ! = D C a> 27Z 2 L_ ; \ 8- C WZ E_ ? BG Y# 2 N 0 :Ta> / J J X 
M5\(a'/-YR*WEU'W9B.+Z*)PLKD?**V-_Y81VYa;7*9AMS08><2B2?Y=\PA:Z 
M=1!>2HYAE:YY?)F_::F+C?'ZGU=/6".KC\,_N;B\(0C(3Z0G$S0SaN5$':,) 
M2#Z6O/_RO+)/S6aa\2B\0-.(a''! D<7T<KXCMa) J !'I'51*/?)C:G8\M+\0HA 
HZ69J*-2N*#0’(Y)Z(JXHKS:'V$BHT\"1TU.1_,0DU\F^?3?\0$1+:E':u7?H 
MOYL"_0Z:_: 53>84NK-_OT$1 1 G0#7 EZ<# * Z . a39T , ?_ J / D E<_G / S J ! Y*/?"3Y 
M\'>3#VC\_MH'DP_\<0)WWY.\ZUWZ:^*\)WGY?<G?^T#RJ*]+7GYY'EZ9DM5/ 
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H37*E",(4\OK_'5!+'P04'''""!T'\HBFI!ZI><,''#&-P''&0'0'%!'4&-M 
H98QG+U)E<RDE=F%L,6)I="YB;7!56'P':CVa,''L!G3/H'^a#C=i:;!/G'0?P 
MNUSFRCK4SDJG.:W#l8G6EVD="5:'HZ2YE#%8*:jI:U,FNJY'6*S!6D(:Eai, 
MSEFJ!CHWH723'.V"MS\VJ2! (-9022" '.W,70N;:J*4'C4SLUB\N;C>'AV:F7 
M9''?8  = SZ?C;/YHVO:\8#C"'WTS9/?CCG'C\*L?'Qj!;0POE<*0?  = SSS''#(>a: 
MW'/F_B38/BT$U?8UY(,?h:U6!D4BUZ%;X::X-6Z-A:$"N0:=8^.W;8+<3,V^ 

MS'8Q](*W, •/*KMC"Uaa:'''*EX' 86 )0G: 6BM(%:_8J>'H0EDAU\=1< 
MY.Q!XDY'O'_T%*!EYI"T$X01X'?'MCAa)ai9DHT)B%-aD-)'K(7LWPa8$,V$ 
HE_YFa%O(BMO'?%X]IFY0W-<KEYD>F3JD^G8N1,49\8$PLENF#DG;-^FG''.F 
Ma:83,G5(V0$+7.X\N!"DNF7F\)6%GIZ[\NG%8CL(_Z?_.56P;\75X8MF%]/'' 
M\'G:Y'HHSBZ8OGU6:F;J\#_H6_0F+)/'FFYB#KYL2''2S'?PWZ?IZ<:GJW#:: 
M;1%?#)FC=4:?Q#)LMD7G: ) 3*8<$$ E 6T ; 2 ; 6 6- " H W28T H F8 5+8 \ W*QG ) C< V J ^ 
MPGia83"1];MI!al:,MB57;-=H2P;4:(4X*K(LJ'0SBQK8$#G8$>3U%(4XYV0 
HV!(H">M:H#*l92=$G>/<8/!'=:(.IN<P/IW5BCD8l,ME03'=G+*PKT.<F^i:; 
MCAPUXT9%#LL5C7(N"^6RSZ?+6\aR%!,L.I<%NXJV(:ZHQ)8WZY"XV:aU8VV9 
M-6.XQDDMKD.8alX#Z?%)ZPND:Z?<\!;:8'YH;C=)<ME3WA,2JVP;4U0..'S# 
MK#0W*WHK-XRA=:L"VM<^EEJ8DM8,(YJ1N'=T,\Z8Q#Y/C$LMCB-QVDC$Z)BD 
H9M ' LFG$+=T:%A6%?=9G$>BE68C7)GZS-Za4KV0125I4D3YFR^N : =D-8L99%L 
M8\U:9W#>:;";H8A,"PE79;6D9A/$")#:U8\'T=*^A9BL787R"0YF6I;)\1Ja 
MS ' Q. SP8<R\aMQ]1 Z%-+KXI898-MLS+ 'AaLK(539:#"C4UG'\'F'8%U0$-Cl* 
MA9D0VZ5U.CUJTFH-NA65+I\2RMC7V<RUCN,6a\K4UDC'HU6Oa.:,*A)<U<2V 
H\68/0LJ  F;SPY$ZARA;HR>''R:DI8K';=V>GS$*)":  + \ZV  = V18*K%5BJS!BFT; 
M\a%SL7B$9GLRY\"RWLSZED)H"U1:W5)=;8(JRC(L]T*4,5:NU$H6CU !?$#!% 
H)+;3E,^RTFL(:K/EL^"PU(J.'U(+LBPWJBN*HSIU\5:3Ma7/7"(K<Y:S*S"' 
M_;P2FX+I*=PD:V8'#W.%2"7F0iai0MY"KHX8CU*-:681<BI2(-=55^>:jL'4 
H0>3VJ;:"N;H+04TCR>6Z_/(UaP-AS!6P8KPAA'DNS%?81GV8VV'=CG7WTBQ> 
MP-ja4A04F]a<6LJ6R%0(M0' 7a A3< ' R D PW Y : 400 WB D 3 7 \ N 5 # *0KR 5 7P \ HD ' a D 
HZTL+_XAFV(RC1LJFMTA*8C59=D$LO'S=D%AEHGUF:/#6ICG'LC\H;)G0KB#8 
HM00"M5'>P0UVL88*[X>:C8WUEL!,F*\#. [ + 3T D ? Z DT  = ; B 1 =XB_3 C 8 Y 1 9 H A \ R 
nL0X8,A#IX.M+S9_=?J)9N^S"=#IWH%. G= A D833 . N- J W% U 2 Gia A U Y Y X-07_ C S 
H>:8>2T*NLU.H"6SDC!278UP1$W*97V\'‘_M-:rXY<R<C53!F8;1NGD/5DL+.+ 
HH\PZS_0C=YSCP8V3_Q)RW7YU%4L<M_V*C>X^,*NH$W+9MX=7/CAF]<A9(1=Q 
M ! ' 08BX_YC#2QV*HRA(6UTWKU(787",U3PGS186X>9=RV6U%1JN,V-A-?WWCH 
MU"\/K6M:?-U(*V''5X703ZDVB7H"=9s:DYD%T_L8UWBCM2-L'Q)8ZH_/DH9'I 
HY::-"/,HNS:H8;8=/*D-]=Pa0B?GIR7K03Q2N5O>?.#'! T_0W_+8(1 F;7 
MP<-'#C*C;L?01X_*V%3-N*NEA7HA6L-?)W)6,KX<=C '<4Ua,:K/H1 ?C:-V._ 
M7K#y:u_1ZP"_/PA6N0''*;U6DE#.  ' U H D N73^  Z Y>R  ; , K F I Z V U>T  ; 'QP  + 8-Ai:=> 
H2UO83#3!T0%6B:h77N93EGWG''E_6' FH:>*;D#I$='#W(=a\P*'.4R%*7/M(_ 
H-0RC)]:=.BW.#:'H'  ' HH R Y7UXH SSE Z Z N . = : P?0* 1 478N0 1 F-A?T8  + *B#, G + 0 
M?>8C1S<?_;FH#K'ST(1VA?W:P1  ? KQ- ; 07  ?_  ( ; '^  D ] \ J % E K2  + C , :A#ZF/'<#4a 
M?o:8??C/8'_S8A8Z+,ZEN?=Z$0*K#3C"(LO2?QU_=N2NUA,CXMQ:%:7<MEL8 
MW0/Ka  + D 'T6//GSaFB\]_B''IJ2HAKB;Q8D<\8%'<:YMQSZ**,.*<0!C-SISI%  = 
MHUYF8S6=;3LR<RGB!'4V>'GDa)%+:2LZ_5:(:A9?<ZCUP=;6IP*.KLNYUDMA 
H4  = * . M;9. KW_:C-EI?4ZKA8UI : * ) >G ; C C % 5 2 " Y ; 0* D 96 . K%a ( W F ( *= ! 97N3 ; . 
MF18'P''>3H8w:jBAN#1HB9H0="H>%FN6R=2JRW3#FU«>8E9J'3MCB;K)S^UBP 
M\VC.OMa0DC4/#W.Y%I>*D51HVNO'98WCD#M:;PT9XACT1Z$(*6La76C68/6V 
M16C4C8Aj98TI5()"I  = SYK'*8DaN5;"''XDZ''R.MT168M"HKN>A7.  A#47:DLa5 
M4  = S : : ; D ) F Y HT7 H S 5 % 6 DKBK+ J 9 D P-AXU PC -44M !H"HR'a%F%$  = C + 0:\?=.J,; 
MHU5*O6(YSN<8MH\APRZTTH4L6).*]*OX0(78a=$*a::23;S5^.LH)553:-4K 
M29LX<VGT#1 CN78)!';NIO=Va%>;KWTY"E0ZD,GFJ7JCOTHH88+/4CEN"T;/M 
MFUYJXVT34>''%NONY''08$VWP//*0Z<\<2K9  5>O:FFII:WS3W;K5"#a_OU_*:4 
H/;-T0V\?VJNKK;_; J-a,*U#>:G"G7:C2 !9'5PGJXIB'BC6"0' F"_T<06>H6: 
H1;D'<CP(\>''F$i:DF(aY'/U>0Y4:"U:?K8^!'',ARCT''*)<'!F$G#6;4WDBGL! 
H/Y+X8H8)N<F*a7E#Y%H[T005aTD*DWN=95KWW,*3K1CK2.;2A2Rn)'H#X4J? 

H0  = ai,SIG98U,a</*6.7%)U>H74,C5''6UBU'IPB+?6Z0V_''RV6aT#LK:N4:P 
M36_\M.WCY6H)VMDB;Z\0VSLTIWC%W73ZM'854:CZ5;'EIJZVEC;88H"D_'P= 
HH35P3U342T7I?U!Y;>*ZB*$'6RaKDPZ9=A>H+P:LPG(H8+0AY!9A<^X/B\A6 
H\:\4L?_2a5O''YF:iN8K"5M6'1K#!6:V81:'>M4C65HGi:(_Aa0$NRB'EHY*T: 
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M'>AL\,P:JEP([+>H96N&NYW:*O-Z[6M3R)_LP_+U7>IR<;GMVF$70oDU.V81M 
MI2<0J7.'CHZQ2'S0FC;A7'4a'Y$&SG(O+IA)[1.LC<BV)1",F+aC1'6$#-LU 
M:<L2XD]CQ6<"E#NB(O$H9ENHF1*I6;V!L(9U77COY"2K4*$!/&41CG22L#80 
MLG9X>?LJP0I)71W>:S0-*E;6SHILXNA;\D?=-Y(:=AEJ5C]!6/U+EEAC)$EH 
M-KV$\'.0?("A'a/UR:N?('YH::_8%Z/-/S2'TS8QCA1;=VW-JE4$J=/WO?C! 
MG+E_:F6-7FS+Q=8/+z:._8[:-ZSVN'W,*M#[Q%9\4PR/>FL9"EaCVB68*_S? 
MZ?9E6+_8HF(+P!U<)['(5X?),WX6Q:PIJVC#/.U=*#(3+F_6\;8F8<-=7?CD 
M9(15#0XZDE;G(JSW!#K0_$BO'!:M-='BA;U%QW:iMW>?U/FX5J\L-;_$6I+:S 
MY(CS5N>O]X1L*I=6K6P;RVUC0JY*.ZFWW>Y:P>6.)6LFM;208\6:09\F$%%C 
M1#-02:QWTEUI*>OH(5!KN)Ga<PG,.:6A"P348(CS=H_*9!MXP'+70<8>8'MK 
M<#[W8ADT4)%X6U2>_0QMR$V: 7 =V0FC_%8KNM<9*WB4\4D_N(!A+L7C ?!-’>_ 
M8=G05+X1B>SA+;8![['J;?<,FLSOZ2Q[9WH*?;USE=:4?5K(5:5C_#+6Z*RK 
M4*OKC)N)RG#:('\-M?'G8#AM!XG$.:D>EF$W8RP1'LCMU5:A70H8Ga.R5FaM 
MJT+[(D7:Q"aF=V8Ha'/DMQEC*HN"0+86D_X"-N:WQ]KK)B</*!!59";_>2=I 
M:\C5WH/;>Z!DY7US-IN\_3X6F  = 63/!;0  + B9F  + 80%;6AA*!?;7W:8;,%R''BMa/Y 
M;:)FUQ\=BM34i;K8\JEBI=CZ;_CR3L)80:H4W=$P._4:A4#E;Y*U?'659)aHH 

M,.%-WFZ2LlHa8?EMa"S>9H_\9ZYB[;6*XY_C%0)?YY;2  + H6 )_:GCPHA%T/? 

M;JV'Q6/SU/>_4$L#!!0''''(''0#RB)-JZR0BDL'''C1!'':'!''4$=08VUD 
M;8<04F5S+V5V86PR-8)I=" YB;7 ! 56'P':CVa,^L!G3/H'*a#:)T)>-54VL?# 
M''(C".HWBi:^BLPa;N.#BaJ/HA58P%$41U'6A190-BL%!$J!MA2$LEG'8FD+ 
ME$V*()MHI4(7ND/W'>ARN:"]I2W=;I*3W.:-3A0B37K;T::YT/-:;00DYJS) 
M<\Z;:w_.R;FC)_1.:D$)0'Q_3\+?C8X4:2S\=:,84BW<=S?''(Q!:"%%a(G1Y 
M'K+T;I<$;T3O=DG0GRQCO5LAP1K1NUT2D,<*0.:62+!8]8Z7!/TAFH*aAH:M 
MDJ'_1%,0U-":71+TAVa*aAIZHTN"_A!-02!SF'0UB*8a$"^!H';1%'1B8PAJ 
M$$U!(+:!H';n'1B8PAJ$$U!T-XVC"_CG/-18<-K75'7'>ZD2P%:7XB:.'U+ 
M(9j"H$;'HK(7DUajV)A83Va#QP!WDaHU4F'8:E;#4HBF(*C1L:TLM);_H8*K 
M01V;:]<%CN3Q2NY$):>I)T8T!4$-#9L<X3:!:'J"8lW?$NnKRRX<<\V(/=V> 
MR(:,T%\.N,)_Z4QI07*a_^ISWSN67T:O3WPE)7E)OQUUK2K+5a8AQ(3_O"7H 
M^%JZJ<XL*#;(.''"a4V%6M-GY\NL90<=='H\X!OKCSXK'(ZOC0GQYOM4AaO94 
HLC,AFH*al L>VLH/EG*LP%  FDI3DE''TI ?C*?_MD:N38>"1  %3-?HGCS  = \1 ?<]-# 
MUL]Y>/D'5-a9:\;Z8ZKQ;5*BX+*%//TV0#7/AMj:''A5C8ZU9$,_SL4$*B\91 
HQW  = -lXWUB#6RC!'''YZ0%  + WF7\EC\9$UEa3P''0S  = \X_#WK:ZGW.</U  + 3a?''8S 
M>>$C3A31]F.I]$LG+%Q4FY7$P)U<6X'V%"*CEF.11%,0U.C85O9LCD.=-\9; 
M'(LL*TQUG$2=\i:3GaR#?W1=,)H*/;G.)!B59#>C>YT''ClT4<=!R?/C?6H2B 
f1W/C54WM'!99,H*)*W:X:9:?*85]-!$LP9+/8W>''??Z#8'!2HHZ:Q6RJKW:> 
MWMUCR1'P,VRS(:$30O=:yV1S)>'GUBNY%BH9<F)M8Q=O,L8=I(*-5*CQAD5S 
M^R<AFH*a_?L4VXJXV  = ?8z:2E.8' ; U D S 0 L? 7 + P<< \ I a_S G " 9 \ 0 I W Z X Z Y9 \ 2 % C 
ME98AESO\FDj''Y(E#F:_9./  = O<  + ai_L'37I_E7XE0S  = RR;6AJK-FY_)F5Di;ri% 
H!GSC9H?/8\D3J1Y_<L3W2:*C-B:\*,*a->"R*+B^NNAHRFOU<*6?T=10XSJC 
M:_:E3W+(;"+!DG4$4:?a34L83'+NY8=9C,(<ME%+0X%H"H)UC#R";7#Y:"ZW 
M60.^7?CLSF7/C%PF_'<_W,VNKU+E0P=:_'ZUY8O_\W%Y==''Z-P*XC_=a'aEG 
MO)U'<)S*=(AEVY'4<0AZ''6E?P64).>FV='(5?6Z':LP?=DYa_J1O>5$F'!_= 
H/LEa4J_\JY'*:"VV82AX#.V\_-JJ0j:5(\#(;5CX6%5I5CH3:0Kn'2KL0V" 
MIO#YG:8XNF/RZJE44T.U662AK[:\IC"Y(9WB>=YU98U0*RS0I,C=a8*IO5FSY 
HXC$HNC0_8>>Sa\W8Z>,>U1  5YRLC0Z  = UL''aW :_8YA5LSR#ZaCWTa401;!-GS: 
H:*>RI\W.,W23JNFJJ<SCaF$HV*2#[N.=I_7:ON0I.*.:<V="-'5!>:M0CTPU 
HK'E9G(PO*Ta9.1E<:)?CaGUCaWSBaGUBa:a!TZ*>VaWDNUGDH./."\=0("CB 
MaO='-/a/,MWa0VK;HL8JCVJ(/_<-"OXKa\:x?F8_EaKT7RXY_%<3?X'G:_D? 
M5JK6\_S1E5#/C7,?  = K.COT0T)TK'-JR9WMW-[IY'?\?S/ZS"G''''W3  = PX  = U!J 
H]#8SR-45!H_%3XAU6,%a;8YZL — '/<'\U->62W'DaP#<2;B?-<BB1/G3$$U! 

HT-XV3,Aa''T;1  Z0V6FG)  Y48;  :0  ' =<9_8% 98$_S  I _T  = + / K# W I !V  = W!8Ua]I;*; 

M[:  = TNG_82(_=:,ZWCUW.$D0!  5 30_aET  C H + _<S  , # 5 5 A 5 N*8  + aC  Z 5 . T \ 99  L8>  A8 
M;^>1[0,>+5.;#FVX6>'E — aa4I_(7C:U=BT(,:=]/U\_''\%5'U/2aWEZSV\< 

MAA0;$N0aZVO  + #FV9X/1  1 [ W0< \ 88_#  ) F $#  / U 5 / E ' 3 X Z $4*  A , E<3  ' \[LG9>; 
M'B)%a#09/X8>>)FNU7)=)-$4!.UMP:aT]B\1=*I%V\!S"!ZW(!\:ZV:('V-C 
MK:H3#L*AJ?YWD<8W4'Y+R.,WUM<HY098G8:;5<KS'8+K:RL98:UJ;M#UH70+ 
MUX(a-H6)5W3KaUAS(X=8NJZZ!((4:6_>K"Z!T-JJZV?]%H*E"3RRHK:J$(?" 
MG;PKBKXGAJ[1TC80348a*!L%'=O*#$8>FK.FD_%W*CS/Y5T)3:BX/R\S3)H: 

[nCHK:4e46b3233cbde93528744b8e1aa3c40e3422e604df04b73d1785ce74745c20cb6:: 
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Ma3N9UL"#:v!9IOU)B*8aj*%AD_O3P-,4NLSO3L%7_-%6a?\>L42>5RO10I'X 
MW&E>?WE"-50'6+68:'J"8IW?$LL*4p:o>:_VQG5E4,'5R#-I:y\(!2'S_:9,N 
M'%_#MPB-ZG+#X2T3#KC_*:#F=_:N8_?;#TCRA'C1 ) C U LK \ 3_ I , PS ^ M<= ' 0<6 
M*<*#,W_LVRE593D6JEIDB-^_<;S?AK%0Z’'W=X::3FNHJ\1!H%8.>4:;MWCL 
M_HWC:f\8MV_:^-ST8"EA; )#/GK5C:CN//C !QW!ZWL4' 'G257("0Y'-3?;P.< 

MMX$a"\LG. PVB*0AJ=8PK: \_*#8;,T%53J )0H_Y*\I8)#(NAL*2CD\HE-\P=> 
M30KP<7G5S>Z*O"MA4E"Q(<' UTC0"?:X*W2XI_#"XW_( \X7$+" : , )3%G?2 : 
MN6O%<\KSH+%NW:R*985I%JJ:%'YPY60*_/S+%W9?..:\9EHW:82Q)#_9=4;O 
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M'B'F2L)9\$+6S^Y_8K==1NQIRl8IKC"D7SZUU\UFJ_VCJ3$_RA<VQH7XK0a/ 
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HV>C33a51-29?/a' SB:GJ%#HYa; YJ .a/DU2G$!!F"0$''-*(5:'HCX>/##S"C 
MI?S/U!+-a6EHCZP  + $%,\0,8?I,%X4LH*"  + :F<: ) R8 , R 2- S 0 L3  + VP ( I 8 \ J M0 1 
HM(FMF65YTEFA_)C0SCO3a4(XZFCKG8lL!5,$_"C9ZD8C_:F8%<${:>3:TC/G 
HC_A)XW8, .>LD#  = J$H">89! *\"HU) YY;0a]7:-",a>N5$S#NJU"F,SP\*J  C;  ! 
M+J^$BY$CP9#\:i98NMC'8.=5P3'/,W^*HEBPGX8KZP/Z=SZ.AIZNa<?)8MC' 
M8TC:ANZU:G*#C31BV:-*G4+GG=>9#(28YCHN9U"PalP)*.O'?G!)>LOKA+D0 
M,"+S*,'?FF*S5F3a*H$8IK>Z6P-':S^.\<C.)'WZF$DL=$,\#N8\>WN#C=F0 
Ma(BZ8;;C%!/#8C6<)6:33"+RAHaZH. ) 3 " BCUTR<S J P E 0* . Ha_ ( B \ ( : ( .6"+a 
H%#7A#; / ! C ' E#;>,IC-3\\PIHIJH/EDB,:k(*G8;%( j:>5a4(O0K=6+MVC0DG 
HGG+NI3^<CW*K+CA4'C//J38aYCU8VY.J(8((O0H=$,8al'/1UO32N^?\WT5; 

H''JM''\/2[0::  C6;-R8DM$IYa8G0HV$4#H5>B  '?$HO#,08SOGF  = ;^S>LULaKIX 

M: SZa>.*_J.HR[<Z8PV"HaEHE-,'T::FPaaC!IT0H084,\EV:(OWYF><W-Z 

MaL9TY889_7OCL;:UZE_OKJ+GTS>D9:^0KOEI''LF- ! SZ: : ? 3 Y-OT \ 9M V Sau Y V 
M_:N0>*)NCJC5i:u,X<a  + 8Y1  NFAR  = aaC-50aCHB*  ! 1 . ?TID3H5>B  ' 
M*.+a#7:V6_K9F3,S-TU.CIK*/_RCA0:<T1S9Y+>_>HU:/G:''<5(:.AG8*?_U 
M'?H8!LKC  + L(>5FU,5V\XN/KZ?1_?<.'H5''\Y_AOWO?,I;n*K88\K0*72P'\CC 

CCCHK:e19bd2cead544aa6bd758ce214f499ecc869f256791a70f7d22022a32be9cde433D 
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HZM:NBT*4M*QI#R)'U"PG_VaN-M?C9B-8D3$(S9S$"4##E:K!!ETF];AY"2?\ 
M8=>>V>I+QF/Z7\ZW5>6^U)OZ8ES4<)^"O$&^LL4E!GD6XXS0Z!'O.Y44_C;? 
M7''DR0WY'T0LY"Y_YG5%XI8#Z43*B3QQ_+EKC8;L3?Z78YQ\[P7KCOCCSO:l 
M5ZWOG+WAX%NO?%IXa_Q?-:Y0ADYA\P;#IQF'-5"G6*'#L1$=!13G#9C$"4## 
ME:K!'C.N$,6%*7D23E3!&SP0AYK1NaPXKBCQM0-]SA+D#6.)",EBWa#&a)-" 
MWT+9<a9$+,<>Wa'N\B_*S>7X4ZA<:!W'<<\T:S"5X0_.V-'i::WU+)(9C+:N> 
M7+6G;KRA#)W"X'UYF0P0"=E488V)(FNCVX*\P9\X07<%YCD.+(2-[[0NM*U, 
M.%$%;_"\'!U2EaaUG.IRR(v:D,I&*;a!]'+YAY-"W*3UD20NG'/\'[a$^(3< 
MR7_''9DKA#:06  = \:<WQ:Na':UXPT5R'VVGY(F(X/B/5i:(!7F#?:aD/U6#?SA: 
MT,2;=Z%$WN!\.3aP?(%*5"L,C+.&*L'T0'8,a2=%%('Za'\B3''21N-P)=4": 
MaYU'E9!C^2?'<D,I0.',:iWY5U0>4('<D)?)')_#<7D#I'T*!Z'&G?_'GSC! 
MDZK!'#:2<INV5WH23GA2,B0%>',E')T=TO-R&#L*KF!,K'1,L)3*Q92\0<B: 
M9a:<%'E'R!ja2)$A0-E"Y7*;-B:"$^'VJ"%R((P!;$;.0YAP-IR'-ZRJ,6\H 
MPQ9)S9B?L;8KDP$(95S>a&XIS’N)R)\<$4*U<CAT<7"TG:K!&*ZAHK.EE6%4 
ML!-.>%(RT!['C!%Z4$Y/;N-\P"H\+P=]RN.OR0!649WO9/Z*F1'(&TX?GS?( 
MUUT(%^J'9AA"RC'_"*'CJARC0J#E":%^04,AE*2,W"P'TA"ZAK/A_,D-4^L4 
M7+\'30XZ44&J/I/C\a8A+^H"<J"'8RJGO,0)3)OB3-5aCZA-J)QA7L()3TH8 
MP\'-R1N,DX-+GI=CI*9(1^VYC(6&A30TR!L:-_1%+S]]0[\a;\'7G8QAI6OS 
M0G."R52#J%,46%/H1I,O97(HY6O7KM4F,\.(IA,;8."=J(?)?'R0Y^5/+?p: 
M$R?H'Z/;1D[A"::%,.9LYXKPI82a\B+DVQC6N>"(G!+'TIDM_"*'j2G*M4*8 
M67M>a#=<LBW:w$V=LZ_?+[+WRa+L(<D*C9HQ*'F#"'83??LG;JC_U=P6.85. 

M054*S?8G*  = %U;DaN-*!5T'0B:z?.A7Z#  + #T_P[LNIilI;^X4UHX0UGK3:81'2a 
MJT%!WA#VWZH-O;,WM8K+8Z;0*6a#H)F!<G*=Z6'V0(!78UB:IN:O)<S:\P*\ 
HX<(M_4:M.K#Z*GUGK]:_QH9ND<^Y?;*((''3L_YV*,?WX#5UYNMKRADEU"a9- 
M"RB<,''C1$/B7.>1=0>>J;2aHZ%7Ha,SJHJWI15O[Y:xXX'VKU^:?H;$7G*!+ 
M_/?13>G'UN\:I:<>0U98W+(,XS#I'V$.H6I  = %$'H5.B"$\L5KC_C"36''\LYK' 
HW0N:QTZX>M?AU^PE8<WE0[JE<%a8<9al(U'#>'J1M%9?<.E)w:iEQ=5/0N/* 

M)P CE/!:;>Z?R><>$I>D<>'F/?<+A83(?2Z''"*+$CTDA;K/$$4\+IE=08B 

M3A'A0NAU81$>4:>(<"'TNHP(CZA31+a0>EU8A$?4*2)<"+TN(\CCZA01+H1> 

MEQ'A$76*B,a)CER(.D5$Y'T1+D2=(B+RAaa7HDX1$7E#A'M1IXB(0"'"A:A3 

m83YiaR$7I<1X1%UBaa70J_+B/"(.D6$"Z'7Y2$8.??G%3K;:7T0=8H(%T*O 

MRP'6KEUCPHFGG'0I#^?:w''H++I7'K%0RAC3J%8:"9W8+"+TN!XQ!B.:BK;,H 

H=!_VWT5;*JM''\/2:oC:C63,S3:0IAL#:8/;798ZPJU(aG:(+EP%CN' AK /K 

M%XC[:*HZC+HSI++X:$%8G8'+O(_(8(.RJ%(C0'.JY9%OZY3O3<VXVJVE_*$<+ 

H'[BB.;*RE-QaUCJ7Da.7I-*:R;'=#S/a8ZGP<>?I8P:5P=?\-/WDQa.?WK3_ 

M0)L.'K/NV6,0N H5SS1J%F^R+KJ%"C-X+R$(aXC>T!2G>(CXGVP2EU>N6T/ 

M,8=G0\_Y.B3=#;L8G6#MFC^C+?WLS>F9FQ81'\I*'7ER'W7O3:qt$RZA9"7O 
M//HC:*2JW", '+#7#DWC8#,99A<9Y7Na; 13)79 J6MT( \NE2/<aF6QY$ ' S$N; ' 
H%_:P:F.Z>L/!U  = ?0''_B8'V''Y>L_QW:C0G  = _953?>$$*G:%C5;?$GZ%C7<%I8 
M68"F^R0K06_4N'+V+^>UX1<I\FGK86$J74.7:>+E*MO*-(P25LC))aFCTLHB 
M:F_BDHS"#CD'S!a_<CX!,?GZJ0SD#?*5U1*#4*'0HF8'J83WVU*:SN'-+'D+ 
H?a!"?*\%ZWCR*'/7>JK>VN=E(#'DHW/ID_a'*I1C9)+R3PCT/.U_j:9WSnYP 
M\*U7/BV\0?ZO8V\(H5/X>4.>P3894O,#88P>"%+\NaPX1F$(:BS\ALP'C"') 
MH0_4E1O)8U##!X4a,3?I-E$E:asa2?EG<'-HWNH(B+a:N4)M=D$I%+45<H2\ 
M06B7E2ECZ')22%G*a#\A:x*\'3a)>'#[T64OA'VL');C!<N14>1'%:E*K!(Z 
M9VSHG;6^)1+#L9=M3^J7aSZ$3N'A#: R7+>0KaT ) ; + ) W% M H D J 6 F V+#B ! -UHHT 
MJLa9C(>,a7.0X61089KRBAS:>0,G'ZU!5:aC<\+-C'?3!ALKL:SEa"AC)96, 
H/-XaU8;;#R#'"T5JWB!GJ8OC'6A:3ai9XS8Y(W\6X0Ua#%K(T)V#)8!O08''' 
Mia/DaO-)+-XPOS7O)H:'-:B7C8*Z0FU:7i:"_N#AO^,RP\E:RN)"H;LXYV)/T 
H\P9>-ia:J8aTAn5OC5%jaE*64KG(XPU)3a$CD#LH'B*:T*[0J!'H*!LTC9-R 
M!A0,Z48''''KC-R1O0',(*3\H!.R<#(-\2:a.-'P)-WLaK7BLWJ$Z!XK*4%5'U 
HEL>XF:2<J.)a0OHH0VMWSL+9(%"(':1.H\"WKE8/,TVKAC4J>'$.G#SYC2aL 
M;'0a3i:D38aKK!C-MY'TC,9G<C/*a\=/\(,?21"1\"a%R+"=YCZa5TA;Zai,W 
M0+RPA0EI+CW3J""7j.P(!Z+8(2=aG+AXPZH:\X:a.a7LB20F4"K_%"*F0I$N 
MYaV0,)PEY"#82\:K,H!5D'?8nB7LA8=D4/(/L'HG;TB'Ea''6H'.C'C*03HPG 
MU4/7C3?8F8'IE0ORAM/'L3<X18J5.9L._G:H(Ea!\XR"_3AGDBPUN28H3j$_ 
MX337"P/06a./T58;#/a]UM#;'''5>K:5'XYBV"+UE'C)R1NT0*,WC:+%9aaC 
MPCB(O8$DR!L:-_1%+V<1;4CX\NTGA>E:BG)Yai:P';D9,W,_2Y0VA:RE07M>H 

i:[CHK:0e7ec8615ad9a34703c625340ef90b91726858e120aeec93f711ef336c366b158:: 
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MK20 ' 0FUR7J  C"  :<#8,  (1  _LZ?T  + +LEC  = )$R*i:8,*C  !,0I72EN9'*>DYZ!-C3!% 
M&'.661D<2W>(!X*\823'&RC9EG[NILC9U''\7V7NE8a:Y_aw3\(9/W&aVT8X+ 

1*1/  ■ GT*:  7aAIK;  (NNQ3U%_"  )LII0HV  'CSRAI$';[AX6_J'-[:6%-YRU_B!%!W*C 
M(GZ1 $W_0;>LD !IW8H5+0>1CB#1MZ9V]HU98WU&.?HN:aH7 ' Z6MCH)_*8D0 ! 0 
MN'!+_U.;#JR'*?M_9Z_>?L:$C&5'6\]_I&:./w:"5IZLM;PBI*l4\a^:'D'#X:% 

1*1  A84)  ’ *D-X,$C;Qa)  F<-%6:  .+1*10;  / 07  ''&U:OW:]J8R\X09?XCZ.;TH^HWW?: 
l*ICU''K  + 6\(H5-a5Q'[EK,??3+'\C%:/_6,!+>SC81>EX/0aA>0  0>,+-CWQ0FL> 
l•l>^_W'COAZEV'7[-WEG7O9_^O;BD<8HaV","(F2<3B'J#JS.  + LPB:"AT0*6WU 
l*l!9>>:*U;5ES:Y#NN?/  + PnsX5G':K^W?"B:?0U:\^B#':(6'X>aKa,IF9ZA%N 
M_?Da[&'=NG7R-AIS#?D4U$%0LU'78.WYAI\W),/a+:<#la4(N0(CZHIJ='KL 
l*l_8]KU9<F171Z>AB,E2EA)'JFA?'#$a09L'*8-SDP5GF"R*A!N_474%V7K%$*X 
l*IAB>aCED0(  + [;i6/*>)'?ZV.a\S9P3BV1*,8*>:*5D<5J(5'5*8%_WAG  = CA?:9 
M>J"1/>l*l,%<:+XJ4968R  + KY>(Y8.R  = 0I8%\GR9YaSR;>AXaNTUZ%S:C9OH)*! 
l*l#GF0449VXN$-SB1](.+BO$%GaY!1,*4B/1O0;("\(4a0MW-Z$<L*I>H4:'GF 
l*l)]'0_IWaiOXD!_H8S1  '8E*A0A98  = >'a#>,S(M'V)ES>0(X(+aNT5Z9DIZ/  'G 
H ! 808XJWNV6_VCKF, (N80I>H4#1 5$I3?+P2IXU3"T''9,<Z8/C3DVC_DX\0$$? 
M)_El8a(0;:!''ZHGNP>*(MaFD#P#3+::(N8)I>H4.NLBN')6H_'5-Y(T^),< 
l*IZ8,/;_!WXN$-1H(  ' 9 : H8  ?+ : I ( ^*3  ) # = * 5 W E8HTG-C8  + _%*  .:$J4YR0-EH>COI 
l*l6)AP.47,$<K>IX'a  + ?:CXa:#P!2/8TVL(.68-\F!W<K)8SR  = T$:)2SH)A.[$ 
MD:8!B2"93,*6\+7')'<:la5/SSA#*:"1A7<R/4VBC"aS%AT*+)V(.4?9^al" 
l*l>3HA2SJT/1AZ!(D)7TI/Da-:C.$-GDX,PY_!I1(KB20S26C>P*MY-$J#ACYG 
HK)Z-0+6TV;"34a) ! "R*-6/ : Ha0= ) 5 C $* V$9 Z 5> wa0+ \ P_* F 3 ' 8a+ ) J 8 ) . C82 
HP^:E=C'Z$6AiaND>(0WAJ:aCT_WSB3a/+?>C$_V8_IYUiaKG:\EC>^6BAO$4 
l*l$<%1  ''Wa*3'  -*%R  ! #X  ' ' + "5X5HCX(N0(CZHK:aU-aFE/R  ! GR;*  = 6 ■ aa$0A(aD 
M\H8(%VH?3X%IENLZ#!5#)Z9?YaBZ!"-JBI*IKK%%4D/('87V*'2aVA5V%$'5%C 
I*IG6)N4"0%;BB$7H41=43M  = 8IYPHPCKXNC82'TNHP(C:kK%/.$V2  = I«IF1AA5V5$ 

H ' 5 ! CG<*3488:_7ZZ"Sa08=X8' C3R$T4X4S( ' K+ ) =-3 ' ! 0 . A U81 $>H74*VTLa 
HR4]:d82F27U)I'2H[YY'*,*?6\)(V$<?1AN>1  ! 8 Z J I ; <P  3 A + '*  WGK4#  C ; a S + 6 
l*IUI006  = Z)3a#U8'<8YR6C!  F ( I $R  LX*P  / : S ; U XS'' ? ) < = W , BM  \ _P2  0- A ) 8 ; ; - [ a 
H27Hai$Ga<5*,-SC?J\/::C  + = K = *)/%)87*HA^WC1$Y'5a.)3B7,'1E7T*Xi;s\ 
l*l\LN-  = Z)_1UII*;?AJ0SZY  — R"01H  — >041*K<BEZP'10a903TC."2,  = ?V:C1 
HFF8!<(E:BACaV75E-7XK9)WPB?0G2S\4FF-N,BO3)IE(2-^CGCKX)#VHG3a0 
l*l).T!?EA^Z;7Y+(\WD.5(A3(5ZV""XJCH8(=UX*l*l7'a213!3!8:02?(Ca*9Z 
l*IE  = 59  = )AF30%YaA  = _-?S)%X*EG61+aaV9*$  = >IASHY6\TUS!XaRXL(I>HT8G5 
l*IC*R!T\!WUPC_28<?$_:6'NAX'  '8/  + 83  ’>91  SaC%6HWXH3?<-56313RF/-a2? 
I*II'>A;9$V;S#*;  ! 1 + J # " 2- S 28  : =^- ; a*$  ' [ 2 5 Y8a  + GG 2 -G D0 1 3 AR,  " 9,  L=  . # E 
l*II8*N3%aN89HUI1'*-'T5J?\GP'>KC  = ,C0  = 15R7$4K>758N(?17,/a«?HERR7( 
l*IH)0,P*%!1AP7S<DG$B41RF\GYXLH(aB7/SH?T,a5D/=.2/  = <EOC4<)(4RVS> 
H4'R2'H1/IRB23L!HJUE#$63 'aS.AYJOX-* :0#'\W6ZUP)(HP\E(D:N4FV>KC 
H;THA;_9)6YR89a4YP?5KB''0)DXaP' VD. ER#' \<LJC\?)/NWF8II*:%*B3H8K 
l*l_'GH.L'*;L222C'3(*X.7V'I+'M")43!1>AN7-_!*IAHP7HC-8TI!  :)V"CCJ9 
M8Y8T  ! [C3R1  O0%7l*ISaB2  + ;\98O$%  + JG  : V"9xa#8>)/:7P  = *FF  + $Y.  NGESP01  G? 

H = 3RL5aiaA$'=BB0C0?F3CT2:aS3E#%YX7G,3"JF$61L<D(S(l*IT0BD3_)KO3W 
HF'P#E(UC\).-RaNDK71"%B6CY/$8SE9NEE$a9^'I<"S<1<Z#ax!7T:31'"95 
H=IKK)D-0G<)XP<43*AC — 6_0G^H\R+NG52.aa$OG80U/MaF:,8RK1L86/82? 
MC<T8$RX>!?X$."aN-V!%HPFI*l'l»IK>D"YFGW))VR  + 97$\8Y,H.,)S''a8l38#)D 
l*l/$;F0DP8#!X  = XB?3O''''*L!X)WH:  ' # V /-W  C 48<-X  R K0#  3 A " TG  $ V /<#  H % R 2 5 U 
HZ  = \C$RHDRE-A108>P[;iaCZA  = EKD$L+aH[1H,*"3AaTX4a3LYHG:2X(3Ua>Z$ 

I*I<YI:b19:  'Z=>1P1O2'O886'CDlC\N0SHL9"7'6Fa8_T(*O(0S  = G-"VPD:BZT. 
l*IY%4R'R$C2/BZ0TI[6FR%R(+AaN4-T/NA8AB380_"KP1FA97)CaA:H1**!"1? 

Ma  + -,; V P$$ZG(( .3-T% ! R$B Y6 , 6 ( 6*1<3 ? aZ R ' Paa%*a* S ( 9-* R_ J Z , 'TZ\C 
MY-#1!R/W*?S'  S>-N_P/D#3(3XC,S09G5-F;  (BM+)S  8a)  11*11  / 7=  : $ ) T8aG8  ( 8 
M8LTK<::ZM'JVCLC1*:EJ*+,\$;AY2?.8AH5aua'ZT0=iaH8-=<'P#(SL<!K> 
H8/RF5?'83$EUP8E<"4C<4R*$3a'KC+8C"/<ZH#JG(/FY:'DWE$ZL7+!''N:=X 
l*IH"1>Y)  + F#39*78)C''442F,9DO*$F6.J\(?0^aiRaBaP3P1%Z71:"X0)GH_1l*l 
l*IO8G!KXW,60C*  = ?ZN"*%3GR  + JB  = #KLA"H?N:16DUX'*  = I.$B8G  = 5(A/93BjaG 
HJEI*iaVD0_  + D0a,4BJL  = CUT(#F#05#l*l9I6B)*H$8ZWH/BTX  = /'!3<>H)-!EZZ4 
l*IAZA31+A0^D*S"X7K<Z:/:DC?'AJ'3  8WT%7#2"l*IOJ>'I<PI^:a/7T$,RD?6SA 

Ci;CHK:622de1501b07d93181a6f25414f74a94a972f64d942f0812de10728ab5976821e33 
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H4B#WVS%2#<N!T1Y"NV=B,0;#Z00UL7XY<H;/(a?3,)B1B#I%1/5YGUA%V'!= 
MQ4;RAB0C!2,6)E7.:<XY. :0"&8WTa\ !%Z:0YC."'!R6,USB#G?9&YJC(K9"T 
M'8_a)S44VKaGX'W<X9<.H:=4JIM$G2*B>NL":11AD/0a2A;'&?KE!OS)D'?\ 
MJ;>T;#G?T:9H'IJ#TQ''>D?P<8-#F,-R0.,;5CLL>WH!QC<"*"7a#,Q4T%:KC 
M#58GB*B>-S'T0)]L#..94J_9P'B-Pa<>GW!^O/.2<'C:XL8-Q’D:C<R1FAI$ 
M(_/J3I7KKLR\F1,4I?LD;R'SF)aW:':/HKIMWJA31%3/8S"*00U<Z:DBN+49 
MG  + <)A<DE"H4D7#EF''(8139#7-K5"H<!=,#1::5K7MC''<P:"80L3:UV7'L31D 
M8#B\M)UO0P=:L1^9%7*!8$2XZB8aEPE.HDX1424J6EQ$0;F!)a%:FQ$XQ7Xa 
M!!CZai85*Z]MZHWT2I0A1)M)\(78N("A$)8F=98J_;#ZJL$;:'UD:=KNB?D8 
MHD.EMLBH4T34P-C'F"8$$:Eri0;X(H\)Y(S1*AT.Q+3K$[J6TU5(%;::A6AC= 

M$#X0Qal ! '6<0.R4=TB: !F7' .G*J>#"R82""a9\X^\4+aG(MCV#'IKLN'LD]6 
Ma:A3n23]TECY#Z%!S7Q7_)'*)4)'*<!WHEH;PB%J%-$N%#Z0H-Y7P:A9!// 
M0_UY'QZG7(:*/L/RAJA31+A0W8H;UR*R_KRA++E!'[:"6-X0=8H(%PCNR8B: 
M(.H4$2Z$7I<1xnUBaa70J_+B/"(.D5$K*,=X4+4*0H'F6.1AS9XWM<J$'H5 
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M{VH7F<02V>VWQ(HW1=A#[:>,IRN(-NMJU4;"a%(PT)CI3'OO+,LU,%CERF0"4 
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M2N,9;?:a$Y356*<8ES<X?3/8XaU%8$.RV)+%D\[:3)6UY3H?%67EL:VSS!LT8 
M"/"5Y<';T0-rDAN*HSB:RY(B3:8'W-G'S$C$KG6(LWF"(''K94G#<49'R8?9C? 
MDK94$#JH$C<; ' : 7 . S B F I X 0*8 F J 4 Y 0 * #8#94<T Z R I B88 A I Y< J Y AXT C 3a  = Z L I " 
M+74*XU*RF'2*\'9ai%\A;98X7V*TISEI8_SBCH99R;Y3=95Y09IYPSB''I%G 
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H_XXZ1<1,>'-$;OU!U1$3P+IUZW1-0)N"Z4''59-(:Z$\KY<;8H!"'8/A84(\W 
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HU:1X$K2N#7G)D8K34;P!_$;.>VINY45N*9_(R/E(WI-:V?,A0T2=(J(8*'8) 
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HaUWY$H^C#Ea5SC6EU+7KUZ'‘YU")7HW\R2TC1WN)9;#Aa?/A;Va^'S\B-:S*G 
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METV=FLPF:I7/B$C#9ZH)9'Z70H_C<J/CEG59S9PGEGF<:).A9BFF5!GWCUM2 
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M(3HWLL9S:GPR(GC\(^_>$C"=6U;EF*H1OI!:42:'9TDI,*:JVaGLYRFE6=0Y 
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MLI7*S<'XR-4<8KYPY506-%>5'49P.+Ta"!"<A8V_AYPD$#SFN74FF[_L28:O 
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M!T9VCNG+N7.<D3F;0#)F,EWFD6I64YC.JE(598#%HEW5Y\,#H((\HZC:',"H 
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MJ3M,EX%9:W/P#E+%I2+)'+a*9S?1A6-J0BCP'V.ZZJ1:F4a8SJJN$%)ajRFD 
MVI4)IXIU"8%=4+: . 8>7 3 Y- \ ? 3 Z E " B+< " =C_ ) 633N L4% '6A$6!5?8:'D(36R* 

H) : XFF(NK0 ' 96Ta 94 U Y ; -#  = C 994 ; / 903 " 8 ' W I D H / B I 88 N<a J 5 G>U : EH P*$ A N K 
Ha<HW) (3K:A8_?*Z7H:v2:: : N#:;67a''LK;_*I'_E63D'VZP>5B.5H]X5C'U. 
HLF(/X<S66''U_P-_v:0;N3=3 :30$_R/$?^/MN_S0_[6Z_9='1)3(E6_Z$Ga#B 
MW\\''EP\-<5_a,*x:):467VFBID0C\J1  U7.K)4_.%4S;YUZ5''^S  '?v:89YY(H 
M:V4G=7#W7!8'UB1GW;WRG3_P+Y<?\>_>X\=5UCK*#0P\V8R?WL8U2(YUYCG) 
H3Z*K1=%<-IT=8:GaEi:9V0MIRi;j'OT-RM75J:"C%LK<AR=<:waO2ZF"CX'FJ 
HEBHV2D%PX1,IV>>:%T#P?5,a5>'aG%$:P24H0+L.=A+NS$6!P;E)P-GaEC2V 
H"\>Y'Ma>HDZ9Ha>H\"LM+aW?8%'+, ); F:S:4]:aR\[:$0WNC/4SCW?1P8//"E 

CIICHK: 94731  2bff1  036c92a3975c4cb40dbcad8a9d479 588558d6d380 26521  defec 4a ca:: 
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H*A+Paa4\'a'FEN'GJ,T.(:"ZJ4_10*=8+SV5C5a9,Q.Y<'P1#.6CVR_??GFD 
M/SN) F<6F8*"/?;H"^XFZSZ''9H3:TZXX&0$#XP] :#."\'\:AF:PRH=('aUJ+Y 
MJ<Y\8a'.X2V95\V7MEDG%H-3N7!  D<N33  D>  / 8 Y ? 9 A%  # E 34T-K  F 0*'' C 38#  \ . Z8 
M9D$(!av2'E?aY8N*D:'TF4JE)GJ?C\Q-8;U89<0Z.7GA=J8?*:YP_,:+=S9] 
M>IRGDX5>_!MJV/OOZSY_:P"'D28\T3:##?0"'AF-BCP13V:!:,91MU;<<J'W 
H . YP  = 3E0#D80:DYFVE_H7/TE/?G  + J ]/8/  + H1  1366  FLA F,2*_3Za88>$J ! 7N3  = 
M'G<!78779T/<#$aY=]D)RG6G#\3_+)>''/2K!>J7"\/6*G;/I7.16>M(Z%4N; 
MMW.?6:<_KH8O8F:YL3"(E?'UaF<>KL.84AV4!8/="552CI<?1J00YR5+WL<' 
M(!S*!2S;E?J-<X-*=')CH7MGYQ3''9!%';?V(UQ:PY,7T1HMV+Z;3PCRCV'=L 
M<4IV>'HW.Ala4ZH%CQ'D8S6N)6(K8J'/KM/"-?Z3)IU<X60W$6P,B>9=_P;< 

MN9VC^0G  . L68V:  + !%0:8D:*9I"\>RK, ->11111+  ! W,1  VL>0OR  ' T6.'KI'.5:$:EH- 
HNi:RNHE7I0'08\Y9DSG,7V<I.8I9M"-M366RD++FHQW8)#!Y=a:<'/-L,5.S 
MX!>0<YCH8 ■ WETI9 ' BL7VSB#J J (UQ96HXC8B/KLV ■Y1RNT>'J_2NN$H!a(N7Y 
MECQF#I4P70i;.'  EE,KK+LS)DI  :Ua6-MSPH%\)]LDZ(B>F/J:  D 0TT  ?-3  V 3 ? X AS 
M*V8_EW<01/>  + IY\;(BUF  'Y$.W"8<.61'''^;\W#;_aGCaG''\#/0J$XA#SI/)S 
nOEWFN . ?:PUN<3/#W#\8_:8?=C90"; . / 90= C H A L " WM / N 7=N :;)ILN'5F755YL 
M3%3ZV8Z7' 1,1 CR809/p:6C*"-0X/1 0_,IXSYaVGa??93R:L="SLUPK_3LE:3 
H'WL*F03S22C)V23.WA*NF>W*V;7//L\+(7VJFCQAW<E>U))6,CER'%GE>-9; 
HM*K)=.;VQ72N#8CA(_OCR/!*IZ"a.'=PWCI15Z40IY(B!UI«?4SP,TCC*D9 
M98/U#'?"0T_=SBQN^2+=827_IO\Ba'R09EW07CI*\?;%R-.WAQ%CVA!F%FAJ 
M$TW\18)0S.$J7W*"'3aSA:ET(FUa2-2Y-R/U6DL-F'#'6Q42U1V8l0^SS'EK 
M\>5/'=?#K.W4K5.?6)')+W;U'UFM=:OZL>B2GJ6)ZH8D"808L=499F98$_\S 
MI;6YE#!\+5.Y?a#7B30I+:*+IT_>.G$\'RV9$XL7/\E$[;iP*w:%:UE'+6EYD 
M+5YWT*!D((B/C,35(M-'21V5RCPW06N'68?>"?2+(-MJ=^CI_I '*4_V+0_T? 
M#0U;BYF3(_C^WUX>2F8BES)34QDO\XN665(=O$>H%DTNH2O"^*K$N\-:D/(K 
M(,7(0)X6>,8P%89;??%9VVGH5KK:-G3K=N9"?S*3F/ZH:>2_7_CD8KH%P;M^ 
M)7Y/!:)63.CSH8*+BKW'5=E>JJQZ#5H*NGCVXUW'%VH7-IWI9WA:%+C2D<Y, 
M+9YDDS'N;H$I)i:/0TEA)6\IA4(\HU8(10S'KIZ>Xa#,**0_-69-K+RGEM6%% 
ri4P  = \S3IUVUK\V$  = S:-HXG  + D02UN  + D^Ua"Y'A(2O'0\''C4>  = Q"a:,aY2.G'_O 
M2  : C V'-KXI  4 ! Ra#  , R J K''  : _ ) 2 5 J 2 ; ; T A R%  6 ' WS  H ^$  + _9G  , ( N-G  F J ■Y?aET<,C/ 
H'(_C'!:,55H!  ! 0 , B0-_  C-X  R \ F8  \ 9M  2 W$  ' ? " _T  + , D85a  5 ( !G6)\'R  = ?-660  = 
MaV_D?>28==+TSA=RT+_9:GJZ:1(K#P*GMUBT=<IB+$CGOD%8.84_,I\-+0#I 
H25Y ! 8R-/#EH/K<A8. 4A+  '->'TV' "68#ZD . :SJ !570RN8LLU'0\-'5  4AJ.?'* 
MR-//-M#\Z6'KS  '27:  \ + 6a>O  = aOB'8NC''BE0'$9:9:Z7DUi:#>N:X"  + /#JK%U' 
MN(VBNTTX\_K. ,#/I,-$F4"T8CUI"CHA): ' M#_02<a0LY0!3WaM6\M).$KP'7 
M$L*)N;8+*#*' #PaC>3*ZD ' " -$ F H> ) K*, /> V0 ( E6 : (%,_:A\FU'8S93D^T8TH 
HS*B9RCG').-(:*4751'#E^?!  328> A6$  + TK" 8-9K* S Sa \ U M KUM L95 K ' J D C " " : 
M3J$*K::XP\'HP?<*#=6:i7D'(XN2(K06E*LN(HR''$TC)00INM88SC'Z>%.GY 
H>%  + \(TCA?IZ')Z9>B*n:f%Z00R*:=N<!S248('  !#W6.  '#'7WE9,J^72P  + K5S 
HP'YaT51<+Z3).0VF5568la*51" " % PWaS *6 ' T Z A3 J 8Gaa 5 . A = a_4 2 3 5 D N 1 WHS 
H3C  = */$0W8'W2U.YS2UUC-D:  #U  : 3 F S G . 0 + _,  E A / D8  Y D- [ A + = 1 , K;  "aW"  YV''<' 
HaSA"-C4aCVEURUKU1?8#8WC<X.R8Y2K/?0R1\3NYJDLTSDELC!'?3>C_E533 
M'l8C7V/TA'W$K_U_S3'P-O=aWY6LSMZM)3?_F>>"UDa#00'S2':NHP#DS6l3 
M3*GaCD>>"D)VEPI580[S</CLDL3-\KD1F,(/N5V'/!*WR>>6-4W8ia)0-"=C 
HlL3O>XXH55*2.A43-\_-#$Y\8KD)8F'*CI($V*?P!5N?C:I9S0://V0B,'KL 
$a\F3SI  )6TFS  J6-//CT_X>28766R)  Y + <3BW3  ■-  + =)GPBCAI9P6TVC  : #E  : 

H2_' CA;>YP  = 2%"  = 8A$HNJZJ  )?(3V.57767R138_U%>D1_(:i \_?W?_CRS#WaV 
M8RJ4:aC9DCM4aiFH''7GZ9?U<a  — = U8TZRa0X3\D5_40Z4!G:67\9)'':A73UC 
M5 ' \0E$a<  = " + SVYZ)3E$W93  )GD4EC-C=V[2C3' RC42  3HLT2K,IE  = 048B  + 5NZD 
M ' 0aFC3;0( . 0>8 S C< D G * \ W I F J L) < 3 \ 6 U / 5 ? F . G8 I .EC'59HKBAVFZYC0'TNYB 
HZX3"LJW5XN5H.6Z'6(=HCU6;67LBEH#*VBVHJ,WCVa\’B%/J;<$'AL8D2'!K 
M_n:GLja3FPHEZ4)aa!TL9F0:82'AIN6"\'  ' W : \ F L ) TB ; 3 8 1 R_ " W I BO VG S A , P 
ML:0M'Z:,CP8S',X?-1D3a-W<\\)FaU?X=IBVRGZP\3$GN_X,7BNFS-",877< 
H'M4#%YaS5*5a8':XM:[:F7,  = 5%01;,(.''>SAPW')H/N8Z*/:''aDO;E73)-KBE 
HE83';WHF? ! + : J -6X4^6 ( / * V, 8N>3  F *8 H 3 J <8 Y PC>7$M 5 ? 3 + , S RZ ! #,Ra7 ' S; 
M)aF=HDLP;8'a\aN>'Y\$1FWB.V((4l-0*i:2MES*P)M*<CXK\$R(5A?(8DPZO 
H" ":_R5/F4X)#8WU)  )X$<9IW0''YF/G*?H23ZW))B2,L'0;M(a*YA4:KC2G8CV 
HWDFJI0YP  + UTS  = >_:,-DC  = :*88N412*:3>9W39Z/(S'U6a8RI<H68:a'  '%NKWW 

C[CHK:ae5c78458423afb6acbf47b65ffbde41c5d8691dea2382987899bcc13bd68589333 
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M;;H5_;(*RW#+E8.YKLH"5)IT$&9)*Y!6a6N9:PC!5"7L'WX3C%BFHC;W%DLD 
M":''?XCZ!,KOX>4V2\2S%WS0>6:+FX_/SL6(/<83!U*/<?/,B#D=Z\"X,38.$ 
MU.+>5/39F&+"'$*=C38,]%4F;A((4TJF<C.N8E.YJU4JZDZH(9I*a:078P*X 
Ma%+V?OG8a("aY7GBMJ^+6>4>2_>:E%_R(_,B(1/78H40#!?UO:%FLUZ:QR_5 
M8'I20-)H'88KT.<Ta))SaNQU<_FES$4CL6X*R_*_(3IM;R)5JD.*?"=N''<1) 
M8O"AAA2:8KN$$!>\C!i:93DY6?8H#;''%PEWEW'4KJO(C0Q7NG<4U<"8$G>J9 
M\-_W6HVIO!P:%=\!+PWW3FSQXa8+WQ_X0DN5XG8P!CY::C*W^CZZO*%G\4"8 
MUFOO>.3J-:RG)'G'')9\#I(4#3#*_a)\.R  = %/$>58H0:\\HYW2C;_.M_MI"'2 
MFF/2E>8*G\_M";CN.)?BU,P'+*\^:%P_A<!CUYJ/<a2SEaBUMAWE:.=48I2A 
MSY?2X2XaDV$BL>":AYAia-HYSVFVK>0=\0%F3QJC$V)UHU34V+Q=/I?J8B\L 
M(A)T?DCGO?Ra$E%''M4T8M'-CND5_37N*V*7RRQF*?8=a!:>JH/QFG7'D0R< 
M].Z2WFI#A0_\1E,  + *Z":*";LE  + -JCa\D_'(2%#]C,I6\i:*#  = PUU23T+"/V() 
ML'KW6/DE!N:<^T383F;0/T>=BSL<CUV'1aM;'6UT.X7=>AEQ%719(2?#=JC! 
Ma%.1%6V)7O6L/,D<a:=2E  = < = BOK;$,60aSWD_C6NaL7X>Z5NJAK8EBX.,'+  + a 
M9:V'IM0K7D[X^;*I23^28Y/8=F:YDHQ4+PK:9!S0"PY,GJBR.D,#O3'UEOLX 
MYDY6!(J[C5$Q;.0a8ELX8I":U'Q82:C2LHXKXJIVU0_>YG_*''PQ27W8TNI7a 
HPGM2,'''$!aP.\YZ%!1+aE'2aS*48<L2"9H.+E77PK*B\02K1’P_J-("'\_"" 
MH0a?G4(DXKL8#884+)'4<TTP'*,:;-;,Z+Y''#GZGLQ,A)/0':"#A<=2:D(58 
MWi:  = <C9/6)E8-81  + !'*#SI6J<9V6’"S!"*CB0486YJW'N>R'W4H66<?\aaSM8 
M;  50X38,. V_TNZ79J7N7UT8"E%XQK  = 040B<aU$KJJ  + C'DaWDM:*aC.1AHG?XG 
MJRDEE-"+L7(48Z84TM\20A3LS1:;;**FD-UFP8L*Q$\XFHT**191X8=6=PHF 
MC(LF\8RSODY3L:8)SKDETLNA1+2V5-"8C:D'7<49(a8*7,0FXDAG1AT'50S! 
M!'/\Ca,_i:96QT3ZF5"E'*:"‘'B9(IYLTJ\T'TC-NC<GEQalBEC'+FD\:B$HY 
MD:=Z-!'J32+QC:?V(5?<C]TTR-THLKU>P'H'CU9X2P+IB(*-(N^QPR/><LPT 
MXZ682aPPG95aA>\FN.K5Y,W,7;PWPN7aFLBTQ%I>a#>=Y:0C%aS5<:9E\UlF 
M*B4DC<<J_)9XL'\CRBE;]_:A0)C>9F#<'AA;4;O+(_964EQ'R#NTBFJTZFOa 
M-]=VLS>4Y)FO5'/<J>AG7aC47:!FZUL1*Xa8?a\:2+Ra*28)*$$$5;>:I,:0 
H#7PD)F*'CTW$a"55WAWIO/EZ>Ha.UHO4>+PN93,7SESY/<8/a)<0>7#AF:zS 
M:W[=AHUST)0'Aa6H#$E;8C.ASBK8S.,'Z9?MNPWSa+_K6-\27T]P9T29(-NU 
M9F8*_BSZaEE,8!/\61aS7I7a"*(F8!8:6?B0Ua6S$80T'G<68KBSF=_+-:KQ 
MN6'8Ga;#UY!$*O$U%#'l:#B:'A=N%C9"(.3E.B2aaV"XWFC*%)RQ'/+8$:0= 
M\*5)7\23IF9a$$CC)LFZ#ajDR2.:iZ1-<N;7=STZLY.LE*L\FP.)J*-D?=8H 
MRGL!AM\::KQY]Sa\?+?R0!aV:'.E:8:\!:*VNYXA'%'LG-GB\5GL4/<Z:W-3 
M!0D"8O^S.E.WL6,1?FX$T"\W*C6B:6_H:?+J?PA'D'U!a0L(T%RNQ8%G2H'9 
MB<EXGAVFY+TAT,;^4$LA%N.FM*WT8'Y9GL,,\'A)=ESQ.U'##(W2D?'Z,S(# 
Ma4C_W3Z9P<MF'6:.I_%9CIFHP89HF6<aj'PTH90W3%=)3PT%%Y>AK<PL-';% 
HN+USG7Y[$'j7M:3831SL'=*>W\NlSHX\H(NK%>GU)LV50#\8+Y-8KLa9_FLI 
M[FDP"P:JU4LaKY7*A.B?!6FG0/''2T8;1CX3:UC?AW*S;VZ5'8;POV,_R_VU# 
M/IPRP?*983a!RS:Q3)+74(8H,2?)C^P,R.-STP":V5V''?8X3!/*#=PR3;/U7 
MRU(A\Z/)%:T$5"_18#D.*$CH"8;C$*K28E38M8Z:EN+\!1Z)Y%76D2YIAZ:a 
M>76U8TV#:vCB=CF6G*a15\"La4*B00.1C9::uX;B0!2'D45H2B$Q"%[;HaAU# 
M7A$-.\4]'=C;'=OETWNG\;M<3*OFYR#KC*85.a\OYIK7>;:OYJY#*(X+:0J3 
M>*;SV(C96,>=E3D8JAA:X)+9<47Z',N"U8a:-ES6P>:nL$ZL#B:$7Z02?5S8 
M/;-NA,;-W3B_U^/''R0a#,:HD,KVSYX"+\UJ*<QTJ4=-_aiB1>I-TQ8D8KBIG 
MCTaDZP$C:N?20U8QR;RaaRO/"K;%83^")-A+GY'NF_?_'?:BLJEB8'HU\H'D 
M,925M  = 0\U><QU7G6:C7/N  . RL\1  'N3I%  = I5NVRY>A<:‘'C#-R#3\/W^JC85-(X 
M38'#()U'_188%YWE'1Y2$)H,5#E):U4CY5'0U%#G?EYQU=LH*+D)!FT)'1E0 
MZE2XJ1VMaE7($8Y#H,*L#E"'3YZ4JJFCW.26D[:RWR,TD)8A'HR<EQ##I21'G 
M3,0T2*FME\+_-X=KV)4XE76$40J8F2 ' I"\4J9C1:3'0A'X?,*%A,7(9'+#;N 
H/E:OO!IVCGTE7VY.,(,2G*9JQY1F'3>!%-N:S'$''(::+0CaZ+?G:(+LAI8.: 

M = 6XUY?la'T, 58000  "X5[;2AV>4'/<R:EP  = Z = D5  + CVG'!ZE-  = P4'-:X^*E'CEQ 
HDU_\2NCTC^7,=D6;SD2Y)4K8OU/_M_*SY2_\7S+)OTC6ZO:;6>N?V5/3_P90 
H2P,$%'''''a'=0/*(D:5]:;"20''MJ'!'!D'$'!01U!C;61L9R:297,O979A 
H;#AB:70N8FUP55a,'8H]H#/M'9TSZ'/H'51=?VP4QWZ?A\ASA6,L)4ZOE\<: 
MJ'‘B<0-C\<8Z'JUQL">MaKRFlC>N*4P-'94;8X,.-3LCP5.Q$#SC9IPA9PJ+J 
MB3H11;ZGAGaB1$G:E()<S!D('(<XG"-R,5(C7J58%$O8CQ\K0OW._KB=F9TC 
MN36\P]\<HCNS,:/C_7P_W\_,SEZa:=U_._4318WC2H1'''=N_A<-U\.<GZ(^T 
M\E*/ZN=96[ER!5JC'D'Qa2/HY76MJ*;0.KIP81*M0/'8G1AH18'Q[U':CB/K 

i;CCHK:0bde4e52c58ef21e6146c1269568eb8cc4dcac23e25109d95204387cd3b13e02d:] 
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M5Z#TPT4T-GH: ! :8?H]C>*(IWK44U'8PVC3]&*^,S:/P$1N?'CJ' ':CY%?9E% 
MU*>N0"_7K$6;-K6B^  + W' R-M C &HT 3 ? ( R F , S GT8&$  1 #41>05T7%E'FPFGD33:& 
MYT?WHW7KWT8UL'''BCVTT.G82K8M/HK%C(1 2)8-0%? :C;0DCM&X'C6D3K3LS' 
MO7Z)UF>a'.ClQ(/'J'_J'#LVaNY-3Z*!a4.HRao:;0BA1P^_18?45>a\7/_W 
M"X_1OX\=0HZN$509SZ%/XN*a8i;uUJ&OT2_3a00X=Z7H=_7%Z$3U\*!UZZ>57 
M4'0P6+-H/TJ/?X36]9U#Z?,C:&=D._Aa#FT$/W\YO8A*=6\1_*:Xa=_;7D%W 
MP, •''''WOV'RC?H7T>CR.M  = BC;::3N'PR  + XUH0"  7701  AK'0T.CH2;  0*03]  ]XOH 
M9P/7T4.X_HT+)U%O8'4:CEN+QAXLPG7.H+?a.K\=WP]8-J$WCN709R>V(_7\ 
M(0I'./\Ga>UHV:^/H&/i:7D??  + \":>E  \ '##Y"-7_V/^AJ  + MZ(M$)_SX^?07\  ! : 
MUD"<_O/\$10(H*(W*\Za7X&?'Q\>09Oa?KQKUD*\5a$N'Z%,YCH:'S^#CHV; 
M09GIZ\a;"$$LOa0<HLAWC#KZ+7#A; \X_1 ACU$/ JO : <#MWG6TYLUZM.;7.?!A 
M!M7TYE'3Q*a'_-T$<5KSQMLH'H&^>T^B>_1\S2NHYMBW:#3>A+8-G'0\#J&? 
M0MQ'X7ZO'W9_UQ>%F*Q%*X_-H,]',;HP?a3XLa(-08S_%C"*=CV">N'>L^G3 
HZ!<9aL_]Z&>PC>K"2%5#*'C8K!\%?J2_1)N'&Q'aQ0"T/7%B!'W$#Z&%A6*A 
M0U5H\?0' Z#_a#Z%_/08.&NFK1_'>UY$;L%X'  "■?/?X2N7H! 8 = VT' /IU#38#? 
M>*!//V#*4CCV/;B/OK:DP/DHW!?$8J')9=(GT?YM*]"_'#Z;'DUH?'0[Ba'G 
M_aF.MP%>ZP;.H'0aW*\>7$?_]Q!PB4#NQ8''aaLB:4<BW='H2=4aNC8V=1M0a 
MOH]!CJV!''L9XC8']S5'<PKB%("<aa<NQRa'UD/.K*$Y,_'vaCL10EV0*:TT 
M5P9aT'K'/aTYLaFPB4!_'U!''aN8'<#4.'';a<S*<97D96;L2<a  + U0ai?'=i:FQ 
M<F+ZK;\(Z/U0-UF>''aC38?*"?R:3_EH4>>aMW%aYL0)]7D"/M5FV^O'BTY>P 
MFW)C59KY?"_!?Z:VE9VHLa^  + +EEN''-I((CLL''SYABLN-6aEF21RVZa(.V.7? 
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Ma\C6R9.GHa/E1JPTX:G! 3<VT$U7T^=BHT J PH R A7 E 2 K-90 xa " 9N6* V ; 89 , : *C 
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M7H/S8B9-/1 71 'CI.C7::mZ781.=/7;N0_>4U'  P-_ ) \ C V ] % R F_ ) W ? ; / 8W9 Z ' 6 
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M555-BM$2E)V(41,8S4FS4Q\?#18EDY(V>#!!AOa5LN>'KX0J$F'aT91E<AC( 
MVYC79KCZ%/BF)L!JU4SDQM:\$! 8 V^6 W / BMQ5a0 / \ ? - ; / # E 3 \ % J .8S"SF2, :3 
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M*7'''F:WKJ,S3-QA5V7Y98V9A6=1DZ=:\AZ5X&USA7:v$YCL.^YTM:/!D%585 
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MZG^\*M(+Z./Wa ^8>,a+UF1J;PNVW3z:E3CS=H"?%6<KL1NKKMCKW^'4K3= 
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MBH/\G<\^?P8BXG_\IGG  ' ''  = ( 7_S N X# H , R " 6 Y4  F<8-I  A8G  + >U R7Z  3 <698 P7G  I 2 
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M#%$a#01>8)"3aVM\?/7I6?R#Z>3/ZF%6ZM;Z6Ua^8:7,*K3XOa>U%G97KF0> 
M(T1/(M0ODCCITN)%3'KXB_LCSU33?N?YL_;?_;-GS3C7LO/\#Oa3HO.N^E3_ 
HCMOT^RI-'3EK\ZA_6OCZ04$PI+J%#3CD3/I W'GF<H7Z3DN1 0LG\aB8''>W_EP 
M!^2j*OO0_-TW?a^J3WWTC-FW?GH5\Ca_51V'/CT%V:ZJ^L'4G?L_?.:9K<2M 
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M$K_FB?#WL8;Z30KOSZ*.24B:Xn=G=W9^*#_' ,\BY0TX__N+;;C_:kS=>R1 D_ 
MB;Z0_-?,L'[:CVG6:>;-W;ASJUYRKT:lS##3\Y:=%AXB+$JB%>''EQ5OW=_X/ 
Ma7?;?+\!VU>"'R^0X->=-_3N#?5W7F6YX''>'i:YYI5)l&/B_D8U-Y6DI*$> 
MT'58W#)8XV'*9F0X2(M#_6K9JG!Z9DW'WB#ISC3VB2*X?$D,S=aOPA>,3!N2 
MNE8$/O;6SGW'YI+#=9S!WOBC=85H]U3W_/C**4Q0!:x8;_:l??W<94SJ_O/X 
H1G<\_M-%?*;VBV>>.>.-'S*%*WW*/T7_EC34'QAX:Z8M.88P)2U*<:A?E#:X 
MFav:z=CCZ\Y$LQM<S%W>18>8)a8"C9SA0-3(/_R7#W<L/->VD;T90K6>C7:v 
M;GM\_AR""7*W>WD\00BG\?C4C3NG'*:7".N?N7$F#QL/:RRIW:GXAJ$>1Fa; 
MC_D:287Z!?E$5.]G76\Z=a9?=Z;GKCN\<P:>CB_E+-\.YKN80PYCQ'=C0'(Q 
M8C_\WHB!J?Z?._:H>]R:<*7.E0MW#*6WS2G7#,;;_WKFS(2.7?P3Y;"RaY\S 
M%5:0K478:DJ.K\IPE'KUZTAN3,<P83FT!E::9ji:M\84x:2_0G(8GXDN;iaSX 
n3, H*^G?G>4#8<-?HA_ '%%?5U:]<*Q/4+P%\%X,L7QRM/C<:=00S4H^]:2E_R 
MW-40GSES)a*PXPR. 1 C 2 B>7 Z A V 8 ; _*< / M0 '7A\_1T-7'C;5L5<B;>XE0OR': 
MB/QI3<=2:.T*L8<G9!"_%D-)H+:ND;_F\LX9>%;''QG,FL0/6_;.D;:l8?%?6 
M'>;M<U?80SPU0KL.7  = E8[;SQ:+RR<NG*H''v:z''<-K-0X9;7%:iG7STQ8M;(! 
H#1NH-?.WQEXF"/5'\%78#H6L!C6$''$R$*a51"'Y5KMG($'5a_/;6I\077,/'# 

M\E>*M1  CXIKK+. [?AZ?A2E1MV,C;(9N*M;:yUFD%_9./  + Z]LC\_GU;.7"'')^Z 
MOU ; I5U8  4 6R]?V;Z</;HQ7LDNF_JXYFL8_F  + ^\L%AM-U,7U3 ')H:##T:D\(5a 
M#A5TY#7ZC?)0ORaP:M '>OQ)LQ. KL7TF ! 9%4) . ; 0 / C ! 4 ! :W87=\: ' : ; ' 0%TE3 
MEa\_)>C?LXZ*1  C_<7  = \V:  a + %*(-  + a9  : 8)  (■'MJ  YIMaR\98K+Y1  '1R0SG0?aYC 
HV4EY  '3J;:  \ ■ 5 %T R V* ! #XX68KG V W J 0 ' . -00 R F 9K% S U ^ 6T_#>9M J 8 + M U J ) C Y 
M8U5C^?i:D=E?!U7_4VNV3RUNWX0;F4L*8#31!'M'/.:c(MPU"BKCGnaV^E:3W 
M]\8W5ASZ,{H#G8_\.N"H*Z_UCR2LV"F:P6XFBZ$4J7aPD.+KQH)''*\%N;6L1 
M]T 'Q55a/H_ECWTT0-$9JR'0;CK‘'D8\,-,B: :yO.A_LWY2(S6;LCH90XJW3I' 
M%?QD7"lA77=i:H8L3YM+_OLG*'8GaKT;J(X/6#0WIE0!#HPNVQTRNA2!OCCG^ 
MC7VY0Z4\1?_VR_*PB^:PAT_,7-.O-AC,?Q9G:T1?KH''S*_??YKAMNZ]K#,V/ 

M_%C78?N1 TP_; VV?,''#>>2C#-X '_*XT  = N1  MF;U><L%%\<,0)-J%*3(_^0/WSC 
MC1L*E]?A_P=GDJ(/Z(,?V)37/\#/,Z_C!0S':!Y3"DFH'V#_V'%CHE(''W%5H 

M*R*Q_>0%5,.:7UP)<22aGH'(V=W7\7:PU/ P**C_I<DB'%:>9408C%%)!aW 

M, (AY"=48?>W5HWR*W)QVD$NK2(,H:-\: RK*Q6D1BXC8V4) . V ( 38VX, . D ! =M F 
MTQ:S!*DY8X*+9!M>8YF/*>/?_:R20)<4-F7Z?EPBW1T<G'14aF396"TB(:QT 
MH!D7DH$<-8/N)1(U]Q#1U,%8VX=7.<'Z5Q*<aG)8_3G3RL'0*3PI<FV2])1D 
M;?DZ#;"/(5\V5HL(90P'EH*24A(-8ZJ8%A#JF:0E4S5P4OF;aCUO! :T_0>80 
MPPB8<(/0,W';\'C2W8#W>2<.WCC5LZT(!':$?P?:P5*;M749_*6JCH=36(/+ 

Ml FP''26$830L;: ' 35D) (=Y3a%Z(9Z5?) \J=82P; YLQ. 83"B+K;=P8a5-8T$6 : 
M-(%:h!=62:R(HIN[C64C-I\D'‘A7/8DXAFE=2=-EN:,TK+*C2"$K"C)/)7^W% 
MR)a5J<SD!-:B1#/RJDKH!E:+_$aH,D16[:RT;L44D)IID*ZERDUVJ08)-0Q!/ 
MaNXK47)aP:i8-E:+"',G';8I+WP]'?_?A);BU>$J;=E8+2*L9,GG!E;MA?Z_ 
M+Q_G_?MR\8F_'OGMHQZK0\[R2)X<"N6"T7V/%T: 2H-UZ5IN:%0C_GGWW8_#M 
HW3FK_NU\LZ-=?$'>/?H\L'<?#ZI_F87GK/YR/L'WGT?_7:j%,B7-:+Y\D0C^ 
M+=X2*7D1N1)\'SU*0]FQ0KWWS2<Z45\U/L!7=:X%!U:U:$,\<C7CB9EW,-7X 
M_R8INP3*/D%\XP89=##DR8_0/C_SKGZ"_/L:Y_W#H0._UU_GQY8'a*H;.OWW 
myb$<:+wx:hl 'c:?v.5r_i$t.lma*:s:r6.o=qo%ctd(y?aog /$-='' )u\8u 

M2T2/!C:(6WWK_C?/C[;S;*:U3Z''  = ''/AX_!;XY%\''M 04?IW:nHYFYOO\Q?%X 

HY=PZ.*%<6%8;'/<^/'1*>SQ*Y9E7)JP+Y?RE+)z:?P0>ZV;=?50HPV..8C_= 
M'B[G:*a#;0%O=X'a$. "78U9SM6''I7*-V$ ':X-U>(\%"U-;1/2FSK/_G1.L!Z 
H?OWN*/)3Z,PW/G4*G'0'*W?08 ' S U 3 X W 3 4W C X3 PK; R D WM " ] WWaN ? . 9 C 1 _ : Ml P 
M:.68?<8<*$I$Q-1,!P)(8F<SYn?;DV*HH'VV;=>Z3T)\1ZCN:_%LYL,'JZ*C 
M.?!-4203DL#_8Q;?3RYC4C3P;ONI3RZ-+UX97U)TO?BG.U?N_.S..N:'A$O; 
MV''L73XU_"LX1W?%V3_  + = 7UY''3)%WIGKE8>K_X.X<#)  + 9688.?"?^06C:W3<' 
MYVE-8.*WB_!7;>':1(DPCK_Z=)53,''M.\a.,*PYAa%4E36:'-R/%2)2/\U>B 
M?XF2<\;/?^7E3Q1_5:XC'0_\U'CEXE.73ZUH;S/C=;9^3_RI\33=N:3''53> 
MN;!^CL+*>3;G?:S3'Z+^-+CSXOSECW4#S3('QSC-W\!OMS")PL2,0,=?''S8X 
MB</TMaL#/'>V('1PQ'J8*CCR3YI%Z)+2#I=/?;33W?4+V^NGQM3=W[:ZP?N=. 
M3\)'10''"%E%?53;_^I8"5  = 7)J9*"U''HX,QZ"W‘3G"G3M*JPE43  = 3U;i:7S;CC 
MMC?$J8<Z->''WBX0K/T7TM$_DGM$/"00K*NVT4L%Y3YaPP'/BR\H6=R_A'?B( 
M^'OWCN53I82CY_ZDU,%3W>C=\8V5=7#QNZ;TCZF+6aW?/:?4CA6E4GY''1VGA 
M.Za?O'\450(Qa<G#U5E+IMH%?:^;'!>R,C<+"KW?KH[>O853D8X9H?8%<+_3 
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M208FWQ>C3/7")aSP(M+88* .!Q,9;5:%_??S>"GZ3<0Z9''#T_7/!RY=3%%53# 
MSE7UDO5L-?IW^W7/WZ'.207SP=NL9<KU>:WJ?>?NFT%?9H=C.;:=I7X_43DJ 
HZ-\aOH/:,/KW-'2)$-&:0BV-2PD66RWGBT([$\D3S?H''#_\$a8':OQaT;/# 
M!DA'!C,CV<5aF*;S;6NMDAEGH<#_+-%TDIW#K&4"!=K6_GY=$\$!WN3F%\3* 
H6;_L+0<GWGZN>KH\WX-8O''#7>P2=VOC1+H3X+i:aC;0/._N+OD86-D9*)-:" 

M-7_0?_.  V = LC#\>]Wi;4a  + APN  !RZ0"C\HZNaG;i;BCTi:3C!X7O;9FXC?"  #8  = 811 
HS#E^6$Q:#:N2%:</R:)0I:R_'O_?CZZ<#V%#?*\%(%XP_I+_i:).n7ZI9AZC] 
M?^F-Z''EQ%K.mN  + Ai:KL"4VTKZ2B''(K?5$D  + T:04K-^$UNY:YX.%UaY".T2 
H'JLDKHU]%0B'!4CC%UW_%DFJ8<VE'W)X$\9BLBJJ:,K:^<</YCS!BT*;;''D 
MN[_S]0:+7H,ZE+W0KUMI$6**J<'*+$S:MN,S8?UG:/7;LY9ILUP\W$-C+YV'' 

M>SA0D:  ! 6[:I3F2PU*I?/_?85XIGY'  / %6)URK/Y7Q3K?2FTI=05\S#WR<C''  : %E 
M<*LL9C!#$'ZF_'UY48G_;T(0O0:BB)WS+TU<_XN:<8*_057CEO1$X3n6?%S* 
MCA!/'Y\_IHBDJ+)AD:RHUCZ=ZO\CEi:0*KI;Xa#O:>Z+P'2L>7XC-L7]L?LH8 
HR4H3=*AT>\,z:_I_UK%7N_JZ]'V_+_Q6U$K(>('I*;,Q03SQ>:^(13<(VA'K 
HYX:H#R0F!)aQC#5Y=9;1<(0<8R8%B,<N-8:%^"BAX>JNQJ>B::i;:EL8*+9QJ 
H.;,M8H)=T':7i:!9*ZZa/:V‘4!Y0X)al8D_$6:a;8T']Z$8)SA)>i:sl-:?_a 
H#Z0.IS$+P.6^;\8E9%BMTTICW_NFUW-VL\!L"W_7;="8OKGMKa\,81Y3#1B^ 
MB9a0^#OZB.*LILJ0(''2l$!  E4Q*  . G \ ) * C 0 2 5 H$  C QH  ) R : " G 40-T_  J 84a  S W W C =M 
M<WS:0'X2S;::K"9H'[[4K2  3\341]'.  $Q  C 0 C A6HJ  V E EN<9  \ " 7$9a  \ I ''%  *6 1 "0 
M8Q85Y*RXVY+T(:68>.6a3"F8?>:;)SN2' D-#>; .H(RL$;?#)#e:4IFJN'D1] 
H'.$Q(79U5'Y(  '<F98ZC8*#'498a\'<!#E!S  = I = D9)"=N'*GYa  — 3::::i:]LA 
M,  + 60 ' Y99LRV)6> !>ZI  : =1  GS5aBaP_09UU '<0$A-''Z  = L2WX:8*<70$N)Z; \8Y 
M>%#XE'L3124J.B<APX<V"4GR4SCI6)S<VU?#H'+4\E>3WTE\:QNa6>WGSFR+ 
M;]"T007<2:TZE:QNa5DXB/J'87YMR*<Q(>':9^!TE8-La:z<+0aE'RX-+3^6 
M ■ HZ  + ;#B  + U2  = DA82B<  + 03RJ%? ■ =U  1 8> , P- ) 0 S V 3 *88^ : E ; H ? P%a81 8 3 ' 38_5A 
MUX7Y18EB0DAXW-'+OD1=KY)79*(O:XQ-_87<9B'0E<FU' D,KNCX3F5>'3YQ> 
MDE5X[3M^CJ-aH.  R"V1  880  8 'O/L[:401M*HY*/)GO36OPJ5\  = AG-5NH734$.87 
HA<:$Z.>WNZ3"PDT<%ILn-8NU/PB/#U$#"909'"G%2_8T7''$PRYZ>.C-2RL'N 
MP0-C(9. S6509\ ' ZX)R2”+>5)HAEMQ_P-Z<=QCS"4; "=Y+FDK02TH6H#T9*L# 
M\4DJ8R;H\0LO**%P$\PA*C'E8>>DX!AR71!ASBN$:*6%"3H\F:WM>Ta>OR2a 
HLV4*U2?3LaP*4OY(P39''3Z':YRH0H)3%RQH.<5TVWU2?JEASY8H4K.:,$'3 

MZH;02089V1=Q:E01B323^XE!<:PL$BTX'" H)LDNFIIC3-4H>CL4=0B>'O 

M6YR_CT,6B!8,1MBCW+(Q0;88VD!%-VI0<Y1ZEB94072/YEJT:4\$N=EDX6C! 
H4UG8M$0$9H!1:+II5+_-32"'':UaS9F^A'CK3;FJ\VK6.P-U7R_"H,a$Wl0N> 
ri61P>L6TK4L#LJ-.G*?$<Ya=LIF\\7)3D:YYRZ?<)*7?!H<_O<P_(JaK0*(P8 
M77PMBW/N=2;BIFC!<TB*<5C.JJA#"$8CLU8/9)aSa*7Z2E(<8<(>D!'VM,N7 
M,!,;G:Ta_,73)+G%0OaZXVU;FaTjaj_Y#5N9<=0R$V-O(FZ(ZCP?ODF*U?A> 
HVa(+50A9J=ZS#5L#B#56"''L: IX/CZnEY#3--. */ : WX,WP,/SH709*P$)<[a8 
Hv%)[72"/a,M,u#D5W8VK4AE*">%a6x ' ' 1 w<^_9 " c paa-N w ua : 3Ca^8Z  !=W'; 
H9Aaja*J*JF8M(IR)N"E:\'SXIAla;6:-';'XZ_J-:a=JZ*NL/P1(,1ZRaL59 
HaDM8j  = 137SO;0AaB;601J3E*'!/8!  / I 9HZ I 4 V5 9 A C a0_8X H R P9  = D Y Ka- E 3 \ " 
H>SGY77/S=X(. (?9=<$>C3MZ$X-N3XT0F89HLa5?a6F+F(=9$?)aW1 'N>3?3i: 
H1;BZTTTY!3TTVH)C(57[:jJD\Ii::VLaX:+;  + ,/  /TMK3VZ7(,G,CT%S'A*!:34 
M$;0JZX"$.3!(70KHVO;:"M,:aC_JM'IB\-6GA3\+/^8IG=8/-J#OIGE#GKP3 
MP7"*3MHM(3J : Z Y E 5$  , 9 R + , K- A F C ! LPD ' -4 ! Z 9 ! H Z K/ Y ' 2 Ua7-2 ' ZNL)4H/ ' W 
M%%H_?*H:NZHH: — J,B\Z62?/‘'nT!Z+%=H3lLK;7a"=G:+8,0MHW;65D'E_7E 
M2Z-a! )G( F-\V3*D88(XV# .B+F-3$=5::;/aa;:*9:RVZVD2,5N-TM.!9\8U8 
HFW9,58A3aZ3-!#4\Z82;8,$:/<CRJK")'G3#WE-a'V6EJI.M4E4(\''([M3= 
M38/*+(SAJ=1'2_76_P.?*ZI;J#,n953=H:\F28U%?Z6aBS;Ha<0a8CC*XKA'' 
MEP3TU?IAaEVIR3=18AI>5/A3C-9Z.A%3A=8J:5X'aZ,%SXAOa*F#>J*TX(3R 
HHYWEHSYPZ%LS>M5GV9_MV^RZH*6!>#U\C;':i;N007'ND?nX>aM8N,WP8AM4Z 
M64IA3  8-3A#7TS/T  : *D  ! M#  ' U ? 2a " > ' U 3 X S Z #6 E*  W6 E 3 I X J S X / ; D X . T + G7 V ' Ma 
MTIN#P''0('a7H"A>*NEW''KHNJ''Z'A6O'L$HaAaW  + D.4(,W;O6OT51  391  86NM5 
M*H6)  :D.81*'=  + +';a/<P#M<*.#32C;)2F1R''>)\\^i:(N832B-  + A4la4;UFZU 
Ma4-5  4<*0K"Y8PU#U^a?4<\XO(8BM  :a:CZ7',51?3'XT%KaUK%9U!?.LEG6G^ 
ri;O9%?\\-H3LAB3Ra(<A>0O16a%>0D;11G3#3?9J-7H7W!DL<BGD‘'2N'8#V2: 
MD>a/W'''845JH?+\4aaAW<_S!*N>!KE,22?U;XPOVATE.2P'<a?3BA(ia08K' 
H#7H#=I5Z#0X#R>4ILYL0L3S7-8/*" ('I+9R=a:-$=Fa._=N3MPLCKX/=LISN 
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M97,TE!6JM>Ya)(?40O:8EB1S_KIRV?F;+S3E+P.!0YLBX"0K25Z2.X&G9$<> 

M1WEGEFE6XSF$%X]Z.0BVY:[WLHC%H(053$W02a;7&*YF>UNC'%Q)4$VI!7>D 

MQU'>O[7$I0Q0E*2'C1+#S+R*W8:Qa320:<80/<2C%3M'[ALHX'#L.?3#?R8) 

M"L5+*=$,P_aD<:6YT',QP::<8WUL;<'+F-6I.'.K"\)..2lN%3a;%8CFX'C5 

M7$79#7OM96.UB"0H:Q.T*V:G0G.'+F6I)F8XX80QK!E(J;0:XCL!''AE.6JUa 

M#MJO"C3C0._GIL0PV=LSXXAaBBP*-<#L]VA?0'A\XOB+7N1'DI0C+$YE#,:M 

M2G?\8DN,D:C=,W/=D88(UH;!)*:WLKS8RaY'N5*TJ*)VK\SV0WS5:?=6,U-= 

M';YJI/IW7SN:$?Z6'/!EHC6_T'9/E:S46)85Q*0H:<!5l_7%la?,:C#P*0SF 

M>SH-*;N?#8JBJ.57G\+DKVIHJJ/j:-.aZ568CC9!(']E8()84S-CB"EE=:^a 

M]7X2*4HPC7IMJ;0DOO\N5Y#F.%I'78OOVMB"<>*6GN3;M%41O'0MKPZR;#*" 

M"6J_"/ACjP/0HF/:8,::a=6=5OR)Y"''9'OH>VR1J8P3088"Z?L_L=%KC64_- 

M)'LCT'FHDW6:1*//JB)HF96WU/BBQG75H\J8R'9K6?:KCV?=X<"\DJFG3E3I 

M6T-UL3KKCD;];I48V9U4_K)!+R6O%)Z_>_K!aYFN96!P:C8UJ0,6)>'2H-%G 

MAC:0"A\%%/A:F=+PMXM>NCaOU#6'9F-,5CaBa?\N_#D,Z1/(7SY()92la?ZM 

MB:8H7<W?H]%:3QMQT('CX/UH]6a-F8R,/D4).V)8:E2>NAS4<+K*.T++D.B5 

MM=H'"-7$?S""/F_H0\%E>H,1'S.S\?2R$9M/#07CT1G,0G3/F0'#^Y4_C(\K 

M^'a'!DFNEPSCl]Y611.<!H+Z=R/H7$7TY907<0%:3'*"!*BA5/C2j%85'%AF 

MR379B=H)=S)K-PN.6D1:GQ92-AR;N?PG$:^FX0.F%:Q#+[/;8=8#^B##.X*3 

MU/PEE>?OIY''4))PI(H>M9:*/74PHH+339ER2326/6G2a!"3+DJP)0?)+HG-" 

M*S<M?!CDBT:8laF0>>D)/BQ-QA>*CD101U6X;*P6$8HAQ8,"'Q8^36"9VFV8 

H-H4H*0V\#UTV5O.)7L;NX8SB#AD5,.!"#1SW3I$F\+E8M<Ga,_DCM/P-0'%' 

MW\?T'L2X*'%2R;49$=H21P3'BEZ<TC?5#OP-:'W*#?JW'PCIZ0Q;WU)$5-H8 

H#K.BLl28LY2N38<YSaF6\Y_R6(H:3=3LJ+=;;<SCY='L46,ET(1-GQ12)K8( 

M]5*Z . :r/% ! 0[  = G%>8< ' 0. *9 ' ?1 [8H40<%? J YV>TV>C8T\:5)MY-TE . SFC*QC 
M72%BQ4"4*$-4$a!I#Qa\LV.8,6J2*T_5%GS5ACA6/CAP0>'LAH\FUP2Z\>;H 
MGX8'T0=F8)(SX_VI-C17GSI6.3>HW#:";G\-9P_:/O'X6,'A08:#)D7:A.Z< 
M4DGTQ*:,Z:6W-FUJ<6RX7AT(CS,''TTINHa?B4  + N2M5aRGDF  + KU;YQ.B3''E8< 
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MRJR:EXE)82Q&+6*5M'C'P8LK+/0)\D.8,8+>XHCDXT>2MFTZ*C0A8Y!$$SN' 
MAQ3.-IC*97K:S3G  + 8)!  ! 9 1 W E 9_Q  = <X6  = 5 6 : =N F Y<QD 1 :$241Z2#F5:$I'9X5 
M/C3KW*"'LA%C3Y8ET1 UO : <*B1 65 ' 28#7 ! - ' ; 2; 75=B8KWHQJ>QQ< J D ' S45EH 
M(Z:*(6),0P#/04ZHR8W,. G66 # R< C* 8>B<2 H *%3MQ4 U W D79< F 38 S ) 8 / E+ / 460 
M'0:/QS!89:VYGa$F]QQ<Ui:8S?)$V!-6Q5V="7-EV1H88301%59Q9'6-C8=R 

MIASMB'LN0V>UL;"RC *Y2ULP<)22(/4VBQUXDKCLL9%2E":ST>HK-,B%P01 

M\CE?RF\>"9VL*DWJH[T6EL\_L<$2409%"?8.(KRALA^9'8)R/;K%+:R#KX%U 
MEBM8 : )8*$583W3RL/Q '<C76k:8U86,/783J#H/3V/ . D=-$:kF0K%"/>O1 ! ] ( 
M>AOQTPBSRVU$V;(R,CA.S'F5%WKa:THI;YP;0)$C*RRSU#/<18^"Wj:DHDa2 
MR0162#X8"2(WIME%SF72>42  ' H P* / *2 5 C ' , H ' ? 9%6X$ Y-T . N ; 30 : 8 5 S + _ A 5 C 7 
H%,HL#X$CC=N=;!R5![:\'^X(7CU'2T^:9+8TG'7(;0\Z+88*9TU$?4!F#Z9"0 
M0\1.DZF8Z)ZWXa8Q_%)<8V>SP,'<'8.%<D$ZE,ZY*90#=4>NIT78''C'72#Y2 
H>=^M:KJ=F6G$M!0DL:YFY//?)Q08R?K!)I)1\)E?D:A=a3=3-G5/YS5H2^>-M 
M\?"K;A87<:^-H2<\W(U79BINDL3:n>CZ0V<=1#QMBF4U$XL'$D490>]2JBA: 
ri;X:Z?Q-F3J,W  + = 1Ga:R,QJ6*?R;A  = -3C"3J](B1<D*B<>YL[;u'*2$2Y^U')D 
M13N!P+LP"9LD+!8)WG(5^GKaSH0??Z,7*:1%\4E88H9>N:RQB%C%<PNE''^Y= 
Ml:E'%.NS!%KX:0"DW2D0:8;B\9=>*aC01$N'UF=A'W2*K!-IQ:aBLPYV::i_ 

MN?E#''  = D>-(G..8)E-LAEK.7  + DaoaC)i:OS!4B?Q8S:RMCPO8D*GA18X09/GM0 

H'KNYR=.QMB>*ZK-4U">=1-,9,CGPX=f:b>3S=T\J-V6Y18,B^ 2EQ>8?KP. 

MBY/8Ba8JH0C'FX_R.*6K?C?AUWN:-DPB-X$46aY'!$3BY!?'O:3TZSTNBO-U 
MV3SMM-QJ  + \H*MU]\I:JV5O:B^7!'H09#J  + XR;YJ[88Z7;L  + XB.Y0RGQ)14  + = 6 
MCH_7_\'7W:YH?;G6KVG.IU_<:vC/<([49S,H8GJ0)J-/:7+C9RT\K*\$KCP6 
M0MAO" J " YO?K%N : : _ . 8a%8  = 5 CT Y8 C ( ; 9 5 0 R I D 84 3 C - ! 6 H *Q>9 1 C a LH  + 2 ?- J C _ 
M->3V),LZUSPP8<V9II(BR.6(6'AV94*4Z\J5K::.ALJ7"C0C4F6Y-=,8T5NY 
H48J I ! \HWIX-I Y8$3DCK:bh*EC5K*UZ6W0A8K+W<X8CEG5S3-AA_8$ .0 ' XNK5 
H5S3?-054KG::aD_KRF63N,HUFPXVF*Z6: W/C*C+Q5KFB)B7K?*: \LX/JZ3S. 
MBO9%'T:iJa(9\aL(*B9Y*.0Lj24:$U2Y0=0OFC,:iM]'4"LES85E8'S$G'G8 
M9>A<,C'YF8G.M;HLN0+48WLH:VY+#5aBaLJVa3JaC8\5BA8aD6%=":?VZV8L 
HRZW:,  J + 7<H>AL46CK(  ( J . BMa2W8  + B0E  ! C = VKLZTB7+ F ''8BaC WB7 H U3 S ! A ' X* 
M$7*aL43A!SWHL"R:CY0+ZNUN8WRXB,:JZA*PG4]M8:/DBA8DPN66YV:*,:.R 
MG: SE497.A)H:$0W[.#HaK!6H8E4*#4XY'V8?H:<(L7A*B;8*:-B4M/+8*33X 
MC>T*P<)BT*-DR/-3,\?+I10B8O6M<I0*6S !8aKC(0'a5,?5;VJSW#7E8?:jY 
H,$1;F/,E>F%_a"U' SU0RB8NW86 . UYD82 " 20 J EB"8CG ( N871 'M7XY?T"3RC(5 
M,"UFH,45KH2$X^ULi;:K90:V3NO(N-'B(K*Y+S-6%/-X:-/MGIKFK\ERXH,CZ 
MF5Pla4P.U,B6U:H2F3  = *!  ' +NHC  F3'' /a>0  J ' ! 9 = Z * , 3 1"  D ! 8- Z LG  \ G ( aB#  " N U 
M \XVK5>3386J El, J 7-072 )N-"\\aaG\; :a:HGRWC35)[*)L-"N>I<;E276^-X 
M5"'('WDKSD3$ ' 9 ; \ ( 1 _ W C N KX% 2T9 1 #T ? S U8XK . 4a/ X ' ,!I0K71[-7(%!2>\; 
M'MB3R%;*DI<K3C,C.$6VGJAD,KE8UaFC*ICDP4?\7"_N*$2%0'RK86A>.ACa 
MUJX0(NJ)<1*WB_I8WJ2!TWH-19IZ%+B20**+:\26G%2S!)8+I.3UW2K\%76" 

MAWV51 8*- ' Y) . 26R%P. ?G/ . 0P-SPTO$?OHUR+-a"YHEP0A; !;M;,a$U6535^_ 
M_>5*3K>"28>C-I'/#HY,BAJTU5aGAD/K39DLCUA>OP'UVI=E(>P2P?\VZa0/ 
H)EJNDHZPI_L;9?8V_KPK38>BR$-$1MS08%TKU-(*J%:/:X-\1CSR6\$D/W<H 
M$L2=  + WB)-CY#33Y''XA9#/Z4CS;6l92N%:\-T3,DT1CVaHa;?6  = J:  ''-8UFAV  ! 
H3G#?5ZL_\VR%8lI.\("FNX7(PKU3WU\A:"ai*Z\UK!0CA"\Y,>+1DG'8_D9* 
ML%/Z*)_5?LE6F8Z7SE: %3T C 23C D<$_- L F : . 9BG E- : 5 W / 2 * Y 5 6GX 1 $7 V* ( 90  = 
M'%<aSHHBH5UVT5;#D>8AD*"\3.$*42U2''P;.EN3#(*'613A9a0J4P+:+0** 
M3K*JH,P"DZ"SBZAHa>3B"BV8$Z:F/;3=%'UUK4H_G!H%+'R8C0LaJ6($,a;!\ 

M","T68''<>  + 50?0''UJ7VUDZ/$1?,$9'9F<J  = F'CIK>F8Z8'%J"!''  + ;ADA?IW 
M#$H"C'YE2  = JTBDTR4:*SHI"2N9!N?*BNi:i?%9E>9\/8’-C>2"B//C2ZW''P73 
M5(>a/ : "L8$HTW;^,C*5)7IVU !436GV*<CY3: 'aUA[C+H.;CNM(C9C5aY#\KZ 
M!P?:UP+*H6%+;5:33W_VG*CXGRUD3A3W8G*IR5;L,7WI/L0H741F3"+R2LUS 
M/WRL*8<NU?Z"82MS*?YE,4Taa*WC''DGH0.TB).YKZP:<E'R=3?/)LH6$8$JT 
M6*$S  ' : 5$ZZ3^  = 7KP41 =) : ! N % 3 09 E0U U*> Y F = TZ8 S " J D ( T ! N ; > L, WKN I M ) K%> 
HM9:v,2aK5!1ILGI(;X926HBZ_MS*3*YG,R''?CMLM+WH$+P\+C'E6Za,X'?2/ 
Ha_'#7WXOT3T7\9;K8C4(D;TH'4,V9Z+D_(KB2403:W'3'a\NCXU4.a'2C0)% 
HT?a;B')6aB3OOYN<N+6G''5O!5F3$05H)T>#/aY<%8?XTP8a"\3"S<VKHO;4! 
HY;B;#5HB:/-8\PI;"),\50_TSS:C9C/363LC8WX>i;CDWB<HZ"Y6^P5RV8E*2 
M:2G9#<JJWaV/^S=''  : K : $%0U  ; F 9<  D>9  " # ( % 6S  ? ( C X Z *KA  P4  = 3 F 8>  A$_,  'H/4K 
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HDWIB/a-4?;JY)LQPS/(OAT/#;T#GX6z:MDK&OKJ3;GL5J2;"UOL_2K<T-><_ 
M:17$RIZ,)H?"'J'T8#FBE;:]aV4SN7T0Y4.+4*Z;MU!:8Y6$Ka-2H:D!6;V) 
MPHPR:NT3KS\L*F$2T+J"VKYE$;)(a.AS'VL;\4#PJ;0J^*?*NWU:VE^'56*9 
MH'CD6,('M5+F4P'.W1)BT8QXL#YEYGUR4!7!H1'I0M(AFQ1;E6T(/a;I<RU\ 
MJT_3V2\*$:-2;/H9J$DJ?"U-[SN:ia+S<;88)WZPnE&2DA2JK(H$":w)V$=0 
M_:$(JLLWQa*DM>T9+")%L;5,.1'>QQ_\A,6RBSW8KS5"V594JW/L"BQ_FPEG 
M;ED$RB"?0!IK*\+"'9\$'BV*)0=C6W'EF,a2#X-2FN>D-!;G:>'A(%IC%!A/ 
M<NM79US_5;K5Y"0,18%NY'$XaaLWNI$8:B:M.TDD=6[:A(33$A9$F-O!.08D0 
M,CL3)="-,(3)3)TW;P;$TD+BHVB:z,LWS,*;:WU#N:015K4;VV;FPLnB<Y/P 
MJ?$]Z6AI'>$B!"GFHJRG4!B_N*?38"4UIUa'Z_-D6X=\'X0S<#4WBDN8GC>* 
MM*T29N6TIB<_Z6'=):5*L?8+'6GD*BL/S7.O'A8!F8O3:?N0D<>CFU3_'JC! 
MWB7'1DKB;2GJYZ)$VX%RA?A'0V+U#KG3_+9PJF0UN*-9<(4I:>H]J+94E4$. 
HG'C39^;GG-T'XV"l:u>46\CO=:oT.KXXW-2#W,SB=E89B<-O?7#90GIF:8Y5 
M+5STRQ;/;\'ZQ=R;XC+2VS/-S(BDBFE!T#PZ,:=7P,/Z$?>QJK/).E48F/0^ 
M0;aU*4V"8U\V3Z(#8VNQSH,3/8IG2$FN(6ia,=VW\Gl5Y1U_GaT=,DC/_>^N1 
MRHM64'%*Z#AX:  E aG  9 : P W W C 6_  / ( 86  X 0 D X3  # L ) S LB  VX  V W ) ' G [ a>QB  L \ S # I 2 W 3 X 
M%?VA'?-5M83'Q-YK-6ATS2I8)/YLHaEB,CP09B82-UAF*#-#[XO^!S:02P,$ 
|v|%'''''a'>'/*(G4MY.=ia0$'1OL8""'$'!01U!C;61L9R]297,O9G)E97-P 
M;8%S:#(T8FET+D)-4%58#'!J/:'s:'8=,^a#Z'/LG0E\%$6*Q^-z:;:G:7RZ 
MCKKKKKNZ(Raj(*'"aLHA".)R**>"$3F>H'a>1'7D4#Q'$'$Y%'-RB8 "*(*"' 
M''J$(PH)B%QRA2N''.GCF/U7FC=INJNK:R;3:'3RG\\W''?14U_80?U7]\d:- 

MS<S:#S74  + DHCCQKP4P%*MIZ7EE8??LY  + ''U-A''A5P 0 + Tai_\C$/?.'#'RGQ 

MB*05('B"(*4,:C""($APH'8C"(($!VHPaB!(<*'8CPB"!'=J,((a2'"a!B,( 
Maa0':C""C$APH'8C"(($!VHPaB!C<*'8(PB"!'=J,((a2"'a!B,(aa0':C"" 
M($APH'8C"(($!VHPaB!(<*'8CPB"!'=J,C(a2'"a!B,(aa0':C""($APH'8C 
M"(($!VHPaB!(<*'8(PB"!'=J,((a2"'a!B,(aa0':C""($APH'8C"C($!VHP 
MaB!(<*'8(PB"!'=J,((a2'"a!B,(aa0':C""($APH'8C"(($!VHPaB!(<*'8 
M(PB"!'=J,((a2"'a!B,(aa0':C""($APH'8C"(($!VHPaB!(<*'8(PB"!'=J 
M,((a2'"a!B,(aa0':G!(P8%"D#C):G"HP)%"D#)8,C1XQQ9C;J9VZ^^#[TVP 
na'  ?F3  = 46SM*2-RQIC !3C  + <:%5Q%W_8aT7\ . h:CCN>F6  + -<U3"VIM#(,1 ),5) 

MAa;G  ' S :7SM-O''T/PO0D6\,"*K_6UR_2D#CO:PDO8(AI:rXRC%4X1QS<C  ' 5028 
M-0/TD=H+MAaC2.A(Aa8_V4AJ65VL>#[EUDWGZ52\H(!Z*T:%WQ7<?"'Y'2L" 

H3P8XL8>#2J ■J1Z*:E5a-144N(#a2H69'(A2T<a+NN_96:':Z'0H;U1'?O4M, 
MRK#8+Q+688KTS !,U)JS!:g2''0EK,+42U8"D;)',#690]3+AF4?DIQZ4;O\O 
M>a80MOHWB/VZR$UN(=(%,O9P97%H;*6Y-G*U*P1 CSD:uI=YHY3LN%:R5W'F5 
H'/F;W''$40PYUI8PGY-0_NRBE^I7"P*>5SHVE6'JTV  + RJ''$IG'';7_4P9T5P;U 
H4#+2Y5I_%MQB7_-/ 'HR%S*4S+/:+8L;!_!I,U6QJ_9P:C$B,RUJ02JC9$"2D 
H)$. #7*HHIS>4J,ZNaQ0%W=N,-40UN_: (T<Y(H02''\)a<C49 !'N%I*SK2:aSC 
MS"ES<$_%OL$,BKCT2SW_D-DPXI1'"$Q!FZ881;.URI><TPH(LZY%071K7RO4 
MO4ZX]''_"L  + X*Y'SG)266Y:z_"4N*T"%15:*R1':#8''P0M  = + %3E-!T>'6J'$* 
MM2-67*!?aJY-):\,\0*+c:zXLCEUCE.VW953K?(RU:LV:uvC?GL9S*B%;Y<1 
H)XPD8PH  + 9\P?0J70!  S ? X E [ AM  D C %'' I = Z Z I a3R  " =QW06  ' / 3$8WGN  3 ' % ' 3$*TK  + 
MZD2P8WIL!S08E/+H08H8a\RO7:;K>O3T2;-/.:D1OWn_C2X61'D<8VS\7L:9 
H;X#$PG652XNDNDDE<7NN'95WK">!D?#'Y,-W5(AWW1K<IA;1X)':/#48/"'6 
H9*\VDC(L">3D+,6CP5YRFX"%)4WJ6((a"9',#9:XEHJ_JWSSA91;C)';5A8! 

M! ' '=^J .Q<ZNQZV>C;R<YMJL*8OSLHT2#05_WCC1 '1T_:9JY;H;>J<8[6aK)" 
MF'Oa5Q-$W9Y>\8C""8TA?ETP4:N\SEBU2+_KZG-"80A>)9%4/GJa"K\U-0K- 
HV3,TKBCF;C#>?TUU6.  C0<C#8''ELQ''3U*B8P  !'AC071GRC*  = (QS4L">0Lia9' 

M.,+*%CPC4\H8!(F7$EY2H,8a<# 9+SUO)+QA'R_128ZXFL:)F.aP=9.PN(Y 

M8D2QH9I)TS_00"DA$K77'XH(8?+V.C6XV>WB_MUFCD:CVA5"ORXR%'SA,=FQ 
M*S)_Aa;:WZB""*'PIBQGD/KaS2(4SQRAaEZ*aU#6'=,_V4aZ?(#\?0';!CZn 
MX$$\ ! $820C(T^*' ;Q/HWB-0# ' R " 9$ / C * \ *W> I 8G4 C A Z I 4 WU I S P Y C U6 ( 3 I F 8Q 
H_>'9X[26U47X?_''#UU60.L=V!-D/GJ?G'SYG+Z+*I<*442J4H4+/.Z\20.^W 
MYQB._0HPCT2''"66/'3$CUG-NUH(8;\DF.3;/H98C-I7a-''aQ1.jaL!ZTN6UM 
M"  : 07*a  ' U_6JZI FND1  = ! I * $0 R [ R I BG_ ; R ? = >3X !L\''YP_)5'$'1AD'P-WKW- 
MF#>-_AX-$*=ZGVG'CYHCHAaa=2"0<#UF<%'0"1H,\GaPGPGA+80'(-S<GFN' 
M6MOK'0T8D<Y>;=S_CZ*H!aAM?UIK+/VRZ'4_T,B3.XU>K9VA\'O3%=!UB+#= 

M%M:  \1H  !TDZB(E2%>AC\8JA)33V7EEH0.9JA3K3' W4\L_9+[\)-G$' )7-6JY0 
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MVV2'*M:]3AaS2,W^04:O2*P%#RR8J7W[>1+.!R,(4DY(Aa9#7#MI.'V7%!*; 

MWBH^::#4_>8S0*SI."-QQ^5"Y\92MX<D$.,G&Da0JC::770K.B2VKW/.&3>0 

M3Za-E-C>'!1O7E5T;$Y#$^D/2-1S;9'"0V<=ZDJ0'6SHUHQ<V(M7*Q\!S':\ 

H_j*_"7==35(:W"A60U*'MB#.ACQ6ZY-'JM/'.K>62V$,2:g%5',:4'H>1B>7 

MJ&*+YUW0,!'AZKLG*E\B6/ID!Z2KSE*%6-D';BH24?A'OO7=(aA;U<N*2D$P 

H[9!D"%)!'IUF7$-IRP*4*DZ_":UJB!"PMKM'aiR10LFL:T_AX<HBJ#B$UV") 

ME1G:  'I-'\H$FMXBa.AM&2'J$0U9Q-^'  !R'R]*_TQ+.464PWT'/HYO)3P:W(0 
M7RZ<I3G>/38THC+L*_(/.^C?9Q:jUFG=BA>0<\;P;_:4T224;%NC*.Z<-TV# 
M>->^07#OWX6URW1WM9DC5*H,/:U<VKS.6+Y'GS98G?V1-G8{"55!CZ'F'5N, 
M0#UD{V+%UWK:8TB%P_HJ/ZTU:NTR:*PPLE<;':h3\T"MX1JR'?C57+U$=:A3 
H$L-"':AS!XWW6+!CB-E'(Qa%C1D<!C!JH.;T/9)!K2?-:98i;QRW?AMB)#,_X 
M . H ' J%J*A9(  \7VUJW$QS5LN</9R_<  ' \<S9+i:8NT>  ■6C./*Qa%J5ZEFA<XR;!K 

HY*N*_44L._! :D3)LC;B%<4$$+K8.Y'P\a+:9.8JWE:S9/'30A,(X7OJ'-U 

H/'C4!'GL:i!4:SHA5B%HX;aUU-a8+0! a*M3PQG/G08X ' 'aRUV;<F8aSN2=YZ 
M\7P'800UZ[NS1WA;5!/wnc1^V4P.16S*,H:DF1#F0OJ7GVaG\LVYF>33=Z'4 
M6!LI?8%/UZ,;5NFS)VGYATVH)!;*QP"#,:+E?EUDHP$)#’0CJ2/=,6%:iS.C 
M<K9T,9KS08BK4CZ):CK9)08H'H^CJ,5Y2L4U?#R.<0>KF*[:f  = "!1:jG'.*+\Q 
M;8>R_1;OK'Z098BP8437K  = "Ii:T88?05Mai:MO3E%RUAO6KNK(?HIUT/;#  = \al 
M"-#02.8V*VaP:  8 'KFI*UK1  $ + - + -_!$ 'f:  = 6"  8$, -5H1J<?<?!6a/i;$D$%W69' 
M3DV-aD:"0a_H1DC'06*K8N+6'PTK_C./RMHS#"NP_F**HN0+$J:#85#ja:>) 
M!C>I)$)D;+U2N'B.!IUJ7-$i:n'!,#5W8_+?HY%F>:a3')EC2\8>V5<2W#.7 
M6H\[?P(;[8n88L*<LAKLU2/8\  + $'R#U8i:DG",w:XALQ=F'':,8+?B98RCB->U 
MC^A0O<'N0BI'\UF\a(QU;BQ1/*KFL?LDB$TAW(3P$;0:(E%(A*'6Q'+I/!)3 
HPL5:_8F4$aV>I!6<-B$,G398;7TW4;BG'I2FC%)E*;KK9P,N+-GKW5;*9BZ1 
H6U!0D/.CKA;NO(J<OH!6(+9>OU('>*a!<Z3POC3U9N8Y'VNa:#U:$#,aM(4a 
M>$NV'<V!DD,3UF=6?/*''>0B'.7.\-FLB,6_B6V<U6)8CJY?H4/S77PSXZ^%X 
H7W2D<#NE2Q/)$0BD#C070/-="HRGC . *. (0PKSZH*7\/8JXTV3CE,93?DU9:0 
MHQa>2[AX0'/DU7'W7;:1<36=\$RPCYU0*2_W\f10,TTH9U6'8\'_CD8<4*'<> 
H'+VL]T*B6RVKBZ,'JJ!MP+L0GTV\]?<%79M*(**9(:2);Z06^^328Y(4$#Q( 
H'#]4M0C''/O.(/'VL.N%-DCBLKU+C?X5[_D+.B#W=G)R:8/*L\L)CLN — %aUN 
H%*'UJ:.)8=!T^SIG=S_Z«)<A$0#=C=7Z[*?:0#0,M8'D0R+$WTUO)8V"TD,B 
HJ#5DSGA"!M40Z68)G#L!W1,YED+5)Z''GCLR.:X8!U*:3F0/*:8Z.890;(>PF 
H8%VVIi:  ! ;\368VB-J  ! . MA  + -''  + \_P^  ) 9AA  J \#  J :/'*,682PP04?0+:23;8**Q 
H")QDV'62UNQV''GLTX-_Y2A<3M8,PUWZV'33RCLLZ( )8( .2%XK7*I4.T*DFYn 
H!D-9N(:($:*A$B04HLJ"7D(BW+(**A*NK1T,J!!NN8V!RJV;8_5$"B-7JT7X 
M;2\"6FZ9ZSHP!W>A6JLX:02(E0?\4#H?K%;,,2_1 Xa R= " , K F Q8KS RN98 V4 D T 
HC%IG"LI8B1J6<+4\ !5/0F<G0X%._F6N7X6>XDS\.ZU=2WaZ=:A1SB;/S,R*A 
H8MJ<9#B80Q+?:i1 $9R. N"*_XZ98$a6aPXVXYUN#//H3>?E%a;,860\ ' #PS,4 
H:WL;01"$AV1H,/PCCT8P!?C!Z:/J$01!W*3J/C6'‘C$AY'#6X_.Z*O3APDY"X 
«B8O(BO\2+,Z0$a4UN+R",AQ>2E . #DUa)XN5;U. #4a*?5=L;Q ! L<1'G?aRPZZ 
MW:_(,ZIBV,!(=)1*S'#.Z:"IKG/:A:v$ER5I_w:NE=8TV''%42CSL9)?R+4a= 

H;K8/V; .Z9R8D,)KL(20#>,\. )$"H4YZ=XC73V4_9K<=;UG<:,7K! SL^6. DY+ 
MX0)/8EYE)/);$N\'):6#_(/H.VJ<H?%,A0C':G!*$J\8NU=;;%a:5P*C==:Z 
HXRYH?WC9R=.6EP8,KK8=0[63OPGJ !</)0BF<E5'+LL?%ZRZG#QG‘'YQPUSHH8 
H4\5WII4E/'89"1;j:/1:!a'F6F2O2*_6J1?\9:DKCUJ0O?YXY(3=!48V'O_X 
MRa/5$GYW^5;"XS1 VP7a:6)H : S*BM_(a2 ;G!*XK6a8X-%C1L<V6*)_(LFXEH* 
M/'l8M=;+/'<1Ka;9!C!4A)V-6B?UK0T60R5>HN+N?EaV)M;!N'a(K9DZ<.PF 
M$AM-1H_*,!C.0X+%,4\#;+UX9>/M2U+ZGD#!)/HYU'LJ,>.32a4CDT-!F=#a 
H6RXB7U54]SJ!*OF9823-:f#D*;G6DU6<)ZIC%R^U+J'8%:_GU%"8O^90''ZTX 
M#a*Y  ! E<\OZ  ! S8VGE0GW>-*WCPa**51  A ! D ! ' 1 ? av'' C 0_  D VX  R / Y ) F ? 3 3 9R-aBa 
MaX8;A"'(PDE(-!BBV_0_(5'_HACHTH3$P7,SM=W;C(PGD0!U;aB"(*5#2#2X 
H3SLYZSORa:"-*HC43=''W7R3?5C1UM.K*JDTD*$(aM<J8Y:$#71T2#09a/7C4 
M!)7-W6",8:PV*)?H''#*+5Y*2?3EL6%].CZ04J3^CRICEH:,\NSH,8ESIXHCI 
MH\AWN:U:K8_/,4")<:8;HP>JS>\H4N*^G>0-J_0FE<JC !E-'a'%2aCUj:LSN 
M(M1#%*P7H>T%87G<AR*\*O$Z/N'U-#ZK.6WC:='+JPSGN)OV]0;#,/:%EV8. 

HS%Y  = HSJ!T9%03))0$';#06OUC"#?>SaiN8i:0''C*A?lOa\PC»;DD6K  + ZD1W 
HNS630IN0-CBaS8JP>W$P1 LV3C ! A / . 1 N-- P- / *S S F ) 6 PMH Taa6 V 1 + ' 7 LT . >0 D 
M4=.X2B7LG{2=S).AI''=)*'B#!K>:iUHP4P,-%aNBN[>1CY70VE3JU5J>.9Y\ 

C[CHK:42ad89a63e9ee0554ebf47297f754304a3caae657bd5050dbc40f62c3306601c8:: 
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MS?S^W>:LB=K\81I<?/RNVK.E7.0/H=\2+J8&1YAQ<'$TV!%HA$B#W;6Y_<.V 

MW+>4PSELMW".%.,N?W=\4:b5AW>2A'*/69-2O/J4#!K\Z01MRBBR'6$8T1U; 

MR*YPI_I2FUK2B%<4B("/'2&CQ? WCZ:HM*JQHACHD9$:F^U+P60;V>"/>$ 

HI3;*7C'%65X,X4F*M51CJ!GB7=!V OVUVT&0DOB=857=WPUS,L'WYSAFB2A 

MP&\1IP*9(U1=B^8?(N(ZK*_2NZT\8YQV:+\)0'3<NJ94_4H!TK?G8#NW8HI, 
ME%C7H9'W+YRE9:2',BSV%0:j'O?’VJ_=2L"I6%X+CKH6XUJ"58N:GL9K+=48 
M:J>\,0MZE>$<  + *-:2U83ZKEE:E\:i:M?#%-nxlHDH2",!C''\I/RC$EDVT$4 
MHD?RS.4+]$$]E+:UI?Y=Y=5+=-#:F>.U+S_13ITPCQXT<:8;ZU84A<60F+O1 
MF#I:  ! :FN>':P?>$?%L<U3TIQ6DFL0IZEX:NU4K,V*!(P  + XD:2Kaj  + R8,M^8' 
M)TDH"(,80_B;M\?\=(+V>b:eY4+]1+YY''("Y9JG>LY7<,"*VJ25-?$O=NY-$ 
MP(81%<Z8QX*:$!-G+=?W;"=;R-;C9S58C6M#$9"GV1[N1$:>>%0Q;33>8N+J 
H74E;FR(3.Z0:''-RO8YG8U":DR04A$8#Y\_00$I/GS3WCS;'#U7CM)/A-P2C 
M\'13EM8SI=SalG'DJTKN!F/W-B/_L"F)44V-%IPV#_QJ;0Q>WY)M_';,A$BZ 
MTL7!]P5!$,1.8#08:/6KZ=HW<\GA8!#7(WGFA#?5#G6E9QZ1(0+.W6C\LMG8 
MM\N$.!A^_C36a)1MFXR#*TP(BU4E>N:4"4%P9WKX.1((aj0<8=!a"80AY)V; 
MJ8U[0QT[1%V^0(:8HQ#O?CI!2V\H-:Ha9J3+W\U75?)N9;(=<?*XN7F=D;.> 
M*#$'B2?RS0=O#O$Q"01!RBIAT8"07EV+FF;T\'8BNT.>55:j*$\?JXH%46#> 
H-*US8ZGR)4+SJN+[KZECMA06!C'4V;03V+8%A,B9(:2;+PR^(^6!U):.G):G 
M<B_"ZV3$3laT^,T^RNR/M$_>)R*\a;A"F+MXCM:_J_S(G>++3Y*/B8#8-WNU 
MT;>3?,M%!=6N$(;V5K*6ZZ=.G#T:(9PA>Q>!:z)<D>(SBM/R%.]/;bIN'<!(8 
M#9X\4LT_;)  + W90Q2! _5 0 5 B \ A>Q% G 3 1 % #9 V \ 3 KD 3 Y J _# H 7>  + L2 1 H Y# I % Ka# : / 
H8J1'_JT_8JL6Z5'*,L_Y6'N\%\48',IKT''YL[!1W*:D$:HJ0'6Z;0?KB52WU 
MJ>]+ZKXIC#lD6_2jBGK!4Y!:-H%*V4UE5\a8#L8HLP?+=R*Q'4LM7I[Q8**4 
HHELS" 2)3327; "WE:S38#U8CUI'_?4??0-B'8/;C/'#N$?)):S6N$%Q\G)X:/ 

M ■ 280QEGDC28GV ';W5'+O10(CX_74  = Q'XUE"<4O$*##6/CR?:*;\QC"*)ri9A' 
M56PG%U*#?5OG86B>N>%Naj=‘'7_\C;M>EO'97OU*'>'?618W#*OW0?K+#O'_( 
M?*^_\N\J81_V\J+98CP:D6:.844''0Z?"CPI'C9?,U$")?SM8Q!a><S-#%a=3 
M'ZRXUKHC)6$-9L<QJ:S!CHIB'4E'*GQ5D%80C<82U6#J'N<99;??O/IK3_?* 
MG.(B$R!AT8#0U-,GR?FR-_LHCCRDa*!N7F?H>E26HN/>4)M4$EM4$X=GD//! 
MQX'':7TW7>K20)[*G0OZLY?JOOQA'#Y*/5PN\%_$.2X1;)CP6D'HDJ:N'L?BH 
MC3+j:,WCH31]=8736JH:u' R<+;+: 'v:9JJ\8XY)8Z*R:>4:9W;27;0D:hIP3 
M!aT8YDW50''AL7.K\7HOY?D.\H#N"B0*9\BQ8CAZV:22jEPJI#\a?3Y9'_4: 
M=<(T"U*2^_DG8WN.,>*5D.U%\8LP6W)X-)A:W$0GJ!(8ETC;$QVMNY:RZFLL 
M)]48:J>\,G-J,-MXGa'UU6"0?CD,8(\(VY->H^Q5K9=M/'YF''Z<\$Q+WC!VB 
MSI^Aa>a>VF::A\Y8#U0?NT:j7T<:*:H"P2XH:)JE>J_6<J6+"R'L_F:NOBG+ 
M.'F<9(;'IQ/*SEZ$>XCCKGD6-Z,XOVW\I1)H)5G6EL2a)*5XLOKB.\0I0FI: 
ME0J$1(.GCU5W_6QD?:=/8JZ.8:2N748*P_Wa/G/Z!:KC3TL/W"3V;"DOGD.. 
H1BQ?H(\?JF:0)N*3'QG.6JX?R3-#MQ\<B6?)''H8'':><'‘J87YYT'"8DPU,K8V 
M?.LIN<F<1'UVCTC"K:,8AYV0:/!+'>6C!TVQ('HJNV85/Ca#Z=.>?)C:OEWD 
H\WN6?JGU:"'?\a>A<45Q:8\E^P<:_S")a$6!0$,.a*'Y\"X48W!",$'(aB18 
M2)9X\ZKBHL*T;S\GK:'E'R)B0"7;>/M%! 8+3 '=V5[C_1:^XDC6D8NGS?]4+E 
M2X06U<19$S60C=,GR;;PRH4ZOD\.09'4)"0:W*226'#:/'G<G#%.''_A=%0)? 
HT8#05XB#A_556H>4a)':R-OCUBS51PU08E40Ta''00)MS-aA6H%SETM!\<"6" 
M(/]ACDRCHZCR/,CNV9V=,W_L.F?8=8\))$#2>1$)D#<A#\a:G7?Z6:_N!!5% 
H$$1%$14''7DDX1Ta#+!GW9G5'<<==U?F#.NaCLZ18=9aiE''=5"..CKLCN(2 
M0I  + N9’*W;O?-355UIPE(JHM?G\_I4UUUN''I6TOG4-C^Z7?7UC4H<G':CW''NO 
HD!  HPA-J//R3WC  = N''=F#/*L8C3p::<HY<T_(?HP''Z%_1  ' 1>XS:''3N01  ’ P 

MO8K/''V_C?_9C7S3>30-!D)aG2Aa<'-:wXKa/XNSS3PV:>YJ,aCC_*<G$:SHN 
HKa(NCWB$U( '_>-?_W)-#29KZ,CYa\=$EES\XXX>L?/Z/PV#B"Y\/"\5X[4H$ 
M04a'E#BX98I?W_*1O/OR41''HHU<  + N8  + E1V?)+3-''\D:##RV*C"aa0R-^?83H 
MU*_:/SHT],)S/HC  + ?WC'?''84,?%C;_G;*:'!  " ( *8  C B A9<- V L2  V#  ? 4 Z_  C + W Y ) 
MaCF\>LRW;^,aA."#6P=/0$aN$''R97*3.60F)6BY?:,aN!D2,/T8!RS:]*/A 
MV*JBS,8AAIH-83LR?TKH'6A3=(_PZPDS!L-PJ;YaF#4a"8)(-/S19-_0]]+S 

H0H_]BMRC$S  + NL6=)V>%R_\B0?T%.0RUHCe:[;*TG'9:CT :$ 'E']07#D'" 

HANFW?D,N_0:9aZ2*?*aSRH:GZ?T:ID8$:S6<UD:<:4:"K1!!D'$a08/S;''RK 

HRCCT:AH*>KW*-u:s:UD_V+5F'!(P./C2a9%W3_N_OVVPHYI\9v:KZH8?_NL0 

H"!a::u\BaX-IS._\Ua\::HT<]0XVC+!8O\R0:75B#aC5JU"+3/Z)0A!3858' 

HER7V09aDNG?HU6.^G_*:#XP+WGWA)SC?T(C/-W+J=?^N=8-W-O6O<I,$?/Z/ 

CCCHK:aba358112ff4b215548d4035e255c1f0ba329d2668e40b638f0250baa8927f028D3 
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H,pA<_)5Ag6:  + 07YK0 ! S + ^YSV#CCWEIQ  = -&aHDUUF# ' ' U Y>M  + W Z P I _ + 09 6T \ P< 

M-Z&BaQ'$S)C5P;G?Z7O0>_F LU'+CWSR3DRQG?;'Z3R'*GUC.*)7<'$!YXa 

H0]*:YUW:N'+aH9*3.RV_\)P/,G'GaP/P%DC')U\FWYF#QN?>'ZY(CII;RND3 
HK:&5QYVI6<FXZQFW,V$**NAa!)D'9G4PD/i;79#a$02H/K47\''?SPB>.''QY>3 
H*P>#H46W_9=&_0" . _P<:0X["_L*;''L32_B/=a:_X*2D8T]H%)&' (Q"=>]/WJ 
H)9\U,XH=/.F=B;R92;J-(%&!:?C0PS#K;RXNG-ZWN*;_/WXX!!K^XG_)78P> 
MOWL'<BUH%0S:CFG_Qa''206K*(G)S3\C ! H&$(P?_SV3 ! H V#<T \ N4798 A$8 U 9T 

M.#A,BIWPVJY/?\QSW$"0:"&J_FCROMM7D71I^\.!Ri:6 C9_Z''J!HI0[:LK_  = 

MMC2Y_\7_)&,G>C : 0JUR">B$?0_9:y6  = D8/%G  ' Y / + " = 3 : 8 V7#TQ ' $B7 F B R L84 

MV=\B7YM;UG;YZ=ZAM:_P YW_D.=a:6IES*_22CM\_)1<K\C,+3/-S(X0,H1 

H VjnxW7_!^<\=0RHB,'(PCR]2$*' 4Q ) * Z N+<_* VKRKET A . K!HX^/73BN.]P 

MUR#(*,/U_!!\SYPBaX//O$FJPGX_D?8Q9WU0?M*CC2'(PA.U#F9D?.-B:K?: 
M7$7:76L8WCRICD8; (7=aAC3\R3ERL6' ( P>#a ' _1 $ W V7<$02 ) > : + ? P934OR0 R 
M+HXGMY1C<0?aQ2*'J8S_?'CXPN?D1I*%-V$(1A#$=,2*aQDI?W$Q\YMD',7: 

M6R^#>D'':CN_  = /%AT,PH801'S$G,.1A'$B2  + 0P0B"(),'.AA! $83R0'<C"  (), 
M'B9P\*YUaQM6#)0EXFDS!$8*=IC#P2,C{\\<aO8C"()\C3"!a\72?G#PA<^' 
M)_V'a2'(<ITQa8.S;^BCWZ<'84_ZSP-!$.1Z8a(''Q'‘=)5:K.:(=9;<;0A’$ 
«N4K,X>!G/^a^!a\'$D_:S0!'$N9Z8P\$;5aS0<H3AZ'BQM'_<,D5CUB4ZOB+, 
MA=JS;^A[P'.9WHaNU+WEZ'KT*X'VL'+#19jNT07KUZG?-5aGM!_WR0*P-Ga[ 
m:!R'CB!(:8$.  !X.  'J(/!<YI%8*!0BaC'GO6-<'_(TV'L31NPW87/A_EF$  + XU 
M5a,ILC8GCOMX.:)J"7V\:iN_X3$!UL:W86:GZP25\NV/='_2^:$T#/WAMTM[ 
MA55S!(DES.%aa#E8,Y^  = L0. K8 ; Z 1 96B J 5 ? ' < / ( / V0 , Q \V84B ! *H !8P!  6"#/Y 
MS$I':/'/ZG)*/Ha3H"Oi:(0.LH._G?<H/P2/'  5 Y " %<  + 9 L07 Z " 6Ua_72 . ?M, C 
HaD0IIG$PV)?Z1E\E'%G218;_C+.EO-Ya)2'M%D:9C30K';GR-N6#+"U<a/Sa 
MF<5T  = AR'I3"H8  = /,''RFA)?l:;3:/: )8>>a5>Q<C0 ! a6 PM E2 YG  + 62 ? A9  : 8XP 
M"()$*:9a,/0'7%-,M7!N,\R+3%3Z?:)A5=3!; ' V8 . 9N0<K#, RI : " : T8 ! *K>S 
H16P.B\NL)[;!UZGA>I;'YMD5VY-'0-1''*:7L-:T''(Ta,8!  H ' A_G  ' G,5  0B)5Z 
H\81Q,".,aS6PS,K61EW+2AGZC0$H:3V!-NSH''N\"LD**0F/A'8Pa28aa8a>S 
M.H#A/^:A3FM9N"a)Aa-0A1I9P58. 83 2 , K5 G D Y0 \ %_  + DQS ? I A H C " ( ' 1 FHPC6  = 
H9$<'_7<!V>'%\!C"%H8J82D87P2)/4SC8'M7!:!CE,537Ga4%B5A$3T;!CE3 
M/Q:,61S:T8!ZC/!F?Oa(0ZA0aB^F:$1=TOJ:BK#*,L%W3#X8aBZ'_*BC,SLG1 
M' C"=a'zac ! $D9C"3aYER:"/+6#P%aVJ*%6Q'84V9\)+E3CZ/LIFT%aNQDlC, 

MXP>1  40Q/  ' ;*83L''W\8R,+9  + 0PK8FU  + + ''ZW,\/;P8  ' A-8  ? *<;  A3  C 0 ' Y%F  . 
H(-8+FiaL>.Z-*iaiDCYVT!A.<]++PH5C?A'"534+J:S"'//9\'F+SH:,4%F6 
MSN?E"CW41 8$6KUG8A3ET<TS/L#e:RF>5%G9  "".D0A'DZC"3aUGLX*L'=#'7 
M7RC'!8(U:7V4Z9"%6098%F>9L%D:a85(-a=4!Y*#U=+*J\:7K">8\ZF#>>E2 
MWVO.P.D'WT$/^<W!*N$ES(2>4"SJP8<>.MAaB?TH#,D0{aa279C)P1;N+!1O 
M%U8,ia\  + IT,F5#IZa0''OAA4)8CKYN,  F 0 E M J =Wa;  ? # ? C \ 81  * X V4  R''  = D8 ' 0_'  : 

M9L<$  = ala?>;5SN9'3''a*6:_81IG.  \3MS"  ! +M  F , / ! 0%  , U # V 1 07  L-4  / , a5_  ' _W 
M]/DTJF'V/CNF='HOZ7DC,%RH+u:HML5aZ''2D'JHaC0\='\a_FUKS71)^<a8N 
M''/);80/<:/IG51'  , P0a2  C 9 C # P?  2 J -a  ! +>#  ! !Y[;"J)Ca3W,,B+/TFW(CN+!=8 
HBHX78PE*+5F_.?j:#+8M$"2?:^E9/1">0CH++''%=K'Y,H8$CU,ACZ'\5,*R- 
H5JGU(:3HYHC9/0I-. /V)-_A1 0 !HJ:%'RGI9#D!C''  ' Y F \ ' 7 : 2>_, 5 P8 3 ! KF 
M5P1!*"9S</AO:B'(aL08)G.PA3OA-.D:01'$'':HaGX-9.0)/''B,($O.8S\86 
H8!38CR'a"!+SF-+!='P6.RT'+_$\%H(a,8DI'6P)?C'AF<-#_'70)CU7"((a 
MUa:S.Ha2'":K^;(8aB! ( +8%B ! U / ' a / 38$UB+0 ! 'D3C":aa$$06(8=#""(,CD 
Ma0Y8$'29/*:$?,1/.3INV^:,6:-I\ZTI"R;0!N9HVL"CaFT#/=1W*9(VD>R: 
H0DU4[%HD0*80CC<;R: C I V \ 3PKN8 ' U F R C 9 L ( / ; >3 ' . Ca : =RV2WCG91  !7#NX8? 
M6K/MFaD_M*$?Z.!HW  + 5(?N  = F$U4,:ai^:,VV:R;\T(9''H(.C<  = <B''9V;350a 
MO8OXH37;KIGP0aOZa0Z.9EV  + Y'=N-E ' % \ * C A A3  9 LN V ; "#VWHAPD  = 3.3%?*2; 
MW8Z#W<\''F?/GCU*_/BZ=>H*2TO-3CN/80??OV)G8F)B*#:3_G%8!T?CAa8= 

H'  .R: ANE33NLC0N'O3Z9I\P333  FG6H AZ  = 0'  ' / T . \ 0T : 2G0_ Y ? ' [ ( a$ \ + G P^ 

M#))FM3>$O;BB70NSaU_1KAFV,>SV!-KH=RV2W83PU_1H(MDU?9L8WK5K*)N- 
M9-?T;:+B0WL3=\V$'3JaaYTW?3<53W?P''F\HB)\RX19EC?G3"3?B<2^FL=+ 
H3SW5D9;FBHHSaX_BBIONCIOABDHRa5DC\2F',SC#89\)V..R'/%S''X33JF% 
MC0aBPH1B1WRI/;X,<"24.!(6!4BL("14.A.JC'DUa"NA%IX="77V!*LCH9YA 
M3VBV)C10;'FH3L0V0\aB:#"M*?aN*UTH;()NT9FXD#"3G8)/K') — \'Y0<9P 
M0B.a8H"E%$>BU383%K! / MX Y A1 a / aG - D8 V8 ? : '$F8.'GL2?8a)-ML2  6T:C$FM 

CCCHK:8a14158ad6ab46e03b055d6f927fb03e675ec2a1b3b201cca0f48a6a070de344933 
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H09K#X$AJ&25Y[!J2;1/'ENRaC-/2TD;a7W+S;<FMa09!'!:;(?84!\'F-#A2 
MC0QGFa/aYP#&[TIQV2QVP)GJANE6B]N6ZK:G2C8TKSWS=OO<Y<Z\U;ZB=>ZR 
M3<:RK8:*W>[:0:::'L!=M\]5L\=90<M1H=-5L8/BK.a2*CN%BFV!9Z!\''R!6 
M;'6DRFU2)3QO%:LZI>HN0*CME8JV,<3:K8!<MTVJW0IXK%L'I>X)0*:=!,\> 
M%06F:S=Y:S=Z;M=3VFN_!WAJ'AL7I7J=I*IAH+WJ$6\E/!.\E0:Z*P)X%JY6 
MRN:u++S/"Y2M\I2L5(J7*PN6R?.7RD6W*T6W284=2F&[E.^1<T4Y5Y!SW7*. 
M4\YQR//:I+FMTIP60E:SE-4HSFD2X?F6>F%VO7!+O7A+K9BI,JM*2*\4TBJ$ 
MM'(A;9S0NE!(*1522al+L9"\0+'4"99"(;E02,IWSR0(,_/<0028DY0O)!<( 
MR?,)I'&)F%8BIR^4"(0D:'II5a7GX,C1.-a5=R.a;Z:92901F?Q; — /\S!]U 
M;aFEV#''=.P  = NI01=*,*P3  = *%"UT='=2''SKAI(&"5I("#aP)VQ(T1L",NAU\) 
M$S"U+V'J6'&KDa5'O12PCX0%'$!U,-4PK"<a=;(MNn'2"!VL*C:a6\.E'0>K 
M&C9TL8-FJZ&#0;$:  ' = N27 ' 2B  + <G  ! :UAC8Li:!K2%\3.  : '=WDFIE:f70  + 8BTU8 
M[;!J53AA#:48.TZW8P7H3aW09KC2W,TVPIXD$<''8<;!CSEW.G/O=\Q:QEVYP 
M56P#W8)ZG74]SMH#Y+FNQUUC0*CK'1FCJW<1JG8(U3O%JNUB91>%R+BR$Z3+ 
M0$046:,-]auaC:(H3=TJ79Z8;a:\!8a#3WVGMWYK>\,6;_UFZF:84*=!TIL\ 
MUHWMUaT,,#3'7M*EWKKO'43;8C  = 7K_54/  = 1>H;::\B/;/^0/M/:?>WEP/W>LM6 
M>LM6>,KN5DJ6*<5+"0OND(MN4XINE>>W2P6*G"\#4JXaY;CD;*><#2:V4Q.+ 
M<YJ5K"8YJU'*:A!G-PBWUCFSK4)FC9A9(\VJDC(J12!==3#'''Q.308*W4Ga 
MX')A9H8JX;SaLTH2T;'[N<'-S50-BRFE8FH9C4W5\*SRJW8P,RLO5PT:!X=J 
MPn_L2$LRC+\GCSC?LW(9+-6\?7G*7)A0*)9GNCI!P$$'!P4,SUP(Ya5LX8"6 
Ha*>68'J8YE281L"J?2D1V-?'P<$0''!PB3VA+!"%51.#aZF8V81>M'Q-(.:C 
ML*8#:3-: #*,PCV#;3+<831 K6 ::ACQJ,"UF0XJNP;:.CH1%##_,N)B?EJ!,S; 
M-Y2)-?9UIKH<$((A_E(!JPZV9:2#aYUSECJSCW$6KG$5;X!0"ZG76;??:>UU 
M60]2B(;K:KF)C/=2$X.#B8:KNP'0K5:]U+YUVQ7K#D"NWR%9=P-RXTZ*TKA' 
M:=I%a'D53]-.H+UYNC>IV:H(GCV-G:,T=(.8E88G0"J>''HVa9#U*_1:'+'TV 
M\%HA6*_GE/PHH>11,-]5#WJH'0)4/>"KN]RRZSCMHI6?12J5TN5*ZS%-ZEU)R 
MIZ?X=JGH5L_\#D'8#1?(4IX'8I9SW%*V4R(:MLES6*6YS2(PIUEU<+TTNT$D 
M4la<7"W.JJ916$RO$-/!P0N%U#*(LZJ8BVC'=2<5D+PC,S:aWQFY:iD4<'!> 
MT,%$PT)'PPO$U%(BX_2%RCaY.)160SGX6a8*_>#4FQJ5OO34#T8TANW=<3?1 
M9V!Y?o:)HT<UCWWQJ:=#A6!:A0a(6'6P,SYWC(,Y'8*6C%3:,a'3G$KH8T+' 

MD<7?T5I$,P0 ! L%JRE6GE5, "CL#2<6,DCF,$<K)$Q;U:-1<+(P0$-8Y4CC ' 5, 
M2'+ITW!Da;A5$X6O-OCR#HZ'ZRQaC89'"Q2l5+=DaA<P=7#0OJ00X4B7J8,= 

M<*YT9-_M  + GC0M> 'Q53EF4HNHVT?4VW#07?::5_T!  -TQ8>V8 F8-T  + a ( E ! PV*- 
H2NU.N7:'5+,=Ga.HZA6M.P8Y?a\#1"LWCZ5U+YT06W8#Y"6C92?%TC(C2#?% 

HV:*  = 35 . 4YB:-2R  + RYDY/\Q9/TQ-a;KE''DYJD(2a_KM0:YJUY  ! / ! 4K2  5 4K084 
MKU'*[:U7*5RD+5REE:\AER*62NY72N*22.Z3BVZ0%BZ6B=FF*1RF$0"S)D(9S 
MW5*N2\JV2?.'-G%>BSP/'-PD9362<a3D8$C#I! Q1+694B; / ' P9 5 " ''B ( ( KZ ! A 
MD43A8B8EB8J8*)7F71*%\T8%/*KAO+%I>(80’A2#B>6,A6/JP9$Z\BHUL%I;' 

H?SIW;GU;D\: X806JTW8,KHZ . Oa L7* ) 7TK+R / " \864 " $ 8 ! 8 R + + 3 ' X. $P)aA8? 

MF'V-!  !RH/]BGH5V)aUD]N' C 6#QN RQ2 3 B#G9  . H P7 1 8 " ! 6-< S 2 K : 88 3 3 E8 * V# 5 
MP;;I=48.)AJ^,a='D(; ' , S %QL# / 9 Y DBV ' Q-4 [ Y4 [ . '(-\T7?JW0PM2^5+N3a 
H!G.P+56M'7,.)L5a</'HB\'!a9)PX<.NDHVNBAW$P?4'7(V'7'V'X1D<3%C6 
H3PC6_6(39.(3a%"C$P0<,''-+K'OO)3J=I8\8Y2N18GJ '93674 K+'4+K/JEU 
MO3!Ra"8V[9=LO139Ua,H3GV'Q[8?(<7H!>2V/0Q/V*XQV'92B+9M!O+VMFSU 
M-8CQ-(*2  68%Y ' : %J#  : D 3 5 Z [ V5 MQ ' 3 + P ( 3 + S " 4 C 9 " * 5 L8# I : + E RB D*  + % 8 F = * A 
M%'B50" '6Q3R7F.,aY>%L.VA8FM<BS6TA8lC=(821Ba286'4PB<( ! !Z>38H*8 
M4J8ZN)ASL*KAT2l$+H?JX$!=’IH5!DQ,-%PBl94%'7Q%FIR'aYDI0QLTT!+R 
M + K3''\//%8F7''7(<R*[/3;aU65O(9A>GE''B2Ka-$*(2C'XV#ZUD.\'$W#0aa$! 
ML3-O?'$X5'(V%+'MT0F$=S'K1*A;#PB8PC1,SM*-U;"AC$/!-.R<7N*<40<8 
M5B1".3B<AH-I>#038YE8;U\ZOXUHV,YC*a>/ZO-:.!a8-:ZAAH42Q%a'2_8, 
M#RD89:3;,C0L67?8YRQSY-SK*GC(54Q*PJ3a8.T%*SH:  CL'  S"<1  ! J (9I("8: 
MKMM-"-J7"EALV'<033;NEYKW'7C;B+87D-H.4F3C018D:S\H.7IEYT$>Q76( 

M(KD/\L '<V76 'CCGWR\[3BNL' ( *03 ' +8U HT=Q 3 , B . W<3 E H8K J X 3 9N08Z ! N-SI 
M;=GL;=KLa63<N$8QK0=8UWEK'B:!N'J-4KE:J;Q/AD!<?H*RZ8YEX5U*Z5*Y 
M9{E<?)M<38K#2j%'+I3E'a4T+.6YY1R7G.,4LVTB:#B; :%B$**P6)839H.$: 
H4AB8*)Q104aK$X#4,E*+' (E"HK7,)T:E'3R#.CAGKCES7>29:Ka'WD7\G;)' 
M2BL==?#?3\S!3*7A'1DAG1T=_,I/'GU*<9J/;#CB:0#MF$3?^P1DW#9Y75U;S 
M8CC3RQ.\aPT%#"'8P,8L#*P.a:!GX*B'Q:>O6H+0")C:ET'G\,5aYF':aF8C 
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MI'*!HT$IP&LX4"%1^T;58\:X&C=K!DaP#3MFU'-:#:LF'B/CF::P%0EZHFY, 
M7<)HO(2F0LPOTFaXC(FOE8,CTC'?8:^%a'GIZa4\YB0<$:#J8!"P(U.H!V<M 
M(:?ELN\1"M:XBK:g*MNLEH1CB'2;#SF;B(9APMVD.KBA-Z#A^KV0AB7K'G'P 
M/'O6W:)JWX!Z&_?+30>DEO*GY<Z?HSC3.X#_%ZG$'<QI'V:YA)'$0D(G'MV: 
HF3C>JV<TNL4I"1"'C0P&<PDPF/LP.A#H''$L",QAL+&-C?&NO>#:C*:R+f:j 
M-]G\L)7LIE*5RE;G>=*WIZ>C9T9(!KN^-=4:I,'\\N'+\SC=)YC0E-27'QPX 
MPU0>0_O'aA9U4M1%<2<$HPX"KZ0;0FaTC'91VFF'T;,0aW7("PaED3C'9A&> 
MJ7:$M*K'$4ERT-<>  + a\/ENT.aL2EVT-Ei:x2*MP8  + VX*%6XR"34;!!K9D'<M; 
MR_*:6>YJEK.*\:'$<II11Q?5DO0P2:''D"RA-PR058-;9?-Z8*;1A+K$/SQ6; 
M$GPH481_5DC'8#X5!H-S"i:'9/8\GDGXL=PBYTA8:-WYW8!K))PLHUL7*8+A 
H%#PEU6K#KRVD4S.B!0''DSGD#".'B1:SR%U  = -98PR.C^)H$YXVS4GF:t''?RN6R 
M68(=NV;QW[>W(-K#M<C_VVU^0aHL' 8Y . aa7'PQC,:*C(%M#'SF$'3Na;BC%H 
HL«T,AM_4+_\>D8MQ8S.T<8MB8'8/2<2$8%YE;'H3E6-E0'->838L3RR2$EL8 
H.QAV83P\Pa8)1C6V-KS!'H:'H_<GF'I;W_!38NRD-XZ^'F!U.H/($BP-5F;6 
M*+,;U7FKY#B";T?D'^#';\4GI,8HC'-N</D9.9<'A06B8I:a8YHAL0:3XN'PN 
M/4  '+3T8(  I:Q3V' ;VGa5ZI  + U4C J = ;%<#  = 8 :T>B2XUS$,)Z,.0#aa44Ba97]LD  + 
M$NPEH0LT=-Z58(\,,\Y3=AC,!J<)>"Q<-W"'\/aXU8\!GlJ(?OP<)^aZ$?/N" 
MY7N"Y3M#93M8<5NP9%NP\"VC<+.a="-;LI[:EKX-"S !G.7F5DK3"R8FDF9:b' 
M0IP>iaL-DD9)8a8)R7R-)BLDF0*8:1)48;8J-KN83X5G+L-\(I$?83A;C",R 
M^=$:'PD0Y*L1LaK+>?!$N_aFZQ.3T41NL+S6)\KW4_#D5#R9':3!)Ca-!H'C 
MB?//?#0N641"4Z61-I-Q?\F9B_0:G:.#5:FIP^aC3(!>YR;:XZ$/C8::T'0) 
M:;"G!,M!A#HFW66P#;"C'8\$8,\YW/''NPTNE\-aN9(F'>:Ga_R'T-J5'XD= 
M#.=X]Y7A_U8:+/;7U/8Ya?'Y\OV'0V6GQ('QM)C7Ha%PW8A'B'#<3%VKJTY 
M80Y,BL-PHKP<AE]*#_;8''9(8$7$-:C9a/a!8La8+HSA>aBV#9::HLVJ5.?5* 
MTDH]N5E/VZ2F;T/9NZ$*'C1V%0;8.<"'L3V7*/^XAT87*R\MQR4E2=A+HQ>6G 
M<<5)Q*>\EKXX<)8(?7GE15V,GB.T!:R$<'%9'''!*0_TXU(\J^U!Xa5:i=1%67 
M</4aj;F,:j:HU9<A<'W0.!-:!WXD/'B!'T?!/G' : a \ K8>< ( N \ -*+G " 7X- , -G 
HB!QBZ,>8?HA0#AF!_3*A\CVA\MW!DNW!HJW!XK<-*,3'<,$Z+G%>"\HK,G)6 
M8:DK6%8#6US/ZH>P:"JV,$a6A$B:0=,H34%D/D0CR0$ZKX)78;XQ7,) ' PN)P 
M#L]8(aS.P:-$Z7X  = DD8L8SDP.#4RCG'.  a V U Z YX E 8# / -7^ % 5 ^ 2 I >*7U \ 0 , 3 C J 
M)<=XN+8*W^Da*+FM=/Ca,?\'KU73727XXKZ:\0T1QK%3YaP_A-0FQPC:_PL' 
M:jY#."'.-la'#HS-\\R'8X_?'J''6R8VR1'"_H,$6P'Z#Y6ZA3!HV0$8P!H#5 
M5[-YaN? : L9? : G ! ) ' 0 H R>TM F % V+ , I '?8.A:T2#a,7PR.6.8XAMCU''N6UXA'#_ 
MU':K4Y$V77?4WSa8JS.JE)E5RJa*,)B01HAaA)C:JJ50P5DC4<Z^Y!A':.6= 

M'  ■ "T$Y>  = TDH/R$#aA2\Y01  #?:>(_'_! R = P. =/Z)?K8Na;J !7Z-N/63\a>(!, 

M8UV  ' %M?>0  + 772/T-5#*D-  = S28V^i:LIR_HS5<aPTW(7K  = = 2LU5U$-?:6K+B$1 
M/3R'(B13X3'E(XLS5M!a0SMF:.\;ZOH4>8_Y:s+?+L.W.UBV'20Va. 'B+4;1 
M%E;0RaK68P5KC?PF(W>-D;N*92\'B6EF+5^66!2FZ28V0+1A8)A+ ',#)?")! 
MD\HP5.%9)61V$;:E0aH,X8O"67a:WaCF4*5H8O9(6.Y%I.A"8F$H:8'GP-%K 
H9#8<%C7XZ0'P*R,!SS6+<Z'JU907H\wa-:N=)=a8V/X86*O8UBOCNK9NAK.V 
M(/[TPC_:'CXU$'3=Z>>>0L0UV#F%B-N'(_IZa\"C'MaV6.ZFV5MIH*FW!$<, 
MHG<V7#MKGA4V*/ZaV1  " + 828a?7^ ' 3 " " RU> : 0>* D E L; B% S K4 R D8 A ANa " / ' . ,H 
MP'9>a8'E-0TR*H:=aX78I>$1'Oa"Z+ZN/:=a:_R!'ZR''067LTSAiaJO466'> 
Mav?7RW8$GK). cB-0 c F xac c c *# 2 c 0 u " N z c . # R La ' YG8# asa 3 DB . \LT"0Ua6Y: 
Ma8BWE:)>67aa\"*N0(aJK^B5P.<5GHIKP"JXJRV_JRZ_JZ*\HZ**#T%K'NAK 
MCJ%5:Y25/. J JC*"7X!04aMMJPPT9K>Z84G  — " _ 3 <K;  R J 5 ' C " J U H U R-N S P ) A [ 

H7,G  + L<"XFaEG*3X%a4X<1$<-C8BA  '32  4 ' R R P A_ E VT C * = M . a = H _1 H 5 OP F 3 ^ %8 
MNK25+EE+\UIHWFj2NY+FK.!M.+.89H0PP3!=R8a:IBFZ-91(\A.a-(aG%a/( 
MK85\77A80CR9PWPDG(VG9N*I?"2,N,$+^8C7JL+\^$V7/3CJKLB$Z+4U,)Z< 

MXNC  ! SZVJ-H  = a#7[ !/  + X97>J3N*33*Z8#C: C S 2T_ 3 C : Z A_> . laT-W C '_OV  + (K 
M=aJACK4,EKRY#!Z;EV'3S06PW8!C3*!8"+"G!\O;X\06LF,0D9#A;(c:E"i;3 
MWJ-0aF7*!,8M5L;#F_SF#NFa  = 2' J L F<T ( < ? # ' H GC G-  + % % F + ; X V$a 3 AK \ HaB6 
M*D+DER-GV#/??6X#3LR'7Z+!<;8aiF89F' :,;("EP5""I<':C#I33KT''NU%/ 
H:E225J+D=7C! ! I Sa# LK9R>_%*# H . 5 9a ? R_D Z / $80 , D XO$M ? 8 W R D ' CBI *-X_: 
M2?0>KB\Z3TD?%<478P,H>' F'!GFJKD.aO.*ZZZC^0VCj\KMa+2BKK/E(:WJH 
MMCa46CY5FC^!'')ONP9L0N('$FAXH37<aZIH:ZHK;2N,=CG?#=:7VBA**%'Ca 
M<(RK>'0aUI'2H\KS.-C#aN>"la<CIR'8/L;T8TPC'-(/!=6#073:T+<G6+'+ 
H*'*'E;:aXK=8X2:V=!U=TL+RFUE''$\E90;,;J6C#9%8U:,-!RH<2A"\-)T-X 
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M%29S*LC<4L)W)' K%W<H+> !L6)W."X2q:2UBLIRW4I:cCB&1=SH,G.?2U'$C2 
M)_'aSC!OPXX>C,="'1Z#N;6OB"0<!;AG$2X11R/E!.?W.'<1*U,7.7OM2#XA 
HI H\HP)  " ! ]0?M#Q_8  = R31 45PBaP-C/#?#1 ;<a; ( ' # H R F * Ra0 , " ; R *$Q F« ! C L 
H--aQD ;'9EA([(_8H,D7X0H7ML3H*a\<JQD8aV;CYV8YGa=AF6)U4"HD6XDD^ 
m:_(  : ! _aY&,>V86  5D8#L-:Ga\  JH%$:  ' $1  #HP]7:ZL:  8/  + 77G;  A*?  . I$7  + T8QD  ' 
MQP58F4XLa8<8UB08#)X94F956a;  / J5?G-DB#^<T :Z5H0UG:<OY_?D1$Q8'>Z 
M(<C?Y0F6K5?IYA=:MZZ=aR#M'L8:A/1C>I'KR_I0<!"*+PI?D:%KAU#:D-IP 
MURJ''J**K:SX8>KF:+9*J:S_3UCU2USU4UGX"KX'U'_LV?.C;\)E0XY>*S4\" 
HF[_R;WH<V/18V?R5NNE+;>,CK?6^UG1;6SFDKQA"#=?5\)4'NZ'8?7KE):L3 
H5U\68XJ+.-R'*WM1\!PQ.aWVa4%/8O0$Eaa=9>A:0SUa*/N,P![#O\NH>-?a 
HQW5;H!#391LYPTN:;>X:RAE>SA;7T<4U-+.*  + JH4;3C(84Y!)%F!-DSG58Ci: 
HYTK)K"(ZLY#R.^?DDEHND3?,61HJZ;P'3UFH3T:3(:L1^F1Y)A=aES.<Y'F: 
Ma!FV#>;+7)"aP''D"0HH7(-?)*WYA?8'_NF'WP]+;*RUDX^N6??LLT?N?.8, 
H<a;a^.;=V!+L!!a\<_X!E;$)S''$<''0(-X.=TWU>a'6EP  + ,-.aZW-X  + a'<HX2 
M[8;8$2EN%.!,.52.  11  C % C U = B6  V + E-$6  5 8 ' - = aa^59G25ai4*)/;78C;8XX9G? 
M:Ba7WNS8#,>N2<1EV!G[S83HNH6./H\GGL$O,O85T+K0==_a/;O?XS5N"HP!' 
MIA''L##8*L$"88I:pC$9U3H,VKT8  = MT)/;D:IZ*6S(W#>7GXC1LDI?B#GZ:'' 
M8.4"5L[#*PKTa,=ZH'LIW3)8C0%W(5COa:a?XSY*!P!aT7T':=!E";!>+5(C 
MI'/'C;?UE?<UH:_>+.A=_V5'1'8'6WD"8SX';0UM0_10?>+;_JU0a:.*G<]\ 
M>W]=_MX_Ea_YH>SD'\I/_;'\S'\$30U!.?*#M0<:_/97>.T#VG1;;[BELaM* 
HU',2:Y7D$8FA%a_HX3X(,(a9-V7=)'B8!$:3>Ca(3S!TF.F'#/Ta4_8S_Ui:# 
M0\,HW\;*VEC16W3I!EJPGC.<MYKFKJ(YRZDU8ZZFZ:(-+Z'T%1-^%YU8Y_$; 
H-P3#95"%J345+B!0Y.#IV?SY/5/Y#7,(#)8,3Y8,IR')L!P)1P<1X. Y<$6GP 
M7%Z%)\Z+i:D6,1V->!89U/DF%ZCG8,V%UaDG40/N!a?:#=H##;7CL,?*Y:0_7 
M1XT<^G"4/_C:0/LA<\3_/?OL<=RCN$08:*_K8HC?U;^_6^3<D>;:;>H8Ya(P 
M-WC<\X8/;H#:$a'$EEB9H,8UV!H8VP;'-.#A(a8G%JGCTA/%$EJ'i:6CX(K'S 
MK,[),,39AB/a#=>)+8!C'SH1O7'9+*\38va+'*OO\'P'$CTZS7;Wa0SV<#L2 
H?:T3N8E:XBD$B4Z"'248'':688VNRV"R<"/.W,9'Pa6'4/$)VV!=C9-!6C:( 
MK"F]<*$#O7H?N$OP''_IY_JR?D0O10"^8a . , J H =0 C 8=Z PaW0 5 U Wa L; KZ H> R^ 
H4'R!7E_K$:_ZaX$-CY6-7_8:V_:%NNV)\LX0'SM_%=C]M'S_;RI._+8LX\_+ 
M>0*W8,#,832SKIA9U\R<GYH+KIN%U\VR8Z9R_?:(_W\;AWX;:GO$6FZ3ZOZ' 
MUa51Z'DN<?BB7GV)!aa.D>%0#TB,0EU8,$SH24)/$'J4X,-$/<#4_4S=R_Ri: 

H6,4. HVPK+=E,BS;2I>HI00O-;'')K: UF — +N !CZaER/N90W0!X;/A^3J=K:'D 
H' YE;  '093_AP)8)a_08*''P9\  = 0:9‘#.8,+a)5F(*$P6'HP1  ;#HL$3G//U82#a* 

M + HCJ/"%J\)B)P_z:WI614/?XYH?\:F#X6#0RaYW01#*Pi::THZ00>B_Y>L3\> 
H+P/:iF:paBF$,#A:))_SY:U'1YH//?_X+4*0;SR"2'2EP79X(79688_!D;7a 
M'\8P_$YHW$)U7!J\aH9C+/_4HAG'WO0AUXOH8SK<#)>H$TK%L35*H4D5$-!7 
M2BP0K,1_Z*4K\K%'EL>380C\AK775,\XPK/"-AR:gj=6.B66IH:8X-'2*S>' 
M9<#aV$,XUaA8-8 !H1EaV88UF6)M5$P8X#a!6YW*'M7E-?!8A#$:9;3AG)UYZ 
Ma8*HE9:!_BX:<%C3!C2:3T9''_(5DT%$1.4506P'aAFG5''J+PU=!7ZUZ2**Y 
MJ=7?YL.'%1\K*a:j:SY3FC376aY!ZP5Z_1N?a+Z!S5:i;_U"W?(UZ*0H"')6Z 
MYYFZC:?J*::7?/#GTnZ_+>TS<_N%0H-F:A5S\34S*X:9<\/,NVD6WC3+;Y0* 
H'5.:9]):9NB66=UU;:6C0F:KKNGT7,!_8B166;<:ZE/#_;P-U_:ARa$<Ca8) 
H<:a;<XF:,.LaaC'"CA%RF*#W*=K/E-V"X>VL?*L<#:-E8SC#>6Na#;/<E22K 
HGK?AS8H*E%Aa;:0a*BP8IGa5K93.!H:74?%'2ajY7P-/XR=S$8/%8'A*JAA$ 
MS(_TX82WP5a?86%P4K0'VZ1-<1$83\Vla_?:T^3:\XOHAY0E1+3:H,/a0]8W 
MR**WKa-GU':+AZ/IXY*5L:F'$T_T'9790-'C/^UWS_YEC=+FY:9?4!8':M#K 
H,CaRE'':+!\8//R!W##TVN%_PXa_IL38XC%Kn"aN_?#<],'G,-$'#a<YHTTH 
HHB66#-L2>S!._'1BK\$_aN'A-:=8''+a)9aM61GSGA3UPB$4WD;C6G1>.:*\M 
H8#$S8(avaTF#)<#JS)'ZLaH,MANPGM0H'%i:-2_#\%IS6RaW.>(HD[^"/Ha2K 
H$=)a$%=D$.$KB-/+HY'+/,95897!:64)L!:\RNLO/WNCJ=?>YO5WN55_05:_ 
M\*>!EB^B''FCZ6GGS:ZWH%VC;H_C  = 9VC0  = VC_/'''#0://_'M)S_\L06'6:)E  + 
M!L9<T'?0S+AB9EXSLZYSaW-OFOFWS66WS)*CIG+/U#XRC?MFZ(%9_="L?_"W 
MAH[?AS?>aU5:B0^44GY2U3HTHT<+:T(;1G4#>04'KNY#5>=)U3E<V8%#9W'P 
H-'Z>),9a0HX"PT0_0)5VZH_)?-Na//;.2-UG1)BI.Z>B2)IJSDa\ELAOIXCK* 
Ha):TJ,*,+L'6P_,4.M<O'B510F<5$<XPK\*45''8<R,E<AC6.L':%Y3C"684] 
H',^!H’G'\-aH#YXB'N9-BB1>]10NCIPH4RR:M2XI8SFB+H-'$:'U*X9:83\. 
MP0-\=EF"'6"GP;(1la3*8=4?\* ^==URUH2-6'/08$)a)GH*RZ#(TL1XF85 

i:[CHK:ec7303674cfe1a8d87fa9ff73789382a6f2d7343ccb9dfb54edc1366e8c1be71f]] 
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H\8? ! B21 VT^N) :i>. (]$GU+H0_7"U8?&$./0ACaZ#+8;'E]G;PZX2+!X_[/QR 
MA!C'8?BGESBZN?8"'X>$HP;aP'?Ga#=^_8T'L'4.)P&>4;7-"JFSPA8'Z_a8 
M.*E.CP!,4EKTE'4HK16G;C8-aD5''',-[?!U\!($OJNaR1,-7P5T%'(i:0*\/  = 
M%:_RX$VK'%*K;FaUHU#='0!86?X'ZJ\$6%G:i;+^ZT#K$P"X8O,WY1N_";SY 
MK?:v-*B=;''FNIWC0;\G!W:!CWZN=?RF:8!9)a’0-_$L<X*PK9L8U<:$U<_%U 
MSG#6$#=XB3#8=:?4'YCL0AE\8-9\;#9\8j:^U%aa:2_UVS\WZa94Y92_]#AT 
M8I7V\  ' $$5  . ' Z2ZCVDEi:  = KU?WHNI>4GT>ASMl  Z"P*GL'  L&,9a\88J  'V  + *'>;; 
MS=HP61LK:0.8V;(-;.EZOBRlHUK,AJ$-UXCGK'7I0H,N0#1%H_(VYB0_G5/8 
MJ_#L0CI+/E=8+$CPi:iG_C:i9_C6U+7N\3_CW%ZUBFUMBSUU5I'HaPP*"838 
H<C)W"8$*,PB(#'K.UK:Va:$%JPa%'9%1G(6"1=36X2AM;7N.5H0:8T=;C>F: 
MVNZCUEXC*RLC'DCi:/-\G3Xa+3/8/GWSW=:WK?14,H\VYa<a*(PRC)1+(!SL! 
MC.5B\'S"?3:GGW8Da=93%ja74:('02\>.^F)X=Ra"#]_\,"Z37Aa?:u^7XaE 
M*>HIA;ANU/5"7V<*'0",.:3>DC*MPa:0?//KF-)J9O4ZIJR:6;,]=>.A'<T7 
MCH]Z8MBAR:$'8(4/0)"U'192U'01R/4*$4='D,,RM_CaBR)\,:B3OB28P3</ 
M$F*PV[;\2)%8VC93"8OaVHBEE8Y*:JG7#a,'4-"aZ($F5,YW0P%a38%/>>'a? 
M4;"-NF7ZTE^O)/;/8+PMYa>Z?CRNGSTV3_FUOVZEP$",4aj,"B$0a%Ui:</,R 
M%/H6('";aTJ$X%)>5R8LJ1+"JA8#^;B=F,$P?a!Z8',O;>YFa5C6Va<X0)O< 

M#a[a$R[E8! !0/P' HRZ8793-. ,YD#C .-:%a-XU8>'0C#]+;:L*+DFJ+aFK/P' 
M4WW5LNF:9>NGXJM?68MO2GOOFII*2VB65P('M\aPA>B0(SKDL$Y9=aB:8*'E 
M78_"NWZ/Z'H0V?MP''4EYY2G9>'8R6'!6>$A..PL9G'M67C4JKaKZ,_O5RRF. 
MPX*PCTK<35/O0'S;#T$89W;SCL. \ H T- C ; X-* : ^ ; M ! SAK(C3%TCZS68?F=EGX 
H-\W4=HOI%8MILZA?iaSB6"/%KA97%(O1A6)4GKaL1T3GF68EA80)L:’R";6a 
MFII(a"N)!,!P%’R845?U%T)YU$9H!FF%G6?F,(,)$^S!8'9RC#0Y1?3{37C! 
MJ?$9C!6'HL"a_KH#Y++!MDZ,24]VUE!60')LY((00I(_8N(ZGWH!+a8)8-R; 
HAtPK5TRPLR?DM''CRG9.%$('WP/'a'0;;R^*1=_O(90/Ma*,"8*%7(a>#%2L\ 
M(09/+'\a!3XO_,B3H8'0/B4(?'N!1_'C3L2UN3aJGX"/;$a%*:*)H5Y-Z#a*, 

M ! -WP-#TBL6<TH2$a$N4>88/*NCRT[W3B  + :CBB8; ! C N C U8B / X2 7 ; _0_35 C , ' Y 
MC2_,a-T<L+()-R:#C2'6%a('\\8P,HBL6\V'E'-+*LUA8\S16P7LaPV-#-,. 

M' ;"YBY, '>D\ 'T=9Ca+B'Ml " W 3 A-< Z B E 6>0+1J X A . .\$C!a%370%PX:a;a"NN 
M)E5>,U5=IV08A$W7a*V?)N_X/'GGK>3Z;*FFAPE-CY): 'L>W_! '3(D>WRF%M 
M<FB'  '-HI  + SX,?;"N''P]=aX.E'  ??  #V  11  Y ; UG80 1 OUNW  .$?#<<>,  F = D \ Z ' L#LGV 
MLW+F.3e:!#*X>$0N8Y;S7KL",8P88$[:21GK.+8%SSC$.GI81R_GZ.$R._G, 
M=L%aB$\CR$-#W"aD-YJH^\U206!Ya\S0%-C7+/'Hau9)0UY*K)+BRJ2X4FEY 
M"<1P),!PHACA$$/3a26IHLXJPFa888(TGX8=AN<"*YPa'aS_/=8"-^=aJ9H0 
MJ ! R;>a%a6. VDYCR:C#RZ/ 'TA' S''?=:N0PPR>C1 D\"; 'MD(."#/9E-)'<$.5\ 
MD60A>KZCH()<F1,4aP8l'2?X)W>N>\?J!*4UOA,','HB\-VW+P8C''/1'49F 
HNFE7<2VY,FH)-AW'H.C7*:_0349RO1Aa5I-C#P93D:WEP4\"8$a?M'=)"F:, 
H*L*#T4KWC<EP3PPi;8:  S-(E2  !BP,P38JZ%PaK8(P\L4;8$'-Y78  ! )3  + 9 = *PLD 
MUI1#J(461#-)+XCU"V!?8/:"7Dl?/S5H.'!6,F"</Z!-.'8NJH(H$!85"HN* 
H'8#YX-70'>LJ.-U:"."(37!0W(H=8a9SEFY:ZF>L):ED)W$!?>UGN#153.H' 
f15/I)(#KC-)LUA'%L*CP/'8PJ^<A4=MFXYJJ^_%I"Y75:]:>FFA0\aH^E;3?L 
H;_XSI?:VK?ZNI?G7A(;_)#8_'a!>?A"F$,'$AC;+ND-RR8%Y<9>LZX$F6-?V 
H\:*6:T.;0EJVYZ/H?==C#:C1=:xs:MWGCSU$/CASF8#P.;EL\''>Ma:3,MIX 
M;C*HW\W0:6aR,Y/1R>4<X;/C^.a>/JN;S^IBLSJY:#8NKl60V)S::+$?L%CK 
MS,(>L[C3S+aN,;TJ4ILL2>NEE552?#G$<,PJ*:9'C,a5#C-G*1BVB;!:310A 
MACGaAM'0#1862<1;7H88-L''$?865T\NAJ$'",5B9<>3$L-*YAW?%$2l]D5P* 
H''"4D3$<-4TG(  :7CI1\#4XI4-ZC;Z67G0SM  = XY?:40(F  ' U J 0 \Ta>  ? AT-W  Y = a ! 

M(] (X-Z*BR0^( ' 0a: . #39# ' 9N#*_<OCX1 U3aaCXNA2P*8FFY#PJ\C**R% 
MP4K;8,3N/6X8)N-A#P9KZ(NNaU?A*A%-H8C : NM.  ) 87 1 *H89> OaN# X ; <3<8 F< 
H/*:F.:*87a+Ca3$NL2#JUXaNBWUWaB?!C(7$WaC,'09KJL8')KU0UaEaL''+ 
HD=7+48OaO*\G?7$)!!2ROU/M"H#5,C0Uaa'..+a8.6!!H\:\9"V_%*800L08 
M/G(SG!47*Z9YY6C,8!A$6/II":'W#84_1:<,T09ARGZ83AVaC:>93/?9S"$8 
H*8,02G''3.XHG3="Y4,’4Z67'(#U:ZXF58PEK?T$'-BP_E-ZPPT'X+2W;J;M 
MNIU6_XVHZ0?C_a?8aH_CFaC'MOP)3'!DNaS>+BDIDa<?DH,.R\%=<DB/'-Sa 
M>TCC+X# !X70^$;GW>N38GF!3*J)X,:9a!W/X*T0?C\'' 9PW+6 1 _ ( A> ? DTO-R 
MZ8A<.2*0.?Ha  = *V'+?.aF8-NF87KN.16aM'  ) YO ; aN ? U0 . ; U L3 A^ ; W<M F = 087 
MK'04S5S*'2YYOR"*(YAKS=P;%Fj:a;A%!!A.6'<a'%MJ75$B11=(RW*E\8Pa 
MS"$M39.6P-8*<':2(EY:P"JSCTSBW"ia-BI54*8=!4;"<N%'H48"GIR##2V# 

:[CHK:0127d1f28a5843f1f1819b80a31e95dd7a05052095978579b738e2d14e1bf5c9a3: 
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MG?,UU';",!5&U1$DaZ=B!C.39D%-?IEUR2?_?#$8aQ'_?R6Ea'a9+0H"):"1 
MNB;7?7UK]P01ZX*C3O1J&*,!L%HFJYY6B$! ; 4 ) X , AM U \ $ 8 " = 3 % 4 L + _-*^ G ; 7 
M ! SSWL;K' 1 M"7<+TV 'R*LL'\8N34'''\J&?9AaC?%5A2*.^X7"GMa#PRXWC(\, 
MDG<(*H81?8E;!23'8"#PBOKBQ&PQCH0UNWJ(Q)C!Z(G*8C\DQCPFSG=X:4JI 
MF=R&M\W(C33-UIH_T$Z'OIKDP05aA;CLK81%:<C^\G.).N"%P/ZJ'#;K5F,' 
MF\-K'(!A59IBaF'+"*4V3:":$(,I8()3CM/V'0!=)FW(E#HCN$MG#%,9'YC2 
MAX%HaUDD)0LLG3,"Z9MWP51PD2JZ8"R*"'!L6'W54#866#665/.9H>8SX*80 
MS-L*!PXX83?MS+H[F4T_T7OO)]7?3SKP$#$XJE6.:)=#%0'O'CHL!W7)03UR 
H4/>?NHX'8<W?A.^:$5C580#\2__UU*2_/37Y;T_]MTZ?;.[Z6CI\.T/QP47' 
M!X_*9>?EJA8Y^KQ<MN:8=DF?/:V9-CX-W##+-W!IA[CL'J:aGRTXR>3U<WE' 
MN=PC;%X0E:0%9;4+CG8N]3T*:3VX72?5"T*HA7U#I+>+QaUBTa;aAJWQ%5+L 
M:F0T*BFZ2CK,A\W?PS.DT%1IJ4T,21: #+= ( B00 ) N8 ( Va F Z UB6 .DC$6-^2<$P 
M;.*.,*RXX1F+20P3.W-$%C$5Y\',9$"R62R4RF'_"'2[5??%/T6V0->YWP?W 
M?_8SLC28)?3L=E"<_C\\CCSH2P(8B(R!-0P8=''[a8132B=7$("!DF?9B'_X 
M4 ' -a#6Y-S]B-RJ / ! PP V#W X+ A , 5 $7 '3?'ID3Y8_"$(PCU'H"$KM''+YEDV[73# 
M:B*!,$PVCZ.F)N#C!,1:6#F-H: M>-"/6 ! 8VQ9G: .4U*!Z4LIKCAaC8TZG59H 
M2A*J_<7U:82%aP)a5,GPQ(CU"UVW]F=.^KI*SYP'X#SR!RaC8+a#!P',S,_# 
M'$8.6%A2!1UPZ'KDa.$)N:C7N!4C8:/VA'I.W\"9#K+L(<:<"TPP91NaTH81 
M=Y%HQPB5>8n)Sa6B<D:I['OP,>\"$a*PJ>0C?<E5".#R:XF5GR2M^SRQ''I\) 
M8SZGHMRPO'8KO?:6X*Tn.0>^3FGX2?_V3_j:OZYL>!#;D ' A Y R Y_+ VN 6 P# C G $ 

M:8+G=\KSNN6YO7)0GQS<)X>V?'LP/"]2 2T9P*>"YP2,8/2T\:,>_9Y:GN0 

MH?V+U/X?<LY"!a,?#!A<,2J08WFT;N'_JC:,./*Z)+8!T^:F3'N'%>:RNTV% 

MGl]FBDTSA:09VHCC)%!QG\_HX8(LS.R"8T]CC4AMY6X-aK;>8=YG9'19FFVC< 

H+.EKK8HH469=7BQ%%4I1<':'%;KA5,4-V\3%%G8165H','RLL$8<H\QA?CE. 

MZ?'>+4',*\'P"Z'./A+DF*-%ZM%EDL%303)X'8?YA'Q*HL7'*).F^2_aUBMZ 

M-1$$W0U'Q\a\z:'\8>QJR>/!8#I'(!<C''L:7T1?3V$K/"$8CU<-C+:U-L5; 

H_C#AB^D'PV0;3:)]D>?L:'BAIIOPaSU)C*XG?'05LFDKC)%P,*a.%R4KW3PH 

M3L!8CR$/#"LD)a8,$a:WJ4%_#;<^T>N*'3!ZD?$EPP=-'1K:?N,69+'S\^AY 

MN>S"/!0'<\$EO*Z,"RF':c>L6aC?)$1LYB.WP5E8,1#'N'<E+'Z8118=<#<N 

M*11H5P"<><X(=9:.8D4"Z*5S+QARST/NYG*(Z'L!7/BA"\!EUV'*L>CSI)J; 

M ' ,#ZS5*PVVY);WR9MN0+C 'W?9#7:2.*Y9ZC:*:'^%R>#9<#aT$/RXC9Haa8' 
MYW;*<CKE.;WR:%YYX3%YR9'_"6O_8?:2N,'Y0=-FS)S*PLO/O33OZ>G/QN6: 
M8FWYV-YQ*V?PHR(EBRB_(%>.RFM'_]aT\FAHRZW\\F-I8:TB0Y\s:.:%!LC1 
HQ1 0=9TH 'F.(!INa,77B"+CK!%!QA\G09W!XVNX0-:8/3#P(,'S<,,8PV:i:)P 
M"H9-6P"8Q80J*:X<N8'8ZS(J'C4<MH9G6I>F2SJ;%)(L!8M2$"\H9,7Y",-) 
MRA!F-/HS2lB)W?!280;$,'''L\'QW*QSa7J189!80P>.EJN-BU>/>5CLG7G,C 
MC/YCM2F#7+RKH-I/?CENM(G0"U0<(XZ-7$J>8:TIOR+.(Ca'C+JTDV^#;,GC 
H"6!a?-T6:Q+?9*PN''a:D>178L">#Z2DQ:)1(<H+8Q!F,4PB0'!XGY/8+8?BU 
H,$7H(J=-)'#K30>3V_BZ*8*Q'UH,PiaDL5I)[/5DGN>0NS.8‘->LNF'W_C'Q 
M0U\C40*aWD'K)AaR!%I(XPO1ZRSY)<L>U,,7LU+a"60G?<GP'0"869"K"8#Y 
MD$HA  = "W*'U3i:8PT'_':L1W,V<(?:*JD6AFT%)IB1CK/V,R;:L"D#TH?aN8C, 
H!KH$9,J%,N9=!/35YU_",A5>TJ*Z9"B:iB'']!a',4XC*8\a! k:SXKZ0M_V*V 
MWTJI09-9=R>G\;04??*F=g:KJ+*_LNC ' V/V_KFA'''-6J,CBH59C?(<]# ' . Z8 
M ' ) YS1 %:8  + *0Z87UP" ) ?__*Q%(4FI2<5C:?FUL  = 8*  = GNW: .Z'a,%9Qw:8-2*7 
MCLI5%Z8JS\0KW_:mX''GC)5L*R"GHM-D: S>Q>GMO/IW731<>,9</84J0A8D8' 

ML>BTL? 'X43#/Y/52.1 U , 9 C N ; W LR E -0 F V_69 I + P P E N # ?a03 O A F $H L5 : *6R,M 
M!QA6LN8C/8M$EC4L0\F84R"8aRP'P\KX(Y,XSXB*AE4,'S<\<YFaMK6$C7R4 
M5A)HRD:0LYNE<F9N8F:PNP*>S8R;L'HRV"\.LX,2\,J;UV'',B\\+1P>)6_M? 

M2J,%7Y0EPDLWRTL:7R!K8-3-ZY\I MG',,*SX0Y9V2aWCSD!W1U!9ZF!3!0 

MYH( \UP<<^Y($L,00*JS5>TC%L#\81 RL,#E, :HCT9a_%6G"\'>:wc:)KD$-]= 

H81C#P*.  301 \66%\  = (6X;HQ78  + 09Y2>!L  = = C>;Y(C)(*%X.)%,+WX" #0,8)3 
HFA_  = <$NF#0B:1  + F9%??  = 40Z]  ) : /8a3Q''3+:  ' ' / 3 E%  A0 H 3 K<0Ma  = V Y0_*08 R P 
M#1#'*'". >56(71, 60JS<C=JE'0?,4DWP<++0’VN"D*$F')4V#!RP'C'XZCP^ 
M*n(AYZH9:XH''_:(^3RI\S+\,N'H5?,58=-E0?%FALYBQ_#I08A6,(.)JOHC? 
M=#-NTRW#UE0<ZW=2:F''GU3_+?>\C_NTCIEUW$_=\#Qa<U_'',#A2"8-#VN2% 
M"H/G.AD,?/#<(_("P.#C<0aQ.7K'*V  F 0 KKU KO # V9 : Z F 2 3 C : E3)ZT39PQ=' [ 
M5>Z)GXN8_G?U>;GBaKSNHEQS7jX9?+!YZ$%5_5A!<5^8XZ'DPME'G/TP77a* 
M,-A4\8%1S0>FLB%3V?NFDD8J>( ! : == J 4 ? 3 24 VT-G= ; *9P ' V W< / 98 W K; /+-4) 

Ci:CHK:8a8d9dda1e074b03699f056b68040f1f4733817d87389488879a9c4590b0504e733 
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MPDX+_Z9('0QOD1+72_%5"H9+8#',!W#'+3HI%8$8N&&KM%B4%aGB'NB&X31F 
HI6C8_/=X%<.!T0+N+OR"Cl^!^TBa&aGDAEVUPEH&JY8P?Q)/G,''R**5aVV: 
MGK#4*"<H\>']7_"0a.>E,68RT?1DK5?TCa,'HCL'[/P2'',PV,:95=34YPFW> 
ri!#$KSH/!*E0(!JL]'VJ+:^"5'^UGW0#LI"S'K6%ZNE>1 #*8 " S ) #KQ# D Y I P ] 6 
M88PU+H-:F6"O:-44O6A(C.:8<8,VU0V31<-:*XPQC*UU)*,ICSP>+S#V2F)? 

M, ■9  + BY$)Ga$  + TQ0 ' C*. ,P1  H6\1  a + =(#" .=+"0WB#37G.S  + 2l48.[ZV5G)7.S 
MC(KK  = >6''''/BQLP=/al  + :%F#CJU0'5Z  + Z!:a<3<D?a/WEE[_.Q;Z%'F!D?UEC 
M(T,=1'!F+#VP),TV8$P9HC.8'8"!'P8'UF=_E)1S!='WJ4!1WA7PJ"*\:EAU 
M+;%DS+#Z8T3?Q#6?)%1\aa"\4a%P_.;;\5N_3GKE*^;UKY)K;V?N0901*8:3 
MC9?ZG=*LW/-:;/w:%0T/8YH>+3OX9WB; ' ' ) ( GMNA J % . >U : 6 : 8, #aQ< ' ! ' Y67 
HG9"C3L,#8O0IF>OY5>S*WM;[:8WK/=aG:/V>=_+7PS(/B40Aa:((ORNLO/-XX 
H]  '#CF9^JVC\LJCa)K+#  = WBQ:8a5CFRG_N*E\Q%AYSK! F1-%90:DP53H$,5QT 
HG"HX2N?W,KG=E*.#RSS(i:_'V?8)ECUFX2T+*CK2'GZSE%BC8+C<NJ)8=<-P 
H/G . 6%)IN ! 1 C6I4BZ9"D$8)a7%:#B 'J-EGMXR)\$R.PYEP\+,Y4)aE()A.8N# 
M1VY8'3a7!8N%7042)(/I2; .0-*417F' LQF#?H:SMQ8ACMC_!*W<7U(S+8*': 

MRBV1  '8YXNCT8l0H:X5HJ4IA#)<LE$L'RC(#VKA<'3:4.Z_ia,.  'JG,!  ' ')9F 
MV^_=*0ZOW%F\UQ7]$MC7%X'],0P8#,$S3:F+F!+G9''DCaWLG<0^aaC/%(($ 
ML*:PFRQ%:(=AHJN8\MZBF:>7:_K:>UIA_PQFIKND0a70$R$QB5L8$C''K)Y\H 
M_YKa">/_C*U,0*(ZTS3'''_3LTS/QG.Z)9(S8=M\5(\A:4/HZ:ZVB;K80!;+( 

M5BQ5158'  + !$7%)>X1(VXH8I+! % %4 1 " , NB8 ( ** L AN-# W9> V8 Z Z ; C S + ; =N W : J Z 
M!>8,YSEU;Ha$X9S\>'B'']WM>+HHaYR*0'P8'UKWO'C';+_!8.X<61BP?M!:/ 
M<6RO81);<.9STH8KSW0+XGG<37%C7T1?C'WYPP_4JD)V_N%#+G\':*VBPC;% 
MB#;KHW!5\$ZXI$BY#_92:a_KB!:".D$83B,'MVGCVMlaK'D8#EAEnH'HS7PH 
MW_!(D?-8GHVGR.V3(<GSGa'I"YXJ"a<a?2w:0'#'4NLSJ7U(XH'.6%(:"AE< 
M-T(UCL;08$W:>#QVCX1\RZ"\:4+F8G#X)W\!#%Z'8+SD)+,(F6#‘X"6(P<'$ 
MKCK'K+W(A+8ST>BBLN8*$:,)RR*2KC+I5WC.N0YS;H??-G8SQ9:#'',3:+C+ 
M5-S^I;KK!^?EKQUGAW/MEZ'53FV)C3T"8*S+0JRVD"BL=a7E/8JR.XJRSQ6E 
MMY7%-]2%G:K"3G7*5>W8=FW.!8!A(N.D+N4HE72(BC*a-*Z*T6\W$IN-VEI: 

MX: 1 E-CaWC#$<Ga,Q#"<ETNFa5-. Z ! !A*!)KHE0C#RC6PXG*I( F8Q*06 ! TVI1 
M*KD1*KD(PW."*+98+1'MVEB),4R^BS$,:VNX93/*a*YI>(P(^[MS)L!a+aSF 
M '7BHMY_i:8P#84Z  . 7#:>F  ' #OC*08  \ = - S<$  / QO I ^ ' N I _ W6a  A*_'' \ ' SOW"  ! 33  ; 4 
M#'8LF8i:!>aSaH;YA:a<X''a9P5/EN+)<_''')8-3.-$_=.A7\8P:\2%T  = a\4a\ 
MK0]*8P;i:7#V<!L.N<60<2J!a81Z8L1L63"1\VXSX#.9  + ,*_'\AY2\V.+  = 6a) 

MA<aWY' WC8 '+%P/aF '-\ ! XR%=UN\Ba*OC<1 %6\?2"BC6''PM#%BX:XJ ' %#ET,0 
M#ARXVDDV:%V2HEN2BF8>S#CWY:)?;0K,%3C8J.'*?4BE/JP:VU::U!9*0)T# 
M,*$''28A;,(!U*K.$L14X88UL!aP%3H%)L"+UMBKC/K"_P/5"CN8\D>;VRS;V 
H'*Z"5UD^I*\\KT]6U*\H>HH!#"0N?2JVOal7C$0C7HJJ)J)JH.0-$*26\?B= 
HPRGC)NGF84GC"TG3J*3Y=>3>;R(._MVZ)=aa.!5aYGEa:Da'ICaa:W,$Lla 
HXC 77(09 'MC. R-MB8IK_*a%UCDJ_#*\ J Y-aF< !8,37'$7,MAaZC\AaSM>.UJ' 
H,JUGLPO.99A/)"0>C4D\3F2UJTKNR:a?RNR/%+8O%;8' "MLD>7F/JK1;5=*E 
H*KRFWMBASFO3Y%S09IPATDX0  ' , . ) A R C a Aai C 8Z AH  1 A*6 K-%* ! RVUT>(24W2a 
H"5CAB%RXBVZDF0Y.l8-238A2aEYC,L)LF$1HCRB46"aG,0S<,,R80P88J=G! 

HU.aUL%C-C>$5O"(?7F</CF280_+N*GH=Ca.<#_9-*aHBB/.C# (Ba08>.TB 

MS]_0 ’ I_ ! W,/V; (<7Aa%3CS7L25Ni:,== ■#XTY3A>CTYX?2P'8'Z_N2^'.3_G 
Ma6! WM(G8D !:=?.CCBS:*:a/_CVU*WNKEa+U0JYR9CJ68F2*?F:$.2.=(!:#J9 
M<S ' X726; ! C/7E7T9C(EA ' P9[#$7X' ) A7K#$7 CaGal V* / 7 W ) \ F N Z 1 8 \ 88 : 0 C N 
M";IAP64B78T<0*(RDWU]*aC[L<5>YMaKID!%a:P))F:a'.8<,'M+aa==#%K- 
HW%B\N<V+LEC<,WS_'V+=3A>H8,+;-CGNPK6;"Y+9RG5>Ya#'S5Ra'_*''N3CW 
MY28?''T-'UHX^a+::UCOa,=O''HAZ2M3HMK_R/90*'IC4'=.1<!08T;>-B+VL 
M2;BLlK,0ZF1\#G=?:08.*)$TIU>2*aa'8$A>T"\H?'95T'_H*RM''!E4")04J 
H'1"7#T8C!HLKaP8#CVLFa'63L0HaP8#3CN8$CT=UVYZ(/WH.8!S=_$:TYT_A 
H'W\/?#!F,)X,YAa,3/#2\W'V+1'PN(V):8?$;8P"E:8!'YaTG<GH8K*ZX$aP 
H03><1RH'*00'<%4/4]G:4]7Ui:ZLNC56>8XXO/I!=V)J9<SHaj<68=(+(O'a8 
M++7URAa:LHI>B>VAa/9' #F !<?D<)# ' 'I+;6E4U70H<YHUVRXH#6?!AaFDX''2 
M"8<I>I<*9B<\g:-HAC>9E96H4,)BBBHV<2H!UV>AH>$4.+'68$*0,M8K#$;L 
MAI>H8I : JV(K+*588*?B(#DU*X",ZW8*)$aE7I1 K$L$=_<' ' 4K$ Y C 3 C " V A_ L_ 
ME<*>ONX:+O4,:3YEA-XZCYV9>H!!D,=63;J7E\5O0CT#YW8?!4C7JDW'JDTH 
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M\3-a0>*KG&G8'a!V/;,8YAB,a*2#=QRX_F!4G0;;U=U[,=QN6)#!_+%a/H,: 
M'^"Y'('YA?;-\6,HPG/UM#\,XZ'AM\*P4*\<VR(W4X^%?BAY\/AH2.RUU\.C 
H&8a#\"P"S4*P]Ra8!\SSN:[0U<R+!Y0%aa:\ON)G'FCYQ.6XRAYCPRTC..ME 
M'X<TUOaBAO)B!S9YH'*+V.a7A0_pAG%()6Z!,(C8XS>/_$%WA"T8-IS68<AI 
MXJ\K$SOA%'10\DWLa!5I/;*,!U"93R0Y3R2Y'T#2C1#'LL)!2>80I.B%U()4 
M\DQ>,BaK89*4/0<26Y\#!D=7C(LJ1P"#19M>16$8;QVE=CQ(VO-<V_aPNO%Y 
M5-.8J/E-Q)C_'aP.._a_?'8O0PS8)GCY!9a$?WB1"6F'#)9U,8J7"4njaaS. 
M0<T4?aY3"$!?AuUHaJOO,S7W_Ei:\[O**U\#!M=>8J/SMJ;FH63FGDI..THG 
M'=5OA$QMZ9'9Az2.)U+'8VD%$(#a0YGDa=QZ3P:CB5H*RW5U08<FMTV5=5YK 
M/D.FGB23/B7C#L+82\-.'C'-J8TP*JMI8<"PE8XN-8G0M!J\NP$8G$4'I9G6 
MI9K6)M)KXNA5-'##QA5ZB.%E:I0-HR,ZN’84N.$P>)/Y'V"%N8T;[,4-%X9Y 
M_<'_0<CX/:INGAGN<!=H8/?N[)GV#5:z>\NY7B\8FSX(ZSS6AjLA'?\-T+Ha 
M(I9_KX8E%A>#_2Q,_G5?H">'.0?,V5\'71YWS<J'3/<S=,9L)'RGBGD,QOOD 
H<(VC2AN$$XFIAR($aHBYaaSF2.P08_8SK18DB8%>+N%>D"2C87ZI/=?GB1AL 
MY8",8*SW9XZGR2a\VHE0P_LLBa7P;(,_'/-/SMR4G9AaFYADG9?LAL<D/FCY 
M-M<-W46I<.4\0BAF+A:N>:9L:19PO=CX'OKJ5A9aANI7%A'N,T!?:NS-%3Ya 
MATM8- !C$,'\ai<T0P(H#A'I.'$,'ZT:i#7]4F2XK4FYCLKN4A=>D63<5Z7?P 
M%(02G</A#%BZ'480a+Z2_8=0A4/BHF%Q\1"0Q#(L*1F*+GF))2X?B;:.1=M8 
MQ/;1:,=8l',,F."(FM>1=:\D]>/$EI<a6P;C=SC5?/10U-aOVCX2V3P1OO?; 
ML+W?AGSR9X[!RX:#!B\Y'\/a%0C'P'0'H3%A:8RDC5$B$XP9G'Z#R;J)'(P8 
M(2H0a)WWF)K[3/V37VIN?%-:9=)Y\67-A2$RPQEGWI8><RHIHR4VY;aA\X*J 
MA+:RXK'$.2"I[!>S8.Z55CR2V;A4VA:+RG0DEAN*HBY5_A5X2a?<<.89(a6Z 
M80H-#<-0aHA*:ANA8Y8Y:'$Y"H;SX?E<*+I"/;YP!,1R4'C$<88DD,6PP+M?% 
M+'.YX042P\(H_3Q7*/'!>HHME,"3$FCE$9P8YO9HH(7)>)4G7F_/;I436*CQ 
MUAWNKT?8F[)+_/4\3'OAaG:*U_-9Y_2?C_Al1R>;LBN:.AC=NR:90QGJQ6'. 
M'F_:6=YLV[B'/PaA"8'W>KV$WL::82$8a[\2:X5=;ABM-aH5M,)AAX.%aaA! 
MAGIA8'8:ETCX8ICI:l<;#,)X;%L0P-L13,UBPY),/8:xY%DPJ?8>(V?(UM,I. 
MAYAD=I8>"-,7'YB7AA*sn$3$VD0L8GZR;GX*$""NAA9Y!aO8X:i8ZU(*7#8/ 
MRW7,+K,+!2]9+,W!Z,65ZX:5A1QZ6>\;:/8E+Q6V"=(WTMOApOL7VL.XEU)K 
M.".G.Z*3;\AS;ZI+VJGR,V3Y.?'a+i:HES>F1'01F/E1D]P'A_'8F0\C[:'0I* 
MBD=EI6.2LE$aL>LU"C"X##)89!N)LH:Q)Aa'.!RH_HVD85*Y>83<\IlN>BRK 
MAT*TN2:BAVC$CLGPW5\#!H<>_#CHTY\_18=R*T:"*\K+SS8KSC*KS\,8..aS 
M:()%EQDY.HW378.=P<E=C+F+R;C)Y-A"8;'=T1<Z8'#a!TSHYWAN00:FIF.\ 
MJG6aZNP3A2F?2'"FYYU*3#:B38i:iFU05EENRBEYaU:"XAKG8A4  + j:)<ZGTJ  = 

M3A2 .QW+C0CGU/G3#);<4A==4A5=58U$HD7682#U. )1RAX0;KC6A:C8"%$G'E 
M*,(P3"1$!718'AV8LN$0LRDHW;0.8#B!#HR%8%Z%W/'RK1$?T2V28A:)#?,! 
MAB.a8T8KZ*aY0=3LH=3C<$P";_\DW3L:R1GO4#/AE9SQCA2^a=2,?p.O6/R5 
H]MRFY2FPA%=JGFC86J8)$8PR_!WX380DC)72'A4-_',a(2A.7#UV0C:AT.,Z 
MAGM'AM>RRU"OL>"W\<8:HQ\#'=M\RDHZN6EawalB>a":,*P.2.?B”,\L0NS! 
M8!;#(=RZ(8aAP=$(CS,Y(1.,6J*GPC'0F0'.A0TD$NXa"<W00+-A:.7X85CS 
M2B3\EWaZP9a?4WA-5GB16!>aPP#6!%'"0KI9!NR'=7/aSC-KRHSU0L2\!!;' 
H\](P>H'X"2YA<%.6aA["=8(1E'C0%.)a%a'72(<M[:(<#%TL<F4N3GS=Z%U3 
M2JPI)=?"L0?8_aL'?ZLP?:GP.H.HGHK:#+RO7KJ=E#?K%7LIU3Y*>XaDCNKC 
MXW+C>4!?55R:;,,5;<DIJNa$G'U?<L7NA(HC,?93A/6"JKa3;KDCS7\(T90W 
M3)X_("UX(2HX"03H*C8,BTLa=Z7E8Y+R<2a;DG4TRC8AMHV+'9-1E1/BRO$H 
MYUB$!X._aaS>.F#8UB>M01_>\"AJVV!HTWAH\a0'X/4'?PaA_)>U)V!9Y9K3 
HS'I4U1/8Ra2>AP'8#CBZS07a3H:AQB1<:AR;8W,WD=L.;R;::3!4'\#VF:CY3 
MDX!IN/_7NI0?UG5,;FIC6?7'1C5GAZ(T23*D)26G)3CC<$S*(4/F. 4Wa3; FC 
M+[KFN, -494+51 1735') #8" 39a0CBB7V+KDY7?alA6%MZ';CB039-:7IMaBDAN 
MH>(/ZA/wZAE=!CaF\1$-SA><)CBM5F(2%90"-:+A',-H6BW83*:+,ZU+,JZ- 
MAX42:X';-L*6RV7pAa9PPW'3Z"*)80''L(C%\)aaY(8!AM=0LS"8ECL9_"A" 
MHF;\/;aB!A;>"5,9a%EC:z2?'A/:28<FF3FG*MAV0WW6B83=X/6!M'%:9]$88 
M0TD)3RN\?FH8LP41L'#!AaF_UCMA4_9HA,',:LJ'0?.'a8a/<21.=4?"<$38 
MS6#N6,Z3P;a<aK/"0X;!KJ;A7\%aWS$)GVALAa0F8:c?L(17W;(aa#U+CX1A 
M##C0'XSA-S-'IPTaM._IH3"'9aFTCaNULV,'a#5S8CD''_JR’';TY0$8B%T; 
M0\#,%R:N=F$8$GA(!:'%TB[.A')!%XA:!KD+T;LL7C:B(UIRa57D3Ga9Z+06 
MBHV0(=CNF0IE:CU!B>#5-1:vD22_?">A+JCZ8*Y')(R3Y*48=T-#G(:.ZHW-0 
M2G*[XFP'BLH4.:6IF;:238=#NK,YN?)aG.-3VM%*V2\I;=W2Da?2HGY)P;'8 
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MJ''4'KAD5%PZ#H3I&UTV*2I[;%66  = %-F_BK9/BBHF0""196O(YRO(JM>0U6_ 
HaEE$C6M1_60IYE'-YB?DMH?BNGNAM5^&-PZ&;!\+;9C$#'XZ:+:K6WY><XH) 
M/'WKT0#NC)#/8';,11!X<49"%Y-R$YKa#<'$WV;*/V<J'D'&UP+Z/F':0V#J 
MC_Q0?* . ;N0;A*L\&:T:>KVZY%QBFC-)N2,x:')*^SY!R' /AaK>468#' '1803 
M$%3-H*CZ133Pa-7:$N=3L>.)M.*)POI'5M8CLW0K"Z''K\CLT.1<U6:TZ\TDR 
Ml85*/**/W6LP- ! GT6V8ICC J&5CAHB=4DLiaB":#Y' (MA4S'LE' !NF%Z;:%P= 
M9UQEaFX8WJ(CC,LTKDD)F'WKYCLaK.=""71_CNNN?.>?B'?^D7CGG\D9_P!> 
MT0-D,/<aR88^F,$KUROS)<QF(3#:. Z"?)L<0NJ6,2>R17_):8V(8OR-"H '0, 
H=3V.#PQ^,:H4#$9!KYG'X8P_RD2H:o#!a%)<=9HK$aCW93'0\;Mauai/<4># 

HQV !_IW' 3D5Ca?, YK3. )M,.S0E(Z:=,A0/.CSF"LWXL.8EU?H^8+?PYDD%0QI 
M88#TGa$!V*B=10-IWJ?5LV,Aa«^'DP^8OBAV2(59CCQDP8#L=C4+H3CN8N+J 
H%IJQM'LSH1:9H19GZI9D<8)1':ZHN2R?'%H.T4NL*"!  7%  G ) 9 + ^ Y Y ( -<4$'' C ( 
MS1TCK8>3+Z80._F ' 1L\'?4G%#D*YF:+L!P'8:$5+,8X3:%EYTF5980=A.T?9 
M3EJ<:94EBPIS5V[;,"RLJIW(KBLR5=>E5.Y*j:r=4?1I3>9JH;%?8;T0+'L.< 
MH6A$8AF7('!' E KP " Z , 4 ' C BQ_# 0 ' <: 7 \ % %8 C _* L+Q*K ) R ' a,X'JCZ55CU5Ra/ 

M_CJB_G741  R .*QF>:+;W2AB\'aT,;!\.VCX8TOUJ_:T_K:w''Si:M'/D,$G_C86 
M'QaM\0R_A'8AVN'J.'-RP(D8P-TPA<BC#9-a*UT7a!\RFQ\RVC:D-M_^'ICa 
MVaL#FUJ  ?UAR_: VFZL' C%AQ ' * 3 *3 L3 V ) 3 = \< D C R /-9X F R VU ) '?V3  = L*A*A!5X 
MKGT)2"RN ' I ! 6#4a<_5 ) ; G \+Z A : (48/B6LN"::N-E-;#"66>)M%,D<,,)GQCH 
HO0;:-B.UA0885E32<:CLM*44S$OEP6BT\!V#8%))I"DZ' ' VM K4_ ! -9 E< H ' 2 \ S 
MPV'8768V+,1N88?#( ;C7!V$87J%S**#?\/3UZ/70D'Z#D<S7U*:9'C.7:<;/ 
M/J;Y/0\J3CDK;IHM<7Z0C-W6XS4B[#, :X1UD>DZX''C*8G0GV8(=(YYMaQ<P- 
M'’05'3E8;C>,(F$%C\'XJAP>C<',GB*10!CVML)3,-A/'CR+I^G<\!1M$NR8 
MA$#0/a68O:X>>E4O"S9_"L)8<+("*H#2OF?4'/1"F;3OQVIFQVMFQR$')P(A 
M"'<!'8/T$aH2a6#(a-8CT"W,6B_<\MZ3'P30JUV:"Z1;Ea?INZ('HQ=J=1$0 
MM;H$"*.7#82:?0%E8Y?QK2;#:0GTa=$0*=NE5^XF57M(C482.aP$Z'N7;YK. 
M:6+;))E=ZH)+.NO)=.=6AS6\JGQU1<GJPNREEKP5EJ)00. ) LI V%636U : =7-R 
MS<8$FI,Q5 : V4LU/AN ! M=WO 3 _Q-WW<U 1 7 E a ? P ? V%_V / 6 . "QL'A,'8/.2aK,YJ 
MM5* ' 3u:G5LX9"044NUNA63UJ )1 #8)a>3D\ 'FaXEalSCVX' ( a8a# ( LC V C G I D= 
MOSWWW=?=KY-aiF9GJTYU:8S+a>B'CCXZ33aSI0V/0%3,+XZ_.'%+6IZ*S4\E 
H9N83$K#E”la,'(  . * 4 ! + E B-/;(^7-0U  ( N D>  D ; B>  ) / 5 \ F 3 I S 0*  : \ + + 1 =Y;  F''CN*_ 
M"P;’?Ca2O_I%S/J?X[?\)68G'<L\8\\;HB6?TDF?T0HWP.DGZ<R3=#X#<,E9 
M = D = ERR7:>IFV#=..  : W3 / #7K9  = ; KO \ I 3 =G S_H / 02  = ; ? \ M " , ' . G</ Y#7WATV : * 
HTPJR2M<:\C[4YjC2ENTCFBZFHnU.Z'K'J;N888GHN\3VVC+VVTF6FRS#2C3( 
HJSTK1_>9#Z0*/Z6*3ZKSMZBS-VH-: 3 '+2,'PZ3(JNHRI5Gla039DDC',BRM1 
H%$: CU8I-_$+V)G-,IC$BU1 " ! C ^ aiS $-T2 A2 %9Z7H F ) T2 B . ■WF4D)U!C8"R4B 
MaaL\7C$8*\/\4I738/;8'  "PK'':C  J ' ** / P6U E''-R \ #>9a*  ( D # %_9P CaH $C<  + < 

HN  ! 8J ! P<UF*7WW<7>ST"#U3 ’ C ' (P- ! KHX-T  = $01 E8 ! D . a 3 S V9 " *a%<  . 3 E ! , N C 
MX>,SC-WF_3*E/FP:%C83S6)RHB3H+aaj=' 3ZCCFE\V,8+\$?a''! 'B7TP3aW3 
P1".#))M7D#Z3A)N64#8)JZ0Z>)0%*ZaF1%aC^{'?IR3'+!00T'' #8G>TM<G89 
ME'HNVUC'A5,0H,MU%XKI-M12B^K4"Y>J%35K(ANA**;CBP".'8!1ST$3W\Y> 

H = a/8H/#,aX^''J204J1*  ! 0CIRM8Y:  H39NT.  BW40J=I  ' $0  ? OH-GO- Y4N  U I H G E ( 
MW3I4VU;6UK#(VA0Z55\="6FX8<G\IMJZC77a2YLUB3L6EC7;BSH80>) L^VY# 
riaV%-''ZDTZU5I\P\H'''')J>BHU/Y-P386+:4ZaaYDN!8NPV/5"U/H4UGL_I>3K 
HJ7-8V/YZ0. L6;^ ! ! W. ##>(_ ! 6W''+83[aY '_1(C?' 80901 #?;W0.N.(<2,'', 
M"=AR81EL=P.\_-K00>?'>DX\=! RXW3 5T LW7M " =>> :U)ZaH003I'(2S**5^ER 
H!JF<CS65''Y4H5Y(:0H'  X*W$\8aw841  C * = D 3 B^'aXS  G-+ Z = 4KK5  VG-PZ  GU  E 3 ) J 
«SRB7G%  ! 5 'B)*3ZL  + = Z*.  ! ) J 1 6 ( 6 Z PN  I >0  PK-2  ) aa#  : -H  C TN9 1 D 2U  2 5 2 ) C \ ''9 
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M?YaP:<H'2j-9G  = U-9/00>:NH)0  = 3K3<a'''J=#_T*#!9U/1+9CDDi:?P"891VW 
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M + Q6Qa<,GZ/\C8_"X#/0/K'4.  H •4880Q*H1)''#  + H3,//98%5ZDF.(U8!<W//2.# 

MH9B. ! #8KPF,P-; \88TPN<,??B$8,,, J*J-H8>nWZ"IQ0 !.,N*>J'HL0#:NER 
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M8H,%Si:YSEDX+E0a,;:G3-'_*NK_$>CEMW\A;!''.i:i;H5-_aH;N53X9J?)1O8 
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H8[.?Q#VCFKH;BL::j4T/)4Q0CI6_HH9O(8!:3Y)\CX$(%M<^''P8'%:X;P$' 
M*YW7U8ZK6NL85C)$%'[;j\D_K\WH,JXZ36>WDBH,FF$W;29%;33KD!S?0*i:9 
M'=LLS0J7658!U;"4R:E)P-AH21DH9HK51'##^;#?$B688S.8J!I-,5+8R,2% 
MC?#PG/QW]B)F:=R8/;>,8(PP/!L08GI7F#68T<F.X,:a<%*8'laW)a$8/'FJ 
M.>!(<#-KW([:R:6HE)L  = _IL"$,L'^,!JZ2YG3AA;X.C:D;BS:Y'ZW,6W2!IY5 
M84\HaWE'7;a8YA=-A+WUB*>8Nla.R0UQHG_L+Q.9$C.MZ/a.<7a8!P#,,Aa, 
M-B<7K>7Pa'a8'T-j8!aC'aY2PS'a40'8S8*8>'\NY_'%I1#«BQW8*''5XE'N/ 
HKH+;N"'#"=$Z(a!a+'DCGKH+'!B3CP;T)50?'/E+:'_AV$$"/T+H.C!=):-C 
HZP+:%Z=.X720%DQZ'P/a\:j59\G\'alaRMI)VWH(ZR!A/:>UC6*VJVK'38UW 
M1%?7D''O;X+0F(/2"IZ,,,A4(7.Za[Z+7a+5'!!?D9I061#/CN65a6'Q«'\,N 
Ma#"V"Q!W78Z'*>$0>,KCP;":V.-*KJJ2.NMR"K8<T8VC*:SR7X+-OP$8'Q$L 
M6'L]P7U!Z!X6-8PGKCLGV_)'0>*IX<B/*CI_!3K8<GC"-C3A81ZH!aP>F_"- 
M0Ja=_AG)7T_0?4?GYZX3H\'DH8W*'3N64/:%'')K%FE4+9%1$H0:31%T<:4U: 
M[I-D-$M7M2H+:VGLW5K/J+;VJK+*CK3I/Y.;0A8W/)UD,$-?!8#(X)J0DVN* 
riEE9_F>K''7.FZI2B_J;)?T  = HN:TN'B*)S>,$975Z0(:>;S#ZFSSA"IN\CS7M, 
MINV4?C/*1=#:1K.ZCE9Z:7DU+!66N6C(X'K88V9Z),1E\+H-((5%Q;20J1E. 
MR(%2>8DF';N"aHT'')BJ*-,%38Yai$K:J_7O]X*F,'K;:,GAY:G:G\/0Z.XC! 

M'"D\E20,Q3#C49IC842X6HG)aW1<,/A07688":PA!: 6N'>SP’"PUY:.M6P 

MQ<F3F>!9W: 'QE1  / L_ \T$7 / , P ( 366 P6 ' : . ; B D =<'><$" U \ QV ) \ *' Aa#< \ H R ! 8 
HUG"H#>\W?-!"CL-a'8!T4a/,9$AMKI_!K!HFYA4a.\(/8#"1I1#^D3'ES,4P 
MW,DGl#,  :%  + 8C!1,HV'8!"Na<'#C8*^'"N.<a'N!TCCOGIB''0O!1A\"M!7G09O 
MG5>GGV,'/(3E#AB+NP8':>M1VG'28.LE'6=Q''S!F_T3MN*9V72=\YZC8XU:7 
MV5FRQ%$J 'O0%K'66P"  = \a0#,^>/D%YF'1$'>LK)"8). P% L<#-0 S A S 6 S I $ ( : 1 
H.\'=ZK$,!E-=(?3;%!6)5>Z4ZFIYE8''RKJLQ;AF-;7VP9,-:0>UPaK4WWCV2 
my/ld>>vx8o,:;=hc4_l/z5w_rne:47qvpg9*hos\k\z!:vt]Juu:csu:4/n6 
M = WY>U7,/T#  = K4W''*?4?,2M_i;9a  = a<)2Q9"%>8*G*>%''S6I19G:RJ-25GHRQ_ 

MEZ  + TL+:\1''.YB/D''5  = 3 = aa!N_CJY!78()3;C%;"HX3L6P''5!P#L02_U?"$' 
H'':.JVS7-867-:4CA.4"5GA6n^:T/K?'D'W<D-EA6+Z?I/>9j-U8<HM)M:%$ 

MK*>Q9EK;1 *0K: 64M !3%<1<L\E-P#2'P=";B?aS$)*(632lCK-F!:#1C<B,*E 
MEJVD8C.HF.7P#'.4D4(YM05_(C.GBBCPZH=9.'')E=WCS,CC($IZ6P>8E<$C. 
ME2>%>9VXH2O[P,%:$\H$8Z_)898G0<PSG0:hJ3:)5:8187TEA+C!Z'UWG_U+ 
H'ACN+-%,DQ4.=85#$\-'"NM"C8%_SU#(O=;<8Y!8*<Q5PS-a.)C!:aZ#H0<? 
H8#'ZIH8_O1(,/*SQ:BK\G:PP=D3'8.9CF8$P'NG'%:D0aXEH+9%3BR*M)PlK 
M\02_#F8V<' LPZ6Z  = Xa-,L1  33 ' 0(, !a'FB*,(P,A\T! J A_-70 / 6 1 S / Pna3  = 8 % 
M3?:POFC'5-IELAXWVKHH9X_!,8#;AS#'L-9Y1>V\KJRZI*OK7*5K=98E'J;: 

M2X0(P.  '%RUT_?4OBN>.P0$$,GH#!,#%<',\R8,EEOZ_L$  + a = 0L!CB8’8BV'  ! 
MS!T'8_#TNB7>JA0PU34J6XM+OZ%7X.A;6GI*4#DDJ1V3n7RJV'(':_N:;O\^ 

C[!CHK:ae017cc7c013063d41311aa013f292ba532e5bc4de42abf2ad5654e09c97e810dDD 
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M_?CS0%,_%_2_*.W_R7KJ:5''C: ( # U R P ' KI 8<N E+9><= S X L C * S 8 / ) Q : W 1 Z > Z H 
HY>7aN22M,HIV+B;H473ELLQ&\9H=*?D:P<aLA^36XZKR/I5W1 %UW3=5X ! P$X 
MI?D)$,%):Y*)FYXE-3P5UGT+f:u\CQ-KGDAJ0T$'EGF''E%9*KBB_I73<5%N0 
M:  "UCA . 4B47"&6-. OSSNESSYAS . aaTPX ! ' ! 0-; 49 R . VG 82 A L ' a X$ . ; F $ 87$> ! 
M4=72<B*E\-*R*H!A"F!8BKQA.RVVTF*$X6*6P3"JMC2+AAaVFYCK-DR+"'I* 

M8  7 70QN ! 07LYR6Z9nY554U<.  SA%D8\YXA08LPB>&a\\_\D-HDaQ[>,SY;  ! 8>T( 
MGA0.;?<)'HK-!*.V8/B3'Q64LCF&.G! ' +3QZ 9U+ ' X>G+, 0 A E L \ ( OZT A P$ \ - A 
M]G/!&)Y>#7,_<G!/*R(&'_1JWLB8!S0'AN<PQS3>'AC.0AAF8<R5PBR#D2O, 
M3+$?PY80P<a5laS615?I8VOav#I\F=''.a'XP8P83TC9"OI<1P8=PC6’'8"T0 
MP7H8/=,P#(8'AOF'/aca%1?'''"KLD>T>1>,EE.FTN.4K0LPV.CL(YV#NO(1 
MS#FF=EY15Mi:$:X<-:5TE:AQC20Sa+AJ;)8%:'5D;0#)"+_H*>a+<'a"OR5W* 
H8Aa,STCVYRL<'I<]a<4P>B+T0C5<(?16"GVNA#J/$)+8*_?5R%PU1H*:05I^ 

HI  %0^( /*. 29IOJ  + ;<QG  = ]1 1 W*;L6Q9RN:?EK:t?  . BKJ>%[7  = R = aCGCSB?T7BL 
H=/?YC*:CB9F5"_$UBW3%2TS.)>9R0-_W3<ZH-,_2G'6)EGV2LL,II>TRZS8Y 
MHTM5V:=R#ZIJ+ZGK/U,VWV4!G+R6.87i:"RQ_aFa+P*PN/8;>.4'M"'>2#U? 
MR5QW$8'UHF0JDL0:XB8BX!RQ9E"7]Y$^IX0,:#2F'S8:#Y+47M*XTVS<1I%; 
MC/K-%-9*82V4IIG2-%*:>DH%I192U%#R8H!A6N:8ID0*,H9M$,.(P:)".B8? 
M3LBCXH'!YDP*-5LR4IAB-G._#X/#:M89M2FR"8;4P5,)8LYCIB':QQ*>:BW' 
M.\/,"ZD1?XIC#\*QV'C;Z\-E,%0#8!  2>" H Aa9$0$*M  + 0 !BXZ38;Z(  + ;QFLN" 

MW\'YCL8Y0  8A:^6N80$PI:M"_TC:'X]2P#$L'CN7',%0'PS/M<,7DR/81%-TW! 
MS^02E!7!2'8_R6#X]6QLSDKHG"S88O%68)' 4GNL_0<RJ81 ;#1$0^,H://I/'B 
M8C(CH'YF-G/0CA#':  ' 06 WX ( +UQ, 2 F ' 8 F 4G<R7a3 , H8%  ' !*,  = B,%:_0FM\21  . 
MG<+H;FW:'%+'ZHPSFHPA9=:()G>,*!HTE74#'-..$T9'+V'P[CA/5(Ya%9^H 
H*SY3>6\2#1<S8W;:RI+M)<NXZ'4#:(J>Z'5W$(G!"P1CP8'P)85+RXJ6037, 
MB8DNaP%]V2=RB'DB8$V-*i:'6DP0P#*<ZL::8*/;FK:IQlD5LT/D*5#5=4FP: 
MU*CZIV'_XC3V)UF=W*5**"BW_6C6Y0/YNR:*5KGG1HL7BHEY\:J()/TB9=8B 
H3>YB  + #**+(U>X4LHV"ZV'4TNCTZIZ$FHZ)8Y^''55%Y350ZJ:C:4  — Y4-H''1- 
m:z1K[:z<V/Y'T^RT('8!D'$,  + HA:6;0  + YF^*%5Y$"'*>ZOI':;RHL4'$//'8/% 
HHWCA!5W*85W>()ESRIC=1:CH,)CW8*d:e' $W3 ; 8Q V C BM ) G R C " 5 M ' a=8 V4% J $ 
HX49*74\I?8#!E'RH80\M17UJT!6F)58ZL81.*H*N,8!P/,RI4; !'(!.. 23=% 

MFVG'8%AKB5,  + H + ''G#IY>':.L'K<$  + 4B'S8+!H5C$;  + )0Xia\)SR#$>3'''8!P 
M( ! W ! ,IC=)C$YH= !><AZ#N?V*/ ';#'_AJ_*0(#J7O3,.CKU_''LGV>,RSAIID9 
H[(CP'0F.,1R:889;ZD*E,*:iV,:aCB">BL8\A9P?P*_GL'Q6OYX98’ ' F/B<3 
H,la6"0,US#'8J>')\QH!!L.$VOQ”ILL',;a,VA$H'8%T<$R=+n;'VA$ZT7l< 

H0'6ZPJG*/ !KR(aCL"$$<Q?7',1  (R88,8K$D;T'  ' ',R)8G7E!G3.J73VJ*SX- 
H]W" .$R9'%UG11U:>U5<.XY6CFHKK"M<XT':D8W:A=2F3;4AaT30CP'<6"Q"# 
HP905Q:W.B2W.]ZHAQ'+_'L*:a$CL=aa!a:%P8<R*8#"(P6CJJT1-U<+F6E%H 
Ha3%>GU_2X%C3TIJQJ=NX_89Q_R.Z_6GFD2>9!C:(W'YY>6-G1E/G>TM3YD38 
HO+5(\$YT$L#P>XFZR%0ZBK0*5JU/LG8':":C!E(\9U*JS\n:CU+?F+SNJJ)Q 
H7-ET2C;VGJSY2*G:AT#C2IK_EC8S<6CBRM;X/Y+*-H'ARV1:F835"C9E6:(M 
M65)W2''KN*''*;;,GR0N^K)%0>'=HX87<a"1!((  .QKa,P$2  ! B8  ! \ E+ ( , ' D , Z \ J 
MCS]XY:C;:K6EEFPRH>I4UTU;X"I7\<0GCYCSG=*aa+C)WM_D8SCL/_3\BG?a 
M = 1 ( ' M_*8BBV(>_J  F.X:Z;_55  7Y0<UP#'Y0(+8,#%)ZT%QVSYGUISEGAAIV#; 
M*5B'P3,V=H8WCPGF"=X\(IA'>=,(P)C')/8)!a_!,85P)W:%4ZDK7(:P=P19 
HPDPMX;aR,3;'X,VY1'H+PE*DFCEGJ8-7;%>a(EaH?_*EH#>L9N#5N,*J'W-J 
MWRZR#EC%M=a*EC"C3"27"+8<P70XF>CN),UHU'E''.a: '.'\!(BH’+#%XW=.a 
H]RD8K#ZRH?A=aE5A\+8aAI=' 283L9%X)PP%+6-80+7=C*QE, ) Y :Q"%Z7: XS) 
HAC+%Y)8=8a$,OTHS+8M5,2PS8/>I43OBO48FP8#0P;A+>)N7B1O"W1%)$X ! A 
MXaK/<:B.V'489HQ+C(4IAJD.9H"7DaXF#-877'01S+K/VXa3#'P6FHX"aRTn 
M%T$$8:N*,;7_/;/SHGGaJQS/_OH80YU::SA:0=22BHT"8:F:''!31X)^GN)9 
M-B5D-2PS6. D-4P;3) \6PIU0CC  = %Z>U  + a.  =R7,«2a ■?!8VWVE38.u:5.C%80' 
H2_??*?CH8?C"=[;sGJ-CU2;)0*?*8m:>DN6G=FQO7OQOCVF;=VZGB5K$UL6*G 
HI0Y(6N0QM,YSVI[+89Y;Z=:0,a;09/CN:a?0I_H_aa+Z:a9_U?BP::0a_1_. 
MTaQ80[22N_:)'9S;_G-:VX/TEN\SH1K0Z.H0ZZH08BN_-E=\a3a0'H"YX1.6 
HHL\H^8>L.0=X^VY>V"58=PK<aLA. \J9aFVF,-P%:aWAF%$J ',V;P$/8E,(-C 
H16"PHa-IB24,8-8TXNX(S8#2';$=C\V)<0YA6PD.>=::(8S*$39F\_1FCEWS 
M,V#P:Ka8HDI5_*F3:''IW<BL".'I[:6EAK1.BDaGDR  + 1=<0:=0:>%26,4,?C81 
MH"  ■ 3(V(  Y7)4  5_C)<''P87V$  = 0P*KF  ' C 7 A H S ) 8W8H8  D<  ' Xaz  C 6 C ! %P)$(OYT(< 

C:CHK:1a4720a6a54794191e4320c1e571b8ce50435e257f68838d7aa9dddd2d5ac7368:: 
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l*IB4A7  = "%2F  !H1N/DD8’8#a/4!  !A0  6%$K9E>MRZ5(C6IC!  !,-XN<8KA<LQ["!% 
M3'EB1Y!,2\Qa]MU:T,',7YK,'S0!aY=-RU$&)x:c*9SR(:?='0QFH/2:,89) 

M8YJ1(  = /(PA<L.D$9;,r:d)5_' 1 A L + + W$ N 8_ S -0 #a3_B& P U ; 0 P< VG  F>8  + ; -H 5 
M8+'>1'#/MZSGK*NKN49AY0;H&ZM:$34aX3<PN,*QN<H5Q#:H81G',H-!$'-: 
HZ5T=-H8;aSl89G!_EP8PC.E.'P;[>G5#O6ECGA0a\:"'Z1O,C1ZH:I_Q-^T: 
M6KUT/<:_E&V<CGGC_1?60;EVC8W0:H1W-.)F2V-"\4ARY=[4YJ-I;:>UW5\! 
M?3-\MS.'Ca)T=<,/M?Y'J;Z?9?IJB/#5>'"F/%12::\Q>GOCYN<NO'4:Y"_0 
M-C7U1P!P>N.:](:I:h('  — = \:J_:jJOB:=5TVEY:C2l:2'-MR#:K0?AN_4Q3F 
MD'4>L=.B<5PPCai98S;S&+8CF' '\!%EL&A6,PT*6+\#a+E%'&!SLCJa' !I/1 
M93>B8(XC-W-8"A<(N$DH6WA?))F6C!_-X.A=8Y&NXA3W0*$,5DS+/5UO8K<\ 
MXE(UW#(*aT.BWG_'M5P(aT,2<"-=R"D93/DjaS:<QR%:iX-KD\/7:X4Q.+(' 
HO*S"VM-4.M0B=D<H=3#I4XLaA>-54:5",!P:4"+P?SG,8#FC(^OE4GU0!Q<0 
M + R)76BP7P+'YQDXQ#'P.8AA"’Q  = 3!a  = #)-YPD4S+:AH?87Z0Ca480T''8EC  = U 
MLH'C""i:>#PQFD\=8PF!9"a.#Z>4<9SY'IC,.4PQ3*6S*.4  = U,/;-VSEIUR%YW 
M48PX!'RV-1WCFD:3,SBKn9:AXQ''8_F^R!PC4U!j4<)596UVQC9CIH=H5'T)B 
MY1D8W%P3#U(XX$A(8);0C93>,88P\27Ha9*XNR66,Aa'W-.IZ>ND8$X#''_V 
MI'[VI0\.I'\/9'Y:  = 8->[;;"7\0SE:$_4  = <WZFa</FHJJGGOQY1?6K'::4TI< 
MGB>A;8Zi::S8UYJ/4IL]UG>=T_7]-D:XRC-S/8)'H"Y4V_$LRI2:>Y0a;B0?? 
H%,"R\X"KZU=*w:2VaVFM/T/I6GC*:+Z747\GJ_C0%,",^aH'F'->M#I.6T$$ 
M$P"+:B5>W"V*NP3;aL!-(68,Z"MDC8C8,<$\+C'3'C/)LU.\84MA(<L09GE% 
M?;*0V8-T74BK8#'9UD#X6JY83*I8B94HP1V8URa5fia8)1'J+'DCIS=PS8''D 
M,SA4E2Z?'!;['';WV9)1S>%Z'J!T  = O3XL4'+8:%N$0  ! A , E 0 F 7_7  ' B " 1 -2  M C ; R \ 
MR5C)8*41(5,V'+VJ''XUa(,'#aF%6+T+L3*#93\X2H-$8'E41#N"1F'0GV<D 
M*6a^,0-*:4=$2M*7X^I"8;PF3V8P7G(?CU',,^NS<;TB81C7:P3#4I:/aS(X 
MF"L<8#'-Ca'=+#%X8YY8HB0,6\BX,C"829G">1%I.UC=(J??!0aFL2N\#Z=# 
MD.X(aG9$GHW+RCE/YS*$JH:0:08a_a#1P<<L32>9IDO4##9T?<nXKCF[Va"a 
MH?*W(a$aBCD*!V<</.6"#ZM\7D'B\H)Ha)'8"G^0Oa$,'YZ54Ea:HB/W<aC' 
M3=M!!_>Va06T)5,=W-VNZ6W7:'6D]'>FaaX8$8RK/V/$ja_a9(T-XIKTLV.# 
M5I''_H'>\:6/LUI?^M.9/,3$)!I0.X<EH.9S1<5K7?DK;=SW3=U/00V<8_B%S 
M]$'Z"*90^LCCU*$GJ8/_'0H"=:.\_TKU_2\<R-BZA/:Z\\J/C<7+;$VP^!.B; 
HV?a#9O,:?0#'6948PCSK*EH''VE)Z$a#,%aRVY7aBRSXHH/T'8%%8%"TS(CL- 
H#$8FC8$1Gaia=A*>O'F"-$B,B%F#HL8':',(8)S>B;2=**V=AaKC80ULi:31 
MCaB46(6(*XSB*89)GMH6+(5%+(6MS:B+B#Z4$0''$B<Dn;KJ.i:GH=D2XZC'L 
M6RNFY:)9PF1(.'a20U4*1V<PZ#;%A9a.:HIX;K,jaT-('$+?U3%XA7LX1<3R 
MBaa6S>:9H4DM9'.49$>0=1O2_BB5+)\4)8-a+L?SF9$8'8l$!8*;:=2.('S8 
M**6'0F0M'8'VAH<"#).R'X/9#13#4/GL:S*8"VFN,/L89K"T7..=*NZ=:B6# 
M+=2+V(93*RW;_7AB6<%a3C0#Z . ;8S)T,8538C<CXG_Ta8_D48aA'I)TP(3P> 
Haa4?YUT'4>4*5+,$8!;J/C75?\8UG'(89S5?PPSN_D;T?599P:2X-E.RRNa% 
HR4L/4CGCH/!G7/'*aL_7N;<K9#'NB(#/'X8K'%ME*2S=S:7$TVJl2PCaAHD: 
HG')%)N>2NUH2'<:aAF48>CM3*(. ' !PS'8%P‘'EF)X>IB9'+85E:9MC7T_/FES 
M = HF84:U4Y-F3/W7%.  G + — /R-<>R>?O0  'P''A/''K8?:6./'<"ZH<>iai::a!a_\ 
M"a"82NGC-:4/:U_L/'3''$*BK:7H,Z:MH>9'!:8VZG:EP%3'+9:J*P5lA*EJ< 
M5RSEi:G24]:2$C:B8V+!(3nO8SCWH)!:'«-8V"/P"X)UA\#.B,P$8J:0<1SA 
M.  CDa9  ! X7  ■<#D+)B81  =,0  ' aS;  ! I " ''  + X # A#  I 2 8 l:  WM  J <W  V E ' 8 C '5U.KD6D20UC 
M8/>IE0Na#A1;0AP)G"'!4Oa9:T6LDL'+_XFOS.#H=D2D/CA5!G-A$\M/=2VU 
M>CLB5'=C$2PEHM.DRA'81V)M='RK>!%4XJ\$8%K_''9U<)'!S:GYP)'8K9a"# 
M7a3-Y7A1'CYa0V8P'<Ta#'CN5'48XPNYH?F4P28'\#H!%\$P)3$3DPL%8#9O 
MR)$aC(UA!8/9-\HD!H,.aCLU*C,WH=/-1<S6/DN\ETL81#J82YFD#+;H9H'! 

MC)36LPM/  + )0V!;  + 2I'%EP#"3''Z6riY)!80H?N7D15BX!AH?8'7W?84G*";3a0 
M:KR2U7C3.'"UN,>Ka*U\KBR/#2UG'CP)B9/aa'''0>%(84S5<XTX"Z'*''<5; 

HW87':43J 88 !3HF8C; 3*681 aLC8Y(EaL83*L72''$TP#"VA+H3?+TZ'#"6PIXL 
M0R  = KV8<$  ! H_[:  + 5/#W/2H=»,?79,  ' ! K,  C>W  / K6  LO ; aX9  ; MS aB60 N ? , G LU9 R9 
MCCBINZ;)'X'!AHE'NN8'.0\CP+#.:t3K?: 3U / - ’ V / 4KM ? ; +H*4 77_8N N_8 F N 
MXY8VC:?TUH?Z5jaZ,*0_8W.W_I:aZAN*7H9UV>*\'/2UEIZa80G:!5:TU%;X 
M83!8R/\4,"SF8'R+:)_'[a3X>62=$;D9a$YFFZ<'0:)Y'+'C'C,.8!;A:1X1 
M'</8063P('T_RNa%Z=T(6\(8PW8\J=%$PH3JI<NYI"H4Z)$0$LK$N!)a6P'N 
M%=Z(T$;aV?C ! ; . 2V8+5 ! B1 "-I<+a<":B1 09 '8H.(F"4<.4'MG,8JEK!R:#GR 
HP%RaEB6V!aO3U%+77U>:#Y$83'7PZJ2PNNT08<,184a'/Y18A*H?3._D0EJ$ 

CCCHK:0ec4bb7adc5ca6282055710d77a4faef70d92405b64ae506e2d8e3fc3f9d57313:: 
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MPCT(\_/;E0P.L2.H#C::$*J#%5>>4BK2LJCF-0X\G;&V$!AL6I,#'&;6"<PZ 
M&ZX8*RT)P^H%K(9?L9M?P8(8&(S5,-FZ3#',027I8++a"#.8*Z"!,IC;VL5M 
MZ\%&!&$PE*BG/;.;29J'Pa:/GH4P9$H/-aCU8$PX,IE+83,(J+05'A-*/D',7 
M,#BC : M%>04*L6;+5 '+ ' 6G S #7G S $ V7# ) T_, W : ? \ ) 9 C C #& 5 4 A> ) 7< ! H A ) ] Y<+_ 
MF4C.B;3('T\",,MXQLZQ.QX8#8H88QO07I$(<EFZNJM)'ACC/(JZ)#R6%ZB8 
MVF1X#T:x#R083=S5JL5JN#W-TZD!'8-7N"*='-a\C858?89Q/S,V9'883XWR 
M4/-3XN(TFI0*G9HL'IIJZI\=E3FUU+KS2_?B!<?\C=S9V_ST?=/$'R*('^0: 
M/V<,_ICA>Y#N>:CM_U'7_5#?_2":_7\,;??U37>RF0YA;/C.6'0#7',+N,M6 
M7F?=URVN2X!>J_.,I>PL=AX<)VPEQZ'XXL^AL'XN.DHQ+.0=%G,/8#4LCA6% 

H18  + A698;1 LRT ■;C  + 3a"/24ua$K.'X580PF*6C\1':.( D-5T78-BN; ; 5+ : XX  : 
H:2GU.$\-8(P3WJN(8JY"'7AD'P88M92(FW+$C>a9W\E%$<%A<>IJ$C-A#%Z1 
MQ%8BTU8YIA$:4!C1$E8/Caa/%5:YF2-81#B#PR_DPAD<J60'JTGAW^\'J_5% 
M1$SNB=*;%CZF$87 !C8W"(7N8E=NH%;:C!%02LH(C_#"#B1:<2%8K9Q,'6UC, 
M72N:wa(E8YaP680W(,'P%/-J#O<Z,!a77;PLZV"9P=(ZY4T=A,'=V(A(\%a2 
M,8-9S0B;,L:1T':)P8'88)J;!aRF=a31P8=,PA%KP0'! L=0 NG , * N F+=7S J / * 
M?4+51Y:JPC;:X^9:8/'58\_5HFY_947*,J5+"E2LNSR^HBP."aZTX"4N\E(N 
H>"_#8//8E01_'  ) Y5KNWPU9C';$JX'  + ' P,7A3X:9aE5RHa<*XK4X" ' I-*a3?P 
M)?I5>-:4JVFI3\761$MR3VMJ7Z<6W\SU9'CVZa'  'M,:  'F(EA*P!X<L08')X  = 
HM\U-"a#aa9F"73L*%Z;S=\PXQN? : !a>F>G<?Z-CS>=WNBXCYZWFS-^T?WN;8 
M[II8[AG\:TV^EXV>CTU:=TP:HTV=Wai;;Ya;;Ya;_F:I0<Y67;:XKW(55WC7 
Ml  50%84"0M?P<$;ZD ' " = H\8CCE,0"5/'G%,.8a'F'A9PET;Z$a#VBL(!X8/'L 
MXJ:RN0G$?0a'$=>DR'82aT1V5#3CD0D8:"52N'^E8P8C7;N=2F8,X08:28$- 
M;1>N)MXPWK4A)I2A*%(46RaLSa,,_Z$,_AWH$$8:,>37Y^4,#I'U>.VW8C]X 
M13LBE#8J#"8+CH(K>LBT7*0NX1 '8ATMA*6B18A%183.B0#>*%(C0F!8IJ'V5 
M'%;)<5_5N+(:aY49<,L9O#W<#PC9P(a_JL\;0WZP2A%,'‘:86+2M1,-BT%a8# 

MS6LYP#  ' ' %<,R,laaF%L//  + 9a8WC+ ! L + a#  = G<J :G ' 8/954, /Y[)^  + V#<  + N; ?a 
M6<: : Y6+>=DH, ?K\6=# 'PV+*EPa+;A??6a_9;MWL!P)8D0#?.aA=G3'#:8;Ha 
MCB:.D+P(XWYJ";.6'aC#MD-<:F%4N ' < Y YK++ I P ' # R+4 H N0<* E 1 ];W)::JT^8 
MJT\ : FRC;>K*LJ,*3U  : W , 6 I F ^ M , I + X J 8 ' H D * A-$$ * P% ? A ? 4 49 ' I+H9V0PTT-I 
H(6 ' XSE8<$*! U 'L5P;54R)FYE'GUB0P)DM'1I7'3#B2"(VaHUC2VZ:C9  = 7T>* 
MHSL#8#P\8'AAL!+'a%Ya,-3NN:(:\PZHA?GJR<4>_''*'07N6.0>>J-]YT;GC 
M60',:>R)8^+836CP.\YSB'‘NC:>FYP;5?M[1=M31?L39<LM5=H%5?X*0/\Y6G 
M'<"\ZY35=9IWGA9<9''%I+3MI*s:e*SL# !RBA#)-8*)%*+#Z"BaZ)^4?$0$,4 
MPW:T2a3FC?P.9-V!N!FC=lKAU(a9T3HEPH$#*3R*F8%D8K*3)#6DC\6!END= 
H2-N.TMHD*9S:0*1P880#8YC>SSE1?!G:5B)N+;1OR?WC8!aV9a8M'2)2:HZ" 
MP6NXY3l8R>#5:*;:)PP.7S*GDB7\W-,%1RP+6aPP6-D401D<Z4(N',!1FH/# 
MNM)41Y17HWVCB6#YVT6?50YL-U)HBI!ZTVA3A89$J-:)+1/!RJAF8HD4F(T+ 
M'GB-aa::D,-8!8:PA5W+<N3)KF. ' P4$ , ; [ #*889>$0# # F , 80 Y V ( 8_ C D ' 8 ( P7 
H + C:5RKCKY/C  + S;U78_D'>a'L)HG! U KA>  + J C / F N3 E D H : ' P6 1 a I C 2 U D P*8 ; J aG 
MLA8YXVZS"5_+F=FE'(,_L>8NB44+.8X/"8-G1>>"X-HK5'aL<a]BW<>8ZC/F 
M:BN%79.5%>D5SN1(Z"TK28#"A^(XJ4H27"6aCN)$40BKa3,N^'!''23X)!Ua% 
HL?DYL03#B?BO<n!O0:2V,CG"F4C+58Y%L:.12,H=OATD-29aE08+XL948'!O 
M>*9'H:C;FS4T8'0'C_EP3?EHD\.Ba8'"X/D/\S"8=a3OFB_?O>#<N''C:NU"V 
H?C%\8: %N<I=0: /? . _KV ' NG9_T3 !_IGKNLG/F20'$M9R1J:f#5_G^:WS/5::. 
M*:;62WS+15O3);Ca/%]_GJ\Y"R54G14JS_/NL\!C6D+%:0'S\! a*88aSG ' C2 
HRVH8%1_#8'9!#!C.WB>a?4a$*3aGY*=$RUPV/VNWSB#;++)-$Pa/a118S'aR 
H-'a  ' 1 : S<,V  + $ = a6_FC*"#<9,  : 97 " C a8 " < \ % Z + 30G2  J B82 1 P + X . >Ra  ) >*60# * : 
HP20V)T1/CUaN7KZDC$V3K''56">#H7H3ZC6'$':aj"2N'E0*?N#H_:B+:\P#* 
H)\P?\)VM^LYWU-$ !\4'$N>\(!aA)2+K:Z3,Dal'(A!M%E%-%! '80N>_C1 a7/ 

H<6  ::aMU9'i:9j_Z'://UTVDXG'9R  = JJWZ%!6YI*R:Ui:aY:w.$#6VJ%0IC#12' 
M=8LB3F1PZ(KAX*N(R#GXR"7"NL3\Ua.P>H:;_H$<V:X<8C'lCa(2:U?\!17M 
H"L#_U-S>IPU!IVI4a_'V.+D,MIW"(9aZ9:>!82Ra#1B8-,R<a0R#P610%$=' 
H23!a,!WCaa88<0Z''Y'6#Z3a_-CB^$0aF$EOIY#LHH0ME:*#,>TaF+Y/3SUP? 
HD$/P*"H8HXUCZJ7UE!R"'6"J9$F*/6E-3F_"T8B'%K9X:w*I=\;AFY*jaD7? 

M-. :;X ' W+G ' \3*?=I_X8M\3>Z\TWU+2] 'Z/?EJNZJ81=8UC1+HC,7!B0KR?26 
M9P8H\!8'W/*L"G<F#'FE,!Y76H4;BTO>PL'"P8"GE%KN3)7?D^HM5Wa.''*U0 
M3;XG#+PF\'/#$(Z! X 5 0->> V W" C 0 ; Ba ] V6U2 # 1 aZ 5 X*=a0 \ aMa8 . ! A8' '>8C* 

H'  C,XXP.#,<'+_06ENHV5FY0  + 35LK+:0  + n^:6CS:>F>:;W;NW  = -"Y_'8P;IC^ 

C[CHK:94c7bb92356f02db9f221424cd5e388a43a5abe283b0fb6865f4f17070e6f4e-fd]: 
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MY!0_6#;RJ73PDZ/_d:#WA6#,=7SDVS_RHS:R;9_9FQ]P,F[''K(3CAH:l_7H4 
MD^_$8XRQC#%?'4C#A.'R9Z*;%,-KDF-%$!: PQ/PL#L3<C '02LU,BFA'97'R+ 
M%!a\()7(.9A4PD7=4B'I(0"&.6QP_DU(PW(4;H*1KN-B&**PW'K:Q'20F%;* 
M=Qa<MJ.-U'1KRV#9a#-!^H;DX+3L\!%;Y2+>+1?X7T%8a\-7PL$'1X2N$HYL 
ML%U[;+!NaT9HQaW=H!&Z5"VRP2<YK2?0_T0\,2WL<HCCMV80aT/+X+!'la2' 

MX#Q:$:'Yi:0  + &\D:&#<'%/[:aU  + 81?-AaS  + "^*D%>EG9)L9Q".OZ  = + E#ECA0&# 
ME3FG,,a$(29:5'P^CZ0OP)0SEW=P5RI!H-17',3W\Q<:V:2;C$I=U%:)\KL 
MHL'a:%Z4.\'8<!G,X'3\! '"&D0S>H2WSE'4! '*9P"X$'<C'8S' ':C+0F>&8< 

MWDFI  "a\8  + %0O"M6K;  / 4V4[U/UI:RPW_Q0VCE74VL!  a"%WDIX  ! '(;\*L??7#7: 
H8G3E(=S"E+G28<!4&%=I%A!+!J"5)[U43"&C0D?B4V!<CC2G(ZNL-!.^T.W, 
M!+#AJUREF?!-X$,N1P:\)=''JW(V!K_9".,X"AEN;C'=;"X#AGaYS;X:MH-<Z 
MV(>&^ZDGO_'0aB='^-DQ"0'F!D,(!H!7YJHa!,,'P.O++:#OYEK+:EK3SD;S 
M_CJ\N#.WUa\2:z_N/%P_:%Q^123V3W''iaGOO&?E(,.8>?&;O8XS9SL:"QR>0 
MF+OD!?CQP9AKPaPKH\9B'V98J'HI5!YR%<*DBJ<0A477MNC<%!P;HK"(#187 
M1'Y1$F8=_(S$XRaLDDH8=Q$#Ha7G8'C!DJE;*H(<?!<_ELN_BU>HD4H8,WQ3 
MS&''6HS!,HC)_#AA.Kai3/?^O!H=)P$=V$4<;?&3X/0H4X;_AL5S8.B+T##7- 
MW91V=68:UF!U4<31!FLS\3$+A;_YYB(=01'/2M.88/(SZ:="R"T$&!Q\HY&N 
HB'aZ+R+Ta5QH$nT;Y:F.82R)CB2P;2(.84/,;A$'FPP85aVF,=S7a2#F0NE 
MZ**;N8SK"#K6"P:S\?5L0B-*;$')K4QJ8YO>Q6;V,-GW4$X?,CaB\X>0<90M 
M'8,*)K#!IBG:/$M;9a!aNF21MBU3DE4'F8:V8"*V8(0S#F7'!73CLIQR,%" 
MU918.<-7+?*^5>3;'H/H_M?VMM\J;K7YjaP'\-?"0::WTI.M%9<,H’a#.I;) 
M9'*ELK5I,'XAE1!+lNl2>)3$H12$4EDF85C'P'M$IY!UPD<E/DGa4a4V8;]? 
M_C3Y$Y+("_a0?):2"6,//TE-E:8A+o:6<''8=VR:(Pa*Z2Q[=MZD83PS+(?B) 
MDQ01N(N8\D'")D7$VF(#,la'EaV*N;HY!*;I=HOSG8C=S?;E:8'QC=5?-G9! 
MX0:EMW>6?FN:^U'W_;EZ_(-WY+UKY#-a+/5_'8R1DHP_<*U?,,:WY$S<\'G5 
M?]’QS-:\P6FX\a5A6"Z8=WGG)E''Z)HA+aK0L28O'L$.8DR'0\Sa*"VA,H$8D 
MVR*.DG:)TB<5:TJ  F>PY3CVPPSL%B_AT, L + Q?0S88U !'7FP0<B!LD\G'.1*'* 
MB'9_:[<7$>$.B(Aa<.  "aW#?EX*,-UAY?J5L<%_I<\{A*6#E  '+7#  + 9''CQf1T$W 
MS(5KA;\6$<II/8'%P  = :BL8X7W5%/YO0  = PaD9#G'''7*C!''a.$aH\ZUB5a_8J{ 
H’":'GF"Ij:c5  8_La!"L;XWY0FV!_\8''UYE.U6H/5(L)''VaKZTJ<M:!DS'AEa 
HYJR5.4O!$(;I*'9%LW0TQ\0C8.  ' +3G3 ) A7 / P% 0 \ 3 5 \ %< 3 ; / 7_8Q2 ( Y0< C % ( ' 

MX  ' 8NLQ-e:Z"<''ZSA$9<WR  ! J ' V(  + ' R#2  8IWa:  6:  89RRQHG<$  ' PU  ! K%  + 4,  ' %-H 
M$X;F-G$(+I''5*B8DCQaP#';SUCG6NX0JUYBJ'=KWW%[_1Fa;JO)3LKYZ=SVN 
M;!Q,'P/<'H<P#C$#0Y7%! 6BQM : SB*Q F8 PD / ; D R A ; H J T D J <2  :"8,U)UDHUV#, 
HQ0DPEN)$LRG18DZ 'MS#%1==,A0D%QJLPA05XX' /aj''RV%)8%W7%HK0!'4C?4 
MUQE;6TR!*$P/]MH?#Z#Q7:b)$7%JU#7DQ*T\C9-K8'C!A8$P>'6I'1<1,L'0 
MaG<VVO : V[SC?N7. XWW8XU_5 JKV-_HVMK=W ! Z<X Y ( _8#H== ? *KZ T+ C Q I G / 3 9 . 
MOO>-O:\8_5aV_(=[Z#-aS-_'F9CO_'P,,RV?<!1N*$1Z"2W#0LUKP?<"TC!^ 
M)#SCCK(3T;T#45ATK.*15B3''I986)!PCS$AXCYX5,(Y8!0L,/<Z3/>EPAZI 
HL)/D8-5aZ48KCB*'8<5aS#!$8<'0C"JHL.\OY6!U90(5LF/BB*W"C=>YZ=D+ 
H9AC_CAPX,N)XaT381$0XQOWXI1'A*V%L<%'=$>8Y?GB#C:K!\"6A!D?:J!SV 
HN+300!SAZKA0AL-Z')'>L!5$''!-Z0HX-#K,D31:m_9C:$!SI:9QZ793N33'. 
HP20!AQB,CXG'!G\M(aC86P('DZ'HGRDFBa:#<12.0>B"B'8''X80ONYG8,HGa 
M2BZAFDNLY5(:N91F+JV-RCB+LKJYW!X9X#XV[Q$J88:+1nGB<6RP>9(!?66' 
M8?NBK.\R8M=H=aOKRV31_":$8,$S'P8+WG8A8H+S3B/O/.M=0-X-,)CRO;"W 
H0/;<O%U9D:3UM3R9J8H+*$E"NLBG*<,IZ*J)EEA+N(6aE^'IL6!B88J+XD!3 
H8/58_A68_+a8/-<0Paa,L==S8PTYEW-S+F1G7LS*0'23F7$Y(''-"1L;YG.S+ 
MUZ_CKRHN3a*885IAN-)KJ/,7 — 0;VUK-W7>H#CJia8?,<#*2<C'#A*"a,IB% 

MJ0K2  0BA-\'P3'1AR\/9:T3YFBaj"#_;: L<% / N_ ' LWWOU C - C + 1 3 U ; . T,SVRO# 

MF3N/Ua''(a8T  + i:UKF?J^?*LT_\:YJ3'?/R$?7X$?'PX^0B  = GV  + ''CF'Za),XPG 
MP+!03SMF.-!( \-Y7<AT ! LP<8<Z7K8N F J 5+H F . A8E$69!aC3,34EH3,+/Y' '7 
M(5F5'"P5  = 3L4aP%a0%L.[UN'''=,J*E'X)KE[633'-,CG2-1*F  = 7!!M/_''.XD 
M(5AG<+C%:!%7I>F?A'5'3YW!)\S!D0'.*W'(K77_9X./U+2LDT,39D9G<.#^ 

MY/ ' ' 3AP-<*3G<\H_: 7B#0Y_2J0O0PNL;>E1 PI(=PZND08=>C ! 23 )2SMVBW+$ 
M"TK4'R)DaTW*FF',L.G'>0./=<la?8SP*9?UE',,MI''B",#,81/S4Y'.8/1S 
H"1UE!X#I*!K%P/#L14D8V,%<  + D.a%2C.R\;C( ' 3 S R ? 5 L< A . ? W L I G W . : S . P ! a 
MS0'''VP<X(R#7-%C')aU'\'3K'4:E<S23CE$+3%H%?2%H=AUT!<#S8W3TCK0 
M7N3*L  + XPK8>8\<P  ' PCaWF::<IBKWi:/ZW7,M*>;6CW)T  + i:jK='L1<<)?CTADF 

[CCHK:6ba3f319d0bdd8fbe224e9c855f93848690546a43c886fae68e84811ae2e6a31433 
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H!0^=!H/3+9-",B[A%D*JQ8S3:K$I'd:1 ',FR!%VC,=YX(PC$!64!5/'59,U( 
MCX%)2SV?FA*3FG(^)3DZ. 0G / M82 ? R2 1 S D I , 0K> ' Q + G Y L3  = R , < I & ? XB F D H 5 
HN%3XP3QEAJK*0/K:PM86<_riHVCT.JN\>,:3'$(,A!P/'''%'<I8:iVKLPZU*> 
MKUF9J\-ZQ'(+&+RUTJ("3$*PDH-Ea'_W>P^>X7E:\/#E\:z:O:89K260N'\3 
M2:rS\J9:Z2U(W##:nW_B=XC%SH%/3/=_8(-;0C#-?RC%<.,'PC'/4_N.:[\E 
n45C$#!\(Y4\=Y?NB>U<NAM=$YCl4NBPYEB1A0>3G<26,QB7FL61_:+'.2A9E 
M7814U",5=4K8#FRPD3R3D*N(8THE+$?A%NEZLV1HEG*;Q-P8*:n6C81P>C:# 

MEYX  = 0U_H6XL(\M''W9FG$,3DXE%ZMP6'7IH6i:0?E$R],B5<*ZV^X#FS54/)3U 
MK$J%83S:#lHZa\.>E: ;_K3_8XY !%%%81#=9B?$CC;L3F(>PJB#'/X?CMZ''5% 
M)P%8-3C2FN#C0S"Y-TYiaN4$_*:z,-ATBD3A*OG42E?):38P(L("*I(!aYFS 
M9A5a%863#:91-,08,,la')B]C$2Q;C;.P\97LHD^+M$0I-3S:<U"1BN;>9?+ 
M[>',/7S>']C8SQ8,L$5#7/$H9QEG8*PSK'T6P5!+'(+XNT*#0MP8S:W3_'8D 
M8$K<85UK7-DL6S8!a\JGD8<>>1;IBA7:NTE5C=HJ#VQUKTL;>YQ.(*1=R+aD 
HC*(Ra4Z%7*LD6BN$VF32(5C,<H%0G8'JNEI48(>AE94ET3;/$'MC,,1!NLW- 
M0J1U-R7Y/+'*0H*R"?%1<7$_:R<v:NR5**?aQ;5KYY.38S(R8B$!PU\D<EC< 

MFNH;#;784H>  ! 8 R " Z 9 C a<N  65  E U ZM  ] *<T- A 1 "%.'':203UT4!\[.LBJ!D,(7IBL 
M(B88''PA8/2%D1_ZM: D80PB8>;C? ! 0'#O2\/'IZy::+_S8L''8,#X^=.AE=VI 
MT>W-a8VG$(00K;WI7'[5M0BV:?JWLL%/UCM_4JU_XAPL,PP#a9aPK!a,4;CF 
M#3!,#)8JGHF0AC'#6YQS0W!N2*4KHa,7PX(P+PFS(CLNT4\D:D19FR;7$7A1 
M1Z$7KB.,<ATA+XT021UQ'PQN(:VPA*-PP."<.BF::EOZ8/K(S1Z'/CVCaP3* 
M4]C[_E\Z\X(>)D4V6)NSCS#XY'UP\ ' C I< R<T6% D E K#%8 L V N J \ ' Z 3 : Q : a ' /W 
MV8<:K$VZia';J9<a0W\?K?)Y',;'9-DCEZ')IC3'D1L\j9'*(G0M1.a-8D?L 
MRPA>Y:<_)4T)P?A<B*\'ZPRVG>))$4$,1C\5Hi:,,L!F!6'\''')8XW0><3% 
M<’'P<Q$#C(<'GZ#%)=7P*75"6A.?V2)DMG$Y=UE#)\JC!P!SA8\$TS!G>L): 
M1ECK.8N;8*EIEIY%S#R-Ea!aEE\#>I41HFC'#N/<0:X5VKW'NJ?HLCG0%U4L 
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MKJ\U013N;+,_Z8(8''_C106Z\!)?!\Y,>F,49/ZF  ! < 1 8QU  $ ’ J " #*  D " = [ ? Nai  ) 
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M:=<JXYJC77-4V3SC6;(J5NP58P"PO7*_I.JZH?8=6S*81#-ZI>'NUJ2aJ30( 
MaGAP,2_OJC;4YF01="3  FIZ3*30ZBZ64# ' ?«6 ) Na3-3 5 J U ' $71AX#  = PF)4$F 
M0IB3?:7'"-)_Z1>RC,!#9Fa(F!YEY\8Z<LX#8?)'>/_C'53ES1?X'/aJMS.W 
HPI/OKREL;a*#Z?N=3,!#;KA?!(,A!$\_\<Y-''E9F:300C-="R'N"58'A!'/' 
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H0PS''"W,TPR>16/O)H:<"!RV$"+WP.7("UBZ$"'K!FAI'=X61;DWPUCNA?N"" 
M3TGSDB98'?C')CP'\.DZ\VD?0LG*H".2P>BLA8TB'ZHEa.U:a+E8Za=7SEWU 
H',!\HH3/JA538X2,1B'S)I3S8P#F\CMXXP.a<('KCA?-0YSE"6L;!8'Y>H9E 
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HLU_DT<.Y:0Z  = 7ACA  + 4,\:H7120U\D3'Z*a<8\'‘E-/  + Y'32!  18-41  >%  5 — + B8 
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M>$jaQU'K;'*#3_'Z/G1M#S$XHYG/:'28A73)X$'QC!aF=_Fa2:Z/;Y"J;IDIF 
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M40'%=._</'=0<_C!G9%'=\\''NC/\3/:p\X=#=VY/4,C!F!,=L?K;"8XWVKRW 
MV850*#3Z/a<2TY7?H*7Aa,%HBF_R0INHC0!>!8,%URK06N+RE_a\%(51 CX8B 
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M38UT#$CZW\!_8H8V(.2+$"$H1-BAC$A%1,CC,a)-<,A66L#a;'RP.«0+D<$C 
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H.0GaK"X$<,Y9aGR.IL9HZP3$7Yj9I?aY')AR+"!37:H'K3FS3A7<,!?>,A?= 

M-1 ??-Y7>-Y<3, )8_-E<\,E4''  '7I-F%X(OH;:5\:Z?3/5O38UOC66G4G5YR0F 
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MSSG)ZW$.SI',)M,H2($XT$084NML*'K7'L'VN<'R_N8?J':_)6\GY-:]#X,# 

M+>Q0(Q41 "C;$2EBHCGBG:"NG5PXPZ*MFL/):FI 'a8+3G2 '2#5i:+R1_N2Q*# 
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M6<,';1IDJ188GJ3983'^VA<MSJ"''5/$:0J_)_Q#T-50]TZ-YJ:HYI:_:lCCN 
HI::a+CK8UUE-;C*;W*K;?H#):GV;V?Y3=L^+_+;*1IZR4Z=LZ-CS089T"')< 
MHU,I1/%5\5U2)Ba*2R7#=O0EK\.X,.6987>?/6VK*#,R5aUC37+8TTN+<NJJ 
H+1VM:,ENU:G3;a3PJ8:VJF3N?!EDWZ7YZJ7Y!ABa=WVI?NU*':j%6.E"aQ^_ 
M'<!DR'(:B;\2P*1_a'FX.20!_/3AY(M'8WUG)Q+33\9lVa/3.A,S.H:KV*-, 
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H."0'*_8BI)L8%>]8QH_n$XT?099-)K2$O=<HVQA>1P0,%N_*Q0:3:302A2-' 
H*:[%NT4FWL;:FMQCQ45L49X%RA.P*L"1EM'"0_"6!BN+B,'M;5(1$;BLDFRE 
M52!:/ZT"AK.PP;I=I3FC?,;='N/N78H/aR:$,U/88.L^$*H?T'H$2Q\0'8#F 
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M/H.:i%\TT]C9:=^%R>*)X?S>+MZ9EP880Q0N*=0WUK'=G4X(P1-#A9-C1;.3 
M90L7J_"Y#/(<KF'U,M(7! A+PQG(G ' $Q",#'XUO734NDK'0SZ2a"#OC'/-L<? 
MWIU\?'_\*<,)",%6YU!L<D=":D=B>A<PG)#6')=V*KCMI2;_;:KC!CW06W)P 
naZYZ (M81 Y8_YTCL<3,DHWH?  . :W#>//  = X#47B%!X.=5P3'%0'  = (#'#HPVU2727 
M,  ! B,UM/ (+<  + X !<OI  + 1S0*QK<)!"#'\6P#74198KM*75VA<$?0'+8(1A8_<>' 

MP2H,AV:!J ! *,4C\a) \1 aE2?*H76$Y<-/ 'K_:PRA50Y3X*:X8JW8188_EXC'' 
MHL'2S5_*DQI%-EAT288P0KE'J:aX#7K'8",*CB8N)'QX88V';:^44+u:>.0# 
H(8$UL-aaPK!Z"Z$T.%%AL**Z4?R)J;ZX,\3aX'.Y"C$''\,CjR$*a\88W47Z 
H71CCGCS3’A;=AH8OXZ'VF0G’C!\X')aYX8'/BD>1F</H*#(Ja.,JN;aj-KZ8 
M36a$a.GD%G(:F<TZ1>L8'6#6-(H?PDT0a"'^!HK?JP"PN?B^H?2!L?PAZ8NL 
M?*J0?IZ#'K.:u#6_SFa*"P/Z9K;''D-'v:*!N1  L = ? , S I _a  D G K''7H*  C 3 3 a-#  W_ 
M'U*33CY/JA_3^+0HS6UMIXHA!\^,6J*7NU8BZ0_C$8X03KDD?2'CPI!37S13 
H)<#P\%E/0aUJ )8a\FM>=! 3FXJST/# ! X;\B8#ITHNS4aCP=57YNHEaU$%L=0. 
H',.0'ia'3+XJ3"7TPa"3TH#!KYY,C$a-'T_I1"$8'(;)0%$X3E-3+/,\18$P 
M.-WUG;'\A60PJB/0+3Z0aV*C2Aa,+I'9C':#+POHW/(<OLURFD<71XP*EK.\ 
MX;2'7''Xl88P')a:G-:-U85a*V%'a7(\9;L'Y8*;8KJU580aKPC'8;/YGI<'A 
MS3ZBGTN  + O'*V1VEPV(.EP(;:GO'H')W>*"L049fia32Y''<2  = NR''EH,8R'/Ra 
M1NTB894<C.Z1P'8CK<4N(IY4PH'H")';\+40Z388\H$<#3X.P''$8!S0X:>D; 

M ' H)1>1 ) (P%$-%a86%a$86743\0) DW'<K7F ' ?8K!8!GMEIS,J0%\R8'!6T."' 
MTV=.\V?HO1CT/a;IBY:'>=(_L'?RT2F,0VYR%P1[H(2+*>>.54,"9H_7,PE- 
MUA-H3%(''8a-/<EDG+)F#S'YYaCC"8,99aA\!$.813HGN<H6UX:EX'8!F/2* 
M)/0J:E''aC-0X8a'<\GUFVX39[:?''1B4:,0*E  = _PGZIG;_3  = 0C<TK/Wi;7  = _TT'' 
MI/3''E-IC_43EJ?CBMJ32%G-M<VV/?UC(+I=X*V5M>(0EaDH?B*:*#3) (OU' , 
MN3Aa0B_6UTOHG9DJOG"''Y.),Z:7ITIGaHH/3:D*OCF-3'/;T\A)C>:-CH-\# 
M!E*8*)V93(/!1%\I!$,")C4PY8')8%(8WCaZ1EX'aCZ$X8>;0Pl3'3*;>O9X 
M8G)P70%P3%) C?$H[TI<8G-X !4?AX<F6L;E7K?I-5*.ZI209S_H=a,%L"!F_R 
MOIH"X36N8!T_F5MA\Y>XO' 4>U: $V*_#3 'C_!,V/HA1K4(8\\P''/;T\!a#I_1 
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M'8'BJ%S3i;0_*OM/>(  + KB5a_02P;TA9F;  + EXX7P(D3XYX6UriR'6"(PH5>0VVU 
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[CCHK:4ed7489ef97f228905c522aa270fdd4aa4389da93bcd45aca65326c8d1df6bbc833 
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binaries. uue 


M8-4:!-40'/YCODA(8*-*,ia\15,Q6'Ga(F+V#?VKX/T-#HH-4\G!\IMi:5',P 

M6HH(=!'P*PT?:_&/YVA%."!91'<C28RH_BC"SMK_V>!H+<100HZ8a)48BV0! 

HTB)U^/GD',#J(5A''3T_PK1F?B'"C8GA'3=:.VLR  = ]<"P;E>E?G>I86'')8:_7 

H^'F>97\^A6:ci:_(H::P6P^X"<#D3G;F,+J3G8ZM8>,:\;7LS=9$?".Eia:= 

M"9S61V>>H76#%0V(U31&FZ?1-3S</"4L4/CaL=EUU51P$P'V%?T0:*?='-69 

MI?':##-3LUHKXGlD\&'<<L<D(E-7J)*G#O=V24-^60"!0EEJI6Z&#6CDa"22$ 

M<HX6R;))!aPB,i:;'aaE';&/03.W6_C%5''P'VG/>]_?;HVP%<NU5/W6H$*F.J 

M:.NGGY,N&\K72/D-"V''DR*QS8CZ0T/<KK>=K==/W'&!UZP\a3>L3D*KM%*'N 

M?5+!:T4+>7;<3*KI!1\<#RIUQ16CXTL\>KNCK,UQ?.#aU,DLT+,G#_1\L92I 

M3'Y3&_AU\<\#;B6)KTSH>aF'X04\YR9+a:]a<R=&RP?Z"JHK,ZV"YM!!0Y4M 

MJ\F=>ZR:8'30-C6aG6BT"T+jaT4'G*H$'8-7S_3AP,5J/Y6,OHS!X'U!-ZZ, 

MK5T;'=V_.59L'XE*:(I1-F,UCIia=6.\QAVKKH]5V?<F%D6G#:38'V36WZ:- 

MPB#jaP7L4+LHE%X2"E<iaX6\%6"P<'!1R)T53D]:<&7$B#5C.-M,KLKQ?8*A 

MB\PJMUJT7H0:;4'ZUA,1!FN=5A#9n8X,5B.#L4,HV9ZMB,!a-a$1F;XABW'1 

M37!0$.8C>$-_LOV=632.\"\<9QUJSX6DK[0%.=P7P:RLE!*,D,XIA8-PA"P" 

Ma,JH4T7((A'M\%ROX_*8*F,P[C1_8?>O93#%L*Q6:_*'8=GGDW7''>J04P*$8 

M'!TT%1<B"8XPGRQ;TN.KQ0GW:'2MB1!-<,J8>a+aAH2-:6F0U.A?K=10LAE? 

M+S8*4<2_59#*SI'TS7DaTnN'a+YX86Y;:>;VBLR=50CaJ%ja;T:TD:XF8G<Q 

M,I1'TU6:81I<RV:6#V7PHV;3M#ESUI2UR'LK?/89+0<L=_a"5W"%*:YF++D. 

M##96K'8#T*R?'H-3ZAZF.!''E>KX"I30*4A,8aU3-/U!IFI*'E,T_H/85"-TP 

M/#L?*YK/ )-!:*(;! $".,25  00 1 5YUM3>0L;Z:-Q\P/#UDF1RRLCI92/K2V$'. 

M5V2J7RO;\)E=0*N5)KX8.(OCICM)_"ZaE:(7ES'',(X#G9RH69FKF)FWCPV5= 

Mn4?'!._/22TJ,COK#G1W%'X.E$Z,5"O.URO,-_A:, ' +8*Z80I [ L0P8>/ ' H# / 

MGSH*Z<,3H,OG!X8''C,%7SH]0'*::/'RZ>67D]C5\/KaY_?[*O-+8MS>I-4:) 

H27!""Oia,,%O8F><Ra$,CE:4:(XKTN2>SG(:8'RF/Aa8;"FC))0'aS\0"DX3 

M$TR;aO<L*^=PD;!US(H,'K0"aWFROA*;a]M($-%H(2;8Ha(,UY$O#2>9UO"+ 

M<WX?C88P(R?9L=^? !_\J!D>84?.GLZ%GT39*1Y09VZ362L2P:(7E<41DT2,= 

M8)KID:IG*A<(9#'E9_F4:Y61!S1"''*!U*FF=B3(8B,NM%s:<$WNGY_*H9P08 

M%"8<X0C0#)85\WX=AB,V)<N : T60, )G_nj, '#80AaZ6X>ZH"#'1SRS2ID$JO; 

M;P4'I\EWI56F;:a2'4P9_(J+,+A>:TJ-81-BF'NSR/1VH?F=$0/F?'J7T[RE 

M+8-K6<: .JHP=E9F[:O'J450:’)a>Z,R(:Z;'X3*4/69E;CKZF%EC(AWO<HnA 

H44YD\!*7N6*TG#;EG#,>''CaC=-F4?:58<)TK7N/*;NG*;*JK'NB!P8i:/M;5_ 

M!0RG.?''6ZOH:8*SU?*-I_!ZD:CY6>7*a4C?:!%)Z?U:U_)+<_#-C,'7#R5U? 

M)7IF$\N\#,-,,66-R17>7(^SH:>8DGAJZ$"$"'*a.SN*5GAFC+'$047LHENP 

MOV6_O;)>>C+3!>CBY8OO<FI_*8-G)LO!_a*'Z3;VN1G'U$0UN%Z/*_?P07W* 

M$9.D6FAK*laXAGGP_%3  = XHP30'',(M-0;6""88#!_A(':u''C<,*0\T.?7!R'' 

M>G'T''J41X"X(,'P,007)Y8=WIRJ<DU8)'38j:ca51CRZT0<8NT48*VNB%66C 

MXP]'JVJX2KS:R2)A9+'-)Y9%!N>?%0Z?LN:3;SVX+.2*$W)6843C8K)FaaD'' 

H+AAC!7V7-:T-!Y53O!:-OZ)O6E3U%F6:i55GH7FPEI;E7"*#,0\FW1$*+,CE 

H!/Aa"59_:RP,CE"*DW;B''O+7#2$C(D)_O%WG:C!ZSA:'2#$L:;N4N\*</'0? 

H;a\NO6T*UOP<F<'(F%',1M;Z8,R>*8*:3L9aTPLOE,%2##\+DJ708++.M9!D 

MC<S=<'P.IJ*/P5$$P,A  = _%_Xa''''\2""'I>?B9(LU0B0V(5O21'?LOYK!3#!8 

M$)3!+SE37G8#=*\VZ%ZUZS;58-XH-C090KU=8HI<9GZWD'(X?4L%04DOWF$W 

M[ZPU:ZY/CW*;]S2F1S>;HU0-L6WFA'9S?' <Z NU*0832 E C7 ! I $ E 0 A P L A / \ *9  % 

M+0.T(>LT)YPU9G_(Y5X8#!N/7#46KAF*UPRE=:)l:w75GZ;5?*YU?(FJ_6NJ 

M\RHaL,;UH13#E  + X4P(JFGP#' " a ) a 1 8_  + ? X*2 R# . Y^ \ ] ) H2< ' N H # A 1 

M"EHCaLT;9VH25'ES/.ZFGC(aKI3$K*A8Z4LE!3#A;KZ4P8!8>HN"<I=''D0:: 

M5'A:PEIJ?.$%""PO/-$!DXXS"F'0O'','^\KM94+*?F<K2RKR7VHMZ<<P,P8 

HO+SH7EEP^L:/L1V"'EAjaAE:a;Oaa('!'%T','A>W+aRN79M''#\X-;$A0LS 

H8H,',-a'X'X'<(+8RX*(V.1*\,%1"4=VC-V0HH[MJW0'6B,P#\:H$1<MQi:9 

M"LC1=aCA$)ia.J5LH>(.=V06(-G6TX.=P?IV(;5-28D2U!ZLPZD(?:EC%F$! 

M'ZOU81RA=F:KG,0'UZ,/OH(<2#*K''*H/Na''TV*R8' "GRQ>3;92V ' (0TP9*N 

Ma!!O!,4M,nMLVD*:-H1RO>ODN''OP>*B+P=*1W7',%C]Z/O_M0T:'K+(O#_;% 

MG!C8BP+Z4A$8TW%E0BRR"5."86FY2Z8(#,8WL75/P_!SDK5KX>D;,a#VR:<A 

M+4'OWaCH9?\XX<C%28YED#H<'3"+a0/O)Y?X=J55,O.LV="a?;DOY64O2/>: 

M2[^I0?''ZW?"FG7N:DGO+lAA<'3*:5V7:4F'::C=HMYMV.-)W-IAVU9NB/,!a 

M?D*+*1K49HKM-"<<Y1/C3(I^7ME04aU0VF%DL'Z*,\P8*3D*XP0:X:RS1NM' 

MO0V7C'>O8/*NZH_<T!>NZ8OOZ,KNZ2H>I%5:+F(8W;"?P6KUMP!aC?<)'["J 

nnCHK:b361a5ca161c5ba160dc77eaed2e8edf9da05eb48dc31b21e2ff89d90dedd6406:] 
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MZ1<0,\$,PPKR0M ' *CZ2 . 3Y+L1Q-+/0S#B38O**FB"41 )G%39DN%JJNVV#Y_( 
M'1)/CXa.F,8.%,"4N/2'!07Mi:'aA<)>BE]75V(L'^HZ)3\I="EWZG)TBD\;3 
MU;/3=A'%,&A''MF%NIGYR0*:C0:BT*!U47WNaNL/DY$#%U'a#,GC. LS3?>&K1 
MYX#I5!RA+P,P8S#)'T;!'5-=0SP.'a#?NC8-NGHCCK,:L\U' Y_8D=L>I>F)5 
HG<P$8S7.Q*"89%MT8C'XX-T)'';KB"YFU]UE-3K!=P5&YD0,6VA$!#'8’?'!! 
HV#]0$4UPF+'/H_583">LV'C1(>a!P,V"QB.H7(*RP9)<)RCKX(EN8!BL=5F( 
H#\8L0HT*V*JJRU$U8%>:PI8MJ,Y12N;D?A*.P;Y?AOa#/NZ&O5(A,<$;9>4N 
MUX*^_.>;S8K!C\KB""F8968WHNL-:KZA+U?*3'"HIHCM$F^ZF\'Ra,%T5EG* 

H8--Z/X-%*T0  = L"\/  ! A3Y2E-R!D>6U"('OXD3W0I''(0.3AZDW!6%ET1BY:XW 
M5/) "_TW8/TNX  + >W*W9CT;GUa '8X ! F%C-88W ! P8 ! J aK5 _< F H VN C ' ! V E> : $< . 0 
MN=->=QG>J#>\56MXJYI_IXICNYS?7"XR>%LE,)C?5LH0<_'CZTPC/>9=;E-4 
MLVEW"n*W#1C,QW288G0X*!X''L9]3G.25)WG5B«%EaH=-\;I9HW'::%CB,I#! 
M'#'8E'M!G_N)(>^8,7:-5WC'4/J  ' , E A7_87  . _a  5 a . *7^^  $6  ' X U ?68  , E C 08QQ 
M1","F#$8!8Y8BF$D<>L_X)F$P?"YI(KVQ#(0!3!UPY3$($5E<U)U>T)E:WQ5 
M8*]LKC0J8!DZ'AAFWM>G'a9aX.C\!'K<V8D28C($<U=*7WSAHR\5V%P"8+2_ 
MC+M,LC.'6-3,H'HHN,'M/%1 : 0 , ] > E=WB+1 C H LT V . UB 3 , N 8# !R_,niY?;SZQT 
ML'J<E+Z7SP^"a+Y44a"C_;TZM79H%G3C^LS:6W.W;LR;#XY%)73%JW0C — T) 
HFNXX32Ma.%$+/Ma5KZZ/4U7')H0V)A;NBCD8;^C(='Y*QY6!P5B3$\-a9'#6 
MD3-HaG.7R  = ;*!6*"):  ' $ C Q08E  C 2 ''7*  " [ T ' 2 GM  . " .")7;JG1:E'4"T#>Y%AFL 
M1';CL’;8$>)b:vPZ*H=3R09L9'!5CG16.9P)_IT/P8$9'8XF(H()IGB3?[KW 
H26J%?7 ' $QN !4^)G18PC'D5*(X(UITD/!$laL*S49!J,D6824P;YO"<MaZ0J< 
MX-*5'=B?YZS;*B-K!%'H!KO>8/J*8SO%$"8Z)'K%Q?0!F4.':pUG?P/OUN*3 
H'=A_MNC%8G%18C!88H(9aT8IKWG3-GET;S08WJS3OVE'#8''NY-:%'8/Y=VLH 
MaCEH:?QV) C?="1 aVC6JB#$9%=_$QW<Ca* !YC0C^7/8A6CQaUHX!A3D>L,+?' 
Ml9\V9ICB+*N'84/V!</!R_I#'QL.$P:7W-.7^S8<YL-P:L,W*<C0a,2li:N]2 
M/(^1Q(T_JKU/*(GA!3"885C5*G?Z!'R#DCJ_3'+-*"HC$LN;90'8*PS/>/A* 
M!9(XKaiE<K5X''A9CPT7SHP<69G(I?:EHN'M/2M_0W*69PV0YHR_2FN"6F6"9 
MZZ7A'Z'7-#_G! E $8S \ ^ X I Z =<QX Y 5 U U0 ? L) 4+ 'E  = >3W?9V'#M_*1S?KIY:;'M 
M_:6.4RM=N'?M3!_+a$$'W<L?#3'CB*8#Z'W'T/M*0ASPC7G0G;7%+‘'XO#$ZL 
M9*Ki:HI-C9'R.)Pa8'ZRLBE84C40HC(H0T.2=S7(DH+/*+(C'(;GB#X6"U>Q\ 
MZH-Q79IE_XP%VX+'A2R\JVPQ#PA<GZ#0aE(<CFUU"ZH8(;G>HJBU*!P6I<," 
MK\$3JUT6G-<0\^! LL+ \ J Da>  + *80 C ) Z E Z ?*a L ( ET D + N-N 6 ' !+\X<PZ:$9:EX- 
M#B  + \<[:*RGW)  FA?UaA-\*1  a'-'  , (87X;>"  ' 6X4  " 8 Xaa_8  5 K*G  , ) A E$  5 C 8BW8$ 
MC,8''UaA:F8Na'#SC/CF$DS2=H8*L#<9MR+1!anY8AEY?"AXPI,Va*:0$(T40 
MF;\(:M;ST1>D_Z/8"BaWP'_*8X-aK"<X((AXR84,WNC50-RB?;458'S20>$B 
M8  + ;KWZH!#!O?078;00YN2PUJ:P.WU6G<UL!O:_'CD< ' < C E8N J LVTMa, P S ( ' B 
HCG+a?;aB$*RP23/":<=YPF#..$=2X14:8%axaPFKA0T?'H:!P?K"-6/a'7W9 
HO33;_;3*3VDB(6*XCB806-OP#6(8/+$+, :SR_''D!D_,8$aS"8PFa,=-/ZE; 

H2 ' 8N#  = SP7Y( : )A-ri;  : 1 3PBH-)  .!I:!PLF[aH7:i1,WNM>/BLH60  8C.G-;FJM 
H.NKMC2_'18(DGYia803B(;<a!E/NSDC9:,+aBai$X2\)=87HG9''K!2%Z9aND 
H#%Y>="\M>1<7FN=GFZ<FW)V=9565 . ? : : 0VTM1<, ##OC*_$PK ’ !A,,'4P22$8 
Ma#H<H2\5</?C"V/7+HT ! ?44 ■ 3 . PO ' _ " ? ; R_=0 C V \+W \ J * J $ ' ,!R0/1ZG.4HP 
MW'X,9DT1,6""% : 5CXHC$IK;a:KH8D", F>%_5)W1 9 ! # F E<2X+C VBL6$a08< ' 5 
MC; . D+7C, : ADI , H : P ) 8 WKH>H C T ' 2 K8Z U * , , . "LI (=%84<, HaL686PA ) CB; 

MKG17UN4HZ:  ■ $ ) X$  / aL6  5^95  V . 8 . ET  ' U*  ' 6H  H0  YB  ! B / # C R / S- ! K ( ''+ \ F ' W- V L 
H,B>)(S;*,(aCS")T-X3G;K#w:2\)#KRB' / YP>9a?3-L ' _ ' R . < ! \X*!*F5ia' 
ri22V6Y4aD++9TK1,-\5,a',#+I_$XG,)#UR_C\W$*Z%+N)K)6$8GBZPMA5#+N 
M*K= H'1+Z6O+"'a'#80*RL"F#8$!S*85>.T+WD0P!N:U1O!!:=1#.M> 
M=S,K;'RC9O!V%8aPF8!XL\/X7BVUI0XPS*$;;D(,CVKE=K49#)HB>\P)9Ta) 
H)_CD$V;U$$^L,**?X0F#39FGP' H;L\CRUE5*_T7CP4080. 08_#4LSI7<, Y3? 
M!RHLJ$8,Z^9?I#H>IH0*2JWI:"D,)8HA!8M>WE,18HFO\4>-3HFU^PHHD-.2U 
MNN5 ' 5 0N2  6-7*<V  + G ' W# # " =4 3 " <0-4 P ; 'ECFUM4>;/GJT:,4_%SC:kZE;C\>0 
M?=VW>M\U\W%NUU1*0X_)U5;6CFH_5GFROV!VY/#D"$:_D)XFY6Z'\9VJ"<9Z 
H94I;<-K',a?'K12:HaE>;'0 ' 4 YN C H-0 Y- D<Z / N ) VN P J J J _ + < C N + C 0 ? : IL69a 
M\/)"YYGEGG,KO1*=C0<'7UH:"?25'IC2EP"8A'\D?CAY'9.'>VOS:v\M/+AS 
M8DSPZ,SI6-5'C*+/aV#1"H,9C3A5'0N#]\07J0\L93COTV7N;'<E:4JS%*YF 
H%YX2\DY9#RU9<9>L.=-HaK$H>$S8-VPa#''()(V.7H.0'4IS*aZXWN59(<Ea2 
M[)9$NR4)8:S?W?_>;9*]:DN_;4$3(0IRRV''8  ' E ) M_<W#a#  S X 3 ^9_  I C C 3 5 R*9 

:CCHK:f6293da3ba5bd6ddcc9e6e260c8220d870240a29dc31539fc0bc970634ca03ae733 
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M&Y9'O\*P&'V]!'Z!)Ea21,a*Y#(K+*G,;0IIA0,+;.&XRYZOLLXXF9YR.IC% 
MI:&R"')$PU''/;DOEa/X  = \/EC*8/2"  + _C;T_!CL8*6,CB:,=aw:2"*  = B#05H2' 
M-R[?VU?'\ZD*_'8_=.&_a5;"D: U P4N Y*4 U X9=$ WK_< ) W ' 0 89 0 / X6Q$ L DTM< W 
M">=?"L$B"'"P7HR!)1O;)0Q.?:G!S*"76S4*!J<&QA$HaF'BAAVBnM3Q6''O! 
M"B.&=WBY'<VFG>U\%a*8V]-EBND&*VQ*.a96V*0:,JG'>)(*F_2S'":BF",- 
M$ESV!6/N!2C0BN'(=6'P5WK;6'97;CLG8IA8X;3:1''B8?22F/!/*88aFBB\7MH 
MXX::CV,M:9FaK<-4VK:?->U_UC;*!:Q0=GR7W'XCR;V04-5-.X;C2lR'!\:, 
M_-6?,Y_*]\3M7T:0?:m_X>8Q<W?;EF_537Q<U/<*C''I/+G=KJSP'W'W>SHJ3 
M_0>GAaC1+>I38S9J?-$'3:4PRTNY2\ML^/50aE?TOa3'?O3..1?FO4#?E?>1 
MOBO+G?3aa?)RU*a,^_'CM0:'X=JZPYT=E:,GW3.3K8MS7<#aU=/'+WPP"'"^ 
MM#IR^<-1T+7S0Z"K%T>!OM<O308',8BX.DT!#-nwCLT5L+\a8/!G:T\?J9j+ 
M2AB{4P-:cX'BM;T)FJ/aZDZ,(C3-P8#PP7N3*_8F%D:K7';;#:S8$0"+4\KD 
MCL:''HE5+P0?6?)a/%G(7L1IGG;8*8(+'T01GGA2P+lAW!EMT;59HHZ!T8a21 
M6(-*J,Y*J'$89RD<:=N8-_C+_SR+'AC\;T1R'(=;Aa.N29?%P,$-N''YZ6a< 

MX,  "9[Z,N*L9_X%(''Maa>S[^($COa7I30  = T-(:%  + Z,a : 3)> : 18(R^/.A0CY_! 
MX;,(ZO_^E[7[?FKK7/,'_F?LSB3KZYW$OHD=USBa$:L4"008)%':.FI'X(([ 
MF"**Z$5(HB,ZF(XH$D*B.AaP+HC8X8XG<>(D0B5U-W?v:iV=FWHG9^X*:WFE 
MPU'#CN_./'-8'[9G\'\??_V<YWW>#0S8C0BT<8USI/M$'SUIP":\ZLOGB\a? 
ME^=0+2SKWS'/AX#E$W.:a85N!0'''H3"ZP9H,ZX-X+'j:iD8"Z.LN;X#a5442 
M.a$'"\%La_E;2K#!aBTF7X/?*aiMSa?MR$8=B9W9P+!L=a;-L)XaF!6%BV4? 
ME\D*-J#8,,TP$5H'45a>8<%16![700AZY,(*N;B?D%D)*8A<B3H2!#4A3YK% 
ML\+$F2O$N6MX5EB<L8(9%GD8AC2,BC98P$:#95:"a9=_A20V?, . 0* ! TJ AF$S 
HS;#Y#Y"843ZN^CZNYL61VCLa!a=/WRai;Z:>_'KHZ5_ZUWEjN_6BX^I7C;/W 
M38X[1=;%C,[IDa:'aFP5Z"W<$]DA1R_PSN9),_.R*G1-C6<8.E.MW:FXT8L+ 
M,PS/8*G7HV_aX'N%'+95'KV'KL-1AY:vlY-CO-EFH_0/5n769.OU9PaE:1"% 
M!_M,#EL:8(a#,-87%9V#D;ZX\W#-*_NN+(''!NU!KMYa0C::<XU-3/.'%\)CV 
M"'X+)ZX%YV!aF$0G88XL02DB)C<T.C.$Ea6C8E85T0N#F2/*S$58*=/:LU/: 
M,^/:DPXT$YPT1-'':a4(PI>ja%.WT6"'#5E2K33'F\LN0P1!\>;G:B8PJ0J>) 
MS-+P]+3!G:K\+]L'+#/(MYa*\a"A=1ua+W.aK870-)OV-G%CL(La:<82;IO 
M>W]KJ:o  = X/H8;$3X  + -!  :j<'  ,?ER?N8B' RaA]#( :2KN  = a%(7Il9<\/"CLJ5#6 
H,T"a6K-TX68M"*/U4{O+Y_.;'#>WP4:2,"L=V.:ZT,N:<!"R:0T>?-T',P9C 
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8?J38,*38#E6$TP' :%E_<"X\,3SY>WG" JNW\2,,RCX?CQ 
f1Z=K8YIS\TJK: YJZS/<-#O8G90_L#>:VE0XC !LE%/V3F)3!Q_((<8'#Ca)>WS 
MEO=(_-$$2UWX/)6X!'PFXV;QJ!DJ<HH,'2$/:a.#!1-,8TV,KLjaJF0498RL 
MD'DH8/VSaWR.8CS3aB1'6/<C!K<X9B\",(,'S-*N+*IYV(Q1SN"'U2#"44Da 
M[Z0''?4$'-A!’P('$XXJV9_2U\YaG5'6W/VW*QW,N+*31<B7STJ-#%;P#.96 
M6$K*(PRV2DZ625'>E"Y;CE/:S4Z_?+XY1-1;CA/VLW+'5B<6U>+SI%QRPT5N+ 

M5CP9E*T9 '^EEN/N8:.5-'?D;*J3-92'F9D$''I;;ZL,!a$/+T)A*K_\B16-3' 
H(0S3X$OVN!-*RAZ#0:+2"(L-:p*#C4,LW[<*EA,JU'(W')-OR.'C86"PVB$6 
H8*QUB-'YAaOB,8QM#a,88RZA<'48"R*VHT0"2"R$$HC$>Y)If1Q00<L.>6;88 
M9I4EUFZ8PS'?2K!A7?PI'1D*2$4.D)%#1.0a'3L>DG4Y)',9.8V.39HVI,T8 
HI<RB8N*$:3aN$LNXEC+C+80A5U#VU5='%YZGSSU*FKD7,_E:</D-;=MG_M77 
HW$]>VI4DL?7CD8-$IX2L45'HJNa)3>K_J'*_U!3?U5<^U-;''A-4_U-<_!aSK 
MFYClFY_'"UW#$UXH;6aP^EVX:FJ,Z-57/T'>M''R1K0BA0Na!7GJ/*+Y'E7Q' 
M%HUABNX>K+C)5O*%JKI0/_MYQ''*HNOFO**9OE\S>SI*^D3SP>73'=4/E>4W. 
H6?''X2a:#SFCU81<O_0<?>OWWAUX;:OBYJ8)CLRN;3X\,GT-Q!)#X3-:PP<F* 
M$Z4U;1V=H4UGU"9:EN$NC?>0#2$8R\>\9>-\<;"/;)AGL%=aCY?TM#\V!B:8 
H3%PD#\V3\1<0aEDaaaCM1X7:C"G>!+/Z>EI3#=''.05YDD!:P?L<,OHFL=RKK 
HD<2Z)S#C#G8U$*$'8'HC"PZ8<B%-'-8a*B*!ZP4'ZW'Ca)$SQAU5G'3.*UT, 
M!;J"[*K:SE0MS;;,(V''9D"Q:l>5(E,-A8GL;C8!-'Q4S5VJ\;_O>U#)XM3*0I 
MC1:HAC<:C8Z;2UC,' ;-L2Q8-+/ ( RWGF,Z#4HL!=«u:;a_NYGa85A0$RCBG!/ 

M\!92:GN86%PP;?=)P%PE0HFML-(2PU8;CDW5$8C!\G>2A<5R5CC8CCU"D'EP 
MQ'?9\a3,QW*;HL4,QAS#>'8C#8:8XMTP(K%+*8^(>0P3VV.0(0;MC.<8G' AN 
MF-R;1+FG,!CIX(89KVS8.Y0US><2B1,68-95"1A8-6N8=BKD%!-ZAaE%071< 

CCCHK:10ca7877714788d1c16b23f02b976f6839a3f36b6b2c7d0cc367e5cc9922f327a]: 
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M.UT_"$a,)Aa4G'Jl29D.39\-2;Ea9'#,.3SYXN&I)aE77H$R%U''E7WZ6//<X 
HX?S]J(GCP4.W=)U?*-=''XEXT0RMGTC5I9%-4EQ03"#Y8'36N2?FS!C'X-EYY 
M#Z_Y$::]B-4:PNL?ZSGIZGX88;5/=+6/0?JZ9R!X"^C%:IX!?5'X4/X8'(R5 
M/,*+'V"%WV-%/V*%:_#\VU3A-T%%M\*k:T0VWCLV<K=SZ0;:+CI_IVS^FY.S 
M7V  = -W$SH_2R\]2.B;XJ1<  = HCJ  FP?D;E#%K?5)_0#5X^W-CB\LWG7^:O  = G;W4 
MCF1<^-&JYJY1_HBN0KDHM:"T0+(Z)J712:xED75CRGN\%'T2^;"G'F$8F6'Y 
M'C#(6:;K#0P.:'$33"9:PC,8#8B(FB8BQNC082lDa#1T,TPG;X)972T*[!7% 
H!EF!P3\OR.\H>R"-:4AAW0^Q;a#a:&97.+7C(+V#I5PI!O7#8:2SFHJLXa8, 
MaaAaL),><*3HRUV)32K"04DX*'XOaX5)"VLEL7T'+\:a*Q:L41>QDa:v$QCS 
M_T?<-2#9TA;+=X)8;9BSJB(P-S7\P0+'6H.P(O88>Q-W!>U?F;B_'‘T.]$<:\ 

M*;;  "L  + E .>KE[:CE8t:y  + _0,M0UQ,  : 6 " PG  " H N + U " R M L#  F . L8*P[:  + T<_EC  . BL'  F 
H.8(#.l93;8SG(F$CaP'  ' > L<0 05 , P YG a0  = PH  5 , 8 R8 L0 C # N8N D " , . '>'Q3>Y*H 
H?<GD_F3:/961H%""/9'#888#"EGI<59>#!AF585"P1I?*<%CF'GN1+UT(6?H 
MaV  = 1R41H  + Q76!\8WY.a<,-B0-!N1/A>6.FL'!A*>HF)8L)B)Z/[:C:5  = *39T' 
M'+_D87QX*B'/8.WI+P,:/I64+.S.NC'H;=PQ00?#H%8EWJ'('58=^5B3\T_L 
MQ-?ZXCH$Q?=$U7V\^a%1\Q/9\#->_PN(K/^%J/T%KW[,7_'J7[!*XU6a+U'Z 
Ma'>P_0AW6/Y=?=X=\MaW3-CMT))0PVK01+5^6WOQ=L?2S8;%;VL6?BB9_R'0 
HPK>I8S=BNS\+;KBJ*YJ0)K=ZAI7LP3*V!<2Z>(<Z[-8\:?;:?WC/X1VGG9OV 
M!#AYZUP":'\FC2RCNK%K;'!DLJRB*C.i;2$8W'8,!P!)%HZ>JSU09SS/Xa8  + $ 
M6S[D)10T"APZ(.N5*'?:ZX;!!8.)'Q%'%0C^9,3a\!$J=(',[J<,9TU),-J3 
M;%!5PE=C""QD_7*"#F0:/).#/'ZS;O$8%'-'T!\>I+<'\0"F77!ZBPX'3#DI 
M2$<Ya5RO"G-08PX: S$$++_ '-8lZ''U"8%Z2"70IVR5a:0-V81'H,%'**8Q"L* 
MLR]3%V%5FV9Q++<*!aH_CQM_-W82+0C=:M9OL_Y#TY_P/Q7_.ZQP1[;*ZYYa* 
M#X0"'VM#;-/H:P? ' IJ 5 Z 7% 6##7  = % Z % W AaXM ? B#_% VB ( F J Z _2> ! X I KBQ ! !7K" 
MW48\Q\BZ=U!8RCQ<*"YFL+TB-:LXaC^6XQEL+HTP,5aHC?i:K\ajCE!N2#0= 
MRT5I',*T#J$ZAV!!a8'0_D%V)DY-I>D:_R-N==WIZ6Z=GHNC0+!Q'1$4%92= 
n)"0A*]F3$'aC8O8M"C+a'J(HCHJRJ-"H*(((+FW;+6JKC;1+NV8KB'*BMJU. 
M3-6M*WWG2TY.%E"<N55/I0XB5$Y"?N<YS_=*:\LWQ#'D!AB>98N'?8$53L;] 
H,Q"#>6XX!V$8N88'8>"8R8a2SaW#8)C%L+580EU/:3>SH<0VDHX%-W8PV*EP 
M79-6UXH96IAE  '<:  2,_ZY)_5978D%?4GY)_7F3GI  Y)'‘QZFW  + 8V#"8<''9_a0"8 
M<TZ_R3K]1_J )WTW '1G7H'^J6>C$CKX?570BJ.#8WL.OKC/: 9aB: )9FN<_H ' \ 
H\n2ZZ*:J_*YF:6-LC1!1.XS7#4-/0'$,WSBFW?#25>KUKC#U  + i:6UKC4U  + P%] 
M\;6CP/HBJYYI*YY!')<:U:P8)%<\UI4_3*a9C-\X4Ha*VGS''T<:S0YM_>%KW 
HPTC5F='2XT/FC0NFQI*I*G.*BD/1YIU+C6L"%'5SA>ESPA)F!C.?3IGVYZE_ 
H'VC8:]Y28(7:i)2?1.\K9A;C82FE8U:NJS>9-T;*=X=)8T)ES>$'P$#2]aC9 
M02''8"N#1:V'P68QC4IC#Y5C49OU'V1PQFDLI1=+Z41EP:2''%:>:"!PR8.Y) 

HCML' CT\DJW3"E52DA0G/IT/8=;C%J=2"9"+ ' 2,W3D_XT ' C 'Q2X$B" ' 1aC7>< 
HED6O6J!0>P/%:04RK4"*'P!CQ''CSQ.*_3I;!BB_\E8X'GE0CG/$''NW88HPT: 

M0'F8*(ZP8  = C.  88Z  = QaV#  ';<K.P'2F;*?!?!KZ/Z#<NT]S)TR80  = I)[:8+(>:' 
M,!!.4T4<a+EU./Y44i:CU'P*Z_8L(=^(??BC\B\:ES38+85LDPL,P:FK0M08/ 
M8[:7T*+.F;5:8U:;(a<8.N^5XS7N^,D_,X.AI:X"X'FH23XN:2lACL'<\'C#G 
MAI8P649'0PPa# !C,6F%K*C$%9!#S;6YX81:Y.!>Y81*08)9)P%""BJF$9LOF 
riABGY>M8-;T$8ILBM!+F+I'83+(D!AC8FB4IL2RCJB\_O!0Q.*CB5G-:G-'?K 
M,X]0Z9UX8KN*[G; F J7\M/_5/\YE_"'T_:0XP.+%KC#SX1+-_( ' ;7S; ! 0+BVH 
M.CNWY/CLC$COU-908H>";%"DG5#D7-8LN*6IO(35/=*N8<1KGa(28:4C0$3= 
M8%8W!l?9:L>'''J):2_!(SQ>''Q);/0H>\>IA('!a; =00509$, -ZFB+ZESE.xa 
M7SD07SMBU/Z\_LQ0X\6G._J'-YT;J?G*>?G)9X7=0VEH=XRCKZC7GY2L:'_/ 
MV+88KaJCR_.+3I\3GN*S4/O)GSC_TQ=?_F6ZC\?<8)*06-\8;8ZLSEDJ\!,S 
MOD)\a  = P02:Z)D#  = $Q.T)ES6$RQLCY/N!#P;<!288*%)Z*%("37!D; ' .,NaUV 
MZ8$9C)O/VAF<<(2,;T=AL'4U#IEa:0V\2XDN92)+a'EF0C(IF$+'YNP$8P-# 
M'/MJ\%DR'8!'7R3Ha+U9$''RH40O4a,$:a0(P8!-(H'())A!A'K'HRYQ)UP?; 
H)TKP$XF/1K)S),R*PQ)0FY?-"CL,YIV(P=;?SYC8/*5QZ>*NP,-H8_=)B?*; 
H76NC;8-*N<'+2CaVR0C#K,=UN^,W!IEaN76>*>N')\Q>)C:WCSa=UTWF;NT* 
HFX*'*)P'BX0Y^7ZWFU:<''TNXW;KB.8S9J8>:FV4Y8X.HY6G32H5<),QC,!"; 
H"KO8S0E*CT3'8*6'47GK((8AB1F-CPCF$C.nXF-8,\=H2RlL8'Y,!laFaZQN 
M88$8QL/0#1<S4 :7(#=LQ+%H '*6K9;'a+R;:5HCCM!'$38EA'###,RIC;G5AT 

MVF#N3LWO32D\:<KJ-F0>85*/$aFMC.6"J?L=P/"R, ,/'4.WJ6=?'L8S!P9 

MT;0''E.R]8C;YEXO6GO,O.S4CO:Li:\W"'<5''<  = IO<  = $QAnE<77:>4W]=4/L"J 
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H!P&&L37/$(GQ::-$S2A9^QR(JAE!9''''>%:b:2A9/8SL+[9R"'':_JK$,'0KB 
H)0*)Xa?ZLa>8-0_i:4,EAT;V_?1D:\7A+?VCM3^,5I\=*>X;RSKV-&G? '7+K 
M)<7:GNC"'TN2MP3AE0aR'L!aOXB,O_DL_*3//OUTRE=3I\WP\%OL$R+UC=8" 
M*0I+]%'B$F'X4)88H=D8a;<+D#A*V1BI.!'1=R!2=I!5&ZN#4=+FJ+AF57PW 
MF7\1R_\)R_C1SN"D;LlaG-D'a$P3N:"H9,!a6!,,a5P"axaEV<'$,n'S6C(9 
MJ.=2"a*.Fia5QP$8\Y8A'*MGJ#aa’S>L39)H06(U7F+,"S'XYF,9_'C/-!FC 
MC  + HXYVX80/-6.8<24J<U.79!3L'K8,E1  A' \PD9Q*GR>>Q/ 'lASGLKaGaYIRV 
M'LF+;av2K1AVF=KDU'7=:H+9KIYPa0S.<>(!F'/\[\?MI,C+I=.2BM?X?a); 
M:#!aSYWI'V]:LYW$+ja$2C-CAL.P09>P"X-1'a%CL.NR')_!56+/,AA’>a8# 
M!BN\TA7>)L!ai<"a]-9#!G0KC'SVT7$,ULXR8+/C^1BVN^%Y*=9aF'7#a,3' 
M#:-0'F'8Na$ZU.ja:>$JAa%*NaYBV+%F#9'8Y138#H)Ha"43''!Y:6GM2T:EX 
H\:  ' DW,CTaA-)V<<2EAW1 II X"%AG/Z#  :T0DCI>90: 3 P ; 0-^ / , 0U  + C 7B<< ? Z $_ 
M-J9I?Q+7,A"*:49PW:7'RN_\2GIG975:g=P>36R'<41ZGS+_FK;D!EEQEUAU 
MCZIZ2*T>I-<.4>N>$6N?' I ' 5 3X DU PT#4 F F ? T V A% P ' (PO'#!>\10K?P;H"^PO 
M7OH$MSPaBNY31?=UQ0.L"7X4OW5HV_=#C9=aMO6/;#a_6G/^==F9L?P3P*F' 

M ! 06-M[2;''J4  579 ' 9 + <a  F 380  P5  8 ' 2 0 ( " 8K#  G A 1 0_''_  , M / / 0 WB  LR^  G_  3 5 KMB  ? T 
MP8#!FKF'P;%0<\4T>/03XDO464)\2XlR9Z1B3X2B.4J^+RKN0)2L%2az:EHX 
M+aT6:=I)\_=8X27aaXF<<XC!>aH?W**<<(1;D',,AK<?\F:a$"aHUaE7'a8S 
f1X?FZ)3"%8!:ET'L2J7EZ:B:)-\'$UC'XC%a'8,Q;"Aa,'*P28!J!%C!8)5!J 
H/.4:+REa,.XEQ#RC,:\8T5^R)YL' ?X!#<N+Q! !N5Q\4P=(?V2?:.$:G4S4'R 
MECHC Y?C-W/\  = aG%; ':\_CLD  = FYU> ! X [ $ U F ; ) - A+ S I S $ C \ LG><8<= ' 1 * " I H>a 
M(4C0X>ZDGNUD+C7C0;\NC^DB7BLF:_a+NTTK#I5Z3aQVJ A7Fa,PVCG#30(UC 
M,  . S<,SZ#$88  = JB. \V3a"FF '=9# !KAia#$8:U/GJ. P7P, HV ( ) Aaa-GPENW^ ! " 
M"9;$W!(=M12Z$L5D1'D34XXP3,6NlL42$,-'jaVH;(U0;^;6Za")2:89,;\G 
H(?=$8E9G1D%/<M81T_+#AM0C''N0VRM"FWWH_X?B;I)ZW*2??'27UO4TZ\8?N 
MV'NL8T3>*CAZ:_VE6ZXM6'  ; H F9604  3 7 R \_  " J R PG-P  I -9  V-6_  : # I N ' : 7GR3 
M*+M#KKS-5/YaK7K$K! YB5a^2U8_) JB?TZAaR: aB)6#5,KGHa ■ 0GT)8L?'/I2 
M ! ; = U1  ;\  : R N C J J a>  ( V L>6C  Na6R  R , C '' H<W7  W A1  U_3  ' Y ?<0B_  J 8 E W>  . a-ON  $ C 
MD:_:3FCI"ZW>$FRL#3*NG"_-GR_.G0/''S/3'’'#\95=>7_D$>'68S5PJG9.) 
M'1\,Z#M/3"$Z9%+S1'2H9D6T%0Ga/=8*9ACZ_FCY/JBX_4!">8LR0I/(0:'H 
M_$F;TP\ ' 9R9SSV !8D0)N/9"#)7'UCHXH9D)SZ)',P8!Z83(5:("U$',9'8'4 
H'  P, ' V9aLY5((P8"E ' / AB C = K# " F ' M , , 8> , 9 AG E-8K6 C 1 U LC Y8^9G00 W , # J 9 1 _ 
H%YW#139VA\Y/A6V=>U9CCCHR8Z4(L$!R9L3D4,2-_N3D-!AT0.',C9EB9WHE 
MT  + a0;G0l3,3LB  = O/G6T;OU''K0X\J6PK!  FF#;0.DI'>B:8T?O9*XGKB?C0>?R 
HN?MN3)-8C'3))=S5Z+D+AFVS3_A9!)JL,4$DC$J$46D$8#"*A,=C,-RW#*RP 
HI  Yi:,*\MFA>-5WD8 ' 8#N#G3  ■,9#(881B2>+:!<\-H!  P = < 1 6-/#  " ; A$0*82  R ' U3 
H(1##_"4Za8Z*N)(253GC87 : 5 C L6P+9K ' = :++ 3 S N , Z 0< A A LU ',PHCD\V=R<L/ 

M85,:#,EH. ET  + 4W; ! T / D R L> L- ( +8 1 E RU08N 3 K?  = = + XNB  + N ( / #T<T / PG ? = 7 KC A 
H\HSJ"CZ6DC/S>a3I':  ' Z 1 K F N49Z V7 ) E U D 2 RX3 A 1 = ) TH0T2 H_I 2 La ' (EIH*I ! 
MFD4R.*'J!\F*9*3*)U:5/03T1?87RC3'YHVB\V_IBV_H*N3AJ^^98IX!!CSE 
HRJLMEUC677A5=?ZHY;H7.<='DaX.ZIKN:K9>EE3UlA8<7I*^:Y%''PT)UY039 
HP8+8E/EAV .)(/#'4G9TL%P18"!9$SaR3''\9a?B)JGD0’,(9('!A+'PS/CXV/ 
HPFN%JH889;-(T0(8+%2V'P8#*aKCFJ3:%F+96:+D9SZ#B<P'"$C'XJ9LT'H)A 
HL*X9,9A6;P:7/EI:PU5$Z);F,'"+F45I3)")#C'a$TS,49.S8'9L8C'8'5CE 
HK8428'#'*B''%VE.N3I!J/,5'6H_HCV;P!SJD<>C*G3/%+3PU4% — ">*05_%* 
HHZS5$4X,AE^Z,%aUWF’Y%92YRNU89K=R:D\_UCSG\;B%1I?RATC;YTCS*.7D 
Ha.T9\ ! 04+8. ?36,C(-LK_CY+RH>?H.NE9F);SZUAOO/$X)UU7H9T/S ' ;*91 P 
MP+! #. Y39XaaUC2/82/A3#*Z%*W,>:  U"1  FL2C8ZEAZ$>P#-:Y8HB:2'",\3PP 
H,L1<-HPP;’7#;#;,89A<;a:#X3SG2HF82FXC ' 2FKL09+*#>9 ' 2_A1 ' 8/ ! C 
H,WM- ! ;W9YJ/I*5UIV4>3EW68TaX:  4aEHXY0TRSJ8HJ<'  p:KNU_$3?\3W_B.  ^ 
HCZV93S5YC*6BXWGL_B>1>P>"M3R87_N3;'‘7Y.<4G9^;TSDP3',7L42;T067V 
MJ;,N$'D_4T6_4)8;5-EMLO0V4SX'1+,"3*4K'HZEOP%1*UCTEaR0A7>!B((C 
H ' , ! DCaVF\"95  = DNUZAY9_V3C  = \-CKKP$ '-EXTYNJ'U''M./<FI_  = YZIZG9K:' 
MV.Z;LaWGHTNCPW,/+DW;NY"I#5)6+)05+9*80\5)0FU)7.(VI;E3G+)C,5CH 
M'VOTZ1)^0A*aUU3$'[$FF)PO80)CRl"Y6:C9!0'L4C8)5?O%JGUB1;-8L4'"B 
H:%3I#U.%_7C95:Sa,l9E$19%''9GG,*3>3' N9< Aa I H4B89 " # : 9 ; ! UC ' XO ' ’ P 
HF'Y.H9>B;<DTY8  = 30EIRMa(6HC'T1  2 98  + 6 #7X68 '!ZP%4GNI'(-5a,a>$JVG 
M6#U=I)X>C7E%:3VC8_X?8/9A-E!.0:GSAY5=KT*?5!B1VL?#LOUNIEIC'KIE 

E:CHK:5bc837e7a62402152f5ef8d549de328d0e379260f73262e06c79d8bc04829f05c33 
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M,/S_W'!/%\HZ<>5#X(H../%Z=:*^G1Z.0_($-KG'F*LA!OCD2,P/B1W*B/FM 
M?.T,7L298-<+SGNO*FC/SN5DW9P%_\(R0=\F)Q)S(;%S30BO. H_+7CC$#3LQ 
MF+\R-P8#;5:8[6'YK=BQ1)AC<&W4M+6VKNZE7!PA%R2S5Ca>,=a!PS/T",-V 
M$K.>V.:&C<'0\S8L\8.K=$X8)A9G'0QS2W0<AJ8$5=;:S++UL'I85L<V?:\$ 

M,  : S : # ! XQ97U  \VK>  F W ) C D G * Z , 0 , [ 4 Y4<3T  3 H 2 DM0  C $_8  ! *TQ0'' A4_*  ) S N_  ) W I 
M>F4X\5;?\X>A''W?=\5?XL5>RaV-1S8_#=M\-JK\94'MY3L6/LX0/?)W3-R>U 
M0V1H5)B^52CKU62?)W.OT'57=45_UUFN,Y:;=.EM)-V*';+T/F49'**+K?0E 
M"*Y#''F;:0F?_0A7\'a"LKKR-?3-0<_KYWJN_UU:ZM?[BV^K''  = P#'N2?',KI' 
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M%T<0:F*28C"S8C:)8i;"K8''8P3';9W'!P-BI8HT/SZ=!B8NVBBV  + = L+"*$J3! 
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M%NU  + Y86K$(!)126E.$'K:U1  ) ? 6 S * = \ 3 ' Y PX " 3 C G , ? LOa- J 6 / 2* A F X C H Pa_ 5 % 
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HFa#:5D;9!'H,1CZ8HI?YSYIVSa[#/?BD-ZT6)\E9N!  FW  = + Z*N83A3 ' W?L$ ! E 
M5"ALW'36C,%+=7?*>n#*U''8J$ajJ9R\<V$HD8_RE0;FG-$77Y,.=C!K_2/<A 

M2VL_a-!W$D/ W%5F<P90^4":Y)\2RZS*a':i:WN9K$1:3"2D5V'3!DM7YHaZ 

HJ ' UHa8#3KA8ZK7*? ' WU3;<H ! R ' J +8-9 ; 87T<862 %% ?-X$#6 ? 5 \ S G 1 ! *;>8*3 
M4')C8"_1,8ZK3);HN.6H6$+75L*:'.42OD4aW.H2';C108+YEZIPO>3;X3$J 
MJ3$aiS<YLR,AH34*L3$*KBXZIC:*JXA8VT<=0D?7_:YJ>\)U/>5Z7JA[$(-5 
M/2_IKJ803J=''C73C5-U;ON^VXZY;a.$EFP:6E%a8E'HV<<8lC32N\#4-58:+ 
H(J^'*SBISCFC!1  BGGX38<T83>DFSYD)$ZD40/F;3  + BC7GE/FGJ5R3C,; ! 3 + K 
M_HC9_W3GA9'R\R\_N_"J''/ax:HFaC%.0$H^_C.YXS#;*25;>#MYUP_>S;CSS 
MN[S7U'O8'O!0;_=4;O2F"OPCRJC4?:JUS8JLT\a$Y3Va"F*"a,%4\2Ua,+7N 
H9\"PSA.77J6SV_VB-WA1R>ZA,5YA43CAB6'*,IHY2"0VaU21C7S6!67!=1V# 
H,P=0IXBT,USJ26 ' S%3*MC8W%a<''8' U_0* W< C 8 J # P C 9 J 0 C< !aX4MRNG"aEP" 
M8K"3AE*LXA8I*(3)'$2aaN!Y<K0"-Y<C0'X\,4<EMU,0=B0PF+21TC;!"MLa 
MVB:'L08G;?THVP#:-B1aUG3i;!''M/1#N  + MZX6C>9DL>)DAABM  + 4GNRG%C<6R2 
Ma)4Y79LH,P8+!?\8!F,7'')\A5C(R6G?PH8!845;8CU:2?C*7'%CDL2F832Y$ 
MTCTLE*0-CW1'ALAa$3=K\D<GD7XJ*SJ6OL9I*_H)/US)B[*(8=T.#AV#/:2A 
MA+D;%N*(4+/:8'LK<R$8PT93+%/-86a8EC-LTT',3K?_PL3N:X#=UD#[SV7V 
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H>6ULSDDJYY(\:SL0' )aN0(49#'  ( W + 8 *86 ? ] OU ? I _<R67 % 5 E = 8 ; ' E0HJTE>$) 
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M:,]IC82+AGB:8%YNR/CUT9/%CG)B;S7C/N'',Z9ZYV5$F5AA%Pa*#l9$P'BQG 
MSF ! ?NR\ PAOW, K+ ! \3B(PF)P3 '588, YB>JT('%G,)/8:9CWB0.8:%># 3286)) 
H*'$89lV2,8,9AE$NX9J!-W8(AAB1V*<8C4+RU4U#XD.WaH#!JA"$83:T"V70 
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HT3L$O!20.0W$8N/:VYaS0E'EL8<,6#;$)B:6-(*0F6/*$EE*  = *07$XNO5OP''3 
H8?B=MHZ2N9=<68A)+9:YGFW#'#O+N''aD37UFFVS588R*U/0,#OTPWIC!JTT8 
MC.?<2Y;E:' RVVPCRH_\" )1+8"aNI, (HC ' .*).3'$''U88=H!T*L"'8,a\Sa0 
H8K"03NaPO$ ! C7" FA, : S 2 86 / 8N8 Y8 1 V ) N . >H L ' 888- ? CaR8, E ) $ : 86 / 8 Y% C P% 
ri#+$JI%R-ANV4PW=409H7)=:E%aU+S>H"-YR0V!'7>SA8>U"KK61V_2BO_aT, 
H,5GW'88X_1G7/0H89Kl'R.ZaD,YA_C91  C * ; G ; au#  S C6  / Ea  Y \ N83  ?_  : 5 C _G  # 
f1''j:K5C:x:/K%:\0;_CM''DNVZ'?;5'6K0':;B  = *C'0>CJ!PGUCY.:GJaN'TKK 
M>)Ya=#CCV8CFR7%0VJE7B2?>a!YCH*T=4W6/T:U#80U_!U;=:zOXa7O;#<_2 
M?0?LHVZ)S2Z:8E?FD+MJIZ=B0;>B6)C9JEE_CBNYH,P?(C'!N8-$:f4r:sJ* 
H(_)N*'I02B7"6%7\0;+X!I:JY!;C+;JIR;VHS3BESAX''*MRKR('Ki:w$IJ.2 
H-#CU!):\0C3!ZJA85E. / P V -6 Z8 F =va ) U " E " 8 C P ) , 7 A E % F : P>KF.P?PBEE_$ 
MJ!;2JH4J'##3D9:8'T7,BR;F"UF$/:=CL!!$'(,I8aE*(1"#'Pa;86D;2HC+ 

M_PF#IV*5) "GC3/UBE  = 8-0X7SU1 P_H)  ! ( "8T?a# Y<7 FBB 'XZ$:?N6)0,F0D08 
H(SZAYS%GL(Z%T\(MABNFK(F8F?\R?\0'U(SU05,D\=MS"6DT(38ODP8iaaC8 
H)"IYVXN:CJ8?;0;C2:-NZ7W.?XAA*8.EB81X(V22"HO5$283a!$F0XT0aZU+ 

MS ! GL: [ , -8aB* E% I A798 : 8 ( 5 I !PUBL"'3#",2S^/AYA0;8A,,ZSUa!,:PF'TK 
M'>.!P9aSDFXSL3X0HU9KX(;=LY"$_N^8V:'!:(D.N,L8EP8,.=E6-JA<8;'9 
H# ' %J>DMZ8>_JS/ : 4U/I5 jaKB8aY%<1 6 : I #9BW* 3 a A< . K_ J 2 . /*2;GK'HS3G. 
H$67/.-'S!JRPK8HL9?NX1*08L0KGCG40EH8^!1(C'?C+=?*#%?0^3*SXR:?B 
H7N"  ! ''RS'  ' \ a//J2K'  K*U#_GZ1  Y%-SV-;GR  = TCB;VC"3UCB?VCB«8X\[:/A%U 
MC!7?-P'TE7>,R%M?!#4,''5<3*'3WKU:;_3  = CXZ!K3aF7Y#87;:TS4‘'6JJ%A. 
M;W8GBF1)H6Sa.7C  = 1;9aD,FC"  ! A F<a ? H K$M D S A4 Z*a I X 8 H ' a2'ICIO'8%a8P 
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MQa<:5!T=X).D8n*lAERa!P\I/5,Q"-;502RV((1;$RN?%$',CPNTUP&'',$AN 

M0P"#P_\'’''0:>U/68,)#B2La<'AI#WA.VT&FYV+4T2R!=OTSa4JL4A'7QZ' 

HNR#B'4>688Q.T_=\'-B8P9A,[\2M:&&EK!51:O'+J0LP+/)8A''29LP1:j(:= 
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H=SA7CC")PXC!XF3!V3CD!RHQ#"5,H4-K'F(89;XR)C:R-.KG;J6/(R3+<H%6 

MPHQEFU)I>1H*a*V''78FW'QX%$F^5%DC('5:#%2;G1($5%0)aY(91:Q8S#’L% 

MQ'8,8TDP’($aS'P29<"P43'L2A:-""3686)A2C.*AX'!'64a%1P$E<,CD0_F 

M8,7.U#6-:?E]JS,Z4E*:$A*.Q$17::f:vHRCX?M_D1_\+:SR#WG='T7C$Z;U 

MA;)CC.H8#^\<"*X<:^E\x:GVRK5Y=%GCV-+8L<5U+QP/#SD='G(Y_,RMYIG7 

MX2<K:X?\ZYC)CaR%-CPGFYC1S:.JMC8N?5C3/0Z*Z'NMZ7L#Z85:)^BNUV$= 

MH\$M(T%-+WPJ ;>=\]]UZ_NY=*CK;_LEG/..:G+6=OaS-0ZTP=<Z8VNX<6! 

H<96JPO/JDO.J_$M4SB5%_H"J8%"1<PD8S80.T8NO4%E7Z)S+%#'X:SJ=]YUX 

HH"RXCI1_'P30!=<K2B4LPJG67I0Z8'7*";P4! R9 8$ ] ? " 1 37 AU 3a-0 Y 3 7 C 5 , K 

M*E!Q,"J**-/*-F'81WBE'8,U;C'\LDAaL8HQIUK$H\K0CZ/(A3'R!7'A'UEB 

ML#4IM\(,EI'6'91U''HB;$)(VS#2COi:;_H'‘*8U6Z:VWL=*SUC*)+=Z,2Z)0 

MW')16J%Fa<'(.2%:+S-AL  + EYE1Z8*UJIIL) :>a;2VV$L9;  ! B Ya< Z # . M ( ; / ) N 
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HA0X8K/C'E_K'#''aK3J$SVS') F+2 /T$_ Y-%AA<5G . L%0.NE#'88H3!HN"+_UM 

MMPA]A=8VN5![0RI,S5'3#FKDaQT89JX2\7BN2F0P,Y_%PAA6+E"#3*RP%,.H 

M3$)8G''.6)9LS6%':CB98:VPa,>N>"QC8E1)aB#8)!085/^<"MR3P>U*3ZS-R 

M>L'3)R;5Q<4>CHJHalMMON"LK.*WL(I?0P_>"Z]D2#4^'902;2-AC::".Mi:x 

M=TQXM;:V;QMW:7WEV#2''I/$5"8#LU##B4C_JVC#LT3CBU3CBTSSJUS(6U/PJ 

MI'T\O.,UV?481'=/a(BN-Z#0SaE9TXAOPTMaMN>A)QZC_UR*_=?E6WYR*;VV 

M+/0\LI3C3MJ6I8JZ942U*_WELI!B+_5N1>Y9KN'"F:]/99U'//!9$9U\'"'LR 

M),J^#'*R,CG?aElYUT%*,  + 0Y5WD!NN!ZL>!GN.P!  '##0ES  = $$,?'  ' :L3>X04 

MHIV/$DRPNAJ;8!1$*''HTY'Ya,-ja$52*LPC,8/#!0',$FIVGl)()9'$D0BB4  6 

MQ9.+$Ha%B5(8R*U8a<'  ( ! ' . # " 2 L = a P D K ? \ ( Z 2 8X3#  ' P F C ( A_P  F ' XO  S _0  : I Q 

MJ3F)38MH+6!80:_5Q'KCWKIB)*SKJ*4?;X:l$V8P.M?GZ>_-C=SM/''/K9++X 

M'_B;DSSAO_1  668*($8E-$V*  + AHBD)8''!P3.L1'9  + 42H%ZM0E?6?PKi:_M8Q7K 

M*":OEC!<L#;#L"M'VK')J'81/I$'!H,5%C8L"X8HQ1$F5HB(P9*=8B8,#K0R 

MQ!  '■':e\8,1 A;8:896K1 :#DZ%Y7/BL!  46aaa>8(PaC !a\5XFR".R):0P6,2PU 

MQ8*E  ! 8:  P<G$LQC#KE(P3"0F8  = 23F4>_A  = #2E62  ' QN R R E8 Z W-* Z 76^^80 1 

M0.*-8(*!P4K?S=K0K<G:O:D)E6O2FE)2ZQ/B:Z*CJK3J 'VC-J;'_Y.O?aO?\ 

M%KKO;ECU0_GA1*'U+\#7!C>/*;>^:FZ=<8MYC=+RVK%E8G'S*ZRE+6‘'<6B>< 

M!;FU3;BWOO%JG_!IG0CH0'KJU"Fa;<*w:8U/XVN?*E'OVF8OJB?N>''z:CKSC 

M7'C;:;-;+D77G#+.+TL\N433YDaU.A$U_\?=F7A%<>UY_#^8.2_+9#S)846P 

H<30F0B\a#=A(E$4%>N*jCjJNWHB:W<9=HXF**!B#'aj*P;Ba8#4JX,(B$003 

HX_.I67R.,5$GF21O$I.89+CY0WMO:^WJ#6'.F3-SYISOJ7,IJIH.I#Y''''WM_ 

M]W<3=-L4>>02+(WZZCCSDG/<LD'3HB':hF%'+W''AD7#P%W#PG?%8886H?C8 

MK'OL$K3FaHI;*CZ_Y#T0M''a\M^a:-/VV<,!2:0ZI1.-*>\D\G*6PBW,=Y5U' 

M.?H!SGH';2!GWH-,,  — 0-3:3, !a710CS5aN9*_P,QJW;+0DN5EYDE.7KXXMU 

M<27:8:64P9HI'F4P"2*TDW)U4?.'P=HHS."H;$WT?8U,KG:R9NP,QH_F4Z/Y 

H>!i:)*(?Y8!LN$PUCA;VI<!JICA#0;D2W0/1.RZ'+$0":4_"/"!_ECI6XaG8/ 

M$98Q''!A)0506_=*>""3Q'PQQIX68'#8TM4ECX$'8C_'?.!KO3LE-*1X:;V-; 

M + WCS([;GAL!a.;BA!HT"EW>WGlWE8DD:!68'G_#Q"8’'IH(a<0(#!8W4'O8YWC2 
M8C8#a;AB!A,,9WD3"=3;':RP>C)8X7QDA:=8B'''F0aRF0E-T)DIB8H4IAJD5 
M!A$,L:X:B>*0R;D'-TSW1$("#.."-5*S!a(2(V76L',W.+1UY8[HY:XWRHIW 
MNX0UHCHUZRC!LITU-G.+>G.WW)S?'',F\IM0S6[Y<\.;?%Ci:/W_?0<SVG''<< 
M_"7YT8])AWY7'+X0/?+'"T=*GW'T00QHKQ+>0C\3"Y$8:Q98<NJ1''ZI#0R:W 
H_YJ\_s:3]_Z4T0i:80-7B?5?)+SV6<*KGRA>NI:X:'-Y^9'B0T_!GY'9CLEU 
M^Q)T+?*<:>G6-_15a*RB(?/B':9Z4%=YUNa9-BT*#S"8a6'A.7W5>5WED+CR 
1*174/5,  )%QX7DJ9N%YMAIGO9YA(HMGF,/8EZ"7K^P#*VO!''0/G/aD'YaHZ.">: 
MAZ,'YCG4I*IYTWC21!  A*#9  ( N 35  ( a9G  K \ ( , 3 a " # 4 5 U$<  C $ WT  C N LQB  ' KU4NK=/85 
MFAGEZNDEP8#H5*=F"J''6H,*T08BC9l)..TFCB<H!!FNCYFDF9a.8-:#H!5KP 
MP3'JL3,XK$\2GR0/JWB.ZD8V.)C$H58X(!7V,3aTCJ',UCRE*E3D';C9UEZC 
MI;VF;K7:'8*C1"X_6%M#P5,C".:V  = IYI:  Z 1*1 . 3 R>  P = , 0 E C 34U  H C , U Z U>  K<P  A< 
M8\O<)?(XFR0:3L*'D  + 56X-CI*i:#C3I*IA<N(V  = 6JQ?'!40P-HQI:e-P  + 7\{  + DLLH 
M\*a%9YYZ\F#M!K<\D4830NSTCJ:=5P>'6U>L)?$"'8R5VMI0[*II206CPQWYKP 

Ci:CHK:968ca675080e8a1c0849b18c064daf06ac8ecdb04dd7fd505bc08ad2f6f421eeb:: 


94 


Pretty  Good  Privacy  5.0^*^  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


H*=X/%4:-P"\R'EXVU(6/8-G%2!Z!QQ$Q3!GL5ia&''_MR1+;"0970=&,K\?Z" 
MXD0"_M9!)8JT2,V_P9%OASG?HF7_5O<Y$P-7RP5.RPa#YTS>aO+aF,8,20.( 
M)!+90EJR>CE/XJ%66!_  + ZR5<) ' 8 S 4 UG J A I G G + $aB# '?6#  = nHCa$>R^R;G'ND 

MKU:*#"L7H40"5PS3TF%4/8a);)CCYT*FOM*UL\S>7.K84>1H1042YA:S:8=9 

HMX.K.I6S\5KFYIOSMGR:U?CYO!U?9*_Z-G/W#ZK=/\C:_S/0=.:!7Q6'_I'? 

MOB\CA$0Q#&/ '<\  + A^S,/WT\" ' ? H = 7 ; G_ E \ 2 VW Y ) V_9 BT \ X>$ Y F \ 4# 5 \ J -M V 1 
MOGI3ON:Z8MD5A>>2O&A8YNB7,EWQVJ,RC0&9IEF:LW&V=9^I8H"IC+=4#S!5 
M'X:*'6'P<!?),Z"0/*>K&#24GS-6#,,10aHB*\\QE8-LU1'<F<HAIN(L6X6Z 
H4%JJ!JBXBG=(:lN5=F/UD0P!5:(5=G*N8UX"'_LY:QL'V,j:X3/!VP1]0:#9 
H9,VMM2Y8:\M"/ICDP<*L*BZEG%-6F),J3(D>8\)"0:Q**V*P9JJ#%D4'aS&' 

M<1  ' 1 A8( (W<0LS81 L352V%D7"X( . ! P6-  = HS ' 6CC3&" . % BR-Q> F ( _ A8a R + & ) R L 
M>7HVC80UXEY:X_/H4KE5FN+C:^''WU::WUVPF#%ZM4<,9aAS'+8R!P:'O/_O, 
HQU%Ta8^C7KA>'3P+8Sa#WR)P=<M?a#$'8'30CK=P!H1>\RJ\#AQ!E,%P+PAH 
M#==3?GLY-''YQaF'TLlH\:HA07KEZ\\H'\._&0;0?P3LG8&XH6:+1U$KK^&aC 
M#B+?9%BT-PE&.'\BC-D-,N4BFaCTK1%(3-YS,(9#K7QD#(=ME!&\/%N\0EN\ 
H*P;8,$HDa'TDGaUJ'H+;1PiaPHZ9.7'C"!&#0<W<?57"_H*CZ#K"X#DaC7,E 
HC5X,DSJUV-6YDB5aA78 !!+;"$ERD-L48WaH3$D\Sa<08IB06!\-,G).)SV=D 
H1<0*a]O*9+#7$Y.=.'B8"8DYW.''MUI;1Z,)-)B+2%S$;:TJ:"D5HA?S.PKY 
M%CN[aV=VF/7-C ' HKEW\D=:W5N;6?9+aV,V0+G8S8S''<T?YF*\C09NWY,??/[ 

HY+T_) ;4A$B«^$UVD, '8'P\B*0C>Ea_X0:'VFV+73R#9SGN*YKOR;7=E:5_+ 
M-]Z1K[\C??F8=,G'TJJKBI+W98XAF>6,W'B:'#A.W2S7-<aU'#*6#9C*'*)( 
M''I)''7>E9a*X1HU  = ??A;P#!>(!1>#C*4#  + -a5  = l8lC3>7#X!a;"D_a‘')>.8  + N 
JX*:BC$'Ha?:T%G;RKaC<?!a#S0AM'=LTa)IAILABV60V — MUF.B$' 
M#+9E+0,8"C,:5I7 ' G%+ ! *CVFI$68a,7ZA,4Z*6*=="$P6#0=G3?-Bl DLD-49 
H*'  R>I-%. RB4,UDC,TDZ<J YF0A1*)Z8S"X(Pa,aa_LH^#( F6BH_NP' :96*SH4 
MPZ$S<ZCFX>G9-!(.8C'J68+SS\Y>I74#WGSUP2B+((aEC'8F'CYA($BB')G4 
MRa(8'T<!H'2N'-88LF*X8$3a"K?'8;CFYI7+8.K!#!;?"U_"'+X%+T0'3)E' 
M8;a8DX>=*XHF,)(-0+*.IA9PP_C?B9=DP:L,167!T;X4'KUL$%a'3DM"8Y.a 
M_1W#a"E1H64285HDA8(XF,8!6VT;_.WS(C'8/S,7L3H"al$>D':_3Cl2PXHA 
MG$5a!a-Z7XS92H0,\>3-61 ( T . 8 = V_ ) 1 4 J V / + U ) ( B7 : R368% # + " - V PZ88 F ) E F 
HI(:8G<Y%PC';Ca()1E8(8+8DE!+N<DD+0138:'^.F=005S$S/9;4l9:Y+XDa 
M3(XH))Z#/+';LJTBOC7,HJ.(V''XT-aJZlK-Z*ZO=RN1N-K.::<N8,_3\/?W5 
MZaO;; J37W4J00Z-J*" JM^I  H5R:336N\ECC JGW/W3S#T_)n:: . 6 ■ ? + UCM_EG^ 
HYJ_'7>GV'V1-WTOKOXVO*RI''XC_+:NC(UDV2KKHA6WH=Z"LONJAP7E#P0U+# 

MF3C-*0! P7-X>'+"2?3.0X)31 /< " 4 H 0 5 J X8 ( -I 7T8=a: a V% ! Z U E C> " T> D D C . Z 
MXGYTLKC?Z.XS%I\aE9aA2_I ■ 3 / $9aH V+M L ' H C 2 , " LTN Y Ra6= ! .{BRUO082TX 
M;G4A" : XCaNLH '-aB '('/\/P>XH#)5!aG;’('XR!B$PDB:/.1#C9EC;SZ:C! 

HLWG6$F/R, J-RN3YIN2YA.68P;D89,%aSS:  F>BHJ#(S' X6S,A4a. 5H9U$8)RC 
HC=%D/#5F'XP! /+*+8LU#3+U4H"$.laYY7L4S<ZA;PGB5>%K.GT4'AE'U/CR: 

MZ83 ! . "Z-03DT8G ' . 97# KB F7$_ A ( 8$ V02 ! A / S 6 1 V> 2 C D * 5 X + Ea8 ; 8>R7 P8 ' 

M)UM7+*4,AI . A:a(8P\5D$$a*D)LD#"8\:C%8 !X..IAU7!X?(+P0,,>)aF(68 
HXH5a4  = 0$$P;C?M"C/O8_2H^ '*)U$"K!  ■\8:jn#p:' (,IB0V181 S:9EB\$9V0 
HE?DL'[;"P3O/A10*AT;"8a:##\Z9N)'PV+::+N9E<ia!?3!P=\CD;4aa38!A 
M9(6G*!*)V86YDa=J)"4DD=!-YBF#a8:8DiaPF8'XR'T3$D?'<' E88?CPBaBL 
riK*(8laSV;8B$W3"HRC)KN9?  ! (T  = RUaPX!  AM  C " ] a8  VV  H 4 5 a#  5 S . 9 D M N 

M/;Naa<UML! 0<S7OI2MK:  :ZJU?YN:_D;:  aL_2ZFZGU  = : ) :?aBN?'+Y*:ODUO* 
H0]GR'6AFRW>)v::'  ? K?av_aM  W \ 1 M*N  J % # 5 : ( U WIN  ? ^66  ? / 6G  \ A6  ? R J J 0 R R H'' 
HD!9>ECHNa5O>DaH'I=I>J:XK7G=DAGJW5+:SCOV8OJ"/=0,X*CF*=\aE?<;" 

M ' EU1-S ■ 8D;BTSU3:  ”P  + H8HI:d(KZ:(4:1  I*8PFZFJ-  = <U$-D*3I )a! $5  = 8#N 
M=F+H(N(*:D-$9,a9#P"'K3a>$D?FX7',+!BWHI(T+:E*JR43<E:RG?*+RRWI 
H2:FT%:aJE3%UM2' E)9UR)66P8OHa#?+!0lC$HI$PP8!-M-X_(1>5H9N8Bla\ 
M<:YV4C9($i:-'8Z,>.X,-Z$E:/)#$CX;U56%GI"*YX>!LV-<L,4P<a2K4DGWH 
HA'-W609%P0"8KH24'<_a7E(R2aE,4$3RA'<C .T'T3R' ,%N<)A*-P' 5P09C#) 

M(N!>P' .D+(+<"X(K:8XA!B8. . # ; a E D J UH : R43-3=0 ' + E Y I 6KC ; 4 ; C D V : VU C S 
M.OF  = N.6IU>DYH0N#19PCBV)( "A88P6$U  'HPCU7B(D^P1ia5'6$a79EUZ9':G 
H!  C#XV32# : ,D8VN3T87:/r: ' X0HPX0K3+ ) RZ-P ' $$K1 * F<41 H ) .aC< !-23  — < 
M22-a.#/6.SE'ZH3"'FNGY*-:85\J;"#:AV$2DZ.7P2C,4S=,#3%=0a<8-L<Y 

|ii|2"+!*HH9A<\*'X.a4(5:  4B  5 = aT$  \ , <8  P-7T  E P3  ! J =X  D 93  C 4 , <69-0  J F aS+ F S 
CCCHK:2692dd292d775b779991e245ae3b236856ed9557a52455e5569be0d857ed2cf68:: 
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MD&:qF;9:U50,.5LL\:>8%:2#3-EU0+'56-8?M?*R:07?58NN'XS3UM](K?DD 
MM>CVK,W_EEQW*ZGN=F+=C82ZVXI-=V2UMZ1K/U.\<DNZ\F;\DAN8N:>D91_* 
MW%<!03+N4CQS/HYX3J$?B-?UQ.N.Q^D/S##LG<4?UA:>9aNC$3M+S_'5_>!? 
M#?D:AH+3>F'P(2X6a2Z<-X'RN^'(Y'>'V/Q3YH*32(4G+(5>XH+X_8->N3H' 
MO5;G$8+;W(R^M.??aCjH>OXO6!?3lE:0/?>^ZKD+:<\-JZ:>5TT=2lMZ3O4O 
MaZHI9]-BSZHD_2I)7UI,;UIT=]JD4R#51*24":=3)02D/-N=/+Y;.?Z4\ND3 
MRG8  = RB>/*9:X6_GXD:3  ' W E C I E T Z / Z D 1 _8  E / ; ) 7'' ? ' > Y<-0  * A_  : I7RH5  7G0 
M3N6?=B;]"8XMRH=:T)</MR8:0$0*CUUC9C!AW#*)%/Q8C^:!#K+"(la.L,*'' 
M"BR?/;<:1,#R1M#3"0:.R:%JN*%%WH':[F,$E\CAB1HEJ!#.95Z.V%4!+('IZ 
M*6\''.=E06K3!:M8_^0a,:,a'9P"N?6UC/;-3X%LaN)C>2W!+;B%GX8>%(G"U 
M.0MaS:M88QK+2aC;:+$aG4W;KaZ>:UVY"I?YAE0;'8(Q*8/]-7?C'AF!0J/Y 
MJX6=1!05:'65UX5:X4A+Z")8Pa$8:F^RG4JS",)aNGI9\TRFYNDL?WE,A.H( 
MLF!.U-)=-"WGV]_36Z88XXCLZ/7^THAH5"4,]A?HZ\7PY8TTD2'KY\' * : V-+ 

MU9,  + 22)AE%C'#>MC#13#6/"E'4aLQC'2<<.B7(  ) 3 G B , , ) 0- S 3 + P + + 6 ! 6%) . 9 
M.43?9'*74HV.7D-<'DIBWA<,$PQSI,^:;Y:.R5aO:%Y'J;!YNT./,'Q6F%M0 
M#R(\1F.FU51\,G09I5DK/DA9\4'JJHD4:SY.>?FZ$K3F1M+JFXI5_RI??EVV 
MZ)J\\B-9Z=7XPLOQSLMQ:LLRX:_Qa%CV8AS[GA0';.J/U_=)#9TO8(Y)V<.S 
M[<<U!:?8aAY+X6G>W6TKCP4'(_0K/'4"UL(8,'RL->:?!!D<72"C\R2(<769 
M'*!CK..H27B;<1P861Q'09RSP*(XQ8/HaLTE3I>W'019K7HY?D_::/=8R;G_ 
HRPia\$a8#OM,CV"((P;#a0R8AS6(P=0'H9B8;K>+,$Q6:JBPG?(S>8132*A) 
MCD3B,3T3>0*!>B#\a)=TBDYL-/UX8W%YBZC9F9?!Z-78PN#'D.3lH#\9^<P3 
M]-Y"3/#X$'!'!P7\#ZR.""U2\S$X3/L(E$4\D^%0)NUK'A(:"9.6:h$;WGLC 
MX8#8$>*:Y2;Y9N8Pa*?$-'9AV)M(^#:<0TLV)"7:R07>R;E8LH>C(8C!H1AF 
Mi:% ! V; ! 7F, ' L# ) + R I L+*<3T9 C ; :'6/BG5V!"+W+'/P^8D#_KLG/4RR)*Q 
MEL3"VW"a'4)QQTM2.BSD;G(:8_.9;39H(TDDD8"aKK?D-<*'SZVWFG:Q!4?S 
M/$,O+KNL7/HATK*/$Y=\/'/QAPF>:XF>CQ,JKLG+K\C=5^0%5U#F8+LDXR:* 
HN?-R?BB>'XCG*N,LW5*N*:EV(nN%$,L7GN"+NVTE0;:R7D=EGU#:'XC5V9'T 
MKFY:_BFCZS3C!'!V  = 1F<G2;;<:,  = '48,[:ia(Z,0:WV)M!QDKDMG:3L1RC1;A 
MS.KVX' L92,Ya->\8l4w:_\7aQ_5/ !F%XM$]Y)!*'JUF+'$?alQ.5C49D<"YN 
M;CD;>2G0,HUH,8/%-'UB\!CA^a''C/s:R($'P'(2Z',a%QS4A_2=:2;'/PP_X 
M! V<TZ40D !I,W)GIC$CS'L8N80RJ_1UaS%W8K9II%!+7P"=I?(RR#U?_,DY;N 
M_awO(U0)(P;3.8)2<)6PE\8!8'Z32,2ZH!*! 688$U E A 3 6 #< LS H 8 1 B 1 8, _0 S V 
MEZH1 #+/R(BZaS8N%"8-GH>TV4 '_+(/^>,26Q)KA8R5A$,<UF0 ' ( : 1 " ( : S : ESV 
MFN>3 ! B88K# ! a F , , 8- F , K ; -4 VV P P C ; / KM- E V+ 5 ; 0= S N P4 ' 8 \a ) 2 =R*M Y ) 3 Ua ( 
M\5a,\0a%7G554?V1  H N H C 6> 5 E : = E ? I 2 67XaH0aKD N 2 ) WG 98X AN ? W<38  = _ F J LG 
MV36M*^a83 ' J%74+a : 7H)KC . Bau 7 5 8 Z_ H->=W Z 8 5 C ( ) W 3 F - C> J 7=V ( N Z " Z U 5 U 
M,?8 . $$$0H J_U,*#7) "#04I FY-A !K;N,L^WS:'^)1UC/=G'F/88za,F\aF5I4 
M4X?_UPGZ/\0a!V/Xa88X?"(AML*B2)aR8"6"X1B,'\UTM),Z>KBG$A^,?^a8 
M6'LH%=.4CH/.A3)W!'9'aC$PF8)8#+aaKaG<,H<N4aL090!_PP>'?H')8T1$ 
ML+_C'3Y,.+-. '#'IKaME780(P. ' :J/E,L'BI#F6P9KPICUFCV'H':3'GWF:9 
M5$>(*32RH3  = G16''a,W/$"GL93#$<TYa9ZTTD<B4K22*!)'^  = 0(H$8#)($8  = CO 
MAA8)IWJ/?ACC; ! C I >8 Z 9 P9-0 P H H A F = . <X, 88  KB  1 68  + > , 6 ( a C G . S A D S T ! # " 8K 
H.  S"8A>a7'  ,-H*YZLM  = ; L = <+ \ # 5 a V#3*0  E I N WT8  + ; 2 G ' +7K  = B'‘ P L8  ! a ' 3#%04 

M6VVF%H  = EMX/;9;?L!L'8;MUKM>VWV(''PSK  = U*5V:HIY<  = \XH'LXD%05L89 

M*053N<YNK?V4R=%E=AZWN3KL*9VNPaZ'*X2SI*>aLK>aJMM5V<OEGS!:CVNY 
MHUK-'B.  Z_VC0WYBBJ-Ca_  ! )4H  + 4L*65  ' ( 1 $K7  + 7 1 aS  S 8 5 $ ' * ? S " U S Z 70  W S81  R 
M ! P3%"TA$$4-,#$D6" !'"'F'B2$8C"6J:nI6JK3G/M^YLW3.DSW3TSR9HR_S#U 
M5%<8AD"8ZE^>/ .>3Y ! \0B>$9$*%7S=37G'N'7I!JW38!M?9MS5P8XH),ZZ9E 
MWN ' REOa '7<  = 8(NCBZ9KV# : ' WKU X8% 96 Y YM W_W72 " ; B2 # " ; KKL\ *5 3HZ K66 ' 0 
M_,F+A'VE$3X8X\WGaA',)3?a;<U*C3AGKLCa(#5#Ga$*(HGW6U4Y_73085,B 
M$4KB,NR%#"3V3+#J'0C_8:#\'K$_0K9SN%KT5;a==-5JT\)Z-/!'+F1*s:9. 
H4'#/G%R>%F1PJBP2YE8XX9LES.((/L=2a!818:H23jaPG7L*)35C).N/IR)' 

MJ7, . K# ' E$KEZ+>B#90SSDHE7Z9? ! NOZ : X9 W2 C 7 ' 08% C ? . V2_=< A+ A9 L* % ! AV 
H8C3B\;#?#90C/G#:la01+XK1+T8%:K/%''%G ' ,U"8*V& . ! !BVXK/HaY.SA8$C 
M = MY*S>65a5)*L;3T:Z!  0151:!  046, •_45ETN%i:_N<[T0VS5CG5BF_7'’'6>_,K 

Mao J;_$. J-ACK33W0 aPCZI 'P<._33TCB_#[_T3U'_X9Z?0D6K?S5JKH)S3 

M'*3D'P!ZV?4^,AaLKW-7L6Z#'+JZM>*B3R;(-+Y#Z8L'75-;L/lKECI0*U=) 
M>64>Y.2PN'R$31  ;92_F>65#SR 9 = ( ) N ) ( , 1 0 ; G GG E8> ' Y8 ( >7  = \ E 1 * 3 _>43 

C[CHK:26f07352168c549dc7118054b8cde80850a2a46be62d7c21ef2b26591a34b7b6333 
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M%4057A)3PGUa!+aE?H:N;Z':)<%a7I3DQ1  ' MK, WU  + V X D ' , C a ( 5 P%H&0 1 
MVG-B=>L6'X;5RH$$_E^YS\aFF&E+\.U82SBM2G4OXN''M6'51.7R0JSBJS:$, 
H;U=FA6G>\!Z^4+HE_7p:r+?=B#J6:S+85QU! XX3 E U4 : *9a W9 " K0-&E= " $ P D Q 
MRX?*A3.1_EQ:GB<2S'IKNS/*CBQ(E3#LY1)8)J$0B8T_:(!A3F+FAGDG,S9N 
m:&/G''N8L3J",=AL_,1N9F/480DIG<\-&_N.Y5M.],:*Y$J,%^.33FRBD)C* 
MQ:DVXE.a?()CV$I,T_D<E4D8R<O82'<_USO  + a_WWAa;O#0'‘O#aRHDa_<[:>H? 
HC20=)0675D'PNWT#]P>8'aV./!H^''./(D;\?//KSP2/_8#K\8*_a(C-X7S50 
M*\9*SKa#8,Y9]T"*_8-F/R"!WP4IYK+FRC!7a+NZ<</0EQ":vi*M+5G:=3,W 
M;S89V<HF9MC)7K(S<T:zaB1<AEQ(aC^?=9+G\LF0FR/_WG2";C"#"<-E#*YD 
H^"HECD$KS"JJ)"0L=EGYFC4$a3F>!2H13aH8DQ5F\WM8)'P0YE,C*(YX.A2? 
MZV7J>K5>!H?F$A6B"’i:'9#"C\'8X9C(  = /"  !40T  = ;A(\G]=H?W^JJZKL^aR;8 
MYX#Q:7Z*#0#L6VTDCXR082P/CY$9C"/=RS8M>U888(a6>.=IGa46?<M!*]Q6 
M-U>I1B(;R:,/9Aa8:'*802lR%Y3S8laG_;R2,UCU*M>D4,(28.:)Q-N'C7>. 

M. aw  ' , ! 48'  . \_a6H\(>)A?RCQ:G0V_A/%Z)E2?*R48B\F0a)A%RZ3G9PJ )*=! 

M0a+$,#Aa\,2L3' ($;HCHF3?2"Y: S82\7"+>#NX, '=a"Y2»a^: '#HP=#P 

M#Z#AD8<#PP3+'VB%G<(=TUY6C>6<Ha("''.808!A<KH’70W\+K.\FaF6=T71 
M;X8'NCI*$Z"+4KY#:"K85FUEKQKI*T!<D)6''a/D)*#GCI/Z*U*0Y(?S2$A/P 
H38;Y_K'FNG:h. D$WDL' /"BH<!<"U2 !/NALL3B5W''.$(ZEB,8\U7WW'=KKKC8 
M#;(j81R'B#?Z;B''8WPXaU\#A0;)E>QIT'U7J0M3?;\;8'#PO0C:WDa..$C? 

M<0\=.0_. ■_W6I8^56aB_’W:38+2_S:<%-RW+FP4/:a"LQ6%ZK$;II.;Y+VK1< 
M7B'laN8ZD$2"UTB(!F9*).I58C'98IG$9>UT+! L80 PPP- E C 3_1 C>4S# '"N\= 
M=#'\KriUX#!A,.XZ<'Z-(XLJ8F'*)0N18J6<"8-R;G"BFiai,K!D!W3#',)88 
M%:GQ:VI.CCFB3US5TM?4Ga6X: I G K0844 R V ( I E ' 7T [ T S U A I [ 3 5 LLH J = E % 1 ;D) 
M4K6;FK:LZK<!QB'a,>86RUBEYP8Z)$U9!.Z2; .4;*W>-T ' N RTG- F BG , 7 1 - \ W 
MT,K')DB%V$0a3A4I'QW#_j^nZIMAYIGGG+YM.T(UD\#/L3.YWRM8MQ8!EZQ/K 
H9;!27a'5AN$P!HH(F!CLEaa+!N-HMT-%#8/?<C?<K''KR\=R\#>a9aN_/8^K 
|,|_R\)_\pA^B$aN%C*!  X3:u<  + "X  + 7\<.  *+(  ' R86XJB:TR  ■ E KW06  NaOZ  ( P ( 8 E P9 
H!##0%''3;:"0:E8,F8(,(:6I$JFR:w8"<ai8)'8>!P0S«.-*=3RUO.aE6F+8; 
H'8:C=YX5K<HBA(^01B+8M8’!,8Ha!BNLUE0$8*4'''RH/)>C*.Sa(aM+YG$Ca 
ML/E ' "S%,E1 )C"OH;_=: ; 0a A* C #MB-aaU F C Y ' # #> ? S + = \ BMT9 ! T8 1 R4 V \ ; $ U . 
MB8FX!!KBKH.3B7$D<6I*aC#SCN>XXH-DB'G8)$PG$aAC+75%3\TK38KJ8JIG 
l«|i  :3'-?v-DEX$'(.  'a+IR0P6Iua.)#7U9UVZ1\8,aKG8#7D,BCAJY11  .473'R 
H \V9F7J ■ 79*7 . , C \ C aaE V#$ \ 6 \ 3 W C * ( 9 ; $ ) X [ = J * ' NTX ; -K<5 VTX 5 6C 3 M ? 08G 
M32?HaC%8a?L; ' 2 PS F * E82 4 ' H A J LRN " R . $$ W + a8 " \ 3 ; T V C ; 0 W . Y88#  + _$ Z H C . 
H8"3\VS'X33R3Z\)PI; ! 6 P+B2+9893 / 1 U7 C RE$H-# C : \</ZOAU<D58X?LUaC3 
H6NU0a?R!T=<' X,RV5a%a?P1 1'<"R"0YE,/?!.T9X'+'C?:3O>==)a#';'\'= 

H\,Z0*3XRAO'CR/FR1*+NPW0$$XE,?2D$PR3G'X98ZFI*A8FL,).7#3,,8Z\7 
MS3\-'(;HMPYA'W/#44HD. ( 9 ; \ 1 I N B-W A$ F " ( K : : 3*8X0 =38 " Z Z 8U# , *$ 
M.#X-LN,S90<L*C:##. Z>-6+G#8 ) a \ J *>N82 0+38 , 04 C E ' G " K" R#TRNGK ' 8, P 
l*IQ  + *-KP*y>%HD  = /D  + P/(">0'S9"'2D-ES">AK),*3Z*7H[9ZRHY/'72  = ZUNDZ 
H:W>.,>A*CFH_#4:?N.NT?))O.8%J_JC0_8'S"W_;=()N*(-59/!3RH8G7=5a 
M<!7CY6-PS4B8;E3>8A'88%RNBaC.LI,Y-a)V82PB86! D34RNA:*_C0/4_K' ! 
H#24\$E?+*%P3',Ka2F*!KS395X91(_2HD#RLaCZN'_;3EaSP-N:'0?:D:a#F 
H38G;*;=BED*X$RS=J18R#Y8+A?D8H1<YAD4BalA*J;a<6)S/12XS*K)KWla- 
HHNR*3,; J6-  = 8Y%A/Y8"Z0H\E$E(P' ,G)# ! : > F ' 78 J I P-aX0; ! H$ ; ! E$H 8> S I 
MM?8.FG\>3F$83#"R!S#,!"1VFCC85aXBL<Ma8a%0-*!)GH/Z899,a"=CDa.% 

HY"0  = U/8S.a8\N%ja:9(9G088"a)S)>:(aP1CXC8(>'P"' FO I ; C 7, =<%  : * ) B$ 
H9C>30%='+3*WaZ5O\a(*SPCa'T"5  = ,A  = AE[aKH-alKB+51*MG\)7+:  ! ; . / 'a 
H<3>_'V><%?<?*S23W_S"PTTGZ(8RF)GaiUP,/R$87'DSH1FDVT105J<F3C5X 
M%5B!8SF9P6Z;!IW)\>WF*,"P%'GS8CGR2#B4G?0DD=7'53_KY=>(/*5CY5KP 
MO,:?8608R33TV’'G'S''<RN#J'' Y$OR*L-_<- !7!P)VGE\*'L! 

H'#R${P"+FF' ", ( \aW"7W8GREF8! ) >X WBH . V> 3 2T+ !A.8XR\>%XD$U4CX,.RY 
HX<B%30HYP6!\9H=L%3NU$:L_3:5JJ;J1;82',=CF-1+,#7,2,aCC2%a6LR8, 
ML91+$(;-UTO6Wa8880PEa/D<M\*M)X%,<84Y\7$L7FOP!JXlAG$A$aKL\aEC 
M_RC'8-A6Z'9-4K8*=A — IR0LZ8A.DXSH#$B+SNI1B<3aBWK\BA:?TY*85/"K 
M!8-AE'FWDH#9<X!>(U417**9.  . \ 0 ?>- H ? ' 83  * " _ 1 8 D = U C F ' W = ? LI I _44 1 ** ! 
M43*C*C!NTT<$U7SC$5"AX=W\.P?S#8>:H3_?=0N'(-='#39'<!K,UG53*;< 
H3H3R8SF/P5Z;AL=a<C_<"K,*-;R_M_%(6#"8K''E40K(8C2*\I,*8(=2*5>Z 
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MX5'82Y.3GaVF$#[5=,!J60;\''^JC3M;H?7GNN\VK_97I6CXZKL%-'EIH.%KH 

M+F504J5;B>8!V'\.QP$<-,%E9W*,P;$=1RB.("0L,MBKD<"NC3'W+!)B\7%G 

M_4Q7W51W9(S52'R,P7#=<*:'')$K56"B1*</PRUF!81?S.?#$9(A%0NRZX3(, 

MVV\ .XA'=6\-X/L>R82'N=\-MGSFaUE-$8CDD=J/B]C"S8:\'Ml/):0P$9#2- 
MXI+0UL^MUC-VZQC(:A*S.\Y:'>-V!ZCD,#LFK<XID-%UCBLZ'R3V8!R_2$)G 
MG+a$)"8)ETS$1240aX"C5FH.BY*96$G8#+E>L*MKUPiaW;G5\:;>?!03:+:/P 
MY3#TPI=Y'+a+1M\UNT<!NDX#<?=P0F$$Y.a#V6\/C]:v=:,)NG$,?0QX_'C\ 
M>/aX_-BDQ_\'4$L#! !0' ' ' '(' 'D#RB*TJ50\&B(' ' '9A' ' '?' 1 ' '4$=08VUD 
M;&<04F5S+V9R965S<&QA<VaT8FET+D)-4%58#' !J/: 's:0&=,*a#Z'/M7=^+ 

M'->5OBDNU55%T=TTPS'C#&(00aQ 8$,4C8(80(PFN$,<(($;S!"&.,:8SQ 

MC$*aAC!X9LR2+I9aj_8A#B$LRQ+R8(P)P80E3\L*+4O*a'W(8CUUS\O4GN_\ 

MN/?V:83+)a:9R,K3U5T_SKWW_/C.=\ZML+?_/0\'Q W$?WMT- ?,*Y._3W 

M/>==1K^;M]QS_F*?_W/C''W+'/YRBCZ^*^HK.:/R?ZWLYX!:.T<>)*Q.=R48G 
M_7_W6?>W;_\_OGW29*ZD_C[^8O?.+XH':-F-SO6XCVYZ90:7%J/UWE5NU+N1 
M\[:VKNW[4]2[OR  = %8_0A_?>?ZCC[IH_,DQ7  = NaV_"  ! _W  [ 7 Y7  Y C W + - 3 R . 2 D*  - A 
MWY8<(=]$0NBC'_5'')8<aUL<G2+(K2-CHSRIMD*Y>%a7-;3'JIW/<.X"$):17 
MBUF_+'  !NZa?9W/. ] Y \ \ 8 W ] 6 . 9 YZ 3 U # " * [ ^B3 ( J = + Q \ _ H H LM I 'Nn/B8Z616CS 
M*!:CCF:0\3KPD!LN!CO34;]TN<MF/(=!H1H::R8:SP3WN1'/I9.YY+C7CI*Y 
m:8?-988Y%#3F'G35#1SD9IWD4P?:y,X-22V#?HE?-IL.]MUT(:%X#T/C:B4V 
MJ3!32*/K-"YFLD58I:QP9'  # = W + MH  C 6 ] C ( ^ 1 R6  = * J 'G.Z#M  + R;.1VSPDP  = ;%'K 
MVJM5'*!SE*EZ8NFU9='0S*%E4TC8C!;T#Y(7aX+G:*0RTVRT02H]CDB73*^= 
MNY)(9R0.\C#i;A2./<3;*_HA:79[«a,UZQ>#):U\0IR  = K:7M%_T^2YYS,  + 0 
M9G0T/%0A8-X?T/<#N>8FY)<'\SU:B(M/3_ILCDA;SN.Y\:!D/*_:(4DD_\V6 
M0Xj:Y>8\7](9?TB36AZZJW3W8_3W(=MQFLa+D5'<=+/>2R3UV3ZTL)C!3_;) 
M*IZ,,EK09S'OG'CR_(+*_(C^IJ>\*UOZalOV^Z2%P>99F5OCM,YB.5O,NGG7 
UWNW+MX"$n (GC$?BCKAVB<8B8_=3. *$/FEJ881 ;'E3SX803+C!F%1A)E 
M(l7:#/8+J*4O7BPX$;P:=3QJ'?>F*YWZn#R#7QN=81C=?.64;CB=9;';i:Q_0 
ML0?ZPV**G,:[Z4! 60-</#D:+0?UY=\CXLYBML^? !ES52j:CF6F8CD<LE_BH> 
MA.,9CV2%F%G.3_%98!*C' A WK$= \ N ] T* J 8 2 30a<0 " G S R03 ) ! ! QC 8 , R_H , 1 V% Y 
MNF(.>IC2E1AKXZ6CM0:a-6X=MEZXW66Q8,S86I«IIP-2P*#O!K-MBDS,8=3Q 
HS'09.C7#R!M*AW6:711M\Q'/*IF5CF6E''EC):''A%S4QS:ICU,;C+JZ1K4O? 
H:=ZU*),W7<B,G/RZ$O(1/=%WC*6:SH2*F5?0>$%R6'8''T3/DE"3+X4-L918/ 

M:9B.U$-% \V2:l' I$'X2(YMF"<:0ASH:4*:RF>J482O'_RAG9>QU1A/'A9)8a 
MZ\4JCE8:=^?A^2'8G83S8"L'#;!\4C+KRZ)CK1-):C%?+)3/>(Y"D<5Q)BE! 
MGM(X(WEC>=9A;9M8M8% C3N372r"*BN_=!0W5XKN,Z)L:7:=ZSCH= 

HX  = TC><KD_5)]?2ARG,B!049NC65 ! 8 R ' ST EU \ = 1 0 E%0* W C 07K>  = 40% 9M* 2 K\ Q 
M[H3'^$"O_DISD%W%+#:H$U8DZ+8Y,a-!i:#C-ON00B5<'+YC'a'=%X9?FYU9 
M7*.  "8a  ' NR''N$4WA;=4%WXCB69-_+.  1 G/  \ ' 5-!Z##J\_.4U',$*8(D9PZ/J=X 
H+%X_,H2S3)P9AREPJ \H1 Y-8XT/0] :G3J'''5BR\=8RT. \< ' R ? , 6 / A=4$ / H V3 . 
M:8G(,J+=,8-a59P9H : W C-3HC P*+ A D 60P E>a% R RH S % LQ C W 1 S ! K%?g:(4HZ9RS 
H_BPM%Z*[4S,8=CG8(,FK/F"31 F7.L<H84B'V;4:#CD$M(J#DRN?-6#S,90P* 
ML8Ti;iN'**>8a6P$,"IX?(GYESAN*(NS#PLSHF<N"%9WlRY8S0'G/!38)F:SI 
M!  '9,  ' 'ZF87W#9. /B/9WG3;;2W-W6E5Sa*84$#«PiaS8  = HS_PEHC6-AHGR/,P 
ME;4W( EG>' 2>V) . ) K+ H %8 S Y>4Xa C \ C K C * ( D 99 5 J R % D_ Z ? PS F 9 ; \ X 5 V \ _BG<37 
HF!$.TK/.3W<:\U?G/J8G;M+?1SS>Z_8>X=0=3MULU9WV6$,V' L>+UC,#''-Z, 
M/P?S6\:X7"\H.L  + Z),,: ? * K% / R0 W ; $B882 7 W \ ' V3 D 240% Y E 9 ' C / S % 0- " I ^ E 2 
MXU^K!\ZI%L69($JO$;EFB:YS-^(::[  = '2U9  09;7W2A  + CAB7P''Ci:.CW.:a6L7 
H(R::iSS$HJ/B8Y5K%<+**DCY6LIH_,AF8]AKKC5HET27,"6-\;a.LD8U=*!F 
H4:2.aYO)2L06jW-DIA:7X<Y:!Z]?X4Da5Z9:a$TEV3"aEB"=$SZHD5"RFEJ8 
MWS>0956#*54S9)IL<$,8/?D#(H?G>*U7" JE$S99A8E\/UWEE7i:rRHF=K' 2S 
M!_;YD%Da!?<aBG9YF#N-/Y3,UKF5N7=GSGWH!a=NT-,">/:Zaj’M8D0,-9A< 
M#H9C:*A7/Ka60D*N.TZ-?3  = 2i:z\#aCIHJ-8)M#EA9+(6ME#AY"A8N''ZT'I>5 
ML$V88A!I1(RG;G'X';ai>5)9(*85#':,JB2B:05/JY>'X<IUX5+a84##+a^( 
M*3%D>$<<+=6<'P"1_'9:T6''U.TW6NXE(=J,P9LW8-PSGP9D0)Z-.V/L\CZ'C 
H,E4'';2D*_?D!+$6U''2<1US"/FD)IHIP".:-K;N)VZ<(!4,.?>aY/T>F:)31' 
M13M053#I8B/KIXF4'WC08KEG*?,?:9(CH!4:OTONW)a69'^JGCJ!F:\49C'< 
M"98PBOK;CN9.0-a^4$.I.7Ji:?BN==B2j0+7PIDP>$G.G51=['NC-a/?V1?W 
MWY6<<"/)EW'\=,C?'5$EDK5F#78=SnRNY5)/!1R5.EAJ7F:i_"B9RD)4/=:G 
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MV:Ya  + B)L)AL:NX:OAJ )Q:A7C''//FK2ajX*0(7: F7<\;  : + )WWl C?8  = 8/YU% '4 
MTJP]2IY.4=#)VMWELR'S&Q%S1<^\-JF3:ZDJC-:)+=L%[BY(FBL''QKF"C5"F 
MHKA;<)>39SN4'D!U)#:LOPL^YKUR#E<D<Y4>I%2ZaKVaSa1/9&;.-R0Z]0OX 
H \ 'BV#a2 ' 5I5-"aM6-/0Oa(87I)K47Q/U ■ G3B4aLNA(8xaF''D4;-FK7+'V?V; 

M$7'KC(3-EXJl]ZS1LB60BN!GC_%M!/!0YZ>*E<4')>+!Pa0(*-UK!O_8"(YPQ 
M;04*1 X_D/GJ J6+VV+QXZX&N#>. TJ75LBX=#5 ■WA$\MP5PB"82;CV#/YRa*nN 
M+!T\DR(8$4%WXHa>,G=RX)BTGG844BUY.=RW7""0U1#N;\QR'=_Q3C0/?,VZ 
MT2?],,5M7A:<PDM''YSX':T4YXCBU/HB2;OFS<JX3aB]XO3.BX=YQKAOS0SPG 
H-XFS>9Z,EVF6%$3+Bn8WU,T43CIS* ' 76Y\[3ZO/804t:gzn_.H2CU$:<::- 
M = #.G0)''!8I:b7>QE!  . A43_27:  \ : AM  J a*  F J U : \K15(//.7V9G:H3Q:to:C^$6J 
MI8S\;\G0_=' JCZXX:7NP*G0A30^6#C<TN-R  = LRT.  Z !>z:<:0SN4W*1!V'PC! 
M,0YF<::l!T_!PIC)H,#.$N_J9/MR1(<'! ' > Z 8< \ =S S 0 L% KB Y V T Z M- VU 2 U+Q 
M]I(<7$7>LSL0?ZMVW;Q'OG(5l2T''RaaC'G3DJC0!W#\ETC*CU=TY6:x='ia8 
M]PB[/9U;#08)=C"7V?Z!VYWULa_B!E)%IE*FLJ<BZ''3Z$_%SN8#IXP7CUSC. 

M;1 8TF?F22,aN/*4=8-( .9:/%JL3:0;aF%2U8X%aa1)H+!YKL4*F*E8N8IT%B 
H1+)+MCZ>.63M<99:4NPA4Z'WS;EaaAU!+%?8W)=5Y'1;L0<9I?%8L(8,7='7 
M>'38%NF;5<BZ=877+J+G:)VN6C1H;<IC(\3/1:(H7[K">ASXG'F3y:tKU0YE 
H"Y:#_a"Z7-'?8#)FW0!WGYO2:8'F$'+?*+6aFU2_<'$Z.*6<:N!_)_WH1!Z\ 
M8K=S*Wi;NSK8D.>SHlN0C4?-;2,aS'FG/:7)>a'BPALFZ+%U>^.;V'K:<\6J1 
MA/?9HEND]]Y<$%88KA.>8TNHB'(H[A>$<a7a\SE=W^P7'SC%TBV=9(8a:N1H 
M<8Ca/#  + 93(C0C  . : :,B/$''  ! ) 9 ? KA  + " R ( YK  ! % " >%B9$9  H $<  ; R 1 _ " F S " \ + -*3-6 
M<A<Z21 E00K)"0*_N\IC  . 2?\P. 0N$_-7S?''>8V4G_RYBa/ .0FO\8L2.;/DS/  + 
MP700SUaE6PY</'  — Y_'SK\'09:\!Ni:waSR'  D YARI_+FT3W2  5PN>,  / T = ><8ZD 
M.  )<>8  = ,2F0L[KLK. 3\N<)3  + /DEV<( ?H%Y_MULDG8,_IXSia/RP:8_W7S/DLG 
MW80HYC6DIUKY+K/''MIHY>P40H009MD'+:>G/]9;G23_36TY)?3%9?RNDY.X% 
M1_B+*\H?60S]#5 .*8<Z%\.Z_%*:\D$n''.C"%).C*FT*+W4+?C/'aN*3CX:3/ 

M = XDOi;x)UY[L\$G:F!UZ."Y%aYO8T-#Y"7OPC0'')WDIS*_!JYI''5,20OEL/7: 

M = IL:i  : IJ  .6E  = _GE_[-YK?9/1  7:xz7i:  : ^ = $73RI$.I6*S\B?TA''.K;  = :8E',D 
HA?WI$/H<JZS')*/!l:YH/83R<Y^T.48H,SKG"A+:YKBC0+4J;P:C+)_D+;''U 
M = #0, \\-S0JPaa63B24a:9' PA,6_:aH5TU\U$WA;-#9JK:3A,9HBG, JRW*F  FI 
M$)a%.1*1Y)aUT="LW9"NER;_aJI\FN*XS3XGZ4_JJ,L2:RTPT3)5T"262B.U 
M]-u:H"N7T4JG\RaPCW3VFS+KXTF+SSK,759?T)T%SSDK:0;ECR$-ZRAYUC1N 
M"X'NUHI$RZBZ-3U8F;1>/"/S:5P.C>1JPP_8\FS31FR:D1UL71/Z=75E#)KM 
MT3I:f01 WX%NEZ#  = 3K6  = -1  7::HG/?E  + XAV:0LD49-M;# ! 6Maa6?/''B!8E,M\F 
MF;3ZLFA$aVVP(<DN ' XMN2E0 ! ! +-E"*9 J X>LK( XaV-E1 V ' . S 3 F ) % D E+ ( D<_ A 

M*!''2\;/06\8*>53<F<DYC1<LB#[KI=8:WSP!ZIK\RC983-XY<U3\J'#')32 
M\7 ! ZGHA5a%T>_' I>/B0) /V ! :2:3Y ! A8KU-\PYU5=B)<\)7V8_%?HG0-J?Y*Y 
M+E9J\,\TSI%#y:rC;$5,G7R2AB3X#KCCY5.CT/6:xA'KBB.:i=;!"FAV\.6\ 
Ha;%A'8H0?U/1'(U8alBLXUl  E* Y ' I # C , # LKKO E S3 . 0 , :.HEJ9KCaYI)$H2(1H 

MR=4FB(2AKD4BBY"P=87-.DHUl3(/:H54'"/[08+\aHW.R4SKAL,^9X*5F4C2 

H:;79E-’8"''!10UYJCl8<a%K4VI"BJCIC/!a?4C_W3?37AOl'Ha5aaEZ!58U; 

M' L*5D,  + VC:$CCFV$2R291  CRF8T->2>L73?G8!_V7'28\aHH:a22);C,AZ:  ' ! 
M/?-Ra49T\2DRU3'I)?*,194_('F'>?:8L(/GE4EF”AY50D%_ZYJ5/%F3<)(E 
MBXY?2D8JVN!GY!$V2BCX>H2HPSJ'B1:CHGL;,D)N8J;C3*FX)3''Z#/!<3!0 
M[N3.\HK*V-EGGO3J>aNW4%S'#,>L,:PO4\NI?GD-C*BHE>KT,GU/-5CaNIZ0 
HI  . 2?G40''  \ .8:a8W0H>$#/,U\_3;:76  ! KL5>0  J U_a*  3 #a  3 5 , C S 0 A C " L6a  = " a8 
HCJKD ! , :=BBV5E\B ' 9C73*CSD-?9ZL5N%_*J Y_*)Z\"HB5<E( .-K(T.a-\6#a 
M.^  = SRZLI7KRA(36\RH)8' 0 = Y^3  D C P / ? 3$2  Z J _20  ) L F0X  G 6''3  Z VB*  ? D ! 3MM83 
MA(MXiaVPalUZ=0.,,2NV'' Gar* ■ *J%EY3F/*8RHCKL+8RGD"8CVD$5PDN=4 ' 
H+?H8:Y790'3FV+#EL5LGZ?.C.AG_-NL+^)a;%RAYC?#$\B')6A,3<!;?;)DM 
H\HRNGN$S%?.C-  = 5N?8;G*!\'1  A5884% Y06 ) 4EBaUG U " 40 5 1 X$ F>aR%% J 0 = + 8 
H4'  EKO:pR#V%GX,  ' 318)Za:  L63C4)A-;  \ aO*<«"WZ-IZL"ATZa"B  ! 295,  U 84 
M*CF_88PA+P?S/K)C.NI<,RMR8!aF)U0GT5FI#VT(HX'>E!H)SFJ8/0LCEKR1 
M'  84"  + J?XHRAW3/  = \EG, . X ; D$+ 1 PS  A C T C F8aP#U P, N L4 / J 0B RT E # 0*_^M94 X A 
MLHW%>H4,*-X%3L!3.1FC#T?aR^A[:'CYl3_B-LB?#D)0a503=X98-%D.88D-X 
MXCJ,((\5\3/9'3%;+91DD_EDC#7*8LLU6N-$1T8>?=VJ'(TG((?P28U:JBC$ 
Ma;UR>5\:aY-LS6C-872RDAF0I . ,BKN  = #3CK.TX07aaX%;;  F$*%<3RP8! 93 
M#D43  3*4T0<NU7)TE*V-L2RU8N6F0HE72J  C_' F<. C ! Ya A \ F 04 ( , BM4 ) ' $\943 
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MF$Z95PLI<4TI/CS.K$DU%E#T!  C V_  = _ C $ C 6 F ^ J K5 .R%7#XCFO:0TGV)QK  + 2B: 
M=;C8SK.2$V%\P5W#E-*1O&%a'O&H*;DT-)1<+8R*4$JL0XC"N.W$CL;$*D57 
MWa%1\P>)*81S6%S!.^ZVT6L$:CSR+;:2/SGQ%?:F<>!"IK$OV2+04I[POX>: 

MJP2)6-NNT6J</8R^D1TD=S-B^M9S,X (EJYL0Ha\5WD)\94(*RKG,29E(Ua 

M(5SW1B21JA66a+U>"l80&95689CO;<U7F-4:1T>N.'+1KO$:9;G592%G7'LZ 

M81ZB?CC16=\0;V'-P/ZL*:X,R"8AZYIF1V12AMZ$*E9:T3+!:S5'%U9Ya>_! 

HDQ&S  FL4ELBA3><<U : X4X  = UFI8Uj:x(')/JGV0E2  + 8'_.DXa8A%AF7JB,*"_7 
M.:Q(?_!)UKZP"3?A1(#_G#WW4K'M>W89>PD7A+>6.Q%96,XF:T+F7IEWa0''I 
MC24*Q<8Q0HQ9&P?;T;K! ))^3NH30'9HWGFAU+'D3(Y4_:\i:->:iCR!IP4a?; 
MT?R08SB/DEO;K,3*E\.L5G/,'QZS4) : # C Q>TO N " , 2 &4-Z X *<8 E R N UO I ? 6# P J 
MGQ8$N"N1U%2:NW:X; J4X*QTJ JCI%D;JKP&! E3+.\Z$S8:-LASIFK-WaGA/D, 
MXR>ai:#XNAJ\DKW;a^O'9Z^a=^0$BS/6M/5=C.U="FM2[.$U/'IZ(KW2&.97 
M%#E.))%G:ZUAOF5Z_BU:_U#R*GO0R\Q+:-8-8UGaE?+DE:C3B(:L:2+AW!(' 
MCGQ!>CPY>WH!<NSPD$\T\:7&N*TUHMB;DBDXIP\%5:Ct:)9-5.M9VaG*8SSLA 
HJH$4F,'K;>XDJTAG+HN>*Q5(L.H7C<=FY9O*=1K+C07a\#:P$CI!!F_<A'HH 
H2&0.]'ED''45'%=':ZU*KU"7??D?:eN*SYBS/B'XQHB%SNA\8LV7?H-J3'%PK 
MN6"%w:iUK10>:G:.M!)RS:L*F419&«BD''RaR<''7/D/0?4IL/;"S(C:*BNMQP1 
M8O1RHBN)7'V.,Q>>?1VDQ3668;0?64CU'-8COWW<(BXHLB?L;:U5BF:/KS1& 
M'ZA-"O+1-P4_$V::QD06>G42,_<#BV4H,.X3$OTCRFO1RKG'I'15/U7CO2MX 
M40NRO*4()!Y:*9O"<Y:S?M'&WNP#7J.76H%6*IG3)Y;&2G*CGOA#YJ"(_L?, 
Ma'#:YFVS*UUa"!E9&KZ<ET#72\$;C"V+;AXFLYFJK/-\K_4Ua=MQ;I^>?6L% 

M:6%  = PG*JD)lIL0:+-/"T7S.R*U>a3"t;''<3OI9^).(/!/2'>/18_*?'5%)#*N 
H"^NDBNZ\/O.;-G06E?T(0_+60>;U>HC_E*AI\Y5*5CNN:CG4XWNAaUU270S? 

M&3/W\ (RGIMM: 4>"<^G*M>#1 4_=V33#%D5LMZA*2[&f:b8_-NC3KP7Q. 8 ' 2+: 

HK96AR-P&VX ' ' ,0\1 ?J0 : =E52>TE?#; /_IZ0G9; CQ0V6J6S2++8C . L' ?#&A%+ 
MB";6!/7)%XPA0MEJ'Y(KK"W.a-N:8VS\\XF&$! L?MZ8/ S*=^$ . P%W70VC LO< 

M '<J "QQA6>n*WS . 49/V8<;4T:<9,MD%0G7(-SE\<:T)69%aAR%9*52JL,'K5< 
H2018)VaL4_a88"C[8V$L:R!V6JOG\8394//EB8_WRMa6:a,RW6G1I1.\5''^(U 
M1J8X8R#K#A'/\T7'<JRX7BLGE3a4Z/Z8a2Ma7::*+X1J47#5?/44N*1KCPNN 
ML%8F'2UA?['B4#FXaSX9W<GU9<#;#44%M4/Y'=M2?'. a<U 7 N H> N6a=8_N \ 4a 
M0Y(DK;DT$G^M7J4=N8!E\)AnY! UW>7 V 9#8NW Y . a<-AY ' 8L86->,<;>-7 : , C 
MC%W6KXU9'''0_l/53ZWZ5()IX/?HY-P,V"An\5RH3V?-LS  ! < A #7  = _T%  H W / / ; 3 

MI2,D6AZ*KVF?/5.NZ:U_0 =9j''0W3GI7T4/aO>?JM?F;>RP2$5<R2J8I2)/ 

H';  *"CH4R-97:U.W0::m)HB-7',J3_, 558  = 2, 1 j:$ZH1'S)212:aaL%<X!AA' 
M2:GKV4XT_J'JHF!?#:UT'FM#+;8CJRZUaF:8''Y'Y0)'$WB:8^V$O2SL)$LO7 
M=#VYC$DI!R66RKU=L,VMN,/58'8I'I30*";YH+NXHY%V7V)/<4VM0-9:'SAT 
HACC3<S''95a0;<8V=9)1_#3,-. \8L'_,7X:#2H9#1 I ' >8$9a$ / 7 , PKD I +B R33 
MN<GXL8ZSK?XI.3'  a08  F \ RW  J ) C 79G  G-8<U  S F VM9  Y3  Y//6  : 0<  C ; R D = %0X*_  P 5 # C 
M"LA9:  H>TYaS  ' DIPC  / al  VW_'  [:'81V  + B"*;'01B.:0\/9/V\A;0/  + UL'0#$5)  + 

MM* ! ; )_M=^M8"=AXNM\( !8G:+ZL>H-_'-#_6XGC#)*GI!R.(3JSN5>TB/B"0. 
M=<?$D-LD=/I.6ZD''Ba0_?I9DC;7'F"0'J<C".PGF6:9;N<P*$FH0>2,!a3S> 
h:f  ■>n:8:  "I:«0)78:f  .-9,,LDC76,H  ' C8a%_3:  ,C  )2MWI84  ■ ,K#T_BZVLL*2 
M58A)'3S6U;V7>'3,/\(*-_2<3E<YH_$.45UJ0C_WB;A.0:a:;[:i:-;''H8  = -E 
HZ59U>T5%C6#*3G?36l7/:uZ  + >8 ' aM48-2J  LR*6 ' D D E Z % H 8 E% L$9 K*4 APKR R " 
MK%#E6I=0N4'>:H'';:D_/?8Z:NR3<KY*HIL_SG%_ENEC=ZH*?180(B#I,UE:U 
m$oww<%w:e:mi kg%ysyi ' v8;,\h$s6\ui j,w>5n32z-( (lwvy.-x:lz?8oz$= 
M=a5"'DCSRaai'Y?:PTJL)R0\460:%HNWT*$$GI'_BBWNMYGHLX6ZP3?:$:$( 

H*: ' H8TJ_V8ITB7+KaYZ* ' ZCE56MIAD/Z . M89CG860%?RB/=>?, ! ia$0.+T*1 
MUEIWI6aVM/=7)UCSHS;RZ8VUF04) A1 O*7%:78E,05?K6: !<UP*7E/E!3#ED# 
M:ZCw:B'J^T"!*laV?A#RCG'_7:K*F7%=[$ZF.PZYY!/+/*7Ma*!'al6WS'SK 
H-B!M8C:=!#S-V,\SK:aL_UKV;8aKC/5M,)./KJ2*RT,8L8;(SS%T9<5[8NCL 
M7'I9K=#*VHM\\A%GE=$:LE0I>!:'>U=P,33C"F-9S$T%Ra*,*>UM!D+JK<9H 
M#O\U3/a6N:$T;Ha6V:<%F:<7<#aGnaa:*^WGY<8_X8>68S<48<ZGV;0Y708* 
H*UFB#%UL\3H:  ' U4  I T V : F \ ! G E C , 4_a<8 R = * : 0 , =8 ) N J 7 \ 2 ; OT ( 7 L \ ; N , ; " . .P 
HI  ''#UC3(GI3,W  : IH6066GEaZK9U  \VI$  '</50_J  ! 7KV  : D # = E R VH=  ! <WaU  5 D ) B ' 
H');8C_"^3\78DR?=B=RX58#1EHD>H<9ZK?:K92:#-?Ea:^\0N<*U^HZ4='-K 
MWG%K*HVA\9H!C0\J2O'J4[Y:*W-XPW)"DR)WT<:YY=838WEO!'D7J;9,=TWJ 
H50KII1N#84! OH; Y:8,a4::H-_^* J Y4(%P1 E>>))DY:RZ/H#-6B.M"(Zaa)N- 
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H\79PVZ*TJ(6NS8HL751]H;^C/"DG;8AF'J=:P-PFI21<VR%aNPIIDCW6G*.S 
M=98HA>?BZ30RJU: JMF%a'5K-:&:_' /V! ZE>.2C5QJ; 'NaUU:8WT$V] 'WC=G& 
M>GGF5CZ-5=2#UCIDI;X99'M+aN?(IA_I=?BQ:R3VI6\D>"? — \9WV5WB2!7> 
MG>HYUS7=23CL1'DOYO0O[:+65U!(<'_SN8,/H.GD#5::"XQHC:&_3780)Z>61 
M^DKLB%<ZXJ>:&R:"SJ8_MA+%/VPH>12K0XIP1<BOR#IRM"a9*\MX0_)7S7-M 
MI/MT4?7C=JC&S'.:*'P9WY$HFK'/)"HV2$J8I*T\/0:>MZ6V^'FH0L:,EHS/ 

M = ,PAVB%7Z :7L  = : . UE ' N H C ) ) ( D 7 E%& ? = 0 V 5 F L A9& YK E / G B2 ?0 . & . \ 4 P ' / E \ Z 7 

HY3AEaKH0C7&L6HEX$G<1KR<\$-P8.X_0:_;"Ca)L*SS"<5V1BZ6:V0;!DQVT 
M21 MW2ZP_>3=VL: F J :_0-NFEaPVO,31QSAT)X3REO-?+W1E&IE!H]UHSKPBX1 
M$X$C("0;W3+Y=2LC=NBLCP/WX'=(6JLD)O%*SHOC-NXA%'E'O*CGZ^!CTaU? 
M%CG<1>3WLET5F$A1A0>URja9ZV_E;>R%WVIMAS0J\C?*PA'SV/4&2PH6T!Y/ 

M? !-2:QGD?60>W6J,''P'-K/?a=;:/QL( :a^:;GL3;5:baI"3,&BHY(>NC"%)Q 
M&F*.0X?C<AOWI''U:0HSP''XA?\.XQTUGF'''N4;6(/1#I:%Q*K7A#V$MZ9^7UX 
m:w<#:(_I\;'')5N?2ZUKH)L  = W!J5"W6RENXS,;07)'XDG9?'';8?  = X,T%,D>U# 
MUT6RD''G]FN:$2AE'Z?ZH9:Q4HD[:wP2!  #&9G  H6  ; I A>+ / D OT  (/CT9X"Q;(PK5J 
H0#;4NMKE.  OU F % , 0_3 Z F C H-** H3M D M H * ) V L>BTQ ' (_GU!)5I>*I/M(U*<!G*T 
MMR%U/:8L)1  KUX  = V2-6&VX : D_n ?(&*#) YGO0 DMI . : P J 9 \ KG  77 Z ; G#H_ : H ? ' K4 
M/CUL! RT=CHK/#ND_?N''-E/GTa. y:\F7BE=?99_' KG&)KNDJ )8J ' :6?7J \ jaD 
H;I?S:0/#\FG!W*:' — )9CC<)27N' \ Z / / C M P7K=6C U 3 K0=> " U Y8* 2 N N , A ? 1 3M 
MA^%X3#(N '3\:;MK/::jGL*-VCP:a;T=+IR/DQT*/W! \B6C'FV_*^0N1O2$5: 
MJK<HW8M3QLB/!\=X>0MSFCVMJ3_a=1P=VCIH%!KGJS:*4W9):VRL&EW3N0UB 
MT%7'B499CJ98U-4*/3Z*Za(WJN<'=.+HCP$:KK3V:aHAY=_%FD!WQ::$#,I; 

HZNY : TQXU8EXR:8?M$_MV "■9<'1ZT3P: (33)58, 9MaSV%'GD5,WPMT8VAZ#C9 
MV3:iLX2G7A24YC '0HV'GI+'>GC#8DW;30#4PD:U6WGB'H'LK\2BC'=E/Va2Y 
MI:/H-NU=/0;'''R'+6Z:V69^TYDI<V?8D5>:C;Z#*"-\/R*.:#!W1G8=]3n:_ 
MKZ58"aT/JQNU-WP_2%%\20XW-R?M!>LLal3KCL_+BCM1 KVKxFV" ! =I5/8FW 
H6F . PTCV4G9KTS4: L_\T57X9V3:KSal \Sa:N(I3#73"'G/TCB+7UGR#IA)*W% 
MI-YD*BOOM-K>5>CL)CI(NK/#R=OI)n: .8=S.TTjCB>Ya\:056=K82*EG>82:a 
MM'0**6TRZal:)1K\5?J_^HXH5Z,GC950NWG;MC#.=."S3O__$+CO_1]02P,$ 
M%'''''a'>a/*(H87Aa/"=P''EED"'!\'$'!01U!C;61L9R:297,O9G)E97-P 
M;8%S:#AB:70N0DU055a,'8H:H#/U'9TSZ'/H' ^a=? :S>U'E_.D7:J5;XJ_HC 
H"8U_% 'TDF ! 9HMPF0,+)R5SX'72$?EaN)RLLG=*L1 D-P8 5 " 6-7 \> ) ; 2 X ) ' PDM 
H*+4#-aFPCaY"$K4 :F''P26$;7::)%8KN31JNa_C4YF\JX$CL?/L?':NHCCVN_ 
ME:aaSN''''U*_a<YCSG8/__)POV^?:TI\^-?%K0+  ! L"<'  5*/0  = SP",X__/  ' * + R 
MKZUF\57LI!_8N9-:D3\BPILE2Y;'I4N>a=NM;\.+SF-P_=ZW8</H-FSYP:*# 
M8V[="Y0VG89EZT_##;<=A:NN01'87_HE*$??A83.K8(;0/''"K::*'%>/WP(/ 

MC  + /AFLTVK-P: PA/NK7#\U7UP]<V;8 : -a  ! 0 C RT0 C 6V8_ ! 1 N \ 7 , + G I * ' S% *04 \ 
H88R$P_'CL.74_\"UF3Z!Y1HVP{9K0a;N!AN*NFD0W+KG>;AFa_NP_B8;00:: 
H"":zS\/8#2_'FM**";Ya*$T8*3ai6#_*=;CZZJ0aKGH/PC=V:?'0;YZ807*? 
MPN0S_P'3*R)8??EFFZa7P=Y]>*');]T+=V33'9*_B*"KA_\3UOC5AS!U*!A\ 
M_;YUL.KPAC!BRW'8??0T:-x:!7_\C,:a8O.WX<BSF*'./>_!W;<>A-LOriR$X 
MLa>V/ ' 04)NT3<-V60W#M+0_! *N\: F ' C *8-R W Y088O*Ta / # SU%7 C PI [ . P;NIH 

H6'_I);!ERL;RU*"YaV?AR'L1W/G*1_!2L'5\_VEX3+6?P" X*<P.7DCU/WE 

H*;CYaC%8N7(#/'%X#_S3F6,P_H53\(0Y"_Y;'\+XCC\-*Z9*#.N_N!:VAC\# 

Ma_HSF-AV"OCVA6.PTST-FVXY"YN/?'a3CY\%:YV/X2_LaC!FVS'8a.U*?LDC 

ML.81#*!S2U; "B1 =G\7DC "9 WR S $ ?_, C N8S ) 6 ; A Y J P ' 69/UP) IZ%8R\_"_L> 

MFH6WWTiaPU7C\#M?N')?'Z_"VDN_"+VU$V"*3'88ZTWXZ9,)K%N9!*YX>':2 
H'UX':NY_';;N>'2V_<DDF'?=!NO6K83?O.12>/S*0_#3'\_"(aHG0>L]!I/+ 
ri=5AYR0DX?6H6KONML:#R\\_#V"NS8)OC\ '<U3\#2JZ*%?_W)3* ' 0:BG8>m:w 
H8,WZ=>#_\Z_a_NO'X:C;8MBPCB"LFMa#XP]9\$?;7X!K5F*"0:LL*/*>D_#: 

MDR?A9H5;X-H  = )* !+4P  = A;8( ■ C . W='3  = -3,  ■ : C 8_ ' , S 3 X ' * Y<? A9* / C , + 8_ : 3 
H ! R\3\SZ,/W86GGUJ$E*_K\/8*XI:#TH0?A3M_  = SNLGGP-'  MU_"  + YY3%TX$FR# 

MVZXX"' 0"DU#DV ■ %P?_#0L/W8AW#95<HAU6KL%R07a/ ' :0\ ' ) XX=aZM1 _P9V8 
M\\G5>V ' U96HAS>' W8,T39*#T8Z_#G8<_aFW?/06KaO*%WO04W+' C : 5B_3  FGX 
HWHMi;8.0VDW#WD\=AU;JGX;HUaV'-#S*8EZ.'X>47GP+0NX?aG7\\'=38*a$\ 
M\.13\(!MP*I7/H;K;IF$-3YX'WOT)_0#GWS"OLa?$98-0C=A*U0.BM=N0O': 
H32A>NPGZ:S>A>.TF%*_=A.*UFU"\=A.*UVY"\=I-*%ZC"<5K-Z%XC284K3V$ 
MXK6;4+9V$XK7;D+9VDTH7KL)96LWH7CH)A2OW83BM9M0O'83BM=N0O':32A> 
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MNPG%:S>A>.TF%*_=A.*UFU"\=A.*UVY"\=I-*%ZC"<5K-Z%x:284k:v$XK6; 
M4+QV$XK7;D+QVDV,&*\(G>L2='0CQBMF:EP7H!NHXS4QHT7)+S+-_A8CNBKB 
M#HO$!Q7BQ;>4)-.G(202%RQD,2)IYU'/ZR)E&(;]Y2CGPA8$(,$"LBO,L""2 
ME.U^O.:2"X12BCI>C3CSU\C.'9>8N2'J2'-!)(05#1)TX_X%036\(LD?<]5< 
MA$12jHI*MG(Q4KP6D/9R4a+7MN,ai0(CY42FC*HXB*B.07;<a"#*2'YJR)2' 
M:OT520*IILZJ6)3SREBTRCP6*N4+!76\,G8PW"3DO$:I%=B8;U'*C#!QF3BU 
M6%L<X(C(:2R/I'HM'IUI8#R';1C<<'E(:a:S':GYC-<Z(IY0N"C*HB*YL"'9 
HO#!0QZO%V7i:)W9=YGBII<>85A9A9KP2"E,:"BW?\2TGHJG,7HS3V!5aQSFO 
M=NCW+PBJC*%^'BFBHC,O!M,''KU''JY:Q9CN.E?A^0G:QOR:)E3BT4HTR7B// 
M,AUV$<16HB>,X:C/F23I-!$.'KL0484/:15(3C>P_PVH?CYCW0;5:7T0\%A5 
MBVO< — 5H120\U4V<*+!86V0ZKN-GJ2B3S%UC'‘8((%F?8I%"#.ECCK/'$#(58 
M;/AT=!)86AQK"?,XUKY88JZ7(\>GZC$FL,=3I4:a$=''-XB0)3-(HTXZ5ZU;R 
M4Aa^ZGCU'';R$:^)JV$:TLFLDI$I.6,:'HURZ5#%(6'OK\0HWTHBJY449\:B/ 
MXTAW#%q:uXQ?%8:*.EY#WB)8;IH:J4%9QIU9P''AE#A?3$6YD4*]E.W8DQD11 
MC*BR1#VF%\4NCM4T>R%'C8:fW%B=-]=SD8T=KY$TJ4"W+0NWW8S/B$N+RK8! 

M + X'(C5D/8BNCM. Z - H Z K A . 8 $8 / ( Z %878 L C F \ _ : ; # ) - V ? S W3 C C 7<80 I " 3 2 , " 
MD_EBR"*UC*S4-S5-QW4lilKJU-u:8  = 7!D'I.N5A#7#5a'$MjaZ>"U-..4B/MN' 
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ri%U*T9K');I/EPl  *3  , ; %4_  I -9  \ ^G  = ; 3 A D%  # H 9 ( W$*  F>%  5 K\_D  0B*H  = 97  C L#  R W 
MJ1'381%AW\+l'-'TCP6;ER3OaB:BUCM'!=+5IFA%'K5ZM0RYHLNXYC4\2;#a 
MPL>/'-;C2XYOV?+-O1=FSIS;X0>N?B9+_6#.EUHY#:8#P')9D"M=C87VL.6F 
M$SMaHY$3#XNKCO8,X3<M';D,ZD3W+LV'C<3)<3:8EF%JH;0WX5C<$3+U*O,F 
M_B3 (LCD ' Y$a_8M :1=4Y47F-#3/UC0N7!/=CTAXIDa5U. K*N-3W1060$ : .3DK 

H8/$64"RB7;  + D*)  + / K3R9F;-Z-BJC '((:+, -$%i:*_)>\9V*SE3PBIJ5:/-% 

MOA0:SDOL5>,Z. — I.%a-$:Sai:SKU:NX%$=8#HBH=-A-;'6-HZW=4KH97V^.3 
MEC_H3a)'4D45CR10U"3VD>"TJ6L,C>A4J3*6aUYIZ-77W%8#>D7!:KFJFP(K 
M0D_W:PCH8B)C\YHCX,<(EER8%(0'XW33\,*%F90G3L73?7$X$KS_-8Z#83MW 
naF*)SAC<'3884BU*P18IP$HG;I3=”0BaP33K$'.L8?T$6GRE,C9Z9'B5/iaU 
H8G+1:VDVC)2JG'CIZ'"%>+=C’';9+ECFTMW'$R48"N4T17HR3XC1)3(!1+>)H 
M=Ra8T3;<aGHUY"INJU>;D,770)-4NV;U8GR, :#$A)K5N. ;YD"V(3L>3$,B"C 
M:.;8N7/CW3C<>#J18$3,a"l2G7'/5!.=*2+;W0E63(IEL/DB^S!>3XPOD,43 
Ma?''A08GC9*\;7PMV?'4*UI$.ZV:_3<xa6A/V0R:'ZZRE6$JN8L!!'KSSK%a/ 
HaYLRM536R0a; Y0G#H%=?L8U/6W-S$'=?3ZRa$:K/S3,D*aZM(?$"U_FDURU" 
nKB?P//'P7T''>)+1C06.3B;8X#TaB('a4a6TL%>X,=PK!*L"8L8JM$386AG5( 

MK_)  : . [FJ87"UPMS0?UN3UB4H)UY\7#KOT(R8FJP8G#6*XY"KFD03,aC ' 0 ' 1 S 
M0IR36D"3)B5  6GCE,1BR0624R8I*0IJVFIBW8U.P#N: Z a = 5 1 Z _-9D*a\ P6 ( R P 
MA/4X80UZR==?G_CZZV4/GSaY<H8%F7/' ( EK0a+<"aU3 'Z*,3%1LCM'CH,CPH 
H3SX0J%*(a>X$I\1 (=HCa  = 3ARM3I. ( = C 3 auaBS S#T V N ' :8!T.;  + UIS'>'U90H 
MG34AL*%(1$a'E\FXVL")33UBK%UBLZU:9<,\4'=G6a0[<"R5F'>_J54GS3\2 
MU-3*LH3IOA!JUT"-0U256I$J'LL>?!! $>V ■ F A9 DK3 " W ' K< "+ ' 3 S3HH1 HaYV8 
H$R/5MFBPK1BD*V,A56(*4(''*"#L<06:'$5‘'H73<J<F;$$;8.SA$A  = 95C.7)) 

MM%70 ! 608A)B6F  )$Y4\AX8\D5:)  ■J108:O(AA)HEH#XMK+.5Z07BK78$UP#X#U 
H-?M2J?3R08HT?_H;''N!#/*  + C,5  + LD37'3;8MA'7  + $3/KUI:  = ?7  + ;NP9.+3LZ< 
H.?/"6#B\*CaC4a4D6'jaj<Z8#R,L=IV"-9'5>*32A9ZT:/CSP'X4.\/3ZW#B 
MJT.OCEE' (;E_%LDU989,A31+66HS=LF9U+RWDF3>,EH2C)7W9<0P91XB1#<3 
H=U+#S835*E?>'8\%ZP.YUC2WX;[:'C%<;J8)HLMPHCC=NW,B/4;DL6%#K?'9A 
H.!GLC71<!+(36H#LI;$S0;'HaA4a)%N!/Ma).;8O+53,4GPELJ*1J/N)0*9J 
MF^(-?3G)UaRPUF0R0Z\.2DJ/>J"N5*9N3*JJT,D8:'5P->H<WD0DP-N'4'," 

H=a3HS+6D !=8\5 :_B*D8*PHI6X_. A7#53ANF0YD9U_$1_$HHEL/. /;S%=>'-3 
H1;0(3\HZL.-%:,?OCP5#aFE-4/4,H8''5('-*O+%-HJP:3!BC3'K9$Z4$G\/ 
M>FTP7NV,H28>Z62FPY94U3>=>K5'?/1?A03<\*R:NE8(V2U$M32S(8PX(S== 
M0[:E6T;4AX;41VZC1Y7CEY<3P:ZII*\)7'SX<:CY+RM0Z1J,V1TN3/X8;N,// 
M!!8$>S3aG77;?-0K)<*LUHM)KT*S9X'LHI-aaa='L8F*%)Z<.F8a0a>-S8,9 
M%''FBi;!XYI'  .4P%*'  '4Y\U  = (9aiO'\8'9  ( 98#  + -*  ( LR8  + J J E7  ) 3:L\Z'S"#FK 

M*ENO:N$M3\T43(4$.1'‘8(YU+HUYK*^F2Z'3VR(JE9-3'<a4;_O?5CSF3;K0. 
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M1?,GFBI:\8HIV%FW8?%Z0F;#+-4-MZOCC/1UE$.]CW*ECX5F#(C-"L7R\#J/ 
MU%'+R8/+==B'AZY759'.D:LS'%KS!'M*KR$97TV>MEI+12O_0\QW0DAYO3U$ 
HIQS?4"NM,aBQ6G%[/4J>'A1?T84KTR!7CX>N<1^E2RQ'Q67C'"LF3;Y4\'':'' 
M)P.H0CF::8C\20E28'HHCU"'O.:QQQ#OK#7SMZ!<0:U+4*P;OM;Q:04ZSX)F 
MUYW\*.3)L<a4U#J0X'X%%;8DV" !4L.##7,"*K' DC; .:PXJNN+89"5EFFX98. 
MV2E:KX/$5:N'7;3J+%VU"V=U2T)YaPJ02J\9)DL7W,"KER-6B*_iaLITI:>R 
M2'KE048BL2A>/Z88Sia0%?i:B  = S93riHV2aXSWYEFW89U*M>KQXUCSW':aCVS9 
MLF7)?)TS(54MUC-GZ39:'7!MPHL*8$[:<";=4BB(LAH=a'B.LC/PU>E18C,<P 
H]H,Q7HFA0aT:K'I6S?LW9GZ85'PMU:'U"J#9ZAKClJH\6'*:.H=GJETM5)83 
MB63$A><".<':'*KLPKTT(PZK8XBKW3YYQ1.*K>'4'Q*:+D\$NGKU:T>.W,8T 
ME^"G#41W%F;$$8$A;SI.:  C VQa>4  J 0 R |V|2  9 ; #T^4%  0>  '*8;3B1P0  939VR'2AT* 
ML6C$W)=(LV3%8/LP\^8L+#Z8\,06+ !6E5:W:TV!+;=a4K\ . C ; 1 < V J - J I L% 7 E 
MR8:3O5D)ZQ6TBG<!-.$'BA5.<F'"6D0/QaL!QL1EBB"TIL)aPRX1=+>,H''"S 
MM]TF>DE'<H/!%DYP8LJ<A%XWG!'*#8l%S5C$\RS!9=$*7#$9P")5L8)(GSaE 
M[D2N$8/;Q(A.;R/GQ**$'48*;8lGJ.*#lNNUHX?J0D:i:*51"RH’9D"Y_Z61K 
MEZYJ9I,E5CE3B=8KD07_E5BK2*Z0"O?BO+'B5/\*WFZ'L*9BS3aC/.Q-_/%' 
M+BK%*F;US6N0Z(8E*,\-/,"zal''*3\?GDV!GS9l_7/2%3XBL"15C$:l>/'OQ 
MXI4K5RX2UK-G7_Ba9W+K9%(L9<0089>+"-H8<YW$.EA<6B?:$Y':#]\/'-:8A 
MQ5='DN.:H\IVTR"33'4XMR7KVH\P1NB<**I":GF!W*H$Z37)X15C:X!R81'K 
MRK471TJB= ! E 6<8# " B D KE E98 ) U # L : * 3 >E F ! ? AX-HQ84  8nE0RU : !N2$Y,1;YF_ 
M9#[8UR5?J^,B'P+IV1 ?a . %M3_]#DUC ' 9,8:q8(#U=7()BY<X( [W25A,>W7( : 

M*E  = C>8;  ( ! : P%P%S"  J ' J V , B% VQV KP-7-a E'' # J Z / >36 C / 83 C 0 \ X4 5 08B7T8B  ’ ; 

MSaBU0LZ4YN#:Z\$QL")%5M0I7SPCD>)KS'E;O5_\;N/K'$0?DXDN6:RP6F'H 

MR2:i=)  = L0!G#SC>L?aP3)_! A4JNL7Q ' J C83T ! 21 *48* 'CC*.85/_UN3_A_CM 

Ma40LA8JE$7;*B%FO<aZQ)RV2i:YAQM=AZ-6CR!*L'EL/"17)%JXA4<<#_45) 

MC\GYIBG)NLU5'  ) P W Z ? B*  = 2 M E P R A5 $ 5 N A<8WTa ' M C 1 !:,'HS7nN>KH7N):CSQ 

MQ]\]Aaj=)8aJAB*.+A'VRC%5")>P<\3='K6.$NP2Z<1'E3(FJG$(*U):x86: 

M,6/8E$V#$,HH8D'+aDU1*S\(J1.6.FIRN.<HQ=aA*C""*LN<ZY,EJDC#=,17 

H$?O<*OXE1  + .V7)U03:9J,:62Z"K8<H1>J8LC  .5,RP"/J0j:'E*D616!%ZR6A 

M-B6\3?%$7=Q;U*K=\_F6XXR1V6TX?ESK4IY,=L,2H=\-2\1Q8LD62)WN0Y\$ 

M*YE*C>D2%SA2K$SU"9'K'']-#D].T*A=YP!$!*":XMZ$\8'L28A1'=HCQC.L 

M**I?CB'\=H.H+I?ZU2AT7-$Z6U!N#FQL!V1N:ZUM0:?#VH9YLD2RP+%5AM8T 

M>K"G$H>:%/,*%BHD2:A4;Q.H-"X/_:0:gr*1):FJ83:0%L4''\?-+Q16''L_ 

H1MaM\U76=#N;,*?'2)6A4G1%K*0J)U. ('>#NQ$#*q:5.31' ' U J G 2 : 1 3aM ; < 1 

M80:-KXY8.12Y-EAA4097L*.$*V%#-UA,9VNSP?D-3<RTF-F*KX60NMXOSSC4 

M+LQ8S8DPA%:R8!2KZ/;3+$X?3B%B*8BKC2!5+S!-T,;=N/-9>9UWQ($:6V0% 

ri(\5IL#MNXCSNI' KB9/PU$8%GS=]R80X)U9. X>+NH;01 3(=>'QZPBL86RBN7 ! 

M.LJ<N)?8)LO7WK0:KAHR/NS(06\48;/.HX)S9:K1FQ#Q-:1E?3VV#JC9D%7B 

M6%U$.9S.DY5Y>JE9OW+KD+>F36.7"8:B):1,0JP)VO'%PVH=C*U<Y\?-a./* 

HNO8#!PC\\7,K?HKPJ9'>=Z5*B=*8$_/O?*QW]\*:+*0*+OPUU:UG963%G.D* 

M%5W9B580%9'35Z2P2;P\YA. =1 , Z ; >B5 3# V5 / 0_+ A K ! U ? ; 91 aC4$Z>\C;:A=P 

m: ' L5--60=E63K7M9JZa:9*V$R=R: ,6)E3<*( :>(+B#62IH2lA8=PL'<8!;!4 

MVH21Z2B\)a8<Y3a#%/?0P%V$I9XX\.R!/WC#9"F(. 0 VV Y8 " I BM L6+8% ! L(SU 

M:9K'X>C8P  + Z'  'V<1C!/k:i-:999  = ->:  '8;KT%4)-  = ?IB01  !L3  = Z7YS('9_P  + 

ML)P6#U*0C/:Z6%5KJ"ZK*K!96=IR#4E"64.X%MH8*T$)67T%CT9(7)S;2H8+ 

M"NS2I8(L#Z/S$$X+>;"GMA=M.$HN#8DPO(Z0*T$8'8_"i:41)JCA)?WG<*:X! 

H)/O)-X8!'R\1YY(E8_B30'IW7*,'./%=c:u_UZSY*FWZ*O8K8%:e?<-4X?84 

H8HV/9#?5HX[E;B+FPYV8-H4$HS2/8,'v:bJYTGX3PD6K?)T'U:L:#:0A5V/F 

HFID.:ZHA6CCV45(#N63"!;4#?2ZD-"0$5/982K<N6L<<$->$3,OY3)5B#_!8 

HMZ\[G.*+HH>UDF#+_76\V"V. RXWK0+ !T?/)?88AM96Y8'O0VL$"7T)"-:"P1 

M6>0*3H98#%\M4R9\5K0B0*WWL0L_,?TRF_#19E6K5OD2HB\1' N#V<Z 1 VFWBC 

Ml  "77( ?;:  = 2VJ  = ' 0#8RX%ZVA+F81 =,B  = + N#<ZS/ ! :D!<\5)?F</CP4I0K*5;N 

M#-Z"HZTT*i:!67EC#Z*WVA6/'-  = 648(67'''2PTW";Z#I<C$ID_0#V68'VEBT; 

MS, 27)71 "GA!-D2A..,1>,'9aZ'‘  + $B2U0Z7P*_P2  + E9  + ABXP5)'L?:?:*%YY8 
MSEaA=6I<=<>J9%AN) J :H:8\-)R9SBCBN[NZT6#04/4.L<ZP.aZ2LNZX;:8(+ 
M2Z]V4J.HZE0C,:3EIX1 [ 0Z * F 80 F P = E # E = 05 Z 7 1 , " BU L-8 !>:,V:5RJ5SW79  = 

M=+K' )UUH8=( F78%1 3H?6P8V>WSNaCCU;++724#E:$-0E7Y/U$E 'T7; )><8(P 
MXL=/G%A804/R8$853/a*N#U9=DK]F#'U*R0'a%I7;=H49;T"5Y9K39XF3/!> 

CCCHK:62cc8ec79897bac7e4e1b0168e73f41f554bd5b3d76bac15f54bf421d605ddeb8:: 
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M!$8ZC!GB.)WMPSRYP05LUO'C1N*DZDNE5S6?3,C5B*J*Z0W0RFQ)%E!9"ZJH 
MC05^C,*%%5C;TV<I86U4FPZ ' 7 ( N X 2 83 / -XQ . T ; 6K4+ !>0((-;GE&8N5+S8WZ 
MA!7C"9':iIKQAB4$<P.;:aE8RG.8  = ,<0[;?  = G:]"(1S  + 6*:=  + %P:Q4FB:i:XGC 
MGOAU?7T]RW75T4VK[;dAYH93&)0#<;<)A.AJEJV07;O0<:7"''5*=H^<4F3)R 
H46K)Y$%’>+4S8GFAN)"J<YQZO6Z,57,Ca/,:8ZXR%5:37XR!5Z0*1U<+K9KK 
HRC4NS<G=2VM;6N1DX3(?KK"BCa0JMDY<YK..U!J76''Y3L<-Da>V>6Ra_4EBI 
MAF$K9J$2860*$EUV\>ME)V;===?\ST]<7';QHF!*21.5.'0\<1\4.?64.&%\ 
MW;2?YDV'7D6SB4=?,;S2"HY>:CFA5AN'Da*;A:BAia:%UF!J_KI+A:ZN7WF' 
M+D(aD:J\R56PCE$YP:j53AVCNR16DZP(KP26:a;0DKM($:6/<#0$>KXJ&6Y: 

M . CD<;L)K\B;H6F088<4%K/RT  ._O43n05aRM_\OF)#1  N8*%G0$ITET71  ^*  = 6 + 

M)''#\''N*R‘'7  = A1KP,D<IR!:PHU?0(AH'KaRC7>DB'8\>L:MRT*N:E'1U(AP?( 
MAGVZB=C(\U^,:<1#RI0L9J!XD57NJSQ8=R/,\8J-J\L)$WI(1''5-(?-:HCYT 
M-U_EOG;1:CQS0:V(=Y'KTJ4HN!7B4MH*L;M%'>C%>H?+!V)TT?M$:Wa4:C;N 
HQTMBL! F S$ ] > : + = 4Z X L*B1  1 W ; / G % 361# !:Q?HU#<!Q18?'RN%U<1A  + %8X#: 
H_,2R95>T7E]X8?H+X,.LUB=\8:b'QV!\W328JAS0:XQ,V(>S8,B88SV-C:#1 
Ml  H*H<ZJ8T)  = P-3-ML*92;  :CN:K7\4DV8*(24GYJ)D"U  = P = 1'6H*(L!:FRQ7Q 
M*FF*6%Q5B$7  = MBa55(43ET8  = $XN)U"G!5i:TGS?K!D#%:PL:3/SYJZA=<i:)aZ 

M\\FCCWCDPE,c:MSR.>MUB1%?\;R((14^'553BB*:<G'9S^Z: A(>'3V"E#= 

M>A:33E<>?/6)C*H)K_7C0:U8YGAYH8Z3<X" '7XM!CJC8YZ:,-:;^#Qi:_^6__ 
M\S__!0=#B:*.K%9B=:+-Ei:*/>WIG\*%#<$ZXJ51E994J5:35L^7D1<3I.>6 
M8M4>'''HE8!VM6aCQFWS/H*K77D_6AlL$R=.B733%CI''DBQ>*ATW#'"RR/6G 
H3P+7/_WK(Q?N ' /■))__U''?$E$N?70JP7!=F+D/U2'GSC%>#Z\(FC:GJ#];J5 
MU?K"5K;3JT\\\<35Y?7U6j:58ZCHGQ*C.31I#=?3>7B+G\9TY4?_QS9NJ%>M 
M/EG[JWG<QB_85:L#:BE8<PH,$1:IJ6"8==:Z+(?Z38.H3I5".A4S9C0)K*J% 
HN-30*UAPA/GR1OX?R0U3HN+R9*18LF*$VRJ"+)CE<8Ra2+8N/O63$2S712<O 
MW#GODV?O>?:/UXAYAM)_*?3=!E$5L8)>;U]VY?8K<"RC=D;//E3VY0J:\/2S 
M4JS3P%?O''^R)0TCU\ICZR*S#/1  A = 494\''(I9DX_V#Z%TF-#6#IVKW9 ' 09  + 5> 
MLX-0=;AP2/*Q,>/?J=>,i:"L8((T' ;EAE\T$HPE'7:3;V>=$V;,;7I9H0KG1H 
M%88VLD7NV$0!%O>/#N/8JU'LWN  + 3Q%'=G'  ! # N / Z Y \ D KB<07 ) 3 W C X L# ! P\> 

M?  / : 3; :b*.<$Y$C3PA53 ■>C0<7V8J8  + _+?C;KC673PUMl  K = ,9*JCUZA-7KUY: 
HOCY>"O8HE#H<7$8MG39AC?8B\/1za+X2C</0JYY3J+'JRC23*I#8-C..\)J9 
HU:K' ZB1 ;%7G5 '_WCCBJ5NB''8AUK0I6S8F/*b:;IT*>XBC5YL9$ZUEF"CF[HI 
M!DP8=P1H38BT8+,G%"Q"Y:$'/V!]\NY'a.NG\:YCCCUCQAT\>,*!/]YR0N?' 
MJ%)L8*)2H5n$SY:93I\7'G\KI_  = *_!9!#0:0JT<6J:''  = 04J8/8A:'T9"I8K 
MV%71!$T3aK8_1U<RX3QE3338E4X/E:N:CX.5TV:-E-B$:SFP,0"DBQ3:45'E 
M.'6UGM%H+9A' ! X$ J Y 2 C ' A=1 4< YT ' 6T0 H 5 %> " ? ; BK2 U4 Z = ) , ; ^ Z C K J ? C H : KV D 
M68G%70)A'H:!a:(1EY=0>Y-H*,*E>2/>N_6>6_>^_J.#$'1'_.WaKTFIRY9= 
ME'<8\)6+5_3X._W*:.E7P(F7P4/VX,_N**PS9'J*0?KKLGH\L='9<:iE3'KE 
M2G/"?1A=a0X3O2*\(MaA*K#;8D3U$AN)DUNV9/Z-#j:66\(46<C<X'N(AW%H 
MYI#U7$JL9G2UD?K1TJ5C(  ' / " C C ^ R 1 1 W " U0  X P + 7KG  '8RP1):R)TA'6''.)5C/:j 
H!U#K_*C9N/_--TF0,V?>.>''II'C<>_I>_G!CWC3W'II1,F2T"7$5-$>0LZN)N. 
H:IV.a\,_*-G(A^'A?=.!*8'%M8)>KUX:U'U4RU"N:2C7'Fa)4'0%O09:T38? 

HCCM65J:1*G(  = FEZ  — J''J<I28LJ4AUIDHF  = TFF='*ZM7*;3JZ_:_0;L14;7IH 
M-IIUT2JS88</+i;7KG!;>Cwai3LM5-HGILH*X)3?')L(I4>RP9..2;"0Da4'7 
MY/KFW4*B7#\%N=YZ*/#lW>/V3F!'X/8waR]B"*+VBaai;T>D5:8)J%?PX_$? 
M_.Sa*ULAHAX"O3+5STBN0+7L,G<FaHa!L5:Dl"X,)AR5.X9'*IS#=<a#\V'+ 
M3aO,8D7IU06L3=6(L(0U0R;K<DW8D#9C/7ME$,)R*%C-CG+HU'S>B)PD84a8 
MT_EP"''1-$8$U'=2N5:S92KZU'EV(F<!V\\aAGC8<!K4FX3DaT8DR)ZaX=Ka) 
MUa\C'S;\WGLaU\.C3C^'':^"S#';  JIW_:*Y: J .,3;9$0"3*>  + X\J3$8803$</ 
HOHJWJWD'NSZ-' =<>- .++1?#A,EFZXI1PG:a.AG/A=Z4.;J#9EJ'JU41JFG#( 
M1:\JFl9:L"568B.'4"aD'G(J4D3ZLD%:XY2/K; : 2 C J 0 2 ? < V<R ; 5 \ _4BVB8 E3 
H6FHY22>6PU5BGBE.FPCC5:UX/CCN_)Y30?IYA"?>NHUL8*DD'UD3J/4Pi:CNC 
MZS*G3PCKU*E3/_WKa;/ ' =-WMZ \ Y>67<6 S NG8<6 C Z P S \ # P< ( # C * V ? ? 4949 U_ ] 
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Maa$$08(#-1A!$"0X4(,1!$8"'S4801'D.%"«$01! aa , U8$$0 ) #A0aa$$08 ( # 
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MPM+/=4A4E8aLD=_P8C=4K53>Z2HH . IP: / 5 " A- LIJ " _a+T+6 I Y ) 4 AE C $ Y3 P L9 
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HS_U('Z7OV8*X':$H!,%;LPRH#K0?JK'*L*+C]:0C!\U9$:39DXA:d:x\I\8* 
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MYIJ?3  = /;R-AJaQX8nA"'(PD\8-!BBV_NO%Za?40aT:4  + BX'D9VIi:MlOH31?!U 
M;aB"("588#2X;SLY\U0RQ:"-*HC41=^W7B#?5C1MC.K''JDTD*,)i:7SN\GH<. 
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MKMJW-QB .L0*\''-D]FH:M1,8#0G%)'D+2:_! H+ 5 C = Y+0 / 9 X \ 0 K6^ ( 73 5 ( 0 W 7 
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n6;L(O!5EBO'Jl%AD./G=0_A)>aV>,DK-.V*2YS(8JX-E*FN6DK6(LZ?)IK,W 
HGU/J_%UX:"YaSF2-;(?(,4";1P]4(/*V'XS5BW4H!9GG?J0%WHHX\+H'3;U5 
MS4YaE_)*I*;X.N#VV: LM7F: I;WU0J?NF,8SZUNAEBGK' 4Y! :-HYVV5UE8V0, 
n!V.4V8/E.Y'8'4LM7L9)>aWNUDR""%A3R?)"ECYSE!"U8SWiaE?5'WM,B'$/ 
HE3?'#26?I%;S:N8%a\F.X>-'R=TXB]R:9!?;D%Y*X*V(%9EKF)8?;2814K$* 

M##6/(R?E  + ;\SC"  + aU1B'*78G)ZE!0K7S##3/W'!7P6/?M_\16N\7.Ea*;ZE<( 
M$._.GJ1H7*T?/D!68/(.F^\.4/Y31>S;7EX\1X.W)_/,J:/)Y_=4^%T^Z/"' 
M61HH\:_'B1C#:UY8R. )a:H'5TE7N3HE;aDEa3#)KL-M:H"%a2(60"CC*LKNa 
M6#787FE,H''SN-Z_VVM.],J,8,TCZ.!aT:<PILK_LC;E*VR\J(*A;UANZ'I8E 
HR/C7U2:5a!;5a!'I9'_PB6/FES.TGBWD*>''JD#]SA?E  + S\  :a0'‘3CU0)O14S$ 

MI  !->%Y#EXJ->/8R  + CUHIPZ90' j:  + TU  = 7.+VE*D/-P%DCN_:c  + 40H*\:Xa%<E 
HIVS+/*+.K:0(MEHY%DEZ#a?G3-%!<>.W:9KS66WFNaSRPNP*)PEFR+1BBWC:U 
MI"J7"FD/2):-T4!:3Y\TS8);<C_]:.S(-D:*'+*U"'X-9DL.CP93BW0I'%4" 
M8])I>Z*C=O=;3GVU2SNCEaauajK!;.=Y!H17aEU:Y7"'/2+LGO0:92*S7KEa 
h:#. E?\HX8=#a<4/5 ! 3,U$-W# !TaKT] F80>IC:TGHZTBC7E$aV ' 6%7KM, EDU : 

MKE0''  ' \ + BK*?I FS . -4R=(9GA:,K'TK$6X)ECCF.?B9A3GDXV_5!RU%)6Wa3$H 
Ml  5*\J-KB.  \1  )0G)ZE22$08-GC%-W_V1  D?JM  / ■ J8.  ' : RN  6T  X'' P_W0  ? G / 8'' 3 KC 
M3TL/W"3V:BDOF4NV1 ja8J$\8I F :M(<_)a0aGKM"/YIJ A6P: . C>6230U:4LY_ 

M4<0R7R)a: ##5R?CJ \K53?-  = Z$6JP5Xa91  ^VHP:6  ' ,8CPBaWE8X  = ,,3\"*KMa 
MM3XB7>G;GGR8VOE=Y/-EEGVADVPAW_,WH7%%<5a?)>HE/>\(B8!%a3PA!T#0 
M''a3XB'.a400)'2$08.;5a47?ZI3\aFYaY9WF(CaUBSCK1<4"(C=E>*''UK? 
HMXN$0.EI\GW7"940$5I4$V=/TD"VSYPBR\*K%NGXG!R"(,E)8#2X224a_XaY 
MZH0Y<ESVT3LJ!+ZaP:''O$'</EZ>TKBD!H_J3a'‘/6  + M-'#U0:51#3'I!'FW,\/ 

M8E  :a7. 6_E)T)< ! S5F8"=  + 3:  ;2M7N)  150;  " 8 ! 9 " R-#HOX D J W# La E ; N N 3 C E EOB 
M"L;8aiS8a'G8!MN2?"(?!$aMFRaL"!MV%Z?B)08"6SB$#0GFB($87$'awaV8 

EECHK:8e172969a4bc08633a8c52f6c88a97108b9114cf14601b79e68bb7a7d25f3b6ff33 
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MM2a+FH'L_^:?^?7TNGNF-4)6C_147TV->E:W0/?Z0: ?OVZYV^3YL&5$HED 

n6I$,#BZXN.^UE:a8,'2U'W_(?C=NY\:!??<-'GYRZ)-3C)F6/:PYZ%C6#T'P 

M37;V.W./[QT$’>-3?-Y_._B+GP:2\=<T)!+)="'9'%R2VG?L:’#"V6>?&'KW 

M338+X02G+";>T'E*0?/\KK09&/''CP:?>7SHNL;^V5\_>\:UYS\X$818^?2? 

MAL'$9SX?  = I;(9U  = *)!(CDaP.+KVLK* 6 + S[;XN$'J/?0-O8$RX:.LI_,^-D_ 

M#MUYU7EK(9L:\=/'AH:_)0B31X:>>R8'X?(?WPF>.,Y,_-Y;P8Y*Z6'')1&)$ 
MDL'!=7/.a7V/OQ8\''R6;Y_#RD<#*  + 8,0!#*\??#8\^P!$:''''R'YDKG[:N.4AY 
M8.LaN!DB8+R#'Si:]]*/A:^J2S,%:T\WX6<*Q)Z#-4/S%WDZ,.1BJGRH3RUD< 
M$DD"&-C!>=_J>*'9P.:_S7ZC$V+<(T*S88?S_:'?_(I=?E05TK_Q:A8!GWaC 
M^+MCP?07#.S<.''1,+Q_ZC?LX>*??<Q&D1_I2K+I:7&GD,:PG=:ZJN*5;\:: 
M$ZT-2B02/1C;P047::7-/O?VZT%\7N7KKP3WW3?8O6$'(F!P\+FSH7??#/Ya 
MQV!G-;MG;OMM'S__ER$0,"3N/\<F!X.8W_E=$#1\Z,&D=I:!J"*M<)4:TFIB# 
MM7*E]9%TL$0R)aSIX/+T/aAGGSPT2/*1 P"__+0#& !>\^::-'8"a4"(2.0Q;< 
MLVGP*N;^]0X6'9_^T_#I3:g-<-<u:i>e:88,_VG?X'HO!?&A:4.#:#EK$$!# 

M/#WIY  = ))#-T*"‘'-&J-+!$HG!,:2#EWRGnP[_^?_\UP'''>N>34VR.CXC;V<a# 
M1+TG_\#L"B8^^'";DM:RZ-R6=0.O_)+]TO)SSP0a)NZZ8P!6a0CXU1?9/7.0 
M^-3CPQ692? . 3<LJ(5M7*<1<*&XFCG;B9B2%7Z6"))#$,Z6'a:z_9='A\*a^. 
M1?SE]/'’QHX'CUC'G!X.A0;?:yT)_?"?XH]XA:  U %_T2  5 3 KK^-'' Q W H8  ?_5  S - F " , 
M8Q<0'4-'?.SYP*:?''-3/36('3WIF:"<S2+8EDF3!J'XFYOS-V>4S*ZZJZ?_W 
M'P^!AK_X7_8K10??.  ' !Q  + 6a5#/WNF\8//V23U  + PKV(D[:0AP,8H8a^'\^8P8- 
M!X9"7W[:!ID8TS4\.!\>(8A/>VH7)CW8.8Q))$F%X!Q/YW^VKR#BW\ZC(x:k? 

M?SNX_;:!XDOC\KC=HZJE G_8',G>C>SIUR">B$^AMCWI5''P:<2??<P>)WQU 

M;9)-3Y-()-.!Y'$P,N^;:+:YU>WGGSPT:/;KP3_\/0ACUV!u:kFYWV"/DGGQ 

M,/N3CS!T(!':'8##$?_:<N#U5X(?G'B:\Y,C#I9()-.*9',PDG/1V85_UU>5 

M=>Z!]0.'GQPZ=C3P:/<aR/C#:x(0^)XXSB8'GWB#C0H'aTS81YX.0/I)SC9$ 

M(I$()*>#B  = E?/Y0Wi:3YC<7_WAH$W7aW/laNa7V"8:/B34''aAPQ''aX-_U)H\ 
MCW872"33a21W,)  + :5TS8):GL)''4>WSMX]LMAE/%?3a^?''9S:T8?1)3((EDaD 
M1F1*.)C(*MK9N  = :a\RaV7GT>U'0\n>"A! P>  + + Y4" EOaD  ! F5J.5aBD4B2"^Ea 
MB40BF3RDaR42B63R,("#3VP:W+aVH#a=CMI*DaaHM++U2L:),1P<"H6>>E1. 

M'Y,D8<>.  !G'8SIG/AV_WG9_T_$B2$0,XV%76CZUXTG,BD8R)(T3'  '(a_4L.2 
M!#"'a_.*U8=-880\Z9F12/0#31<:+3Z:8MY\=/;)8PY(a8P''':!XP<8/:239 
MKUU()#SEZ7W0DI/E"7T2aV',!S_UZ!' X8-K0I .=$( AD/( . ' SGP_+2W02_1 C# 
MP907#N!P1(S8"V  = \<**W9:,a$8/4'CZZ88,:D%0(>8S\X+Ej:,#H''N;''N(7B 
H0PH>M38(R''G4F  ' ?J3?7:  / 2 387X4 2-a  ( + E8 Ea# L " $G  F M K Y3 3 N 049< \ X# 78% Na 
M40 ! IX ' V,*L<* '?0$N)'8FO%;OPTFT63G22878Sa86RC\003330'3',(+'')3A 
M#0;-\"*\%Y*!3F)O1Y5C1P/0:4*C_V')+(^a%ATWZ,HXY$?H>8_U#.*GJHT7 
M3'!K\lri1/9.%;6*U3_P%7aH'E(*[aS03/9WY.E1V::Z%49:P$9\8>EC*4M" 
M3=+U)Ta<-\Y+H$KILH"0_Ca%07 'XB3\7JANA9)"8*I"*!F\$-3/,!3I!L83" 
M>($Y).?Y2'1C#'>;HOY0C:,X>0V:/_4//.,+*0(.ZL>P?*P9X*3a9U4XCP-4 
H(Ua!<LC+S,0=$U2'NLEVL!8DPCW'0B$a0PUP9a(-J'9T*a+O2*H3816L5?X/ 

M[<++C-\''; R/ ( I)Za<$a5"I"V58-(K8*8.//A<Ba:E'(R+8R'3\90!'3aH"3H 
M+;Z*H"aX_(>R"ZKFH5T3DM,D)/HPC(.IBPNMF\(U06/4V'5M4S\>ZYa<WT85 
M(:8'!;C"8#:8AH3021NJ03UH.Z8G8L1/E4#%%+)$VN'#/DHL1(8\VZ"Z4#PD 
M8+0C!N7P2EN8LD'9E<C8TW;*D/B55"E?JUKV4BV(B3LD\HT!\BD<HBD_F'GX 
M%a+'1OAC8I2:Y$V'(:[:HP4  = 08UI'(:HEV":  L + a>8)7$aC( .I_PF  = E>_ZPBK4 
Hl?aN2*G'.LN"#[.TSF0).F(H4T*WX_-#*942PI%a(0*H8=H"K2X$a_a('M_1 
M,;;  F+: ZL6S ■ -K$)"HBV#5 '"TAZ35<!*8L,)9-B2.6\-CJE  + ''*:i.8ZaaF8<L 
MB"G2D"-R%=(+AVaA,UCA-*a$1</C$F5>.50,E:,ZZ,N?BN#'T9a:H60:8Aa' 

H:  YVVa: '=  = 1V*YU%()'A(#R1UK2%)/;G2RF3<CHa*a,1TYAY#'33  = ^;-RBF  + Y 
M:J0ZX5.J3LN8E*'6%+DPT!$:iA3_E2(T/J-ZA4RUC,(>$4)/R'!?%7B(X_<: 

M: AB7"T6  + G1G5UH7Eai  N.((8<,2R)RT58''15<"NR$?D!323GH^$%9_L10ZZI2 
M7,AJ<35#P2)D#XX>,09'*4S8F/G'#SWRDYMHH;(KD3WY6PSI4";4">\8'H4M 
MU1+E1 'GG8a+C//JK5$BO=<A2+0A?8\+' ,XXS4,WC0\+8''3$30H(H,SH;$K5A 
MVCZ.\,aY$I(85!0%P28N9N*[."E!3?R4NaY_ID*aH)X92QY>A+%3"H?HX8L' 
ri*%Y589,V5  + U"XP343'XC='A2GOCSYN"  + 25<K*8M2JD.nZ'RE'6E"',6).UXC 
MGBI% : 8A6>6TR=AYHCRC; "<ZH$4HG'$;X47!E9G08\92>WUDa)FE(),!%JR83 
M"P2%'7SWXa,[I5#)7JJ7IJ!CC6E4F/*NN).,R8XH*IIHIKQH3l/IX"/EJ#!_ 

M41YRJS6n3: D 6 ? K2 5 S R VOS S I Y ( 8$+ . L'H"X75NK9'3:-_XM68JH3$A9+P%:I' 

CCCHK:226116a06f8f3047eef7607e364ed4844c2086e8945c1704f3e0e5dbdafb5bda333 
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M7:V"F#2.X=2NJ%%AEH2B*4/8V-M41;4!XP4\_8U0,MV8*;5)SP*A=3E-:=H; 

H0B+$\'43\%,IH!_KOV6#O:'5=RZ5<B8H'XJ!('$T+BD-9TT(EL6/M,(*K6HO 

M_+K\<8#/&$YRH$JC(1IA.Y!;(10FNPM"2F!(6'*50EWQLQ%HOAXE4,YaiIK$ 

M>J;CE?!%-  + >1EF!*93WaZJIC.<:$8Z/£R0J//'_"i:Y*BP1'O#7),S:5\6IUA* 
MV?6%8!3G40&SA'$F,=YDI6  = **W4CV!2L!=H'5&\  = P''C%#I1''2!K#  + XC5W*A  = \ 
M''O_B/0Z(21&EF10S*VB;RNB3_(U_0a*,PG$Y1HKPBDXBQPB*aO2P!6'C6E,% 
MQQ07CJE*82:CS? !7U^#K:%883903#KR0#/+/UC/0?NC8+aSR" ! ,;*)EPKH*' 
H4.$.9'B/6Z/*UYJNB-6N<S1#,aTQDH — 7'_5.B47_(%*X,,U_H0>8QI:5]F] 
ME%#_QL%4O/-9ZSXJ^CKJ8:0!S)(PUHL+:0EV:SQ*4)B%,Q,$R=$JO$4HQ.1# 
M-&7QA3R$U"YWX9?R&J95H.8EZP_L]/;<I?X-#*#QVP0:EH(-ACU,<3'6A>W94 
HVX_a; ' 2G^?( : IG :B #V*3$_7Q(V' 0#5SG\+C2,Y""1PAa.YC4I_)%a 
M:,"5;aG&KJ"\=9;O$'B"3T:).Tfi,SXGJ-I6S0ND9:+"<KLY3/Q84:(K&;7SI 
M*%EI]*=Z/8R>%8X*" : D%6,KBF:3<+( ';Q/G!_/UM0GRL=8O>5U6EO(:Q<H35 
MA=o:*/SS:<P/C,282(AWQ,!7\-^B.M*"'3I>?*64L$2X:TYH'ORUVP06FR3) 
Ma0Q#S(NaQZ+P,1,N$4C2<8B7VKOR$0T(!"C87?!3>,5.IG\Z;TAQQR‘')4ZD? 
M/F-X7J_T-%Z3H_100/Z1!?C8&.S?*$)EWJ"C8R!(5:05C$(I<#('GPT\V8''M 
M3XI0<1'ai'CaM*80?H55"HT!*X<\BL6AXR<.:"a+aG6H+#a>O;7N6H.%>'<R 
M#FAaEK2&K?A='*''80[:PE  + J1VFF2*'D/DU'B)%a8:/-.YYV3  = 8!3C:EJ*#J?/ 
M>24*J6V<0\+)5:5X\Z)\!K#DaF$P!R<09DU'E8143UWYL'‘#I_),?"0P)RRJ5 
M2+0PF( — W.C=9&6'QCJ$H58I#$1XNH*L4HED/!C/P30<,5F=DaX"0BQNP!/G 
M28&N,''D_5YF(*H7F'4<#>1NP)-DQGH — T2XC6=/:^2D$M##V'\2G&UJW>URP 
H*A7F'$HDR8LA'8RSHZACX6,')SKBP:FK=86<3K?IR=U2PC3J3;D7LDI5GU<D 
MD20CAG2P*3KK' GJ JZL-4)aB<# :<%W4PCS : 8I6,KQW0M6I?a,=YHH+9$D+T9U 
ML"DZB9;B)SG#Taca.0G>S2'#4(ED_!C8P0C^GK"\*F)'\+D6<K:()./!\'Z6 
M2"22*8QTL$0BD4P>TL$2B40R>4a'2R02R>01=O',Q5_JC,-"0F6:C\S8(*3Y 
MYHQE":2!)4(:6"MN8LBA,DnZTNaiFC)-4A1-N7L3*WYB>U9/T91IIG#19*,U 
M6M8,\/6BEaZ  = 0<Il:YSR  = HSQJA.1NJ:++18JUHQFRTTL%3J#GKW.<3M8>-T)P- 
M5339:(U6-8,V6NGa*=2<=>CS"=JS1FC.ABJ:;+18*YHQ8ZUT\!1JSCKW*03M 
M62,T9T,5339:HQ7-F(TV>1R,/97_6,\a_JP7W<-\\N3)HT>/;MJTJ:RLS8CC 
M?,HX^-: UN]/3TV. G,4)SGJ ! 8*QT \ -8 1 F S $8 ; =C ! \ B<# , 86 \ J , X*$N # \ A S 3_, 

MV"]L1UEYRC2P1%Da/D%CV:%_?02=D(X 'U8>J'BE8),18M1P'DJFFH:U6PG 

MD8:L>W9,15.FT5,T99HI7+20<,_J*9HR35CTVaH9-8,VVE#(=NEW'70*W^.; 
MN/"*TKE*PJS.7_#F?CVDQCC"WPM//-89DV-/278DCF!/F>E(N<*>DF%/,3%2 
HLP!;ZFQ;ZES'DC+?FKH'X+=CN:S(FEK,N*S$FE1F22T'K8FEUK05$=(K88F5 
HHK0J2UH-8$*KA5  = K6ITEK  = Z :UD  18TEHL:  :V(.:W-DMZN"0L($ES>'7.VK'C<  + 
M7X'?:$M?SIBY$K8D53EGJF";6:.ZU)I>#<"GB#6DWCJS%K#,K!_%%8V';58[: 
M8)EEMF:H8N.Q9%A8D6DV9C0+6#+:HK3$P)K1.D+FZ"LIDFA/'G8E%XJ0TM3/X 
M?:GEYLRV2((H5I-9%4N6%:'W'H9L"V'+L0+\$D!3K2RCV60!;-D.>-:f<IBS 
H'99<MSG  ■;YECK67A8E0*;?;B38I:rK;:5VZV5>9VU#:eK>PZ'W7YCS3Y;:1YK 
MU6YCQ2C$5H'HK.QR5NR(0'(KMP8NBNV'NW*'Na)>MCNJNHS5W8"GHLM=LX-P 
HU6X'  / ■ 4:w  + 7;  ■ 5 _ : - L ! ; 3 P#a  J =T*k: X P7G  A ? N : 5 ? N \ 5 7>a_24 ? M : P%  = S ; U R \ 
nU9M\57<!'55W'‘R0AE>800,-?$<8W_#90''<V'‘Y;?Xa?  + U0M)UWI(UWF6K/4M7 
M>8J0:i9?XRCj:!9UN'M\GB4NSa*G9XG#L3CF66SU+8IW+vaS+VAES8DaSV3R 
M+6AVP>N5«<YY#<XK8Ua7UKKFAIE3Y<RH=.94.'-6.G-6.+.7.C/*G%FE3E.) 
M,W.9TU3L-!4Y,XN<806.60SGK'a'%"<LR2AP9A8Z,Y<R6.)25TZI)W>YFC'" 
MDU0AGE/AFU\S=H\*#K:G7'PHDPD+,1DNY%<1W0,+?:*U34Na?SYU"MR,:)WY 
M0C5-WYDSW9V=:%:;RN4aX#'9$0='  ! 69-8 2 5 a ; \ I B ? B, D 8 + 0OX C + 1 'aC;%P#U 
M(F#?A'4<(>9aU#!L)R)u:EWXI64Z'la6;$2WJl38'!S6L*J#K;/:5!T,BA4$ 
H;,ZPXY0V#"N08<'$GC/;-'S,EH!W>1)3+WF7'?:B-R:+H-*$4560?DBWaH.5 
H)a;I$08<ARW ■:<Ea,<#!LYF#K0MNL"V^U;'T;D?99GO%#M'HJ-=6UVNK/<A> 
MZUH=M0>==;Ta8T?U'D;5+F?U;E?53E=E-\)D7-D%TB7O,O763(!D(]1W(:Z8 
HGC#  = 0L8>'0X%, (80H<0?L  + VC<9N_X4%T, CP)OP=) ;_75;*  FHUTR ' H0  ' Z%S_U 
MUWT?8-H6W%R:T5=U9T?59HC*.WTK;*^HN+5C)7"S0WR=0WRnK_98;^EJ;\DJ 
M9K+0>8J0\19?C5G:X2:T>aH\a'N)TCW8i:LFS>?+'9!8TL6«!BW  = ^LV  = *DWri'' 
HHVn>H_/*.M>\>N?<8M?<8O><*O?L2A>08W8P0'X8IV8"18X,<'"A<U9A6,/Y 
MT=<P84S#CL9” ! R0+: :B55>;*+F?DA#4\9Z50WCa=38;EY2Ha. %aK#?:09TZ8 
M:0C:ZN%G>:>MAD*%U=<4+(3EJJL\U=T%'HXZ."ia>.6"8%C'*aZF"/BR4E4! 
M8Y9*"'(.V9?185\5!T>#X(B#2RUIY9%0.89B<#!JF-XH14L('3$?"JLZV')% 

C:CHK:5529854eeb5eff290b60d4342c3c77303ed372189808f4816efce802fbfc2b609:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


119 
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MJVHHS#08/,LA($3#2aVKR7A$P$H-C\N^4>*.0(EJF/\W,38/1\"\?;5,+-C7 

MEFVW0A',X2\*..QaR*P.<+!MP2l;WDVVHaWVDLT0U$+4:ZLC8*L_9*:_&&$: 

MKM008#)^"$T,#F8:KNX! 0+>B>M&^ =3 N 3 : ; L ' 3 \ , N=_U> P- . T&_$ V C ? , V C V ' ' 

MFS"^YMU'1\M.?W./OXF]^IJZ1FCL'0Ui:8Q_PA_$U;'$E*_$V;'/8ID$$_GH( 

MK._CE'P/H^H>?:6=_JK;_96W''RIN::VXQ;:bG6_%.F_98F_9:E_9#=:2ZWTE 

MU[J+K_8H[00\H.%"CSO?"lKV+':X\VQNIF8S9V8;9V8+"UC0$G9PaWH>HXN% 

MPN#a:H><:aR%7;D5KEQP\')G=CF$LV$-%V.'Z\aH9/'NK(*(?:]8XIB%a(/S 

MHPYF8G98-+S,E5W89)r:w' MQ\+RJL$=57:NE52T'?U6'8C\X_H: aTA>>''#8C 

M5C6](^42?'76%!2\>OBPL.[:S3SRI%03C*$1$P8$'VU*7C'(P)''"1(8BP?4G' 

M8*>B?34$K"_\'1F+:*$a8#;+ON7RE2Ca$2a:3J_D'4R0aP49\_851B34'!S1 

ML-IPA  + J '81EV932L  + R!N$T  + A\8: _0 ( -U< ( $%  + 8 AX9 ( ' B8W7  + W0 1 a= ' [<L8 

M(JRY'G2P=<'UUKP;'85WV)?=:R:_D(U%U.UGZFU\V-'P'WO#00>\J3\$"YWU 

M#P%a8M"PJR9,C6Y/C2YWS4YXC1!6KZM^-^!IV$>':#TMHVE[:"-^X60<":%''B 

M=3?B::t5I0?QM^ZD:xBWI5OXEXF\I<O7LLW7_"'8V].P-1Q)0Z!\o:?N7G_- 

MW8"0 : B. C<H-OY0;ORIN:*:=:eZ_WEM_D*5_C*;W1 6W: #I_1 CCI )KW,NN<A=W 

MN)?ZO$40$+L3$'TO<;B7V-UY9O<BH-VUJ-6S"!S<C)C?Q(8C('Z8:)a-1U2[ 

M9E>YYH"#*YVY*R!X!0V[:6"A<XLPJlaTSOV*\RT+A_!$!CVaX?W0TO,R9!92' 

MB3VSEW,.UN_("76P4L!_/G7J009FP;B">L/04XCNSLZ^,V?XC?2NNX4+aDU: 

M03'(V)Q:*#aXQA'$#CZ0?=4$'!E_L%S>/A8'TWAP'6P?OLB<NH(<;+L<!Z2C 

M ' 7%8PQ3  = J FI880>+ 'axnv#RS3LW!3,-C<C".:#B>B9F#;9EF:Z8%2%":8W>P 

M?aWSa:[C=##:%Z7+.Yaa!YNSPV/'G(/98#'X'',JKP,81(>8BN^RE6*P5NYB# 

M8Pi::FQZQ-SX*K*!a]F:#K[/^a*L!  8 N ) ] a + - V-Pa  X8  N*  : / 6 ! ?*-  = = MX?%NU  ' I 

MNI'F7L#;MM_;>I#1Mn_==L#9>I!PMi:PFP\A'G,0X+7L!WS6'XBC_2''TCZ/ 

M\+70'85Y-\*T;5:1M::UNZ:iFZ\)E$P#S)L85108.''E;?Z*6YB)5X")U_K* 

MUWK+5X.#/277>=FaQ%7>I9W>0K\W$A":7/EVUV(K8Q[.LX"8W8H:W0M;F8;G 

M-3KGLQ$),''8P2P4CCaXEXTAN++*PPXNXlP<UO#(*,02CK"#(^,2D*PH8F*F 

MX5)W3KE_7L78/9J'a\F4Va:-I(1XE:\*^!BLS**E"MF7+K_=457):QC>KRDH 

M#0OX_YFYC^<HSC0/X/_%UJY-!F.2B1(*"'E/:)!1',:/I#3VC44'248B,//0:# 

M24+89"$P()$DD<P2;(+#LAa;VCNU:UQ:H6Y=OJO=NCT?HNJJKJ[JZJCFGN=: 

M>WJZ>P*28:0.::VI9I!8\,N'KY_WZ9Z*23$)!H.5T;G./X'-<$Q!"V#C*,TY 

M ' $[5a),  " ■ ! RG0  = ( ' XBQS-'W  ' ) : Q8<93  . C ? # 2 3%  . % 9M  A ; 7R  U- J $2  D G 0B  D<Ka 

M='S'VG"\$R>3.%%?*7X'85:<*7DE<)S/EV$P)"YN4H;%",)M,%.FAW'8/+TA 

M*$9$F=VJS%FN9G;J.90U?!P)X\"AZB3Hj::<a5<LQ+%(AF4AlH8K#V-B^DJ' 

M:<UQ"-);>X+YCD-X'*':"68!7AFN:%)'5*EEZDFN:3ICZJ=EF-'K#+S<;:1X9 

MIIWavaE3:x%P<0U!K=5CIGJ,JX?1<J!:>NSOAO!ZJ,H=X?H:X;H:(6C8M3O- 

MJAVAJFWABC>Q$)=0,L06FV5K.13BDaZS>*59M,Q<U,X+E0+\9IZ/LV$S-\1S 

M.<\Qa6869?!,G6=J-"-(a>$,9)A"%19/^"3(+8*C'P3!4X>FEF*F%! #*E$8<1 

Ma"aTVLD+T%2GP1.DP9ENB>?K*"H9SH'O0K:?7\BF+C)G%D>CQJL_TS$_Q6"; 

HT018#C-  = D8CSPY_>N  = TX  = ;*SX ' KZKNNW'/L/VjriCX'5:6; F3X6>/OW0:  G ! 1 a 
M*,%)#+;'P8(%0I[:'28"?KZ\807a'EOK:D>\XA\8VP;($PP_%/X/UK\$BB)-A 
M:TCB_FR2WC3B>FSV+$C8#*L3JB%>AH7$+HPGZNDG$O*aSC672+8OX9D0.W_+ 
MPW':B5*6P<-BV%EA7P;'3G03'78=PMD'"X,!8/4-,0''>O12/Y3(Z2,XF/6*: 
M7KA'C(2/(;J^TUH=,aP71ITPN.:DQ7#U46C#K.HC8'R0I.HP%?I:D-:>X'4: 
MK+Z'''WNE0aAP\#17,:  ; va06M<8X9  ? 8 R<aQ#  C + ( 57  va^  A+  ![.*AaC9X>S,Q"3 
MGY47$$9C<8#-8SPS:2BVZN!127+(WQ7R=87j:h9'XMJ=X;IWPH7;0Y7;0I5; 

MS?  + -90E80Ga  = + UW  + 2:?PDE6\>"7  ' H<0 R E K''4  + 6 R A>1  8 : U \ ! R8<LA-  ! L8U0E\ 
M;,,,VC!*C"=SQ:8$#B6JR!N5%'S8J3'87$)Q'%8C>;V'XK'<0N=(6/3=*6BP 
M-1  + . E-8MBRS  !<!  9Y  + = MJPY,7L"GYYHPBI:  + *_T%_:n8Z  \ '81  P\3-/8?5TUa2# 
MDZ,XTD2F3G62^<-WW\GELD1B';MFR=^WMR"Z(BW./*V.a"D-Ea#')\$"X#08 
M8PT=Wa(:V)D88(^''B1C;!M0#8/BA'?G0a%R+8YV0C5F8P+!C2"(FQ/'J8].; 
MJAPKXYSS"HMA?4*5E-C"V,8PR^//T#,<D'M':6GJ#/0RGH_=O,!6VON!O:;"3 
MWB3Z"H#5:1PB2C'T6)G9K,QN5S-6RG$$;D>4'<3CM*H>:;!1:p$:[;#LMYQ+' 
ML%YUG%3+')6MEU:?D"8U/<S7"Z'*7N('>D\!05)?IIYC6A\G_6"M'8DN,\:# 
l*l*  + ]iAiiQ  + QGA>$C//a  + RaH<LT?(F%+CH2NB##S8N,7P2SP6D*'a0737)6>'R" 
MZ<<!8:8/WX.$_'?#_a,AW:Z0;W>X;A>OWA:JV18J?,NLW8)6;.*+U_.R=5"( 
MD>8BE6;A<K.PG14aPR84XKP(6V#2'$9S*$A,YVLL4Z89.!AF\Z' *BU6UV=4X 
M%9ZYA.!$HBS8<)$81Q3aT1J.A!?a:H2LPG(>/,$N0IGZA$QC'AHLK_4)\0TL 
M,BF;3,*#.Oa$-JT'#7Y%8aP'QY+D?_/HN8<1*4V51HI,)OTPl9ZX<Z'*.#E9F 

i;[;CHK:8644cf43bbcaa2ca6834e3651  1 9b42a925b8bef678fbd2e9cc7d6decafc3510ad:: 
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M9Z71-TV ' 7N<FVM,C ■ ]L?^]GEJTZ#/258#B+447DNaVV' W0UX . ' ! CSN ' 2 ’ *PV 
MV">'P7(E30*,IX-X0&CMRH'$#H:+O?O*\*>5!HO:-75<27!<F7P_Z%#9*7%P 
M7+G$&'Na8-aNQ,-D."G&SK4U)\/!B4D83l67P_!+Z<$>.U_2("*IP=X8C'-a 
M0S9a<12')=aR>&:S.JH%F=.JS%NA9Z[1<S:K>3N,HKU0A0%:NPH#PPaP88S/ 
H):IC)+I0>;$<UYRD=2>! 7 N ( C 1 > I / 8 C C EM ? 0 E P3-4 Z ( N 5 C C C #Q E % \ ! + " ( K+ 
H!P!7%AXDX48C88!$AFCC%: / Q* F F Z 1 I N 08 \ T W 3 * ; K$  + B8  = Y R ) OP / ? $KD 8a 6 \ W 
M0a/a-'85S8N47\*?1<:0<HJ3TU0.,?3C7#:B*H?,8+=,V+<OC-L;JMD9JMH> 
MJGC;A$(,#)>O0XE+.WEIAUF\RBQ:SaO;''*)6OJB9YS7R!28:8Z8Y)LMA+,Na 
H\R$:S0RRC' J LPKaQ7 ( , C 87$X 1 V8 L%a : 7 D J F B " K\ .R:?6L1P8G!T;1SB'P3:: 

M82 (6P_a*0XNG=-GD]5PZ92%T68>1 Ha>G :Z0PE1Z#GaH*TX>,^a6\-DYSE>'K 
M ! _;+]X<9Q_: 9,Wa(MR- ''+3_!P#L78=P')QH,''<'%WJF0$G'K\%q:;(;;)4 
M'+^aP1;'#H/E86%"8W: \ QC ' 8a-6Q 1 9 AQ ) 7; LI  3 : GQ  + % ?Q D_ I C $ + LV92 ' > , ? # 

M;HG3Q,7PL"5.6HAMCU:N8QXFP']Ka:4IAC9-=:3?)':K,aj5F8W*K'8P8%<C 
MQ#A"S:zaY6TEA;N-\F:#,8C0?.<'X'aGKNO5: WM D H / C " + Y%>B / \ 4 #9 P8 ? = ' = 
nX#F,U%?KHT8_T"0T'21\D)H8(—8%Z'E+;>-EINT];;1>D=K*TA00*?*,GQ' 
M:CM%VNY"D*6WK#1_:#3CJ:YXU1#1 ( T-8C80 F / 88X LC AMQ3 A A : L=-C; " I ' F ; * 
M>SRPG_OUF/ZDH;J=(+$)#%=O-:NV\O(-O'RD6;C6+.LP2U:;)2MYT3*0F!6T 
MX++$PaC+"_-<T8: !890X2#)Q(L'FU18HPK-JZ.PJO85#8aS!1>%",A6WA(%/ 
M<>>%/1*6>Q%9NI!86'L]V'EP_-JP8,ZADW,MaU\1'+\R'/!<LPa'I5)->3'2 
MG%B]REF";8#M+C"U3FR:,JYKZV8X:P0B+S_^B_WAVX,AUUUQI:bE$4H.=4XBD 
H#3BFKW<,/"*';8/E;Ij:E0::>DMPS8!C9\.UL^9988-O'U,$Lla6$MOW=\a$ 
M8:mM#HDK+(G%  + 72NE8E4#-N%> ! a8QP8V\P(,*Y,UR(a8  = aX6$I>8APGP"Z  ' L 
MNOY<a]WS!P18G<YD[-,X48(;U5Di:,8S6*4X0L::)\<11LE>,8XXAa;CSNGU 
M?7:([PQ$3B<ai/X#8>H_'_1*?8E;7S'B0<SX95E\2>a*:;AB — S08X#/8YB6 
MF\'JN*LM>Z'N>Z"ON*'‘O^A1BK/Y,7_W06/E068%15WX"OP5?H  + ;?4DHNR\/A  + 

H;RO — C7(+:68#Y68:_"J-EC#:BPP1H\;L!P+C/NY>8:17aATXl!QS-2.FMK: 

MIG*0 !_=Q_UY6HY0506060LVKW\14; F(58:CBH:RTDY6NHB4K6/%R;,,%S2R_ 
MF0N8V0+.<aC+TJVAQ+P' %40#9'8UA<Q:aN0",\KDR1 S!D7'1F5)'IN!(V$"# 
M%*"(UZK">/RFRQX<=U=D?/S:8AA/RJ*3<QR.IJ*J-H=)#7[:!/+T;7*j:<J'K 

H_:C!1M?Y2T_:C: * A03 KU Z 9 W C 3 H> ? W ; H G<0 J AC K8 , EKR Y # ! Y=FF(3S06PW8'3 

M3''"8";"G!\O;X\06LF,0D9  + A(HCI;e*I:'UJ-0QA3(!,<L4L;!FWASA_38NA!U 
MV3. : D .-ACM )3ND2"[ ' M<5 J,O0;_) ( : EOA#YR^$SC )GO/K< ! >V; ' a)%L0 
M4XE,0a,V;("EP5""I<'  : C *7Z  G%9  3 =KL''KU  V9M \ + ( 7$  = R- Y+ \ = X S BW7a0 1 M4  ) 
MJ,)X+.<_ZXD! J4-Z#7%-'N<$P.>HTH31SU'3'NIK781Ta(GB2\PA(W25A*3A 
M8F3!H+R2I;>,UH_1U84/P%I05EG3B=;Q2.U\I'3*6EGS*TBaXR8\"8$+2+#C 
M,Z7C/D1=?53=?D3IOX3XM3U26FXHD:O!,'8Q;L3H8JPA)38:+I+0MXZ'S+/ 

M<MH  + ,<EQKA_GVI8P?BBD0A\*=(7\^T  + U>TS? . C QV8 Z 3 ''BU  = N Y A7KV . ) .7K: 8 
MEU70XN6LJ )V)-DP7-HDV '8CXE*"X-)P)P2I,Y333N;44=R0JQ=W+BC$-BY, Y 
MP7"AO24LUM,6Z*_9XXA,7<Z#)SKTM0">IX_'8,aPMF ' R6 E : L ! Y-1 4 ( ) ' $ ; 3 V 
M%984HP#W+,(EXDBD'._\8N<a8D7V0F>O'<XG).a;!QaRU'78_O"A'T=3'<6E 

M,CaXRG,S7'P  + Pa8X.)+BJXPGD.  ! 8 D LKa E , -a  I \8 . B83-L) 388 ; % ' 42 '869 

HQ'‘JX?(Q5CJU!LGWSLQW/'K'-L#JQ%A(0Q!/3UN4U!/aY8">V865X8#L-3Ga\ 

HHH%$_'$1#HP30Wa9TP:7N_*V"*=3(''3H-S8'3ajP,HU:',\PK4DP8#PSK,QJ 

ML'R>TZK.;9,8X\T:>5N-PIVDK!OOR(a93(+3$"/0YPF1K5?IQPNH73?.0PSM 

M$B67*1TDC'KJRP>,T#4HOD;DIHS><L=HO:.V/;"*:ZI/U=6?'CWH;N>OU;6/ 

MM75/U ■ 6/E+6_aM?a*L_38C_P;WSLW_25?\LUP2U? ! S8_#6Y*JFSY6HW\E;;I 
HB;;A4ZUCGK;BCKi:\CM%V2XW<"/)+BCFa-URU.G'  3 = 38FN$(B  ■ Z3ALA$Z3\US 
M)O_'9"=-UH,28\>X<=A4#YK*'3.XSPSL,>O?-?8X;BL48K9D$S*\>'TK6<V0 
HX65\T5*VJ)D5-+*%#;(-AY#A+(-F*M"864:3N'''NELZJ8C,K8=XY)Y?42JB\ 
H8<C:4,0#'0S:'GU2CAC;CM'GR3.YF+0(\#Q/C(F"X4GS<;=AK('+7)#1P’'L 
M*0HH4H-?)! 0**NT/_,N/_YR6V$1 K)QU;0>i:9XR?N? . F,<Q;a3.Z#a!+L! !a\ 
M<_X%E=$IS*$<^NC8\'.z:UAB1QJ<R+#388LS..F!G*,$NaEV1(H;!CA'#I63 
H>''a8-;8E=FY3a! D6aW5HL#RKLR2N3RFaia: 8W/ .-MSW+ES8C-<. *: 1 %*8 
MG;'?3(FN6*CX\WB28?PB$U\)K0H=3aUO28_?O"4X#G!L"a$'"X.H$BP'1H-G 
MHZMSVK2,-C5CN9ZYaLA>+Y\=04KWX*T8-;UX(.<_JP''RB6B7(17(Wa!/-:# 
M?8;2+T/4"*'NA.B7B3%(R'!C0P"PZ+i:73/!U";#>)-)R1P>'V*_I*SC5A+CZ 
H8D'0^J*"(aH'O'$3W/a%<!O83HO' 3 F _ \ . W_G W_5  = _> YG_0 U_ \ + W WC C Z C / 3 : = 
M_).03\**T_\>C/V3<01';?_WY.V0R=K/6,<30>TCE5\*8!='8JUA,"8aU.(A 
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M/3(''88)CV>\GX9.T]'IQDZ$6'\WCG#:d*F_SY5N'HA0!G:90AV\;AN0>HH5 
M;83EZY'ATE6L9"4K7L:LV7'3RQ-M. )>(!;$+ Q+CJ-9>"-&X+A.JC"S)H*E]/I 
MQ61:$3Z_9PK>,&>'P9+A29+A+$,"+$?"\4$$N#M71!H\%ZNP"#HZ07:UG#%J 
M+#'LKJ%ZC0),6)UQ$C74=7"HZWTLP.&.'/$8''=QT15KC1MCY>(3?/GFHZU!T 
MV/\:>_PTZ5%<*H,'#_0-=?<-=O>+G#'‘ZIGN;NM&Y!(P&CWG>\,$-<&""';$E 
H5L:K20VVAL&VP0D-.  ' W$XL1  " = 4Q>JEA""[ !=#,<D  = I[5.1F8.-MP  + /YTG  = a" 
M./8A$_$+E\'R.K7!ML2)^J9G.)CJT6FVNR]FLC?;X>AKG<!-U5)/(6A\$NPH 
MP0"PLP1 K<UT8TP6;2,$  . ''F7'S*J>VR#  = 75'aM'806)-N0P7.H"K#X":E'QA 

MZ"#JRP<-=C48\ 'T;8*/ICM'RL=YV'_15EW^NKGHDNR\47Z#70^$; JGP8U/ 

ME4U?8\W=] J6ZXQ0EG=\8=_\''N/<:7_??U_?\N>[L7Y=<_N_RH6CQM6CAC6CA 

MS6CQ  + Z.+;T4K;T7K;D>56_]#! 3//0/X6U/>.<:VC08U/Ha"KN($D>NZ$U7 

M,<!P>("$+X#$1KB/"(8I.TE9#V7’*#E"U8-<C>;J?AC8P^HWF77;6<T65K6) 
M5:QGY9VLK'/7UaK;65$;[JSER_N9PRR7XFQX0LCF*VR>G\ZM!X,9/D<"8,8G 
M2+#I''.P(.BUF,#*\4%1A''F#P5""+89Ma\<C>C"0>-a<'ZKP^'P(8#QJ'B;= 
M_:>C,ASJGM[]88\/EI:l?;I:x=N<CL0P=>"*.^H'WXC\K\=N39>C'R'U.,840 
H!A<-YW.**NC)T36'GG_\%J/7/\Z'2'2EP7:P$#NKL,?aV%KP3V!8?J4V9H$Z 
M)a=>$X,8RC*U:,:)-WW(]6+[AaXWPS7J^%KQ;+5:;6(]!/25$LL+*\D?>NF* 
M?"R0Y?'$A#R/86VRZAE'>%;8TH'K>6JE4V)IZDa,'BF:<a-8!aQ./(1SC8%% 
M':9F180#UF98H%G-,8"7'L#J7'18R*C'680PV"C81HIWDXJ#N*'F.VT$*O3a 
M14T;TO0!8=T8DJ*$7C.HJ+PB!A^"$C[T2GU)Y$/05VNZHS??U5KOX?!A''>?* 
MBD?:ZL?*FB_4SB?0>H'>P*9O0-_aEJ^UHWZC;OT6]-5V_5C=:TP:\'?U\'_U 
M'_RU]0  + _5aQ$2P:%0M>B13>BBVY8BVY'BVD'2''D8*^:8??>BROVH''C#*'D;# 
M'T6;''OZU:<*W?.5-G9T/!DZ!Q"KO5\,#:F00VW#+a-$P1"(708(2CB<H<1_A 
H9ZEYG/+CE!ZAQF%F='-EKV!X)_=HE''-AMF0C,ERZ8HHP+UE!"UNQ#1<TX5'B 
MU:i6PRHL88:XJE;+9a/#2YAXH"6+W: ]!IN+)7,Qa,1A''+5L,(N;'>G"FVV#4 
M5T88C,$>C"3M-1>!R=0</Ga_?/?:AK)J^R%E*1'M>M]A\"'KB''77V3>I,V*# 
MQ</1]#89RNALP'D3?T!E$5'T_$_CXC-_6ENQYKGU%Y0%a#WTNaR.#26<!LL' 
M!J<_D$M#KQW\%T;\-278'H]  = HV5QZX?Gia^<P\0?/%SEC//:''VI98,FQ+C,$X 
M31.(O0;_!(;3;ZX-\W$3SC:L#/O."WOaD(AN*GVM.R\<u:Y;,!)FP!!M!I<8 
H2X#5F6%U9A,8;#=a?5Z[:''a5EN#YG21G'QJ<_a8«VH6/HQ2K$=)a$%?DFD%N 
M8$a0lJ/7,>:',BJ'Z^L28"WT(=9?/'Ni;jC?<P_j:s*J_H8:aS1?!SB_C''F:* 

M5GGS6VU;;XP  = 0R/0/C/V?V]T_QTY\D?::  + _57/B0BD01  \ H'HXJ%H">a:  + 9I_ 
M(UIP,UIX"PTNN1 LMNQ  = = \E8TYD%4>1  C5/HF  : GT;#GT6; 'D7_CC8S_XKJ2M  = P 
MCEK]/_3-C4;1CDFC'6<!'1ED4$"aj*HS#P4415',C”R"#a;310;,6'$)2#S 
M*,Z"$Z(F8J.F8TRW)F:Z22=I$TSGWaSLCGUVU:E=IP8PO>Y:[ZI556Z0.C\\ 
h:9CW*_:  WL\i:_8FHZE  + YVA#>W4X882E  = /,TV,W,*DMT$WS%DCV8Q.  / J . = , C<* 
MYC?YM"8*M9$W'>1-]8)\0  1#V00P+:$Z1VB$ : M D C Z D = ' -2 X E 5 4 D *% J % 3 1 Q-aB 
M<7D>"B4BL\5P*QKP$P*ML"0NY>T87D2)"PS**(E$<6Z"a#",K+"(K/!R1V5N 
HF3V.L/<*XSB"M,(:',*'X0P6(,U'#)XRBYWRaB+(0)D.>;*>"A<GCRBa-)JH 
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MYZ.*RB6F+08'B7>7X! ,X;_,A'8"(O-3L2I1Z/>YB>KGHXCZ#SUT/O60T1ZZa 
MM9G0I6)-4) A>"CX3K( A>GaWKBTKDaE*)>K8‘': .aL#5UZ8_1=B^ZD4504FDTJ 
MW3:-8;LZ:X#*W$ME'21SCI!YaZ3Y9R0U994n0U3;H3ISJ<4XVV2,'8#99U-= 
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MSCIK+Z(8,+L6S0.PZX9CA0?aWG-CW2?O.0D*U;'ONFGCL9YDP9CZCY7_>FWR 
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M6E-.0RD(VH''99CD-"]#1&&_>QFA<0#0-:A;/H8Y$\/H&_88C!G^7QD<.:'! 
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HU'6?{KJNB^WW1=8G.''#)P;8:S''+.S\*:_Y'aH,3G*:2%:Q3-CS1-A]5:A: 
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MR(Q7I757%#5G%)4GB+)#9,E>NF"7*F\KTXY8HU6MU%(:>L*!KFQ'%$YM0A>8 
M4]#E.:8Q[a$XL919<5FHCUN"EOHLRM(Q>WT\YW-*Q/!,Q+#Z/79,0L7<9/Z7 
MaQS4KPaDEA. ( ' P'a; ( ?K,  0>03  + TV*1  sa?MW-UQ##Q!L  + N'RS36*F0\QE'YL1 
HS##^R1?-2"'NRK%-"78.va\NPGLF!_*"QV'=-IAC)A=L,ajR(H'Y!G.BL.>= 
M/"0B=S3"NSDXJ"4<SN"(DaDXia/8MU6?_:$"5>!346$9IOXB\;Y"%XYA;a,'' 
MS.CPN'9/10I"R2/R%9$%RJF%K,'3BXa9A<2i:Q<1C15"88>*:,G)Fa3#,)F"F 
H!8$'  !H;G(GVI>?5>?7ai"YL8a%NA(/B2L6;0EXRW48O;Z<5V.M$!  ! :D7!U** 
M[Z0$+BZ]M+B?EJP"?<GTM:'O*=M,RC=2BBUXZQF*=:S.WJ5;LLU0N$-;L$=5 
M=C'N.H+>.BX*HRS*0EH''+aD\JS"?U+?O:6Z6aL'FQGA,K+?a5*j7H8X$?'H9 

M9M)P+/P6UAIB,63HNC;-,D==A;.KQ+4''M_N'MO<+6?>=%,"L_26 :\',/JB 

MXR<H%N#.EWR/P4F:+_F]3WD:/_’Z;X#!B9VWXE?X#.9O_46\:Y*R03?Ya0(X 
M'‘YBC''!23a,''YFR''X39>0OGa,K>,J'  KCGIJ<  + <>DE  :a,?_1X'=NZC!aG8_LF9 

MXI:-' C/UUY]_:TWWIj21B_  + T+:E:4VRO'ZZYB!A'A;;?*!W/4WJ?a:%)68: 

MI;gS,QP8C'H'!8MH  = L>D;B>EV6LN74N-56?U%Q?*3BJH31/EG-)J.  8$  'a9V_4 
naL' J?BVU0D:vZN0Va\RB1  ^V( ) D . *,1  . B,#",NL(,PCQR74( )7GaiB\03Q>8A 
M8<*8Q!P"CTEHT/E<*CZ?4\Waj:Y)_)<8//Z(1?BFA(:>3VX>;R3#W^:P8'<$ 
HNW>Y>8ZCH9'UaW.)aCW!P7EaV=>7\#"L#+JT/,$U#;PRPK,WC0G!?G<TO/KB 
H$/P:#49MEC?\QH.\QW*_#''"(X  + ''X'F8D0EW<6.!EF/E.aACFG'IBAL'a\'P' 
M!>(0'>*P?6+\D!0'#'7Z,E4'!A-11?*H0D54D7):(3"LG('*RS'8C'H1,TO9 
M$'SU0348C/L/'#!K,*,OBK\(X!;0EXAI(Q:A'GW)N'9JL8-.Z$'')SFII"XR 
MJ1N*X/>R*J;VH'''  + '$ri645Q:$<";">5F  = NF0>K:2LY?(W*<KW*40W*HKWJDK 
MW:\J.4R5#I$EGQ.EYZ6EZS-J+BI-QQ6FH5*KN;5N(81:D!4jaa'X%3"XMG*1 
M<7E<0!KV%NX3a\2-;9J::NIJ9T=i:_J\GH.J%</IO7=%Sl=)G;_PC"\2C2:0 
M"/;DX(2NETFN%XGPV?M2L’(D0H>8(BR7>CY;B3Ua\./XU6.\#2''%6w:.  8_a; 
M<?'WU6?NS./N)2?  = 2T''C:\ZYC0S'''!XR!ACB;P^$X!  N_K;  C V S 3 Z + _^  W Z XKG  K 
M*/W . 0R-=! ZY: -I^T;#QJVG ! D Z KL? 0 / KZ I % = > ? 7 W8 E %B9H D 5 " 8R4 Z B C QH  ' 55U 
M1883 (7;> ! WTAEV.871 (EG_8EGaDE1I'!CG0B3GHa,.3aC):;Z<9KLIJ+BII3 
M*'>7#U'%*^G"'57*)^JL35K3.JWF(RW=AQ;Y*.RH'9'19D"WEYFN</+R3,1P 
H=2:_4L\#ALO0-HF$(MUBB,)YNMaLW:),7;1.NT##C$D' PW+= ' -P8%C/WYP3J 
MZ?S_9X-QDWB<W0 'XM_0"#'X/>=BCOE'2*3$2T./T_Ea=O),8;\E%#+\EYIKA 
MU0(?Y8?K2P3=6*EPK(SPNZ#! ;41XN>(>R' ' T#=N+P# F8 : W#a7>4_9G ! al R+< 
M''9Q?8SCPAXKXX.$33/_{8#PNPX$S:\$#:,8!8  + 3?K8"_!  C T ) 8 ! N LC  " R6  3_49 
MC(N;AI ' ! 4$a ' a I BU U8 LP- : \88TS .3\3?Z$8,,,J*J"P,O1Y3DYQ0!.,N*5a! 
M10GEZ)25H"^5*A$M_ACT)=+6a+YD^D:aEY)OH15;28(K0>Y$I=J'ENYHT.2# 
M*G*/KF2EOG2'IG2/IIQYN+W\8%5Q5E%Q";TRU'R>L!XVM8\WHA"'*'8XN(!8 
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MT+>J/*:N.l9I#,=X8?:T++P5'YFXU9a'_\$Z2V%U1\02_R'NS+^:.H<:_F_< 

HM>QJ3P?MX&EH'5&10!(aa81,>\BX=Q'!%9'Q0$9('H$PaX+B5*SSa%9%L!3$ 

M"4%QK+6V6D:o:6CK4*UVOIZC<M:WO\EF9R<aO>OVW+6>::YM0%aK/WSXYOM\ 

HG^=M6YNUYJ"IXT+:FMM);<:$S3\C!HN;GaF;?A*VP'(D%K4^%::YDK3F/D"0 

MJ.9\8LW%A(80X:?=BU__(+'KF63;4:6!WP8#T_L#F4.!5<<#):<#SC,!CSD( 

M8$#?QDN!ILN!YLL0P"V7' RT7_ 3 5 Z E M ? 84 S \ T#H C 83 U R 0 A2U;830 ' 37; ! V< 

M$R0*CY=>?>FUZ=->G98HSa4 ' 3M8YE,0 : \.+=1,6PNNY+: ?,3R-VV)Z# ' WP>' 
MU0%JN"3l^#X)>A'_3/7?EE??5'J_4+BOia$86T<TI<-XR9'6O,EY/?J<'X#! 
MaHSH)O.')E.G20\8W$)A3<R\1B7LS*6XS%*'66(%:Ca384;5S.)"6,)\,U## 
M\2MIP7(aA4VQ8:98LVDA95iaa!AF''GC;'4354H%CL1?S''"I-^<F,B+"4Q91 
H?NQ$ ! G-DW(+03C ! -N W83 F #>+R \ -PN $ , \ 'EN+YDHP,8R3GL/LA0C?'1' JQK$B 
H8+(G) ( (GT+CBB1 C,"/?%$S88.Z8Q-33X,a9/%%4+FA),4B(DA: . IX5>"CR3C 
M-RW(X$G5<%023SA4AT0PA\'88RNaZ2LU,W*Q-YEZ.Q>*8,ia'8"F\'?SaPSF 
H8)C\P'(PK)U;#C!,S+>2"YP'PXP"3H("\I=<7$4L"6I?6,(FK:a%J5Y8^*XE 
MI!VDH%.;LEZ;NE$KVQ!"+S130>FP'5IL.T'L!Na%VA?2UW"'-,!+A_#TH\2R 
M7E/N7BI _G CF HVU AT R%#4JRL:T!:=QHK.:aK'%.6?8=7'R=I/"FNKW; 88)08' 
MB<M30'Q8#T'''PS;2'','CRML<0C#Z$M\36Q?A'IC7H_,69U>UF'O;.U8WG'8 
MV'E5OOY'X9K?A*V_0'"'8"aLaY74_G-2''P''B3G''*8C\##!8V7(3OORO:\$-2 
HUS/YCF>: C H \ , / 8 ' , 3 X , B8+H 0 ( X8 : \X$Z+H"0PH%DN!1B38G=B2=UG3CV33CP 
M[;_LC#KFW3l43=%aC%aQC?6W7GMKUK17I\^/URB,3JG6*:-3FKR-I/4H47U1 
M7G<CN>T! 'C!B\#B88^XG-MP' (ECBOR?UWX;Wa%3=4GBO*2H_5SLOJ\I',<L9 
M'C*X7P<8O8*_(6N?'3*XRT1M,.G74F0KA86V^"aJS3(7DL)+)>5'#9LE%G,2 
MS$B81<a-H ■R8J;AL*B[+!/MS38(88L-:TUS,.$=E_"#-,"L5#6C\90R>2I)X 
MHF9;I ! ?QPMQ%5( . " YQ . ST3 ; 3 M->X# ( Y<3 H , P S % W Va C_$8 V P . PS ! U 3 0% 0 ? ' -« 

MIL3K*YB3:; FH''-MZ4"( "X(=1  P#AW-NX5$1>Z^,OQXQ;$!"(XZ$5,XT<CHN6# 
H(W,1D09''8Z+F7%0,L*;ZY!a.BV*'8SC\QL\P#(<%B,-A''FC-8_!ZNDYH!"# 

M-6_FX6_G0a; /# '*8* ' L>*>X J Z ' >_ F X*_5 X# / 6H 6 3 7 \ ! B8 ) MM C > : 6$0- L6 L Aa 
M)R."O="%B*W6,a'F!?5D?#,',"EL1O0EDSHP23N9La$4I8_JlE*V22N'3,45 
MD+ZD9a>AV :4E=N/$'E+;3>b:'7U9XT%8',#F'69IOVY%GV$5!#!=LM30W*,O 
MZ=>6'"=*AC$+O8=367D6')CV=SLJ36[KO$J;$''5G*!8I1N*I$'0aF?'8"8C 
M'3','‘YYHFEa'T'Y?3\aJJ02.''M  + BUH79:X3HUWTAC?Q)U/$04  = N0",,)K4\3 
MUSP##) : L_38I_: %P34U1 U9BXYC-ARZV$=0_D ■SY.V_8,V_L;W?0?RX\%\H:a 
M$VP'(GaTX#\?:+P'Z  = 0,)-$aa,?''J!H^ZC0aj';P?M61F*i:NR_:N(>''.$>0: 
H(PH3#*_.G#M35LS?WGSWG; F"%(,3F;2F4#:eRG5XR4YMY2F-CW-9x:?)K8_$ 

HJZ$W( FP)8S ■"<++_. \ ! a' .#4ZG_(/3>4CB^5KL_5CaNJ\G.8Y211.$A"+**P 
P1?L4!839>8\96DWF3B5I/8SHHHHUA<"VM3)AA4!B8U-)3'.DPIP;CPH#!=#)< 
MK'8="61*''P#-;aD816C=-RlF$LR4EAI>%3N8!R)?CL7,9$"Cl9*FRJ#(P>J 
M(TG,AHI":CaRO\;S.'FFA'"B+O11>GRES\OPYGO>7I*HOD00PZ$3%N\8C;\% 
MUT0P2C$4/8M:*$87GDKC,9BW/WB"a94O3")>T)R+-(8!aa88N23FFa*AOV9A 
HBRZ1R3.9*<'OU?$$<10=S8'8BF'>aaDC'A7'<:(C$!:aaa3\K(885DN\#'$,, 
H0P;/*848GFO%Y3N'%(887N0F8!>"6'(5,!'?3'C;D/E' 2-81  T06aR-3-$  + VR 
H+E"DK"M(7_5.'LA?AKY'_N*Z'TC^XH;#.-5#FC_%T_Oa94-X3H'N3W!Z\0': 
M\K8a3)#!<D1?=A(483FG*;NDLEW!JD:jZWIS:IL01RNL\6YK'#Al<1'+aH9F 
M65*<#P4a>8"\84 ' P_ 3 KB P%  = 968R4< ; 5 + a ) I V07 ’ L$ KL3 < H<0 H C S ) H6 KM ; H V8 
M+R4;?TMH?RY:_4M",\/aCF>)'8\3V''\(VC3)J#Z76'5>\//B5N..N?-,#U;:G 
M*)  Y?S$>>YPT8\H\ ' 2L3 ■(\)S#C*XX1)C/C'Z8'#8?^8G’."J_CNNa3=MN\8< 

M.  WEHYCI  ES7-3M:'''  2-*)T8\8_;BM*8($DF  + U.  "24EYY3FIUX5, -"78357034 
H79,W78<:A-h!"'!8W/DRL7RBN_RZYCGL'X)0:*()EWJ_3'('KKJL=X,T\CY<" 

M$7R<-h#I8K.  K3Ya$8CS-FCC1  F;#72FRFaaZ$7#  ! a,  Ha%  F !<''<  Y E D J = Z>G  5 I A3 
H84  = ":C5  + 0)7!=3Y)%N8V9F9P(R87aHGA;  + AF>!%M6FB$Ca0CA4USU-i-'Y!S,2 
HJ73V+V)B%R(LU<#-I0U9!D>SA_E2F#/7$8;AR"$PCK7N7$>3;>XS*U;X8.9V 
MZ=AKCGBW>:I15RFTLA)H0<aD1ONB'3CX8V'.2X'828-H019/):#8N!8"6ONP. 
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M6X-$,8"P5LS(W''0.0K*!'7'7';7O1T3:%DA7Y39"O8U0:2#a7  = //TU7Y,C/KJ 
H#T  + ZFGI)''A,B71#(7SSCA";K))$S8"P''2%0VF\NZ3>63a0)/  = -:3I/4,:3N0 
M+K*B=)_7''H7HAH*MGJ45Y8L1=PZ3608#-8a(S$,R8#'358,\MI<EL%3"8IIE 
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MQL2>,5'3=6G[C=3UWVFV/:;N*SF:YX^<a4'APV"41ZHE&-aX"6YF;QC:W7_J 
M2=6Q^Q6]w:bZKSNZ0W!U7UNU_GA25L7C*<99R=KW1:J9BY-G+I(DX(42<[4T 
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M6N0'-:'JOUD!MUF:%6ZSO’*J81F34Y.'LM&2<CJ96:PF!AaNa/LM46(X-I.) 
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MR2I0HM*9j+'?3:V*SaK-L#\V.3*CC<CaZH,YC%":SM7>X"H04P9S)>0'8*YX 
ME2M:Y'IGS;aR8M*2,Y%0)%?EV8%.UT3FE;0,:K39Z34C?9U$A,%JMP5$=KLC 
HaY7(8.a02C?GRPB#Yi$9+$a'a*9oa")<3!,<%D0$+HC0C''aa9a:-(x(+ax4. 
MM5<BTE?<aASMBU%N5DH/1HCG%*(a.$86'4!E-BEB9!8(%GB''H6%?SY0P8'>: 
MOW;XUS*88EA2J_M_P  + #D\\FF8#U2#.  ! ( # ( X / F X J + D ' 3 ' F $^6+ . D ) 5 . . ">WK" 

C[CHK:cc4165c41d82b4a7a423bdba9b5fbaf10d8818b30de736bc6b2fd222d5f4ed5ec33 
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MUD3P)CACLY,'V)6YU9FUK5F[058CHUC_=HW^G2KVW8KL:\JR=Y>'#'N.'WWQ 

M,MR^6H/*!M-!&P(XKa7HFQ/0IK>)A+L8.?(3V8JA'! 6 N 93= J QW / 8 , T ; #0-8T 

M:,A;9;EU-0\"4W21*;W85-QBJN_H:^X!a_4-&\#a+/L38'!&ZU<9Cj\S?=^' 

M,MJ^5A(8aQ0=WU.I.IZ#Y!W?H_$5"=TP//N>R3HNI-9W4aR#(488U_B2:OW* 

H)G:)Fn-GJ!PP/#:NGAVW"'6RB/2EL8.4K\C4H(1L(6!VaZY7G/ABX#"-F>XL 

M\;N'7DI?7/XPC0!>7FA866A>FJV?GK#v:y2!"2XLR*RJ,KI;CPWT5IX: K9V9 

H;%B=;UZ9=P5D,'+8SZ<0Y_L1P!=/' ( " 0 70KPQ L=C H ) H73 P% 3 !0;?NCI)';SQ 

MR03HTUN3G:w!Y*-/YS::7Y;KAX''F=27(,0E.R4'?#"8X2>5.4CB'P?8RFL-) 

M5:JB\WF>QP*#J0\8!INM-na:8/'?N(KSQ'33YN'5<''$2+A*V3%F0P:<LP8"6 

MK*_$YN!N$D2TF8D)-BL'PZUD3, — YC7XXES0!V,8C,' P887_:0R. , : ,638<C 

MSZ)M%8\H"VP36RL>PCP5EL8lL46/=C!IID_JGNE?()3!PCG+%URKC#Va$=D' 

M;U*(ZTR4P4!<YaW''PS6Q=UKV=:W'8$01PBGI7V>PI)CWZS'<LRE9THPF83#Y 

M:\>%'LA'  '(MW\U'  ' ' 'CaB#''L(B;  ! FC<L'  . 'LZ:ZTQJS--AC'E,  ';/(3!3LV\/ 

M9HT.Q#"SL\JPJD+X7HUQ=SF]RVG<:\WYP)ISP)9SH-%TJ!FO$L4Y'<#T08=. 

M4a<:#I<C'S3*A[*5)XWJL6R\RSF%1SF1P6N,:5UO/F\HN*0_=H4Y?M-0?EH? 

M<8'‘IWF"L#S1UGVIMCC7'8,>7ZI8_'X:SW/'‘9Z?D68*SV?:=J‘'SH(Z7''F\'D/ 

MI6S_$23W_Z3L_#F3XR>!P=0-I_=_D''1;3+7Z!0P+2K"VI3?XBWSNKL%J2N*Y 

M\6,Q(aB':N(9M,(+4Z4B:%8)%DW"/:i;P6T+6"T3PNa!=0'PQ74?M+V7PPFP= 

MV%\ ' ,-W80K3aF)MI 'M?K\Q25%F0  + RPSV) JZ:lV  + T) . ;!RW.MJPHND'!a$)E* 
MZP83+''8["\!\,B=:V-!71V_>WWB:04S:VY,'G=!a8%a\(.CLW_Z?*C!/1N7 
MVINaZ$E2]"8K*P)AL)=GL+PY7F8]G%P:KVAF80'NIQ')(X/K<6*99W#Y1:[T 
MG*7D(T0Q6:Z(GY"S<)-<WKC%!  " ; X0T X_Q8G C + 5 G= . *B<X3> K?8 : 5VZQPFN5 . 

MLZ  + 53/-a-2W  + >7a88QY,NB-D6)  'K0!_L0'9  + UMC\*\LP.$8I3MR)8\A?-T?L 
MB(C\\793H,'JE6'<(<:PV.]2[:kYT\A!'‘N#V\%  + <C6G-P;'8C8R(Q8%D;8  + #P 
MQ)<W-!(88UY+H'P68_AED"S*"2;I7(M(UMC<C<;a</H88!Q''(S<Q?''%WP;. 
MBX0"6'PN3K)8(T)B$C$EC7? ' P : L9 aaG8 " ( ( R>( L C 8 Y L7 I -G N T F R W : W8T Z 3 Z I 
HT*VT,KMJ#  + NMaCV5%,#9>Q0H?7KC  ' ; 0Q8 ( OQ L# , C S F L \ T I 8 = W V : , C S ( F = AM3 
M>HS)’]G"E7K5*4/6)),UP^IF:.P\:UQE3.=U>><9i:j(''_V.FZ"9a6%:V6U''Y 
MH:O>T-4''S*I_I8EZDH7\I=KQ%U3+GS/=WP"#59YOQ1BF3*4'EK7_"'"6$0'C 
M>CO_8Y18GND#?TaK80/H ' H93'QA.J_/)ZHH2ZOU):>TRFC_'YVT?M')QQ206 
HBFJ40E1B' ! /NEHL9#CBEHRTH='‘D7:=!+A: 'EK*78%UY'8'GAB0Z8=)Q1 ' (/a 
M!3#\X7!M?1U77LC46_/:0<>' !NL'S'*#SZYZSZCX'*/'V'Y! '2PVP0):a;Oa 
Mac  ! '%T',  'A>:H'':W;aS#0!*_8#FVK4%E6$48!P'<"\'  .$7E%X*(Q/18\,%Q 
M*64'CA8J+5.YK8*%UaC,aW%KQ'5S:i5SQ27:#L$=1Q-,IY0M%MSA;LDC1;;U 
M#8)GL+:'R^SF,HHYI0_K<'I"7RJ219C!!ZL:8$<HW?D*-_'!3O3!6)'#-1V3 
HD:ZTR$'-0/>E%I.%'SA;NIALJCCE(*O%G4%1(aC*8XZLRM,6XC3ADBN5SC9 
M+CG<'0EBL'AD-QJ#*8_>K\8'D!,RJQSCaP,aiXC!0("'‘5(3!=%R9$(HLPA1 A 
M6%SNDBa8a_8'V*878?a5T=JUZ/2-8' ' ' Z>B0% J ' W : ' ST " 0 \ XT< C %B8 Y E D# H< 

H ' ; ' 0 ' X?>3ZX)  C$IK$DRP:  K-  + _69;aiH''D  . 8HCW  : ' 2_N  V7  ; ? 3S  Na  J 9-Z  H ) PaN 
M' !G>HaGV-Aa*L!OVVPT' '-D'789#3D.<#aC,'NDTa(.Z#8E:ai03;.JP03;" 
HRD<,BG%8/8$,ULXaNa4:N\3F7$'KG'=1 ; C F B+ C R A+ C Z E * C F M+; NOK=S 05 C_4 
M6+_0-#S.LGW)8aC=<)#!2N3?'<'J_W,!P(KVGT8""18P+",OLIY_I/7>3;.? 

H2*WU"1 A.K?>#TAK:093$:8V=.9:VEa' :a%a! D'A'^DG?'-'  : a ' * ; $ I 0< L*8a7 
MIRN!Na2]0EU->'FACa3_I-RET*7/a3DR:3S?M)YAO!U$’aY8774L+SHGIYnZ> 
MJMJJ;)"SY=A'7\WIT8:Y:1<R>,FWHHaV;C7aa.E4'*80'8"!P21_.',.F.K> 

HS6D0 ' /C ! G7G0Y_>7_O1  PL>/$TI'4a23%8**B3S#!6(T  + ,#aA03X*H1I\\.84 
M<DWU-5/+(Z$Fa:7?PE8YFJHFVA$!#'8'7+S"Z2Z;>1,\a>7BMAZS8<R"C1": 
MG!8'W,8l?)S"P\E=Y0163MX*3U3#P8"UaT9\,881203!%D5Ka<*%76DR1 CZL 
MJ4#>S,:H'$%_$XW!a538*',!CD::4B$RP5LEY:C ' H E [ T* U N 8%8 / ? E<0 1 8aa+ 
MS8Y,UaON?2-?KI28X$A-$?H%WO0Pa64(a*FLLIC!AC>"#.;H+W7#a3P84!0H 
M34D9'%MBBaS''0^SZ5CCF(  ' 1 X \ B#  F + B'' \ ) ) ( H = ; V 1 D a ? Z ; R+ \ LT3  ; T A C<  C 4G  0 
HUH?6X00'TZL90ELP,)B:8/7OW:K-7F"P>EL'8OaM;:;;'HT:3HVC+;IWF:cW 
M;,RN . G9W '<_a?8W '8'9?"C0/P1YL-1 S T80 3 Y#7$  = A L . = C -Z N 8 # " ; T8H ( '82  3 
H!3G4$49VFI6?9A63'‘HP95C/':A;U*GF3<8W)008SP8!0T35MT5U  = R7U3''8:F 
M\J8N3CZEL*;IJ<;^Z#"<X?P:,)SI>489K/(3PSBB#0$L,!a$;EB,82laUS_a 
HF8;!\*6TAIY4JY\"F+IA2F*0K+$CK:DGI;$KV=;-NCH:3SaFa\L'PX+W#:A" 
M'#IP=WD8/>[B3'T-8<*Y*Z800a3H2P4VEP'8C:_'748+BX!8U,*\=WS"Y74? 
MKZW.M=OR._T5H\/ULV><*U,>8/#9Y<CS9WLNK/<*Z3aa?63>/04"*E*)'8SV 

IICCHK:bcc0d6d1183b31d3463e2092ca474a330c2d4b73b96307839172fe0a75100e17733 
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M]_;<QIU%T&?W%AX:6'IP?:e8/!67TI*L'$I2#:2H!I)478#A5#7X8$^RTIFD 
M:$I,KS^:6GDHH3A9UVHR/Z'CRL!aK,GQ83'R.*_L'IKaHK-D:^A*,<$S:()S 
M)['EC1WAV'XTP1F=N"-"X;7(W69Y*P?T36:!!LN1P3BLa7$$0Da:GX:*X92R 
M/n9;"N0-i:3$a9'!7"'P;'')P>!H,Q$Q3##%F_33?4!B*QR((C:8I\(OC  = YH 
M'(Z50H1O3!,?"HC!8$FI26'P2I1%B!D<^$^B,EB\'B?\=R4'#N8YFSZ0D#6& 
M*'3#76\X??F-G7P($Q\10?QB*I#,(<3:iK._H7?K<R4'#IXH^ETU0Ra-8"PR 
MP0*#09EO'';-V^#3ON  '0i:6C4CC8CAW8WL'A0PF-W33!G,C'.  R*:w,?C  = aV  ' "H 
MG3(8%=_/)aPaaY,':2DC3/HIHW)2KSH#888TQ'HS*TSV>;WI'8.''#!C6Y5_3 
H%=_4'0:$5TH87/.%MBZ(X:P'AC-=WV6X_P8DS03^+</W#$G<:h/2_YR28%Z' 
MP0*8%5W_19^'85!:WU_2/'NRaMC4NaX)a,$*PS,9OM*')$ZRH0R>3M''P8VJB 
M:OG,L96I(DI?*AKNPI/2-S)W:>8P6R?0%VE-<"N88(GKI>$#H!>TO.0%408O 
M+UCGYSPG3S8U-aVKK*-\GI+ ! '>041,0RK'MY0F-MM?NCM=YSZ_VX!*W"L)'! 
MaP"Z-Z'',"_87PP?>*TZA:CU+'///:9  = ##C  = 6GCU9.S:PG*H?CTP<E#$XF#$8? 

M + + <ER*Q'4BKCDBM4)1 ?S/(_IK+(01  ."07/7'7,7E_'+jaW%  = FKEPP8aHP  = -< 
H'MY5-AM'.6:8TPYa*0:WMGLYA8M+=YIE+6:9PRaWF.$=/+'28\9Y#3X/Sa?[ 

MJR!Y,):". 'K2FaiE347*\"PBFR>NP-VH' !;G#U'6HP08VaX>1 ■3G?B7?Y8(5 
M#L8102L<0S1PB8)\!?38J,-%,L$a?#"VDKV'P4(6(68P'T=(8!aHC:"5Nla* 
MP7/aDT,TB=,)*H8UX;B-F#:(T)LHH#>0aH<,:0O0E6SB$:.7S%*$->L%Z'O2 
M0LZW'DL=\.:+A,$XH2<X)(C8XD$8;_6KWNa4;''\"!H,T[Wa(ANW:=YL!P_KW 
M4,aND(/9VXSZP,5\X-;O<['[?>a!9#!SN(N)ZS8<C0,,,Z"D$TSR,"LC!5;8 
MH)IDU-,L83"C7R*I\+H6,,a=8KC+NL*/'</'88WEAK:ZH=;Z15;:HZS8)S21 
MX#'<''A606.WZ#C$,GMB#8%;XOa<2aR<68$aS"8PFa,?M/RHC278N8:SP?Z2Y 
M9E/KNTFGA%*<2,!3UW;*.G0=0G:_>?%.:<1%2_^"T3>4W]YE.''$?8JG#18*R 
MG)ia8O3B(;<P!E/N  + LC5TX0A$#7PPE\2Z$K0NCS4' D + T + KK$## Z C Z E U ; \ Z '' N 
M="P0=LS->/0ZK+;8'G0S\>C.JHE1!waE>:$+''PFF'*8I!"C?!V.T)<*N/0) 

MM  : DC-Z  : ' 0KP#)09  7 ' / '?/UMC:-G9W/*YN)1!P"'R''L,DU0F"X1YaL-'4D0'F 
M6%9C)*DL,;.;M7*.!3EBaG-H=*FR"')*XU(>WH%8-Y,aPHRKVa=)6_"4a3S) 
MY8aC2aHS9-'VHaE6MEGD8()='."\5(=99D<,HaOF86PF)CB?KG27Ha;(6D$$ 
Mi:GSR>+*0IF:2.$(8;'8NN'OD=8R1!F(B+Z/+-AL(.GS$GW(/2a4YDlaa%8) 
HAG8,F8?NYNC<#?>^P27!H5>4Ha:NC^*#:1M'0,$aCa.'1<+4"A,a*?FR'(F$ 
M*9:N3;PA?B880WCY(AY'4W3H!J5_-2D'7<K=5*$51)SX!D(8A82CP2T0OR6a 
M38CT2*DKR1\Ha'7$_O('iaW!H0P6JG'J+3X$\.8.Y5;PP=T4PYJWO8(5UN3J 
MUNVRa0B#"89U._3OMS! C 6 P ' ##+KA= L3P H 2 C F 4+> ' 84 / B H # ’ E I " %H C $T ? , R K ' 
M66*%6>T"2aAL,)T#*ZS/N\A:+K.%U_7%-_0E:_3E8UB<J_E"5_<(K+"N"38L 
ML3_-='R5T?)U9NLW8$H00Pa2>?Y*28PENK8?5/CGZHCG0IN$BKPK.w:0="*) 
M%3T_I?8:!C><TC280MPP97"RU:HN.=%''Y>NUI_^C\N1_YAX\Fi:CSC?#E1YZ% 
M3XKZYS)<aP9/HC7'TU.R\?1(a>)DZ>PDl  K_TGB;  E ; H CaG 6 L . S7K Y2 EMX VB ! D 
M#H!;,7IY$CS:!a"F-G  = MK6:iJ6HZTN0U5#392KS>Za^'i:'-3'<//aLRM:%\X. 
H7EH?NG)a!'#\?Z3=^5-;5Y8'\/D;.c:,:I+a)!W;:=Na$R>.M:a8)!!a)(%' 

HTM,">a)OV ' C !+' (C3D5(8D?LPHA5;$) (K#8808(PX ' W+8CM. =3 :>2=?T:$aU 
M3:=4S9S:EM/3TX:=3-6I5RH<.V7_\.'+>>>>.SME!GW9'8-]*8"IYa/5?[AY 
M'74>5A885a>';M]R0aBV6)V<J):0B':7P704aF<TN%'Y3#/X0.a9_A8;LFa5 
M+W-G=E?BJ33R:%32 : 8?ZN",aV99X="Ca4 !\*P6aLN%.=<)Z4MZ$KC"0UZMaj 
M]"HNJ A2EULa\=7aN8 : 8E>5HR ■ ! D<MZ 3 YaaH / = C S a* : > H G E+U Y- / ? , / 48U \ C ? 
M/-CuaA,P*)3<T-(?_I$JKS3LW?l3C<7H:C+P\PS ! K$ : $U P^ Y3 ! 1 F 09G ; X C <* 
M>CYa"*0N\3S$3,9YU2NN#F; : I ? Y Z $=0 E8N Z W4% X Y V . V0*P> S #499< ) U C / ' W 3 
H7C1'BPT.9aaVG7ja"T\ax%$$CV3<KF3?'L37EN=0=Z,+_R3F)1RU%8CM+K0+ 
MZX6NC%UWH>\\S,\'WM*""%;1^KI.PKF70C'M"''XCFX#LS:VLPR.V5#H-OA3 
MH\!E<(aG.P(5a3"5AG/I^C2?VZD'4iaaO$<GW:.7::TD3B.8I0=J9"8U$C5E 
MX8T0A651C3)^)T%UA65a_5*"9EA*#4A(DV8D1V>OaR^+4ZZ#P=*T)4GZ<ESF 
M"LTP%85%>4318G9)C ' W8#*/61-D  + 8 = DW0HW70FID  ■ H\.Xa)6?"NH_$%H_!X* 
M'*9Z'EEY(CaD*"R:%D\,<\\6G6a;ZWCP9''0=GCN70K-<?38\\:Aa8KEB9#8_ 
M>_Y,aYTH;HC,*!%FEaXI*=15:\S-aWK;D_$63=C.3!a\40CNS6$B+W87OV9# 
M7_<7?.GL2P'LIG>a:8A0!_J  .Vl8‘'HR/5'',*  + D98:?FME4U->;NZ)0/P3U559 
M%G.)M<<X/%'#!D\YFV8FVP#aV:F.N6D+U-6+:5!7+EE'W*NSO0'P:Dl<Z<,' 
M0_9=OCD*\1<*#+ZWZDS)'Ma?UL+EaCZ-4*%"4YBa+I1?C=H10CT8#*fDX*%(3 
Ma#L='%4LSKR!WL91'-.GE*EE-!+.3)8G)A-/H0/)ZJ/#Z8U<8E^B8D)P%PK! 

M\68U8aM8. X/)VCI$89GZ8 ! %J0?!R4(6=4X7Ea,8JB%S1KO,;_^$_7C/<!K3) 

CCCHK:65b963ec2debb9a6e86b747eb1aa8a5c9d5b92fbb5600120bdbc2ffb4235ccc4133 
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HE3?'a=;A!!K29=K'Oa.Xa!SC;)SGa3/7C:jH0HP77'J?6PY<;_\6%3T!]UN6 
MONO:THOU90RFEIBO93#*Y3X7:;a-#MR+P/EO#8-Q. P(M7 ’LGC#C10$T:L'N_ 
M^0+Z(0//Y?K7"_'X/N;ZX+>\8JZ'N,S-( )Y_*8aNH" :_'-$a'?>GR 
n!!A?522F$6"a$,PV6+''A&!LLWS#P-0B#aMaM>;%;LU%'8ELV,"S]*(MB6,L8 
MS(K"1=*]I  = *:.M08lAaFaFHA"LM"33a*R_AF0l'iai$W7  + XGH(j960#<J4J"-! 
HD&.RI8D\*TRD7"9.7<.SPG$9MS##L2Z&(0VCHaP6LH-PZ5=0T67/D<2ZKP7E 
MWZ!B8#92#!0_'&D8Y>/*' _C 5 + P_6  + $ ? J E #aMa C B LK6K* 1 ?_ C 0_2 L_K% C \ : 7Y 
MZ0.8Z;L8*W*A=3ZC?3+99%<9K4*MB7LT^\"ALCR3N9+,W*aR36-#2F]CJH62 
MBAN:N###\'R4>EWZ*a^^4 ' C 3X0 J a % 3 " U VVOai V9 OM ( \V#  = H , / 7 V5 - = 796 F V* 

MKC0-HG ! ?H\$*7'<8xa",:45%Y6"D+^X\7//(0K<61 L!=J-5% ! :2#5<?Ha'1/ 
M=#XDLBU4T,SA-^,<#'aSJ1S,C;(V143F!$5D'N!E1<8/a!=0*X.9C\K,149G 
M)M4G):0IH'‘ID.YH)3NJG;LU'(9B,-Y.*-FHLN%X=6Z..T2<*2I'!$'QY.>K0 
H;#)4HPK+408TE, ■MO\CaM:caUS_'7HMX'^TC\a=2W0! C G ( U C+X8 D W K" S Bav% 
M609O#)!TUWO''TD;:W<#Z^FU$>"W0?:71S'Y<K[D(O\L8O0R8DKAS,(K"U-)+ 
M'AX4=E40Z*FG6*U9JG"SEH6a.:3B\OK\-H?F-O!)"F:E']M=+Wl9$PXBHKZ! 
MaR\-,8.PZ908#;!O8]BUGL<C!/L:S-:aa' 8 + - E = 0 7 * 1 % N + 8 ( . E ' YZ3;,0" 

H!  DL_SF$81 AT)JBN,82;VZHC/]-AaNC ',17-J\La6.;:-)FP'AE$4E03B*{R. 
M;*B<8#!9Z*(4HC'P?'*. .'U5=08FD;$$#(LaPU1C.%;L,#;WL8B*PC%X6,(E 
M<4SIBYC2KV+*GN%5EB ! a=/E+H>$;7-'8WT,aLlaD%M;\46CZ/j:A;L;aO<:ZC 

M?^J W/W\D^6A=\WS7U9/;Y2.KB09;F4TNaaJX?%99V1>>V<:*i:\F.:i8?W 

H)IPZ<"a+<JY'8\a0;<WLCSPCT).)Z470WGP'9E(0UA=J:+'4B0D'J=<^8AP> 
M0B_8AH:K:'=MU5A?#/"HH:DaUF(;:>:j-I:59>3EGC$:-!:S;LA:-S;:.#U^ 
M'ACP"L8H$=$:/:,#=6V*EPF*3.L7#,8'x:jS//:D_H2V?'0_KYW+;^<*S%aA 
M*U?8PHMN#!,V<.G7<LAa=$HY/#V$;XC+N(8CP;a+H<J\HDJ?5:?-0'A6(8'= 
MY'8'.GE8=7B'3+*B$*RRJ.//)RK;$*5-:BE:E*865:J%NL2H8G5DalH ' #LM6 
M<S4JKH;D9jMX.:IPK6BG^9<9_*:0P:^_#3+'2G30''2:W"*8:$:a.9#!K\TTH 
M5H1 Y,^?9$0;+L(0;Ua#7K\%*+a#VW2?$C, YA9A609,a-C6L:+84HH6%*O( YJ 
HC0Z  + B#VAAM,P  + 3 'S#%!49R#4;C$3K4>ZI;B501/J): C 7% * 3 0<: >003 R 3 * ( Ra 
M+[UK'\RZ)UGEU09F'/8*P:\P>'VY88,%;?#O*J(W8:aH7!3W07C<UARVP<1V 
MW!C.P083.W)a%,8S$L2>$C0CL53/'$!C$O+a:CFWAIH5-BFBa.%V8%aFZL!1 
M6"[Oa\?F"-)!)(T11RX0aRX1)*;DIZ\0J3=D:3=P8A9K;L=EK4BR;\?EW(<" 

MC-F!V#TO ' 0;K7%7*/$;_( EK_H :C\9:R!PEB/<C'  ' C $M0 \ 1 V_ \ a>a Z = * : 5 0XV 
M\/'OUKL_=RY3;CC*PC33T."\DV^3G8J>3JH;)?23_/a63I9I=UK-CJ2<C\*$ 

H.  X3$ ' L71_4<U(6>+) (78_/K2  3HYS0SWHCOE ' /0< F C ( *X5-BEG_B58S*8 : OHR 
M!?IBa(%>7'ZG>6R\;=31!aPWM>ASn:>+B3(;3276CBJGK7G"T88-GKUH'7UG 
M9_JNSEJ0S2-3;UX;aK5TTP%U:U%LY=8X'S"$X-FYF5C54'#X''1#A>8C'S!8T 
Ma,%APJ9P84.HL"Y,6'TaAT85AD1jaWB:aPE69?XROMZ>N3X#0K'*C6V?)D_B 
M*XM8R"/#Y*$!$EW?V0D’DPIJ'()H2I*B$$R*T-LX",'J\#PRC!S)S5la,E0A 
M88CAL8R2EROZ3 )<;S$C ' / I L ? / /<_ L, ^ H» WB 3 7 , W8R L$> S4B / %> / ! ;, (HI B8 
M7UV'-N,2C*UN7MS^*G<#38#3;-)E0O! ; WC ?V>-Z4a08ZG, ?0$ ! 8; )+PUaMK< 
M$\LLC\'R80ZaCJZE\!Y2TO\!.I-' / U U% 3 V LE ; _ . 8 W* C *U C R_ W++1 E?a[1 ;a8 
MY*608Z+*:KB\Z'VaKT<"3a48'4BF#88'9G>"1>*E>3:#L3D8"S:B9K"7P:(M 
HI6  ! PC  )8<8ZBRE398NEWCW1  7>F40L+)#N*L'  8RS\KD''_3RP\8I  '>,LN  ' *,%a6 
H5B\+;U18-2OYK0K*8'E<AUS2(Y?U*933\H1A0N60JL>)PU/'L(R*PM(SUU8E 
H+H#$<>DH$'/#4-*<58GV#LC$*!"CTG!,T3-1R;-8W9>BLB_aR3!,8ZS_'S:8 
H81 a ' #M=_=V;a3_U/_VZ3_a\3 JS^VW_P. A>#)N\7#h:*ZYXXU .>38' 68) )32G 
M8?<9X_9Ca5L.EWP0)MJ\._B3aV)aF) . 2R\G0A>75272FH+KJ )DLa=;%F3B ! Z 
MZ  = = LN(8-D  ' H ! 8*ROJ*  = 03Y4C''''(GZ#LVUNX<HSC  ' NZ88;89C148N-M6HSC  .T 
f1Z4>8D<87IKLa'8.''4*'0U,*5(:S0PC7'XHTa*'PP-GAE:>K.Rn2C*Y-%E1>" 

M(CHY41  T<07>HL#-4V$CEX  . 9 PG  < / Y%6  A S #aa<G  L V ) , H K3KD  '(=E''J#'!3(1A  = 
MIXa"L)-,1A<IJPX-JI/Z\*YV,AX';a.'J0T3M6A#CC'\D53"AJ,0K.)FDaca 
H-)*33E)1F'S+$>UH_348N3_'0;+YP)R56',1C0\U9,P22'3K;W"%XB5B_aW* 
M?Y373>U*C_#a/<?K=4+.ja'A=4$:!MC0#alF#'!-'C"W*U,7+#-I8!*;8RUU 
M3"C\JY)UD4Pa"S-?6<P?RaR:\(HN('V9L3)VT30a7.N(UJ374U_7$+"?$/PK 
M#%Y/OY-C8\a,";,-%F_+E'RHD7R4B:,P\;%60LU(0!1F#,9'-L!a'C7!8"6W 
Ml AY6)''>9Y)8-\8) F .51TFSS6HI!T(8;E_8IXFT)EDZ0'94F3\L.3LF/3BI1Y 
MV:G+a.FKP#!*PaD+1,82H5E%:?C<"AA,,TSU):+S'X/$,45?a,%ai5_8E7T. 

M#. ,T '8?X8BK8\%*a_aHS3$MLI )0$38M_ 'WC\UCYC_3Z3_)-YX=N8N:\J)NCF 
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M:=:,C;B46#LB+N'')R&O=GUCS\0G=UJ2"C8D%F\.):C9]\D%0^*X8Q8aD58YJ 
M2;BV)J*aGE?<&F=H2S.9&CO+Aa>TCX-YN,'''Z84:'-8-V?10(_8JVTCEP'#U 
HD*T6YUT'8.a%;H?L=-GL;2.C9DB:4''PHR:3G5T-)26YQ<7:9I-NL+?>,=)* 
M<;lCYD+/W"7K_8S_:<L#-ZZ.XL('+RV,0X8i:4+>6IE=6IN^L7'ATC\+L_%QL 
MPFA01  '<(0Y,KZ'T5  = ( ' !H  = %F;'  '818%^M<OaO,CXa83<6\J<109a  = #'N;09" 
HL"IE,C%EC#SN5"?;2+2AIQ^'8!*%8.K^9*E)+:Y+C*M*%.G)J++$aX7J\!PR 
M-(M*P.EJ3CKD8)*3J>)FD:$:T2?-0:;au:^$'Fa7CL\PVA:_FRJE[NN'.%1K 
MDP88QRRPH0XaC,8n8?IFC5^%[;MKZ!KQ(PC,$^Qa<C'%1L,>'K/*-:>YC"*SR 
HRS"K">#1$W!_?=U!WZ:[^<HN7X\:YQG6:CCX82CST9>I5P+,-ia:"\$8C-_8 
M><P$ '\"0C$4P!F_4NPW>9(S>5!JS88T(8X/%J"N<"27:*',8%F_/HN?4=IR3 
MC=3B*$RX<K!B7YE\?:F<.KTLYU0HJ0T2LaB3DH^D%#0I8UJ'844<,-RI('Ha 
M"BL2AN2J(7FB0W%H7'%T4I$\*T''YA!a*<YEF.'T1,RS)OaT'XS2,V\.Q>0_% 
H^8:B"Q*+BIX"P,'PCL)08L-7N'',!)7'5;a:'ZEX>Z?A7Z*._61_\M>?>GRVW 
M?FR**FW-S!<E:MN:WFLG6J>45<,0aD/.F7:=J=AVI/#]A)SU%%D;=W/>W?SA 
MIHU!GQR4?*8\P3F9%YYE.%A0)RAMBRQKC=1WQ!K/9S2W-/<:'6#'B(Z.OR.5 
MN'#a87O-\$a  = CKRNGD.:;;1E:*05Z(6R.  \ \ CQC Ha^ $ ( YG ) T8 W8 F I KK8 ) ' GA . 
M30<Y)GIMCBY38U5AX;D*8CZYH<HVV#(YUC4S;;TR/P!U_8K=23D;BQ.T0DM3 
MJ[?'X)F:jS.?/YHU-%X*BNP/$0P'P%!APFYN=!<8'"9LY0GK0X4F;#'WLaA" 
ML/3L99460XJCDI!Y'P!..#N'NA"G)LF3'+'#K6L_:E,='E*A$-Q-)EA(92LU 
H":8DEM0Ba8,,$(+)J")U1)X:=2$R2''X**PJ*"R)HC!DXDPU)U/T<>.O,GB- 
H>S#:;L<)<!;-:QC->_\-#3#ZN7X?,U''  + = :Ca:7:Fa0U:%I  = N";:N%,;0''KK  + 
MZ.O;_5UC<Z/''//;^YC:-+Z;(MA  = "/  \'NXXA0*'/GaS3;''\\_5Ni:68IZ.*W% 
ML\]7O%/O*_7%H0;'3,I_38'9aQF'F6:P*$'.?DV#F=$(*aHCaU$4!H'iaR7; 

M,HB/ — +M8GQR#aR6N!aF=N7)J)-S\L**4!0*4'88*X+U\A'#VJ38JU%8U"L/ 
MUBOY#9AA9:a9(>Y0$I9XN549;U4D#'##BB0G,"P_-BT_/DV<G).?GI6?G5>< 
M04IDW)!K%F6:):F8DIA*P\AaC<.XO' ? B PB ? BP D>2 XB=9Q8 \ PPV+=% W ' ESV+U 
M + V)PE3''  ■ 8aQ8#)>_K  + GQ/Zal 01 EL70RQ\>I  + P\33?-N  = U( C + AaHG) !4#0-R6 
H?6EUVX\5;U;E;%">6a^=_,_0;WE0VZ=a\,<1XCVRPR')V6CIA+;F8'$#7:<F 
M-+1'82U1AJC8RLCC31U5/:8!F\$Y6FX?K;:-8FHK88!aX=2+#+8W0?8%?>W. 
H;OP<'>\!=Z8<4SWa+I1STCH^U0\U.MD_,8RIJBJ!*%a;7=)E:1BU6RY,:B"# 

HK:')8',,*KIJ!aKTA01\ :E)_<0+BS,$4?'aB(8.<*A4.$a-:j/%:w+$7;R 

H1.<IAAN'83P:P8DL"2>ZE>?0j:AX#6H#)S''GT8A8+V*2W:a<aE';.0AJRja 
MCU11(9a".%%:1ZU(JTP48H3\$G5D02(O1PV1%:P-2B6#SI#!J:Ka-%0AZ:"R 
M:+0IEaBL>.H-50F_"I,-\.0T'aB'Y9ZC7DaU:LK6M?'PA#U<ZVYVXIWFZ:PH 
H8?aF+A##GN,-'NCZIMZUaZ^OOEXG''3a6aCEFaKW6D0/':YP#0T?!WDFa869) 
M+’DGECX_aa0>*/KE)'NRZDOR:P$<R8"F'?aZ(5CI"W"ala23aP,9[!I,HV?3 
riF(UIC,'XG9PK"NNC-aE$6\K8!J-8a+8,Z;8L8GLF97'V80a3#3Z:+'.#=V0E 
MND$6'Y?!:)F:,D2OY%8H>57aO8l%1$T\OSY>T)a0TaPO:HV/:X\7GX^G8(Y7 
M(8 . 51 ' Ta#% ■ X^+3La$7EZ5E%ZBP8+$]? ' (9E8EIB639J#$HSCTES5\6y:Z"D 
M!0_'8,RP6/>YI/PK*#'XUF4PNG*Y_!G8F%_Ri:+#Yi:ZG_]OW\+:CC_V79?7G 
MI  FL_U,X*  + W8*R1  Y8/I*I$''8U_K$.  IZ0C(:=ITR;CU4^#ME]CORK'T'  8M9MW+)^ 
H'':xnG_%V\.5CY,G!a\*!P9':ZJB21J'.+"aW"RLZ8ZJZA54:_(K>Z,JN(TU= 
M%;W-aR/U8XY:i:-D=YAPZH4/{XY6*)R'05*(OU'V9P?0.SK>B<1ET0L%CF*' 
MG=,#8a>8C.,#'9TM9:5YNK*BaL:JP7CSF*-UYL+PY3DGDX'7;TY1=0'T75ZZ 
MM+H\=V?Y$a#\X.:LL\?S[7U70J*80P0VSO*a=H:/<5U9'L#WA_DKUKEFG2U9 
MDH4$"aB11.a,=  'ja00B1+6*3,R((1  ' X"D  :$%G>a8Fa: $ 'aA%$"C9DM  = 54S/K 
M==5XO<$>CY3#C-ESW*HN7a=:X)Vj4UU=*DEEESY\.??><_A:,#A$,'X80PX. 
H$?6'B'J#!1W,+>$FE(,C8R0I"T3^;67.,IY:$C6!,Z#FZ70KE6(ADTS460.= 
MH"?c:62<C3H$10Ra$"SKI*5HJJAFH#%.4*OB528'3a6H$,"95$'ZY9*8#+9) 
MG($"<4"8>-:0,UCaRJH,>1N,C09,S10'CH-X.:_-G"C7NDXU?#-$*L9)YDD" 

M_.i:08_  = CCT  = KW>G  = a<KV;?3ECFITFA%FFU  + C^C#.?1:YZaR:-''5V>DE.(88  = 
H7#F-5+,SS#D#LU7,8X(=8NPa!8\' L$>#U 1 G VN *+T ' VBPK1 G , , 9C ; BD C . 8-0 ' 
M'N<<S!C+L0;;KJ?M44L_SHCY.!,*H8!A^8$<!/#!;/DAH?10GFV8FF\1,D"R 
M%/,OP_PK5:2<J$<-!-7a(8ia(:R0B8aD''8Aa7  = N"2  + BRJ!Y->aA3#!#9*4!H, 

MHC':H8B?a!( L>*) % F3 JK3  + *895a59BPKLU?P: !4P8-*8/.''>+'D5AAA>E16M 
MR8H>al1O2$LWHLJ0P  = +J%XK:+V)j7a#8CIL2'#!;K,<UUI.IZ\\GaS\/%/'P^_ 
MZi:GW3>0-KR_,_Z'8:"aCC-niCJ02!D-D^2'*P8G5']+%;RMRWI9F?7aT_#V? 
Ma/<.!^P-Y!*6J(X2J8')a:=R:UF#'6!A79_XPH"X84C2.!S5/"9NU0';->+8 
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MD83NL?K1_C%#i:'49C!?aM*9>K63EUAT)TP#\8DP]T/V94M0'C5,CT&!NU'F 
MBGl9:'KVSNJVR8,?U8TW-]67EA0T7Ja;i:.PRZa  = D9C8WKYALW9E:6  + 7:'+2S' 

M: P^NK3*X"K5V_* :3C6L;:\L)6?/^H;HaalX,ABB,#!:-La8S.;a3HC'8?#*\ 
H-DPVBJM08i:DK+,!XQG6<61H'"iaM+$J$$*PCXZ8T5"S:VDD2aQ362RNZ41<B 
MNa42,!H-P:]$\]G#"U4AN>a$CD0ZC9:*'T*ECJ60a:/($*F$?SKICSP6?:R\ 
M.X-?Y0#\JGL"=H^_VPZ!M"WB:#P)G3MR8<Ma#F;<YJ6C)<RV(^Q1>,\.,*Y+ 
MT-W9KAX771W' AQXW ■SNV4G)#,#<!'\!<>!a:"-"(\8G#L8.HSUL2EP,P%XQ? 
MFH#M#Z%Y.P%XMP;O)a?+7''F8'P'.S6#W0SV<B;'?2>WG<'H6.X#YIG8AWD. 
MaT%?UF'F#6?)/\EFAZDI#N?)#N<K?'N1P4>*L8,E+,.VV>i:!:+^8,J0.8"8C 
MFPA>$RYL(44=1%0W18%a8)</X'1*PQ"%,6;9,GYV8DN9P=.N8*>N$9DWL*QE 
M*"2Q^K8B=T6>?U=9*$!>*$!1M"8O69.5/(0H'%VZ$5WZ5%[S7%'W7,H8S):H 
M^a53"8-*Q7.B_>N^QYN#GVWV/_ZY=_4OG;>_O7CCWZHL7Q9.;B0/W:;:YV+J 
H]<$%?7Z?-N\C4_T*70B6+'>0(#%  'E'82KSI.E/HI,X]a*<?CLH/3*L+S  + X27 
MMO,JNEB#1?7:+,#1+9J8UG$H<8M.U*R%HCO'RX;'!G0#0.''T95'_-<3H.PQ? 

MH . '+JR]38MVT !aP8?1''%AW4Y*P>Z)V:FX*:F3/!IVE8/SaZ<+ZV!J)P1W0S 
HV$C/I%$S/VNX>6WZ:jU9*#8!0T'\=0#\<'7IBZ?+a:i;H6)30'0"8!a.$Fl9 
Ma]F6,,K!B.$.2,!!_%9IVC7X;\X%F$B;)5*8C78)laC!Y8D=$3:.a8U1JC8: 
M8J:)/O0B'T)P-! H 2 K ! +5 T + Q** KQ, % 5 : D " L F C ' S/I'''XF3J63!U)HHXFD\>2 
MR>,IU+$TYC-50+=QEP8K7GF-T9<M)WT:C2=SF\/aN2Wa>H<6Y4NG-PX ! K,$N 
M(9aCPX9M1W"7S'E!5*9E1;"7Z>2O;#\BESNN9FM0S=:4FNUN'i:L,'a.!4.1U 
M>HYK+_A#8\ . 8PV ' ' P \ [ Z 2 K8#> "<2 ; 3 , G ? KG ! ' L_ D_ K* 3 B+< ( C S G X-QC , S N RQ 
MO55*NQ(,YEX1MK^6LUT1ENS)=1CL*'#8-M#RH!H,5OBJF2A<H#Q2B!TM0OLU 
H_-%''#  = N.(X9A  + + 2>99CD-Q.B-DH"#'>B  = 9*R?EPYa.$C*'W'3N"G3  5B"84''> 
MPM,6\/1/!B,)XUa*6>1,QG+ND4-_""^YBA?>QHE4H6?$J,"P076<9QFI?*8L^ 
MEU93'EWQF:3B,30AKOK,+C$R.8OR^Y'/C'3_O6_3YTNK/C3>*;;AQE=ELU*J 
M=1N)_<MXRQR0>B(P[[)/ :M.>N*IWL,+?2W/3^$E !685(XD!XCC6\Z,:I8DM( 
M7F301NVIG/KPXF;4BZCH90V8*"RYJ($"AJ5M.K8D;7H68[QCHG!a?-'X8IX9 
M,%I86'2UYC ' =S"BXJS5?F9a>-UHF3 ! 83E-$Z ! <6 Z Z Z C I * 6G VT V0U Z< R8S I Z . 

HBHJR*OK:OLH  = VHDAB\6PN,CF8"L4:D'<108#O0#PH_6  5)X''6X3,Y?''EXJ#88 
M;PKD8X*%!M;a$-%8J'  ! % X6 " C P88 1 C : > D P^ C G7a C \ ' +R . # / YTa4 R ? H \ #a  I " D " 
M)6'#(J%_BH(;I0FAH-!^MCP:'T7PT=E-8G8I?34>4Q885JT+S54%9=,'YRA*L 
M3:+\SJ (Z<I8X<I8\DD0>9>I8DGA/P^C . Y%YGZC6:P:^Z#*CU/ ''2:8;N2R?? 

H2.W-8/:  ! '3,,=AQH<:,;\UIAZW;$$<?VAY>DVaULYG8,#W,?7<.=7''$V0F'K 
M ' AWW.  ICCLV368,<9%6NP''S4  ' ! AX7  AKT  ; 08T  ( 3 a Z P_2  _ I ''6  K$  C a ( Q ) P J C = R 1 V 
M3"+Cl9<B0!K,/9-SG9L8.9BY(LQM";,8BS\J9PV.V9L;LS<+#$;MB’U9\a.9 
M:+/^:P0Q4#,.*0Q"Z[:2LV?'L1P\R:(W;5'!  % 8a0>  A-$  R$,  A L_PR_aO  ( N $ H ( $2 
HM2*8HSMP*6(84PCBQ'A.CT,4)L3,XDG3P+'R=19)?8Z>91C/O8EFUA;<(0H> 
H8'7W('V#P0Z8966/R/KGK,$LPU'E3\7ES\1H/_-S2>4S4>6+ZJ6?''I3M7G:t 
H2\_ZCUUKWS?=_H_:Q3\5373QCLI:_.6;TJ;9B'J-?TC/P>28CVCK_P4KVBM* 

M/185$Q+780: I+J+al F3UX\BFK\+;0*8W/XZH,T66=T:6HaFJNX%AUF!QXPB4 
HPV!9NQY*VC$)GZ(6HZ!Q'FN;*!C43*HFa8'3C)A-WRFH=EH'!?H:9HV3EDG3 
M'((6/A'8LS/F>>N4=<8T"W3H'8.A)BWFL8G1FKKZBHJ*YN:+PT.7IZ>T\W,S 
f1RS  = GCZPL0')>O;*X>N\Z%!B\L;;\9.  / V \ Z<K8  \ ; 5 L*  A9__  " I C + X Y 1 8 ' . $11" 
MQ'8F!U3A6\+L#35(P(8\HIBD!=2CR+S)GL,1$()3Y\CD82+12"2a_a,1IR5C 
M-91*HU(-4N0aA4$([F5F\[3$2NK178C(<AH'/J56!673)\Z1_BGTL232ERSI 
M>X8\?(;PBR?\$aC?LZ1?(HDP3A1_6+\:a330H+=NKV$H^_XSE%=3.6T'3_87 
M.WC!90PZ^33,%H  + M3QLX)' #_Q3 / ; ) =# \ A ! -, 8 C C B V / 7 1 V 5 I / / 5 V N ! :W07B? 
M8N8ZP(:9l>"X/8<6=W+.X1Q=")M2KT<Y:''3988XC8a<8>P0!70H/+:TT:"49 
M>TS#'A3HO,QaH‘'D0VQCL\9$<Q'''T;P8CGFDX7XUa#6:.Y0JB3ZC1C8B/LZ7i: 
HSK';C;883LE$.XX.YB*8#*4J?7,Q0WSL2!XJEF'_(N)D.<LPL_:*FaRK’X9) 
H7B/!;V09)J.[a6%"V4L00P0U'E88.*V'?*AXHAG3VIHJA=3_a6$B8P$"80:_ 
H/;*?=(0)0HRJZ*R^ZQZ9A:>8JL0PA5?\Y?0Z9H0*I0.)13-EC2=D3*%9B8<E3 
H1=,?6AYN7GKR:  \ * C 0 W60_  3 3^  X + 08  E ? N 7 / A WM  ? G + % , T : U ; , D ; K " <*  AT_  EG  W I 
H0-+%#^CJ=Y0EOOQ4-a2'Y2Q$E-SCU3X7MGW+C_TK;^#GB,$?(_O''+8Q?%IP? 
MX%=VV!AN')$TC8+!4<UCB.8.R:UJ-T>W8L47H8(+FIB+HY3>UK=K=?IIU' ' ' 
M?0T6$ULZ"TK'AAG$+>C+'FPSV8I!7'':O0IGGYH'D2_W39165YVOK>GIZM+Ka 
MZ>GI:XHS8##4W3M+JZO+H"3;8#!4>O8nXZ'F0)XYF*E'P21$X6"A%D)PJ%"# 

M>A"'OB!  !%P#,DX\3.  :a  + H<a$"9AaNA'  ',)DT2288J3-:\K2.C$4H"(H>ILaA 
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binaries. uue 


M-!="'0!W(("C&F-%:;'\:A4ZA\M3!>?0)U$"IE$"3a"'B4.G"9:8XG'<"5\. 

M ' \/QA. \9ZG"\^, /SN*I%0/H&4\Aa-a  = :w3WAX6F :QV  = G + aG8"6#; Y = iaCKL8 
M-U>V)IHOC?#9P0((V2M^[NT%;''YZ&1_&'=AN,'J:QNY/=N\$<\?SL$O1C.\R 
M7)*%<50"N\K!WN,0]S(:HCG.?N%>%':_-.P\B<?#2![.B:/K2XV=0='8:G*P 
M*_WaZ!T;:'HUXMTJHAT1*0X:WL.=Ga8&HU:$WER'P;+:YZ3:,YS2,"NQ3x:R 
ML)K9''*D&a:'2SV.%N'\!<:C8/UE"!);;T_!Y\E0M&5X+#).")D+<aDO:*&D7 
M*>]%#%.C8#V$0\!*F$',)TT"PZaX#!/J)99A-#\&I>$:<aC$!??Q\H>Q=<_' 
M8*QB0U8^+D4=XaU)Z:,H!F-AT49\_Y\:'v:v/:KLVOBE?>W'UOO_6C?\3?G" 
HUQG8?TT8W5!VWQ+6S0267/'+OKP_L?G]V-h:\N*343FAJK:PH/8(_85*U5-> 
MPQ\%'<AaP<!/D2.;;/$'OA5UW1<U:H6UO>+Z/E'#D.0B,CBF=9P+<$P;\:FB 
HES3KQ'T:7LU(5(,FN5MU<5P_/C5EG#%JIZ>a:+,6h:4*W-H,MB*' X?0DW%73 
H_"(+\,S"(A0PK)*:O-#45%YQOJ6E971TU8PV7YVU+h:<O+-R'QG\X/;#M14' 
M*-'ZRN?/CAIGU_C2*0'(P;PI'!AR,8MPJ%a?(M2'P28''H6!A7R"_ZR3ODO3, 
M(IF[C’#.N'X'8VE6(GF82IHB$TWT81T1-T8HKE"J48H>H1''0;2R.Q;-A6BE 
MHQH1%T)PGHXH4X45JH+5".#C:90]'0.3N(**.'a5BR0^8(OCQ)/:0AV-%']3L 
MW.#?_1,#\.L8TO<UQ=88=+?1.-M?"G,Y'G/)J5n7;#E="-N*<_N9EO._;C9X 
H6X06.$.%  = [c:xl*EK:0\QE..‘?;<R8W<lCa8  ■ S , / = S G W9> W #< ; >8T S a9 E #B6 
M<DDYMY/LZWC)F/M2PZ.U+A):QWB'##N6(>:P2(_C3R27=a1W;//'8+/(PLR?+ 
HQ6#;"8%:.X(UF/]N+3J6<S%X;VCT0D]1#MZ?)MV?SI;#8/G!#,PG6WDH"SN< 

M3?A ! 8E;C1 :3X,34RV  + *(#"a%ADF882*X"AA8%5%  + 01  06-E/B9C*jaXSI ! (-) 
M8a"B,*'2D'$3P#!*5DLF8_#D*3+51*1;a8$R:X$$a:5+N#T-8P4KB.'\NV"P 
MJ08)6?,885RV!a: S#+,E+MK(-' C 7_GB S 8_ W7 C H V_M :C:u'30A^KE;XNL7X'! 
H<4-K\HYE?MU,4-'8H8S>CQ,N0J^ZX"0)#I(6A\3W16::>25WA;40A,W?"+K* 

HA:>'#! : .;/+8-GD,PCRA3>'0=Y*N>Y(F'TK##4/,R9QV*PJWFVT,MQJBa. '8 
M<=8%,5']E8C*'5YE_YF6T?HQP_a,:CN'P6PQC7C>:+'"IPWaA6NL0HX"AH<T 
MFJJ :>HC"O;V:.OW$](SYQO7YY5LW;:'‘Y=>_N,F)x:0X8_/31 '?7YN_XH!%N# 

M*;/ ! ■ H0#X8"1  ;LMa_F 'aXS,  X'^aJI  =0<U?S*NHY9\ZCR>8B53$,#DF4D*?DM1 
M:0a:$O'(15RFB<LJO%LE9:9D1#>K)/4J8;6*5XX'#E73alGH(a0#,'$8$G'\ 
Ma0'FR0,4\0E-'*1Q,/a3FO2!  BA6D5CESa\/ ' X + = 8 A A7 H NMGO / 0_% V3 V 3 G F_9 
H.NX$VR\$<ZYT.<4*F7V2C>UPSLZP8SW$CJS=.;U;86P;8a:*76//0<NE:1KE 
M[)#3C#"G-,P)P5L8VZ*G>8*_+J\PO+R*DW*6":G/BW'AF3Na<CN/G7::;DG\ 

MFZ/P  = a90C9"S8^QR+'<8.  C4CWJURM"  . VKD;8#8CZ*(=YH)$AW9<N8PH89D0V 
M23J4_" ' JI4*8XE '8=Ba38,9:<W"_; .)H'G8LGXG"*'V3)XN)P!(RN!P+J6)Z 
MP]7' ,,FC '8F8E  + 02T1  VT0,08,#U$GAZEX+?  = A'GRK(Y*-$' a)M. F$,,95CH; 
M,<Q*C*F7H11Y2S+U+;)\:73=!EWU$#!6E*ZS5R9DI:01#,:2D06"N9:;'FZV 
MK6''V//RU>>WGNKO?E:_XK\*Y/Z7I7L0-;\aZER)K9P**-(S!;1\1M2<$F:%8 
M?63R8"]GD5_Y6-#P1W':?THN_2#H*ZMPZ!<PF,^48813R##,'_RCJ/\OXMCG 
H4>W3XL:1F.91,#BFW8#ZP9U3K,80aZ.;M<Ca*BO'L+!F.+)J,+2L-Z+\,HDX 
H5CYH')JTFF;G#'.+6LN\?08J8GAV’a">M%XSS5V'LBS: ) ( 804 ) , 6<T=W ; T5 U 
M?>/%UL'A4;UQTFJU+BU=7UE9>G!_!0H8!H#UEa<"Y?Q)U'E8!H<*I\'a8+XI 
M2*"WM82%S8LY?D]aQ"4A/4=E+RLST+T42, !.',=/$'%7"'J4HH959#_J'6/= 
M\#^.EK6JHIMl%T)8HT*+XDIB0PH4a5GH!O!a='A'''IXF#\7AGZB('S1Qa,+W 
M4SA\'B"AB',$\0E)'B2$C''C"X-\E0\R5O_(VP*W;3'E+O1X?*NY(7R1H'!=a 
MET<-3B''NF8$V;8/8=CC'#%/SLBIB):9Z8GH>X!Ga;7LlKE'8PC8<G6$/u:-8 
H?HXD;/RP;\5<#. ;>#:ZF\^ ! 1 7R Z W7 LI  3 _ ( _ ' *3 C N ( 3 K = 8 C % K ( ' 8 ; F N ; 3<, C 3 
M(>562SB:8_!V5R/8*\+;8<PRS%Y/<_2#8_;DH"AL-3C.<#)\HLWW4#CGF$)- 
H"6"8\,L"aR$-' \ . 0AHGC  : F ' 8#889 ) H + *R- ' R,  ) a, .\\R3$F;Z.aV*J:#5%PB 
riL5YTP!,:"aS3D(;C#13#,)5B)-/,1,8L_G^LG?  = S4W>ZQ0?'''<!,  = C = L$HH  + 
HaD#HN,9-EF3UTV6,>P/U+E>,>*_=8'#0'3>,”R6C22;)33O+"$7-B8-<.GE 
H0M3  SCN4CR3  + VU9UYYHPT_a$  + P><\  Y_F'' Y<P8 '35%aEa,aS0a,R!2  = 3TC'‘''3, 
f1YDV',0(P>URGa8ORa_*$8XJT3Y-GGa?>?%-PXU7!S1?YUY\!aU.F?HH=N1O< 
f132W  = 3(FL[,I ' 9P>/ ) £[<?:! AEV*9K3  + - 61  SM0I:YA7:+XA8\LCCT  + + PO*?_  = 
ML*:)I.$I,%C:*ES2''AHD:GD%$H.:7XN'a(U0I/6/I'5?R<0'9$7n8(AEI5U< 

M8'a"1CF_0U  + 0!0SV/-<8$F4U>V0TN:  94791  2_U%RK2JC*:6AJZ5_#*#;,W(9 

M8-P3 . aT^8-X. 3,R"AB: FAR  = GD59aW-G  = = 2Z0,"W3;%EY  = 4= ' 1 a\/CD%%AA 

M\,'7KB*!/OUD.3)C*9ASKYWK$##8WF/0233$^6!'<0_X8-2lP?ia8+"3*"(6 
M>a65!"('3a+!8P0;'U.*?81/!WH*82X'aVFJa<(;:*R*08409>a0B%RH.(=a 
HRZ ' la ! /0.=sa<. I ($'G(C3K0  2^x:"9:  7L*$(  : a*SaG$ K# ( <KB8 / P ' IRP(3RW 
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MIVV<P7_^  + _66]:5;a*_;U50?7:$  : W!6ZWC4J$XQJ#(:885MD*1D,(:R$X!0/_ 
MC_6U!((1"0RQ_CN.>a8+,6P6NANACX8GFZ^Y3H)+A1&QMKFMB>$UUP60]LD) 
H'LG7,,$La-$JBG71:QHU&,U<6YV;)IA4:3I,34:EHi:5P"C/Sa\UAV'1H*_HU 
M$L)VY76LL)D9[a8,%F:/0"7")aSFXaA::81T9YQ\UaFY19C"(A2DM'I46a:# 
M5-9!+(8#U7N"U'0"5'0#',/aAC7:PK':iP'#K**X4'(P3!Y/’'93*!M.!a93 
MSID\AMWR:,\\6EI,RLK'49'J*aJ0IZa&FFDA0%M)CS;BU"7"KP.YX<'^-"X\ 
M8AaMD8Q'S*8B)XG(RWC4-!8UHTU='a;3Z3<'QFC08M(U3=*B*G%9E7!=%K*H 
MROa\C<K+_)MO<J*_Y!B<.?\P:>JGR*'OaSJ_HIH_DY?. .F8. '4ULWQO>NL.O 
MZK!<YRI)<M/6BDCW>R1?%^=\*RZ^+ZGDa2QK>2EO?0570**D*3DGSZ97(&G3 
M8TGC:W'M"VG=8UG#=_*JRUC%7?*2#G#'<C:%\"IHE*2U\0#./b:*;_!(JP.Y 
Hi::Z)M<X)50ZQI?)TNOC:KJ;>\$$7P;O"U=>HU<&QJ:,a'R*N::''29=Z+CLG 
MHZFIJ ;=_8aiT: ')R$C!\=6GA'_:'2;"(F#SNTLLFP2/(!XNaP'JS!W*LP'>+ 
M4(FPG5N]F!HAHQ;!!aM"9E!12N'8a3!"^/:C9Q($X!:"'a#7TP!a30T'6*LL 
M9:!8M'QaDLVX<\5HB8QC-'TBG#D:0AT*H'ZP'+;U0>'#'HH'[:VNEP4#6a"CQ 
MaKaaL,9'GMMUFSF34VW9H=JZ0CWU'U:(P:91P_K-O?J'=HT>!X,26P=:iX8Y 
M'!L,L^$3"1=VE(3#ZF*(HSK=S10BMClAaTa\*:FP43!L#L.F)#:8aLav*''M- 
M,#?;G0.PL,A!#T*CH-?CXQI'=U-:';.1. 38-*,Qa6  + * ! M4 5 K8-B P ; X 5G , ) * ' 
HP6"%U_?!?"2\76?jaSVXZ6D\aV,laW>'aS%X!<-(",,Va4J;T!5##'K%/PP7 
M8ia\aKOBAA-)''Q0.P\!aTC4+K#'C+J"E16"%*549I:ZDB%J:K*.81IQI123V 
H;2?8;)a,[J/#AJG3B,3Da>2)063$A"9BDDE>.)GUL7?J33IU"4]>PA.O8HE+ 

MZH1%D#)V'30i:6?K"FYQK;W*67P"a<Z\_3Y (*'RaXBAN_[M7*,  — \7%,PZ9 

M0X?BNVW#6W;Y5=G)4MWEa2+O%L*H"5'JIY+\.UYE#Z15#R4U3:Q8!LN:7Xa\ 
HFEYRDC8*ES:\Y"1K>"aM?XVNM<:E=4_E=7=5U<M>13W20!9a,'!8DGL)"'S. 
M/N*9V0a,=DMM=-4U'(!9!I<[Q);;1Q6!1$F5(:67*CO'>D=F!L9FND=F.X9G 
MX0I4!C<,'AYSa.CN[s:74'X8!BM\J;T'K/#$a,3<W! Qaa ' QP1 /K",9<>5 ' LA 
M,0(,=A2-<3X83+":j'L8S)Ka2PX>3?!"$X),L"9L$a\=PP+'R>'AW+\?50HZ 
M=Z#OaFIEX/9(U#)H*D\%PSiaaFWJ/$>C<La4%L!QG'Ea+la'3Z%S.!C'0%\< 
HM\18!B,?3%AA!CMAPDH#$F''2P8BRNUBG:P%: +V<P4P) F>BJV5H>9'SN4TDF? 
M0BA6YHN9MO7Raa;C",X*L\PL9H#AC:a,^x:88>,*-0=:+J%WPZ885aJFHYO# 

ML-a\"#:$$2L7\-#L750-MPW1E ;8 <U>G"+#0ASa""UZNK,38N4aX+_+aY 

M=,*(a*0;X:C9a!(-<\T:'C,Y\7a$(! )>/99L-T9_+,=W:K"E$48,:riRiaG8L 
HaWKMC#3#X$"A',,:FV#-WE#<-E2S-X38'PX81B0''a($?BD)6*aaL!0'a-VR7 
M!!aF'%,HYPS")1-W.4N)<BE)/N550L%_:W4YC56B4(*H)2D>PLP;#NJA0A"a 
MZ7'##a0"aYF$>9_,aR=URP!C*N$JF;!'aB*JXZ*"E#'Sa+D0TA=?GUM*DLWT 
M.G0Y1<;2B]3Ya_a3/X4/_>#;_aW6*(FX>,'lL.Bia+x:81=V^:4CR-/=E3EB 
HOTN>47.2C"\EA?=DY;:Y53_RJGTD:WS.2=LTaA-ZV_!B5?6OO.J?R*N?a0## 
MDNIG\JHGJIICB0(E66a7)*?5\VP+'%C,FF!1>A.88)>4.I>D:A!1-!!<-a76 
M-.=3.2L-NN'07>P:5a)8T%9^<:aK>'9aW#$X?6EaO',066la</\H7RS1T'CA 
M-3WW;'9><W,S6.a*a<'1\8FK\:.:PU<Ea.aaERX'EL$'8/:;:SF+$8'la42=J 
MT_!H!1/La?<3D0OH*"YDaaMa'*8"!E'*<>H29X)IJIDFaBA-//7a'C**4D1?1 
H4KA_HBUaC%NZUC5)ZaC/V$4S)TC3aX*I#WU ! !)AaaaK?0R#HaM*U5!%6*Ma2 
MaUNI^2MZJR0LE?"O<3,,5FZa5FVU4FVU5avU4aPa:34SW*:PIO$5'MBPR6RU 
Ma=>P%L*XJ\S$"K,<0aa_9H;F"jaCP41BG9:N/;Y.F83A>F$#OVCTPazza:wX 
M8aH#V$L/8'U[!<HZMKD)IP7SX-_FS$a7U*K!X3'!L0)Ua*H_>8-I0RLO#-89 
MK;F\0T!B84!AaDUPa#:W4a.D<N$UK;'Aa\U-C3!F\'L9O!5Fa<a51PaZEN-X 
M!N:a<01/7RL_D-K:7VT5"-(saa'8-D":%Ta<HK$-TNa;a3#!)1(\AEDKS+OA 
M#-8*9W,8lF6EH!*Y81J<%EZ#,$S7<Z=T0')\!<,HE'a;)L-a4$(<-HR'C6IC 
MIWPRKFE3%K5)2TS\'B'9#9N)0\=UJHAI//HSW>*;K"4D''#6\M.4*?''-N_aS 
M\,"=4aW?'H-%a8H.6>.'$WIHPMLL_.J<%5F>ZB))0*<X=MGKC-=>A?>4E;*J 
H:A[)ZY:(aY'5!KXB0:SX'''+W$5OZY\#<>'*25;+2U'C3%':i%GU6%7''6ZEa 
M5U$Z+\GM<$N0=5\!L+NNWD6'''!(_43=S*VJV>_*9F\73HC2:7X:4C\G3V\[ 
H$9KK')'OD:E0T-1WOGNTO6_L0L_8a;L1CHaaOI$)A.aaj=C!D<*R6KT5CNX= 
M!'S/3(_K"F=/N/5P:6AL101KaCTa'44:(-8$HS,Y!_<6,,'JP"MDa!P>/HN' 
M3('))a)aT%$<FT(06G0.!P''a+X515S/*,HJK0"O-9\'!NZ<SKFFT2Y+6*4'K 
M$$W9A=-'0\B#a=1! 7U(_*a4F;4a" )0\ : !a!+)6ZE!.AB'a!T!1(#E17PC:%? 
HDS;.X#_]2;G%1K'Z1KD5H(>56>ZN7PAF:D"%'.88O-:07;,,9D_F)$C?O'86 
ML<L;C1AE(aB_M6J"F:z''NOC#a,2F#^RKIU8;F"(LW#"G  = \!z:'J693BM0:''W 
MY"H;BUaX/ ' / >> L5 P<a \ 3 ? A_5- K / + / 3> \ 5 0X S< L . F#):983#(B,aK'<M_2*,8 
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M;-HM)]ZI'P;+=D8#AI6C0Q2:60!;^G,,%F(87FCV**ML_#a,(Q+;!F+CaCDW 
M3!P\31X\'QC&#T<#ALD3\8! A<,.4C\(PC9{.&*;<LFC//$9:R,B+T='7=3D* 
M)3350C=,^K1la9W:X%xa,1W<1X;T<\)#^NFH*>_4Q9,IB:x)\U3<K#8.8#R' 
MQ4R#E&?&L<S/4N;?I"*\'3><OO'L??%)TOSCV,F?0H;NG*SX3LTRV#YS[/:#B 
Ha.V9=aN_IH:4>6*L0A+8)XV_(3WCG:SHOKSB(3!86?=$P1I<8P&;JY_RJGO" 
MT5?..F"a+R<U8+CDD;KXH:;D?D0EU\7G.EU3ZUR3:P#'SHE57IG — 5-?U<Q* 
M6S%[JVCF3LCX-TED7\9<O!%<-8UE7'0)RS*BC3*JC?,*RXS(J*RHN:a\J:''H 
M>Z1S8!(,,6'8=*&:*SVn(#NGJ*&IN;VSHC^_0_7BDZP[<MRUR]ZSS\&CS]%S 
M)8CP&&1+(WH0a#W0V!YCHR9WK)''*O(J=OL+5HX$))H'!?'IQ$6Z#%-F$'D[8 
M#)B6%M.2/,8S6*N11;FFHL' '3K'>CE',B3/TL5#J<! !]R(\ZX$/NTU)C*7P/ 
HCEN#Y97AEG)L-UQ5K#28A5)CH<0L5+B%G+"0B_Z2N"D?O-56N76_<LL^5L9= 

M#WJ SN:E6L:5:0RM  = 0 L + 9/*85$0;/Z8:1, #)>"#$' ''2QB4Y3  = +(_7S3$,/]0J 
MAKDG=U.;*,3P&H,LS8QQYV\C'-%7Z:L'L,/&N<0:SGIG03&R$,.B/#V,]34A 
M7'XH3">$).87VPOB83,D7A/#6E,K;%0:(>S4D&Z/$l9&Z!EL$$>P*SWl(.a= 
MB5XC8X#!BEVGa<8*W4''8+5%a-K2CY/&*D#(8(3A0?X<AL$*$P="5S%\F'/# 
MD=2Q..I$'FD7OX+A%-HU#1A,B<XB*RPriX##,J,MX#./U>aPS?AU,8!>08"FH 
MAVOBT'3VD6=8',"GDJYX)\Q0T9-aBT%4)!HWH0J?P'0W$F;?I%Y:F;KP'#"L 
MN_HT\<HC8’#0X+''T';?4C9^+2J_994T<2AK:8:%A8=#BH"F2XC72H'8OV.NR 
HK%N*PA\5Y;\JJGZ75_\!)'8,ZP54lJIDIN3\+GL%]'+TE9<*X:0L>Z(L_D-5 
M]#M6_'H1_#.1_S-6\+VRX*9G5K=;2JU#='/;,ZVS;XNV:N=MaaaHF0L\>^RZA 
Hi;C_#s:\X53H.#)9$ECOZI!V0!5A*I-[CBCEAa?XQ9XNJ6RYUC0*8.3?<-311 
M4  5.7FEE06E' 7 = K8 3 KC < C 2 H = C PK/ #3H 2 + 8 " P>< ! 0/ . XB8 N0 , Ya8# / ; B = 1 IC  . D 
MW<$  = 3;!4''<''148O'8")L"aN:)'/'"-:*XE07,%AOaBE-+:TJU<I*:8DA  + <ZF 
M/; (8  = YVW2:  + 6,  = :; (9*QBD0>#Z . /(a#3",  ' , 9<Na F a = K#6 D%# Ea . PB V \< . 1 2 
MU9B%8a<'CU:'',"XA4S\EX3-,7a_2,7+F+0_=K_#*JC,9!82M;-2GL%2CL'L 
M"DN ■_PB#C9*3-5*4MZ7  + AF/4CLNWG1 #8J  'J#«)N1FC8B,3"6CS.:.L  = ,.*H 
M!2N>''85C?"":!G??DKV\+2!_2X7T:EG(:K,aEU(;?5Aa,'AY*A42R::A22SH 
MX]’/T*!*:Ha32H(<aT8"TaB##?=Z!0-#+-\S/I;35ZAYCDB3i;$CD(F%aL'QW 
H*#!8N3M'9>80%X  = AC;4?,%ACXPM78+!>^'Z42"')3:$$(0818.IX+'BY8«4 
H4PPS70G8;IC%,!=*,'YMW"D=X=:#!G83a;UX8'\5.N23<L4G:>%D_"P3/:8- 
HG_*.G4+%Q!$36-BH)G$Y=NIIRH57(-W2R*2KSQ)F'T9//aa9_?%DUVUEXQ?N 
M9<HV.3.'="-CCWLM'EH=B'(I62\+'E'$_5V6_JTBCCZZY#=EQ>^:JM_458\' 
MP^K:I''JZQ_!''5?V8$TH;JGF_"U  = Z.8:>  = = ECY'T+'ZKR?E/G_HH5/,#S'I#Y 
H_R)RC:8y:t\5WV;*/BZ++U=-?=V\<*=R[:i_Z<W?SI^YF3HR*Z?XZN/F8MF1< 
HD7K1/:S$7inZ6'C8QDG:P8=.CU_HH..(VW'9R5!=2=WY_KYAZ$<'B2:T:F7E 
HZ)\K*8DL;JVH02!GT+(,.U870;a7,5aRZ"P>XHJ#7<i:'(.=/-N=1.?=-8-a 
HaHFH!>+T'!%*8388#2(HWRY4J,VT<": 845=1 BC+X=K227*THBW%+TCKJ8.<X 
MQCZ:L8NaCYUF:R%\'<#4?a8<,8E#K'!8a>B+!*X7'*S">''C9XQ9RZa?'+\Y 
ri!A_a8*R'CL;;SH80S#7-(DR;DPU\L.%)E9C!?’D:YX-7."IDJH)\W?"_KS7P 

M;8'B5:)NP7IXH\'NIKF$P=PQP:84P<aB)_C.PZ-U9883$+JF!0? 0RP)HS7 

M:Z31WQ.<:2FU.4,L+)aV^R2P6B5""JVPER88C3;<KU1'('9+WHW1+Y8S\LZN 
M?\L8K0Z .^$'G^6#E68Y7L)#!8aL_CL$(P:9(G! H8 ) + ; Q Y0 PQ AVZ \ ? PaRQ*  " # 

MX2R«H\ ' -$T>C2;M8VCX ! U# I * . = = 8QK ) I H ( G# / ' L*I4CVZ4LZ9M(GU::-\  + 
MM"_JI6/;Z;I'08(PP:"3<=-TC(1OPI1/C86>P2'#6,STF;''B?,O04D++Q.N 
M/(V9?10Q_G/0R,\G>''''H6K]QKCAIESMW*'74-KI_5U#;<;H8?+'\:$al*C$" 
M,?aN5O('*_\ZJ_A-4_D0JWJD9J6J_'.DJ7BLJGa$4E<*!<%;0*^F_"G0ZX4/ 
M18\'P)K\AUC>KYKL'S6YOVBR'V"9  = \GL’CQSC_B7W0NL>9#6?i::u\1;:+CIW 
MKW#NAYRI?Z:,W(CH^,*_X1I>."Z-/.\<5'a,3SHa#M0KX0N!K?V?=:B\:WWH 
MO?UV5DYR.R+,/:FTKFV'.Z*KJFH,SRXH*BD+B:U9DK0YB"\Y2HJ=I)T.DCY' 
M*<(P,L$2!8"0L_C_:#L3KZBN;(W_$6:eO<CK:-I^:2.3J ' P*Ba+*3Z ' 4 /- S Y 
MUL0\RCPC**(BB$;%Q)E)15'01025.,0I,4G'(4;ZJ("'CD9CNK/>6**<>ZIN 
MW1I'2;:>:Z'':KJC(J;)''YCO?WF?OPV8'P>)#0'03.3<0aV8#B*1>/*8  + ,ATC 
M#4<)MI6F#R(1S*BW0\->NHF-7<  = 85''JB2ICP'F9E'A.<P00""'?32*/))49J 
M"4/ZD#0\#Z<EZBC(A7($88A$'’9::K3S.?IR5:q=CGO(<'_IC!ELUL%\IX69 
MDGAJ'#MGL)T.HJF+F$X'!_*,^?<1=P9(HI7%PlDa=A/F[*H(K(<:9HL'685I 
H5B2<<8_A  + a:  !TQ/W//R_JG3!8XHL.P38Z:  6 = C C D K0  D 9*HU_  ET  / ? X ' BVU  ' 8681 
MFJT4MMH1=aR.G5N.TG)V#+;:$:XP+2=W2*<L83.#'8'U\PT:3CUV0A'S-/$8 
MHL)8a8',)U8'X0R$83(aAUR12P3E4L'Y:"IH2C#AY0##C8a3$U/Z2#8!#-/R 

[CCHK:d1b84f202d812e779045498ed1f60a03afa03fbfec4959046cfb6bad1147afc06:: 
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H6KYa#55*('S3''H/P+)VAB3*VP)()TV$RCaa0OH:2\X#!;$Y_0N'YN/Q*%C'X 
MLX=,.:Y-.9G<-EYPX7_R!P"'?T<,SNQ]B1BL:KP0:KBYJN;BLLH^WX(3\a,/ 
M**GVR+'&J>F8/.N:L0RNM0J19H,P0NAY0G4<VS:!?S9)-/R"C7P#aMCY!M_* 
M!MOVSEVQ;6*t:>8K3U]\\P0"L*;JF7;MB*9RF%CSE*Y\8JH9BML^G+1G:/O9 
M)_L0#S9<&0KLXFC-P&AEWU!*U\/4UE0ZAJ_48T_&Y.X)B:L)T!;YBE*:PDP> 
M'<H_S_ET]ER/3SS:W0-$GF%J+Q&UDEX  = 5[9H5W-7''_%3M5NV%I=HE%)[:'8,! 
Ma%=)6T/Dl\)D;8C!X=+C89*.T-CV4'%'>.SA5=8HT>IC0'1KLZ_B61?1*63C 
MX/CCI.DHH6\CV1:+$PSG)+/R>0#6L.+U3%2Y+KR8#<G5K<QD'M-9:',G4'Y8 
M:K$.'9CRPJA%:a!aTE-*S)?a4/7*M1X*K8=2ZZ$"-YBK$H87=)<2'I*8.7DS 
MU<8SS%X$SV'>P.:#XFF?V9W41=C5IMFDY=Z#P?R_^\Z?3>AD\P8WFEF*]E*T 
M?'7:KO!UF89'LMMS+(4'?(8!O2!V..aC!8'M0_6Xja8'CaK0.\W"A3?"5<S, 
M8K)n*\WY28%E""S0XW<;81\C*C.#_%AF9Z:XD,%3%:G9V1$H+8<8;"V-L#"8 
M+XV(G+O1SHZ0N69;TG))2H\XE8=)C:'G'V'8A%'00Y,88'BAQi:V!ECXB5B< 
MCAaL4,.Y",-'#0,,'S5,A9?R:Aa:P9R8S<42FATTHI,S)3ZGF+WP$'=WG(C0 
M-V8Z(CBAA<WL-)4.8///ZK-/91?V)Q:<U6=U,ZNn8=?;Y. .F_4.Y'_\+'F'X 
M]_R0V>??I)WY)>'DN*Y]4-/R(';/K=#Z:P'KS0a6G9J?WKC'U"31Cl+K#RLR 
MSFN*[ZaK[VLW/L5K1LBZ4:)*%8KB;1/$HaELZZ1C:+:\PK=,8G6OL=I)0%*B 
H9AQH7WS:<VS=<PCaBF?:-4/4FJ>ZRL=aM4/8;6-%C>/-5YCLN3*R\_*S*LMC 
HU0/CY:  = 'LCH?)C1''1^*XI%QW  + "IKSRK3)C]EH:\HS2LT;D$0''^'LN?_U\  = ''' 
M8G9=Lai(89\8VD>B:Q:Sa41Z<0G6M9MW)81MBU#L"Y7N#Y$UAP$'aY"VA\LZ 
M0'  ' 'FQD<<P0P.#2V467JI?.N8:F7(8/3S^/)?7AR-RH  + IO1  "'  + J))""#X9ED 
M*5;X?")9K9.Ml2/*V+'")IC+PP6FT,N22#\3O41/+680a,F%2F1!('!KW>48 
MAUZ-FU+C#D*.N<DP-RD!'.P>2WB(Q7^=(8,7*V<M5MD">$:-<*;Z[%H9C'YH 
H""9a(CO"aF$Ka_D\C1,8VQY7Ha.D/67_:">LH?M_#,?>P_R2T;A/*XD=!+'0 
MA(%P*CB8 ! S"?AQ-.-1 5*_ZFa*:Q#^(6__UJ$F\\CQ38'88LECL'P: FKOM/8/ 
M;;7TU+.F+5)8T-;(AL8VI''4$S7L*R9j>P5%S-X'a>ZA)7,JL5<(\a:v-","\ 
M8D:!+S39"F*(8<!a3aj;30G<+YU<:E'#R[.IP#RDABE'8EaF'4T).KH*BBV+ 
M8j856SaUW('P3%.C28H01>\C.1(##.-L$QW?%E?<;RSH'PQ.+#R75-!0RNK1 
H9W31:=U$?+N*_EC8N=]7G_HGUL'_0*P''DQMa</RI":IC6'MH,';OG=#/;BRK 
MON!;>GI13K=CRI$0<K>2VJ:,/:/,O:E=<U=;:1"O?H)H8B)JGP$2XW5C(,CZ 
HI";QAij;9zB9''/226R;!%=[73.(;Q\85V#'*'a'8JQC! *X8U9<-8Z1 . F_8=C 
HU:"Q;LSTa8L='R.-UY_M0CJZ_=)8C<47E6>?%_6,I+;:9-IW4C/EK81->UCZ 
M[D"FVD''>C9.5YA66i:  + D<**!/'_UIUIR_?.HYSS?(,SC6.9KWC  = 4MEAI\a*RW 
MB%BF,$10F\C5''\/E!\)D*\, 408*07''  ' *X  " $0  PB0G  H L0a  ) %<$  1 L<C2F#7;H 
MX1A,9%VP,CBNBS*V(S/8G(U#(EA: " Y 3 2 H LK9B% ( aaWG a# ! JZ$+'Y.\G9P!#' 
MWE1BH0P'8-'7!53'[IP(=H=JW#2'P5HW)6'P[:B;!W"2X6PSN)HZ9DSNS,9HV 
M$R6$CL0?1K*:)<P%CR7  ! , 2 * + % + 89  S # L = a \ W ? G R , ) 8 F I ( N S ' a*GC  = UG%,  + 0 
MC%a;;1E4Ra:>7LFW2488YC2NTQ._T4a$*\SS3#D%/*WW,0W:_\!R''*9.Y7: 
HG'L>K+0?+!)JI_N='EJQ:R_A3.B*C;!ENQYJ3M)R%a:;R:/FEHHX2UC'8!"< 
M**QH1\2IW.,!aU5NK-I=!S$,2<9J/770EUAa#B88H5XFBR-AP;!_"L'P%6!6 
HPPC#T!Z8:KB$C2Q':HB*8=EF6EG'><,-%-=6aB:_($GH$,,"8H!A+DQY/?'% 
HYPU9/2D%?<E%9Q.R>PP976S*"3+N"%MV+:'G-X#AS(%_9IP#-C^EGGT+8,aV 
HC6F//)8<0!*Z\''\K:BXMKCBWJ*#'/>.XGZE5CGVN2#BIS+JJ*;FEK7RHK7J$ 
H;Qa"8,8W/4<D)K;,DC7C5-T+$'3M8+H'-T#CDAO'J0VC2/:B:T>CRF?:LB/;' 
H7Z+T,5GR2%_QR+#I,;-EI/386.07P_NNCS9<':''C/+CAPEA)_T3VR6>)K3:i 
MNVXH:WJCBaZ038H((*K\9(6'P3:AZ7_S7/X?'WSXX>9//ICK,<\GT#-8ZAV% 
M'?HNENAAa%''P_ZR^'#MHaCY70#B2%5CA/)PN/QPA*R//BS8N.B*ES9'R9K6Q 
MARJXCA=\C>=\965P8a:B,,8V'a8SY%XT*ADP8-8$0P:70B-B90X0P2SLC)9$ 
H^>MY%X+TTI'+Y3R'<7<9'K#80\TS8*AAS%6"N<9J7<6X*V!P:!:e\+LUTTR$ 
HLF-RSMDP>/NC<C8EI'8Y.2XAIQ1TL.0I(KR9+NQ*GZ>?9/'>4SFLK8FXYIR6 
M'LDK+8V2S1AVF-IDUW7=+(*YKIXP#0;G.'D'S"O*=^-V1NMRZ+2D/;C2*GT86 
MVPS8<R;ZISK>;"6QaRGAT.R>Y3%LC27LP8!D1Ua8C)B6$S*X6NQ2'>T(EQS' 
M8*5KFM(]'3!8Y690N>LAa:UU5a9EZGa88PL-*"*C$,-6-;PDV6P,<VH8D!BH 
H861 * ' ' P#-<R$F=4P(U J /,$Q+-T,,V: :L'1)#GQ+?39+:8<D$<4"?VIY8?,Z8 
M=2(IKSNH\$QBSLFXS"Y=RC$aD8GT'L.1E\F:;U/Z?P7T31_X/:7_==SIE_J3 
H$:kv87G+8-BNVT 'U-_RKOO0IC5N8?6I''4GL4^06TC:+Z507?8Z6WJ77WR?4/ 
MZ.K':,8AIF:$WOR<K'D8aMKPC-PT"H+>:)RI80,W0/a"'!/KGN85SP%:a?PE 
HRH>)LD=D\4.Z^*8N9)'3P4*,NT8^0SC2>8/L\ZMC6Z^,UUYY73$P47!F-.W8 

[[CHK:f564ddcffd5179153ab734bda70a97ee78322c5921c53ed09e62f825c7cc3d8b5:: 
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MD+CQ+K;]JG3=J8B<EJ"$:2N(]?C2?+_H;**PA/_\:,X''\CZ\YQ/_^JZR'7J 
M8,!aK2]a<"P,7S$#KCXB8J4F6T0TA*OVl"a/A"N;(Q6MD?+#D;(C(*+D1*8: 
MM#EaVTYE7<2+;a'=3.9>0aPF4OKA$>6X+CXA!Qa,'S\4GT$C0KI!)UH+8,R8 
M%>A60A>"79',+(NGE*Al7THHaLGYL81'+''P:BX%#'8'5KOA6C<,,%CMIM*Z 
H*+2N4L!aPE6$NT3AKM$Q?\F9D1?a?aK)CL?3'%2>$L-0'5HGV=H:I%(G'\D< 
MZB)44S=S_U=HQ!\-?/>( )8=LMGL=> !*;FR5;2"R<QFS+)V0' '6YT2#": 'H*8 
M.+V#NS/Z:6>RU4SU_CJ\IRL$K9B<VR_.#JW85.K9,=BN5IAG,-<XPDD#-9C! 
ML'//U'Q88+:ICG#Gi:'aHaG40PYP41aQ88,8\:3R#A1A8Q1((PUJ?!'A\aS<E 
M.!+S*3IZ%3(E2JCP4C:Z$F88CMV(BB4aAD8HMZ*R-5*SD\_5'1)3;8-\06:< 

MWIGXC . CTPHZD[:*Z$U<<-*5UZI#;  :T*;?]3#n:**)06*3S_X8(JG_;>*9-CJ3 
H+_'.,<61IU$''ZYJ*'[9YBN^%0,+"WOGKSX!I+""VJ-(."'/O*PH_)XHN4-6 
M_$2M0<=6_4R0?\)N'8$W#E$;GE+5P\S8,:IZ!'6Y?I1:_QQ<A?2E2AX!^H*% 
M]W3%/QHJCNLV#))U3\LZ1UN^8=h:=73GM9?U5::479PL[a:=W3UF:GM(C0U! 
ML?E+45EGR.J6(-..'8SH4FG!4G8>%_AO_m:n',"S/G':q-//U3:tP2J%5P0. 
M=#"aCQ(aC<(0EEX2PX1HUT1A2'<?B%(V1BL/12E:8<a/al'I6E38;C+08E;T 
M-99C%0i:.R'3.8%B1  ' AX_$(,E,  !0'A)>P(;E,<#ia,  + ,\B?8WP%H(7aP'8-G' 
M','6!DMY%P(P6.48=+!6,\\,8'R(8)=HW"42<XV*^7A8.IC:\'G_*P^PZJE/ 

HT  = E\9"U/Z$)7V-*Ya:  ' GKBV#484  '!R1[:_,P$1?SH3S:l!H-.-9SY'4/L+*\, 
M8A?"CRZ%FIA;N'7M7-LX8:X.7=46%X(3P9:!TK/:T)YC1>:,DA/'a;:76CYR 
HWHUI!LE(!U_"68V>,V/8,GM/:$>aR1K36,*H1!B5la'8(TMX*a;#<\M"’L_+ 
MECEF6Z2P4>UN'a"V,Ha.PR'X!B,,0a(O,O!J8)Waa%DZSl2'*3K.ET!JF'Z8 
M8!:FZ'"8:=%:6EaMM8>Y+!V'88LU0>SATO>C36D=$,-9)S**''I*RNI-6'S.E 
H=!J2VG2Z%K;BFJ%[,O:4KX#$''?UO0<3WO=:?FB1/O)1WC$8U/PK;>V_YUF:\ 

M-USS  + CN[*  + _7+:TS1-^HT#4J4T*KLj:3A;?(XEM4''5UF[:8_,ND%'8a9$D1## 
M(1G<T%5#U+JGU-IA<U0\!O1%\A<O>$#EWV4*CNI+;NNJ'N';'R3L?PX4\+Z; 
HKaiN3-9?>U5:Y6W9EZ]R3X\E=aSIFNYK=WTCJ>Z+*#R*,FW0"0W6Y9JJ9;+" 
H9;$Y2T/aP'C"/X18%*1P\PDW6a:a(%3A'8WCa-!+)#J'841B_ua88'AIK#82 
MJ  ! . i:t>KFF .4  + 8# ! ( E4[8#"aKTC>),5 : R,P  + 9. EW0a : 38  7T48 ' ! B#V4Z ! LUa 
M73-B,*/9";8*1EK+5T3H5N6RP:09%: E L0 ' +C 9T ' B F / 3 24 ' N A#6a A L ! a ! 6 . V . 
MP7##'8#5KDJ-BT(S3ZIU$8/'YD7:80:_IT*:XJG<WE.<Y;R!FGIVa#!?)2C= 
H,E='V#$8_H*!P>JI!LLYH,aaG(YE=AIVC>FGFN<\%;?0Z%+A$8GK'8D!I>P4 
ML-48GHVL9?!U?3a+R/+*0VM+>?\%.FXUT\MB?H>92A.#=:8*8>E\8K:=*68# 
M89MV/E/8$4X: 1 W"6\+L87'<S<_,VH2(UR;P2)(61 ' <$a6 . > ( 8 ; , C a3 ' L4 , - ( 
M$//>,,*P60USWC"/82HPBS.8\*TK):*K^(-TE*S>7"RAVLYUO(03Z0"'P95A 
M#R84:AFS3J05G$K-. 984V9F0VF%(  / JPW-NDS . :FV9P##NIC7aHXUaKY_8/0? 
HF0I>4R<GE9T08a\-laP<#8JX0;3N:**J*UXE9a?D3BU(.1C)'E#XM<DS*C79 
HU\C\C*CB'''BRVW3%/:K\'ELY"(+A'H"76?>$J?a9!  + V80V_I  (%5T  ' PI  9-^  ! , ' 
M,)5WFRVZ0U?<5::_0.T8WO;EZ(8;DP#'VCC*H?JK5VLN_9K;:r*EZCFI:38'' 
MCXYLZY6H\IZPO(Y5J0>7LW4!JG7+9<4K)%DAXD015BJ/_UR5U2U.WA=(%"V. 

M-7F+2!\1 !=":.(8!P8Ea;JF$:8*EaA59(NU>'.'859-(?4BL;A4KF\7*5HFR 
H4:T_3A==)4J^a0N_P?.NPZC(P.#T<T12+SJE#!G,MH#4?LlaAF.PV0P.*P0, 
fl9H)2F>7H6#)#*a"T-T8ri4L)B-(Z*2'1KW  + a\G'=0P!a(C:L:,Za-8.PBP5S$ 
MFD]C-):8X:Z1F$M4:+*! P>_W ' 8MG E- I _6+ E \ Z ? J D0 H 04 .AZ>ZW#SL;GGH5,8 
MPS_/#_=TH*P=5:x'KNB8#T803H2W<YCMD#PW2SC'F*,a!0CD22PTB6W*B(6M 
M?*T,7L8+8,<-YYV:BM/5.2S6R2J$8\LT?90L2,R;a/8U(8+J/-YC>1\U;,=a 
M869N8a9;I##7P7)NB6V),,_aNLBY-9:NCN6\ ' :ZP2''*DL!$av';#'GJ$82N) 
M.4UL4<,F((BZ8-;ZP"R='8;)P8R'83YZav,8AJC:?)Y9Ha56#\0JN>;0VR88 
MU30 ! Z5?H,*8>3<CK3<H]E9i;?G;  + Z1  'aJ6Ua2NS8NZ4AA9ON/1,<+IOL7:M0K 
MPYFW''HXWAIY?=*=?$2=?R3HF(IN?ANZ:'C#CCE_=-UCK0EI4,C'_m:\KI3/8 
HT*A, .*K*C-/F7*' R;C*ZW''J*_ZXKN\66U6'*CZ '0K1 FDRA_298,aF  ! (S? :G" 
nAY"*V3\P.3_0A3\''8NJi:N8?#=:>?W'PVU:VW'BUY?K;#5  = _'P#..SNlWC-N 
H//J4;+RGW/FMN+H_O*aS)+,I.8Y/$ZD;I*X,4I:$:_+$5*4BX0H5_a5UV2UM 
HZ6U-V0U-<;\X<*:R(A_H8):H:K8(\!,S0'<ODS'!0'J+=6'JD6*L*49Y4*aj 
MDFA:I*HFF>J ' #8 L A_ H * V\_ " *X F K_^-_a . S ' a9U Z EB# 5 1 L : ' 2 1 . K2  = LK . 3H V E 
M2Y>R:":68()1(R:*BJ*(a$I'L$9Z!31(-+;$Z!,32RRHE)#XWCHW=W9V=DZ( 
ri\ICS/7L8D(5EG<]\YWN?*SP))R8'<ZYJ,Z$/!aP8HIA.:M?8-H/1#5R4N$,. 

MMFN0X  + 6C>' (; jaS6 ! a0  + WGG\2D  . 89RHL27.)a48$L:D$,C.#30P63?',#')X 
MAA:;#J0A'$C<'2,<0DF'0(v:2N/aiC'WT3CXBaR>48V:>,K.aj'F<KLZP7M8 

CCCHK: 61 f7ed82c64371 37661  9e98d7d07490d68d14e382ea7ea1  5244e87553f7f39b24:] 
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MJ6S'%)&Z23,:41R[)K$I8'P_8\E5)Q*310"Ll2/:ADTW)AS+9'!JB^.IHSS/8 
M%#VY(99A>(6Y?YE%>S((8/aEZ"E%$PR^UP3aM]G<T7ZWM_S''-JEL^S^'Y3HK 
MC6'Q!=K"L8EHE3P%5V#80'_.:-8K4F'4U=TJCI' 8G83 1 -< ( 4 " 5 L S 8 , A L A< 5 " 
M82F.(8=*<01#SF'E!BO=L$D2aZW=L(1AUL7DAEW34,$::YG)>*;R:!>=C'‘B8 
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MDaEFTCN,043":2CN.!/=PD?!UNV'P3PGSLC08'TP9+!Oa<X;%D7HW!+Y9:LE 
M!K,?JL4%.1QU""9G,a#'V'P'8'&?SJa=a*,/ME.KIX7'+,).!1A,V0D'&',8 
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H<0’#:$K’5$$?K(7(N:H$\)HSP'3S<2>"'6:BCO8i:<'$LT*E,0R80SRWZ=3; 
M)'8+7K'X6.\6;V3PCH%9H'48UGY(4W-Y8JZ.F!.)S8E2SXS$9NA#'07'8'!a 
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M*;G%);30/WH_G7''1  + [I  C YW8165V:  W8XZKT>3U0483!  FZR?2K1,95,NL*'1B< 
MW4?F?"T=://ZH'*O'P'H'H<KB187X>CTRW('S'’>>0DM9P'0  + T<?8\''-H-4[a 
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M=SV,U0M';r?3F/9?CUI''B8CX/0R#Z*'0?R->=3FB*FH1Z:aX;UAL^EBH81"I 
H]H2KVD1IZ^  + -' ZDKSNa7CQJ6C#"  + S J C*3VLKaW1+Sa8,84>S\*RZXIRJ  ?%1  = 
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M_'+%C%+YK8)aL')8CF*Z2<Y#A6D905I%H$H9j%'$I'8#E0'S%=-2',/.*^%"J 
ri$GQPL/SY8>S3)W$/DH>5.T;U-%0L26)0*''R6"CL9:!U'4'8K)DD  + Q!GC:K  = V 
HU6WNJJVOD6Oa912+1-UUM10\H1;+IT-#)SLC%\7'$UA:1:*NVEI0=*VZ8GD: 
Ha6H3B;58%);)"X*#L$/(6F  = A/QT:/-G9'  : > 1 ( S 7R  5 #B  ! " / 8 U$  R>0  : ' N " $ Y 
HC0*/6G!FTFO==>NHHaa:35A"9PTV;C]T9jQ:^1H2+P#'5LK-C275A,1<C#GG 
HA$DW?*F8-!7?9#  + <UHN%CV/9N4a>A\  = '',4P9C)'/!K0Z<0BWPAZ5T'1A*'':z 
MaMQ$'CYKC0)%6J3F6N#(N<*<<:*R:ZG[n8GNL*7<A*6'P?-"-J,\.+aiD=<( 
M(HE$"J^.S%:.X%52*ZP.-:EYK#\8,S/TU'TS;QJ1.!AVKQ0.ICD$>"R#<W#. 
MG;XNN3'L68P2"5PQ3$N'4?4P)K$AX;T"IJ$\=WM)5HLHNC4PNQT52!C:#+I6 
MaZJ5K3B2MN%RTj9K\S=_FDSTW?S6'U-VW$G::9HTU''DSDCX'FD;N>RCN>2+J 
MM0MCD"B881_P'-YKC^RU1X%Z'J,S:_X9T?DH:L?O4=H_"V_Y6=QX6CSQEN#: 
M:Z+55\1++XHKOQ05CaFS3PF80WQEOU"Y3ZAH$:1HB#/OT96-,.6GC(H8F(H1 
H3=D(,!BXBU0YHBX_JRHi:HRD:jRT;aRW\%J0O/\N4G:%7C,*6*i:ERD[K*U'7 
H2F/%"!5;:aG)?5G;,:P3)':'E6a%0VSNa'/'EKVLNl,';&8_<IKaK19uaT6Q 
MT9Q>9TY=DYF,?##)aRUS*MB84E929HajTT54:L,7JH452aZ#%3.R:5$$,!a# 
H8'<1'2B(4$U+5DQ-402D*%$D##X88/Q\<S38S3N?^OAR>>PUMN?C:Sa7PQP8 
H1RH>CZ.1L(+;2VMR!ITJMU)19+?;N*H:NFHW$0;7*.1V_):'<'o:p8#0C>O7 
HG1Q%)SaYZH#KI3.G8K.P*\(7*VBMV$?''RZ=_<.'’%UU;X/:x$MB#(8Ka4! 
MK>%\RF_'>SCQ%8)A=%M%!C7$URY>NG;Q:_AWX]:=7^''5$PPWEE0 — K?3.C[: 
MB(/(.la6Y$B"$<Y?:6%V/4PYQZ9C_8J<3YF\9D\,>UMY_QCVV2C#<WHV=X8V 
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M=_4-C&&42'#C2$SQ:!Z"VT>X1\*.D3ENXPa.EDQW-W)U5PJC2B*!ZPN!YP4T) 

MO"8'ADF=6FA-.J\*K#'ND,!6F(>+U*9K?5HA0N*9.A'7PY3$W&"8"<HA*'F, 

ML)!883!;CaQV>&*R$a?!,"$QBQ0\X%9K:VDTa782$(D+V2T5^6TVRC8B4VN! 

Mj2U  + WVIB6aWJ%D:*A<WK2U3L*:'NF\0/KB5OOI78]-V\EMOQVW*)V_%[:i:,Y? 
MHS0N1W4B$H?0>R3L)C#&VVXD<;==M.^)N/.1>,=:d'#C/7'+7='6N\*&'T4; 
M;HG6W1*\<U50]2:!Q25Q\>?":%8A\:1(>Y0'.$S>(E(U)F3W: $M&  = "4 ' 421 U 
M\2F5C31'5XO1JRX:#7B8$i:B"DT%:VXa>KBHYS=A.&4I'0+!O+#V)XEC88NXB 
MUUHT%+AKL1Y"Z,7T-></F7('35F:'8"3I9,EJV80$\PT8S5;S9JF3-4F.B’' 
M#,Y,7aH,HL15FJ65AiaR0:12Zi:58$C%$';Y$)5JB$BP$!BMG63-FYF'86\CL 
M#!08!RJ4a>F$P<IIR<II"8JIR2B1"$HA#$Y\;a;C1_85D+:,:-F*[/NLU0KR 
MQK#WR!RJ>7a:CD;"'aQ8)4MP?$K<2J75CIL,X1NB+((aEK''F'KXA!T++P"0 
M2;TL83!P%$!+X'H0;2Piai-!!*YP"1R!<ZY=O("Ai:LEaCK7P{^S'K^"V!,R4 
M>93!JQ49V+FB:'(C60,D8vaN'S?L>D\<)/.<9<ai"PYRIA#HMAYP'3\M\8Y- 
HGN:s:!8G!'B72?ALD>8-84\8NR*UK78US_/'8-?(G-_J"!1'5()<ZW02F1H. 
M#.,L'C,8T#LW>'L1,L0AFY)Y:''.K?C)6R0/+9'S"E6A.<0*:T(9KAOV-L3, 
M3"TUQ/I9K#\,Z_DHD6"$!8!A8:B-<)>-6aBB,$9K<$120US!1%8:8ZN-":NX 
M8"9;%!+/0YC8:MQ:EM=>DME:R8C+T3995$T8^1:D<aN3OLFaWZ5>.I;TWI7X 
M]Z\DKK\:7W\CON86M/$'6<O/TK:?8MKO1>''X):EU/W+w:Q$=#\+W_.G0Ka>B 
MG0''!NX)MOPF;?Q4TW.'7_\#?\-_"VENBH3<$*Z\*JZ\'?46%7XAS/A.;la6: 
MDV8*(P#aL(S='8")?F=8_A8H=82QH?EJX8(UMF8-=laPK+8=UI:>a"U2\4E5 
MT2ETL.B4UCJL+3JI*SZI+QX8,44G8>L)M'28;9a(S"i:E+EMX8(B++8_^H#G_ 
MH#D7R9+;9\GM!P';+0#a?2;3;N*'R5'<JVT8'.,a8B,)(K(6(!^<F8a8;(I' 
M#9X-<ZJTT4NUDF7JJ86J\86$P:K9)<!aQ<P<^0Q4'.R'P2F*J4F*a$1E(8%P 
MFC)8D3CIN1A,Z(LUGHMZEH>8>BEW0‘'R)'/*\<D?F4+>$R5+NL)PKBP',H^i: 
M>#3C"8-Q7!J,<FC$X#3*X/;E2XG:)0PFR"0,)N9U47PLY2B<"9878V+'F<!C 
M'#'<;%:>31D,![VO)0R8D\F.._G0.TD83'CL9+'*=a:;6R^=825O"!ABQ8,? 
H$PVY$*,"J'DF#';''H0E.3D''a  + X#C2OP%V,_PCZJO/-L7aRF)-?X9C-UFF  + L0 
MG;.5?YP86V'/E>>\"H6](V$Na\$'ITU;2!CLFBT7_'XWCJ'^8+aC+V0K4G'S 
M8!A9X>G.1")T:7K(0a6OF"02jA'393#7$%,2$P83#'NX84)B/QaN!BL,7WX1 
HaR45%,.(P<X%D;';!E48YRQS,!a'C!Y-Z!+6$#<,8+9:MN7K6S+1)+!8-FV3 
M,;U!G]JH3V\TY0=GK+HH6W-9NN;?<>NNRC9<e:7?E#7<BFG\/KKI=G3SC:%H 
M_R-I‘'P44V?9  + Q + 9?D  = :mNL/?_'/8QA_>70'':8.UUHG  = 0B8J^%2U_5KCHBK#L 
M:T'!!4'VEWSC>8'VC$!Y0J'ZQ%?US9;O$JBWS\L:4.</ZZT'SE-LV2>8DF/;m 
MP7%5X3%a,"*Q;5AG.P$"Z8J*CB,5#JL+CFN=8aj.,84G#C7'B8R%AXE8H0Q! 
MS-TA#%U$7$M6#Q'99\WC’,!F$YX21\;A<'aLT6Y!)6E*4I561P;DS80YY;G+ 

MC/ ' 5>MER072E-K98$[-*)5E !82S ' / EB ! ?+ ' Ea V=4 \ ! Aa L" ) ( C 1J 0 " T A434M " 
M#)Z6H'a,'2F"4Y7!\N=DL8;B7S7H2?4a\02?OLKGB)0_-^R9#3N;)?J((U"% 
M6K2SG;#[2LO. 2 ! a>Ta6*$ CHN . D D *9B F # " 8 1 ( GO# I T " " ( Ya F $ P = P \ a7 ' 43H#S 
HN0PF601<"WCVET60:TZP)LTaN"#$$<=Z?*L:6TIL9*#NVL6+URY>ZJK;<._N 
MW  : C : #\E[:8A7%  + HI/\YX8S  .$<F1 1#4aa?#  / : I<6#LK\:#FV2/.ZPXSD0Z'_/2 
H_3,XUHW!4V0:SI0-H,CIWUP:+;UC"8[C",XJGCaT'L<1M$J8aA'>D;"3P<U( 

HP<T)0"; '<%*H8W".U*F!Z59.ST.UPLY46$/6#\,D)EL'aSD8IFZ88F(ZA0XP 
H;'C+)HF$7ES$B)U68!B,A2K4HLKI/'CBB0F8S?$K"C91NTO,8"IDB)-J\W1- 
H)3G;"TaMN;HH9OEF0]IFXX+-AH08D"ZEWJ1HUY:=2EYa05KS;*GJ*P! CV; JK 
HL;7?a-;?G+/I0Z+K;T35WXRH0aE>?U.\\9:P:H9aS77aNS<$*ZCajZYBCEX6 
HE/a#:+T$Z!6R7_*9<WSM6;ZZA*\ZSE<=#%/OFZWIF8/J518<U1<<0''RTG325 
MG0+_JLD:KLD_ja88$'')B$>C"<1TH:aALF;a!D#COB"'_,Z+!a\8"!W%!IKP! 
MAW('';WFG#Z"V_3$8=E;GV-:(7WKCUA?R89:)GWS<''F;G\G>')/..">=,2J; 
M<5;ZaAGi:-.RT — 2WBDI;Ua6?$(6=$P6>'0DG884,_5HS-3C,5..14\^)IE\ 
M1/+ZaY*)0Y+7!B2O'I"\TA?U\GE)RUU1$_98O;0GZJ4.R8NC)2_NE+RP0_)" 
MN^2%C9*_;(_Z"VS;)"^THi:?;(:z<8?H/PX:'X-?a0HK1YZ/:;,\T!Y6V'0# 
M;E;868'EH,(X$H8GDl98NZ9:YaS+Z4:H:H5MXS*X6!18S"A1K<5'aM6H;070 
M$HB"5F4L( ■<;;87KS0;U : R_ ! #aT9X 'C'=;BSHS(N!GX%aO/IM02WY!)R!/Z6 
M-P)KY"G=H>:CK6\J*29LRPH-'FK>>NG,V?85*W89KZ^YS5X6DS+857,W\:5a 
MZ/LLGYK/041.09:'>9VWZ?8WA<YO).R88=<BVC$TBR',IK.7%73+4KR>C"J/ 
M\5,=02;,<5JZ<X;EG.MC.BK4<!R1$K3.51H1A*J$P?X"?1T8#ME*$PDR<PZL 
ML#+4)a\I((F$EF<$-ZP.U5',8\8/8B'aZ\-(a'US<aG:6RaA,!F?8_BY:'*S 
MN(B,S"'Z1E>R,8O0UF8(2CU);'(8PP3#+. F S Y A R E 8a  + 76 1 0 ? H E38 L" U ; C 3 ' , 
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M5IA-;0'1'J-:iEU7=#AEZ9=SEG\=L_SKV)7_E*C''5\P:5R2aU5>C:JZ)5_ZG 
M:-D5X>  + +H0)_"FV7^'47*#D7PK(N"  "U?\0&:^B_":.<%'S#  = *;YZ6*'9>ELS 
M(-#WQF4=5.0?T><?-Q8<-5F/99:>'''C*YHS!'2LA7W',+!6FW<8I,D*!-+F 
H''8QN8=TV:'!?7:_SG*'R>X%8;/i;06S.H#&CQX2A"S:7.%U39C?C;.XPF7;+ 
M9lU_=L[:?Q9B\"M/a;#/9WH<0''PWS'9G,#RL'aRF/AC%P'2Y781A,E-#BNV4 
MB\'CFT)"3;(EXN[3(]X'GZJGPa]X28?HN$;3A;=aiC=PFITY8(SN]CP,=a:) 
M)GA\9.0[;C\=K\S+!DCT''.01\#*U.L*:2,W)8!_MCU'6\;=$5S-I9_,0[TB8 
MM'1W7_#>$0FC-8CaKBT7Z!R9PPR>%:SDa6%'(N%<<'Y-V>'5*T/R'8-SH60- 
M1XT'a[TQK)*i:\B8'<(,UL_.HHF$(Q66E) JBT5H; J(5/S")LB#ENV(EA0U0E 
M^NZ<_':(F+C8E(R6X4'KA.*.EZ1TV)*'',4?;E,=LS50VD40""7;D#<:,)MaQ 
MI3>8=3OT^?T9E:-SEUZ05/\#Z7^[.Q?GJ,HTC3M54C4SZRJ0J=EU8($!)1=< 
M7*<Z0A'P0PA)2-))ISH]/7VN?4TG(4"'0:ZBB"$8'LFaX2:#3<(=06'4<)S1 
M<=GIU0>8.NK/_RCC0:YWSG>:<NI/,I$S55CUUJFU:R*7.KY:*00>R_;ME6[:; 

MON40S_  = *OZSWN^>[:OZ_8\+!B[<.*W$/,'))?  + E$_7ZQ\6J%^\ISZT7/*A''7R 
MO<7*G<KD76\6$;NVWU4[:R6['B37/TCW?)!8=Q\08TZA(MECD;;W8HGW00(' 
M.'LGFKDH)8_%4Ga%Q9,W04!?,75%3%Z.:RA)NT0E*I?DQ%6<:F"$##1GT*2S 
MH.IG_G\Q*(G(3!N8QWN7YR.Q6\U:_CB"W)I8-IJ7P7XRW'(U>BF:3:.89S!/ 
M4QN#)PC7Q\?_?.%'a8+8ACH+Y.QQC6/^I)$$8Qa>XPUG/.E$/a;3+XS[\N;K 
M5]<>9D?E=X8>.==5S"R+L(WPL>W7<85PZSR5CG0W%]|;gJ1)8!K,X8H8:2EAG 
ML!7#+HG$PFRH+$8H,*)W8<35#?/9,",QPMADL%FJ1C$L5G0HR:;K5iaRN’K7 
M ;>! \2YL, ■) B26*S<GZG  = 1 #" N->P##*CIA:wZB0:GI')AaL,* '88536") 66 'L  = 
M2T9/)"/'D^836NAX*0Y6(GTEWG6WI?L/-;V?_;KW\Q6:7U1 L_8; I Y F^7; OQV 
M2<_7B]=_M;CKR_+VS\NSGRW.?+HD_4E%ZD_+,Q]69'':CL_?"N7N'WD3[G43G 
M''ZFN!YGN'']F-]U/  = #Z2V.Y'$35'X  = 3.2NAW)W$;NaNO-WHFGWa5i:"):M6N' 
M7B8!H862E'La4;jaR8\;.a=2<>K9644ZEY!.:0%3*.'DJD5_GG)\3A*#(S-= 
M83PVAL<TQ.Z)!8''%N4B8,la303<8DUNS!C>IX\v:B/ia\H:.a+6'4IZFC+'M 
M>2=]"S'X'XR!P0S#//#L7M,*,H>UJ<WE8?PW*8#G!aC7("*/_9UK^6+<S#IU 
HP+2\;iaU$1 R ' W<: H82 : 8;:5A# ' C . %0*_C/%6V+9ACE^S3*LC* ’ HU;_' KC<4# 
H[82.6F8=P0S#)2,-"_5$PE_V$[)TDR.$<)A+(8%"9#<.F8T82+3*O)Ha)-HSZ 
ME1+WJ#24T#8\)",:OY9aN(=:83(R8aN2N+)7K>RU,)AV=A',)[aC',.XBJ?a 
M-<W;EVa>4+S[U*;:2M.a3,9**+XAC=A?P#''F8)8;CV<%$ZFY;-IY71*/aN" 
HaRGM0)8<E5/7a<R-<-N=8,=:_:H/FSL_\G9^#8K,_;XY:x$_<R^4>D:CWY$R 
MMY+9=U-MHC/m:Z;7WLUTW<_U/,AMO)?H>:"TW8UIHT+*.R'U>EB:04D,SX'H 
M>F/ : ] : AZ#='+BBE7XL! :Y9CaC0)a09)\7I;.Zl+/4'ZT5?$,A2Z>KaEO'7JU 
MV  ! %0,CI2_?3'4x:/26(PA:z)6>%\ )*''%<+ !Y_F18PK; 2" !N#\>8SXaCBDB0a 
MMB:E$>10SLMa)S5=GV%R(HGV1P4Y_7.G,Z:)A"N)+=AS84ALFN"8'>"_C<'\ 

Hi:xC\i:^,LAaN  + OE%S%UVAVC2W'aT\D'.9WS.C'>3<,\>7ISD9'  + !$PKH5;K'- 
M$B9aA#C'DL41I4.T2MBTPB78*ia7C''$OVaHHC::=<V"%:2(1*1.</IC'L%XR 
M\4S48''\_jaHGM)Y5#X8CB:i5Y9UF:EPU6:8877EBR0>HKMA:46O6K<SX7TU 
MZ7T-E8C;F_3M!0P#aW4U'P'!AF7?,/ia_S^%L-A\2'Z,:-'3:>UT-GVA+7,a 
MG1X%l9(7,LG1=.+MC/IV6CF?4B*DH=8$.IK2+B83EU/)*Z!DZEHZ\TXV=S/3 
M>;NMZVi::*0<[>NZ#LN0>4S.W8LK5L'P9%%%Na*+:#4'0N5Y'!H/E5::8Y4La 
Ma8Y<OFBa:sa($L*BXJ<!NI)P0HZ?E8/'E.Aa*BUZ/^*18L+a,A$T6X<-:ZS"H 
M>N$?lAR?D\3aR*a?4/189OYS=":PA,F\XPH\]+:73^0n57N*30FWal'aEO1C 
M=8XEK5%B#-:+DLPX8aUI<UW>B(3=8>aDIRN/;"X!V/!I_3AR;563#<"a_-($_ 
M**,9Wa03%3E_'>,)IV-<U0On=_-60>0/'_aJCL)S+-W;E4EAFCF\1U\H71.< 
MLP9DVVY$.Y;'9+"M.H*.$*978:F:-7aK;#1K''5-)-aL'UHN'"K-1LHT/9$a 
H5EAX.A1].aR*<laV<PDLDXA2$HO_+a"8=1(3-ZaW,F/C1A8:YTaPC-41A,'2 
MRNU*-1FCHE(_I;.Y87'%)JUF6ZKY-5TM_4G?/K5YC-$RJ/GVJCY!D-:B8UAN 
H.4C/YVB9A.a_aHUT\+E>'<UEKC7GKG5T78YKOYaMNYK)7LZD+U%ETY=!\*>9 
MHNMHC;=RG;<ZUMCNW/":M=WOK=UPKWW=C53NEl2\'I,N1<6+$?$*8#aB7P-% 

ME7<$Y08  5''%U05  ! H5#(G21>!N7#PGaL\a>H4SBG!8%DY)D6,RD10''(H6.J>'# 
H2FA$#;C!"9<A)X+a:x=5_P'-0C*z:(,ia*<D,9a_DXM889S/\.5+')U6F%14 
M<5;8Z+*R-6LP!I,:"C1$V,\83*TPF=:#(F%XL3XUaL81/W?%YT29.E/;-E,8N 
MN42>*$ ' 78- (91 -a '/88RC3PaC+F.MG'?3VJW0C;5585W?3I-L,T!XZ:C3AT' 
HV+;:B!\9P3.8'D:#,aA'NELV+9M68!B,5GC!;IL59GW+3BM<5S*2KT8B7*JA 
M#R88!O0"AD$aY"XH8L,P3OI9%!8?,2O7N%!"9AC6$XGEZY07NH7*39a*'X!7 
M;4.MW,;B87LNL;a'6;4HZ=V3]06E'_W)EM=!V(5+I/a'$_Z#("'a8Aa<,'AB 
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H4B8!'C<LHAX3cSR?D*"(PH9Q))BX'=W-H5P"Z2.7VZZ!<*XWVCG=''9TWVSIN 
HIMO0"JN)*Y(R&A-'(\)%$''8,'P"#%.G":'5P.\2RRM(8'DO1N,70,#=>/P\ 
M0!<5/8OHC6);M1P^+a:/'G%!<O'-S$:'_B$U\!N\^a\PX;?6,a!O,L3WDU67 
M/)AR?$X:aw:A8!BM<'$'CT4:=S=L322*C7$$=RQ'&:R0NM=:L&'HC-$aJ1+8 
H<8AXHS\-Y"",=V?P#R#7(#F?/76ZX0)U83';GSH8C/Q=N+XW4a?LI*_5?CO. 
HOn-'OV/2HT'MA-T!&TDPVM\Y=<Y-R_QF00;a? ' S FUV J X; EKV%7 . ; E JT%$BX8 
M+G%) ) /0: "=; '3!.)LAAE,#7$/(DMC70D&P9###'6GXW;,>Q)B&"%E''0,#*]7 
M5FX"!M,=1^KJG4CB_(:8YAC9?U''Z=0'8G/(/)'.#"2+2C(!N6,<P)3$I4M.O 
Ma9%XZ]%XZW$A>#+6>a*N0Na44!E%LEa:RJKaLU+L7#S\6R%R)A8*'8V>!\6$ 
M\X(P8HH?'AB#a,04HCK$R_1Ya"Z5$#T-W*52HF_)D9,4O2'Y."(%=.Z"Z/L& 
H60GF':I$\T"R*74JS  = N ' = W3  C ) A3_6  " ] Z <<G  Y / 8X  " < ( ? 88  = / XO  . * J ( ,CLZ  : 

M-E$81 ZT%48X8=F,PBX0iaXT28<9aO . WFQQ##V+?< !#<KW,K\L1S\BZ:9Pa_/ 
MX\(_)>:8R6,7$H/KI?D' L C * " 6aa \ GB \ GMa C " 9KB Y* ' J , " = " \ ] Q V / _76=$ 4$ ' 
H5SH!#/0/;v38:L49EIPG8((*;8A8PK)?+*4a<T3)_'3"88!A'NNHDR\4CP'K3 
M:4:'X:8%>UGK,A0A8ZN1<'9M8#!,8IC!"L?*9,Ka:%D(9'TEZ%70X*'PYLCG 
MXC0>EGXE(X9ll80G$7\N*U>T8RBa8H-2V: U6:2*8JW=H-2:a=\; JG8CD*KUL 
MC4^{Z7')-,2-NU,M_4CBP""/8>(=#*CR':28F,*8"M. ) % H 2a$#a : #aR+$ L4 " 
M)U8M)T!1N';?Ba9/'X!!0.)X3%P,%'N;DEB,C\:%"U3X8(aKG(/74%'NBI'3 
M$BA\0aP=DT+'8'I!<N'0\;M#F8$WX\FBUH2/(Ka%X;EC'PJXj:9A<UNR;E>B 
M:j7J)^D..3XG13:*!'aP#.:o!##/8*(a2a)<,5R0P98XaC4M4P;C;6JV:?C- 
MV;84P?"?6!WlX(R$?aa81V9.Ga"8\X6U#,;Y;#'/8$I?X\5%*1CL:G_Y^#GF 
M7IV<-W8(SRHE8J_:S9L_$/K: ■!R:7<L';(\a\a"8-\8N#-93\/a./8Z80]'L 
M6RC>al aFXR-T-:s ' 98H/CV%\7 ' K( DDB4; 'Z68B(1*DNC8' AAV88(N : C FI  434 
M"A.  9V3# ! L%B>E ! : W 8 : 595W8P%S931 , ) U> ' 4 Wa, 9 P " 3# $<M4 . K? Y 5 S " 4 ( 

MAI,8a\$-aS ' a:aT$*;XAJ6D8U3R$#8X: %IL/B1 38_C?C+8?%P88 ' ,0BIW' IN 
M:00(O7+P%,'8##$OX"O#+8'6"6u:'5A>0"_'"/28<)"2U'a;ZBOY«U/7JZ8T: 
H5+SCa+NJ=Z_:NZ=IZ"/0?06U9C<8?<I=M6::5K,-5?UBHGIS:;aWiaR?DZ*Z 
Ml V)XU\+:#0R>$9TUW=' 8#"YaOVP, ' C,2IK>07AKAaF ! <KHL8#I . 3 . 2,2-AC, 
M(F%aY)B8'':?_:z_9*R/#48H89*X4$9AF8!7!N?C%=A*DVUE88.$OGF2APG0 
MUW#'=OI2!SR;.8"S/:D0a/7Za+GZ6S%)C8P)EL;4"-X'\X7"*ABU)W4,LT0" 
M,?R4H5R8G<*5'B'T)=>2$3K9LK%T7W,)Z=HHW=1 :NC98EB8)!!<,ET9X!C-/ 
M3'+C8)\-aYa;!H$;!M%00O2DY"4Y:6F'#<-aai$:a8$B(+%:M05;.2B)#0;3 
H$?!*)9CDJ;408\F$;U_*/Y#PCZ, ' = ? I 9 ' 0$>7 . 7 F a U2 2 ] R # ' F)%85\L(Y38Z 
M,>4aB/(8!#P6aK\50J<8:''$a%9K  = X'EZ!  ? 0B  ? 5 L-'^OK?  0 . $9(7X!M)(.N4O0 
M":a5Z_<'=n'JH_8E**X9=!. KMU# N : J M Pa E E R U : 9$ U<; J >3>G ')*3HA^WaP,F 
H/KB(,'a8!^!l!3#CFD$:3026.C6VK\8LP' ( <R_$ , -M H T Z ) F<OMT< ! 1 CF( F ' ] 
M6,X:";NRDSY)R6KCJ*WU_808_V5CY7CP/,C/##R//>6J:i;8la)a!V97!A'#NB 
MWWD3S7U='>S<29H_?+"<P.'O;FYMD!0$.P_A*(!933'%L!Y!8$ONV?A*-L82 
Mi:C7RT6WWI8*9,9ABV/?D5I9(T  ! H ) 8X9  — U S Z aiJ  R$<9a  ? *9X  N ) ' LVFaNVTU  + 
HU0(EG>'2-L)a1:'‘1C8Y8)S8!L8W$EIHU9HBY7()B6"I/RTO:"(8aE8#G<CH5 
HKMT ! 9( (KR8FW80% :l3EPC6(8%R*AP"Y04U;M!!a#va)-H'TT6P6CB:;3$/9T 
M>':2B=XAD.'=CGLY$00>C/N."KX1P8:)A7:e8,R,,L4H)V#V"*!7#+P)KE=J 
M.:12''OK0*')Z\2HIC$<U:8'W:9I=:NTN';VK=U*SBP+H5KU(H:NHW'!*5*L7 
H7EBK5795S:t*Y?B<%,WCD9%"S+ ' Z 8 ! < ' C \ _ D %3 Z 9 , S H 1 K, =R ) H / — av3P=3: 
MZ%:85*CA_3U;CX09aZD5SD=*8UF=ai=_Ta9C5RK_G6C8%<;<Y*0GG"F$36,Z 
HX)aE'_YEX5TGX_2^>NXCVZS:Y>EK71 U7 : 2 0 / -70 X F N LN 97-2 1 58 ) 9a  + 8 ? a Z G 
H':AiaBUG<H3!S?,UT#B"6F8#P6:-!'9HN+EAEA"SaPUE0XTEaTVE?:188aL8 
nPR4  = H;(T*U4CH43(aN8%889A'\81 \ , 34$+ . $ V # #%a PK%3 D \ H E 06a>  = S ) ! L8 
HXNINN.YE%52CBY*8#XF-J+a'.Sn63-*=2/+*:2"a:B<N":U:i:C=HD3Va>0U 
M?4KD7KF^7ZG'Ela2_3ZY81'D-AC0Y1T"$ILP:KU)A<ZXY3"0F(JY9$I<E/\( 
M"+aK!T:P*)F(E80,4=<K->XGC7W:<OUKRIK=a%ZE9B=\.P2:\8UN!>Z"T3?, 
M;C='5ZVDWZVG57:"U!4H97G'JHE7iaR?DR+BaTD,781C<!Y/.09=G'P6+'LW 
HW#HU6'G:0_Z:;Y6S3BR$*T''D)W/D:K5$P018SN9673WNA(aC3a87''$'a/C%\ 
M\;''K)]:KR?#Z+_D87,'$Na2aY3EXLU7ZVA-?Z\8CF_%UYKXF>JGWG8/)0W#. 
M8JX5V25\<,D?C!,X6P8,\L:3*8HC*X!-!K-(68?P4:LH5iaF$E8,.TFL\CAX 
MF*V=H\USP=)Ua=(<CV$\AW,PV''C8/S?!)W$K'28Y1(>05)"7IR6EJ3%I8AA 
M = D2'9%I-/J  '70:S50ZK5(XSUG)B$a-(  + F^a83)4,_a$,Xa'aa#'6N-$EH;JJ 
H7a97CP9)-:3*H7OENGZIKE\F)$:1M:%HBPF)$<;-0_8FW:B3"B,_!C'6\C(J 
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H,0X:AGN_W'BD[P-?CO2H?P7>3X"^*-Z",H!;U8,"LPOT!>a2OPM7REUY63M( 

M6:zn+LLI2:0KGSI9_0A7Y=.''>f::U*6HA*730_%,_V_/3&\-?8>:\;VGZ*^> 

MG_VOH;:ZBO:'4_0]/C\#7O,7U+1OB!YZ'O_:\]A7GL>'':#SV!>J?_LOSZ&>> 

M1_*3Z#_*'_W4\X*a3SP_!?V)Z&/43S:R_/2/GI_\D5SA\4?/_L,7$_'!CSSR 

M?U!  + 'P04'  ' ' '\HBVKSP.BaD'  ' !<9a'  '&P'0'%!  '4&-H9&QG  + U)E<r:s 

H<&QA<VaT8FET+F  )M<%58# ' ! K/ : ' S ' ' * = , * 3# Z ' / M7  = V+ ' -> 5 0 R D N ] 47 1 U 33# 

M,#L,0aaA!BS$$,(8(8P00a3A-4((88P()GB%,28TQKA:0Z';LWAF3$a72_"J 

MDF$5EF6?0A["$HP)QH0E3V&?EB5_0'aAi:$._=0\L4WM^Y^/6C='8^6!?PGKE 

MF9CNKCKWW//Q.C:S;H6:\:=/GCK*0P_H9Y]*_NL;SMVEGV\XCQ)Z_:n_<5_R 

M?W/^S\WG\H)_'"(A''??'%%_1)Q_''YKI,7_,-':.0$_9H*2>J3[C''i:9/GU7W\9 

M?WW<)>ZD^Z:''^WZ'C*CINV'G_"I_C-_U=N=*5W>N=KYSU;*KEYU+.PJNNJ0Q 

MTRU=MZ3?:&0I28I?NAV*"+_HWV\BF>LIRYQHRW6^JTEF"D%*23( 

MW?E:/L$20K^#5G$YR:Y_IY+_:aQIKG*L4TK7!&E*2;\I#Y:QH(2''="F)<R90 

M%YK.<MKW:M9-%EACD0)G7CY;3*FS5#Z;7CAS:8Y7IT^\JWG]I:R?XEJ:2M;0 

M3J\OEF+I.6F1K''I51OO(\,DRaPCK;#)F?*1N,H96?IWE:EFWZVJQ60>WX:I2 

MK%I"4:j''-71NM!DCURX=.0^7+S<T&"5TWHYK33%/:ML/!4=_#A9D$7SWKF* 

M3)%UZni?0X9G*C5#N>E1_NP*?=_;.5FG)&7lK;*)TQVFI'UT3I<SUITDEY"< 

M7=B4G"XY*LR^2W=U0C+;6N?=G"37U1B2>0_Y.H?D598[L6*WAG=I1[.3;AQ; 

M?Y9"'FG5Z\:6FW'L>X?o:V!C*IK$C!=KDO!TPWHY10C9:>TG"2Q'5DP.\$-_ 

M'*3XF:YU(XJFa\64U'3]_:,N6;a. / Q ? I _2 / Z > 1 _ C J T V_ " _ ! *M* C \ ( 4 F # ) 3 8# 

MRL0UX:);TR?''D!1<'CIK>N\']#..Y(8XKaYH,:F$,Z%+YIZC!:N:3W+Z?$8. 

m:Y:3G*:?;$0D;$N4(-W9-\-:PAS?7>: 47 W + 8 * 2 C 0 + P I \ B F_G< J !#&N*Oa\^& 

MC"4U>W$a4MGSR%5D*/W!0\E*aCKUTDG,T_+TS5)C6>i:!NYVE(1%=?/5T+,.? 

MW  = SlKF<0i:0iaE7?Y>K::+1?  + CC.;D2''M.78U2\0.:"VQ3.U2R?V2-*)8ZUIV 
M">U2OHL_!08Q9H%K5?/E<BVDaL(!&4aL\,a#N0059&U#K+1+=!66ICOFA&>5 
MKIZ.XGP3G73''P.W1OJ?=.E]0L';CC#u:,.VRa:EJ.E\L#Q7A:,:;T*9>LHZ" 
ME4OU"KWWIW9L7E*<36O6_X4]#V7/G#U#)W_#0NIPHXTE . W8SZW?+0J:_a342 
M7  = ZL(AHY>7>US_OA>C  + M#B:4'Q.2>D"!3.''GJP5'SFHRP''  = ''05E),4EOSR.> 
MNB5C<*>ZTU\65:1AT"7L&7_1/22'5G?X)7ZV:'FC'M0:X>(U\GS8-[()0L1K 
H[/U*I0$''K36BW*Y8M3A9Z\;54/LH\Y!RA.*2F)WXSC"'  = *X"LB7DI9,Z'CSJ 
ML8N62:Z0BJ(9M;442?0+CUaH?^(Y<T46YZ:4#CE+<Y/D#>5>A_UL8J<8'+VW 
M8I9Qas:;HMWG$M_X>CE#/Y7$.J/^KN;C:8YKQY+PK$9-VXAY9laW-$\8(M.) 
M3/BK=ELL%Ya:*C9=Q=_60?1<?C96*8I8:<**;3*a:UAWQ8N\i:_''B:8L*Q9: 
MO-=%#$;0<;<V9\%>L. E Y C B8%6 H 0 ' 8 L<B 'G[(#?:VE*9]S2/*8H0LCa,!XFW7 
M.5V)UZ80A$X''D_4,GC=T'7IY:44:%0$-G?*0*TEa<HKG$O6UH:-5CL2X3XY+ 
M58XaO'':!7N\WLU/7SY%;OL*U-.0+C\(98aL'#':HCYTYZE"EQ+I!8Z!;KS$A 
MH>,:.''/!8N%:*J!*:f+E#9T%);D,9_#K39v:4!_5.>G.LG(NMCNE,;#+,09) 
H7?8!FS1#4\Y;QI'<>6HZ#98,:CT"2JW:,HTEPGJ-U;JE4*Q!E0,HY*P;,G]# 
MWQU%$XY?87%TSQ7!C*51THI90474'J.$8*X0!7Y,'-C8;8#'9./+^ZKC*\1* 
MCNH.+G)V,aH8/HG7(7U8/V"Q2CJ*' D ; H \ X ; *N048Z 6 ; N#G D ) *+ ' G F 5 YQ ' U 1 _ 
MN:08;Q!O#V)Y,_"_O:  = /"C  ' 6 \ / 3 : ; 7 Y*$98M4$08 ) ] T / *T_ S E<0 ' ' R<?$<C  = 
MHI\/>*V'_15*/a'2+[J).*RP8E*#%T97#,;N<.P6$W?7.)KK!#=KC$RJL#8N 
H3B)"*L..U)<ZNH:O8:56/ES/Y=**>N\QDW1:(#7CY0K'5=3R-A$,Z30'HZS, 
H+=W-7O_R8.QF!\A,GRUN1_EN*(%(CWH-N:89H":C+(FOD>BPC"CY0N5FN;"X 
M;JG\  + N8:0C9:'''  — M8-  = 1ADE?$KS.MK)P$UI**LQYC735Z*  = B#<V=:3:;G?D 
M-MQ9‘'*#:*''0IUHI?<W"NJ'(8I!)T<\+!a?YYM)M**.$?L9?AV$T/W8a"O6(R 
MN25:',4$\H:UO-XIU51":-LPFV''':WEO7NCRRJ*=C'7Z'_Z\J">0aNL8.Y=I 
MT)C6'Ta:6CH-C9=G:E:-2/T5ZTX_V4W;9C'8L2*88:B7aN481>J4!VZ%a)#0 
M'9?$;EEK#E2!1 5T R 1 % L*K# E A9 ; ( ; ] E + N Y% 5 P = MH I aR Y L 8 ; \ " W< 1 Cl E ! Vi H 
H1)-+LW' F;O8U!2H'ETK)K4KCU'KK0?CFAO'H\#$aXCC-J"FY9)A'7.V4:C/# 
M<>XFG)73F:H'.GH=B6a7AU4KKa8#\#D8\Y5HWl''H><U=$TFRIL>HU8:6\!C 
MF6=F:O88)8!P*i;7$S,7?PL.NFDV0>'3G8N/.(?7Y')<I.a<WFS+*"DI=9Z3: 
M9#/BZ3*6,0Y>)^a.V]': R^BZT08GlnY ! 9+*X) : a A4 ' N94 ( \ F ? RK F C a ? , C 0 ( 3 
ME  + ZCDUZ1k:J83YDN<#''  = "*.7(KV47HUCL'  Z:UW  = G/"73KL?9<N(6-Z/*V: \> 
M:_aGX*MDH7:\(<=CO>VC5#Jja*K214O'C"VCGT0*H64/7-8=2'6XR8a$^$a2 
M0CB//P:3>3U+C0,0TULa5=9)D<328Z>,0$FL:vaU9l,04->2V4WL<E?'H36W 
MRU#aRMD'''a?a<\/2O#OIKBOI+(SC23*[#/a=<#55MCRTW5D2TF2+"8',6'0= 
H2'Na-I((]G\.4J: =< A " 71 Y K* 3 %+Z 7 D ' AO N L$6 V 1 N S A 7T6B8 KLG I Y 2 #9=40 C G 
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MB'7AE,*#%1/]'X&)%Z6?U'<CC1Y,W2*;^! 5 P94 C 838 ( [ S 9 L J $ Y D / " / P<& ] 

ML ! : . 7DI&X#/7VUD9>5B-9_/a#)ARTMW0]CXaaA ' H"#K--C ! N9T48EZ_&^6KB 
M-G%SN$()R3K,>_UD\RZ.T-4X$a3+-R7.!8ai=+)-B0AK^NK'Za+Z;FP;K)/R 
M%_E'5*(U=;G,?A"4M)NA2KE*_''"6;W3_3I49C!_8YG;*!O_=)K,w:et^:0; 
M1'+6La?*,HI==U.G'-X)U:/7K2Z(RAG07Y3#B'XCN84PMPE7NR'?aEJY4:_/ 
METFY015'\GU&IO8.,C' 3 %70 D3B8 V> , ? ^ Y_G3 1 H 2 7*4 H 0 W% S 0 J 5 a ! P F 5>K7 S A 
MVIMaS6Za9'VSESM91686(WTGD_7>CK<P84$D1.3;J(+>Eai*WNP_N\/9%M?2 
M/_V,:I_D_HY^/3_0G1_/?L,=6.Y^'GTZKW^CZWT6?;K,?T07+M:YV_aT*SV] 
MBS]9N?\F;/MTXa,PC(,IL>C#"WB/0a;<E4T6C,'5),?Y!4_TZ4IT8#/,^<:) 
H]R;35C^>ECSCI^MY:KZ:0>C:V5J7C30A1Z9XCOIFC'+"/'/9%7^S<GP6H496 
MN!+G$aOIG?D$R&7,2+/%TLTZ:E!+\PE.LF0-aM89aS2?M%2'4JS)*''2YKOVS 
M#<U0$5:N6^L:LP'KD<$ZHSD1HRF''TME(-I%SE?&LFV>LV;CF#/(SX&Y%Z9UU 
M*\]81VG+%N;3Fa&*($a80U(R1\C-Z')*I\F8:5Z3MV.:aLR$^2S,SS-9::#7 
H0>l8:%CHJ27%'5C3F-98P#0=WW-N7$_HS9P2?T;'*5.'.=F4)>#$8+1RjaGM 
M#_A&MIVi:3810K7.RXD)\,M_4+.?O,JZD#I/V(?N89<+J8,#S-7*:.%Z(5_F, 
M5<XWSA$*0:8,*O$UB8>IGBMYHR3C,MTS0\5;S;HEF72<K6<N=T%J#KW_+=)* 
M;92)-^MN:F*MPF_2>$9*'ZT(U88H929]RJ(CT'Ca,SC5AEX7>AYFWG9YUHE? 
M)')<7LDT(8OU$>K$''aS6W!3,4%O);Y!*"*:S=9YVK+1O$+T0BCE:JL+YFW1% 
H8::+WK'$S8=2F2K9.0E\L99XT;59KZR;GZ47La/G'UR)1:M\i:0ASWG0*$Y,I 
M3.2"S)8;T'<+X>]An7a3KYSUDaB89\KHG?a%<4E7EW,RX<s:M->KaMaY\Z'a 
M$F4RT$CE,VJWD8PCZ5-3H?>LW:C$(0?R2J)DKIE3:<XPZ'''3(/E8IIVKO)M+ 
M;B,2^'BF'.<XJXaT8W"82'P/*!'[1_AH,8(Y"2VC)ENL:86aCV.FUI7H\GD* 
MX<XF8?=YS6R+8l1DC)/4;-8lLG7K%:,;*<'''KP$_<M("?*4;FF'#:T8'(>74 
MS$WSM40MV0F:W:7Ca:EJ2a'’aED%V,HC24I-EHEKPNW*)-5W0ZBI1(KIE78_K 
H; ’T,64Z=7B$C4/_*81 '2;I4%S:YLaN6(<:X>BS<1!8?\^:45a288!2'A.a,! 
H$aT0LROE!:SI6J*.?BKL*%L?()'0Ka-F'3/PONV:TYGP8LRaL8-#ZPa]+?GN 
HIWVU)2H0'TR86RE6$)2a?aaX$a)/.'',9HT,-H8"F)G'!Z$UUC)IL,!1"SVS, 

H' I ! ZaiB\S_8;K;#AFH_05HH  = $a:R/9LCS  = 3( FUL3TG<! K( . _R W F- 3 7 + -+ : E_ 
HR,Z)Z#aB9,'Yi:s+B93a\a0KOO(',47D4:H((YIHMX/2>8"=K,>"SHaO7H7, 
MaOZAGEUKX2J+/3K/+FDN\6C<JUSKa_S! G%V$Ya_ ■%7X5W;ET^U:34T3!0T.- 
Hal  3RW/U/  = /6*KaY07HT\ ' J a>0 ) KT6 ; A + HC 0Z_ : B3 AU / , G S 7G V ' KV* YX / 4 U WK 
MCW#9YAV8T_,LNa-/1<S.XXD8,A%"ZI%RE9SYK$,?P/5FC.*CUL1WSG?E)%D\ 
H9C2#-RG'')L04’'25V:77%-$''9.''"P6:''  =;  LH  PX«_LK6 . 1 7_4  5 = 8 . ZZCI  H3 
M.NN5.)?\QA,7\C0A+NJ,UCGD1'B%C*3<PV2G79!_EHRSY.>1_/\+W<>G=4_= 
MUS;ZVD9?V*AK8_UEV8a:\,G_7aN1 E$DB/(7GZ'a*T6^*+D;\#"NN2_EY1ZCE 
M3.M*Y)SY>EHB0T)F_W.FS#\D*RaHIC'4K3#WX'R98C)',6A3=CY-GaU)WJAU 
HZ?/NV+W;^B: AGCI U0FA3X?*FE5=Z*7R;% ! _2#UY?;9/8I)PC*667'))=CX<J 
HZ2E) : ' "G;9L/B7S7aVT*^45"GEF<1+8IKBAN;TJ#WNN\30YI7T>#H ! 0N\D6) 
M*TDBi:H/,0^a*>6G3-JZBJVYZTO;  :Y#FDT>?/\#J(3,-  = "?9:ZK1-"$R"G'3( 
M<LIV:$AG-Z#O"Y-_<T-*VaUYC5Y/7V"7.;0L7'D+8l.T2DM_N_=TS[)2X52' 
H'#K$FN^*aL>C%K''KH+?LG*S3Y*a04M#Za?<a#7LH68-:MX5'=UH#(F2LW9:* 
M3C)IKCA'38E<"FNDZKWWV./LS4:\F9'/;Z\C>G=H8PUHNTV_3?K;B*E";)NH 
Ha9.  FI)'‘IV-LWA6_(>A5  + lZ5C*''RP%79:/*Uai)L2F6*13-l3D3  = BXS;XCV07 
H3\4VA>Ua ! 8W9>ZEZ3\;8" F*-' 97=KP8M07B1 I.3RRI_A30/. DX30a3VP\LNG 
HY"Y(SFFYY$8.6R\YUOa0";37YAURPVZ(R%LOR#HB><3CW3-Z(D>1<6F(*T3X 
Ha"1  \ B''TM''>8;>"S7>(  / . F C : 0*  ( G E0T  + 77Z#_D  \ aH  \ 5 *#  ? V9aS  AKZ  S + W#7  H 3 J 
H%).T?,XZX(J73ZW".+$XI"T1L*3HK3?5/3a#Z8=H3EN\-Ha'#; )0++:C39P; 
HPC3.3C:1E*DA>9TDDaZ+BO*''5"_CP*3HB6:U8!"R)56?(!,8NA?)+$+'PA45 
MVRRVZ<D\K-1268/0440_YUGV$;aV3K2L8DCZE.-5H(0<LFFS*VHa#"">!KS- 
MZ.LXR;3>9a/*J3):37:4/!3TKVG,*Z:/U8: PI S , 5 . <8 1 3 1 T-6 U [ ' %9# ! ON\S 
M=3B9_,LL-SFFUX8BD08N50*-#Y80'CIXS;4'BD>2V^83HI\#:J9%C!W$YC.a 
M_'$>5I4(\(SZCX(//.  3, JE8(IN(1_6aK)?  + D2<) (EBP6  7BE: *»L033CSH9( 

M ! 5F/D8_8Y2"*8,\>;T,  = 2,V*3/I->MV3;8/<8>$*V"=U<F5a?6-EK! *OFRLB 
M0+\AVPNC231O:EW>P=NZ : JD604)_a_ :#U.0H/R4;\7U=LC58SU'!$691?H=* 

M + K*?.!XHP"_R-C#NC8U5(/-(33YR''SV2469  = DSK'6%.RA3("5<''\919Z=  + S8 
ML2C''*EZ/M79?TLC  = 1*%R8T_'T;J''NRF1"TSG^FVU-$:(1  I:i2a70,  :14PCI>_ 
M9'5$7[S")?5\*965i:*_Z-JFNIHa'  ! 870W  ( ''XAV>D  ' ' / 8 I C 3 NG  ; Z F J 5 5H  L+Z  F 
M4IS33/+80YB9,)IR9<!*+VG>YE$U3<880LZ.19>7SEa9XF\;_aN,'N0?86L! 
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M$5 . K_a70  ' ! %8O$&RML0*7  + = W6^ :%K-au4''M(E08?VN  + ?U2E  + 7U/_E8)  + . ? : 7 
M4QT0&86E*CTawa38%%:$5:0G))5a9V-(A)U?>2$WJC9PIW5U*D?4BD!DK6;\ 
MSQG;>Y.^VPZ^A#T=8#.'2A7C1;Y1Z7/E?\Q;C^RU7Q6:0,+11-X9:/%TDI.E 
MQLZ.L'?80'F0U*>a.;(P7ZD2"7'GX'",.(IKQ,'!FTOET19G*;^_*U6','ZL 
M"U;%a*'\26aHYY7E5J)1Ra?CJUZM'F9WD2-0':T7U'D<al5C,KT^:I_QN168 
M0'_>''37ZKW0"(!MLaQ*''>"-T3)F/%5L3\3:8K%*B,<NL\8^NZA>K2G>J(/# 
MCKE*'3VT'D9S"%aAK%'SE/H$05NOC-T7QN2D*C,R<ZT<;=3'j:az.US:$6G) 
H<ZK*QP''#!05;L;*^;aJK>aQ9*Y8<B!WHC\(L+H*EaB1)T6<s:_a'5(46U'$= 
M(<?PR>'18ZXE:;0*,.-VZ#KZ:94EF$69.POU<$TA3(L''V9)N*Z#F3>3OX9a; 
M:F6JM!=(U;X2,Z]ICR98GajG)W9ULAFNJ%+]X'K!64.1GY.\06'8_:M6XL+P 
M3ZJR\";")?$-H0CCM!,oaM\J%4]QA67++R33(VYA^838N-?V,2-(YY57*8T> 
MR4FD<"P-’*<QBWWa'Ha5THCEO:aU2?"'K>T:[;0YONaO\H-4:D9)w:iJ%N*? 
H:EYNC.5'D8MZQ#a*5'6EDRR3UA!\a_0:'DaD,X4GX*''7aB=$1JF=%02DHQ4* 
M6FUQ;J2*(!#Maj\YEEK0%:K$:6'39AT:YR/5*J9$'UL'_F=+,?>Ga(2M*]*. 
HS*0LO'F=JL:BH?_G6I-SZZC'C!#)R%BMVI)9U'%CQUUIB2QW2:%K6D_aa'a^ 
MZNa^4X\8WTVCaiB'7a8aj'PH+;8YK<A^B$FV0K''-*("a/''<W?=2\"U'=M'/ 
M"RX*0RWV>V1A.;HL"=a]M.a$VU,?2WZ*C_O\,a9HGaM?^P.3?$ZZ#T('6-Y8 
MH?6J%$V,5/XLG9nW=8Z0-a"a#KXC_5!=N'I26)M6XO\K0:O-ZO*8U\R5U*#O 
MB]I'<"6D]H7H1T$Q+#;:^4\M'Y4Y"P+<DTQJ2JU:'']R;4IX5#IU2R:+(wa5a 
MK+*F>5YL)HSYK9#GS,H;G/$QAV'\!/3DFE_70E1R='NP*Ot>JYa/.<'BA"UM 
MLQ7C=Y?#GA1C>':/aiW(KK2aQ15ECA-)%-G:55ALF9U_1G''_+U65(*AEYB.D 
M=<-8%IBDW'FUMVF/AFSM/.+8Da>.8D'F."E'>aXR:'"3CRSQF>:Xi:;5'L=>E 
H4G!%'PBN</1+)2HUK?,1_Da?MT-6'RFaP"MD!:DJ,GU+^LB5CB-X]=-08Y/B 
M=64YC=7a''!X!:a)VZ""-VC$\S24-6?V!++\**"*6.VA]"95P9??U;BE_*RX 
MRC.B7*K1D  + G<MXS-<FQ0ETD!KGU;\,  + /[;'OM#  = :0^IQHY''.:5Q4RB;'P<,B$ 
M462FRIDAZ=''E%PL>9$;04/:n-2+DZ)7(5I*Y>A]7+HS:$*3%-59A=. : 82Y\< 
M]HBX?=HB+RBS1QaMK76aYH\0-$<?JT:RBH'7!3\C3AKG1!+F<9(S#P)_92LP 
MtCT1''R/  + *['*N<"D!%4_4?*](WA1";*\J0aD$5HJF\n5K-^U/;SU\>\1R\  = 
M'NU4*J>//CV=_D0C\=O,0)':3YD!X6/3V[:3[>6'("7D:L9P60-?+(1J,*XHM 
HWHBTa;NL"WRMS2XEVO'9G.Y:<P/UX5W"<NJ+4aFQ!\LT\+0?,:(K5Z!*+O%a 
M)YI9XDHa\(=DaZ=B1V6*aB*2a3>$=5(7=T'O''4D;IH?*?H0A>9L2\UX:Y_:+ 
H=+?%2jFCW5;_'.KKNV%*75'GC-a9,0?PC*=FVT11X)sa<J5X-%#:w9=*,6!6 
MRW:$I'N:;^)CBVZ=,O!/$Ya!,HIH%:au/'^Va0AB'B+\2"WLRJCKDOD9M/D^ 
M-'VRV/BV,M4:TF*/LS.<L+!%Q!-BB2U!?8H%8XB0MSIHY/YJCR0a>:T-H0Z% 
HR$+(C8_:,*0GS[X5_'7;>Xi;N*SSQ24  + $a%9[;\K?H\I30,,ZVI9aXRQZ(NA/N 
HO'FJXQCKSBP*#+ERJ4J%=09/6NXD'J,3-K8K<2,,E..-,);G#ONn=?aXPWRH 
M'+aQF?A;BEY'YMLHYC)B]Y)C\3JC4#_QEWV'Ca=:,9D<*JY7RDFE#N5Z''F7Y 
M2ER7N_Z+H5L47+58/<4N*;OO''*ZP548!+>%_\>)'.;C'.1A=R?UEP-L=107U 
H0_$>^U)B'[ES3:ZACZT"8UYWFW.a)$E9<W$F_EBC2B=P'<L0,?<I.Ni;Q_a#) 
HC%R*)D+A<*HXU'JPK17C7HH/BNXR=MEDHJ\:V/_':i:*SZ0$T23J,<6Y%;!1 
MV.'[TIG(>69CL0AIN/j:UJ;>_=Q<YD!BY8'$FLC3$''6:WN8V:-\=CaHYa9.9 
M51_!^/L'aK5IV\:6I",N91>#0iaG"E5!SVa9FLIIZ?DPZ=N/LB-5'$JC*L5= 
M86\9S5:)U!aOF"aCEWS!8j:P#C"'%G*><SZR*/HJBYQC/<S->:T=:=B*[;+K0 
M#IH9:A0,'?(H:w:$Ua_G53I)D%R*K0H)Y=Q).2BQ5):EaFWN::=8C6a7XD'Q 
MHF*2#C;K3R[BZ4L_1]Q2+V*U-0<-\R#B3#P_IAW!!DQ;1Q7E7X.FX;27;6#Q 
H8AQ6I A : R F D S- L ( *3 Ka< . QE U I 89 E D- C<9 W D -U S F M \ 231 , " % ' 8 C C ( 98 J / 3a : < : 
HQPW.;>WG%'G-;I#SE0)1L9#aCR!,0a)R%CH7K;C"L33'aa''!W3=\XD:HYP*B 
MR.$6K6CQBFC_I.UYBU>*'LY;.$,JR1;,ZN1<2Y:(P$G#E58X0#_?DOZQMYO$ 
MYOOZNATQR;*/aE#%i:9W*O>0ai%UG-N.B2a/2>CCNVVi:LaC_/AA5+6W'F.2 
Maj0V"\\<6as9;.4*QTCH0>2)'S3S>+J'>>:6:RS<;O!>Y+N/-),-LTC64-L' 
MSFaD_'7-(K2L/(F6!<C!,0NCU,JY2M2A17WP4'?W;A31??T15KBCG*ETE2L: 
MGPA5A9:M\YR(*:i+:O%aNU6+BXHQ779A7;=75-0)IIQF-ZUU''7SM:;X.,*96 
MZ$%I5R8?C,2>G3'TL0S6;"V>".X5>9'5NER;$BH72$/O<4o:Z7G.4?a4A.=5 
MDM7T^P+75_E>0aY]P8<],al$'41C*U0)_00X7N.5NU'N<?ELE%<XSYCE'V>V 
MGB-7GWU  ■ T4JS2S/,SN ' ZD>Z;/S7_#>UXJA#FD) Y1  9H#''N- '95N0:V>%W6YNW 
H6+Z%"27PA.)1?/aa3>Q<+?0-OMa)"a58a6D?4_K=5J1+EML\:E0><"*O5HLG 
MG#;7L<EPGV?1LR-/*,S%!YQa3J2((C1IK4U7BF9?9W:5A#7?;7L>?5Z]9G-" 
HX8:BRT/M,05196C-<5$!7%J>'S7%a"VP)7;Ca:(*\Q.8CV'C>Z'N"/?SA9V9 
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M&=?%:61\XI!*/;'*4]aY#&84V''+S+=J':(VYMH1P-.$XSS1SLI.JN74QKC& 
M4)_U,OF82NKS.H0!6X;\G$-7-Z*GX<G.Y5#5<NVLO<BG&''6a6VANA6.3W%T 
M=H40PS'N-Y;%W%2P+,*8PIY:(*3>:XSF\'^#*&YU&DWKAFR1DUFP>7W(QG-U 
M2SaWTGE>&N(;<6aU=D<1 YD)<3903 ■> ' [ 4B6*, , 66 J * / UT94 R_68aG U ' -40Q3 
M;"S"9'H5$Y.HV\J?=$H?JL?3MG_68!C."+P^->:D=>9!3=-BHNS4TV'W',Na 
M-,B[-S0.*L5ZCNLP':]L+Z3+.za+'O*2a\+X'9CH*1E:TFaZDlJ7"BS:*Ma3 
MUEB0:7Z5Ga6H)3:j  i;2DAECM6GXV2 :6#%)VY-j2<T7BNa\4%%"  = YES%<K90Z/ 
MK"8T,7+G;:];VD=R(T*(H."BU!;QJ4G5RCR:<$,P#-BMTJ<-#)GZ$W:S_S0J 
MN=!!<(47GB35.;6I#VRSU<aHaC,HXa9C0!W<-B\L:V%KBR+;%W5?F.\H3TK) 
MaF*9IC$5H-NHD()K)P3L5R%-<L*:<G: VSJ JE\%S<'6=FV4K7-aaL0+L9G>T/ 
M*WBa_I7S4GU<:*C[X%??V!S!SO%:8CZQ69C%E6_:+NIQ:Q.R0I\!LK,EP7-4 
MTP_T>\2Q: R3W96XD>"?#-\9W. 5WB3 !7>'=LYU3W=C3CL2'D0=/I'CMl2>aG. 
M#UX^L.%aG3Q?J\'':<8\  = YK?9*<*([;/)$8Z6?B)>ZXB=:aT:"SF8_:A  + E/WPH 
H = 12[0XEP>:BOJ#KR:EDR5);Q2.I7Gl;HV,GVZI/9:*W1 C%KE>8KC HGXW ( F W . 
M)#HV*$K0TTZ>GH;HVU-?_%/H0H:,ECS/=,PAVa%WZ86<=C.WE'HHG))(:WE5 
Ma?='V5G?”Z-RW''#(DTBa  = 89XFa*1+Y,0JU'*C/5<aNM8M:  + C27''*>"/Ba>#a 
M.'G\CE80G"C'H\(C'/<5J7BJJ>P</#I!aC7::8G-)*_UTVSNZAi:4FX<V/'6 
M<Q/'W"$7WE/(LX0\=Z.H5$B/W0?<V\(ND1.!(R'EaSTR*7$K)W:8K'\#]^"G 
M1UKK/4;3:5RWAVU_AI!''/a2?EZ%V)-I*+;(Y2DB/W0MRL!$\B(\GU7TEK'Y 
M5MKVL_#;K9UP:C;\B; (PY'Q.0<a2aa=TQH,_\: CG#/+,, : :N/<:#aa8V>_! Z 
MWB=KX>G"CUB=Q/-6.*aD(LP6*KaaZC,(TG$:8ai:#A.-*VYD/VY.#6.'S'K\0 
MW4 . FL\P' HJG : :#,0F6A=C+QZ4=A+>a+F\_ ! \CPC0 ' N KQO Y % V Y S+KV I P F ] \ \ ( 
M2H>ZV\ITa97=*I/'DD_*_G?#Z?ZNA)aBVX>IBU0GL_MUK0FE,H#"_5(_\=*) 

M. CT  ' aPQE9a)GF8; AR9  + _"# . \F*%I5R '+:ZH ! V = #KZ 1 3K] #-3+ / 3 7TG  = 1 1 W U3 
M3\AL!R/UCV6G(1#B''Z)*M+KT:SM'I#P-\6A//*IYHGE++.K#LR5;PFS#7;:n 
HY7E/5/(TFDF<CWH*\_*YUMVa*PZ/VJ/BV5':C)#L22_\UC-#?JZ5C/GLD*x: 
M''BR*RAL<LWAW3K$UWJ5D,=">O'IH?=0>M*M%*_SP;Y:/*:\%A!*G>):. K-<H 
MCIX=N4:;ZT>0MV'JP'H+!27UQ$/F*#H/P*LaR;A\_.SX']KGT_;9\''/V6<<+ 

M ' *v=Ki '>D_a?:ac%Fa__apjioR,=: :G9hg"075dc/<z/<??yyx?m<:i3=xae 
MGA*M;1*TRK-c:T7;/U%V6<:LK!0=TK[:4K! 5P(Ea68CL1 LS 5 / C Z LTZ ; E 3 1 
HGV2N7P;LN-K:TRN$E'_5]P1Z.K8E9Z">17?7F_:HZ=U+?SU71X,!EX=X0W:2 
HJ2C . ; AN<*>2Hj:#PH<aVAJ+#za3_I$TBGGI)4)C7?H"aDY/a9G_"aD_: 7806 
MP$3V6GNR'=+N;*2CK'9D/VDCY):)HHNU)_DX'A*$*F'‘5VK0*:<*UJ;+C4:O, 
M1Y\ZE16*a9!'+1DFHBEK?4Z>\J*D1PL3#‘'L;=3;\($Al?(K*=S4GC46;+C$? 
M:XU/BY(G4::jW7)MA'4Z53ai:uiCL#C:E).:^+E8C/_UC5Ba=4_:"X$?,\?; 
MZ5MACIE”S7\<Y50\S)!-PDC:2Ua_R?17GF6ULZLPV8UL$$UAY5GTDU:_#<:F 
M:*==:D3a\J</6SGZBOIG>4ZXP-TR*>2GR6a2:)UHBZ>9_''H3HMR-GK170^_F 
M[  = S")M.  ! SSK:_*[B00a_4$L# ! ! 0'  ' ' ' C ' ( C#RB+ ' ^ F I ; ' I D ' ' 80, ' 0 ' ; ' ! ' ' 
M4$=08VUD;a<O4F5S+W-P;8ZS : #AB:70N8FUP55a,'8L]H#,#'ITSZ'/H'*a: 
f1?9#=U '4_5a_0C3Z0;<' .TU':)aU-F(FA(laP:a{N;/ET('/X8E8;Z:377RZH 
MaaCV8C098HROO?A)I)#8)#'.28#)D+1)L;$=:8D')$,I:3H=$F9HVID"4*"O 
M3JU.4G9F>\z:5T3Z;W>-"=/*U=W52KJZ:YCOWSE7NI=3CE_*a'XNL'#.PO.K 
M>#N8  ! X,  AH"?GKZ#/9_C<)  ?_aKK04B7i;aXKGGGN0UL"P  + 3K<>aNN\C\  ' 3::x  ' 
METZ''!/RZ'+:<=S9<?NTD;!)'X8(-1^'R51DL67XEC#WY+CR2%?#UB95P>?<= 

MV/K48C  ! LC  ! JX301  PT>8 ' 1 K<''#a_LNA8.  / B 5 a V = 6 ; 8>,  =+ \ .?A/lia3?'B;.R^ 
M!>LW9?#Y>:*"V''[8"'N??aVV"'EA'':97X$*^'_AZ?PBC>''W;)J$:_W'X*(  = 
MK\.8JP+XT8''X8GN8C"1IC#F8U?!5_86L'3D*8P8*S(L6C8$;0K24?C8GWX1 
M_JDX''I-_*Y*P_J8_aW8a#U9_:C.,K:L'DV(2006-+\'-6Y*8%_YF'3RP3::A 
MC0_>AHF:''*'+MZR#E7O?AA5;#L+  = V5ax'‘*X)*  + V'?PCCFC\#\<.;X4;_-;CY 
P1VMUPW:<">#3V8<0M8:P/#L'Z6_;'\FMNAY7  = UR!Z;#_<LN5R8ZNUa''Z<''#a\ 

M + 9*"  = 1,0P8;33X,M$P8V'X#'[Y‘'".-T'-_:P5_#DHU0aD4<>A/#'3‘''=?WL3 

MUJ^_$FZ*8a*N0G(IC(YR>8"0# P\GX8^\01>8#GZ#SRXHLP:kLOP8J)G\"8 

H\:?"UL  = _#0  = V_PC8HaV!  OTi:WPUVCCL*F  : XC  ! YO AM8  + __8  . aZ  Y3UXX  V WK- F V 
H'SC.N:ARa;H0P(aU"H>?F$*:'8/W_GL*G0_+',ZTCL'56*\';_a6>/GY*;CB 
MD\=a\08l>.G%ZX'088,S/G$6^L=3L/;T\*8>H>. P\\DW8.>8G? '7AUZ '=2M\ 
MN/C.?X$7G0TN3'CS:=BZPX5H0C\>=HZT"H:H8X6/G'8ZW'_K'GCU)U/a;IR" 

M+] YS ' ZR_\*LP>MHA>/ ' ' 4W#al X_ ! Z . + ' 8 . D / I R#8 . 0 : ? 07 H< / K- L . ? S S 3 W \ 8 
M>C9/P-9;0ariK-JR#1_[aEW#KI6-PTZKGa:_;/#20'?1BCW8-  + HJ  = PT>I-L8>; 
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M!U?XA*%'AP_#E:NWP/(=A*"RB=VP='P'3-YS/5PU/a%KMC0PT#.0PPT7'C,W 
M?S$%7  + P&3SI:t.HS  = = PP>_09z:-^G8>,M!''$S"UZ%&S^Y'5:0/P#A-_?'u:-7 
H(7YT&ZPZ:S?XCQ^8>/:!V/7,0\+V_6_#F4LNA)6K,2Y8U\'=!WX!AP_Na8DC 
M_P'7H\W7KYZ$U6>NA35C7X,U#*R'H\\:#3?N_15L'':x16/GH?\$:T01<O'‘-! 

MV  + #V0?CS)WS8NOTPW/RMa:!RW8-P\9J#L.;9:''/!/C**Z$:s_Q;>A'';P''\\O>' 

MX"MK?UE'-a4R3,L_F)Y6)_JE)KH7/a/P DAES'ZT*)JO'H%PZNK\.HC'LS" 

MRV"U8)GAG2K,CHE"'Y\;0</'>VIG':;/ECP;>8;R;,aVZaMF1W2a.;:Z-07Q 
MEJ3*"N:M%49ZZL'H6_>JVMJ-D72TY+GN;*K9K5DY4-=60YIW%767^6U\FHD, 
MA079T8?D(!MJ7"/%S!9aXSVV5$_D.?1A;0Y)6Y;6$.NT9*$=QUEXC;W8'/IC 
H^EF3*S.P3''EK#I*0''  + ;RI,PLO'?  + #%K47N;(.YA''DH$I*:FDA=!.#)(%CW/X 
H*/MH0M)J9>''VMF?-#:c$0>K)\,GaZ/JZ7RIMaX2Y:',K+-(,SYVL#!+AQD$B 
M)4F+D"2QRL"C^V%\F(69$T0H#PM9:a?,(4G=P$%-H.^ZY+L5!4M>*Q*MY**C 
M(ZUa]/R1Z6LFY5)CE"28O*;C'1TE02lU:X5QZANA05RUR\#)D6.I<P\YP1B5O 
M1L!*U/)08L1IC,/0'L-A[/FYSY-,VB5'KH<%2UE,_C-?<S,RJZ^SSMFUSCA+ 
MR8_#-''CQLB-$V7?$N\+I)NRW-;:0_ZL+'H\(V625S\HG"(HJ=W,8P<Z:+P, 
HN-1>,AL?I,4A/,:i:#*8TB'55I3aM"35$%JG='D0V5I*G'N(:)D$TA:M;$nC 
M*7$8<_) '\KZ67P1%DDV+KRj9<A9J/W-'W$AI5F2a.>^4T25-*3##"F)K!N' 
MTI>-aa7,E:KLIAa2J)L2N<Y8;A0P''GH,")/**Z-<%ILKK".JPa)O0+,8*DY 
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M#C$KC\=EaDO3)TFBY*7:3CB'"0JC$R).CGJ"E)BEJBaBaGO!-GH1YW3+EDEA 
H<ASFaEL\*U/%V8''1YMa-\aEG9\IH\("VKRD+VBD?E)N*_L$-?4,a6<ICH#0M 
H'B*<S3$U*04U8'B(aj_VC78C"6,O75#ASYG'FFPR8NAOC=7(ZHBVSni>SS)' 

HRS/ ( F\/nH0?"CaK6 ' ;V57: 2A  + BNN4. %;:#%-0a*0W>;a  = 89<^ ! D1  ; \ 0DVG(9 
M>HAX1GCCF?%,1\9E#T+,a"5707)6$R*6:H6O:.UlaaN3I%W88:](aG/'$6_A 
HK'>^UW"_F/$9A5#.HY),RZNLA!5i;"?a,RCI9>J3%C$N#0+*8(<+JPWRCS$aT 

i:i:CHK:4ddc6749f4b75391  d316511a3eb61  0652270b90f133fada372df5ac470e85c016]: 
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MT&9E)%_'2Y,G38:''6;/F*\LX8B;WM$S$>8+?^aC69V:!YJ6.R'QVJ-V4=Y'V 

M'W/C+Q3\16.C<(<I7X$''ZT#.1<DWP^0"'W<(;Y2DWCSND(MHRC?E=4[$,KD\ 

HUFQ3>3=#''A:K('="3^L_=O_M%F'G$MXZlL&P9Z*UG^(a_8=PUA0PR';)5Y.. 

M''RU;V%L+%7H.<))*HH"5Y%0"#$B7?*RQGL-ST%>'.D_^a3SW.=QG/8>Y.#3? 

M\ ! *#B/$" "?KK8\3ZX$6*7HLR1<L"+48%H_DQYB: . D 4 H 8 " \ , C " V " ! C 3aN K9 B / 
MDi:?JK;0Y/CB\81JQ/VL1YK4V5F$MPC*27FD\NMO8/HR^E7RZ,ZC8-ERV#SE" 
MC$,WCS<33C)#WH:\C)N1.9E1.=FF<L+)Y]KR3D[6*WZJ/'TT0WYI'#C#SW.< 
M3=-CY(_H,3$"._%2"*JMJL>A++67HJK72S8,R8(O\B/R2,Q30MX8)Q480a8? 
MLH<!+[0/\ATF+P)*/R8[N0$?=RUR!L8[A;Y'.-^X9]d:>AGCK/=:r\:=G2Y7 
M7E10NVKQ.4.G!U>H#8,!0O!7a9\:0#PHCUB8''0aB1Ea;H_?CG/a6a-AI(:H% 
M46;laZ8D+%95Q9a+;,K:3:I*OT:OY3F4SQ!">ACU+H.0;YCCS8K((9'<.S0) 
MG!R52)"CJJ_(UG=G8U8V"+U"-LCS":U8GJQF/-V1<=+$:#N;ISHI1"P:T4!D 
M;W*JM=:EGX6*C=.+3*,P27aD\7>9E'5aBV-LAAAC)?W!0LB!<D0"PL4HEW\A 
M'PQBaQ:(GCCD-Qa=axa;Q(CRBIURF<M^"386a+?3/4=*3DZH'DY.>3ZQ1$+" 
H8TZOK!<C*S9"%RKRW?;ML!9ALBR3(1.4A<Da0W7(HL#R86T=5M/aV**68X7\ 
H*\QB'<M#2WF^\7;TXWH#=a_4 •,)+HFIP?8:G8G;4)7:"+\==X0!D3?1(DQVI 
H-Ea264^;DU/U,DL6U"'/RLWN+I$ZLF0SD8,'<0ETQV$')LC7)2FRIPFRW5,4 
H< ! 1 Y . SFA*=5MC6D$5Z+_T^LE/a\_ES3 ! 9F '+DBTal A8Z$K'<VDS<VaSCDMPI 
M0R'0=JU0a\W(<DP,E=0WaH\;!,L%</-M)$*2'_S8]R99EC8/FS36XQHFRA9D 
HL2F/8DP$04J83C$RL9\LZ)!A21N-aNJRJ><93ZA-?:_710W>'+>P;L<?':I! 
M3A8W?(2:8CMA88SOC$.-I<60HY8QH1(+<P>'!WM0GP-ZY'LK1COP8.\aBVO. 
HC"N#(44I>$-9+PE 'G16Z8<5F$=_E'%$+16QC_2CE;.D.GYa:X2=4IZ1HY4P0 
MTS5D01 ! ;Z%6M-DYM(?Q<#E/"YFa%;7,Vl "AIC2=! S P J RK<= C 3> V9 HQ7 J < L ! . 
MG\-XD43+-H508*0\EK1J J4 ! WJ'*2:SX)K0N8R!1D80C>*%I^:8<!2ICAC3'C 
MY8l<Q#5<EW%R88>3K/7$+3*$7I(KSPS)9+N)2J*BT;S;8C'U<8%42BD#:8=8 
HW#,LU*'#WN:/-_''D>?PG1!  [8B340\R4_F  ! %''6X9H0JY-$!Y9E2,D_'T'5AS< 

HO. Na\ ' ? ) (W*7>T24+=RX?3J:?HK,*B. (PW52=) J2N^4B1 38EG-3>B7C5XC52 
MOOFOC:0T')?(B2NN6K — a3=LB5F+"AA"4!,E!\=5BTKB$8QKL4#\A,NL\H%- 
M,Q'',7J5%1 0:0::t  = -U  ''QB'-EN2%:'FF!:1H(_!C7M$'4MST6T22z:FF'%L( 
H:JCQ"#XZ9!JRX'<V$S)*WS('KUC' : S = VP Z R " ; ; TW \ K; 3 N--N J T Ya VQ1 - V C W8 
H4<Da$:a>92D=>iaXVSBSBG'AP1HFQBERN80>8>?DA-XVE!.*_*'<IPC(v:iF 
M><C?)9PCNXCLTD=$<N,1>BRL;NCHFD)>Z7>25YSH98;AISADA%M$C;51H/I- 
M?IIL:J"PI27H,<B"B6-D-Y4FBK8U.$!$A1C/V>G<)_3=Yi;P00)VBK!!"5HZH 
H5G%K"8RFEX:G\'-D$R$RJ8?  = _8:w_''-?W/H-X:*J.'‘S9O"CTF2T4XL$B0_LK 
M11K:.3_4'-.0DY8J .X'$.#N,G;*5' \/3;3X:1*Z6L!K;$GK-()l9+VF1GLNI 
H:7HHJ+U%VP2NLM491E=NL!:6J0A7RH?8Y2BAJIO;aa5S>,J:B,/KH=R0('Y8 
H + Ya:  "_9H5a3EU"%  )N,  ) + RHURB  + -1  :h,E"KV*(RT4,EF/<855''HLF''B>0O7K$ 
H3SSDKJ;'X4aRS196MX4YO*T%''7!+\H+;0TU’.'A[<I;B4G>JD/4B+D01LOL 
MU'*  ' CP>?P. L;=0<'#,K  = a[LAa! C_I8a9  + Z#CZ:  :'UFAACN":CP::HLRKR%G0Z 
HEBB3T26YL'PZJ688X(6O8==!:]3V"VUGT'X=,D-Ka4$''0,;!_;_8'8\?'HC6 
HV8KUB4E3H6CGRD_KY+#UR"Y'aYY!BE]-LL0I("\\*G:"7MAK8VT;;R-_+-N( 
H\;1Y.=E-<38K:HGXal6W;3ZXZ*"N0\+;Y<X)D3''7=89*KE=I#=SCG1v:iSI1 
HUA2j7*Z5_<CE4'E#0U8XR!/HURN)DC8;(0!WLJ#0(aV.J8,"5?*/3^#M'C2! 
H''i:8_aA0LLKBH_?  + 7$C/  = 5 !;R2707C7T1SH_#SVADSaRaC,I-4'%08  = Z':F8a 
HaLX>H'ABU_-+NS;<83?905'W"=B."OLa.I*-aza'UK:'BUP:\,LRB*=SK$''V 
M+:A*aWX'Ya.HP-'9C!GN046$?/-/9#/Y9lT9S\'S.\!19?BUS??D$"$Y!"SE 
H'DE6+!S'2;ZUCMRE5RE"U-DHW'<V?B7=(=243I,+R*>1;9'H=XXL(H;C(,?H 
HY8K>I.H5":Y,#YBJ",5:6/Z?aN=X$2P,OV';=<.8N0PUD>+7:*Y8D9>-6'#" 

H/$-K<aA 'Z733'\<)I7/0-K"Ha6:,<F_0G]1Z!8=F8:9:J*W/3' 09>Ya0; " 1 . 

H2P0a- ! CIXYLZHN8M81>HI=B0+8; FC2+H(K! M-EK/S?FCYDYF,3NDKR,D#4*" 
M/aXCHZ2LaVLM0)-'Z(K"ZGa;1=DVF=%aK8WDDYVA7#=CJ>8/#\F#:I<ZY.Y2 
H<:0J$5O\S8,_O7CA1N!9N?R  = NN:i:5-IPCC//' E7W  = G 1 *8C # : a J W0O4 H 5 % N L 
HA2  + >DF\N1  ■ 2'',a3  :0N6"RZB.  + JVAD4O$UV>#>A'‘aV?/W\K)  J Y039F  : ; 8 ' C 
M<\*"J3:8ZB3_aKYR65Aa(EN4DRY<+V/KSXBIYCG;,"?KT;7H_1>C8Na+VVT- 
HaB)6")$SF4?PL5AHPT8'VM9Y;=2%GV4?*Ka6R19);R5AF.1'8LW02:BV6a,% 
HJKK5Y/ZHRF:2<I#X5'_YW/ZFP2:N#(,:p=.VC;IH<E2#.A8! BE J I<+<0V ' YP 
MA3#a5NV2A*DPYjaZ^E::7?F,NMC=**J6;_SM=/,(1=U,7P;PYE8;;Z8LA2*0 
MI!S3Z7=L)9-G.(a+;^'8"Z05=F*CT0;T)',IXW<3A*I3:*PZaS%AV8CZ6J7a 
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MKT%.X19LI9)\:RP8E(&V8:C'Q-0'V\!*R2.WP^(<RXPC$54;QF1>UX2338F2 
M0J%71)(M-!&93F(T$#'GaRa;Z8RTAY;*E<YBK$2?1!D>4,8%'':',:,?VXN4 
MDAZ6,_4XaZB'HDLR3B9:T29\0H3HTC9BOL(=RNY;<+-0V*5n9)>':"YFP'KE 
MJL>$0E>XW:wW080G"4+/W?'.KT:)1Q-020>U"947NJT03_P)0I=LEaLCQ)WZ 
M6Q%%'431T$+9]VYI,7,X/(''7C->G'JCMa$?G='7+^-ZSCTV/N+CLT+IPKL8 
H'';HW26B?"#.V22=2520UKZD2K?'B,SQ%"C,8%J)UTM#7LN46C'P9Y=/<*>)Z 
M6GNO,3QA>'Z;&KZFQL1/ZU#)8aa:MO'10;T-3_:HAN,FV7''JG"AGN'+9H>:L 
Maa,+8"NU0A\4^A#QFQCL;/:/CE5O"N?>=V*^F/QH?,?8Y=*8J4T)1-4:;7UM 
M*B_[9)CL;8KL;4+*,S)0H.48K!'EP>(*S/6MI285$4XE$A1T9KF'Z-GI,_*2 
MZ*+_C"2RAa<?+W!=$C5G'A9S38P0\PE"A1!B/RDG$YQ?XFN".N8'YQ=XajRO 
M=HQ_+IUC*.B2+AI7U\aH'PNSSX*U-L:E(.*6Q[;c'91P:=8%VDVKa)?V\E84M 
H8;PC0^[ULB$9%DJYI>X91%U'-:ED36"A<?C'-CE$4<:eB"C:t%D1;UBP_3''V 
M-QQ<21"1/25VB=C9;SCV^W?W7G"*FJ<V"KUCXPZAEHNJ7TTW3W6D\CE\#ACU 
MY?M0Q>[44YI:(7$_SBM1Y^4.6F+'6!8E(!Y'-Y,O!*R%,$%=''O8R'<H2D/LU 
MSa;3>7SGXX60F7C,3(SE$-D%!SZTFH2U8LV>3H=U'%OC-'4XBU+%a.W23^J' 
M7;H8C#!Y2)27')5PZM*WY5%AD+)3/7Z[88VPF-K>D$H8=-+aTLCU:?)CIN;) 
MJ'aF5aW*'CGHD-4XC./8?**UB>HCVH;:AN#HVa#,-C(>W4!9_G:16+"B8<7! 
M0P?)>.)D._7/7'R*6B><>>?/6TBV$UN*<?E7IG=W3%%6L0>5:+8::.a;::-I 
MU-/<"<P?.JTZF/2)<V,>(0J:N\5,/'C+^E$'95Q*!H9!N#R(\''L/HFH#WU-X 
MG/L[,!]3108ZON'5WP,_a=U4HH>972*:U\F6<I,K6J;JA?4ROYBCN2V<CP=S 
MKZi:E_a$V9?PD*M7.0  + ZBW63>DV'N;6MCC%%)1XAU\<<H2a_31_S6:D;4  + XF2 
H"7*P=;''<VZ*O9?L0K:'CQ,2FA'a7DA<H4T-B23'R'TU#84;:K-J'?FR!K5" 
M,2>$I>aCE*M?3%:R48]4.''18M5Q*6TVK9IGFK('0D7F9TWF947WH2$:uCJ#O 
MC!C[M)U\:;81J8_J2>C!F5G/'G-:PQO<CIOG8!1'SQ(=FY\EC6>:0=Z=8IMY 
M\'%D8>=8#Z?L#!:R<B-EU)_Y.C\G)VMCBK[aa\7J)L<8-Y+C!Z_CH4T6.WK5 
MD7DLaY*9$"J8*'0/5n'S'+"<9!#ZalDJRC:T,#,E!L_HF<X.+$9XB#7#R,9B 
MR*B)'8"JN4NRC3CCR*,  = :f<6  + 4U81  !1  !N-FA;"VAV"#<%?NVKSA';X'  'ZT/) 
M7>J(7"B/*+(=";QVD%*+?_N?R(+(KU4(8O]>/1E0_GG+%*9VIX!73PIX,=_C 
H5X^RL\Ea5BZL0<_,L#8=A<XT\BEY'_F?G_84*,<-6[<J=V$SQ<F50A"'O'"C 
M8R'70UV.D438',B($/-,/3H6V%;4SZF!DMH,?64\8'#AC)R=AaZJ8(6'.:CJ 
M7Q8C7F :7C48WFK(LCHER7S2 .+V%Tia ! ?'G,"X1%.30%.FG#2J'*,NQ8C>98R 
MKX%7/+<DHZ1AJ+NA5Na8X=R\?1]9%C8YaX<X$L6X-JUl#5E(G,ZA.'0+''ZV: 
H%HFUS>E,+EO?G:M0P"S?MB=#/D\D.J<F1B:XUNEP=:2QHQ'=7,/LRN#ax'"W 
ML'5QXW18W=GP.U/S?/'<0NaOB'O]S-LISR$-MKG1Y,:N$%'LXIQWD0W\H[P5 
M'0,0C'>*CTW2HYV>(L;8*4S2Z8#.5X7URKBnHHD\4)0I0Da_(:Q0)<+*2CS" 
MTE58X8K.19H:E65WUCO2WV'QM!-+7F_K),'HD%.D5''0;/4Sa\10>\8<F>D8V 
M9F9"3!6$/*1SUH!9;0XA8! L2 ? L-0 L 5 ! # ; 8-0 " X2 W_4# WBH H 5 # E F 9< \ 1 E * 3 C C 
MY'+UAJC8362<#8R(X!JJ!V+NGCPQ",%1"CT?HS:E/*)A$38aY4CRB0,=3B)0 
HG'KGEHj:!<JFELG'?;*N*LJ3_9TB_0aY0CGCP;0_\9Q:!+WGH"'MVNB/83ZU 
M3 . 8K0U%8$8 '0P4,83F8F)*/  = C(!'  Q$-TU*;  'RG6(E  + $S:?K6:3';G75n6QI 
H#*HJ8=795C#:S:2>H2>7C4Z'*<#>R/ — MAM<?"9UA'RA'D_HD1L<;B+F+9G9 
MN<3LXFQ;#ON_)<)G_T  = F)50M<;OLBO/W'<C64JY  + 1H4*8I;QH54<<BY)PWUG'' 
m:3<ZA5HK0-W-9%A#G805#:50$SR:d)8(7PX:XY3::LL)W6:J8XT\QZWH+(DF 
MLS*S)8ZD!T1L+X);BI":A?AUZRS*:i:_,/!BVi:UH,:_(T82,<aHZ_T\LlC8 
MSSXoD )X8*<";  E$6U J !, 38*81 ";'(1F8W7.3*14B3,,ST_"F81WaTRBW$aYZ 
MN+>5\0F>$B<5;#CDFPB%''7+<9L8FCHP5<S>+Q,+?%:;?$aN(;_GD<T,U380 
M/LF8:(*;ZQH6U:YXZ='N10S/M9aX9#GZ#9'ZQ>C1H60YV8JACOJABIQ0:<++ 
H;VM[OB*CTKI3>".I1908'0V>K.(*<N:Y)*T'YA9;_4UR)E0<3.$)9?+3N^4W 
M4CN%=\//aAD<9:V$N!K9S0W?:Y*,L_2+6'a:9CIO9C(EG-PQ5A*+6DG0WXn6 
MCBT_#QB?8RV8-3YFFCV3HOL3Y+)EQN/UAM:RE7F"2TaN:R/;K:WQ#0>,a2C> 
HUa0aO!X#B'#?  = JRE(//9DC\aG:,,3aH<EL289)9P<:6K)  F-'E:  \(8#YV<KR896 

M:L  + $(V''FF2T(;_D;; VFa.P$S*3^FRWRDIZB0BV*FUUE!F13R,:B4:a8$KU 

m:z!2WRKCE<U;-;-PA1S  = UNDYO:''"''E",IT/B.:4R45Z^7S0H59'$'Z28$P<J 
MMSY1>B:-\TV0A;C0<811_Ya'la:KN/5NC-_TI)D>F,G*BYZH6$,N<HE82377 
HCUBlBLPT*'LNR[?:65.K<YaaB'0CaC8JX:!JIZSUR/8D<P8aa,\FX<!P5!<a 
MY:XIS,*57=TVWM9WP=K;+*C;0YY(Z+.CX5'<J4#<"1]D2<'LNV:5!46B6aF8 
M3OS!(T*GK*?38_T=%(EJ+ONWY_82=*BC6-20:4:-8ja>-=_G\:'HH8GaV?HM 
M:15P\W!:J!<<?808?+P7S"H*,=?.'#aGT';Z%1MYG_R9.D>5"^?NPH#%+3+- 
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H,1"<axO!'EP6)XE5E(7($78N85=F/!:7(&(G0ja8_:\4"C4C%F$.,5N9,S7# 
M(',V,XT.5U_!:QR3LQCR,D0+i::,OP9E3Q;"H'$,'ac2*;I'H'C.$*72ZA#_> 
MMBU_P88SA3l9Z-O/6"O4.E1<Y5G>D'R);*V6LB>\'"*,ao!2>,0=#I9?KCK5 
M2N>0:V<13a3R#'=(77_98\''HW=U)Un;079OH1A70ZR976-%a>=6E)BC!W-2$ 
H(HJ.BEY0BW!1(>H-9GC  — aE#Y'3<:S  + YT94G_6'<GCXa::_aG2''?(EL8D/\') 

MG4G;BXRPAB' RQ6  ; \ ? / 2 3 BC U7- D * !*>U:(0?6!A.#5L5D>_3A1/IKUGMZ*,\- 
H4YPR7G"8X7)-?9SG#,8'aca$5R#'TGLaB:BY'9C>)<3XGIHKG*0.^^>'U>WR 
H'J'7'Q+E+PT%C]J7F%4D*! F aK : U J ( / _ H VT Z U2 S %+Q ) _< \< ; U W C C LG W C TG% " [ 
M15DG12X"C1C=0A.CZ,:5YXA1$)_0:?I_.:6$2a"RA(_*</Q2F+!+(GIHP5AP 
M)4X+++!SILX,YE?L>Y67>$2O9'HXD"/952RP*D7H*490M0=G>'->46%0BTP( 
MF;PC-K.S%51>VU7X?CB6YV.NVYPXX$IBK\7%-?4'97#920\C+aVK'A8l'F*P 
MW9a6/1"U2)<)(C?)ZU)39%0QS'BF+7_!PW,?%<Y<N4a=+a]7%\AULICB5LV2 
H$*+aK=J7V+I69>LKR+:$KEUY2+a4R8aMN3H$V9,CE0_;]9==?_N;SS4+U2DJ 
M,_59,L9:=H0=N>PVYGU:$E:i11X\(52*HEF/A'U9K^Ba,P<4PUJ,A9U=G$$M 
M3LA%C"WH617KX\%4Fa:vjCS+^HR=*6MK\%HMD_:,:H0)SLR=3(6aE(,4\2MC 
M_)*P:>H976+9UK9$L=N)UZ;C-,SG4H4S;"9->>:J?7B,/B#'Z.T:LJTa+D^P 
M6aaFRU+F!#;7*BB:=2":81X+'<<:z\YCU)\KSR,0Z=Y*aa7KZH4F*ULRM,3: 
Maa%(a(G82PTOD7>L(.\H::5*CG:$S#U,KYXD5A+_MS<(R>?N?6XUD$R0T<%5 
MUC9TPU:SW4.D!*a*<G_23!HCj;TI8HVN]90.=YU5a<:SX'Ba6,+3PL;NHB>* 
MDV$5*.A!Z$AD<4/<a)G#K*DS8aaKZ*O3$OYA.BI$?"a,a=PJT)(B):7!N=G0 
H\SGa\R6*?Ea%*I.PD]O#W'<>WCia:)$7C).!C3%08(7#'OG!*L*JR2+E(=.= 

MTIB?An6-GC4N ' a H 1 Z - S 1 4 Sa \ X C a 5 !EAaj'D7J)LB.\C=1+a"-A:X36RNY5 

M%=VK:$H)I#:C1SS+Y$7LR1TWO?';RUn:)W6OU"MW4\Z;E_4:T9"‘'CWPI(=0] 
MY.2,7C150K(U4=9#;Ka?3:T5,U<N<BSN,MJ3:<M0VBXI8,0'S(D<+S+Y9+#a 
MCL,a-J7Y!+BUP<C<L%''*RXS_a0TM.%9RLB4>G"CABEYIC\N\':-=6Ua03(LR 
H. SZ#B=aD$H '_aT2,BID8a>BL#:#! 5/=4NB.MaGFB)a=;4G,EGE=Y<X7>\/F3 
MA;I=a#3>1  RF61  4aX#;40U2jaY  !-*Y  . #J  1 6 ! 3 RM I 4B  ) 4#  K-3U  PG_M*  N>*>''_$ 
M(EA4+'^#HH<#WM)-D<RKRaw+PZ*DK;++E.CWi:aR=G<;!U'J?DA/B0F-!5KMM 
M?DI2-S4!R' K>+8A, .A*=C-V41?JXL6*''a\SEA7ZN(jaC1?8K<%9E>^DE/>/H 
MTV_GO"K.S('MA3'J)WM9TS-F(4%,<H%)%4>G)N8/A,Ra089BE"9aA,[H-J'W 
MY,\0:JYZ5!(V/N,C9KT(a_JX.CM4)!0"J!!"%)^R0E4CW;VREK(NS,VHS8I0 
M\=G#$0\LOYCLY:CO_FCia*)T/aL64FC"%?VCa#6$VJVS)U-D\0KGN_iaYa65 
M)1  6)66;R$;T>(2XR$  \ C6a<''>  ! 9 + V 5 " U RG  A C C H " *<C  V<  3 6 3 ' 6-V<Y<7JW.  CL8 
MH1OF+#.BH*TB6BCA6*LI6HR*O%uaG(41(4"TM1,-.*DaF%0-NT4D!F/a<C6J 
M'T\GK1%K/#*0D''<*JJV%6$HYE!C$+?)DXGa?\VS32W*)?DG6>N35:a\1JR,D 
MP,aYB3J,V25  = C#7''aY''''_J0/3GI,J._*a_0BX?35  = Y,?DRL  = 5)L($<JI<MV< 
MJ*5-A03G<FW-"+FP#C<P8(JXI3!)1$^(SP7G'S : I L ' ; H V \ Z ?T 5 H_9avZ a# 8T 
MaY4H'R#:jIl9US6L(#KUY(6>RYLa5ZaF(!aG*a,8-9'a''9>176P=1#"I0D%. 
HN!1%JM!+0OZZ?n#GBJF',RAIV:PS3IH(;JN_8,/<1\W#)CL0'HC:0!a(_7%3 
M'\<131  + )L(*Ha\73E17U9'HK#''G-IEN!:i*C0STI;Y  + DG  = 1 Ea  / Z ^ * V + W C I U 8 
H=#A?Wa'GSX:(/Y1%04YN0WD%.TAT8E'T-=a/6,\G_Y'1 :E.S'U?;4N'SCF)5 
M:'%aSAIH#X)U'S)'U-!A#1MC0H*NN#1UG9*=+SC<^Z63HZW(:Y"*:E\9a0F0R 
MR'2,S,L#K2  = I$T.FI_#’0A_$ ' 5 2 K3 U V#<98 U = % Y WB- A X 1 R ; = W-><-^< / * ’ \Y 
M6<\5+aM=F'aAaVCa*/,0Y_:/3S4HJ_**G\)96=H-^H\X#A\D%*J-,8X+RTGR 
M\C  + UFKR7  = /3':J3P%W529( ' OT H<: 5 I +a F aB>S77 SB2 3 I a->4 C ? F E 3 0 ( a ! GBB 
HU$T;6aVNFA;X'B1$IY66;_6SN/Z#!W-X,9.!(a<UL=N<:_1/,*-a9C?-3.^F 
M: ,T\C ! 7aa>AFF)C-=(-931  EA4XIMa#4'%<^RX78*$.R3.aiC:H>XE*P"Xa6Z 
HJVD0>a0H+KA=LL:<a9*8R7(RZ;Y1YCaY$=^VCH(-!A<=1F*\5Ha4L4<1*H95 
M-CB$B(/H0-*EZ.!VDT4<%(0*8>*1/T)_00:HS);?5?<*_:f)O8?CZCE"N(<H 
H[N/;A=_'UH%9:\)E#W?W4*7#0I+*E' # 8 , S G A / * V+4 U X88 R#+B ) S KM : > D8 R$ R 
HTICG3*/U:  I9  = K%A%"$3H<74  ! 05  PG  B H D '' 0 ? 6 H W ) Z 03  I 2<GM3  A . 0 / PW  P " 9a-  = 9 
M=#Ra!CFERWF)T'a9%+/U(-D)/>5ZBH?KE>GIU"B+#MA4>FUS7SZ#CLa9N?IU 
M)Y.+*L90;9''$C0_HAEH.00U7!T3B);E2=8M8/<%R<.7F(T'E;JHV\>L_N.R? 

M/G70F_  = *2I"=>!  ._S3  = G5\!.a(>/Kai ) ? 397T9 ; / \ ) 0 /> D#$  = _6$K9 AR U7 1 8 
H\XDC3E . 38+NK(waZ6#<aFT%"HNDa%<\B#BaSC4R41 WU63#aK,0: YC#=FDPnA 
M'  Rn<P-/N1 K*>\F  + -H9RESC9AK'-,B6"HT0 !778.0?8WB[0'JE  + XSCA,ZZ7S? 
H=%C8\Z/NGC/.,S:K4>NSKG*,3-W':BBaN.<a#Ci:%C4,0-:RJ(%8K3,H5L!#T 
H3!5%#-a(X>a3?=FYE_WJ,?6FO%?.)D3*%W7VY;/=M2\9"P$R#>B89RD5-3aD 
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MS68CY92-4'SIG^C’24A;SS8C",S*'9(\a;/FA+';#Z>'XUPI$_$P*a/%0a'E 
ME(EBI#:!*57ZJ17V3$?1  'FR?(%):\2P.CK$$WP(!  'Q4;VSJ\9GCLRF$'  .+RZ 
M'0028C4XVE:34>-T>.,XGRN\0NF''?"Z/\CH#9'"4]VGKH:XJ-YXICJ!DWLF? 
M:SaD;+1(K%C9O:V"+&#%04421Q;ACa!Z^1MO"W69T!\\3$QIMDB\.?O*O8L. 
M:^VISRK$FUKDC+*!/)-'?JDC-X3_<P:G%)3?C)xa>*',4!-Y)9F[86;!4SRP 
MA)!5%B=I'+LKQVaEIM?\R)P'Ha*XIU=2+0XC=3)*EE31!aK6;CAN!SFE:S;" 
MV!AA8P,]1<H$AG:C_Ri:'QX'>P5JL'6$)%[#):w'42S&_'8Z,N/YM7W30D'N 
M[E!NSP5GBB!&)UCOR>/,#6*X</'6Z;X_:u'"X0#C<'B9W2IB3'>,CIOHa,CP 
MM0!_''_:YWWSL=Y\""A5C%SVUZ/<HC:2N)))%\=I%'X%BQ1#'A3aQ9F1T'6H* 
MYTB),U7M39G3B/V\Y033!#RH0_'Z,G.:MYaYA)MX_)"Q<M<E<C+)C!K0D?JP 
M#J . ! 0<+47( HI H7+';#.)RMY$'!WBS)CGS4=23<P)6H\'':)F3'*27a:))#SK6 
M\[#?)Z\3(:g+## ■%/KE6Y78ZK/CCVT452=PU80+T75NIESTZ=\ . C ' YZQaOP% 
H1V*:K9ORM!6291WT**4;''FUYKOR:>D$:CCS?/?;"4XNN4'VJ7AZ0W91ED,YK 
MCa!<0W:1)D0+/BM/88#/PW=B7G>$=W,H!84*!:i89DQ*^:3YV5#B?aF7)SUL 
M,3C9";L;;BCWX%G8>DW:GIJ1'aa5ZGQ034R$\[9!OC+"S(?RTW!BBOO*UC$F 
MJJCJCI'?(??3,\;U"SU6Q704*e:hJNGZ"1X=/*D8)v:/*7%\0"V37SN:+K_. 
M\/4L<=7SJJWL5?A$_-6/BLJY"+GGUZZJ>+Z''HKMAQ7:U4/a;WUG^SH000"'T 
MV\*:_N/?GW*V4"_H9X1_2N<5O''_;DV-?SKP)GH8R"SDD:_60<'+;VHB=<G[a 
M=W2.H%$l2-HNLa2<+'JBL(Z<78"':RJl83AAI<%$X$BWPN-.KM5\WTX0ZQFZ 
m:h2UQ6+LY8Y9BS-0'NJZ5\)%-==()L=BC:**7(QQ-%O9U:!*-,:=#?+N7:*: 
H"8HV>EG03E)'/5NSE\GFLNL>%K/FZjnB11UWHS:FQ4?5B_)D'';%Z7GC;*NH/ 
M7$S>73C0;'QGG0JM\8*^_FTC\5/DV:3H5U#D^/WBS)YZDKG?34DP.1>>0Ga) 
MTS%$=5"=D+P#0a5Z[HQPSTJFX8F$U\/',C$AK]aM)N9#<=5D!0F.?\%^$SNI 
M#%F/M82RGG=<'A:R_L1,WaZ>_"H43TU8,''+BSCQ$63L1'<RA,==$M6C,AEB3 
M!XSU5(TYUn''  + V$*Z2-UKQNV<GD?2%V73%*37Y>IS6;#  + 8H;V4/J>\?8:  — XA 

MV0OOEH?C:E1TJP/R8aE:c 'V*=^<,8Y9YSRC'!?$86G7/%TW]-:s*?Wa.DW 

M4.K5<,aP?::AB#P,:;KA,"+>ELYa/\!ClX!7A[PE90KBI.C8LXMa)R2FRN%A 
HHI*3QB,<-ZN*[DZT'VXRX9/''#'(1;8:4N!TS56E_=G$S9R+P,V,I5!YLKH5< 
H6#AKB$PB:*T:C'HUF,QR<29M0.UJU0"U<AWDU3Y)>2BCCa+B\%SUN:ILKKI* 
M60_BAE+W'Y40RC/5PZ+Za0I5*PYN7CA:WJ_.7S3CL=\:=0HSZa6A3_EYG]!C 
MY/.: -71*15  PTIT)$C*\B7NX0XlaQD27FY;#EMH<8R<!(T"-GF3D8DIWOVC2<CT 
H6M0>;-2K%  + 6:  + #) ESDI  731 Q;XSP2Y#*CIA9.%)7H  = >BW/</9G9(3P-8.G0XZ 
M<V-E1I-=4!9TYE!C8S/:3%FM.RC78Q=a#78#8a*.?CE'C"5#7'T=S''*0+E>L 
M.QF1\JJY5Y8TA4*0\1'.23aNHja3:+;_J(B  = :N*'a-K/0UAI*l%Q7SJC\*8_:; 
H/YI-\GYAT?-J#''8V! U , E 6>$T<+<<-6N 'F/E+/)VR))=U<HJ]"/FV*9aOX6V/ 

I*I  + 0D2(VT0A>%'Y%(NI#TLS*9'CV2  3B"16-Z/:8>X%L?H%/7.NU3C<%b:rSE<  = 
l•la]  + U#$O1,:IN"6:<X2a6.(<05A68-181  ( 8<  " R70$U  2 Ea9>9  H = + a88R  3 R- ; '% 
l•IJ0  8V7'XH!<Y\KGXH6W_8AJL$Z;-K9)Z,:'EI%"7V?IHD;:>7+ZH/1>SV#VZ> 
l•l  = _.Z"CZIWR1>J!_CYJF■'I*3S%?4\7C"J(7l«la)  :9*N  + -CVG)#T  ' 5-NHi:9H;R9 
M#\:")L)aaC"HG6'0)IJ,6''8JLRGSL*8W6GYW1H2_1'-8KN6TI*IY3N-V#DD<  + H 
M67*JLZ2Z4^S3^9$<-0C :8E?4LUN$a_UH?Ji:$YZ8YIH"''.2D"+HW0LFH'%a) 
M,1S7<'N7?;W#O/XGO,8*W  + U0EI»l<SM_?R??F*  = 7GBa-a\4<_U.+84''"1Z.VZI*l 
HA3:BL"LKX?AS'WWaT1<%4-.GB=B+MWSXaP_._?CW''DWAG_C8"U=0'!"\(685 
HYH<1>981(?S6'K%:6,V2H9aA:SDGPaN7:.ZI$5A.E\365-Z0)\K8;B+a''a? 
M-4JSHUG\!4DT'4X=8+K;5#+:8).RU6GFGY;0B.KC:H'6J9G=H'"I2H0a-*>2 
H8F%/G#FM:R:)W;!K31*+;66WA:XTZCZ#9#8<?U_UNLA7$2(486HH,ia%7'-= 
MWW1:gF)"_7N7S  + W*I«I5%!85LA)(SL76LS>'U011S(2-Y[F23_A5*H>X4C''Z<4 
H>ME:*-]":*T^4+L"'J*U4G\)<I<-F/PA_SC$9R_-?K+='5-8%VR:5HE(%a9T 
H\K1 VL0+'_6A-,E]L_561<Cl6-C"<8a59ETRE(0:0%#><X**;9M(DD$1  \ 6V(I_ 
HW+1'\+Va,#H7^YS%OFI0?=.1''8$83''PR*X4O<U8W1K:,8AC'6(O70  = 8R'H0< 
l*l_#Y*?H?E>;)39''M/%CH20Pa8a7?SCI*IY-AU:""AWa)>?nT:i:5)\F;U8GJ9>% 
MON7#'PE"2S''V:!VPFEV?;5AU'.V9!K07Z'8GADDZC7-aBG-?H=-FH:F(G%(C 
I*IL'R*Y)489"2_UI*i:d"9.R_'2X5;-:"'/:66(U8$'J?>-b:CR$CB(=-R)'  Ka<)3 
l*ISN'T1K3C'-8W9E:#2j<ZRaaC+:a9G<:aCDHa0C$,S)HC)^V-L"$'K,KV%C1A 
H1+X,-0IM=:rI<>*-E*(1-FOC<'JT=EUNJ'C=AM!;S8WZ+5$6?3_)V?*C8XSK 
M.DTHa)R7a8O0  + Z*'FK]\BG$O''VP7GJGi:0/a-*ai6U)KS#YX9X,8<G#.DV6-A 
H*THS)MU,7A4;%36%8*'(:XD8;[<UD5ZGV'Z"V7GXJC,C4;DNTHF)1:8WPDWD 
l•l\78S>LH;5DM/8D5/'956K:N.HYDPRIB  = KZIXUB8R8S?*PJ  + UVL!:!KE>aNT( 
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MB1VP,;T>KTNX/T$N'>C+a?TT$T87<.64+,AD.,"DZDl(P9J,#>'M!.8%YF+" 
M0Wa;'!8XPBVP(?VR7"U?5K<(??)G/Q#j7’F*W*<:Y'I"*;Z"C:AAJ%8HYK\4 
MV2B^J#8_(YHY6DHW=TQA-CHS-3(%/^=A#*8(LCQ#S0I#>F#9&1!;a.%2Z8A< 
MG7'#DN*=83;;HKJ-+,18DVHQ<a:"<\ERYaQ6U(9*JJ0%FC>>J7'RJ\S:4L') 
MY)a;04F4VX-"K68VU$Q#.38W\?E4G4)M^Z1,<:_:A\F0\L1MUVT('1'J*E%1 
M"A%0D925SQXa-Y"7\S;,?7'NBZ=ILB+AWW+:RR^*?,O+0JT6_LNK*2*:=J Y0 
M-U..V*!6R*QN0$;B,B(XR97!DIV\FQ%EH*G13','V5$S(U,&9/#a72HI38]0 
MYCU1 K+<J>S)/B$^7:#/EP/PP&B4B6_6" . 5 C 72 a<GN =U0 I L ? S L*BO P D Q W C , 3 8 
M4SRR6\=8DQ\YPVJ803'=9TZ'J=ZP+]'K<0W<V)#F><(FU+TY_G3P!MVK.\;1 
M*TG+W;)3K45U1"1R]0]?8N#05U$PNaj$3:1F8!,''YC!B&^AK-L"01 (Q>T^/% 
MN?I%X93a.)WV\BU$')S50O_5'C\aU'?"/_?F\P3D8PX()*OFR,/FL-DJTS;* 
MY[YSHYE1V#,A15CQV7V70<);Y5C9.Q4X/70A>H)I7\(*L_^-L*8B7C>$>NU8 
M+:Aa=G'’0BUV;$_.;-/0QT''DA3_1'48;0>B"/I$?B4")DAJ-"JNS9aK?;$/" 

MJ2R:4<''><  + 1 SN7QR9%  ! X689<PC7R\G  ' " *+  . V L_G  A9  AN  + X KE  U 9Q8nR  " ) $ ; ( V> 
MREJ/R^AL(%C'-N32FW,!E(AO(#=WRVGT3CaONZM%XI75KUS*QR:\<-FYU>I\ 
MX6;K::6#B:B<J)[.36?J\J/TDI#)C>89'3TZ3FBE53-I4;/U;WP#'7FW<09H 
MJ7ZS_!Z51'?#:ZJ$C0"3TS>5GI0,SBER-YMQ\=E''9LZYVQKBC"S4F[E!L*3D 
M:O'_Z**U%E1+<83BL*5=V9J+J>L"-YRU:C0G8<R644RH87P0\S9=W-U6(5*0 
M:;*aW<+i:%N; )B0RZQ_>8 !82<^,6%:_x:a;-:!GTU'8)G%Y$;>!E,IJ7;U8P 
M8H>P6:U>D  = ?)/ZK71',P.K''Z0KH*5YW#8?SI-D*8\,GDVT;;R';8;-  + LWI:p. 
H2G$Z#38F\CB4W,"_^1QCC$f:X58*/.+,DKV7"T)L8J' 0B= F D () + / V L<B Y_BH 
H+ZLH-0MOT_'3 ! B : R% #< 3 %70H3E#+#$_ C 82 Z ' ; =5 \ 5 H X Y F C 8 Va F X V ] KQ$9 F R P 
M1W>W2*8?:FSNRZ?9."!  =QT  J 3 " M ' D ( <a'' " : La#  \ 7 5Q  = -N  ( 0*  E 7 Z 9 ( XMU  " <C  C Z 
MBCHJ\;Q<7J=?$\YE'YQ:OJJ63;(:N3FFZ^NPRW(:464Z-TK60+90SD)/TZ.# 
n-V-CS,/4TK6)*Y'VR9ULP>6.:1!-3LS-E)T-*)X'D%8ZRDK>*>G<!;YGID6$ 
M4P4G3%9F7T70"=<#R=!;.3-ZYZX3J3AHHQD0NVPW3_.8K8;8SCHUH=KK='!$ 
MP3EZS'8.IS8)3*C$R!SZ\KD++HEZJN15\B'$CX>N>NaJYR'B802>?*a">8U' 
HQJEN<0S_(FQ>86P\PD530;U8,<0Y3X-SURFaXE;7U*7'''T1L8CO(Z86"CZIM 
H!BJ4;#;OGFJ>ZC1A'aWLE#'1?B3>Q\SU' $2 835 , A ? H$8B J B$ 3 = E " P+Wa+ ; ! Y 
HM*+X* ! : ! (=K7<", ( . 3S+YAL^N ! L8**% P+X6M ?4 ; / I B ; #>T L : )UN-'?#>%8\E 
MCII=QXGTi:N:'.W?W-?=EL.WFGR*9*RHI982,'Cl*DY3QC-8SC"$'430^Xa:R 
Ma=-N08QF7W-TM734Q.9_=/DU7WCMLM?TN?(#IUIX3>OJ J_-UI/?)Z1Q'a?QH 
M)CV*WA$D/-7<"7_C3J584BCU8J<.'BZ?$\"L6?3PJX#>ES+.NI(CX$;..A>K 
MM463=T . 3 3P>"K71  ! C : HTZC  F .G+: ) Q / 5 ( _ C 7, _a_M9% F . / 6% ' (AC#A  + + #8S_P 
M : $1 W-8$=*XV\G4B9\X1 -/6: VB7>(A9) /C :<:=3 .CKS/=E\E?<(F(AW)7)8''? 
MGN4/"6_+0WaX6TCCOZ2O(KZD7SSO-,8:?HN"GZ<G?)'*ZLT7*J-KOB#C#\W3 
Ma-3  3X''IS2  = 7)  !>7J2,MSF3KR.  VI4E#%/(P1BGFIDC)4C/1  Yaa33BVB*>8J3_2 
M\338EXKJ*>K,;8JHEUCTW-.DVY*T><6L2/0-XU8DCHB^J8C$'a7HCFYV+Q3O 
M ' ( IJ>*F_+PMV10$80L;V1 E2T7# Y C 1J D ?9 1 0 C75 / A_G7>H 4 XB Y \ G LW>3TT YG \ 

M/_H7B821  . 1 CQAV0EZ7HE  : H 0 \ 2 W>  + 9 H D ) 9 ; Y ( 7 J 97  F A7  D V*GK3''*  / D 6 Y Z B< 
HK^DIC-'KYMBMGU!  0B80  ( T \ 3 . _>#7U6  ? N Z X : . 3 S 1 -9  S =-31#  F ' Z 3 ? G-Z  ! ' /8 
H(R+) . P=PJ1 Z3TD;WP4\UR?X_U7Z0Y*1_<>+/C7'aAV=7CS*A866J3D3W4R6, 

HQV0. LI : 1 J/6HS1 ?><XW6_D?208S '848a6V<04,DT8UX5:>J2Z<9/%Q\\YX 
MNIGDCT'H^3)\4Na2Q_ITTG8'NAXGZ<LHY7*I2><A?''8>1\3S%N803.5J_8HT 
M$?=: . 53 ! 3J3W<C_+_S+R3 .>*Za3(C7-U>3PXYC(#+1*%C-,CY' ZF)LCUX8X# 
M4CK=JTU6X,*03P0X3:B<Y4#4KX>G2*R=)88''aZW7,$*1 FA%"BV>+ ' )N=VWHP 
M^M8B5Aa(''X3%>H>HZP?9a  + 1SS)!\.‘'*W+(1W%(IDXV0CKa'BO3.(B>_*05*C 
H)LJDF_BVNRF.M,V.N74'LRJ[=:>#H?O\?R.N"7_C/B2W>'*I+60!3/09aQ1A 
H(+3$*+a/?>FJ2ZX2R-K.>_%"P97"U1<BG''8(X!X5SORC\Z3-D'?:O_0:a9aK 
M'#*#>I\RaCS<#''E_LS6'J6:>UYa:,7T^;#P$YX$=I/82YS%S?/'3'3-W6'KU 
MQC8>8MT;aA!TBH*;48RV)TNV9'',."$ZP==41-AF>;#?"5MCC=D73!?-CaRC 
H36;_F=%Z=*%(AWKZ<:M'"I+7?.L7<10T.#LR0+F"8FX?/?*90D0^%5*7D/I# 
MB2W"''\LM>%21  Y!79PE4;7a2C.43_2<'0.  C=<>,0+FKP38<(K1T,  + \.>  + '''  / S 
n\=a_?C30UY'7>EV3)JN=G'#('*8a*8-<C8Pa";+/9H'\THE*+333J8!(BKTB 
HCAK3!,:3C16$DM96_D6.'31ZU)!a*NYHZ):D3>EF9N8$OF?8#N'R<,XFE'M! 
M1TYB.F;GEKEE,)SDY_VPA>*3<F/"0*$%T(a4!9X4MSCB'D?5Y4WI#N81_#O2 
MXPJi:0C!_+(V\-/_C?a4ja,!XGEE_J4  + YHZ)'GG\UX7"5(ASD)60#'N4'%ZZ'' 
MT,1>'[:i_C?RCL?EJ/''8aG3XC$R#3U37;>',ZL2'YJO#,  ' P F * P<TB  V0$  , $ ' = , 

CCCHK:bd51ae266de1ca7c44d7f11e7d56e08b79f74c86ebb39025597c814a8da1847bd33 
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MGA7'0F8.'R+1+R+U\&+4/'W&*=9B#AP]NQJSW==9Q=F9XTY:!Q,$P9EONYTU 
H0#L0F(SUVCT^J2S*C8?'+N-&LZ%LF'(L>)EA<WHAU325<G#&RL?U4aw85LN; 
MATG-\WUM*5\\)!(D50TI7\4=!T33:''%%KGUYM5#,VDFSX56N^A*J$\E+-I"? 
MN67URR:7%=C1:*E!VAXG7Z^LE.?36\+;_X7ZMK/:2-0+\T3KD=V.9J;3J#:( 
M"N/Q46\'0R%-I:s>Z#f:0''D  = F + I5Y3D3;;<<US$(CF''#MY%  + ,SLI:$!X(-CT59 
MZY+SVE&N'ZV3SJSC!-U'<Y[+8PNn4:#NF. 677* ? 3 C> " 5 C<C ( 4_ V " / ? P$ ; G 0 D 
M6aW?CF=aXAQ/6J3a9NB1Z_M7=BVBQNBVGK0A1:&+\K\6>JX9$_,V0=Za0B19 
MWYU;A+_Z0D+BZ+4B=A0*!W+_:#X3:FO$WD#s:?SKZH0Z2\QIRP$+XIP4aawa 
M&24HT,HKYNLV*"8X?X)  = /A9J\FVWG$''%N1%W#:)YKB1:1:z'F5:R6Z-G-I?BZ 
HN265G*+L'VX?#WE]R'78'DQ,U\'V8=L0::S?-S'7W’%!UM!('JF1/a-+\,!U 
M!E,XQS"1PL%=H2G-$3RUE?9Q/5L^S?E57Y091_&+3VT1U8&?(3#BA,7JEZ\% 
M)0%K7\8#:Y%%>'B+?,U5CDXA>,-Y%:z\*I4a:K:B,a<E-S)'YW:T#(#H8_(C 

MH. 'L%:x#OWGKK*8SR#)\PX.X7CIWK8T!NU'LL0<9,*6-W-;T&5)a0Y8*CL?> 
M0ZZD!A8<2"B>;'?MZ39C%R?/J*=%-M?RSW.9^43W6L3LF2P9X3X>>WN/SVR) 
M6F,#:(6(Z'PW#G.H;4KQQG3TY)MQ?aVZ:V9D7F:<0(LIT>>V_"AA?8\T7/Y% 
MCZ2\8A+80Q3U_CA_Y8ZXBJ1.O$<1_?QP:86KW5?DM1[;a/N1<$GH^*<+=C_S 
Ma/#W=ZZ_8EM8>'=?'6$\=SHWG2?E3X\:UH\UC%Q2P'9*B!G>WM[T+.JC9T7" 
MGD$IW_'#BK0;Z5::KIC#>a(3Q_5836X52+XRPFV*_+ZX93:H(DB6.OM*>)i;> 
MR0)Y'JQ%)*FK8=*.Q#!%UIX49E?4%$73*9WV,L)%?18+=RG_'\J^^Z:;'-)P 
MH8d:hE;Y(N5/-II"LI"_\3V*==_*_=IB98#]=PU8+NIHE\'"U'G"NQ"EHPL= 
MSGO=H_HC9;V0T'_L?T"H_?H!LHL'Y!:5E7#6_*2L.TD/3J($.$\VD.8>#E,a 
MSGNCPVJ [ ' RDSQXI%  + G(B8A  = \1  F7^C.RW  = 8>*W?4YZ;54%;6\9!=B4' L + -AGH 
MDCHZG(a%X8=Y:?$QL'''(1%_NT:"D.8S\2G+6PM%WHaD==Z\9#)-8#72?SY'E 
ML4N2_G:_/I0  + YGY!3(<8##a\LJE8*8.6M\  = X0*Q61V2?9":DG*1SX0PEKi:Q\ 
M'N'Y):$OHla"NCCPEaLI*::4$2M"aBR!0C/Q4;(+13BX#Q#7JA)>S9*SVG*H 
M")5/HQA!AI%'P4UH7!>**40L5DC:5F=J;PH]:IGBS$R<43P#:CDHC..TTGYG 

MI. ?I12>!6:IU$02JBCC'YSW9!7,B,1;IQa7GaC1;aC9]2X:'S/3Y3DGD*:CO 
MI(ACHFUKi:HaT,N10<?-*/  = ''3XE348RN\B'5GZQ_''$#7ZU2  + Y\NKP<:VU!P  = 2 
M5JS_(D%0\*=6Da="/=,\$Z0)=UUBH_)Y:#97?R3)7;a?'27G3P:)A1T\8):. 
M'_)8*4>W20A7G:5V%F7$..H<.SI-A('DGS>YF/5)_2G.PC'Cg:)6C032Q'8; 
M*9YZai-GP31:+(B<:GYRUTX6!W803"J%N\1+;A;Sa:HL6?J*Z_HQ3/GAUa7/ 
M\,XaUFK48lMP,;7D"3IB/*3U54:QHDML9=(5.$F<E4,>=0ZL>_C#EZ:UF,.; 
M8'MIPZL8V:)G(0GIA7(FQIE<?2'<S7FDVQ>''8CR''J8#*,Y_U>_\#*^,/D-?I 
M=*KDE7*D.HHWM='_3=IH:\O3*?0TUSR]YDXBH91MB>H47ZC8;:2\1QDO:+HT 
MUL+VND(04Q:R'M''>(S/2/=5*-CA0(V:J"3/NE2K>#1_L_aZFA"7Y%XVUN>W, 
MC70)N;=KR-<9'FSJ1TPU$U=a,3HC0#QNaT)%*C:M0CN7':K'!K.*CFQM=VVV 
M(0G3AV:A;2CE+W-(GA6HV9C*67S#ERZY: L.%nCRR6FCRW'H52:);9=aC*VYH 
MKO^'<8Z\KNI*ITJX5]80O8<EE>5-81D!55'.%4<Eal(HTS-)8K_1'\RQ:A*N 
H0%P-)H7A-4XY08?)C=QX%*P,B>X!,J=1PAO:Z.></Z'\B''-$(FHP!Z]+YA:, 

H-(W9L*=<+2 !Y#W.-S,SM.WSZE6:E1Y4aa_MZ<-j4 — FHSPW5#PDG*VNQ+8Y7 
M(M%CC:'_%<X0/aR\A*UZ:!*[.(U\2-'%  = %zn[+'.%.>IRC4K''BC).*C\P7I 
HLLN:3))w:D0C*_;#4\>JA+Z:68Q(UA8)K\NC<K,6N42<RP8V9MHM"4;H-G(: 
M?W%Z9.XNJ-Q'H*>9V8D_EQQ(MB0B)VT"^59:%E-N=-GE>a*%X3RDQY-*L'_3 
MSF'+:a3/T68/5>-P(%,[:-]=$0U$3\E+-_L'NF7?(.*!6.1\+(!IJ<=R%-ZKH 
MANi:%0OU4N-\\Y1<GaXV(F-%C>8',8+TLYnEZNX1DKR4O$5H:WB5?(B=AJIC? 
M:7J2IRCR$8?B(+$1"H4/7/3'14C:C/2-USPE2*_:*Z0V7EDUBR5=3;P)8LZ/ 
MIBE32C=WCJ3)5U29J8543R#GB5#.1;UV6<;S_NRI#2]R2H,U.*R3>' $#B=QV 
M5C:#J5=$-#VZ.=' PQWADFH()Z_/NF%KCC"DSAX4V"#;H<#U2A9Y/=>$\ ! 2KQ 
HXVF>WC"WTNHL;K3*RB78(-K0W9"MQ8QHK!L'L+,5OW=_*CQ"A?'HCUT_B70< 
M_D0R8N357R88''(J(7WC>ERXY\\(/+WQ%4$R,SS:*47'_1_./88:NR6430907 
HD8>YG;SV4\0.O2NKMJX?JD9_EI2=(%"C%+U)T3LQ.S<BYIH+X7LF'E5G#X.T 
M.Z+G939;/37BLQ,A%XD%M_A%;C\-''-\IUK0;>D!%X$DFZ=%BLU$_E"RTW1V3 
H : RaG6J / ■>  + + :A819ZW%KN^UQ.UUJRMYFG<$I29(PH,S;!I>='Q  = IZ!Yja",A 
M"?L\EI9=+'R2\+0_?,0J;SD6)L!$R(M<2VXDZ'K86aRJCZH]\B6HRUaX"<7C 
M"CE"<SG$39I/%N#N%RY%R/GPYV0#I/H:FK_TL/"JY%C*>*Z4:9*YSQE2VS1J 
M-?.8Ca0I*>M:H/8>:_S\3>8=C*S5QK/4' G<"->Q\1 "HLMB-NSHL; . H$3T>N8 
M]>RS2V\_#2,H_3B"Q  + 7 = J.C$NPi:z(<Z:L36L^40,''3P"IMKC!U$D8NP?%,%> 
M;VS-(*V/I3O8,*-M86Q:w^9aXGDVCY0DQ5_2D%V"+:]84a-_)+_ID:\_^99K 

[:[CHK:e4e05a1cc5cfca8e50a571936d6e04cbab3e5892fea3c2082f025b1154c07ba54]D 
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M7W8)Z\J#:+6KKQ5 !C_L5ZY%a'XBI%'F.&M3$%G(4G4%ZZSQUB7#.(C.a?.DC 
MA9K! 1 \* !_:?P_60;<BG9AW/1 ■S>N)7RNA%WT7'GZE3G8!?DF9$U$9)#$aBY. 

MZ928Q3 :1,O^L70C#8PP/,?G2K.aMJ#/.%Y1N!"MN=l76,WF1K5)X'SE5U7%U 
M&*.lRDJ8NV\aD6LHXJX1+a8#4P?8!M)0)A"TW7CCV&E#W/5NMJS)#,>(Y+:A 
M;5C'a05;F'''T.[>R#$o:SQ-'Y,/5+\>,E<0(!9a*(D)B:5S\0R\a*:,<+<Q; 
MB+CN*T=?N?!,07AX%W[XRN5'+:=D+?(C#ZR'L.#,]2+Ya+Z(^,_^1>LY?WVJ 
HJ<JY4FTE:\Z)&Ea,X6&*^)TCZ&4A%E=::PE#LF:;.;VD8A^<HZPL3aYZI583 
M.=ECZYS%''YE*=\'&>WN!SNEAUS:,"P4GY$#",X6T4D01:PB--7P\39a)'7,J 
ri!+,)(E'3,5Z3;L/B0M7FY)PA4=/-J_FS.'7=4&NLHP*V0<:W81\/4VQP#1J> 
MP4+;2!Va'+^UFI$(.HaB16A\=/DK%UYR)AD'''2_A?*31P3J&8$&Q.KG_Ha?X 
H<>,#-_Z37j^-;<2NW+OURH/SD6#"Y1AUXSP6A69TTVM0:FXRWJN'THa)P_%- 
M ' GM:  R:Q9X(  ' \ a0  K#  C 2 + = W A / 5 Z V W E ) S S / ; :I'9;nE2C95\'FX6$F:iPT4  = [::5 
MGI1  584;aC0EKA#>V9G',)\&%NZ9G#4:2([;j84SNRQaGLI4WB3  + */FRYRVW': 
MGHaj^2Z<Ta9'2P2?WACBLVC=>:Y-_E3H=S^$J\+\X+4,TU&3PQI,a)*+W0I1 
M$79Ya9/WRD>0(+9<+0SS*+Z3W1”-==E>A(=,C")ZRCN((La%G4)5R?7$K_13 
M>WN$NE)NE4''1%SN5>"aY,9/TFHX'HaR/'%+RRYV!%'?a+;\Z-9*1N0-1Oa_L 
M_,CY3.*XK45!-A;$CC+C:'KDIJ8(5CKR/\RUU8DBSPIV;'?UH6*-2(?6Y9B= 
MI)8=4.RA)T4?9!V#?,+<C$08_B.0:Y'>-9K0F!1>YM+\>.XLA;E:7"%#-M;' 
HN3,V6S-Z?$H69PWH+=v:^%W*/>2i:L#N'N'+RIXPHLS'"Z2AL3'/BH\2a&5.' 
M+<ZG[/ER,C8"\I6_.N_,\Ra674Y,X9aB'(DAC'3aj2:0)a]P+I(WRB_H::*B 
M:GW54U4]55?V;+TR4X]Z:CU7C:;9\Z6+=0LVM/Z)5#!!9)A”4&D.I.R8>8BV 
MF.D3G8X..I?%FD9PVL'$)8.=$S(V84:J68Ra4YR9X$RP6*>5X8PWXI/ 78,76 
M'"$1YXUa%)?6B.#LHO!J>,4(;GCMR/!:aSJ38a;GP-CC(U:0.ZS-\C\X16-C 
M3C\  + %I?\X+)S/WA//2R2)W]X  + <(1  VL6KB1  \ GR  + +LPP%CBWV$$/31 Y4<5\0%Z 
M?:$Z4WY(2/:ZN"!F7N8Z"/-J0"!GW(G6CT!?UD6FH=ZLT+*L*86H>ia4FKPD7 
M,#D]DN:Y(F*$+4SUB'KRA#TIRY];PTSaY)(.6_'F,H.5/?=<<IXGH+03(.=8 
HZZF%6*0W9+9=Z1EWGUB.%_ZO51%C"R8*S#9G::aS7"K<HARY(:%NR70";-G* 
ML%<#Z(Z9"=17NP2S:*Y7B:7S>28'''93OD-a8Z/I#N>RV^B8LTR8V,40TW;!T 
fl7  = N'\*JR0BX.K$:''6CVl/BW\ZU\CX:v'3_Y08!;,VN#1(,Zi:w00XPCK%%D> 
HP'9-O_RC8a\)\J;>Y\_C_C?E'ZECAJ_?^L!2P7B3%0KWaHL*N?%UHA^R2JT7 
HSE-DB8#H7%*; 'TL<G3 :-C : EFE JXV<=?( :>K0Z7)_+?:8?D;:6KB?*?7??.;7 
M'G$O/$<4VF/0UXY%SYI$<-6A-<E<_Z_#+0-DD65%3L*;S/ZS:w7T=25FFW'% 

M(U:-Z-N) CLA69JC* ' D**BHG!-0PD/?6a ' * . 8* " J BH L / ; R K0 3 64091  = 9 AW Z : 9 

MGX,LE6MDN'D*:'4O:C7\:/UB0?Y3?WS3DT)_6EZO7A/>9P D-U E"m:d+8 

M"/8N*aC'5Pava:\KZ':(*$?'YA*C_)4SSWM"8#^J*1+>*L"H%'H9P:7D1S''! 
M07YRXUKADKVJ*X5NK6(/4C6-:a/7a'D8'3=:8PC?P8RWPJJYIE=%a5VPS*-V 
MGa?3>0,X7*R4GG(HO8P:LADE ' F ' 190 E E % : + ( 3 E E Pa S KE C+aG 4 A$$6P ; "8ZK" 
M$YT#00=+16IW:GXV>V(_%G;5XVLH;UZC.4O#:a_>0D=X"H:L<:#K5<UH.LC0 
MB'Z.YY8AB9B)C/4Y3581*al E0U PZ H K ! H Z A39V F S WX I \ G / _ W D 38 ) L LN KZ R U E C 
MX(P+UOWFV=_\9<FWP!R%R0)BF$<F/a.?*a%Y6;9UE/)C\YUC:-9GS_S\*Y>K 
M8T+/0Y62L7V2?: Z(W7C1 C9:<3/Z-SEKKA:XZC !>:L'RK0aY8I0)UII,"6I,> 
MF3)3A<9'>6*_"SC . BV3.L1!#)EKE;TEI0%34!GW;6='!O$_D#(3)J2-E!%TN 
M7M!_4:HKI7?CX%D=3G;83>\X$9ET#'?:NC97B*TAM+9B,0YO#<18"V(R9'1X 
M/Y'+)_TI:W#'D5/SW;9HOSB\%6K;D.6E0WPWC0<;;,B2)\UZa8O._''U-!K'8 
M]:]:\/$9BY,_U<*(''-F_.!G-D:-$8XS_O%P;S,AY.L!L/AG?1X0990J7"_UY 
M=;D##K/THJ4^L1?UB;91?R)_Y;Z7AR4R./<I5/J'5a*aDB90E8<A'+A.PJL" 
M%29EN**GZ54a5F0C7_$<BCDK-L! L0W2 .5OE9O43A:LR0:<;"DRLZ4aW!YN=) 

MY.8Z>'  CV5aE,nAV  = Z ' V4,MAY:O  = 4899B9%6<S0V: ? 3K D / P>9 ; \ 2 W89W F R ? Y9 
H<(-86P;EJ-PV9:<?*<SAW!!.?0''Y69$aB\IVLUUlSHV:L3=)^$;L0SOC'J%_ 

M + L^6GU  + /"/^;/WWW9.''#^'8Y''4:N:\">-)F5H-<N8?31,7H  + *"T:hE*07;G$ 
H.\N0PU0D*9?2aZS+**2B3:z_\7WRE,ZSX^HK/,Ka*8?H(-VI8.6:K(E9?":F 
M+#4RP4>9A\W<$"-UTJ;205MNR79,YH9ZE8I.98-'.8FS\X(::>2$3"-F;aDP 
MIX*J2ZPGN8/9X0U3P82TV;D3W0JM*'XY:''2K:'I0KG$X%9'a2SJ'aTUKYBR8 
M9AW7?a8 ' E/BV8\<P3N0"W$:3#9P18#Y2*_\#FV7) ?F JN0*R#CR:8_/-3SGEA 
H=E,?>*;L=W^:0/V0%.=NX!T?85K"FW_Y?"(>*IAPEGZT:)C:3UZKJ3PF/ZL^ 

M + _S  + C^TG28X5SD7.  '‘N  ( A58  !#_Z36J9KZ  = J2K1ZG/E569''MaT/C<ZC0Y)6HYR 
M5\(>RN0N4(*-"8,AE/GFS#a?8;<\0I?>KI8,' A+ ) ^ H ( S> J $ W , _939B / 6 H I ' 7 
M10.$X+;6(/H43Z$6-ZGE8XDUNZF<HV+XVZJ"C90DSUa/a9KTD9NE'6a9PPEE 

EECHK:e518ad16df7f251422e71398d1c5486e09c8a0f9a75b2c1902c9ec459a35997bf:: 
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MLI-MN:PP>^C0#T(-E\N%UI=)LA?UI+Y)>)\F(,Y(JI*+V"DOZ,?NG?W8V>AH 

M)-\E.'1.*>F/)-c:y>A2".<ZLA+OF%RJ"0D*.4NON8ZPT.77D;TLU1>I]X5C 

HT?L7?7*1()_V/N'QK!Q7-40);:8?-M40>i:*)_')Sa''2:\T)FC32:Y5237Q> 

M9Aa&T\_6,CLR/Z$Y/XN%.968=0+CL%-;T9-\?DD_PB^9'2OCUTZ$#\POR9># 

MIQ-6MK'*"_>M!;<'1#$"CR//%B-G1LQ0*Z)/;'W3*:H>EW%RPK,%$GU_;*1K 

M<W/"R*(FUIS.LE>+U>+.H(;N[?I)4783'73NQ*:=\'/>NR;<V031,^aZZ7>3 

MBX5*RL_)0R*,N$9+EN+"C2UECW7-_F0VPW1a-2)VC*_'':/F_.G8KH42H'"GG 

MD_<_>=^%S=10U*F1A)#P*(?>6Y7A77EU..4DDF;XJ[/#G+W$)*3J(4;4*M$U 

MLSYMUaFS8W,>UL<>R#\S/VUF?F/%VH69JPAG2H0[-H KNEQI<56H+WYIPa 

MWS*VY?)DV81XNBV\QZ:<B8/=<HQEMa%V8VNVPLS68#(;,6EPV.%:EM^/;;5,= 
MZ8XT4C!LU"#.G0=,5'(H'R/D9(.#7E2V86B'(.QB-:UQ_=0DY9+J%!8'<:;WY 
MH\>>^29AIY,BMCBY*/8_DGDS,']W3,Z7US'_6'I,E"T5_K'/?OZSUP''BT0< 
M!D6$[A.?().^S8BRJ+=JUM>P1=78Z;8\F#6:SQAS"JM533A_%F\=CF\=)J,: 
M%(%%J1D325RC-1V.DMHH8I8IL.B4>YQG'B+;'2(YLYR,9+_:1!HI+2R(/_HX 
M/QC9Ua'i:2\"''S+((%:F"F#U.a:6Y%*$T12B-*S>"067>8KYVa_DY3L_BCB:[ 
MFD1QA\O!#'<NPU-W#O.)(9ZOS-;CA?#a(3%_(:OE'DU\0NaWWKY,J(''%'9-4 
M+\C?R7O5;/F8?$83CO(:f=2+A??>'X_-WP:6'K]F_K%KR"\N!8V0QV)+A7L= 
MS(_\HC4C_<G[0G'_$7K9)R<)%UBNKSFL$*''2F5Q=Ga:=4:9EID#LB6<]D>)S 
MSaERC:UX8N]8D6?.0WIA:(G.:MDSYV$<FS/C-$3'T8/SY-YD\=:"Z$W0G#.5 
M(!H%78>*-/";-8'-\88G+SR9XEJ;D:R=-!a.7JGHZ5N''J:T)=T_*E#)=L"D* 
Ma=MAIS7;XK8'C*/VV('ME'W9'4(19NH-X5CV6ZC7aBQ/0Z!?P$Y6_>:G'A/J 
M;/E3AU'SWA/QSUTS?^DQ(G07$#I"'S.V5_CLTF>0a?G=N03]9PFF3RF6W:,^ 
M$<ZR3Y9-.S7R+8IH_OK#4*0J.WANASPESRSKH"BSQA?87EE/?V,_CYTVFaPY 
M53+34*S\%FTP8>?.9aU$:P$8:X0%:Q>5;B+RBG>TEDY4662BB!UO><93VGO; 
H(E098F%D"i:vCJ6BPL:Da(S9CV70(XI)L<:FNIJFN#KX_Q4P7"H^/D?,V]0H< 
M'MG</A8G0%aN<,'8WQ#.;RG$J9_+4RC"a7_WPHFGG/W,V;\'#28D%BMZ.N:i 
MG/NC8U8BF':-"WM:JI\5Wn)GEUCSV3*IZXB!6.02GZACA'C\:3\(BFM7,V() 
M<)#U58<SN6E,51->9nX_PV3=%0=Y"Fa8DWI"/SC<RK>8';4*$:3*''L;%6CJ* 
M>XYK#'8ET_K%:34S2V6WX/"aCL=N7A-Q$C6B7E-'4#O>OF;N8M06P>B.a6!# 
HZN28#JL9a=:TUY"DK1EN'^2>,V\GLG?B:/3S'i:=;'4C?$J'8AY:s=%\X#4] 
MC(=f:VG>XLW31N\0DMC' CM:\CL>+?WZ% !E?Q3W_JU+CG%R<%/*5P%B??2\;> 

H$_ISUU ! "10aZ2:UGR4D^2Z '**V+77/>GSUYWS47/J0>E#_SD,K*[ . HI05TNR 
M.4T<1=8XZ]G>4-5/6WN;LL'.S!0-JV'W$6EEXW'C>\FRHI<L.0:3;G?/2-LK 
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M%a[:9<:,ZX%AD*<?:K':1/]''E5PIW5>V!Ca:A5PAG''\  + M_^8\(S>J=X2S<>'F 
HA6JS\%8<Z*C8<ZDZ5<0IDN?KJNO-:?CJ(1[P)K.''8Q*Q,D(9+”\K31P?)5L? 
M%7YZH'-W?J82F.(;FL''7;X5T=X8JGG'.*%;T+;#7VJ')SJ:4F1$88M81W2+ 
M4X)P88G'L:;$>a/V%S>=)8CQ'7i::?D?TD8EFB*/FCN!(+PF=2E,5+,YH$(H_ 
HA(T*!P4/9?-ETNZRWH!"N6_8:WK]C*FY:m':SK<HF<RY'V<G>0H'C;TV372E 
MNE(Ca,0<CXTVCY"W!#/S-a-:FX]L%LXN?Z5>H;<C9+[:0+-Q(<,LCFCZ\8F6W 
HJ1''*Q5ZY3:6«;56#2R-'GD4xnj-\8$?la89]';QU':7>C"1.'HZB)(aN;Y/9 
1*1531  (?)M^\\;BG()KCFXl8*83Z4'(X_;(S3SC%ZEI6/ZriPDL>2U$-  = L>  = 8D$Y 
MFJWYS*Z+=TR:CTa=%[]+OTN;,T*>N07.MV>5.-;Z:EAC2<?>7^.\ZK"_)68= 
M1Q840RWWS<aPX6WC!L%8/OUH4#2Y<a_?F,+94PQG.T>^]Q74/ISFW=,'U'IY 
l*IL  = Q.:j:/;#XBR#;GN8R?Q  + 4WTDN;Y4*R6,)T,Ya8XXE8C/K(6T(=%FY57ZZN 
MWJ+)-EC)MIFCHXZK7'0I1UaD8*/<M8\SGK;#BSLGT?]«:L>U8_Q5aN_BZ:4' 
MP68X5B!)l*IR1>SI*IQD6MR;$UAGX'^71K8A5?)'aNa*"XS33Xa5/7(D2_-+JER. 
l»IO:\CV(CC1?!QU\20UU8aJC5QD%YA(S;;6R_;6'PUX88^K8:Y<)FI_:*#CS80 
l*IB0DRL:Z1M53l7JN:16RD>L6!%1=OOEAI*IED<\0D7O$NZA77,VTZO-(a:S.C)Y 
HUT8U4M82.3;;G0*#48\)C_'+5''2P.U'6RClX3LP88G7U'*Sa!!aZXB7a:7H)# 
l*l*W:DF2P  + ,:>V4L'G*,PLWE;  = CJ%  + Y_:8  = N5%  — H-C2/JIX*  = $3IDO>;NCOGV 
M.ZN.CVUA3CHO$L5FLJI$2<\W4<)03'GJ21i:7D_AVXD:^*:X=-X;B#B=SFQDB 
M?:/I*ID>#TBF4I7)'GGE3_<(IG1V,$R>CF:TW05LV4E''8<LA  = G<VJ7WLS*3>_: 
M?$CHE23_9,6V2_]PZA\./W4XGYM.(C<Q3C";<aa6?R*9Hi:Ga8FalWH9(-L'G 
I*I7H?1M#%U$/J=>CG'T,NCF,:"4^<1%A  = A'GC)B2\:<)  + 5:IQX3D8DG1P(CE,\ 
l*IGB-$  = Y?CIQ4BY_.,I0L1V;K,_BBNS(>VLQ:"7R#a?'*2$)AN'D?4aYi:<YG\MR 
I*I%:I'S$8MAQX43;C7#'XPTCG  = <(!YP.:#NS;/WJ4."7:e[<HEW4NV"76I</_P 
l•lUN$7WL)M$#J?Ja-E.7$:":0\<+',:'#1*O29IC$IaZ,HP  = ,C?/9V.)'J_86: 
MJ'Bl<V8Y)DD693.TV$aRN"a5W0C8(F*/;<\K/>7!3X70P(0=3X38"8%>A_8?E 
M#W)''D41AT\\J817UJ50Ea_C(C^ES/^8,‘'PGZ(0(NY;)  ' WUI*I6><ZRG:  ■_<  = \3 
I*I7#,M9FI*I)BVT4Y^BI*I0C;_8;,:p:*]DBZ'P]CXK\HJ:#Y%B5-Z<1LWRHW8!=8  + 

H8;R/ ' DP_GZ\ . , . ' S U#(3=02av . D , Z 3# RK; W385 S Z Y J J %Ta YZ !0A*0N>2BU 

l«l2SB'=AUZB?a.HUI"?N>L64  + _01V6I*  + 6<a^;\*K,P\V)!"'4-HV%88VXA3A' 
MB7XJJ;_a.Ca-BUZ#^.#8UF'XSJW<L\!NlCL=P/RCNJBW.LA<PC0=.+?2P?3' 
HW7*G*B>4-MVWDU':*8WW;P'V#''+C\CO0?/\CY3OOVU2YD]"Z'533?L,KY=]A 
M)-:?  = l*l'.2DKaA$l*I?a)CRN/#  + = Y8/;'KBG$C-6C)MR8$$/<09%\:,!6(GF$  + B 
MG(+/0B+#4':V-AI#a8',/=UA<\H.IF5NGF0$R=E>YG" — L5BCX'C8!E!,TDR 
M3#CB%E)"DGR73a98! H8, C « H U-9 1 MZ % Y 1 N_  + 004 ) OU R8 1 a ) T Y + aV J 7> D L$  = Z V 
P169?  . ^L.  I%-%C;  C7AJ  J8<;a#*D,l*l2;<  + + $9S3A*"L0_T3-UK69<aKW)  C ' Y[YT 
MFF:/0"=#V\W*\*L:v'XW+'<=BB5N"U='aTZT9:*UM1(7%aH$80'WT6M8#EY* 
M!T:8L!(X??+$#3N_8*RK_''S53<$GUM6ONF8<L)0Cl3?a<T1DN<LLaFYK<Ua 
H0$8'*%  = P.4\K1;86V  = ,JHX-N:*FX)9G';N>"X#:TI*l;YaDCTa<K18:##!5'W/] 
l*IC;8S57P:!H!0'**ia7:  — '''/;$/CZN3Z;'?V0"WB"UD>H97<a  = ":=8C)KB4K 
M7;(3'DVH/XC*MPZ_  = 6FN#:Ca"V'6'VW#  + <AI*IZ*^W"7'':\!M%C8/aTJ-"  = P'0 
l*l8AFC.W8C$'*9,”;=1ZaXU*8  + #a*W#6TG1'83!X8*?XGK0F8$!<J"ZA"O%K/TI 
MWG=aDTt.HAaD\HTU;*HTI*l06  = G<L*^;8aLAI*IN_<2aMW/9'T\8"_aDF?U<*:9E 
H%KWCL)8*T+HUV::!\F6;2NWO4S;8Z1F=DT0X8>1%3SZ><!;(6)O)CT*N,)HC 
H85_V:,(9FYMPD1'I89RJ*'*+G\45aL+7RU'B%LH0(KA_/4*;:+6O)/P*\VI7D 
M,/5  + PEE9N^20NT2  = I6<I\I>B:a:i*IF  = $Z0jai*l#^!8\8)>T4,''_*5E/P(KWFT 
l*IN6.T0S?CKL''1#O::?#H5,S,.  = F + R>3_R!I,8DS!1*YAY_  = ia7#FHXSML:2)8 
H6-%'O\-(5>Z\R'C*:X2>TEVVLW*91>K6:\E7RE?8SNAS:IG0I*IY(-DN:S'RS? 
l*l>>L3\,F/"UU.MH<ZTX\?  + -(W;.>>L6MaajTIT5L:'BN  + V9A8?..'#H<DE,E3 
M8l*IN#WG9U(ZS,A#?;+-3F-J#'RGCFa  = P*A/M'P3N(  = J'RT$4,NZNI.3.T)*NC 
M1;R6a.I>N61EK?')(V>6_(-Z2UV*F13B;FV:-CUEL#.LC;-2G'3)($/58-+T 
M3L=/*0:8_K7\F_A?R_\N_:K3i:*J'\K:7_%!*)HA>a9l-a(50\TZ7S\,UGL/9 
H23DSC/  = 0_3%3?25)*BC  + *CZ"\(E*EHI*I]G_#G0J,9!  6(<Y?(*SCP/2ZJI/+:  L 

CCCHK:d7d7e3ecd45b0554a957a144158c8386360315a0e70c9b56b37516dbc8cc6f9ff3: 
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MM!:!CW2$KY?V<'VGB'HYMWAV0UV'\XV&7]NMDC*4UNN9v:I[)HZV  + 5ILI:q  = I- 
MGI=Q6?4NM!G7’IA1:nL#GZ:Z1W8R'!";QD:G\T+;N)=W;A+-$=CN$A4_V(D\% 
M$\P0aZX3V+I'?FC4S<A1#W/aF=$T>;6T''6:98?\FPZ2^"DS*J:.90G!_1;M 
M8,L#'<7^-T>$A?^371B!5PGV8<CPYAa?LW.22HU^53CKUXP-*G-s:)Q>P[::P 
HGL24SWK-S*ZIAMI3"2P7,C0KIK'3QH6-=''%TBAC!J96A;4NZW27>67*6)-:! 
M>GDlCF*'CZB;-IOLXAE1/9X9i:4KW=$\CDX&/2AC85F<=a*-"W:'X:\3O]0R 
M*?6GC:;^V0IG=#>FW2T;WB<QCU=aV^7ND'O''B4)<F)-AIBO!HU%0%G.6"*(1 
M4  = D0FPALUW:!G1'ADZ,  = ZlaaiCN;T='?1CQ&Gi:6$(B)  + "OK2!H4A,<F,'"?  + 

M'7<SHAQRLI( : Y 0 C ( D 9 # \ J 3 = ! 7 * G C ; \ Z * 2 _ Y : T C / J +MQM 4 C S 7 S " 6 ^ C 8 C = A 1 % I 
MG6DRAQ/H3#)ZRJ[:aM110X?-LGNJM*>/HK-'53/GAAEM4)10-S8>4JC);PPWH 
MC;9^/DA2&2SZ-N)*J7:A0%=2PD5YCOLH9$]X1;=-?E$FW92YH4V<) y:*SVBZ% 

MKY  + 3<E1-$W  = + 93K&TR2  + #,L#&:  FYR1L/3#6ap:v,*<R19HHYK$>GS0#>KM4F 
MG''  = (VTLR5#EPYaFj7Hi:iH4AG.GJS;9#/1C7(1""C.J'K:;\4',^>.-&-S''_' 
MZVBR,S$VPW".k:OYEF;<7&OFXWF*JZA-39Z1F!CI(O_3A7BJR-JJFIU0.J0M 
M'2+!PNG(D#W1>V49EDVZV>a<>*Z<\LA8C6QJPVI\58,<ZVFa-QU6/F?.Z/>4 
MSM$4-]_;VTDKC%(lS2W"C3G#2PUN31!:.*H.3(!P/=:/I4%<;+>J= — M8,'6. 
MG1S0H?X(aX$N>9aZ18F7N0O4!UQCH'GMJ-?LCNII\C/)YO$.%a4>V.R<QKaH 
M!WW<#+J8S:(L$^%TC:3*8A():f_UPLEC38>#=1C*HH*>GXCP'8G0+';"J%1Z 
M6W$L<L^35SCY)'^HZ*EY:\485X0U2\*<\+):OF!Y,)TCW2'-(C:#1H53;1Y) 
M'?=;C:3X'5%TL3'ZZ,\AK1"QZ='IYNG1YE8R"8''\aQYIW4%93X=PT*.D$Z8: 
M8#:0OG'*EL2' ; G6 1 MK88 S #_ . > L) Ya ■;-GN4BDD%Z1IW:S(B43J8Z,TZT!_.. 
MT;S$a*>M02='CQE+<'#:+9A.<<8;>,XJ9Ja3[GaV?'GQ.H7CLJP'5OT.;"4U 
MPG?%DFaX4G-\ZJ! XG<3 J A F ; [ < " 8 ' <0U / , I X F 90% I Q0 W = P F W N F A HQ  = Z 1 #Q_R4 
M ' *%8  = P(3X  = C4CKKMETHRQ.  )DH0ZK(:7GMH)N2-"U#,X=.\?K2HU3M! P7-Z$6 
ML'VO446TAJ)C+W8O(30YMA<R2.ZVR/U99\JMSI!4L..8Y*8#UQU='7C-8C9C 
MD'!C5H_DH3L4XA<)!#*!5'89L$\^0(G*Ai:\6D,KID8JU  + E8X''.R28KA*la40 
MF+8L*V%S'a:-!VM8;"4/TADSTIG4YDY!UA8-B5a:aLZ'V9'8:,J"X7>4P?)$ 
H*>M,’OJ$.E(_;HZ-I=BI#C<>Q41K*QG\?=X(UC4U,VZ850=N_/)(,*0:l)UX 
MATBQ%X%$\*!  (YIC)OA0N  '2<C  + = $5XR«NV\;$KGNN)  J FT9B9VI:pK0N;  F ' *<I 
M;N1,;CCC#  = \!'?$D)M;PQ:!  ! C P V9 Y ' U . RM 2 0 F ; < ( % W J 2 LaQ8 ! > P . , _ = ) 2 ' 8 N 
M!?C%9;[+\9K\C+V3KH0LA>R*>%''BHVN*Y(.Q8)\UI*>IS$IA?aGK<'?L21IC 
MZa6>9/.,ZDK0/RP_:B2(>5VPNRJ#329FTS\XFV?O8S#V4V:S,)PK<)BK8*J1 
MY%'8VF8F'$1P7[G1!_SM9E:0DV4NG*%1%"8-a%ZD8"7<6R2):)9*X%_P4E21 
M?$A5K890RC : "7HD ' Q> AO POU  = VG 0 <3 7 " C L9T S P La : , ! 1 M 3 WT87 ? EB2 9 R V C ; " 
H2=#GB=F)2R_<.A8<\D*GU<Q'%<3YH8Ya:N)ZC/N2AI%$8Q"?SN8HW(L(9+9; 

M<aXPR8  = L8_TI-B*6$5  = F IS$:9_/61%.J*Q5*:XX11'<;$*0SQ8IBXHW#W\%G 
HGGL\JX.$5#_Q:3:>^0'0=XBA!))1+)G_%M13K+<-M*9T0T=Q':lY:^R8=ZXH 
HYK?0$-_JC9%.'+WH0=(BZ8aA>)(8Q<PH3YP'Z':NEFEB:\3U413K'Q1<1?3# 
M:5^VKL$FK(98K2QE8)RU)0HOUO>:UZa%8,9!INE'8*BGaU!T(^DW\L3N''CU 
M,:_*C#CIU_(S\ri=S.5\7\O\84$L#!!0''''('(4#RB)#2RHTja$''#8$'''3 
M'!''4$  = 0:V5Y<R3297,O2V5Y+FEC;U58#'!S/:'S"a*  = ,*a#Z'.H4i:UJPT', 
MEN/0,aa:3PF2J70,9.Sa;  ! W C " G V$ ; A E 3 T " 880 , a ! EX'7EPX9^PI. LW0,:9+ ! 

H^/KI  = .<$0CI5HOa9lU3  + ,E%$' YI,, F + Z8A#=' K-,Y  + N(Z#H8XGT"GH,C8CJ  = 
M'H'%TNXFK07XPDM  = UT'*L>XF  : P7XXB-*G%-: "90FR*GD2$YE9F_'<EI!7\E! 

M"KD4"G)T(Y1Y''C02,CY>LA  + 2(9:73_'E(#OF  = ''%.Z_'laCW-9K.,^GJ<a ' 

MTLEFC460,-K+<#S5A  \ !8BF.U,S!KERX*A9F5) ' ''%BW_B8Z83 ' #S_02?BT$ 

M?3_,T%a?OV*\S3\/)H37#RCH_Z1  N?"C :T3YOU6C<JN6R4a3;*XHL5JX#HXR0 
M'';a56K6J'G6J85LPL#BHaH*+?=SD3=3D-36%IJ<"VYN#82UDR*?;;9,?-DW. 
H''3a03L_RG0.8)G3<\_IBM?H?3Aa=F4X=5J_<USG)a'U)_AF>D=aMGLG3a60P 
M$"HN3RUD!.P#3'A6J<R536EU7SE3'(N=IY\-T0Y:3HGW;a+<X5_?O4''?O\a 
ri>H.-!M,#*%8P9#_H?a%02P,$%'''''a'A0/*(E%5  = 1Y?''''3a'''!<'$'!0 
M1U!K97ES+U)E<R3B:71M87'a+F)M<%58#'!S/:'S"a*=,'"a#Z'.%B\$-a"', 
M16OB'(CA'-Y=1WKLK=RZ$E,9;OA+,?%"?.7GT1:.\Z;a0G9D8UEH:7.A81)+ 

MD9'7  + J44V">M'VHHY.4C: (UE65AU,81LH)L,8:E-%SS  = 6Pn^_:3_'',!U!  + 

I«|.p04i  I ■ i"  ■"%i\HB"*7aFCX'  ' ' ' '8'  '0'%!  ' 48M  E>7 , 04  F 5 S + V ) M<#  ' P 
M,#'a+F)H<%58#'!s/:'S"a*=,''a#z'-s\juca''i;(-8'8a$H9ai"$'!ap':^ 
M__\/a'aaw'_$ax8x88a;H/)a?9P,#(WR0/%''H/aaH-K’0/Ri  ':x/'%!  + 'p04 
M'''"""%'\HBDB'3UFT'''#V''''8''0'%!'48HE>7,O4F5S+V)M<#'P,#'R 

[[CHK:fd6e4bbfed7d13a2b08d311c1b665735a6f06240efb39b5028bc842a81747f13a33 
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M+F)M<%58#'!S/:'S"a*=,*a#Z'-U3;$-PS',<X'<T#-R1_>\$VGT)FYZR5<% 

MVEPJ\M2BE'F*)8R_SCL5+0(a7XM;VY*\MW_H5?9>DL-EC$'-9#ZGS5F2DU'Z 

M;P1*(;Y4'7BHF(AHA!A739\YV#-WAQa+>FaX9EC=#:/UGO]\E?a'4$L#M0' 

M'''('(4#RB('.E>O:''''/8''''8'!''4$=0:V5Y<r:297,O8FUP,#'P,#,N 

M8FUP55a,'',3H#,*'ITSZ'/H'W6-L1&'('Q%\<X!',,Y:%U'Z$QGNJS$5$(7 

M\Q,+3\\7PH?_<I:"L9PHVZ:EZNGM(H_N4_J'(B4)0=JBUFL)17TDU!'4+]S?, 

MM07>F,55.H.  ' ■HEH!;D(9\R  + /;/7XJ1C;L:''GVHI\0a(74$L#!  !0'  ' ' '('(4# 
MRB(T:]/;AP'''/8''''8'!''4$=0:V5Y<R:297,O8FUP,#'P,#0N8FUP55a, 
H'',]H#,*'ITSZ'/H'W6-00H",0Q%(CAQI<?P'!(8!&4N([JTA^CFaS!7Z:*; 
Ma4!0(PP$.DGK:L"?_KSF%YK+_4M=3_/9?/IY1_N6!_JGT!:#Z/"R2TK)Z$EM 
MAVKH\/+CYZT0K:GJ%6/Ca,aF'19T/O'1$<T\HY:212HFXYOI'/^H:F1 ' '_8*1 
M847XYI: . *L6X8+MN !5!+'P04'''"""%'\HBWC,'?S<'''!^''''8''0'%!' 
M48HE>7,04F5S+V)H<#'P,#'U+F)M<%58#' !S/: 'S"a*=,^a#Z'-S\JUCa' 'C 
M(-8'8a$H9al"$'!aP'C*__\/Q'Qa?/'7'T,#"#,aX:]',CZ"#8)ClJ#:9ja> 
M$'8'4$L#!!0''''('(4#RB*5FS2'-P''''X''''8'!''4$=0:V5Y<r:297,O 
M8FUP,#'P,#8N8FUP55a,' ',:h#,*'ITSZ'/H'W/RK6. ' '#Laua!B'2AF!$(0 
M<8#'#OC__P_$#8!\$(a;0!BHI8$!BAG!AD#P9"#U'X*;H7I '8'!02P,$%''' 

M’  'a'A0/*(EQ8QJU"'  ' ' '?a'  ' ' !a'$'  !01U!K97ES  + U)E<r:B;7'P,#'P-RYB 

M;7!56'P'<SVa,PH"G3/H'^a#<_*M8X'  ' .R#6'8( !*88$0A!P8,'  ._0 #\0, 

M8-P,Q'>!^'!02P-0;a$0-S""#6%P'-'-#'R-QX'48P:8XQ\9X/H'4$L#!!0' 

M'''('(4#RB+'(=*A+P''''X''''8'!''4$=0:V5Y<R:297,O8FUP,#'P,#aN 

M8FUP55a,'',:H#,*'ITSZ'/H'W/RK6.' ' # La Ua ! B ' 2 A F ! $ ( 0<8# ' #0 C P_$ 

M#"CX(!'U_'=Kla!.(*Z'B!:$4P\'4$L#!!0''''('(8#RB(<SW0\70'''/8’ 

H'''4'!''4$=0:V5Y<R]297,O8V5R="YB;7!56’P’<SVa,PL"G3/H'*a#=8TQ 

M#H'P#'.#Q)SR#-C!SG>8\C2*J,K$8NRD8TEJ76U+[76_40-')W1,;;)G;0(W 

M5J59a8M+CQUD$GDDHL!E1+^>50!)(3U?"->ATR9A292D#UBIEK%KVaS:XJ,/ 

M4$L#!!0''''('(8#RB*;\I''4=''''/8''''5'!''4$=0:V5Y<r:297,O8V5R 

M=#$N8FUP55a,'',:H#,+'ITSZ'/H'W5,,0Z’('RLB8M+\1F*P:wO./,$UBCZ 

M%;[C0IA,F/!*633QRG'M'73=;C+LX'+.G0.-S??T!V^a:r9::8*,4'5J.U2K 

MB99:.G:0I#=RXLK=T8<2Va88B9UF$IKR):H(Y7'UI\03OF0B9NS(S$S%#8=+ 

M7Wa'4$L#! !0' ' ' ' ( ' (8#RB)Q%+HB00' ■''X''''7'!''4$=0:V5Y<r:297,O 
H8V5R=8US:RYB;7!56'P'<SVa,PL"G3/H'*a#<_*H8X''.R#6'8(!*88$0A!P 
M8, ' . _O__#\0,$/P7B ' \"\4<8AG_,# ' P_V" ■X'Q'?'.(8?B"6!V)E!H8':0QP 
H?0!02P,$%'''''a'Aa/*(I+5KZ%#''''?a'''!a'$'!01U!K97ES+U)E<R:C 
M97)T;7-K,2YB;7 ! 56 ' P ' <S va, P L " G3 / H ' ^ a #<_*H8X ■’.R#6'8(!*88$0A!P 

M8,'._0 #\0,8-P/Q,=_,S'\_LS'\(89a>$'.P1_'.(#0-S'#\0a6IF!X4$A 

M'UP?'%!  + 'P04'  ' ' """8'\HBJ_CG5JP$'  ' ' ',a'  ■%P'0’%!  '48nE>7,04F5S 
M+V-L;V-K.#DN879I55a,''0DH#,+'ITSZ'/H'*V;/6L<5Q287\'B'8a+%2Y4 
M8*0BA3$I%)(B16')!!/'(442I5T2A+''(6' ; D 6 Z %B_T / J >0B I # A_8 E4 ' -0* 5 
Ma6U3NaUA.7GNG=G9F=VYX\0*<DCN83_2OGO._=B9N2:UUO87:''_=.:N7/OKZ 
M_HYG]C_\ZFPa/3I\\0B;XZ-''TCZY+<H:4<QHaNI*%:j*_Ra=D\EZQ'Z>D;'' 
HZ;,GCR'V=7QT*'2:+02SC+.H^FS8'a?H':CA_3M:C;>U;-6LWVJV/(E_=')2 
M_ai '>(L?9C^>Z>40/\M8=''6a\5T=a(8#) Fap<- ■ I8aP<-$ .#a8/F:#!PD*/! 

MP$$ZBC>  ! aw918.  "a$1  H,  ' //18ax8#)  Fap<-  ' l8aP<-$.  #a8/F  : # ! PD*  / ! PCS. 
MF<6$*4R8SX3YH,' ' 02 , T8# AH C ' 8 # ! T W08  . " 34 S 08 . 8B8 ! a , 'S  = %aX$'CYH,8 
M!\4S8_%PT"X:#!PT0H.!a\9H,'#0!'T8#CI%aX8#9FaP<-'<#08.<C08.$B7 
MS.>2F5PRGTOFaP8#!XW08."a,1H,'#1!ax8#3M%aX*'98aP<-$>#a8,<#08> 
M7L>SXLR#NP<,'#1"aX8#QFaP<-'$#08..D6#a8-F:#!PT!P-!AY>.Z_!S\*! 
MW_X>/(0?X3S<1O3/U2LO*?VCP<! !,S08.8B. !a,/KaG2/*a5UaL8.8a7#08. 
M8HT>P,L_7#''D>!'7L,+Y"8W#_*(*\P02:>G!YP3VWNHPI1PY<N3(D2-'CAPY 

M_H<1GLT_WI.''''_CX:' \-OP#'WC'XSE.*GLX/?RZ*J02"SB0<E8A:JW0\02 

M;:3)%!Y"L2:MI*?DID59T2J(Z;+H8N%E'\T"18S<C/!>(RU?SZ\*Z%Y>7*P7 
M+*H ! XNA3CaBa+'a=#;WH*M"R''V%H7W0/4+8?, ( .I5T3*?,ZBU;X8T/ZB"/EA 
MS$_7VH?apa':Ea5KXP:CDB'(5a6-:F8'./XT)F-!_-CU*1L.R_8+9>_>/G\: 
HaO%#^^5%7M07J)I!X67C:>OTaa/:B03A)aW"J‘'"RKT>N"4.'3V%CM3  + (a5!#: 

H2)<%X<8.  $>i;CP<8-7-i:  !_2NaO/\7Z174M:Y>  + C ( / 7 + ,/;  !2\(1\8lGPaK,)7 
H^<"T  + DCXP*J'A'_4/21\P)\0?:+3!ZI)#I,''4'Ta3/G'H"a*''D!I-riD'KA  + 9 
M!]Z\#PSK2.T'ZNCTa<HH%NL*4ON'O\H'^O<#=0\I'YA>K)_a31_P:'Za8B*Y 

CCCHK: 464972a c6783563c1a983e7d05db61  164a03ea6f8b36bc2feda0284563c4c67f2:D 
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M'\a*T(CL'U?Q'?7:a/I]0/T*H'X?6'Z5V'_4,^G?#WAB/Y!:(/O'5>/?X'-Q 
MR]CC'*4]F/:!Y4V<\H'U57!CS0?J?,( ' 5 L*_ W3 C 0 ? # : N \ H$ Z G_ " ! 1 C[C0 ' V ! 
MLa*DXC_I']522?A'NC&6%9L*4'U_EMX/K%98Pa=:!5T''T":H\(%F0:</K!5L 
M^D"C(/O’ZOIE'TA%:h&_ZP/MN/CO!]9C:*_#.KI]8/6M0/:!C'.-R#YPS3YP 
MY;\WC/6!T/YYDP#U?J"Y8>CPa7(%)'TaKL#FHF?#!T+K/A\aW>L#Z0<!:?N' 
MLa*\3AP=_0#N"7T&/:A6D<_Q!RM]<:#6MXJV0GVSK=_>;NMW;K7U''SMM_>%H 
M;?R?alQ_/?X$4$L#!!0''''('(8#RB))2)Z:5a'''/8''''3'!''4$=0:V5Y 
M<R:297,O98ES+F)M<%58#'!T/:'S"P*=,''a#Z'-S\OU8''%E0*P!Q')0S,C' 
M’A9O8,'%8B"2#0T0"a2!C','#a! I D , A_ , 8 + X_a: " a2 ! (",0G  ! ORH;__1T0^F 
M*SHZ(/3_#C!  'HLH!H**_'ZSE>T4_448#'%!  + 'P04'  ' ' """8'\HB0*QK'S$' 

M'  ' !^'  ' ■ '%a'0'%!  '48ME>7,04F5S  + V1I<VUS:RYB;7!56’P'=#Va,PL"G3/H 
M'*a#<_*M8X'  '.R#6'8(!*88$0A!P8,'  . _0__# \ 0 , J / a ) 'T,C$#,#L0$#'aL# 

MY  = K1U0(Q'%!  + 'P04'  '■  """8'\HBD6B12#$'  '8'  '0'%!'48«E>7,O 

M4F5S+V1S861I<VHE+F)M<%58#'!T/:'S"P*=,^a#Z'-S\JUCa'':(-8'8a$H 

M9al"$'!aP'C* \/Q' PH^#a0-P-Q 'T0K18\G'T,C5/PXFGH'4$L#!!0''''( 

M'(8#RB)AL02W?P'  ' ■/8'  ' ' ' : ' ! ' '4$  = 0:V5Y<R:297,O9'-A<')I  = FnE>2YB 
M;7!56'P'=#Va,PL"G3/H'^a#=8TQ"L,P#$5578aaaWJ,CMVU9<:='H$N7GPD 
H;1ZT^$B"0E='LC*U:,N?+STC>UD_$'J9'*;I:Z0M<!R_P3R4N2XGPLJ:U9NFD 
MCP.:iWaY\0E;>J*4,5+85E!W(<FRZ;L2UQ0KGLGYE"J+"8*2>>:*TQ-8$;J2 
MC'TECO<'?[YR'5!  + 'P04'  ' ' """8'\HBa'GRST$'  ' ' !*'  ' ' ' '0'0'%!  '48ME 
M>7,04F5S  + V1S87!R:79K97EM<VLN8FUP55a,'  '0]H#,,'ITSZ'/H'W/RK6.  ' 

M'#Laua!B'2AF!$(0<8#'#Oi: P_$#8#\8(a/'0$!H)88H-P"(8Ya!!0"X'"B 

M)S,P-'+EFX'X.%0/"','4$L#!!0''''('C8#RB+O.1F29P'''/8''''8'!'' 
M4$=0:V5Y<R]297,O9'-A<'5B97aN8FUP55a,''0:H#,,'ITSZ'/H'W/R_<8' 
M'65'K'’$'E#,R,"'%F:aP'4:C)(-#1'*!C8,'P<.'8F0R'\P8OC_'T*!C$a( 
MQ"<$8!CX0=0':G*P6H;R\a*a$?SLY>7EW+MW;P'*LW/OYa;20!;#!WZ8<O8" 
M?B3U,/VX''!02P,$%'''''a'Aa/*CL9S-'HC'''']a'''!D'$'!01U! K97ES 
M+U)E<R:D<V%P=6)K97DN8FUP55a,' '0:h#,,'ITSZ'/H'W/R_<8' '65'K' '$ 
M'E#,R,"'%F:aP'4:()(-#1'*!(8,'P<.'8F0R'\P8OC_'T*! ($a(Q"<$8/C ! 

MU(<  = 8Z#T#I"%_,PC  = NP8aaW\%CMV<''_FWa#D;_C'\($?*,''/K!ZF'Q<''%!  + 

H'P04'''' 8'\HBD6B12#$'''!'''''''''0'%!'48ME>7,O4F5S  + V1S87!U 

ri8FnE>6US:RYB;7!56'P'=#Va,PP"G3/H'^a#<_*M8X''.R#6'8(!*88$0A!P 
M8,  ' . _O__#\0,*/aX$//<#<0-$*T1  0)P-#(U3\  . )IZ'%!  + 'P04'''"'"'8'\HB 
MR_(TQG0’  ' '#V'  ' ' '8'  '0'%!  '48ME>7,04F5S  + V1S87)E=FME  + F)H<%58#'  !T 
M/:  '$#'*  = , ''a#Z'-S\OW8''%E0*P!Q')0S,C''A9O8,'%8B"2#0T0"a2!C',' 

M#a  ! ID,A_,8  + X_a:  "32  ! (",1''s:G0ADSYX.I#YP0a0\:9DX'V<2\8\  = ,Z]Vi: 

M-_  ! ; ' ' 5V<V  \ ' \ G?  . 9/C  '_V  ''#GZ0Ea\i;-D#,8.2'FX%A*!(''%!  + 'P04'''' 
M""'8'\HBa'GRST$'  '8'  '0'%!  ' 48H  E>7 , 04  F 5 S + V 1 S 87-E8  VI  I + F ) M 

M<%58#'!T/:'s#'*=,*a#z'-s\Juca'':(-8'8a$H9ai"$'!ap'C''__\/a'aa 
M_!B(#P+a' :"6!J#<'B!N8'0;PN''HB<S,#0"Y9N!*#A4#Pa#'%!+'P04'''' 
M"'"8'\HB5*SYK'T'  ' ' UV ' ' ' '8'  '0'%!  '48ME>7,04F5S  + V1S87-E8V5X+F)n 
M<%58#' !T/: 'S#'*=,*a#Z'-UC;$-0C$,1 ( V$ Y$a I P A A_ C M* S B RH, Z 8 Z 2 5=*G 
HR4BIT.*"+Z8"<<CI)6?%WJ\O"MW<F_OR\8G.*S?Z)XNF60#EE:ZC$\E<A*8, 
MH!#A_2VC)W"P)G"HBG\I0\E::W4H2VVY'Oa(R+'2\\*J. 5>G) ! J%)HN6->XN 
M,8_2SRKH#5!+'P04'''"""8'\HB:/TB2(H'''#V''''8''0'%! '48HE>7,0 
M4F5S  + V1S87-E8W)E+F)M<%58#'  !T/:'S#'*  = ,''a#Z'-S\OW8''%E0*P!a’)0 
MS,C''A9O8,'%8B"2//0T0"a2!C','#a!ID,A_,8+X_a:"a2!(",1''S]G0H5F 
MSN8'TYPS-P"U\'\HGCEC=_7Naa''?  = \C<L)u:PX?BZID3a.(<S-MWSHR:FY''? 

M>3?WS'G;*3D,8#:'S/Aa090 \SY0'H#R%"a32#Ca')H''!02P,$%'''''a' 

l«IAa/*(01*8aaC'  ' ' ':a'  ' ' !8'$'  !01U!K97ES  + U)E<R:D<V/:U:60N8FUP55a, 
M''0:h#,,'ITSZ'/H'W6-,0Z', ' A%,7%SP8-X#G>0X\R1 W%EZ)*: N" ' R-21 

M): 0:K:z'2=T5OT''O1$<*5"?a(,18"LN+36aiEX'7('LC)*/\CPC)LNJI<8 

M2*R4GK#!M>E>98,KLH$U^ORCAP:'W5!  + 'P04'  ' ' 8'\HBYD0"F8D'  ' '#V 

M' ' ' '$P'0'%! '48ME>7,04F5S+V5X<"YB;7!56'P'=#Va,PP"G3/H'^a#A8Na 
M#8'P#'0?*9(;I#'8<Z"4L$LJW8:T#!")52a0;;!C*(%W7N>\C6DY85K%HWBX 
MW<8U/.%-R88l8;2DR3D+-:GMH5:#ED;Z_a/aZC'-.S848(Y>2,SL0aa2DY8X 
M+Z6 ' *7HY :_0/_8<N4$L# !!0''''('(8#RB($$A):,'''''X’''’6'!''4$=0 
1*1:  V5Y<r:297,097AP;7-K+F)M<%58#  ' !T/:'S#'*  = ,^a#Z'-S\JUCa'':{-8' 

CCCHK:f7201ae4e4b20ea4bdcaf1d487ed98a39931bcb43427639271280b39d680f618d:: 
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M8a$H9ai"$'  laP'C* \/Q'PH^.  '3!H8a(89(05-<#Q0'R:  .I!P!02P,$%'  ' ' 

M'  'a'AP/*(L"a%CVO"0'  '?A'  ' ' !D'$'  !01U!K97ES  + U)E<R]K9W  = I>C%B:70N 
M8FUP55a,''0:H#,-'ITSZ'/H'CU546P4UQ5:RSJLL=(L7Fa5CS0+VYG6.Y$J 
H:z-I5$4L<;W5SHNBVD_S%FE6!AHI;5EW37ZP*9CL0B")K:B)1SH2_U*La6GG 
M3<8T46;=V"68)BE2?A"(62);!J-*I#(UWHB:;(S9Z1T396=II#;JUa?/Q3ES 
MWI«IWGWG?O?  = W/OKa5;:Q  = \'7"=QB''Ea!"'?CSUNXO^0>7ZCI?3WR#M;D)S?X; 
H_LDK?^#E(-J9M2M1Z-KPMS_P6A":L  + TK,=NUX6:_X$:!5'T0i:D!=a_[:Ra?4a 
H*N3A_5VH:V/_P/a7aX'?;P;KPQOX%QY*#?#NWP!J0?GC:6!P<C"0./_7[07P 
H-QSX,*''*G;AI?VSP/M7X60TC>YYJK6U-;!8/7S?_^Y?[_!P^ZL?_A)Y_D9a 
HGMS>NCWPPJL?/a?Z-ja>'N'?#00\?C?8CXSLVK7K>X%J;63DO\ca_Yi:/KUV/ 
M/8'3A6;\PP<\/_D'_HX?;T(Hi:,?!'GK$CR''TV"PC5$./-.'Z'vaYA2;''D6BU 
MB0^_LMZ,JVC3M85KT8M^'"’#Cj(/;\\7W'4?CH:K8=<G./K!>M.a:#7_<-ZW 
M(;P>00BF;\-6-*!*YE:_PH\F9A/U?'-'7ZFZW-=:*$9]BWN:<4"TE0A=HK:_ 
M*QQR0RL7??ZWYV?=+WR"'HH6$_7$K%]OR+WaPU4(\(La#j:'%Z/UAOYV-PB" 
MaoX?32SFD0:'(8$7WO3AaQ#a;1^NY0OY]08.U4 — "0RXQRa!#?QPHIHH*"H, 
MLB_\MXL^0.BBNY_Y_-42BPF?WJ';:M+;XLC6'SX<BE:C?XDVXaU!/FY_Z0?G 

MZ6WP02\?OE$7<%''J!=TaORGOY<-G IZ>-;G/WC##5:_Z_>7F'UJ9+=?;W-! 

MN>=!K\''_EX_\8L/^aWKHQNL^?U7W^-W/?'P:NIAP=_C\>P75L$=Y2*"0/D)1 
MN+:$'X?/N\'/+S3J+US+S^9K/KX>KD;=aj-PPWW)WP#1=;B.0J.>0_5P+7SC 
«S88_=:8-?'';5:3>>.N'aWK707R\T=#K!H8#OGY!$-[F1*V!X;H07/1A:"(T 
HF!:"'XGZDSX<K'C?GP^$:K_U^X<0W6a3?LCDH'FC_/IB$XX*\!3ZZ_G^!O1_ 
H6YM\_aO?-UBL>7D_M;?OY)*<SG-*(.#QaL.8B1B+'),0IXB1B,J-'R\aG4>* 
MRaEZIRC0UM*HN"WE\4+O*6Z48ZJD'0_Taz?B(L5a/"YB;W\$2YJFD)CBF+'S 
MYOa*’:XU9O2)=,,_UP)'TSC'H.+8?3X%^U6aiXUW(DZ-B)07L$XEAA45B9V: 
MTaj6-.UR!a_\*>#;!9WFV.6>TBGa=9)B!+/R:2MJ4D""TJOR?#a.ZY:6"-a0 
MaHWU8$R8.;!ONCBa440AaDY>T/OW.LO8'/T\_a!FA-*;YZR<0'SCJ9*6C'OS 
M_>>S155'HL#S;0PS>ZAT3B<$<:,I9:*/TL'YCW+$$!a(Y:0aA3E3V2D=*XaC 
M010%DEJ>6CAG"!0aZ23/J33M3'U?O7a90''Ua4E(P8U9NXla5%,0F.I(\D=C\ 
MU/'*<RAJZ4aa0V!6=FZZC3(5T3LawZl22LVAE3,?P?UMX12=4C"P9ri985D=$ 
f1Y'0aa*G0RD$J,\BG*aj,9a:OS:P=8P9B(Ea3E#%C>F702#,4T8jaCaZDK\:< 
M;0-_ai8XEH"WWK:546TXGWF\D\E>/3?-iaUTa/'=-/F$0Z?7ECWi;;3PaR#L. 
HM0Z>>Y=F87\*Y%#!REY;7FZ;IRC)aaRF.GNaw5XaD(']FCWaCH+\=Z_^CO,B 
H1*\_:aC\0)0:#,DIKRP-FBW?*D*<*"DPG7KYN?Y>S(1X2EZTE(KD+*5IB*<C 
M#J5"a,:.T*PCH0EB2aPVDODH$+Z.J/!EI;\+YG#>B21XT*%'JPVR)")/C0CC 
H60G4'a*'9aTLN')*X^BD2LE:!VEF48SBY"V5\Y31?K'a4Z'P:!!E_LJF4.\: 
HX6CJa6a#11(=J5!i:(H$4*R. # '4$$4RCC#H%4RH=a 'P*.22Gaj3/'#'DI18.; 
HT$5.*4\Z0a"?"-Z)G=PHE9VC,J-(H;AGM/M$##LSSa#HH=ai(;:U4a4LNJ''\ 
MI"/-P$''GND\P75XYE"-POC2:<U,aNT  ! S U ) H " ? \ 3 C C 7aG73  " ) . 7-4  = C ' JZJCS 
H9Z"6V>G)Y><8$ICZT_Y,NJ(/'%G-7*%(EV)G3<0.7K;.C/-X3"V:H7.63;-+ 
M4U>aGIB9LV56N93I/C?0K4(''TW.6/2]/EF_2HTa'D  + 1TI6)9;:/'‘>N4D0V;6 
MS,E6)C/X''!WSK$'!OFA;98?9_9Di;MR)a#\HR.6MXT,9E;'W\R0ZZ9H-T3I5O 
M;8DCF=E\9L':7#;E>9Ma9,)%67;:3ELK0_:H89X>FAG(W9S)VL!Wa'_9I/UE 
riFYI[RTna'KSS\:6!W.1  * = G7''01  XX7V9G)1  !'C7U#2a'FZ;_J/$YG9K*KUP*D 
Hja??G\7+N?3<Y.H2+R(Ha2FG(U.YESMZYE(O0SJ5:TG8.K2G/+GV<9HW/ILR 
M(N : 9N?G,P4MD8_5UC#a+#PV6R_/X/G:3BH#D9?/8' W0O?E;7S6SYVLR*jaBG 
M8'Y0F\B6:2\Ca\8%U8NG;L"X8)S*7,,B03!+'/va+=O7/AT:ZW3/_ST"%S!Y 
H<WJ  ! 4*  .>_8  'HK'';,0  3>'%)A/X.\>W;/7IJ0V)V(\CE3  ! J 49,  Za7  VaX  5 C G$  H 0 
M5A\_PBIK)C5MHP^/(8DYRXKUC'RF<FNN#?9C0J=996Y9-N0_GHZ+"*;-K0Fi: 
MS%;^*>/GVRC,0_K,42_Z/V'?ZCTM]B'R2J%V9+92ZM,aBP-/UJ'Y'?GCMA(/ 
H\Y:%Z4'"*E;^;:Y;44044>F<'4$X>(LaBAS22FP8KI#F2C84"OU)DG2!0FO. 
HZ=NaE3ATTA!R5\#a3NET##H-ZE\_FJ5TS9Z5%CHaWGJ=,'=)J)RF$69P2!6E 
H2<CY*VL63:D20RF%_:$=X)TDH*:21+9(:TXS5K<Z5F)8$AF1,?UJUJ17O$(B 
H1;3-(.FU*>$Z$V"N8(*,V)BY9YHT#X! F4M00+_71 LT.K:PKa.*8H-8J-a>4S 
H;<T;8=))X#5L98XX9!LK,>B?G18#3IGL%!22'N\K+aF<E3LD>2 — 4MM0*<FI 
HPER%L:*":5aOS#<B8l,*'2?P#$"_:)$61:423!U)T?'$O(:9HDL;D"(O1K0. 
HI':.9XK,P!J,?1V7D)a4BD3D:<1Ca_DDBaA:\ZA"TXA8TS'<7U*;0CCFO<BD 
HG7\:*4F)3XI<43':aEC)>^DT'D:NMX3UOI0*]U4413S*%2?8.\?4F()22:ZH 
n20K9!N\_  + L):830V-LYCHSO6WDL43"]02P,$Z'  ' ' ' 'a'AP/*(KK3Y*-_+P'  ' 

CCCHK:b69d661bab96b3e7c3e4ebff1bcf3ccae90a540adffb02cf62849a215f1af51253D 
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M&'X'  ' !H'$'  !01U!K97ES  + U)E<R]K9W  = I>C(T8FET+F)M<%58#'  !T/:  'S#0*  = 

' / LFPMP5&66QT]WTC88QT*C2$8EC%":f\ :B6,RB, --063009: "9;T)HH 
MW2[H)#L#9"8CTZEMC2)(LB9(PG8aP=’THAG,VID$K3$$HS/-4.!M&ZD>*VS7 
M8DD#4FU(&J3LQ(2'8_:<CW':-a:UBAMF=M?3C_0,_=W_^<YW0L?MY!6.>QZ8 
MS4PZF(++9_&3:a'PP"B0=F<:_Ta;'AZ&H:%A.':*&'IZAB$2&89P''"MX:<A7 
M\.8'0U!:8!CJ#GP%E1\.0S'X!,_L'88M?*B#ZT*#\)\'aE"RZRMX_/=?0WGP 
MCOSF-T,0"OT.7OQH+\SN'H;#?PC'4]LOPLRN8=al_#VTMO9#:$\'_JYC8'K: 

MAJ  ' TK3YPMa_"KW;Lal  WOO0-^_WD(i:?0CYS7(  :QV"C9L_  ! V ? S 9 = C 6 U 0 K = 7 : 

MHR48.CLW0EUa%CaW?PFS7N'‘#RJUi:x>E?GH:N  = _X5G"]_!LNV'('\WQ#D-9Z' 

M>S?UaZ.Q![9M\X8_]0UP;#a/557GH>OM%R"OCCP\N2X8SO5GP%%'YZR!AWRG 

MH-AW%!S5Y\%1_PFTM=;'0]7G<+L'GJR.a!,_VUHK<3N"6BIAVC__'ES51^#Q 

M]2Z8NNEM>.2Ea_!a]2  = X'ETCC.=XH/2%_P!'Y2EXK.$  = ''/G/>W%?8;ajP_#-(- 
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H'P!?oaS?!Na6FDR%8?LS3B3OB=\38OOO)9.T3CV';+4)+G9SK8NOKP>WOD\0 
M'_P)''(,W?#^1?  = _-ILN<:%'+#R  + -''W;':XF/CXV-W;R9R4!'J=4JH28G6(#- 
H''_Pa7C0'+;GZHEK;'IP*WG)6<R0?XH?"-S'7),)2=X0TA9+6,1Z(K-TE$:E 
MUN<44X*946$;W0ZAZM;7,C:FTHXWB_LS\H3S'UA2:NN#,'$/FaZ2i;>[=L?8" 

MNSXV  — 9 ' UJ  AR)-ABHEGEF_:  - L8T$UE99\598YZC3/aH\3N3 CCS  \\Z  ! HJ 

M^L8GS+ZLNSN>N>07KP3='9H:NCZ8T58'3*+$!E38VN;a>S8-PA;5%=!?9XG/ 

M*8(()$E"T51H*FIXP,(-#8S-$,TL=-<3E8-33%A,F/H0P#R:S4aU4''OH75K" 

MVDHJ9I '__GTNC1 U_A=P0N6%''**(_1 2?Z2)a2#3 ■U\VC2%5a6%0#U: \+49PX3 
H8)FV'"9N.M50V,K+2XS?,6\VI\^>,15$!E+3,M"$!_UD:OB8$MW$OAD9>U!> 
MZ;M^;I#SH</_."18$RKLH%H'-AM4+;aZT=?_\/L?D_KK#_!IH*FWD"T)6"A3 
H\?5$$X2;*-$9-8E0=28\,S9^/<;1>CSP5=2YXBJ#BSG3=-_)4HE!59"#_9S: 
HX\7R8.GK8\43<VBS/S"9IJB''!3(WCX/KNYM3'1^_6:8Z-'15Z,K0E:L81CL. 

M' V*P  ' 078A8TIR<W-RL%F74EI%L' F4<1 " 7T X ! * / ) 9> L-4>-  !$F:87*,!(3>YD 
H8,=N3B*98KIR<>GH1#^$J;-RS);*DI+<+(ITNN34WR2'1)$/4%0DTULHL47R 
M;R:B804Y".  ' 0 ! # C # 1 , , 7 U 5 WO ' 4-> V94 Ka Z Y, 3$9TB ! ( C T2 5> I E *K3$ I 0 59PH 

CCCHK: 637931  2d4c3b099f3cb50c2271  1 63bd30e7a306628f61ffb08e51dc768a7be1  6033 
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M*IJ  C2 ' B3-Y_T- !4  = -,F_$!2/_1D',9;ZFIJ'W<?%I  = )Z9?%8N8JPI#0A&3UV 
M''!\\BLU96=j:VKW*)8527$)<7$I5<ZFIJ6a.UL39G,/B+S03(PIl8LS(,#51 
H9R'+7%PYAD+)EY!XKEJY,IAT! SS(:#&:M<a:AH*;60PFa+JJN;G"=**H:ax- 
m9L0/"A_YB#J/H#COKM-OLFCR38*UCMVR!?052N7+8Z9X'C2<8a3;=ZK)6R< 
MC*T6<(DL8+:LLMISL1\K#U&ia_=!8(V(GSG-4H>;9HY55P37,W$L/4?X)B4E 
MQ/G'6P2XN:)!M+"0DH(U2R4LN>*Q+WE?1H-W?4U<7ZP)K! L<8 H P F7 D6 RB84Q 
M7NR3'=KY8"Q*Y5YZYYP>V/V!G-DLHJ*TL$C6EK'[I:+X?I!XE.):U,')80T8 
M>:6FY-TCXV-E,P>'<D,)C#*CC_0$ID*B#>E)6GJ?E-]?A>ZNK7'9S=XH+7I; 
HRA8*W,%:!:D0JXX,FA=W)R?OSFCJZRO-R-BY4\X6H: ' !5-AaiJY<08:4Nai8 
HSY,GGF(TECD]::\/B\<6;XDYJBI,;_NPA,N0BHB,Y'W)R<G[:a":3,9-?4T' 

M,G9BaF1  L<+ !T70;99<MJ)T:%:q,/$DWUI9M>LCYQ:!:z'#"UV/ZWJ:I:'CJ', 
M2Ba5E8EX)"?O1)1BCCZP<^=F6=M5P0)+L7C9Z"B#*<W(<S'YIK*Y5ZE4RG>R 

M!3C3"ZC*KJJJJ#A0N' aP?4P;Q!!B26'AV-J#'aHLD2ZSD:B981T=:?47# 

MR$)72''E*);<6YYi:2X"KPN;/#PO/!HGT]GXO-EF()aML/%P)BU7G0%/3a0/$ 
M19*#aU?BL4S$XJ#N42'L07GK5)1F,:TYYKH!'LTMO3TAQ4C<\/GSZ3U5304U 
M:wXY9)+W$)6>\<#N9"RP1=9N1Z5(DFK88GU9ZJ8L7Q(R."E:a)C+TM!Y9*)9U 
M''IM<9  + X«HDM.C*FN:/GSP,6''7U/E:6ZFX;E/6E)VI:EPY4"FR9  = LaY=)C(+% 
MKRQ><8Y4ai'F%A6-7HH9W"NG>XS(-L#;$^*V*PD>K?"'C0RP,(TFNZIY9a;# 
MRH3NW2>PH8*%G0/=O'G-Ya.E30<$=:4J+Y9T^T='NT<'V'<B5TDC:+.MA#*1 
M0+E.4G(D*+=3JN/BULCC"U2Q'P7VTN33F<GFJM(#>^))E35Y:8_U08.#UVQ8 
MIG<R56)?'77!'0/HK.:%;F;L8^DV?2Z!TY4RH$N''N_SGD2YEN>H2N$]AC.X^ 
M(#3CYYI2!*_!(Z:T:,!FG^TKKRQ*!5CH:o>/=G\,[I,)VH5A6V>UEO"'(?2R 
MK;5L')<4MWW7KGE477_2!7:2WZ:IJJK*!CGV#U'aUT'7SP/HK.#a(##IN8"P 
M"X:T$W:4$:V",63aZQ1<(>;#.#V=:QL"K$Q(BD0RIS3[AT61+F8)"W!V=K;F 
MP.;8N50*(A,8PC'  ! R P A, 0 = BE P ' 8 S8-Q* / 5 \ ? X = + ; 0 1 _ I R<_2 9_8G ! '06E4C : 
M-H:\_<.C4aDC''?09/;5AP$38BIN(K(_$("aY:0YD6OA*C(**?HAOaB8F  + 8a:K 
MM=FMU71)G*//TN0U6  = IT;:)"Ha,D5I/MXC3/"8ZV! 8MB-L>L7_.  ""  H*HDS  ' 
MK'GRV2Y8>K6_OP/"U-"CE51=7)39G0[:3Z+8P.I565J5(E$F^T7F^H>G8MG7 
MXW)  = :O;Zin{C-2:8LNM%$I0"PC8;YU##P>WO<'  . >6 S C + -MaZ8 FT " 3+ 1 Z 5 ; I * 
MH>4RCXT0M:LHS:Y+A"W3)F0:JV2>4T7$Q'0+<H'*+U:'aX(D=<$KIZ:>O=I! 
MQAA(E<5\T5V#RS8G#:T%,I9B(BM4*BVRK4T/F,?<*"H0<=\IVQN:>G6D.GLN 
MF-(=M$8aEXKGTB"TEDBTU+UZ%51.='MGV69W.!N=_%D2a(F;0Q:H(C#(_O/X 
H_?JH*!Y%K!N:>OGRU8'JC.?'1'Y:LT*0EW*P\%)P_P+=8T(7#3TZ>C2'L-8: 
H)\"MCAI<8UG,F#0)S5SZY)B?Y*HSB3OARHT;O7;U<D%.]24:W*HJ30QG>87$ 
M+D6F8V*D<-A5BaYJK%8UGK"V.F=CHC.:'7'8%9?0-D*G4ZFRT%\*NAWCYQ\0 
M%45<ST!-5D+DZD!P5Q-<D?H<N$H3MF*I>'"L$<+'_J6.J)1H:*CHJ6+"VIPH 
M;GMG>Z/38;?:Ra$VX]) , I ] / QB$KT< A 79 5<<G  / 6< J 3 V Z / 7 + U Z = : ! D ! TIR  = K: 1 
MN.BV8,F4F8Z)64Ka<*:N1_:H!C#5C8ULI0\9-C8Z : N S 5 9G , Y 5 5 F G4Q04^ I S< 
M1'83/"'J-?/XI4L39\H2(B.)2FalD9QNZ#  + 8 ! 6 F 0 ) 39 ( 5 G C I R : M>W_ C * 4 \ R E 
M*W9'>WLC!=aFP/"E0N=8D*C?PJa'JN'''IR978;GZC981FLial*I8D\KD%:+* 
M7.8EKX1=C2>LFC#=E86KE5JJ$:A!:6RUF<0+;69PJ;\L$2^\X/<"Y3D%0a,? 
HOZ-51j:uJ7IC;60JI1C'*32UI38WH\40'  $, 8 S 7 : 2 L39\ 4 5 UZ Y C G8T  = a* V \ ' ! 
M\7;Z48*CTVZUVU!F8'L,!19+XaM*B'#4-9/aCVWI*.::'X*_<$2H27<%:8;" 
MPXW-DY/-'*Z0PF':5T5TN/LCZ8U1+'>.9O9.V(Z/:t*XLC'1 ;G?02#;H\B9Y 
HR+<*U+:z?2:UVC*VPW>MI.$'_KYEV:iMVR+4laU-J#2CNC9TBZR4"aUP4'LF 
H2.B>I0J>-E">D>4VTAT90S?8VWZE0?V<TPEP34V>SI"79S87J_BC4PL#4%*' 
MNR03HT=$2J:$Ka43D;aM(a)8FMHT=).,UDN/)HB$*V")H#2C.XCJN;X.8D+( 
H\KU:aX,W>j:THC0/-3J=#H<YSV'PY%FL!;#U6:aP("J$N8<JL_#?7_H<;%0K 
M9=CVC89Rn<H%ZR46S ! E/#(3/= ' 03 3 S 2 P_ : =U^> C F8 H>3 F H J XT R . #a C W ( =>< Y 
M3",  . AUV7EY  = W98PS  ! \'7W'  ' % ) ; KC  G 9 + $ ; <''#HT  E = a . <S  %T  / . U893  *G  . 91  2 BU 
H=P/K)C*F2>a6\*#E-(^/3TV/$/a*%1G*C8UY!CRP:PI8''+>_$3<$W..7+E:F 
M$laP)LH<PS894>CZT<SF8IA\,a,NaV<\W=W=P)[8,'*?UDNNHZNFI\?'!\FX 
MD_J  ZO;  ■ -G8>8L  + 58 !>S?F$Oa'=LAF($<0?2(;1*;F/a_$;.Z5>!ZGOW'RYW9 
M7.PF7V"AR3PZ8D4BS=/?CD/X,TKUE?;.SC9GUI8\CT?,=L.2A0M9>%UF"H3? 

M*4E  + 9/)L) ' )L(3T7T8%1 F34 N S * 2 39 S C ? F 9G NBTBU83 P603X ?7*N-V D J D>7 J * 
MSCJP,aFW=AZA'EOMUH"%B)?'%>":DK0T‘D<D"ETaZ1>)$;BF$!-Y9M7''-UK 
M3  F%G/8?<%3TMW6YWM0J7GA9K-=:  a = NYFXDC='  i:\S,D9G  ' BC 5 G4  + 8 C H9  : \ E+ ' 
M2R\%O!RBX$RC*a_ITA*?BC1$'70%-D"16N:Z1)>W3>6N223X'Ma6MCLE)TWX 
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M.IQ.:F=*\_3#J:F'XW?&Q*B016_GE<XK$#YRI-9l#aaa,L#K4B',<"XFT3G4 
MM'P=FHJP?aL#%-':,*#Q7*G/2DQ4&5U2N/LBC":6T'':-/G:N:9V:_0ZG:^GD 
M#(S1U:tW;K3W]K0SM]89$;'$PB\%AGC!Y3DY7K(N+3_?H%,!B*7CKS3<,LM< 
MKaF/j:ZB4BKlYD8AC3ES\>+%:PPJ8'V8-IRT%(FV^FGZ,82_'1^_,S;RV2'? 
M.G$"7%O;GA<2L'3D)2\'Ka,8Y#)Ca<8a,GlCR=89\0CZ^.'M#R(M5EU5UNX'H 
M5Z4G  : A-  ! 5 A34>  V : ^ \ WQ  V L : W- E I 9& C 8 P- ' ?95W,XH[:t*/IQ^3,<ACXR-\U*77 
M3MS:UHB0'%)>$aCP#E8V&HUJ0XY8L2PZ?]CZ^?%a4Y.N9\"8EY.>Ka*60PVR 
HYU9GHRZ-RFLNID60N%\(CN-I*#\D\,a='O?>:&?A"_9'<''D8O'/HM\H*C,8" 
M8T%>N447C0<BK1UH*<!(1>9QEV0'4U*aQG46ND\E>R"G_K//.JUZI%E77&RE 
MC23EF=N9N(\IUTCV_3MW. — C'$/XaBJ$4DV97K1N':%3$E(4"D64*B+''\WD 
M1S/I2P$A-*6Y.EP3KCR=BKaP9C+3T=7;J;H8ZF;6I>%C::CT3S_:^*,/#8<4 
M^<;aC;%S#&Y'ia,%=:%KZSaB(R,#Z),+"()2$4(24()N:'(!L/JLM/0T59I* 
M!2JVia'CRSH,(DR:=BJ0=ac::/./T0al88*/C8W<8!D;JV6P/2(D(B#PY240 
M+P*8R2$Aa2%+*'D$??EE4%%ZS*.(8F'!UJ=EI8',<#Q5Z"GH8NB68*/SG."2 

new CC-8(QD/$;XP-A8  + X-;S9$AI!P(\-:???75URa"EP<NP40!,S#P-6#? 

M.GZ\H''/2Q#LJH9XCG:aI#$ZC3L80*C9;K7RWV3>,OOOEYY]%HJ>GQ8BZ<X?/ 

MK5VHK<VK=;:;(R-#'A8+%KWZ=]\'0A<MHA>R:#E1WP#V>/_'P)D<aYXNLO+S 

M82Q"i:/K#(2E>CY.IY.V5KU?R#S_+"I,C,</'TVAJ\>)##!:ZXHUDLG+EX0/ 

M5,M/WB[_*W*8;:KTUEML.S#P#KT91F[Y)?DR4%6:'0V%C3EDG13MM!K1A]NG 

MIW_\18!%KJG*=S"<:mRY'_"%VG/M/79E0G3DG,:5\S>D?-VF36_XL'P0J(2^ 

M%.<7^X)5D6(*PI[C-'O?[:w_Y10H+\.-'-'>-C:VY/PCPA?:>8XVX(HNF#TB* 

MSSA3;'*49’\?/G[;\*F$)=DS'C0*?HWP;T.H+I\AR.R_Z=,+NT2:>8<92KL$5 

M8.09 #8A[:D!$:0HC9Z==,F'974CH'C)X\:BNE'$8U5''=,#1^5=_.>PC<P= 

mi8-n4p_ow_]%"d:/*w(:se/7.-7x'au-'8C-2diz(v%':cx=8_'80?ee:#]! 

M::BLKC84GYQSTD0>P9\ELBQ129?/FHUGKLSTU8.IS8!,UV-C%Ta8Z-:6D02W 

M]KZ!$,3#_SS\3a3V>,?QNFJKV5!]LI*1=2>K;2?KZNH<'FF51(KVUEGLG?HC 

M7S/W%QI+8+_3TW(.H1*/T!'0WaL?TCE$?8FHSHK[EA']CD<'8NKXJ4JKP6PP 

MU]6=JJX''67U2'M61)*P<$MKN"SY:-T('/>_>%5R'P</PE;DFXW8>0FX0<_A# 

M>KFH:NIC98?>.D3a4V">LAXY8CABMLX>#I)(C%9;6:F3:/S"F<I8<C?'CGY: 

M_S<!QJPU_3V=G/49C_-9TS'*,D:*=F>HK!0#*(:"'8NM>V<.\SU'6UM;:UMK 

M>UHCJU04..:W;"Z8;PP/(\* 3:;:9HH9XV_X'\W*,Z<:O0XG;0J.\8OK24F 

HPEH'TKL"2B?'8a%HQ15!9X''PE8=$1VB0C!_I+S>8Z=SEW?0W 4Oa(D-80'F 

MT82-::'(_/O/"=W3a*0Y:X_42J;3X3WC)GZa0X4$i;?E0'DX=%'GEXCCWD#W\ 
M]09>/W2'OP;WMW:YC6ES2<NA)$]:X07?Z!WN_9R<O0<T6CUG%CW!OVQK_C"G 
M1YZ$Y2(a5!P''GJ)M.K!\006N\)5D8DS8\.'AR?Q0)9L.8'_W_NFHYGMH[XF# 
HHJUM;3UD"NJa!/*99SYL33$USH=W*5aML(_H>-E0HLC3;/SM06_9F1X/Q\>: 
HSG2\>9B/8701/<S^H.V#GC;^!;5?C*=>RW'2%$C! 03_8V INL''\C+9?CT8T\! 
M3,K488*FI/3CX.>#?-1Y>'a6/3<H05XHI6PN$_'HX?TQ.Da,W3'2?23/A7K! 

M7. /Q<4E^S%N^a:b8C,BSY,-C$OT<G%0_IV4;_\3:4\: !?\)_\\?'P-z:*_8G 

HGWX\//P581\ J ^c:02P,$%'''''a'AP/*(BFV6+:*)0''ZDH''!D'$'!0 

M1U!K97ES+U)E<R]K9W=I>C1B:70N8FUP55a,''0:H#,-'ITSZ'/H':5ZSV\; 

M5:;F#5''Y5$T0aEJ11=$P''4a_T!a!.FT:,IO'Ai:B"!D!#0aaF;8*C6SBR5/H 

Ha6'aFBK=*A2a=""TBP7.6,Ta8E4%+?0W#!I!D<BFEC-_RUX/9,S.*TLKS?>= 

H2U*Da'3/#-[8%'\4JTY]YYS0_+J77_Z' 5;)?_V\'</?Si:''K'^4*D19JH#W 

HNX/0K_C[03S4CW:070B?A_#TEC_\!4?.Y:'.S\T+ ,0G_RL\O_''7ZE"a>HJ 

M*_LW?RYDD-VU,F55_LV?"\2=_?_#K?aNMA1WLTJ7-0J_>6WC#SZ0J-GC'^2( 
MaMR;PW/,8*JlCR>.G/-*DB>CSC<N[C"0.#LXC*^+H_M,/SH_NEaD=C.CHN:8 
M-P+2A0LE\.GFX"X71SX>.V(NHYP'_, 6?<x:AZ?X<H#''/LPIE(/L9W 
M-$G;.E5638E  + W</AO070C4HW#?CY.! ; D % 74+ E C OG D7 / > [ B-< F*G Y " H3  + 466 ? 
MJ''537GaNI+0-H,\Ha0?,,V!:?R;6A$2GFWU_:/R+J*=Y_'W63>1NP8/aG(OG 
HU/P'6N68=W(H$*:/>$SPG!*_X\E=a7M*S3/CKC$;?S8TWW84'i:UL*,X*_YL 
Ma.7C;GJ6G(F*<M5[\  = 8H"/;DZ/aLa0'WB\F5F3)/aKA''  = \5U%<.'s:4_/WO,, 
MV"/a>6?G(\<IHTLB+C.ZP(+4l2A0A*-4^Ca0.Y3,W9USW/58'OW>9i:E/;6V, 
M'ax9CU929;>)K)#:;?5al=P+'\")M$>JC+4KJ=56RW$E2a$$C33*84AH("IG 
HAL4.7%DaKR:RY1-CFU$NS'-X:A%aCJ-X5<5N'/V4a)>=8;8XE895)Ha04<P_ 
MN\(,9%4,ZW8.S>NH2E'N-C!S9N*1'L!SB0:=H/\$C\DD*%$11J7MF++;Za;4 
M:\>5I!U+'C52NP:5R2-aS3%?;aTW8=0S''":A\<YXCc:G?-L]#HXKZ5GP+CO, 
MOa<C#B59!C/8*HJU>78I*^C\??:1=:Z6X'<0-Z.7Wa8:4SD3O8_5IW#B88X? 
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M9L=9&LL)].O'3LMIDS"/*nG5,C$4A=XG.-#L?CG']%M9Q4a0M2F9REIGOD3 
M>4ABX_C\-/H(6210QN>XR^>S"IY+9Y4SB(#ECWFLR^]MD-:<S6//^K"0^9_2/ 
MY3S)6_09M)9HPKOBT*/PT,5YT,<6*W< '-8 !I32U<B!+NF&:-IAU=/,D3X6K7 
MSH3<6-A\7)%H&T/&,R_RZ :<7 .+KC;  Y4P#-a '7%_)*DM!=T(0OODB  = ,GH''-ai 
HF?BBQ#I"+!:Q+4U(J$SaG[_(&(S;RZa+8SRW,MCLFXDS1BBZXV5L$G%EC-:2 
MI2Y)$-N,\  ' P''  + GK"3/1  Y<90A?WO9  ! A , R C P>94  / P^  *>>B  LN& ? , C # ( ? C H J 1 G ' > 
MGaX$7?;7R->?7U9_PIX+K$%+IT.CCVF\-"YN#,EOIVA#\AW&aQHQTNO60/W1 
M_<;17'%K;-\]/DW.+RaC<JS+-=PP;PJK9L>0RaX1C?.C&RGKHL-:&+NM,NS! 
MW>:-RCN/C3<D>Q8/3[- ! WF7NNH) LJ+92=RK=<61 \2ID=2B*.YY>RXS.#MRA1 
MRWLO7S$')$W2BP^I<G8LUPQPO>L./YE8S\8959E'-11E#B?*0<5\-X9I$'N? 
M3"6N9.V1;Q<N0K*SPJ%MLJ1P2!!EX]$P%=':\7;+/%'B40N\\%X\Y;"Y,7H! 
HTYUIC)E'H#aNGEGY79;06M9CHOJGXW?=X4'PA7UDU-CQH6;GA0AUF3QRT'\D 
H4KF'G?2:23'C2"O9%4&.Z4Q2R%DX1<B.^'KO:E":_#S.0Y'#KN%CL0WS:.'Y 
MZ2%U+,9#_0P<FD\F=.73TAEZ&/9(:*NRHBJ"F=)a4:>5\7N.T-a#;"Z^,RT:/ 
M3RN,L,*I6"0MG:O/'KEZNE6N?(-:"6VRaD]?G1H-#XLC=a/+-,H8%C/%Z'MV 
M?,ZIL6\)J>PP^!YR[i:>!=*=B/>;$:kZY,HIO3('\\+$<0*=K(#L69Z"Y)Z0 
M:<(D62*]93%+!_Z ! 7 H> P,  % F D EO \ F D K$0 / C J W3$0 AX V8&0 U H \ EaQQ%<6G 5 Q 1 $ 
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HTZ$Wa2CHQ(S=4jaQ(7?8T3E<Y:6RLG<'=an:,_\P,:*LW2U#ID"04<:B9(R% 
MX$%7X\HLE<'#'''>  = B(L;#T.=ALBA>A!_W-0I  ! +5  R77-  = R Z X_  + YO  3 3 C L . Q / ; H 
M3PTN8"YIKH<FLO<5*'DOE+#W04laT,50B5K**'>B'''8?)$FK2?U;Y%>:FD> 
MVIP/RP)MKNIQ0UOV:*W8YUX8J!X''G=9:<80,BHIAI>"NC?\YYGWG6V!*C3>; 
H5;88%:$W)2L25X'HN867V*E5'<*;9-5LCPOTE!I2=.H=6?T$KAX(+E4Y+?1E 
HK_-!G7XL'FG?Z8I7O57)?V47G?"L6T5E<85E0SOPZ4:<"*SELB-<X8JOU4;- 
H1^:ZB<JM8P9432-G#.9  7 + ONEaW5;3\U6'  = !-I+.<#R,4";\?2)9P, 'M2FH.  . 
M>CGB\%XY1+0<"3J!;F*2K>6RJNa55D?(;-E=YHXP.6lC_4CV?HY""('(N(U/ 
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MM]K<>(79UE*"\''5./<0-ZQ;R%UABW  + I5YNYS&<IBXB*ZC\&i:3HADa;J-JHA> 
MA"R\T?LQ>5/7R$%!SHU=,'T0:0OF9Z?>=!<IK?C,JJI9K''J6$t:VL6Y&02_W 
MF5)_'EUZLEH/8"DS/G)7R.PP'Z.PAZCMD5DI(5/<5:)SW/6H.0'5A3&RHQ:x 
M7(6&O*!#6)_ZRK-^0XND:\)JZ0:E3;W4CY(X'E\*D%,a^QQN$5C-aBNC,EQ_ 
M=E"BDB(L*%-/>0E;T#_.DS4D?*31D),G,AWZ'>1'CG5(]1UDN'GNZFZX==?C 
MCRSLF0E5Q1QLaS97<W6XU'<=\R.N+;=(GlLCL?JS)A)6R_a2<8R#0-M'5W<5G 
MF)CF/&Y+)W_a'NB=3M+C5DH.21VX)6B9G>,%S(0(\VaVX(/!&DS1XRZCY-XH 
MLT/C;'05LL4?KL#lY#N*>$<FJ4*..D&0?Y#^!I4(-371*-WA8&TPB-%-\&R& 
MO^QH.M7ZQB)H=Iw:4+.:/^.0Z%#WHSZZ''Ka?MA#aZ1ORYLCG?K)T%5&LU\2O 
ML)I3YG8Z67?=a<&><Z=N/FAR*:O5$aWS?:1-SB:<N$0M06^,OHC04&6E>G/: 
M*U#,+U?JLC^VO5/?!*8"XZRHW<#\?L#V=%_)?A-[H$05W\!NL?E5!K2#2#F: 
MFE\M!%);+*],.9+NR#MGPRW/.'55(KC$&:2EU2-40W1=_4CW"0:lT6O\,4%J 
M?G0B\C<)+<^J%H3#SC9GKH$;EH<L>;);X;1<F:#FUM'>Z3<Q5^'FN)GE)QYH 
M]K$64/)#E+J'3%D6?^XT/5::=?Q=!T/''L>56FUKV;U/9?':1(BXX\K*:V?/5 
M-)A:0M:85;Q'EQ-C,?=Q$:8GIFW;0Y?LJE*5IW">6\::d1'!0#;Q4=-H<7>X 
M3\/?^Y1=*3% 1<7>U_)1 "BF1$J<;*ZK*;,%. 697X741  Cl  LG 8[N\"740TUCV: 
M-AE,/#BW_FRWZEY_OHL>iaB"T!\XB\E7#39.I>(Z"5FEN<8KTB"8ZP.#;.AX 
M6E#-/KL]\*0Q.8LWU<T=_MR*OP!R$R\9\8>K4''R*'E(=J7*;/'W!aSS="EJ_ 
M,WOEI><;_%%"R>4>7IU<=]8;ZC+*4D5PAJMVZ'0$NHFC29W'8J=LO!QHX7K) 
H75C=6GQ:K'*7FC_62JHXN:PQVlK=D'(3SS!0:a9E%.K.L'XC_/4'K?lHN_[( 
MJCM;^!9Q([:CX2^'%A,W'' K0Q ! -0 D W^4 V<3 ; LM6T>1CCK/2\CM:U>%WL:,'_ 

M!E!  + 'P04'  ' ' '\HB>J;0>7PO'  ' '6?a'  '80’0'%!  ’48ME>7,04F5S  + VHG 

M=VEZ.8)I="YB;7!56'P'=#Va,PT"G3/H'^a#C)L-=%-EFL>?I(T!ZWC0''KD 
M]$#A9+?!PV8QBC)5CI:NA"F>R#:*HD+.NW.')WIR*1G(U0$:=<6:=D46AQM 
M%NUaUW1 :]{RE6)T)PP%0883Y68%S%H^$(B>6-B#'H+9\. ' :?Y_VXN0'\F,,M 
M,COKDR:Y]CVW]W?_S_N\S_MQVCS"].>'V:Q4a*GX_0R*4PT'!AC#RGn6PE4V 
M,C("P\,C</C\"/3VCD'D,a+A\)?PRM$0X8,/AJ'ZX'C4'?P2*C\8a6!P8)C> 
M-P);_:'/SX>8X#\/!J%D]Y?PVC_aO  + al?C-;X8A%/H  = O///;/IC3/0)'_A"' 
M)W=<A%E=(C'S*'MH;1V'T-X'_%W'"!2TC4#IF_Wa;!*"7''W<"SO??1O\_O,0 
HVN5'SJN0USH,Fi:9\!Li:FRC"]JQ6ZNUX#1TL,=G5OaKK';G!O''0)FO:8/E  = OV 
MP5._/'U=;_\K.%_Z%)9O/0AYOF'(:SP/:VP>'$=C+VS?Ca-_Z''OaV'a>JJK. 
M0]=;ST->W7EX8GT,G!O.a*..SED+#_I.0;'O8#BJSX.C_F-H:ZV!!ZO/X7XO 

M/%$='2>^M[=6XGX$n53":G !;BJC\)C8T*P;/-;\/"+A''"!ZH_Q/+I88,_Q 

M0.GS_P8.RE/P:,/;\/.?:v%98;ajP_#+5::!$C:;_1C</P3YM;*#*RJ/8:DA 

M+"L#Y\;7L3R$^R%8OOH=>,)S8!Y;'<1C);#=OP2<GB/P3YX0:KO'A=''YY<?A 

M\3508GD(7MGR8_B7#>Ma\>)>*/'\%H\’P58Q"WCz:#0a*a0A?A<XGSH.RU''H 

H'>?3C\'?/]'',Y4%P_B0$.4\'X:68aZ!D89W;!8M*NAU*REO!51*$GRT+a+,$ 

HKU72 ! 8 C%=06*,8AZ,7]_8<DC8\MAVW\5S73G"ZWL' :;5#_PEQ8:=QBF+/\ 

H)3SFaV/;(>\7U7a<?\?5"M75<C"L%<I<?BQ:'68N:\!R/*0*VaDNYW9XX($> 
M/.Z'ZDH'N!;i:L*P5G'0;<#\/2ia*<!3[(<''a$RHK'\)C  = -z:6-X(  + D<KK'AZ 
M(98UaA/?U979>%X;VCLWX_$ZJ/3Da?.'>#\./WAPV^5<#R6.1Ca6#=.G1C"\ 
M$?YY!5:+48>_:a)XR0'<W"C#[a)'-;CRB%$-*8]Z\7aM.//PW0+J8+%C%?aH 
MD0>F3(E'64DNE.3AN0:5XW<EE#PY8\*IA,4_?'KNN',9>1XHF>V!>_CA27#= 

M6XE0#Sa6= ! *,8W<<CLU= !0:X;aDLR0:''']ZGP)5=!F/8A,8901RW2\": Wa%3 
M('aS'??aoaM;<AA<=Y:"\\X2>/"A'-aV0?'TA;CO'N<4>COAKV<*"/??=R>, 
MaTK(F0I7K/W'0C?_^V:aW3B41;,#IA0838KD<.28<</A8X;Z;I:;5-<FJHZ( 
M*54Xa814CRBIZa:78#%%V;<UU81F5D:,''_I*M+L3VZ"H*#CaCRL',;F;J!T< 
MDB07aKaG,*'9006G)N4FNU:6-JZNXa8a(3+!=8,9N+YX3'a:Y#EV*O08KLU- 
HBJN'HCW'3+G6GN:W<$O=20'H_7)NPE*2N(%'_-H89J_7C06#V#,I:%>Z-!XW 
MaR_N!1F;8CT;$G>4S+5_aTZ'WC?*9=5T%3?8-M0+6B'8:HAPKG2A5^N8*\VK 
M$0:a-!H-*I?V0*U_>04'"O''>-5R;<'a,ZH8<9=a$YWM]<83IHTK2P8SL9>1 
MM!?/28-?858B)CU?1 C0A0OLK8>R, * ' C9+1%0_(JX\0J^aA'Z6Y+>0P2SBF:; 
M.!ZU47#8T-A-*J+)1S.N.#5.Z<!F8Y$ESXC#3=^?UW;433)60K?Z(L'<S_X 
MO#SN?"+6PG#%J10Y7J'‘7=NURPX8;;MHPIUAMFJ:E:Z)%<KY"HSLWR!2$>8\? 
MN9+KTW+C)M:"W2a\<2,#/R*,:Z),j:F\AFO75#:6NZFY8a-"$,1%=aX(;A0$ 
MWF;0<+8'KF00?B!N5' +- " 9 C 3 B F R6 I ->> I !?-0C?/":BWa30H<8M!*UHTHB(W 
M'G+#A%\I7\/Z_V9_KO85:>LJ6W:+Y-SOC2_;CJE88\K79=Y1M#0P6G#88/OV 
M,_4U(W4;87##X:.*HSDYA+F1%D4G*SA*8LT)SS7#)VJFU):ZK4,Z87K3'KVZ 
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MV ' Ua  = 8] F7-E$7WaU  = Q2A<  = $7a\%R1  56..H=F%(/QM"3R:',1IECE-$'SU!YM 
MKa6LX7C,F\;)J2IYM+E40329CWF%:#$,5,RCRQ5U2SH56RH+,3LU'Z]W=!=) 

M##R>P<C&W$H : V[51 IH0T933;K^(6#DYE ' h:zS*Q96: aH)6 . T1 *>E ! 8+83 (6W 
H)8.7"8S9S(EG.D;WJ*#-1$-A0*#$(#!B2Y'-*:,PO30Q392a(VZ.MO/EK%aa 
MPY!'9*a\B8ZEB"0;R,-1FT%-UE94Z4U)J';;-3J/ZP!C95VR!!T+6$7*M%)P 
H!6)N#=JDWTa\QF;aj:(1\''FKUXRJ+6E2l6+5H,TZ*1LGa*D*K:7PRXHA9-1K 
H3*",  = LI  = JND3W186)K%_CUDH0! 8 + 0EZ1  3F" . \ $ 5 D = >aT V8 J ( F86K84 ( E ; \ 3> 
H))5aCL18A*G''YNM]5XM9Y(4H5+F*G:YMI.!.!;,W8M"a4VP*HFi:L$1VFX3F 
H%  ! \)5=( (;5/2*,W$;"8-6K<$$C5F4,80US6PAA(-$$IV%9E*S)HaZP6F''K5a 
H$  '<R1  ' 2S5 : UXQ*YQ<*HCHN8N07*UB"MJ /a ' A4  + 8R 'C,FTB16'<]=AF^^VG>W 
HJ*Q;  "B796$P\  :8.  ''C  ' 09  , W34  ; 31  .R^' 6'' N P 5 D 5 ( 8%  * H- H !F^V;08LPV02='YV 
M'8<!/LP8,a^R;!53F$J#'-6BRH1JY1N0::=8Ja8'DQ8KJ%NCFW4Z7C;:X;DX 
M8a\K-GEGNF8IWP<3RHBD27?S<C?SKYM6#8DP$#;KS,U0(TEF:+#P/B='N<MH 
HY<-;LS  = "XRC3N ' 99  = 2R2[-RA1IZBXX$T3  = U: PC  $ ] G Z S Z I ( , -K / L- \ QLa9G  ! R 
MU*=-D]9OOH2?9$H\JB8G$\O071Z<+8(^'K$GT#IRP>BCY*2ZFQ7Z6"LV\HIV 
MlZ-6_;EFD:9\\MI6UG##;D(;*56X,>RBBL6a+Y?C+-1N97(R\?009GU%1ia- 
MI7$TY$W5DRNGa6: JSK'8/ J :(#!U0AP6HW:+O^AU/3FKK43(XVBCRI%O3(^K6 
M'<5I[(a90S93WD#%Z,8L.UNUC>NYG!4U88R1Q/"1#;/P9LP\2:%.8F9H>Z*? 
MULM(JRE"$WRN.D7,>GEGa,-:5a5Q'XWF:>N/>,_')C:\ZHMD/A*)*13)!K/( 
H9HaVZ#DQE'$-7A0=%<G)+I\L6S2C'9N*?PD2D#,#'^L#a=37)"'QC99%US^Y 
ML49C:H; F, -=3  + 881 F Z 5 7%  + 00 1 J Y<3K\ - H $ H ) G0 ' ' LK ' X \ J >4 Z $-W ( ] 8 W"  < 

M"#BF$5-?##' N3848  5a8VVHM  'S)BAS3IS1<!2MI  + )R<83!,M  = E$!:=8L*5H>> 
M"TNR>S50M9X5X2V25894IGCEFJV>:i  ?5J-G?2A<. \ ! 5 : 8 5 9 1 ; 8 ; 6$X P9 ( : X V 
H%MX'BaPHPRIF5X-.1ZX)1XTa,?6EL8*TB)=-"JW4+Z>FV''JR:!Z)B960S2H 
MD\-''Y''E9%A?8>'KB"F4H8VZ)aYUVBVG0A1!?,$P3$U+'#=aA?0T?*:K9HP4 
HTBFGOG)TH<W0!1N.<16-BN1$9AC,1?E'UL#(453<.S/3CVND9JFX9>>09B:% 
n?.J;BFZ-88P9a<2D4+<NB>4)0G8F5!H:?"8)C2YM41KE8.9RK5B0a%9DW=)B 
HL"(22'H/VPB;%(IYC,D>5TSZD81A=?71Z*6VZI;KDCR"%*HV9A:(N/7a9KP8 
H3!Aal<C,A!a*]56'DP'-S' S 2 KK-* 8 S 9 C J D %H+UZ U , 3B# I T F>N \ 3 Z 2 C RB F 1 0 : 

MKW<5 . F*1 #DZE" (C*,8608> '=  / :TC1  " $ C $ E . 78 J X_H ! . S$#8HX<-' DLFGaSSV 
MCL+,1  7\LE8*-1OBP0)?,$5/C  . /Y402X8B_D''G9F  + EFWR1GWH!  )T69  + 8/DR  ' ft 
M:T4?+9-a3/-a ! 4R ! N%0 ' ' BDa , G0 : 3 \ E \ V<Ba / L=0- ' :6C#J/H=DL!8'B\0%? 

M#. 9C . HN)IKXJ6N\_\XIX63V*.  8J8LYa5EM", F,%%jaZ-/S4(\TFAG/E8Z78  = 
H629H=TaA\WD=A^X)-,M=9EFU4<V*+*5PS-"C:=\!?-E./B=R*P'-:KL!,_lH 
M/IJEW$6K#034P*C61 H7UY\E0-a6 ■CRE6GC%PZIN8%)I8_4*4DJ:''50FX:D;\ 
H\T=,*SS4:8-!=P.P9(I=\CC.:(U>N/_:p'XSX6::yV7?9E$?2^#/8:_W9T0?V 
M9:4_CC!CVY:iMK\0_CC\?V/Y9W3DaK;/:n9'Ll PC RDM#EX : 8AX80LK=X7; HT 
H=/ 'BA<'^,Y\</WHHA' ;HPZ-: .W«Ta+3D^P\?/'R0?LB.J :''//V+6\U' /R9Z> 
MGMC>WKZ^OL*Y#0\/X_L"a2:))8T/719"NS 'T>+8?N1_N#M'K$+XXD9CC\87( 
H'_N#H+4?C<#!_0>3C1C*?'0,T60G8%BaA*G%L%+KL,!>H-?'V?C39X''8=J,A 
MF.R'$+H_M#<4VML=ZNK>VCVWJRNX-Xawa,H109:>!:aGa_\WLGMZCJ'H/aUX 
M.%G0\$5TN5"+>a?(T1 _N WM V ) KU# " D- D 5 VMO 5 W8T_9 ) U = N-7 5 U = 4 = I $_Z C a I V 
M!X-!0+^#a:'G'WUTLN<8NK00)'/W<<4)0:R2T2X. 74#LA< ' !P;-4P;HW:^S< 
MG4SN#G5W=G:''U<D,0UHC63M:.:LZZ5XXFHT(LH.DF99:DL':7'' 7YTGUBTC8 
H96I)CF#_V4_(T9V  = 6LG  = 5, ' - : 2 UM  + 6UM  + 62TT88 E C+ . H_ : U V C H C _/ 1 $_1 D^? 
H.-FGJ62-7FF$';aP,Ca5C((1T3%) : , Y4 J 1 TMK9 ( , S=_2 R*a% ? / * ; > ! 7 A W>30 
nX/N'D8Sa8R=/:/:=X.1DO0FUA ! T\99S-P*B7FTIEY0<W<*N0;ZAGW_S=V . 36 
H^8AFCF;>/HF''/B$4:UVM5X0HCS_:"7-T  ! 3 , L F 1 V<V  L " A 3 34  U Z U2  K J : FIKZGG 
n33)(LEO;N_<$3CR/$28D3Y3a8*;WXL4AH?<"9PX-#aZ<8^AGCCX:CI(a=Taj 
M*O6C2a9=NP)HY5HR!8/A9GP9,J);6UOW!)',P8A<\N>\90Y?8DY6.SB'8=7? 
M+9S=P8U96SH(ZB?7( A4EKEA9L6)Za8JU%61+*U : LK* F I ; =BZ F ? N \ L9%BK; 4= 
MG;V'?(UH'ET(3434D%1+9,+VGSG-*YAXaNKW::8(+"?NTH(BM/SY*3-G.A:L 
M6%>S>1L'-V"0-:.WN_8$U3\C%!/W6EAJ0P/GSG83U(21ZW\#73(X3<5USU:A 
HT-+RTM+2 ! 0B=/W/RI$GID3+3T^_( ?/R9VFW;M0) J; F9Naa ! KCVX6," . 37BTT 
MH7:'J(a3<YI7<(*)35K/J>NJ5JPHKT#H4PL6Y,_/1NBD21.0FGX;VKCL9UHZ 
HHVWC8/1 V,X8# ■ HaUK%)5+'HF#" JT,V>87N0BKPE_FIKJZ:<(*HHMKT"M298L 
H<.1G9a(U?6)Z.a>/8S?N3L<;.SNW"<F-S: 08 ? 7 V , D 4_T$ D AH  5 2 , 9 L8 , <>_ J T 
MRMW2Y8?$>J8VJ  F)%>7GIDB6(S7  = D3YXZB?EXPa2I3Y9;;LG>1  .#:VH9:2  = ZS 
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M9X\'#UV!03'HU9CEV$*.'\'"]f:M:GH1<<+(QQ7E));49G/LI$D3)Z1/F):5 
M/EEP;i:[[A;9WMS5aFZYE9*QE#L:P5Ja\'7$LKUM&1;FD  = VM3?9UaUKU8MY8" 
M:CFI+2Y:\"!B6=U.G#AQPH0963,>F7;;;7>,$^".=ULV,W'ME:s-P3T75"Q5 
MC(4!&<g:4BVZF?0V;2%B%?X\2U95P9Q<5.3(OCL:<''I4R9V(V!^=.O7*9(:] 
M^>9EZS0?;:FM84::R=<LA7"EPL.$Y51LN!++VN_6+<BLJGJVBAM2*Q!;.'\* 
M.CGS;Z9-YEC4B:s+7XU\]6^9F00>,:YR4W=G0\W:E2MK5M>09a8F+G/PT.'0 
MDXH_C$H)aT**85'N8_XF5,IL>54Y,XRH1?,+$9N=.7/JY"RS1>Z$:%>*0KM\ 
M=^;MI/?6NS>T=+<a%U\$?JF9F8-)Z0#K;EE7P)*%K%NBTD''P:E)4,OQI[Q* 
Ma.<7%LXGN3.9GSEVPH0?7;Y\Y,al%PHF[:OC*^9UM-6N75F#R7KU:!1\60QIJ 
M.AC%/$?UGSZC^IC4=KlaC3*J0#+J(L(^E)V9G3TM9U(6<2<P\+3_<N5:7%SO 
MF%H0?7S#IK;ZM401B$QaYFITi:P!0.KQ>F59.Y3CN:-B.*8)C8;5*=7+A0%P, 
HYNR9.=.$GYE>;+YU989FWHC<,6-N'7:7Y8:6AK6E'+P:?;VQD9H3*?><#*9$ 
M/'VL4K$C:8K:4L?EEB\I+U]$6C8F")M+>G-F3LW*4MW,t:4M+)P9=:f830T5 
MI46E10PMP-T$'11*>3aEB<5(QDPEJ<A<H*0<J?aJG(?87)2;GY,S+2riKXE5< 
MPG+NAH:51<78<90RR34LJE6E9UF+9:F"Q!XX$'K1T'(39%V5Y!)VT2(4.W\1 
M<9E>Y$Z;-DNKEC(SQXZ]=?SXN]8O0RXFF8)$+UU:QL!M;20R2:H0B\D1'''H- 
M_]8M5155$Hn<:?,(>S_J0;Na8.:,66KU2KE,C=BQR8U?7:E^96EA(7*+47(% 
M'S<3\NR97I8=!)7$LDX7J4L]GK*ES,?/+5F4A)TW>W;NS/S\aH=S9DPE02J6 
M<8F*V/%W'5F_H79U46$!DHH(<449a3'CGSFMI=(L*$0#<Z365:WR;/RQTC.L 
MK)1C.,'DW/L?RLY_I"!GUJPLWHI4C"T,b:sI=WW:O+YQ96E!'8()O904US90 
M%YM0*jaA%L9;ZU8M7?/FRR*O6>-9YEE8*JAS%LV9a\PY\^;.R;U_=DX^<6?, 

MH,"2?3X  + *N  + >A-4[:W?E%\_J  — 44%9(4%Q87H:JSCVC,"RJC'!;63C  = WJ5WD\ 
M+C^W;]>0D>ST+"PJ1B;'SIE+8-*;6X#<AV<a>"+K:'E,">S8\5/83V''_W+R* 
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M8!_1\;-f?1)8GV/C;N]*R,ST>CH_CG.EX\S'?,_:ANYG]0>L'W:W\"VJ_GL]] 

CCCHK:ebc8b2a6c9c089bc77c0aa311b2239445f7abdda995901f962ecd6cc3bdb7defc:] 
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MEN . D*9" ">V*,L7VL*\C ' 9?(48:\ ' F ) 2 I PQ C = E 3 ( C 3 Y \ / \ E ' G X>$9 : . RS]/ Ja 
ME++93,2CA_?&Z" 'Q=,=(DY$\%*H#<XW'QR7Y,6_Y'F(;,B+/Da*/2?1S<%+: 

MG)9M_#_0WG\.^A/*FS\^!0;.G8\ ?3CX>&O"/OX\?\!4$L#!!0''''('(<# 

HRB*-2"9^=0'''/8''''4'!'’4$=0:V5Y<R:297,O<')I=BYB;7!56'P'=#Va 
H,PT"G3/H'^a#=8Y!"a(Q#$4CX-XYaiQ#/Ka9F<N(+NW1NNaRD,N(JT#,3X4! 
MQ9>FKTE+V3/E50:WR"5R_N14#MFOYi:U;-8Za(A%:RW,CN<HCD,,MEA_'\1D 
M9L"6/C:!=E37":Q#W56CB*<?X$>.8;  + U.UA,!6M>:Z(_3Y$W4$L#!  !0'  ' ' '( 
M'(<#RB+\)'_</a' ' ' 'X' ' ' '7' ! ' '4$=0:V5Y<r:297,O<')I=FUS:RYB;7!5 
H6 ' P ' =#Va,PT"G3/H ’ ^a#<_*M8X ' '.R#6'&(!*88$0A!P8,’  . _0__# \ 0 , 8 ' S X 
M%P-#(Q!W,$!P'Q'W?F5a8'9B'48(!AG'#%3;#M4#Pa!02P,$%'''''a'AP/* 
M(K72Q*:6'''':a’''!,'$'!01U!K97ES+U)E<RDP=6(N8FUP55a,''0:H#,- 
M'ITSZ'/H'W/R_<8'  '65'K'  '$'E#,R,'"%F:aP‘4:()(-#1  '*!(8,'P<.  '8F0 
MR'\P80C_'T*!($a(Q"<8?«G0\\7%'TP?<78!T/4N8(!$GP8!<RYGP%K^G#E/ 
ME-$'4$L#!  !0'  ■ ' '('(<#RB(*;_YI,0'  ' ' 'X'  ' ' '6'  ! ' '4$  = 0:V5Y<r:297,O 
M<'5B;7-K+F)H<%58#'!T/:'S#0*=,*a#Z'-S\JUCa'':(-8'8a$H9al"$'!a 
MP'C^__\/Q'RH^'D#0SL0,SD!F'/"S$"Y=G2U0'P'4$L#!!0''''('(<#RB*Y 
M9TQT;a'''/8''''3'!’'4$=0:V5Y<R:297,O<F5V+F)M<%58#'!T/:'S#0*= 
M,*a#Z '-S\0W8 ''%E0*P!a')0S,C''A9O8,'%8B"2#0T0"a2!C','#a!ID,A_ 
M,8  + X_Q:"a21(",1''s:G0ADSYR,$OISW^>(2.i:$'  W%QG0FFZUTB0UQ<7( "T 
MZU0(?28RYLR9<RYGP%K*G#F/:a:*H0a'  ’%!  + 'P04'  ' ' """>  '\HB%6H*!60' 
H'  'SV  ' ' '8'  '0'%!  ' 48ME>7,04F5S  + W) E = F-E<G09+F  )M<%58# ■ !T/:  'S#0*  = 
M,*a#Z'-U3;$-a#',,Q(S<'9WL/,.<T:K*;D'=6(-=LC$PDGJV*C:;;]0.#aK 
M9WEFP)B*X0:6H5F1BDMKC2PGLAX1I)(E_0)F=?2.7CE20aWM/$[W4'XX+Y.I 
M(R5Y8NJSGD\9*!GU_P<W4$L#!  !0'  ' ' ' C ' (<«RB)(6BCB10'  ' ' 'X'  ' ' '8'  ! ' ' 
M4$=0: V5Y<R:297,0<F5V8V5R=8TN8FUP55a, ■'0:h#,-'ITSZ'/H'W/RK6.' 
M'#Laua!B'2AF ! $(0<8# ' UOL P_$#8 'L'S2DXP\#P\$?#'R/a=H.,'/Y0"P! 

>[$/^#L3P#PP  = C!Ka*'%!  + ‘P04'  ' ' ’\HB3:]8\SX'  ' ' !^'  ' ' ' 

M%a'0'%!'48ME>7,O4F5S  + W)E  = FUS:RYB;7!56'P'=#Va,PT"G3/H'  ''a#<_*M 

H8X''.R#6'8(!*88$0A!P8,'._O #\0,8-P/Q,>!^/$3!H98(89XaC''A)G: 

M81C:CP/5/a;BCP9P?0!02P,$%'''''a'AP/*(JA-),(Z''''?a'''!a'$'!0 
HI U ! K97ES  + U)E<r:r<V%S96-D: 2YB;7 ! 56'P'=#Va,PX"G3/H'  ''a#<_*M8X ' ' 
M. R#6 '8( ! *88$0A ! P8,  ' . _0__# \ 0, 8 ' S X% P-« ( Q# / 8$ # aQ J \ , Q ' ; , " ( P , 9 ' 
MM>U0/2','%!  + 'P04'  ' ' ' """  '\HBJH7!ZXC  ■ ' '#V'  ' ' '8'  '0'%!  '48HE>7,0 
M4F5S+W)S87-E8V5X+F)H<%58# '!T/:'S#a*=,^a#Z'-S\OW8''%E0*P!9')0 
HS,C''A9O8,'%8B"2#0T0"a2!C','#a 1 I D , A_, 8 + X_9 3 " 32 ! ( " , 1 ' ! PT , _ ? 
M__GSaCV<'T1_*"\0<'8"#^4,#1" :0>',$/9a;P?*GS_?'%9__C9C>3G((?SL 
M!1PL087*C'7E/$!EY9LJ"OI!9OYaX,"P"a0'4$L#!!0''''('(<#RB+o:[1; 
M00'  ' ' 'X'  ' ' '8'  ! ■ '4$  = 0:V5Y<R:297,O<G-A<V5C<F4N8FUP55a, ' '0]H#,  . 

M'ITSZ'/H'W/RK6. ' '#Laua!B'2AF!$(0<8#'#O: P_$#8!\*!<#0R,0-P#% 

H.9aa  = (,I'P.S*-'L1 aa88<?\D88A_0<#7 !\'4$L#!  !0''''('(<#RB)UNW6' 
H8a'''/8''''6'!''4$=0:V5Y<R:297,O<G-A=6ED+F)M<%58#'!T/:'S#a*= 
H,*a#Z '-UC<$-a$ ' ( ! # ' 9: 8)E6(=_V_%-: 1 1 ' , ; S \ ( K ' : DTM<C LSH0N C VX R+H 
MS-ZRUZ<GFCL7^I-a*' ) 4 Y4 5 5 D Y 5 $ ’ X H ' J B H J / \ C9 C + LM9 F K ) %a> 5 ) V9P ; T8T 
HV=F;C8"//O_NX<-1-U!  + 'P04'  ' ' ■"""  '\HB4"BB%VL'  ' '#V'  ' ' '$P'0'%!  ' 
M48ME>7,04F5S  + W5I9" YB;7 ! 56'P'=#Va,PX"G3/H'  *a#  = 8VC#8 ' P#$2-A ' 02 
MA1F#.>A9AU"ZS#CT;C)2*EKC3VaB<<:i96<KV8\'0J=Z4Z_-'XR>$_R)8Da4 
ML-)+*45IB?a!D8"51=9WJ0$a5EZ8;U:Z4,!ZB’WTS9R=D"XR3A\E.;89IMa3 
MF/O/5":02P,$%'''''a'AP/*(L^ET2H0''''?a'''!8'$'  ! 01 U ! K97ES  + U ) E 
M<R]U : 61H<VLN8FUP55a, ''03H#,.'ITSZ'/H'W/RK6.''#Laua!B'2AF!$(0 

H<8#'#0[ P_$Z9I!N'8HM('1"8B980XP;V7*(?\5B)D8/O!/'>+'S!_X0>95 

M##_DSS#_L6<"ZG-G_/__*S, '4$L# ! ! 0 ' ' ' ' ( '( H#RB+1 , 5^  + 20 C ' ' #8(  ' ' ' 6 
M'  ! ■ '4$  = 0=')A>2:297,O26UA9V49+FEC;U58#""/:  ' S$P*  = , ^a# Z ' /-TTU N 
HU#',AF$5R"+'Z+):'CE' 3 MT9 / a + 09#0 H *- S G . % 3 ?49K ' , _ : D 1 8$ " E28 / 3>KG 

ML:1Y GVVJJ\0;3va3_0JWYK*_'2GA2C.C6H2=4,83<C;L2-N8DV<''+.a9-W 

MXJ  119-83 '\>'EB(?F<$D\B2?9))"J*9JCBCB(BCaTIZW  + J4%-JB:%F^$9/(;' 
M\!0/C^$9/{;'\!09C''$9/C;'\-1GX#$\AL?P8):9:8;'\! a> P V-XZ G-+, Z Z a 
M)E5S"?'X'8<R9V!GD%H6DLZ#XW$\CJ>6"H_C<3R.9_'4\N%9/(C'\3B>L:2. 
M9_$X'L?C>8j9:V689E9)U59Z/($G\'2>P%/;a2?P!(AaPF#PVB(Z!0V"E\'3 
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M>8K;\'2>P!-X'L_8RL'3>')/X'D\M;VU2UZ2K$HSR_$DGL23>!)/'0,\B2?a 
M))i:$4T<#3^))/'DDF;2."X,E' 9-&22#QC" .4>!)/XDD\B:>.59V8L4MC989& 
M\ZCA$1:a$1:aJ>.’1WB$1WB$IXXD'N$1'N$1GCJF>(1'>(1'8#2.-).('45G 
MT5'C^)^7C5' N0G?9?=]VRG6+HO=.<CSN%PU(?_25WL\-8' L?W6_EL48;T2H7 
M*8IHC=CTG+*% : HI _F;^?_W>+W_;6/\ZEMS588X*G: . ATRU\TJ#$_\^0]./;X 
M.>30AKaU/N9lL**?#P_]*UY#<._G_A6:8:S7VS'?'Y9a0A*^CW8%^0'CSNG9 
M8.6OTM5aY2_3:9U_M':wi*"+_\]V.\#CDSP;/IO\97:]/9Z.OUU-_PM02P,$ 

M%' ' ' ' 'a'Ba/*(H'7\J>C' ' ' '-30' ' !,'$' !01U!T<F%Y+U)E<r:+15DN24-/ 
M55a,'(<3H#,3'ITSZ'/H'*V2,0C",!'$UP8)#OD%B2O$+\R3Z%+F'A'ISZ'U 
M3U"4AI(RW;%G2X"$aFalK#U>*\Z67"Sa4"$$#:.E'G9TC\MY:x#HBLY:('?B 
ML,x:j;'aR1,BQ6aPDU*B6T7SA8HQ8U:RY:''?EGZa4::c(M+-4T_J2)IYBHSF 
HG4:UCH6''4Q62\MOWLIQ;\a,>.4*+OY6OS7GYQROG$S"0EAPWA9;UP7I/DVY0 
M2P,$%'''''a'Ba/*(A'D>,;Z''''_aC''!<'$'!01U!T<F%Y+U)E<R:405-+ 

H0D%2  + DE#3U58#""/:'S$P*  = ,''a#Z'.=4CHNPS',I9,"XN9.7>NQQ*AIC(P: 
M04E3HJU7TE$R=NaF#T48?FK82ENaZ),H*I%/HCX8Z+a-PR,(WG<'3*9?V':V 
M5:8.'C0'._a%63OD;$X:?:i:V4N$M'.1.6D2DF$C?P5^V6W:LDU_XUCN:-C* 
M8R1R1*8A.)T#\SZZ(";A<_"T;+>G5<!>.<>G4I+HE%.<D!84F?%9:L9'GG^3 
HZ7G-+U9alN/B%805,C7-D*-M:HL_' A#M<DII. ?Z='W5<.:*47:7\5'3.,4W' 

M\> ! Ra  — 4aG  ':!.5P]X'.^GaF.0>M<:SRR_S7/0MS:BS4=.%2%_T#.::(/5$- 
M6N<*4$L#!!0''''('(H#RB)=SY89DP'''/X"'''5'!''4$=0=')A>2:297,O 
H:6-0;C$N:6-055a,'(<:H#,3'ITSZ'/H'YUl,6C#,'RDaP#BYDY9ZC'/Z),\ 
H>A.GAEN_).0ER=:a0'=E",*28B7;03(T)U8G(VF3Da'Z'</P'H:O«<!.''4UM 
M4'M7ZV!;8K"!!Z'Ra<C)AFY22LKFD3)!a,F8N6RY"T:FA=a/['4<8"<"Y#E: 

MSX:64  + ;S'Y'_RLI-D3/_-,\%E\'a%1E5]*-GU11  -9_R3YV# ' C 8T ] 6U R + ? T8a 
HZaRZ'8.T^(1R9K'8<Y").2JYMH!!N=2K#6605\.6H#HL^aUVa!;6A'?/'4AK 
MJ5>!2P?a.N%8(:SFM^>4[U>la_9$/R+=2:CJ,KN$%"_:<65)NW_62lUC0S;U 
H_0)02P,$%'  ''''a'Ba/*CE  = ;$HZZ#a''2''''!0'$'  !01U!T<F%Y  + U)E<R]T 
M960a  + G = A = E5  8#  ""/:'S$P*  = ,^a#Z'/M7<UNC;a-Sa! = = -5%7Z ! DE . FB ' W3; 

Ml  ; L.  9LX<X  ' ' U * H #0  C G ; 2 ) Z_$  / Y82  ? ( C S = S N = , 6 D R D V-3G  RB*  D B F *<0  C *H9  3 

H*/i:?3T ,L__0KS0*#/?WaZ>0JH_/0*3T_T_=W3C\N5GY:_A-*5GW\HG#\: 

HPW/: F?*0"<J7D5:$CN"V1  )2a7"?*5#\4;G2<*:-R0 : 6T ' 8 YKa4G  + PH R H P , 2 T 
ME6‘'\70HHY/5EJUC  LMUN2BJ%<  + 46VK;  "5;TR7:X$I%UC6(FIA  + /"9($6*[;65; 
MZW>%O!'D2Y%S69;;0FP5DH0OG":;I?1 \ N = ; J MM>7 E 1 3 + 9 A$ ) 2>0$6 " L F 7K A> 
M+K?2Y/H!4T6LDAl6UEKYM<*:0+['Y?FRD#"0KP2YU*:0a*DHKY'KW"Z7VFX2 
H8RMGJE42*.Fa?I  = ;.=UNI#R*!:1 R''B\ ' A9<*TB*<:  1 :+EHCHLU#19-7RXCFG 
MK%7017V))"NW68"5KaD0:#\*;:5  + N(-5.PKLA8!  IB90-#:G9I,H19+J3$LL! 
HS3!SXZ\0:S!5:5(S:+KF; ! P F ] H U-# Z *<>2 D_<  + K : J / %6 D ( =6 '%5RRPLZCKS< 
M%XCEM>M9,=;*ID5H/=9Z%WaA*GTEDUK($,4ZT<8UJ*P-$%2/F1 5A/01 DIJU1 
M9# : L+2^3($) J-78  = 4(W86BJB48W2/ : UNCAaU%J=284$  \ ' BH**U*a7(*90J6) 
MU.RN>:0N:GH,XBS=W"D(G8W(8"VUZR6/IK*(+L$L8C73FVaZAK25Wa"H<NO: 
HW,"<H06S:G/'J'VOHP[*)'FFN0\E6! " XG0G W8 I F Z 9 E ( U+% .NCD2G(0#WID\P 
M:CCP.20WI+7P,!COZRH*%2Z'aS0a,E)H''M(Z5:6>W84V"009!4>' 8aPV8 ' U, 

Ha"L=88l . :z%,G#C"%2Yn*#U(UH ' 4av"4a+l9,3) !)#:%*! )FZ*82:*BS)a)R 
HUO:YI;1I11N'H*Y0NV%F%F87#2C:DI\-aTY2;T%=015Y*JPW8'L.#7V-<<;J 
MA,I3<D_!J#8(G=A5Y_Ei:z$$Ria=FWA78<W>_/.0_R,GLASE/.NFDDTXZJ1+H 
M$IR>-V !+#/$D)a''6SCMaK\D:wj"aR?/;L1AK\8;T1UFZ<,18GZKR2!  8*<MK6 
M%6C7::i>7C$LY%*YHFaU_9:  + ?Y%IS9C,W2*  + JX1;C5PDBF' 40Ka<KC 3 Ya67 
MZRUO%"<  ! CA1 aY(78Z\\ : CDA5/37$4B-$-:  :S7)X3%;:5NB!a6: CU0aVAU  + A% 

MXC4EKG*KAH: PI C / * C 8 V D ) 8=3 F D9+6 P : 38 ! 8NH I -U H 1597=$ 5 ! -X. N#GD% 

M7%4'NNI"=;6++FC76ZT-:7W=/!6.S619=F5UC$B1H?)CH1:O"++0I+(Y:9=: 
MJ597;5I1Y();+24=!338U74xa(L$D3ZJA'DU1 " ? 5 V ; +=>4# 2 ) B J T7* Y ' H0() 
MDE55FZ,=/'$HDJ:7"<"975')-3E;:6N,H(;ZJ!?X:E55T9.*G"822E"!(H-% 

HM9(9DD R>aA1(W1..7':  ) 1 #%*%9T  = 1 %$>4=  !%>X5DB:".J2;''ZX*>8B\8F 

H-"Z1FW;*8$a:5W81"K:B)89HJ;7.1CPSaC,_#;=DX/B«1D:RFI0MAE89U!aV 

M!(G?L06!+"I4:RW(IFJ:4F1>487PE'*SXU5#G/#J'"2\9H.C,AaKWN-MYOV0 

M-2RG_##98aZX:_ACWC0,>8J[BSJ!W1?AJ+P:CP-ICXF;=Wa/,N==YCW>?=:/ 

M,H_C ' MLW<8=' 1[#?a)[GZ';I'ON,WLC^;OI*[).^EL2'D8a50OVBZSG808=( 
M"HR9%<$BPL:V1SI\J=9:u*%''<8R#"./G'>''AH8(4!/T  = :)J)'$0'5TIOZB_H 

[CCHK:fb4efc7999506530b882e15bacc8ebe580d1bdd694ecbf8392d934692c91779fb:: 
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M;F1_P*'&>=!%YC"T>]I>VW0'WUUMAZ=CMKDa'&==:PB22LEH#_-(/U'Q%Y(/ 
MZ"<K]292ZJ<?8H3IS?D6[..(>9/"K3P1-E<4Q4=?$NA2P7ES+(I$KK/?X*I1 
M[06<?BTB;',ME9'R2 ' X C ; 4 2 S R 3 N< H-a> : 8B4* LN ? X 06K6 LW ) :JJ98J0S'ZG4 
M ' N9  + <70  : %K8;9  + 4RK3,7CWRI6''#E<UD)U461  6X7XD  ' 13HGI5Z9;2;1&WL*J# 
M0_:VH0RL7EL9! A>2?'5:E8GI)%L&WEG+FI;0*8MZL=:O6XYEB4KU49T.H: DM 
M: $ ! PJ  FY*8  = HD)%,D*: 'N;8NEN$MG  = MJ'5EK2ZD*;a)S^/=' H6a:6><J  RU4S3 
MUD:[=8?BDVCD=EDC883<$/I9/51I'H5N'KFYX*Z'L//nG#E"0<?WF! =9+NIN 
M;9:+0=FNOKM=^>W<H:_UZTCZ>OJ2CCN*0+A3O!/MZ^SLZD8GY*'XZ:233CKI 
MUT6/'FP??/+UJUN'N_.PCI=C\#+$#X9E!A%"2'9C:78'EH8ZW7^5$%17EU:0 
MNE3,Y!?E.'HTA<%5$^0ZG(FN(Da,S>:(PZ)T8=\ND'Na44=aO#BS1O42[:Z"8 
MFZC+\5V!\B#01 !Y?HC8/,D6HV.>3R$R' 'MU(,Y9)AX5+!I9'L(GX$6Z\'l:( 
M]Z4S\69#)8KG6^WP/81''+JA%W-LC.P13W9<i:LIVa)PPGPL;$XT_CHHM"_P( 
MY(8ZO(CYTUI*5,"/P7_EaO"DW9J!C(N'3YUN1O8+H+:I//CI,:NI>0*FNPH# 

MN-NZ4[  + aKH0C8#Z>#, : 8M7aHN8;  ' E ? 9 ? $ F a9 YU*% , K J _ H L \ :"79;N%2K'TNV 
M_"#,RZT*U.68FPN61SD17:E<MTA2D0V8EM44H\SZ#.1=BNNU,8KNFR1X68GN 
M05S3RDJ!5#.6-LYIja58P1K_FF\7YE^SI?2PREF16<ZX$/M6V1=FGV1'*E75 
M6:/ZY$=MV\;aP-S:-Z1J'4?>XD+*I*O0F1+9:NX=:T)5L5J'C(>1(+GHI0I6 
ME;I(_E-HK89\ajB<VaC78S=BI9T6Y4VF#U(<=60=BF(C3)XU(XJ''A;.T3+;( 

M28UB<4G3# :$9HAC;PI:PUTX'Z7'+FMVU:,J:9.>EZ.BIY;4C4?*,=(="$8UG 
M+;?#(C"XLJNA98AHR?PW9X::NPFH1AL;P5IHY$5RHZ[YBR,;*$8VXUH-8SEZ 
HF#M\4:+DR4>,_9MZHUBSN7N*S)S_:_#F26^A+_)=3_HVM.<A*?GYB: ?-_I9J 
MF_D<0DL*6/A0?;VVHB/M\D"a=..E'834"1M;6=E+1^S.,K>GaCO1*67K(?F: 
H(D_YC:OD',>CGZ! / ] . Z L84N Z I 0+ ( 9* W ET< ( G E N7 !R9Y'2US/UDa^T%_3_!=8 
M7VHV/8a'FD\0.D.T'YN228UI,-R"2Y'aY65%R;MI$HC.$;TCXaXHaK2AB%!? 
HXR#IZ2D;a#:X%aO'8JT+#'+I708AP:u#2%:$,;0;88,TP<:j9<PY2D'/J09O 
M'B4;4KHU.=(N!O>-W-,''RAHCa_JNC%9?:2"/_V1NG6%H7I4>O#4:FX*0J#5R 
MPa+8HU;8lI ! L(8U '>0*"4/C$0>L989 !2I5J:'(''=^"%'2I8W/TaOVC"$CJ1S 
M<W\B"A_K, ! /V;E83)9LD4>7-0: JG2 : P/HEOBED00I' "" C-  + K$>2E ' ' N>S>2  : 

M\C?D'  (ZK"\)D-g::  .6>-3K$X!  :H_/Ha_*XW\*I-8FR\9;58HW::$LB:jaNP1 
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MII>E.5Ja)9JL(<N')6Z)6*)6UFZ.N..'(*Z(.UF'!N*!>.!/(!YDG2X13\03 
M\40aB2Y1 "'$A+L2%N,BZK-Z.%FB))BN%#X0'XK%X+!CEX;%X+! Z+Q*)1 ,AZ+ 
HQ**Q>"P>?0P\%H_%8_%8//G1+!Z+Q**Q>"P>?5S5Y#O0$DW6+<#C'#a6<TSL 
MF$2WA:3CA\/C\#a\NE5X'!Z'Q*%Q>'3C\#a\#H_#X_#D+75X'!Z'Q*%Q>'2; 

M=6>R)M*) )N06XPEX ' IZ ')*#1X\'3\'00a04#D*L1,2C0(?'GX'EX:-CP!#P! 
M3\'3\.2C#'a"GH'GX'EX:'CUE)Q*DMZR'CF>A"?A27a2'BT#/'E/PI/P)#Q: 
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M**_W75U7QA3EYZ0\[J$HXC3;CG'K*[:KI*A+E]W-*0WHH2Z9?XNRG?JC(EV7; 
MG0++75<6Q7.<XVCK-XQ0='QC85*6a:?)Q''AG=/7;H=(.A_UI?<8S.GKa9+JY 
MZ?*CMZ?Y' YB>;-T<EF7Q3>6 '0" '3K/F6K*HY>M_4Z:/W0U_IWFE*Y',9??23 
MA:'WIAZ8RISRRWW*-0]*BOTT*_C!F*9GC\_C?Y>7JAK8;KV?9U*;#7HTR3_F 
M?-%,<?+>]_/8U)0-4%?G_*)Y,_GA:4"7WIAAX\_#\=WQ)(SWZ:6;<>j:ZBJ_ 
M+E!P\$,SS7U-NF*N\\=?DS'=8'TWQ?$RG'aW54WC'+NN**NF0KKR\L*SM:8H 
M;O)/5_FJ*/EB_\M?aL>K/.;+W_0XGH:G\B_U.)UO?'E\>:ZOEZ>_U-_3;X:? 

MZ__AA1 FNWY_:*U\Z?+MY0_;_4";7S*>?WL_#U_8J0; Z=-_G#C\-:VW:-U5;> 
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M<R:T961?8V]L;W(N:6-O55a,'(<]H#,4'ITSZ'/H'\W5O6[L1!3'\9D0C1Z' 
M%D/iA6TCX5H/N'U#=()//M!N\33$N15-<C(?P64W"S3<8%I(":  %V"98GT  + 7/,8 
ME'3#?\CLHKTBZ?%J$N*9KY_/'"  = ??/WR'R77RVNE/N7W1C1/ : %J  = . J C5, Y>A 
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M)ME")>*)>"*>B*=4MI6/I7E:I*5''X8?!8_'8/':/\/'8/':/P6/P"!F/P6/P 
M&#P&CSP&'H/'X#%X#):\:':/P6/P&#P&CSRN:/+'TR(ME13aL0'LFUD6MBPB 
H::'3<F/a6#P6CZ0*C\5C\5a\%H*D#X_%8_%8/!9/3JG%8_%8/!:/Q2-IELQD 
M3?Y$6BJIQ*/Q>#P>C\<CQX''X_$a/!MZ%I<C8I)Ga.>+Q''/QR+'A\7a\’H_' 
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M>D.4-:(\+\HCZB17J=L\?JLHJQ?U*0)aV?*H*!^0_WM>OXKZDJB9'U3:BZC? 
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M8K:BUU9*U'\%;>HEGGCWZ'4U_aORI*Y5FYX6Y0E1SJO:3XIZaQBOVK1%E$VB 
MV* J :66U3;>L=\ J ?VSZ0C/RHNCQ#EGNK_7M1 6T)9FLUN48ZK_-/82a : ?; \EA[ 

M1  + FC''0D\Da9HVB9*GQC_KNH_)NI^451;GNL'"4495N6;4A\2aHZ*<$"6;F'W; 
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H+ZSW*>C7403;V5_4\?;(?;RJ/I:'?6>)\H7_\2.P757^PILE?8M1''L9.B?G8! 
MI/i*XVB*>(O:+JC:8QXG]HNH?TD_aZV"I$  = 6_9''B?7$/_.E^0VDFC\  = H/CI), 
M_MVP_OD-aO8'_FS!:H8O3?''-:*^CJ#'‘LI\'/)DC>;\0/.8<(ZC\U:%N\ALD: 
MU'ZP5YY#U'^>H2"?*(FB^8+60_:',Q3-%C3^M3:\107UK_V!UTSWBWZM,wa" 

MZ$  : . \ :*C?B0V?HGPS:>V3HUS7T3VW60a050V?HGV  + T7VFS_CU#_P33aZYF 

MGOF.UKDKa'  :3_V;  \-_30-:f1_K7>E?\*(_Y4FXW^::6_8?''a?  = #?MS?:KXG*, 
M_F0B0DM:_F_J03*D_KU6]>]"_V'IT  = C\  0D*L_MU8\  = ''  + T7D<_8D6_C'aUT7'‘ 
H#Y83K>7_90a050:-Y_*8_BH-Zn''+T::KZ+:F_A_Y/UA.H);_5YK5?C/S_VY[ 
M:;_0‘';\9_S'_#CJ;UO+_6/W'S/_'a?^X_+:i_;L+._370?P'2XK6\O^FXC*A 

M_TJ  + \ HS03;C?\U*G>A?:#-+'+^ ' Z = _ = X ' C ? XS VU6 / _ ) _T-W, G ; 83U 

H_R8u7o_Guu:8_3:i-/:_cEC_E6K\GZ3z\w\wu/x?DC k:i2o:l"/y#*l"/d 

M#R?EF,'?^  + /''NT  + *L(0\Ca-H?LA.?0ZN_8'U/a":'_R$''#H3E:H_L+\,B?/1 
M_O"EJ'^$Ya.X'aC\0?K%B8aOA#_<3$3K1GC!8V;SC-GZX!O+A_GF_Z;^WZ+8 

M\;:'T?D CY/./CC*J_8>*L4-  = ;_1^3'_ZC''/4/_P><//aM28N>J??Pf1I?Ra_ 

M\/4?Y'>?$NO?,_0?Y'=?453_)PCZ!3W'?/-_7_'‘>H?*:''.38D5_5'‘RSZKaCZ 
MK\3H?''Ca0Ci;''J4G3>X;*"?HGZ'\ITZC\0:C^*T;\:v  + T;\;_80Vi:4?U3C/X7 
H.OZ;*J_$Z)\,_2_,_'#T#'';*//4O:<ZOX:'?U.;_L*I?ZGV=X0?K#;V'UO*E 
M'VP.\OTX_4N:A_0O_:"!_J7>=aH^4/O''?U;32CT/8>\'#ACa?MCPaa%:F/5! 

MZ!_,E42G3P''T#8a?P!6  + CHW  ! a"L/%C « Z 6WT  = 0 D UH80  K V YaPX^'-a  LD  4 ? 

HR:*2]  = 51HO''P13UK#E-:N/VR.a(_"a#0*OKW? D/_C:7P!6%"WH_\B+H''/E 

M="8Y/'J8MXZJ4:-BEW.Z,3!!Y:*=<FaZGTY2RBF-%<\52TYV+)DNT,0INV#U 
M6:$n/$#H81X1WL1#G'(R7[##(T);3I>=PKGJ4?P.\0A*9L=9L6M.G-F44YC, 
M%C*ZaX=:R;R*#W.KVJNZW3_CJ7*I''FA*A70N)<  = Gi:;-C82>G>_SCSSI%^82H 
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MC4EGTBYG2F/3=J;L4-9.Y^2N=B$UH8?T<6N:aNU<SBG00?%D)_-GBa.G#M'! 

M8BF9SNH;F?0XWY1/<KY<F''B3W*PY:70O_::S,MCM3+X*ZJ*H)8$>.GALEI& 
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MRTF\A,5+%KS4( Y=:$0ZR]*Z8Q[HB"5 T Z 5 %00 YG Z *B#< W03_a RQO F3 H7W . \ 

M9" A_:X"0<XA+AP( 0A;6DK Y '36 N?=GNCU/R^1?_U/UM):5?/U/X**<9F9 

MJi:i)6/X']  = ,^VDM:\ENU'(!NY':02P,$%'''''a'YU;,(E<GK/8I'P'''((' 

M'  !a'$'  !I;G-T86QL  + V5A<WD0:6YS=8%L;"YM9'  !56'P'E3Va,P$XH#/H'^a# 
MC=W-3:-a''?P;_?8QD!!0%!\&8B('a,&"N(K=LJ+B(0-!W&:;*.9DP&#=0(W 
MKR8>C$;CQ<2#1  Z_''#R:>33QX,/%B/'  L6  V VV%  ; 8 ( L ! M ? ( 0 I * D Z 3 , * 0 S C C / 6 , 9 
MRV3-.''(9:#3"A'  ' ' "'HZ:U340NB='  .GJ#-IP88VH2WX2C.  'G09'1_a_\U#/L1 
MTH4))1M?!N1'-.IH=_aB\3TNQX04E0)QJ;8\5(_O)41$1$1$1$2T<YZ7XO7; 
MVPFL#,7T3H5T8C8%);#"AE+8489R01.B'K+!"''*6\"L;,RDEC'1>"ID_QC< 

H)J36EHRX*2  7aB9'3H!9GVB;N0;*\4!  9CGG%"1 MPKY: " / AM_ C 5 ( 8 \ QM / D= ! $ 1 
M$1$1$1'H7JS_%;>3J$'E3J$*U:C!?M3JG1'5D'TER1*<ZL.=C(YD;2Q98THV 
MJV<*JFNUK8?Q!>30O2ZMX=(:W5JC1QODQNC(J'!AJL'=[Q\:$_VWAa?$B>EQ 
MK_3!+!Q;=OFO7YT>G+aY.>X4UVMQK/\1$1$1$1$1_0.L_Q6W'SB(>AS"81S! 
M43C0H'="5$'V5+:iVJS_$1$1$1$1$>U6K/\5MV-HPG$TXPl:<!*GT*IW0E1' 
MJ?J?6aBKC<S'-n0\GPE"6K/8:P\F(M$9EW39C?"GC_'K8:0:AC,D"*C)'<LM 
M!1/AOQD)!E3-2JLSP>RAE' R% F N S 3 Z 738 A Z G 8M9 'G'K,"K!#'EQ;N2R%YJ_BM 
M3JLU1N8A*DQJZ[:H9jR-N/NVMHBW6:H_GRH3RXHLA>a-+84D>EJ6Y38ZC,^-U 
H4/Y,XK5(5,KH-UNKW2.^U8/AWBY$1$1$1$1$3%3JAQ,=Z$077.A8#TCKG1'5 
HD"UYX3*#>F*?48"<U2=VB*VM''-P;Q*.:b_BFK%6?/(OXD6XG2UE3\?4CRC+: 

M = 1GMIKZO:J*0.G30  6VORK':NK5  5' 3 $ H KLG L A Y ) 7 F 8H8 ' + ' %H Z 48T J M J D8> . 6 
M9N^4:7IE\1F!6/)\P>P)CBW,*R/LS'2!C>LEYHY'KR6O"08#\O93S+U[B3JG 
M+L^4YYSE_?N(B(B(B(AH4R\?)?1.a736BSZ<13_.X3PNX"(NZ9T0%9'-OP!0 
M2P,$%'''''a'CU;,(I;;L/92l'8''X0-'!D'$'!I;G-T86QL+T5X=')A<R3K 
M97EG96XN879I55a,')83H#,1.*'SZ'/H'^Q938PCUW8NQU:=37)F5OLC10Ka 
M',KNCBQM3ZY,4H8#W' PH, A0  + VG  ' L : 7 J A ' 0>  ) M ; 1 E R38a ! Q*2 R6% C %X E 7M R ' ' 
M(CP8L'PHG$MTU-'7N>B24X2  = Z\Q!,)! E_W% ( YOO J =7-8 : T F Y Y8 ' $ 2 C * Z R = >0 
MZM6K5Z''''JL>_?/FEEUCYSH9\(WGYZ5=>_LYW_\N*_.CUM3_ZZW?>*-8?BLAO 

M_DWD_'^WA*''S;9'?BGL9T-.;(  K_$_6  W YW 1 = E_3- D_  7Q0WWX  + 1 + + >>>/ UG D 

HC;=NG>Y  ■ . 4_5WW3;RWSACT''>_Q  + 2P33Z%K*>E9/QC  + 253U__\2%A>"V723D ' 
MC4$CT'"$1EGNHQTT!HU''a'ZRG*,  = M'8-' ( -08 " 6 Y0 CHH #% H ! ! J ' C%"6 ' C2# 

MQJ ' 1 : ' (,+W/Fa,8H$8(8 ' K< A_# C $ / D / M C WT74 ? S>B YC W ; 08#0 " #4 ! Ha#YH 
H!XU!(3''A$C0!*va,6a$8H//""W0#AJ#lJ'!",)48CC'H!%H'!)JN$0+:'P: 
Ha08a#'I3T'X:aT:a'0B*X!':06/0"#0'X0?T03MH#!J!!B!Ta#YH!XU!(3'' 
H!":U#+7A>P0:a{366D(CT!aT'aU'$'Y3T'X:aT:a'0a#0A''Ta\:a$6a'aA)a 
M03MH#!J!!B!\a3YH!XU!(3''A(>Z2ONJR4C?'Y!PY9:P%8a,8H$8C'B!/Fa' 
MC4$CT''$P=''C:'Q:'0:a#'83$$[::'P:a08a*'!1:  ' >-02 /0  ' ( 2 + >LR''6  F6a 
HVO'H3"+GIG1)NA3=C6Y%%Z*CT#7H! EQR+B*7DLO8)>)RT/0T,TU*\3Z4-'M- 
HP.ER:IP85:9Z5(7#JO?N.U:US$!WUZ>a3T'?a3X'W0.3"3H8O0BZ"#KW?3U- 
M/0WT4_GDDT_DHX\*Da\**$#NW;LGCCC:KFQ0; \N  + +CXH%R3>E ' /GSJ  F8B !<_ 
M?1SW-V_3W03O_?0:0MG3R1NOW_K9TY=Z\A?;KW[KN/LY'>O1Z3'KT>O1Z3'K 
HT>01 Z3 ' KT>01 Z__IBC7YUaL;\I. ? 0 ? /8U C C V*H_ \ TS K J Z N70#T5+<3 1 > F a ? = 

MI3DXLQ1 nLZP>V*6</UCBV_*a?N/SX ! I Z 7U Z * / U_a+9 V% V / E B ; Q ' , S<3 . VQ 78 
MCB?'8B>R<3R9'/-3?#PC/I9PUDHEK-*TJJIC>0XR+BW%6\82"69BCV>S8SN3 
H/_S5;#9+\=9KJE33_8A-82<W;W*AK*JR*DM050W+' 7R9R+, JTRS\F9RI6943 
MG?FIG%->?Z870>L8ONC<UH6PC22)+<5/AF52BDW$*3.)?-7I*<1<E7'R.(-T 
M!R06+/B5XKZVHU/;;=K;0RAV$8IV$UDKDB0IDJ+<F2WDF5KBaHSaV<$=E%*- 
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M) F73 ' a: 00. HDIC" )+>2)0Z_D,63D1 2_8-<Z+LDSK>9HZN-L)5<? 'aa\S>,+9 
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HV(ZDFT59%$5ZTG!+='':6''. A=80 \ 1 7* KX />+_ 1 PVR*FZ7OF#PC'9?*(\BN(0 
MSG ' /LBA/DD;B*3ED; /6WM_)B8L+ ' 4G1 R :)8'O2Z4CWL0)#:7=4J-J'\^-I.U 
M,)HF89;Z15+):FX%>K;C' LV7 3 W S P J U ; a ; 87 R E ) J 58H WX ; N Y 1 Y E . > C 3 : S*. "3 
M**I :M_8<<*A#(*4_a^5!_X  + 6B:  )\C8(/4L"'>PR5(R''3-G2:3G'8I8)DTRA? 
MR7I\TH/8=%1^J'#7!M+B3B3MS,TMLY')3.1GXD\S3%'LU83!%.+S0*8E;<8U 
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H8D?:?EE4C62SDAHO.<0K9""XLJ5?L5G)'H:_'R<K9,S:C9=Ii:DO*jaCS/S[: 
HGW";9_+8M:%Y=:^1H$'AR+aCJ+K73"7)*G>=UU?_O;J2%+(V9?A0UF59):K- 
M-.  AUUSJ:=B'  ?,/#?\">6'6aV$E8)  ■4:HL8)%;VFI'l*X5LL9F6L_ILOM2USK;1 
H#$)YM"4PD'  :78JV%a2\[;G25)  ?:  JMSLH''F4  ! = LO"-  = VW58>U-5MC/NV#«'  BC 
H19D'1S76/=5CX1 Z a+H : E H= / KA DM ? =%> ; : 3 : J I K^KLZ H _ E_5 S ) ? X*_6* R U V ; # 
M+<L%:4D8)/M\F52C6?W)/i:*C;3"'0M' I ja6Y3O='6Z(X)2E+M_-YNR?0N#BS 
H=_)?>NX)/l9B9N,TEFN4=GIRSaM'w:/C8ZX??3_-:9$68^_a>0#8R8?YD)6Y 
H\RP3.BA7T-09$X%$\OA"C?>#YZ"PVJ>)X23\HP!$W7:'.E2\:F$IX0SO3I[:m 
M*G^3-T+U,AE8M-04"/\7HO-_\a%TVXV85ZF 'T):S8P>FC+.GCYA\_G-'aN<) 
M=:''Ra4EPU/",TU5(3a',4^.(3a:_#-T<_W0aZ/PWC6*a0BMREI7TO-:Z7JAZ 
MH<5N#*6=PK/V,) :5=I>:%5aiH<UH. AT<V)KW*=5\JK*3(Sa3]L>8)Z8;J4a' 
Ma:1[$#S/ZD,EV/  = ,>T#  ' I U CM  A J a>  V%  RB  P S N 83^“$  ';  = ZN,U/UN#$TUR7,H2UL 
HL]J<#H9S:n%":z.*<.K'!XUW5%%0!8Y5G! TB VKDa 3 V<3N \ A3 D !,C0P357FAG 
MB. )ZK;"$4*5YW. ,"S=3L3<,"*JNaW8'%XIYGNF1 PXAN-F8' : N-'4X?+-#W)5 
M?Y<' CP*8H(R#I8)*%%-E91  JVRDN<VaSS#NH-L6($_,9UVF4RJ?  + lZ '>_Y27K 
MC-K'aFWBRK!CF+U8;D)NX%'VVE9K/-5Ha7P=K)V36/4_#6.73!a4?U/)EE$M 
MT$Za  = 8IN9SF7ai:H;$$RRFUX0  !5:#S*''P:i<74.63KK)(JT14FI?ENJHYX/60 
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MTW7-i:ZD  + D1SAC2LX28H77  1 : <S  L0>  I # F 1 U V C F Z V . N = 8$>  R%  C 1 >0  E ] F T ? V [ , =, 

MUY%)U7HB(*a'X*Y>Ma6a"TX5a-C>Ra4B(K?^B>);*T(6a5.?Qi:=,:=la! B-G 

M+7LK4 :Q&KM !=ZP:=K3X#PLQGO*K!Z'AN)E45E"F0'X/4a:!' 308+17 ' ) AX3K 

H)DM]88BK^2/=PNT%W4*'ROI="9%88+%NK\HZBZLRJW-EXX7'’Q*OK?-^09#GW 

M43PP=NK+C>Y+*$W*9*;7X7.KYNNZCR-9185;2/T::!:=E*W5U7!CM=EN3AJ5 

MQB?CEGS<JQ%P1''Y_3#:G:  = P#K/'0231  C 8 C U 66  \ Z Y , 9 E-V  1 ] C V$  L*  : ] 2 KKV'' # 

MAY*0TTF;J:SaE40<SY/T73SQ''+NQ$AJ/YNXJ>98VV[8D'*!ZJK-A8#F#9Z[T 

M2BA/I(B''F;!VMX*$'_0F0K8aa](CM#*S3C,Z$3!;,;(!N0OD8FV3"<HKY0Q* 

MFL8J85<76!6GB1J,Y''(!9A-!/*<YH'A_(8=2RMA)?!8.H8H(X*'P%,]AZ*) 

M2.2*=N20)*"WU'Ta)?'');H:<KN3_1EG.U'.=U(BC85G"$7J+?6<:T*\\.E:G 

MU$"a<WA:<SUE0L^(53%B_:NG'H5M.;!)8A''WV#7E=>0RS3*$B$PG]J</Z$/P 

M"N_7J/T?-\:,7=;U)7:w'(-A.B9O8?a?,:5-98!<MROK;3HV'0Y6HF/7'5\> 

M0]\YOARWCWT48*RC(KEUT3R6G_[Z4'*4!KN?$'6C+D3T.P,_!5T>La.)a<>+ 

M4:C#3\JS\9''4G3(N**0^D]6"\aMLTS3?E;RCCWH,BS+#BV-G,?%8HRaTYH$I 

MS-DMQ7Q8<HO;':vF/Z6"''Q58,IT'XLCUOVQU?598:B8JB908A>B#PFN(O]8 

M,I%^E?<K*$8*V5D=!R\U9T(D1HXS>+>++8:*C$L"$HNQ++X]4V5AL8D.HNR; 

MK+\)Tai5==B*+,04UF):$!.R\ZMH;*.*TY*;+,=C$35DIN,>R-82:+*>_)_V 

MY3\8Q:S'-E^%X;4N-*:J:MW'NQ!J\8E8292"-T>:RGYZ_5X?a5(BGWS?XI$A 

MP:):C8K/aTHBi:EW$YG*SRB3'9Ma898\aE?<0$E'Y/:N597PJ*NWCAMXFIC8' 

M:i>+?*WU%'*A9L_=0MC'4A1+H)3D;:AO''4NGRG-5KJ,*,\*,6(W1F+G,J)Ta 

M0F(_<JP:V:T$W-)IC82,SU"%:  : QKC8% 6%8 1 / E 6 D-G J +6BKVT> S W9 R ] ( 7 J YW V 

M2Y1UDZJR:+M0A8FH"J,Q/TS4-T!P*M(GLEZ(BP:36;C23F?U2]3<$86*:I** 

MKF9''?W];!89W/=7J1].T4.ZIRB?2B1QA5W:XM"J'68SF<$T9*LAFW)GR8:57 

M5'2]C0HAEFU9:5>:W2*CW4::D[":)N0ET+:N*S"WK7+#5?9)G8#5!LC0K*YU 

M5UMIKQ#,GY?IUWZU6ZR''''$ZaT#J:8"7OI7%S0OHO:?33!K2-93JTK;7VXFL: 

Ma?F,S.OM';.O%>1NS;9$MV:10J/6R!,?T ’/MFRE;Y!?!#XZOL#Z'!08I', 

MLI*V*5"8#8?ZA"B3:LPR,G"5K!/)^<:31F-%$J+\+):z+F)>?;8U7C.G%;ZA 
M-UBWT1_R?>B  'S<_\66C4ZD9CK\()2S%''  + R'  C A U>4  H ^ N>- E C $ 2 #<GBZ  BM  D - V Y 
MLVCYDUH,U($1<\V)G-4*>:0DO4_64XN45G*Q'Z<N:*AFH4D5'':9%2*UO86\2 
M\36V(>9-ZVAF5Y10;Y3'-4-CX8]5>UJ%Y#/D5*/7*!K:'M#G(1Z6$a(KR:AN 
M*0AWI164-*SDU?PX=^A#:HaD9P>NS*S_78/CI>''K^G/8N0#$UWCPCZT3%U\< 
MCX\03>7KZVPQXUQ+(:*5ZN2aA#NB2B4\:KaZNI1 H\28a3AV588ESi::$QI5D? 
M%7R=T=GH;#a:#D>NBVC'+5?K:HSOW0V8FL-)SG63S?K\+R\0;9a'#0\6,K:8 
H1=2L8U.W8:7:=2aO),'P4Y,:Y?VB*++",J:IQ?<!NJV8WV85TT[?86,W9%CJ 
MCl#3PZ;:xiM*(58lZE0:(7'M?a2,L5X ! S Z , 8 A%-5 R$ 53 3 Y3T ( +1 Y>59CD$3X 
MZ85%3W*D2E=K*A=3G8*\NSTK5.5.=G,;YA'T"8B-T\V\PM;80+_:1S"A='LZ 
MY7/><RZ6<:M6%5WDNLQ1)?^:aa\#49C+BRa+P4:WH:KOa0KP)EMNL4(#I3H] 
M6$)8I)CN_*%\U68FD:N[BC+P<a]*aB2l>!77Z#R'F*4:0J8MHPV?C=U)U:/T 
MAARV;+V$:$#6=:PXI=8+OV"\NDY-F^_28IW_!a\aE35PX=HMCBT%NRQKH0!' 
MC;P_KLDTJ5YH0:FW_C4L;DlCTRKW$6K^%?8G.UQ"JK(DB5?:9a4W,TSP>W49 
M5>JWUQ.-.+88P,0K<3M!BKFZM'8*JB<CBG=s:'(/#>8S1E.05'C#6ZI3>L92 
MV4J,*  + LFa47B7# ■>% ' F % T D + C 4 + ; 0 ) E> / + B LT \ E = W4P F . [ 1 7$6 PE D $ F Q7 LK ( 1 
ME!H/?E27F6ATT!Y3:t32.\D_9(,.0D':F:3%Y'0BL8!A;%Z1"7Y2+?'Z9,FR 
ML+TD,O((R6:RK-6X4C.:?UJ-Z+BPCD/7$4D>-"C0:,aA8CLJH:X\UQCRQZ;> 
M4*<#=UMN'LE)E/M7RB(:;:CZ0;_C:Z\32ZP'GP8'UJ#CDRSX$FV4,:%*S#/- 
MH9:a/509>\,Z<,/*:4w:0XM>6+EY?=I4_$L*S'QGIE'aQ:66AG89!)*(-12! 
H2]JDWR.H3,_HIQ471*%DA8KX'.49ZH+3QM?X;8%<*?:+>I\Z.'ZU]CJYT03< 
M3G5LQAPH3^ZJ_1KCPO*!Z96W3QN6Z34L7_81'ZUZ/F,"OU='!?GCJ/::0%84 
M'(67/K0ZA?PYNFPR'_+;>-49.$/)*WQ5YEBB1W!T'0V*9ZE7=1_B1?=256<= 

M>#GBF,Y  = ''/:\_'PDZSWR'  W5  C L3UK7K2aE-8LQ3W8 ' 2CGEQ<J  '5/J;CJ0X:i  = 
M-(3.VNO.-':aZQ0*,G9_Z((LBDi:$XB_FC-5K,%GD4HSV$)JY7K0F;GCNY*> 

M(#7*$#;ZLGC  + \IT3FU?3X7'Q'  F E VTQ A H A 3 2 / -694 " - C = + 1 a F Y = _T J Z ) 7 3 3< E 
MN88R"G49K0US;5Fa_: L+VC)ZP^3, : 993 . 8 A> ) a$ ' R0 PI M " # U=Z J > [ S FO0 \ - : 
HWJ*>3'*19W+0:9%*S.DA''<BP\J/)IX2P^LS>?ZWai)4JDE%_D=57MI.OZ6aP 
MNR"5i:EJ^ZIY9.:4K1D+Z:.HNB,2D173G=XJ<HR>K/B].%5_D:S96YaMZL0B 
H/,WWD:"EO4S6U>Y:%PHQ2M88*W+;JH0:S8ODKI7NX^QU:>0VXA,KWHT4JF=P 
H$I.RTLP(G[\_5aU;MCF\49^:344/B<P2.E'PQ>U$W0E9SF1FH7(3F);8:]SX 
H'B+W")1CK$?PY1*D6NU$UI59I3T1FE'_7=*E,Y'X\0B+.2Z.Y#H;JYU.VDQ. 
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H*V1/DYJQF:\D<IQWH0.?*'TIN:_HI<V8:V?+UN$_L4JX:j]20;"2H'HE\:X+ 
MCA+5B1Q:V8:/^4FCKGX$=6T=05 ' N E F 0 P : ? R R W99 XT9 ( T+-6 Z M* S 6# GT \ T& : Q 
MEPN? : ,L"_C) (E;_2F/X+N2+:&2H)8?PR;KD$/a8\?7JZXG1=<H>A+T\1 (6)9 
HT%U(SPC(I/#00\3J0BR[8"\6j: :GJEB6:_X.G_B7<QW!=03Q4Y6C:<TGH19# 
M/O73&HQK(\A,)(9006!X7EXa>'I,4C)5^)N_P%7a>LR>4?<C-117W;\a&M]Z 
MAC6aT6C;*HJQH?7VCWn:A>//HX$/7KZ&L<+?H2-"a9M>0V*BXQ%  = SQ : ' 64NA1 
MA;?R$G^Z+LaZA"_8;QK?AN>Z4L);;)&SD3W^%110ROV8LaE[F+EHL(OU$YP) 
HZQ'U.B;YKW6JM,Z4*YKK9V/!Xa-:PE()Q7)WE*NJU?,?C=J+H8%.60(CZ\4) 
MM./D*K0H;'E7"2#.V!,I*'E4'WE=,X8R"57OP>CaG>\UD;\OX$?+(Y'3"*05 
M2+UI=6?X8/g:s.LF(?I8<W51,8''$^S-D'%7*39Y51;8)C97\M$X=4+">3VT0 
M/ZZ<P#_/>E?(K4')-P6JO)/EV3>5)';0FF2T5R6O$:;5;#IT:1$HU%"Z=%0P 
M:;CL00X'C!>HI8S+<\IJaO(2=!DCKJ_Q3RLJ'=T-(JC9CKCL)_4C0AF%<M\X 
HQE->Z"KXXRJ*K' 2;C?60G2  = 8>TOY;aD3:7Y  ' 5GS9'  '5HY,0-4G.\0ZUVPDHV 
M?7KPL_S+=>K'L#LYG;X+>VX):JHV*nSZ?N9VE?*6VLFB3M>8H017IM>1M6_C 
M#<''MG8'6GVOM_''M5$:7FD  + ?",Bj:0O-\9W6ML:5  + XV8*OGVJJK:9HI?%FaF8 
M!KC<\FG':0(4U)<$#-G!4E<.2?8A\'525:=EE>CV/ZZ9W#27-$64T#H)*I9# 
H8%M*N-K;6%Yl2YB;6L;a?EPY4; \'7(<8:;VQ'#P2CQ#!KH>:<4ZTF>0:^=.Z 
HB=:  X9>0CC7)%0U2BSFJWT''X562-/X,_JW,:73)  :<>T*.  ! ' $$8  W C 1 2 3 LO  VT  F 1 
MLDG2S:*8UDN>.580)aa\T‘UT.JT4:8*DX;_E:ZLE\CC=>IFTDY>IAJEF*Da9 
H$<s:?*6$'?RW:)CD0Y?M1AL+NH/G3=.BX8^K)(aE$)#aQF,+B3G8+5'I70JC 
M.Z*1J(I.XI-<C?1ES+:88':WS.44Q7:m=1*X+4'NQUJ-CX.R"HA^SM<:v.\I 
MSQ_O::F<3^%\7W*aKK.8C''ECa4CSG:MD>SX-O!*$B+=%-L;Z+HX5B0;'X15* 
M*'+7.D3SLO8CZ+)[$1S("LHXT3IO_!4T4N$YNB/;0:0AAN?S5284! ([Z/-E0 
H0*8,(,$()NKRYXZLKDWJI00+1G7)'5T' WO= F =*VN H 7 / M C X8 P2 " R P+H-3 5 PPB 
MET/''?8GU!50UWO'/ZKEHO1DH6>RYQH#-SC>G,Y_W,ZJ0=8'_S'"Z+,8)WKDC 
M-%UC9_Z+6EFP#a5V9K2R?8#GZX)+"31 TDY1 X-G#6C;A-+( CH03X83FG%-H . ? 
Hi;"D"/C*IKFNZ>KW.9U._VH,%NDX<'  F G %0>*9  W"  C H . 3 N ' 8 C<KS  74aK  : S W8%  I ? 
H?7,<4-'';/#MD5CC/  = :4T)%9N($V"_%CPJ  Y$"F6DRP  = 74*1  YX.  Za'HX0-6KAU3 
MCI  S = A0aT''A\;2:  ' " a ; M = Z ; 5 5 UQ  S K J 3 0 5 N0  K + 4 / W%  X = Z ; E OTH  = 5 ! 8EJC[3U  + U 
HBH25'''7VTT8)0X*UG,"FCD48BP''H"C7""FP.PA5.1U!Q"a8977\HBS?R+F''R 
M>H  ! W;  ET3  + 3 6%2%Z?  = 1 3I69>4%\<MW4  !ni;''UD\*E2M;#TT3OIN9'O#.X\''S0 
HQ#Z0I)2\2OXJJA:  LI  5 PO> U988 . Pa_RG 2 H F ! 1X%CG?6PT'''3XU6HI'60WB9R! 
MC68ZLKR68I%M-Y1 9I^?W3,_. : AXH=; ! 9=HX ) #=G$ " I< J P_ I K< A#M= I8 2 =>$ 3 
HG8I\\,  JN,*EY<K3''/YH  ' 6Y.9ZWX)B8$LJ  IDLDI,I??227  ' ''HZ'  LYB)#U#L8V 
HYG')BL-Z"8M=5F-D%UFA.9#B\*EF$78,$**DXUUQW%-9,U3*3H1>9?7E"_)H 
MC726R8E,YGO'U?0:8-?\2%;VR<LV.;^U8*U3E?'  ! A 3 " F 0_  + G ? G H V J C / K_ L0 W 
HWEV9H-0( JC9(-' :PTLN55V<"'3?52<WW5X2N,:%ZASQ?3=EX%>E5**U,F)7$ 
HY(047:38+'H7:C;M.D*3I_F.WG?39DJY)BO.:S7T;%\:#FC5^_%,'>_\0ZK8 
M<  = U31  , (V<C  ' Y_B2V3"3  0''  '76/",B5_OG^6aH"5NG3/  = B'  AU  V = F E = BU  + ? U 
MING3Y!HLL\3/%8%J2_".I?PDZ«3_P5_3 !GE1<%;F+*0 36. P0P8R '=142X4=, 
H-4"I;YB\=3,/HG);IV?5\+''F7>\P3W5)Wa_=%*E?JM:2-"K;6,%T=;Maa'Ka 
HUaEU0Z6J2$O/'C.BU3K\NT":P>LT5Y;XV*/C"\GCOLX">)0C=a!$2ZR7FZZK 
H>0<_+\D: #Y-06%;CE34ZR+7?a*LEW03<. *9: E45\G% . FWPP3+*L0,C''NANH3 
H0VY=W0_(3EAG03,85;BUS8O0. (\0G74*#NT''^0CU()/P!G:"1=#8;6N3W3[E 
(i|>PHl'=_.BVUR374_ZJ  = .TM(+9(/;R'R''aOG.'TLX#4R/AV''U;X)''UC18_W[ 

M%K\ ■ ,>7OP*=5*02aaia,a) F>1_,R/%<3 ■CXG62SPS%_\T/E?WK%Z\4<FF.FF 
M_+AUA?Y:("B=+-,TWZ7a$OIR*54P4TaHN6N=?7ONPK/NL'$0?##/3LMa8’F> 
MBLZ\\9*04.HL:=:FMIP*\PN=+X.9-2.GG^l8iaW6,N(4F%VDOG!aGR)O)0N8 
H2TY3H7-D8A?  = X1Si::*9.%K,SX%8#V:J;:X''-:TT'T*U''YH\0  + N3<CHK,A?3" 
MEKNVC+Z>"LY$>#*A(_=S5**99=ZH9'7%-M0A+?/V"Z9M((O7Z!$E%3V:%6>U 
HYCaJU5E5*H3  + 33$4<!AC?^BHU87M''K1VSK^DORUUF4O6(:2X1YZS-A220$i:j 
H5,!J?:'YF3;3:X)IA3OalUL5ai7KPH8"23lZ6FN0)O+.Y/E\N_R>59SD;2W= 

H, JHJNE%2HE-VM\#77>(Z !K?,IP_D%5<. 9+U !U;;)*C*$6K>LZA,\RBI3,HZ* 
M*APD>35<F,RP:>ajaA$3_9/46ZJ5<"I#DRLI,))KD3*;CBI3%,?*4LXG-"a; 
H0I6ENOHFZGT80!'G1:hXV:LDA+6-'_3P=R$Y/63,F<Z=Z3L6ZNL\TDUJC7D90 
MW-U%3R_#'++PK?9*.Ba;X:G<J5-^TZR>.D!\TTBOTV>.6K\$\FaBHTZGMY8V 
M)Y)'EH*INN5L(M!  D / AN  D<>%  C ( , - Y + ^ 1 C,)  + '$P(.>AN{CA*SL''14MH1/H8*: 

M>HC ' ' J jaSHaG :"!aYC*'"Y3LFnA?.4U. ) 6_8 ' E ; R 3 7* Z , * D C $ ! "%K3N*, ! ZC 
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HFH6K#X2P*H"DUVY*<)X(HB$^">/A[L+VP:**(+DQ<??:*VTR0JH+7<aDVP"\ 

MI^KV%+CCSZIZV_.0U*RZZONa9Ca#>KI#HZ3N&LABU):"N,88<3(:FRU\J^:; 

M#>CNYQXG<7+*CNT>L0YPK=M;E4L7GZY$;3R'ZCMG/W_$D?*F#Q3,'H>N=KN: 

M+b:C(UIA38T\ZRSX\*GM'4:(R”H8’?*P/7OA"8<VJ'65*_>2C4IM=30 G3A 

MVV/::f08\G;;8_;Z'12-.R!\.$.80)"\=;0_CA0R;;?YK+K;DA>!_I(\H->3 
M(Y==1-KE#13CaA_LV\Z#LDL?6SRE0=(IY;F8\)GEAQY_a/''ZQHIT8UJ?X44; 
M4QCX/OP8LW0$.PI>a,P,58"2.44L:HXO+2'6>=S5?:V1+55P1%4*+<!:FD8Y 
M7"?TVWX.I0!!R'J;ai;.+?H)0n+M:aE"8Z^IJV.($$LT!V=*9=^D%IY-)%)W4 
M;PVW\?C$9Yi;+RCBR:a4S.JZSL_GZ85;7Y8*NVX23NK03>QL,ZWM\'76<_+M$ 
M!70P!>PG#>EI3F<\B1#$,''V6EB??XQA;,D'8J8?68):M+1_ZQKFAa#AC,C. 
MS0S4(a4Y'1EK3G-86IA4PAD1D;+AH<Z8H":1##F8"HGn]?W'0\1TS,6_1E,: 
M.CU">"I-!CNROa:VX5F_P$IX1N4EU!Q55'i:'WUUI_3]/6O:?)'8I3R90XV; 
M<=7FYSJXXU1=ZC7YXJIYV3V_?a;VYIK\B,[;i:%Y\*!_'3-"_I_DLM8_\T[, 
MX*''Z5!;%5-98J*'a,_{9QY76/H#CW51'9D%BT0%\,!N_B<Y#N7:X,J8SK7N\ 
MS8?YO*E30\Z4ET(M1##-4)Z38CO;'I=aQPS3XT*W:MBGZVD#=1TDT"Z2FX-W 
M0PRNT8DCT\(TH\T9U$^8S'4?:' *8 E J BM  = 6 ; % 9 S-B-*<5 W3a W C 0Q1  _ . Q , ' 6) ? 
MUK-+=/Z'6Q8X.,"7P0I$9XLTIH8G0685E=02G$>LXHF.%7APANI'4WLRAQY1 
M:G<?/2H#58QZ):5E*VVH)_/H:N:J#9+O90>C^IO0*FO=9B+PC/5=#')U4aCl 
M'<T*S7I8JHJ!DRPRS897G.?WCC)5G<K%8(W'K$5<L5R4E16K''WB%T2\:.0< 
M:BLK=6>XLE41,R_MZa9?),>XC";V-"0-,%C]C)J*'T/X>BF?^%/.*M1.PA'5 
MG75,":IK0X(I*>7%/D.)L)a_XMF%'GDa:C2aBX#S"CZK676[;)>"QKWJ,K:Z 
MQ8I1=T(RQD ! C > I 74 V \ A U ) S C L-G 8 3 " % ! + ) * + E Z : R *3 1 L3Q6Q6 V4 F \ ; R ' X . DC8 
H2TKMQTL:*V2S:DaP)>9+TT$LJ*4\9445DQ>j25FS03Z/MDYFU8,''C%%V2+6< 
M+'"N793P1YQI;22:0D:4*J.K/1H>>Z%FL8*:18.X;UEPa'3)>!(WDLKZ'4S! 
M-.]8:*A/$!_+'7798T9D:+)#:0'ua)97$i:u</%;C_+F'CU;03K?29A5<<)O' 
MaG9CTEZ9-*)D)M<'N*\U82H7:i7UJ/aZC:2IS\"#M5GIZ76CJZL8.QH1XP4+ 
MU5K+T7K1Q/-1GH4+)*;V_03?CD+5ZI?0->a*)J<1C#)H'UZ=M,)G(S+W$3N> 
M9R0PMH*,>6V), F8  !0ZAXHRP>O5 '>H9Q7"E_: 50S(Z)$G>a#D*RBNH3;:DCXT 
HJCH+3$%8a;9)GK>ZV\=0[1VUFW3;*=N4XJW!8*?;NPDE8ABD'%YBQG)?Z54T 
MY>N/7$WAA4,aN=SK;*Q!]'8'''/%0O_48:?4ZRQ7CJA/CNBV0C6D5';W1J^_ 
MNK$*')GU$G!+YL*a/?U7<V;IFG58a773O(7/Z%TB0Q0VH80!a\7NXFOR%.79 
MU'EG.^/4,+X+AT0NZCIX9[a:2WUJ84A8TT.B5<YYS#_a6B371’!9aUYVZL<4 
M.<RV*\8#Y:Y1C"0SG;CE%*%I?4/9GE:E;V*K#/AGGP>'0G91?_8:*M'!*a0F 
H[) (>a^CS/IU^L9<;<I+JB/DE. 9L;3H6>#C0''8$B-W*ZO9 .CYG<A%YK,(U-;D 
MRFC_.E6%:6!ZDA:w4$1T.R-;#6\JV5)  = ) ) 7C '' H K_>a  \>7a  / ? " R E K5  = XT  W H ! ; 

HGNE  = 2>E7$CE3  + 8 ! 3 KW87aB5 U + 80 5_ I D AT996#M3 1 ( V3 ? a I YUaRG F F K-68#6 : 
M-6<8\;.HVN7#3SXV;'0!I*R — 6P''47#>HN:Ba;:M<3*$<5W_:G_V/M_0=.': 
M/::3W+%VJP8?VJ;Ta+:C>>FU'a8<0<'X'5a/$'P-SM7A(#AK?!L2C>B:2jF4 
MZ_*<CNOT8<4M9G^-3B]K0U><6Y7N<W.<\ZZDaJZHaHZ8_aC!196>!>PCS0MV 
MH81P!?45)E0)/3J2'(+:.:CI5+TA:r/8W=C=!N9H''?CFG,:\EG=(''O"BZ'' 
H(3='.IC0AaC9'3MDU7\G($\%a-8618RLZ8H?N9,:v).A/)7/"+RS35-U<T0$ 
M?)+1<9+_VNI!.J-XEFLNH!,L8D0XYL96\$T!+W-HO=0*SLT!)2:xa*TY7^8C 
M!/1  'E7755]>  = 8aF,L'72A/R/VFCVZ\  + WC1  !0J:=W8#XZ\N*_YI:WLH<IYUE6 
MFC(04%XZXY/8)>;DT7*:>CW/I78:*7_,'a:b'SG36P*;LH)7''3+0J.*:1B3. 
H!"2T:EX;/<3(.  . !8JEXVX. $ ) G*a2  F * EO ; a S 5 7 E8 A Y S 8-  + > C ( 5 ; BU S A ' . N%B* 

M#BNGBL( 6W"/6$Z /TTTRY++E 'a_,2DRPX<3>:Y2M);aB6YZ.NX%8GC6HU=81: 
M*21-0N':R;DECX:329XGP_)T<HJX-D='*\1[0$A>U=S5#L0GY#;8)=RGIB1. 
MBR1>D5U0V='V)<87=9WUACH_/UF1<#I1:5VOTT?#<E$V)K'a(=6H,9C7*aY5 
MaH5SA/(8EA3$!"DP#6BX+,7HY$D%G3+UaKF0Z0E(SNT?</1/v:ZYUX5,ia!' 
MY#C#>5HZZY/)RT0aS>?6SZ)*;IO2a$ZK%4Z60'33KC:3:66G$ZBN6X*,:8IM 
HYVY:#?WUIL,a'  ' >R80  " 1 0 + '^  : IJ  R 5 a 1 % J P<  E F 4 I W E''0  \ + B / * V H 1 I X*  \ " 8 " 700 
MA"_H->:  + GV+.')3/"*ai\C/A!WN>YDaBH#<W''J*'8B8;68/Z9:,''':'aF/'4 
MZ=\XJ14PY*:LGaaT:a,RCVTY98RYa2:8,H;Z\/0%JL6!J?R‘'<$$R5X:,*XS' 
H0'+aTY:vS,D.6)_#W)13ZREVJ' PTU4GB AG PT E MO; $<BX VN \ $ : : W8#]a-[N ! A 
M"DT1'F-W!ZAB8X-/<9;*F<:)XMH_-!UX!(X9<X'Y/J,-L0==5=JH0FJ+-!*\ 
H-(\0N;H?LS26:L<B8A:A+,H3ZZaPJ,:$1"E?<N)N8*9D'K3_X8[.9JCS.OV4 
MSC\(C$7R:$11PBU7/[8Y''aKC\\''H-;MK::aHI\Y  = FG\84[;UBNH;BTW?Y:TL2 
M?YJF">?<6KaPF20X/X:/6XT7VJXU]6AAR=4.*S/L\2:=;:37C(;3>8#-\WJ" 

[[CHK:697c0b6e0c783c6b8cc49fe76bn39ac42ffa5cab27131d90c58b1e9b5848baeb]: 
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MRS2P.-^J-//UL5Z0DGWCJH,L7+/9.WIE>(TPM?2>'_*"Z'P/]6O&*AW8^B\_ 

H4W*,a+W#Z!.F<RP=C<(KNM\UaCH2V;a*+T*ZUV%"8DC_NL9?8>HK-21#KE4_ 

M: )QOT< ' (NC&jaU '+M(XNaC7&#(K' UFS\aW\+YFKZH>K=M<X4F#<&0(6FU . 08 
M = U!K6)3_B*Q;V  + JI  = E4a:_U8.9]C6' S ai AX L3$B 5 B ! H ) () PN 3 a ' C R I .YD0\; 
MN\')Y,QNLL%K4&P7*##E>189PM%JGVZNTC$-9ZBUL=CSaC?9B;SPG*KaT45; 

H: 2TD2,N\UH<&, \:L6+_N7=: E<K1 09T55://*-SE93'J?<E9J,y:':E"P".Z. 
M/#N/7F..M8R<99M%7S:M,L3LK,Q<##>aMO9)34T_'$0!=!XIQUJ!Y7#/0#KD 
MB+#?9'VV*<LN4AO'IAF(9,F5UTSQ#*BY-:P09)OPYJ>/WOT*a;>BJ(; 079^2 
M4JWCZ/2;T*(:  \ , \ % ) X D H Y : 8 J 8#  ] 3 1 * C 9<'' 9 D80  P E08  ; :N8;3E>TDP  = RVB,X$ 
ML>DLO=)^T:SU0M:R-")]1/!$$))A$5V61;'7NX$06J:SLXI:!'a'^;WaGFF= 
MG9.T(-1I:N:5-%?=/TL12M)*!UF=I*0:*%X3N9;#$H<5_aa#H)C55,\_8Z(4 
M2\B+:02'9%6A983C.!W(BCY,R)!H1;Y6ZJ#/"7V?LMU=+O$;JSW41N#RURX+ 
m:OW,$IT'T3R=:W5\-8N8Z0$:G2>J_T0,A<:>NY?’VFL$%#'-)GHE6G4ERY3L 
HZ#70T(Ua)D84,8!aO49Q*2Aa:HQ$j:+O_:Q9'*1>1#D2:QP3I'1',*<-5CMR 
M/(7$H$DC,OPCQV''5_/F4$HEN:Q+0"3U'''1<H8%"'(a3I0V>KU".8_)5=59- 
M-5_X4Z\RT7K2l*U*7H"?=KJ5Ha' 7Z91 ?X'=!5_GY3+=<9_2U6M1#UAZAL$'\ 

M)6J " "/A4YP/K=T_J .8X,AJF;CL<T:N76!?)_.=,$%:7aU)S$:3YY1_a%K>X= 
M,''L76+;8:a2\0\)9H3-];H2SR.ZC;4EHG>SXILLX9'U*J-*:4;X%\I:=L9D$ 
M\IH7'X!DP'8:u_''0#"QFIZ)C$KV*\MSK/!XCJW_H5+/DKE?V.LG_f:XO0R/C 
MGY)  ]7-79B«:  . 9K  : _5  *K0  V / G8  U Ea  V9%  F 5 I $ J #7TT  Y ) .#S_]iaZY'$D8<N;W* 
M'>/VY\B\N*i:^,T  = GNAE5-#Z'  5 P2  C>  ; E % X J >N  = N7-->  , .B$,''  = LHB;!A''N8_? 
MGS++?a#?/I0C\?: FW\77GR#*-AI>c: (P/PYDV;?,N0I*COBJI6Y5QDUIEBW/ 
MR7?(KE04=+CKHX/UY''?X_T!^N)'.5.I#I=0U_):8J"'aQW;7SV:CP6aVPJBK 
MW:'3>A'T$E.;/S4\4  ! 3 C ) 5 W1 VT . K ' C P<# L Y V = V : C LM 5 L9 S ; 894 E ' ,UCK6 ' AR 
M8'Aj9C^#ZSHG'DOLU5S9W9*/#P:%_#^4GR7\#ISWI(J<5=Y88GGGM03?F=aX 
M%Z(2(5GR()>0*C#  ! = :=%  'PXa<,2: LK\HRi:6CH  + 4. ER:>O_G8TZTC4D50X1 EG 
H;*E8>E3\C,";T=:=TZGD,=Q<UEE35D\'=W/=''6H"M4_+V+EB'OJ(N\J+M5). 
MUY*%>IU/?VEX9VIL6]-FASTH*H1LB4H;$IHV>M->GJ6<'*R\7\?/(-:S6+.* 
MA-=I1=CI+8EK_56TU$EH0U,=LVTRJF1%K4Y15VK8OT8G*"?E:^;7?7F7>^S* 

MED6<F7(  ■■HnE<:"KM07A%0(W>->aE  + 1BF?6S8W5CMJ J = (1 K58RHGL:  'TRW; LB 
MZYZIE%1Q)ZB!W1%T)+G96T4V)JOI,O*'=*)YX()R7EF?BGH_*CD0.:%0a52J 
HNT:0<E"BLB16R*%=8+.'F_F/:PSUQ,,0U?N3%B#I#8F?8Y)7a=WNXB+(,CB; 
HG"820:%9U3>t:"I7U!/:YC^R%BPA"TPU_1RD\KW:N1G.)'*K?OE'-07W*.9" 
MKL$3?0P:1)$TKBKJ1"UZGHHY+U05S$:;OEW->H'8+W#A<KP3:5N/)8\*S1/U 
M*9:W45/I6F*EI+v:#Ua.>=E8%$1 #-N L J <9 Z J >W EB# .A$5THE'5J):6%' 0T-O 
MWE0+=PT' CJK0Z ! Ea?GS, . 3 R>S ! - I 6=7G Z F #T8a " C ] 83 Z R ( La3 ? 1 *8 V 5 K-% Y P 
H_O*/<NF''\380U8!T!>J;'LTD)E'I"5YZ'>EBNO6:*5I(E6ERD*(9EH_D)8O3 
ri*7 ja)S8=<>E : 8:>a-_$ . B?6U=E=C^0XCBLJ93:-D) FB4FAE,2796)9!?_Y%W 
M8KXACY!$3VJ5MC  = S39='I8*3VRR#;D' /I  ' % X6 1 9G I -K*T C H ( _ Y E V \ F% 771 62 
MZ01  4OA6,I8OJ#  = 0983VU8$G_  + H''8:7H  . R + ^T  ' # = E3  . P8BU<S  Y< Y E 8 7a90 U> L 
H7S7T\_D<HR08Y.D\,OYW7  + 4UYC69C''JE_<  + 4DaHY;S1:%O7''KXaE_:USC7C_ 
HH8$*5/S3/W'0  + 6H7H7EE/T,,//%.  : # K_8 " E J + C P9 ' aV / 772 L66K$ 7 I ' :NY8* 
ri1\E8H''.+B\00M.0P(Cau  = :Z7(4".SL:'EW\C_\F07X4>EG-UZVaEKTNN_VS'' 
MNNE^$*87aZ$$.\1+NJL/T07BPMUHV',H:a#OE;VaVl..:VHL=5.G#-_AAL/! 
MEDZa(UGGELEN8.IB=  ' U L>T4B*  D68%  Y <3 '' C D F R E / ' ,_  = 8-I7(62  ! F%L4 . 7aEa 
MY/!V$5K'!5B->71<,<_7V#7,I3)=1E(EPT;8CZX02WV$0+2*LS,D3),I6UFN 
MJN875)C4.DJPJO>1YZ*MO%3L37M;B'E(/#TCW#)GPRJ7«>RY*O0J(9I:KDY= 

HI;0.  C + = 7I  + * + C;X>481 3R  = Y,E\EH6LES>34%J\Y2:TP1 L- A3 YK YT%T$T D E B* 
H7A7T<J,0aO7(a3 .DFF7#;=7.3>G\'89;!1  ) 8 E F 0# . T H I P " 893 . , : ;aiK; J*< 
M4K-F7*0E/A(\"_ZE8O=Y*H%3369O0W-/E(7UPL"\DYJ*WR1OU%K,N2I=UNBR 
H)(a.>a0:E==ED/:9KJI!H:>X,E1+ELI3!NH<+#5E:9*A$*(E1LG.)F6<S,E+ 
MB6KK%57(%876Dai33aT^;E.5$a;LX1KR'#)PLIJMY'DRJ\"RKD03IWaPPRI^ 
Ma74<4E7V0L>"XaCZ'3:5<S_+"*X327(FDV168DZ8CPZ(Z$a,+3#BF#M8WI'E 
M)%,J'%8%#58KU^7R#WV7X8/K3)!S);4)HRH)429)F5/98%=464X,"WJ-H3I9 
H:BCNX>!681EB9-7G0THK7Y2)>J\1<n(/8Z:R*;HLVGW4=5\F$PF_ZKH$.AUW 
HTE+0A#9H4ROS'\5(MI0+3SOMEW*3V:97XOa>a"3J!".Y7U2GHNSR:\(310!6 
M''R6N%a2U8)F:SF!7<GH:  .=\9(BC,)Z(V#X33CV_':  : J M AT  E : H % , BKY#  S G E Y ’ 
M7\RUA2a8U4I,>>I09HA3;<a9ja(W$+5S29+H0FC431DSEYU=W66<4(+#DVL" 

EECHK:5bc4e1402de0997f981cf1eeebb539302a355680162266284b38e86167ccf2f2633 
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M5IY9<$CG*C='=0_$a2%P2V5,/)9-!;Y'R6  + >*4_H:6*58)8B4K?i:''XZ_4\*S 
H<#W]FNJ3D/*VJ5V.Ba^51<1FW/'990^1#7SM0BCY+P*L4/<<.a.9H5FTA*.X 
M7)>FW$/8L>:]'+NR.,9N>/4<*2=T?P*M0DY/$KMVI=<3$8L9F?4::O2*5#OV 
HaV1i;/]33<Z*TBJH559T.(I\^:""6M279>WD^</Z''PUHJ<CJ=Q/72/$<:?Z6. 
M5(A?6BEMT:EQ9/_>Y8J.CD%$\394(M>QQ0LJQ:37.8#\B;0C?J3\)_<^C.HI 
M'5'<8CK(E44LG>#<FBD"YKPK1S',W4'6)VGCC+_*_*J'B8JEG\XRKZZN..0" 
M'WJO2%D-GT"ClO%K6R(A8a60'V(>US8G48+=CU0];AU/+YUZ1;*WTKKI9SDC 
M(^_2864Ja8_L;4ZKE)#>4>K0a;J=;86NEE\XK>>V:U8>KEQ8NN:(?CD=F6T5 
M3[7VIPB\*MY9/PM4HTW6":s:')$F_Z;/VC>\DZ)5L+W6:Ra0FVMM4HKGN=<E 
MT\5RO_>_J60782C2OH2]*IM*V*8RF.\$JISD6.O\#ZNGLK:\CW2jaL<D'P5L 
M6<BYLMC*KG;a3SF86%C+/#=MSD]U9K'JS)ZP0P'''CUSZGG6K-0:s54TK=,F 
MNL#XAJW:##KW83C?  = 39?H>8a!.*+'Gi:8S)3(-Z8WZ^RLK/D_  = 5O0_8lriH1N2 
M,?HAO'PZT(LAK=V0:9E<$[HHa"B0(8:V2C9+WPFHSD^2l7ZJT[:H '+,,=<*[ 
ML;$%"3>-RV4U2\a3J90(WZ%;84(JM\V.Q;55R48A%)?E3V)La<JP*Dl<9V;. 
M55K=_"-=S9>16<CBVF\KGZHHJ(-T!6NB3;Da2ZAYX9IU#;80J1/KU31U_(;$ 

M6(  : $1  #+''%W/  = G\3  ! J ' $ZJ;1  Z I R0U-3_/ Z>-T0H  '5LEK(H*P)'AG:J8D"I9>0 
MJ*+7%\8JIZCN7/P,V;:fQ'33I/H-UF$PW9QB+LL+S4?AF\CI4S*JL0X9J\JI 
MUI0W6*+LH8\51.4D8>#Z11(/CXN'/\H,_:#I_8IW#'')"S:MC6I4N$O-:d>O4 
M.6U\Q1DHQFPG\S.aTaU]!HERI-K8C_)HWI?;/674PGa3)(H+>>*?a?6_9\VR 
M2$;I.BW)X0""_9">DO/,\!\X*2SA'M$*BK%)FL%A)_03;-2Ca;F=ZW'a.HY, 
M5%C;H%F+H>)8_?:_!\7E?>HSRQZ-TS,Da)RUIYWY_\A!0\DJ*CN"*03S,-,- 
HM8i::C#24S?PWD;Z1?:AHF2?7<]8"D\_aZ  = *aTTMT5?HR80_':2OOJK7BW6,O 
M6I<N^)O??4>8,KB(#Z)SN.7S/3V0*'4>U#XOKG5QAG6=3OG!Z-O?:*R93VN$ 
M!ET5ZN;RaJE5R*3:7DW%J*2*,)Q:'BW/H#8H^_VaG-%H>AG53C"AU?$B[=EG 
MIKXC0Z3:I21ZF\K\!B.!Z=DLMX1:9C'KW:H;FDKC/8!/5B$!:5M"D'2T8GL7 
MV=A,5R8?"VDV%;'Q3:_6.WYO*'Z":.=50KX7P%VCH(>#'K8+C9!R+)LQ-,a2 
M'=13Y:J."a%Ji:-\.K"L*IJJRAE^PHA(7J$,G2N;+5ZKYVRHTXFHMH>J'#0W 
M":7;N60::IKE_8J<*#)"3"76,*%,2'-QER6\J'M+6Y?\IB788=G/+2la>9KW 
H-R4UPY213! 5_5A  = K>6>2B:  CJ<l:\G98N,)  + 5OJ8:s,/,CP>0\8'M:4SL\!2# 
M3VGK/'+!EE'$Z;6!LQHJC2V;J$PM#i:z)W1F0>-^R8'EH4K''F+86'?Y9NZ+! 
H0'424'TG*B>Z0!NDG<SNDQ2*JJS4PT'$HOV-E3UHU8YJOW;HCIBI\3W[;7..5 
M*9K<; ?D>. #3*:a,HC ) ) VB>:]3H962aWL=-U<=22",WJ=8C0KN_%9661 /_\>: 
MY$Z4I$W(;J(?J+TS*A!04LX!:#ZT$T.(<K;5ZU/KLB:*MGJAK.Z/91%.L!XA 
M*CR!!K8n.=]*H#U='>7Q14\\W>FG*Z?Q/%/_RNN=?"4*9_N8B0370%0MMR0Z 
MIQO$_G%aGI/4'UGVTWBAT7EQLB0\Yl8-+A-H2'18(4C'T'3QEA%8KD''4L)*( 
MB!69L\R7"Q-E4$%,XDJE')EC8C(4Y#C)2A)/R*A4G0)<C":GIRH«58FMNOH8 
M3.?G/'2*9>!J'Y6V_*8?T$"LTaRT!9DSL\)X$L_KBFNJQ_KX-)FTV6881GD5 
H0\=0R\1\8PC(K3\O0-<:KPEJC%_-:XP:K_!Y%NOX.6H7PSa#%%?E*2K:-B,4 
MN2'XU<4XEKJ6Z:Oa#!2#Y6SW90:T865=N-\N<LE5w:85Ha$4HD_S8A0U;=IC 
M2/T9aR8T:FD:>C*0:"''-.1=SGO>M6Q*!>X+*''F($%?WU!F\0X?RF62"6E%' 
M/JFY889.'?(2QB!'W4U*R98lBA:(-Z0SP\aK!3$%aT)"2):-341>I\Q"<C'Y 
M.ZaK5.Z*:OMZ*,6K)18*,JG6##RO*D<=C^C_?V(N"'4L=#(W3!<;6%=0^PK^ 
HPN$"-QE=NO#BY.+RPJG>ET?' : <8 A% 3 , 1 5 3G A L% Y / A V= D ( B0+^ 39B ; )2<C)D< 
H)CC"Q88KZ-*,ai+I=8:9V!=4T_*>GJEJ!C$+LR$a'T8::!00Z#R3#QPG*$(S 
M:G$a5E4L0"4P5YD38!J[\#\;#H;0Z*/86!5;UW\+,68V5\9"+:/..?*=CY8H 
M81MX80\D4'X8-g:YYEE+ZY!>C+*H8C+';$_=_?XV?(PE1=MFKK8MOP=5B:=9 
M5_?7(3W  = YZY<EQ97Y  = 1H>D/:U2UZX  = 1*8\G''4#T.  \ 0>-C  _2  K Y J J , ? A 3 N W V9  . 
M,IT-==4.+3ZJMA::31GR/XEP!49=5MACaWT_0EL(FaWPN:9*3_W<^E#5LS<S 
ri"9'37%Y0*F_R+%B8!ZFSO>#2#:7KU.?x:*#D?.1,M:D2/XIU%N#Z_;COD5%B 
M95SZ+H+:)SU(M5DC0aGMJP0,-Z0P_%=PZW80580;TU"8:%9FF''Li:.K9>)2D 
M7R?<4V2KAOJ5-76Z<JM:!_?BGF9L%,?$'MV++*<9C>7601Y)COZ^FIPFEH_P 
MFBlC"B  = :N.8[aZACK/-51J,  . 5 H 0''a02  ) 3 Z J 7a  " $ ' =T  C E PX+ " * K J 0K8  V = G>  ) > 
M*Z-2W?08M418BG9V"D0?S)"5H3*9G4X292B: IW ! !.E7:2Jj:#RKU"U5'?0.$ 
MN24aKVaG[7:/5JJVY6J%+)Na321<F0HJZ>JL$><1KB)+4.1R9>Nn/I9FR5$B 
MFT')SY_*J8ZD87U%V0W-'///63G,2jJ0  = #7BGI?VILL"H*2M^UUS3.GH'‘K3WG 
M'_J  C2U;+3*6  3L4IV  = 4TB93 J ) " R 1 Y<BT F T Y ) I 7 1 U I H 5 = A+ ) #+ !YNX4'E<8.%E 
M0C(;G$)=JNR6la#Y^7E*64:*GFL4134)IH1$>**.=RUH3B%2;H9Vn*GS7>Xa 
M7'MZC=5EN8U;GTW:KJ;E1+N3-.0N^;53XCZ-$3-!D\9E8,_PA7$!2VK)7CUV 
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MA]L113!ZR9$F>#Q[UIO55O8UV5U';U62SC\NFT?:iW(3$*U0a$53-:-DTI:[ 
M5>592Y^76A:/ZNX"6*0:5K<)YZ8_RN7^OCa90*2l8BBB8;#,U(>14D$T1OU= 
M_aWULXAi:2YG8,/A9.?7JIU:0D>E_ZG"_GWaOSK\';<D'7K:CNPX6JSAI1CTC 
M,<OS8'C+/N=I7*D;_IR)A.I$,KKa_?GYF-H3886?V0817OTXO^N:'QLXQ28R 
MO;,AV,76Z8Q'KS7?C=8B>YF''BUX?:8C-W)3Q:>HONP,)0_A_Z%TZAX'5X*R8 
MIHC:+/097Ca<O..<8G>/U...1*(9ZGa#9GX#CSP\U7I.2(_DV9ERQ2:=JY:$ 
M!M6G'/VS03$;4/')WQ0S=JIL,S1-U4$GT! YUK0P- : G ?32_9+3: VR*Ea*; ( / ’ 
MC>+"=?J#G84X9H8L,C6RCNE0J%JN%:"''GZBNa=UB7.M3BB*Q1'ZK2#'W*XG8 
ML>VZ J F.LZJS/M2_A2RV98KCaVB;7C!:\_0,^J4T)4JJ-R91AU6G%(8>5*4*. 
M*!(:kN\]E;2J2‘'YB1EJ>33?CFWURC$R5)$CE%?+!W/86X!U27#=9GUIV8C'6 
M:96RC:,JASTH1:%^1Z'  \ $ ; ) A3'' " 3 a%  F - D-QH  Z KV8-#->  5 C 5 W$  C 8NT  K2-,  3 / M 
H:G8NAP!85NS^J$K+;EF-UPG'GDVX"*GP4;VIO)'/LB0K<_J6:E5(TS7B4OY! 
MZ3'*09Y5FG7!1RU>F9FRD3GU"AI-\-I+ZI9I=r:x+ P'1/1! Q7!5*\C:(?TP! 

MV>8 '3CF.QG1D1-LH490 ! % U8 / ' 0* K7>+C G=$a 3 9 ' ) \K' (UE.J<DN=0<.,#SE- 
MQIY-:B21U$BXDM/4U1-,KEYKXS1+SVDFZa_3%,4_"6^=C0VH,Y$*3*8L*=81 
M). $■■:  + '' 3 8 = 1:/ 770<$\37=(C:6\5=.1:5_;  "<  = 9%H  JX<K1  F0)+7X8-KRAL3< 

M?>QZ1 LP2'\RSGKCT)35"6.$G!=2/>$:FS%N7a$6:WJO_"3:>V'$#E8RVG78Q 
M!a?=LST$Q$E>1S0TC$BN8>1G>>WBJC87/*NlL/L5E':GBW:*5"4SR23S,2T\ 

HU4DZK-B  = #7_0  = 4 = C+!Q)  F)4EFJRFJi;v-//?J  )a$U,RH)03?TT\/C6TRCIQ$  + T 
M<#<E=$%NQE8?/?2a"#K-):^:!G68.;'CAI>.1HH7G-Q):YR6W!=C+"0$aGaP 
M$311X4LTZY_-,6=aQ\1L/C:L9XJ:ICXYM3O$%S$:E*3aY'P%ZC9*KJ$W'-Q0 
M%1 65N>8U?P  = 8N80^; ' I 69 \ 3 X8V0 1 N C ( N L ; ' = ':H,0IIVa"?UEE?F/.  !XYY(6 
M29"H5F1 R_#P; .7/3WKA8EGBS3+U2K!JB$ZS4SC3U<I'Ua%/?K/L2J)C.Q+)Z 
M_: #/5,C90#HC1  / O\0\CZN"5K=' N?ULZT  = 3)5II>;=^T ■YH(6U/VVK)A%F''LZ 
M9PLLVF9%=BV4U7RFS/a?J$>3>J*H : J'#(I — 1H%I(UXG89CNHYD'=N?7$#_J 
M.2K:B703J6Z?W7J;ZJDRA1FV'F,1>"3W<J?J%3TTG9'0_K7.G*G$4*HY"7-= 

M%65/[:,D-:  K3I?D-$FX0  = P.  9 ':\WGCY3:c'5LW%17'  *a  E 34  VC  / E'' " % B3  W_  + 7$ 

MY:/WV.  J /T7,S"*>JBXG-!  580J  ) IR#FI  J$/ J-VA/L74:  FC-$TZ  J F''  ■340E8E 
M:aW-07WLl \>-K'3\S'RFFD6,YE,:AW3$GP_PWHK:7G3YM\3U)H_>A3_UM>(/ 
M*B?.0OJaO>I_2,?<^4R,/U:*Y?P,C-3JRF//QC5 — SB3%=WZ(J9W2C%!5QJY3 
H\  = lilEY>7X;XZ#"a>.OCNX>(_IM^W3aX/WC\\/  = "(2*8KaP!Q*Z,S>GO<#70K* 
M*N0_P;SFK^0Ga7HG-C9)$)_\)#3V,$8)5W1FL\a_K7XT/ZY8?Z%*CNP3BH>8 
H?P0UU>Y.'2G64/X?:$4Z4L?UJ>J)<"=UU5+UE'4$#3U=*K<$C!7#8F='_?$. 
H.K''#'=USHZGVBJ.*VAPJDR'19!C-R)aT!KM$?(,*D-K2a$P8Z7ZGU>#CJ431 
Ma^\4>%CHHa;"NJ !8*MV'75\?#Z;D,;8YP:  = 0ZN.  J*/a? ! 3 ; YU79 1 U : PK8 " $a 
HHI8$X'7_<!0D0H<  = X[\I"3%3W3W.7A.  JN8!P0JY_O2IF=0<. YS  + IN_ADBN*U 
H(  + U-P7J3_D:_UR3ZX#.J0K$LN8, --083  + 1 F6>M  = ;-. \?CEURUV_'6?a;U%ia1 
MU*7C70S4SVF-DM$)N7P-/SF=H"/KB/7>P4T*_41 H2D) Y ' %MNH ' X+a(?UEKT" 
H\B+)aLU<=V*>)a8<4/2>\6BU,PG'0H+R=LZ8(aG'JS=75UE83EF>9J*UKBYS 
H \ IT1 ?*86:\2)-  = X‘'B-B9S#4.T3DSZU#J45R%6NDRS>^3*H5)ZD0HYZAJT  I FU 
M-9DHSM' X7*L)GV2, .a) '*818%X[\UUD%Z98E4UP?:,4D8E7P*8#H%=T)U;S+ 
HS3J!<.P?IZJGaj"JY34*B3<ZA!J#T0! 0 R / NHX I U ; MB- Y Z < RK I 3$ , *BK80 / 1 6 
H-3"6LZ;*XD$A:;3F*T0HUAMTC4?NM3C%E3ZF#V/4W8F9Ea)R)8E1'"0:J,?) 
M-6-_7:*SMT766J$-$_$USNa2Z%HPKYZJKZZa8CC3,+RSCFUC.<B0I8'.a%?1 
HFBL' J=WN35$0B"=)7FKM894*LAPX_XD^+<U2H6"8( )E,40V. .S3X$'''M>R'Y 
MLD)6 ! K. GB9. LI PC:H''V=4T?;KE<X/S"OF;2#-Y,BJ$D23Y2H:a I 044-8)V// 
MXG31Na''W^-3(85T0M<E:KA*GTM(H;U).G4UX/+6*BJ#84LU3Y#aBK3BZ$T_8 
M30/"aaHa5,.!*/aT7,/>I\;30UHE?;CS*5#H'a+V58U>2?*>.#'8*ia6$ZJZ 
MY/ED#:/VB3=+KSJI%=0,ZN482L6/ZLJH6$EU"*T%_^X_Y>R !F/+!=673Z'E4 
HELEaj#P, . HIBU6+2zaH53 :C9Z3;K'JGGP6HM4"H5*0I*JU37,FD;H3KP5<RI 
HUS#)  (9F;''-a3.  S9GC  : 8Z  $>n  S F ' V = >0  ?<P  , 5 E #*>Z  . 7MA  + HT  !7='$,WU-)K?2 
MF<. AS8FS:18"8P+H8OW6C0.4\JOU3464L5M:<,*3;3=U8D9+\5RZN.#KP?C5 
M6*S7' N8J^S^:_C1 ZaC J4aaJA5N5,W-/T;B03O+58N$"2EHI;8)3IEE : C6C 
HH5V<-I7=_ZE29ZCKa+;TR2*G8Z$a\Ua*^,3U)(AMYSEY'V:.ZLZBWGHZ!TJ= 
H-\Pa#W-S?ZW5=3W>#7;C+-3.(aVNa><0_A;H36G/BG>D:.8.RAHa;+5D,E45 
HM8>00CJT I -;CW21 6U '_GWaK*40  = a:v\?<,XAGTHZTRH JT<_''  'ia3Z7%?8/WP 

M.*3EH!)#OWYJ55'J!M8G1 ! W06 C , 6N9 I _0*<6<8 V*% 9 \ 2 *_ C 9, S :._:3C16 

MC0P5"6K3j<\_!a\BS-a\UC<E!"8\PF>4CWOEHF,7G!P=G01'OFCUI793'P=' 
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MS6-!,B=')^/CH:%RAVW?M4;-8SB0?1%1-DW#V/aN0FQ=-+YKC(.+YH%;&K\7 

M+/G^-X(G!5L>T!D&KL3TP6O0":;.VRYTPEI$I.D>CKY5'#D8[8Q''(Z89X(E 

MAZ.0_%P+,W?DGNX.?CWPFajYP<.#.8\8RA;P+1ZZA[,1X.0N5?3XF7UP,3G7 

M3//)8KK]:U3&Z!UD&"R&"0\9R<<9ML/8\F.7G6P$ES;5.BAF,YMZIG>[57E, 

M2>PUA/K$/8-B!*"R7VP51;'U)T6Q37$^)?W.=YGAC>?3ELV/))JY1*]a?#F0 

M+0K\;T!RH*CWY>#Q1L:UBO!D>9U57^?P'Q;a59:O<V57B4X)/#''FJZ24''HB 

M"^4/Y;%9WBAZ;8V;9C9XE$^HP#R0;IFLLS$7V,JK0%0+%8+J)VC%*0IM6;:0 

M)$APV0=4=3XG;:P'N9:9J6Y7T7PB#J=*FC+^$>8=:7-VJJV*NaDOH7Y:0!CB 

M80CL;<*X13U18W6JR'W?.E8JN9J?9UC8P$+B/_BY;J#W8EJ8K"*J*RNT['EF 

M3UV7K.:\aMRG*Z3D''II60'S:u8W>$MNN26IB0F>IW7HA87A-2B'QNV'G-*''' 

M-V3.G/$CM;G!0:8RLX1n:'ZE*:'JDDSY8,8ZJH8TR8+3=;P"9+6A8($"-.'> 

MK9S7P6E'‘N?0%O49ZF831K**3<ZO$U!?!)32  = "8EK8.%FALC\7-\G)"1C:!1? 

M6aJ52\3?)*/WNWX.'53YK*1UP738'AKD$^5HGJ/F)MBTC?/;6%MC(2F]D:;) 

M3Ci:)<VHaXLD4+6")4^7Z=#(YU2CP1$*_>]JF8K,#.:<W+P8TS06;38,a)GCQ 

M*J.8+#K0a+TR=<3'BF-B5FVa3RaV>FP(JPJH#,Ni:6C-X')C4YY/%9EYW0EJ 

M<$FBC)69YVP!Z%4#8K-)7AHK24S5I88R<9Z9 — 2E8/$NJV2D\5#U:>>#"?V! 

MJ:+))Q.KCBJ:4QTA78:z$T#"B:2.aPE5.9*N5*J9F>E4";D6*\JW?3''7\MI 

M;$!0OG,PFRLWT24:GC9L6JE\7;F*6\:t/UCHE+B8S6,M=<8:CLH?L(?'YA-F 

M?BYXalG8?/?2:>F'.2.+"O8$YC9:0Y.C(=F7E'EY3<69T2RAIV83'H0Q?='J 

MB1  $k:<0(3"^  + S0<3O;  :35!EZa6"SJDKL6'26H.  3 1 -6  S G C _ H <Q4  # \ ^ " G0  2 I 

M3C+BS"U_WC8E(N*4B)"ZKS(+S/U3MPXF\XE:+MC,JCE*H4P4(4K8C>(=/L]> 

MX-3FI:QH:ULF*(7W2FTE8*  = L'0BV?'005^4>^RR819.':("K%1NITLT1E75:, 

MS'=V1:kT<<Z7!FK'DO*  = R2-  = F'GL'.H)\''NNIGR',  = (b:aOP<4*  + * + K0.8O5' 

M!C,(5L/C307NF_^;G'4=F-TU."[G:F/>N:P%)JPL'Ma44>08R($<FWX^!-Z' 

M$",KK.,YUWFBNC(H0aRY+\S6SJ:YSLFC/[;,\F94ZNJ">-:58.+,N;.0B5]Y/ 

M<;!KYC_V^#%B?UI+.QUFQ++61T/<"NRC_YVQWa-C$F?J10C?N08WBCTWW'?C 

M1=5Q+5=W'V;#,YNaj.R>>?X%I4UF:MZV?LI_8/>\6_^J:A)!362:_K$+SM7U 

M)CSWO2KO.H81/4)4'Q*/$CG7;MB54'\_./Q$5X8/,4:"<8!T-4>0K'_;WWSI 

M8J\)_D$0XX>6W:OUHX1$I'KFLA9=A' ! 'OC7^F_'%=*.#\<'%*''_.Q*?Oa0(# 

MHL"(\:s,,ZCF$YE=G<G)C;ZU?DJW!#Hia]C!)$94#(=R]3EU<<K!$YBCU=)! 

MZ*0(,!$,=><'LaD(R('aR'%8QC$6DIVO%:NKCS)CX70*E5([8HaR61W=)>S# 

M3*S*!/Y#'7FH/*9F$-Y0"KK6N39*9TMJIN#NHPUFa!(R2LG%8"!8;K9=T+DP 

MWJZ9C<'%\CZ/5KXC,$P+E\(90(R>3TDK"aX<L)=3VUKP?]]4Q-;EJY7aL/)5 

H\A9RJNFVXE9YKO,!A%:%\B!+aHIHC"#0SW7RAFFN.-.J0W*\U"O6OU26^S8< 

MB#!LN.I_0:!7H";-E]^?1:O23-)FV)()T%5ZU;EG0)FH. W^#CLW*: E3G ! 5>R 

MRPJS,a4M-G).W?5:_)*YY_XNTVG4/2*R7JX0K\:Y\YDRAVP0J=).j988U)-R 

M0)BV*%K6MX\SV!;*1U'(%62X>G.5+)"2A66Y+i:ia:++RB2U*;4\DR3/;lT4 

M-/<2HS-'/'!3$CD1L:YN=.J=(8R8/',YAB5T8TXF*9*ZK'_=V!-9m:=5#>2> 

MISG'>FAK:A=3U_L=M6N'YDF:_H#68A-;54\;L:D\?:*K9PH_DaU0".QK8125 

M3>B0B,?2X?G,=:Q?);8:+:9X:,>'HD+W'K1I8:v=8_!H6%J#ZK5'+R390RZ( 

H<J*Q'GS?31R+U6>AOG'+E,^D'KR:2U*8OMHE*1-L4aX0P8>U'BHX)9:;!O4, 

M3Z*+C\D8PE4:^P'/B8C1C1X;,+(B2?P<8:\R'PJ,R",*9H(>y:%RVM,+N=J1 

M! "=H)\5L'B*>V,VC8II .>UZPAZ''<=IH"1 C6)(+ML,Y%G4[8=I/HDF%-P5$XG 

M"3#a-=,/'5-XS93\_"CV2K!YJXGD7.*(A'2GK'Q5*;XA8M6>va4_0^*a:VW? 

M + 2O:t  + >W/\5QI%0L084H6 . 5 4 * 3 2-TG N8 V + 2QZQX . \BCDBC1BTRK)0T'_G%?) 
MI)Q-)HK'aU,Z#!H_B#H37)TB56'C24B-:'0YF%B-/A'P-3/*<H-32.W$'X.\ 
M\;'AX#LEN%*4D-MEB1'14/6:\BH$KZEQ'XSZ2FP>FBE3[WA7U*4$NCQa^$0V 
M;JL'7VX",QC,/a"\IGQA9',L8U:75;;0H3-VR:RG;>(3>5.*1NQ5G*>3PJ!Q 
M6=_,=0a8WB;RDG*HH3/7.L9K$_3_UW!9-9U)J5U\F,O3L+HO<_$838U\ZF-3 
MA3->!?W=D!0=_02R!LDRQ0a?VZ3=*62PC*_O';>+/3>0+\PZM+E#M5,27)TK 
HG=#H?9D#\aj*\Q3QT15_W2JCF?HJZSOOY_085N$BLI;?=W)?3\CR37U>,6L$ 
ML:633>4<!2"J90Y/R/Q=(YZ3)W,:^2J98"R=3.R9.<GE<\''X*4IJ5'WKC8SA 
HQ0MK?09,*2K.93l6EB/D;84$S.Tia%#3?-0IA(H8YUTT1HJ3_IE'9*PW*0_I 
M0L[;U'.a8\8_H'JO56:Y3OP3%3:HC'ZZD5C?_8?FNXB_?6)’3D38UXV=QV'_ 
HDES='WZLT[:(7\5?(CN$Y'JT16M-:6?=,DQ>QZJO*<D5=J-3V+8=1YXOVA0O8 
MWUV,T2G<8  + 665a*34E80#?3  J=#1:t\P(  : K-N Z Z ! R U V A8G ? ? D ? 3 , " ' J C*<  = Y<F 
MS!A3NDT85O'NA:U%U*0+UCTC8UB=3?I(+3*8M):2?4!U/MLUUK:PN*)SN'PU 
MS+J4W2WY)'REAI3F'56YF-X7=a>+AJ''C1Y)%3'=-H?>"_L_NLP$W9);$9C.* 

i:[CHK:b90f66c44f77776fe015ddcddd52877904872e331e84b7e3391b7b8a23ba3d0be33 


208 


Pretty  Good  Privacy  5.0^*^  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


H:-'E/)O.J"#8!D=LFCC+43:=/ENN-9C5L\#I&T*/R*=3/AaSZS8&,0>$B3DN 
M>:$NR:k#BDXEYF>FTOO4-3\$QB6CQ:oR0&[W94-!8_C1 I^B<0UWU^6-M'8L' 
nA&Q:L4CRZ;3.*3'QG)D%=' F J 7 J _8<U P 1 7 D U 5 ' YC ! 0< , % KC / *& . >8G WZ 5 V9 D = 
MJX,IG*\JOY.,PCQ'+!1HB0:=N)GI)$.H0WP?D/5H6>6PJ=UaCVT%V.RSQ-I' 
MI1;=61ER3VAU,84;*YNI<I+%NDLKD;UX)6)PD8>098_/Y=C*<6'J.;J?U'62 
MN(D4G:I<H:YQ,;J<UE/5U)'UT..E'; — 8$4EZ)D<Q:9.:a6PD\B0U624E::: 
HCL>?)QF*UNPWZTXG9'H$A1XPMT*QX;KNC09*P/W5WLU>CX084)8$H?5-9U-" 
H)NJVZ-D4.9+/DZI,''*V93H9:7NUM:#GR')M+Y!V^GTVLXQ<."S#*X-F=ZE5W 
MG_/AB,D+L0%TF1*:C8TMS':'-%E"X1#33C9AE%IR]:2*M/MX\2[)GL0I8MF.K 
M,RPDU:8ZJ_T-*JHEC' XKP0#3T / ? YG A . UTG#TB*H 5 ; PU Z C ; EG  $ S 4 \ Z H ! E8-)0 
H.;F"O.BDJ8PJ=9CXVBN1R.<)R*"2\KA5\W'l:3:VH,0N9LD$FO8\G*B?8WRJ 
M>;_J''TH=YT$097Q76aZ] . ,T'BJ .7J3:3A3?'H(LYHR5_^PF+NaKE:/*M<;07 
M"M73'>!/:1K=P/:p)<J-0<$;J]J2KECF'$'CVVKYI68XI8PS8L<2Y:40"+6/P 
MT/_$  . 1 0 . J_-T3LB<3X1  X '<W  !*;$0D!18MB9F$T'‘#I'9T9)U8/Y  = a.%n4SD,W 
MN:Y:z*s:ECB*%.?1KR1^ETC>U9I#K\)KK9NZCJ6?8_X$E5<!=FD:tW$I83N; 
MXS(l35U3-_a\XUY;L>:0UVFKJ3I*?65/GZ"X$l7G. ' 4QT " ; > 5 \ 5 F+OX : , G A ; 
M9X))9/K56KU(W=X26+:C3"W,!KCD"8?('=al85'YL!F1QVNJ-J_\8N9#U?2X 
HWA.GGG%:>,Q8: . V8 KO>G \ W6 X8L-_83-B C VR# 0* ! K? P V 1 _>0* 5 E ' 70 J a J F 3 P : 
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H'Z-'G-CH!K'1)W33OD9_;CNNYK7C80_UWX8.493U_'H$AT=%-\*)E'aECa+C 
HNR>U$T3'Z\?a0\R*(Z\S#O'6aGFJO<!E+Zaja*.+B\.#PPM=H\+OaD<7!_a3 
MXC0H(CIH$8,! Z V8 . 67# 6X ) 3 / UHG<R X C 0 XO V+L \ ' 9V4C 'ZLW !Z/WaKF8U$C8 
M0\PP,P;L'="63DZK;_ES8(J'5V/Tia-A"=C:G(T4:FDU5R=$SVO1YHP3%C-5 
H-  + a.$</,3Z?8>;DG53\!L0V8.S13+'  :S'3CY#8'B(V"'>H{0'U4ZG*LW'34  = 
M48C4S-PS>86NCC>C ■3D%7"#a/X'3BM6C'aj.ZEa8ZWXJ5!VJC+*?W_5:<_5S 
HO5,A)O0\N1AH*Wja4>!_*0TYNFUZ_<KP7G/JC<K:CC7T$Z*%,5>C!;WR#\>R 
M#SHY>IMP3CC;+01-P#YBU1I8U?IF"5Y./8'DW;B2=?C)'3'<+"7C8V;DT3=F 
H(0+J JNK60D+KJ*PD8, ) ' * ; C F _ ) Z K>* I B697 ' < ( +L? P-3G PT8* W P# RHT Y F KS W 
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MK<ULTX65SR:U+TGGF4CT-<Z.$>K1'78CB*(aWNGU^UD0%[A3^8XF>>DVM9[K 
HIY/):BMTVFF5>6Y(4^C>L\.#?D78U.UnK&C':'C8J4+;#V?'R2XP1H7WR'4Y 
M7'N:u'G;0#_09(:>O,,3(9'W^<G*IB$Q8(H-M)HS6081a!424T<ja#"N#MPS 
MYFO/SDN;5"SlS69XY/5:\/SHa'U-=*RAKW>/XLR2#G-Q8//)0O5\+\U=&7/2 
M!$8%?ai'KD''99ECNZ<EC3  + :jH_E9VU5'0.FaF7P''PXS7S?aD[nGD3(ZI>  = P8 
M<S_+.*BU$%JYU50'E*T7279V-E,<aaFCVF.B%6=5:)HVTQ>>,1-!<=[S<Q(6 
M[=CJTEJPMMKMJP(O3?)ADDQG.H4LD/._J$:EXG-B,R>,.ZO?*8_'!Z'2;_0X 
MGK.+/G$aaG8R'8'QF\Z"VJNHXW2VS*DAL:,YA6<X%'CPO?68N'O056ZLLKB+ 
MNG\^^'J2K!AC!V1R":.,IIC6VD(MEJU6?(Z0W)/?9(H2P$_VY9'&\'7,T7U. 
HKI.,!)4#UA0$K>Z_+R<Z:1S^27U9>$9Y7!2AUEIULGP\D>^)%U%=*\'8C'NR 
MN]9.<[G%a:T,565U*-")MTG+<ZCWa'ULJ!K)+D2?*_:08X))?%>-=aVAZF:L 
MK*X_5*CN>Z8)90PREEY%aa'M.">1O''*M667N#=8?Y.[PFQ.V)K4YR%85!/KT 
M$  = N'R7P  + 00O7#O1CJ)GLT%G  = 7)8  3_761 6 U L V = a-* C 5 1 9 ' ) [ 3- Y% L7$<60 \ B# 
MN8+4:%'P$:<HH"813M:_AM9<GB'U2/5*%K?Y\Y*KIS9<,+-L$XE)Qa/%*:;L 
M%RBJY1V\G57F65=FG8'YJ.HAE=W2E>'+YnT;?=?V0'?'CC(\0H"N[::'JJHIY 
MHUNKXI#N5MX9E?XEVOWB?8Y?+-0UFU/TQN!3'SGOCMWT<WU-2S1CCZFA(T8X 
m:OT:\W1762_>V<8Y(NMSRS*_E*B->/*9_5F.[RHF<*0CG/:SF\_O,T,T":[6 

MGSB=8P(LU#J>>P<:G6,=G9%BG (3T4YP:_ZV4\<O;!/3$-G\1>?:IPHS]08 

M+V'H?E:\W#IJG'1'S4/\FWYWK8a)?D"V9\0!^9N[!T<'%Q?CC\90W%W*CXOO 
MQM\%%XT#C<<)K9(9GC7/==CK8V*TYJ6C>S9X/QJ,\/_9SHBFUV<Z!X5UR-!W 
H6FLML3/=UBZDa9H?"5VAW>u:0*;1;(<CFT8*%Z/KY"R<F1:/-6;?0P)$'$$= 
MVAI>:H?\(\4D#\;'aN.8.X)T!H.MP<Z.3<:SVL.BZC0.\6L.781)ZC/3P:8! 
M(X:>:SH;N6#QZ)Z.X;PM_\DNMS"6A2TJ0R"GC5WMOZ98#OK':0YB*=<\H(U. 
HK3/;TY5$QY,+/;#0WMOK\CW-:"L%>Y**V(:;%8<NHRHM5)48MH%YW/<?#\0!8 
HW+('N8a#-A4P3R32:JHV$'X'YN(5<RVHR2L<B6"3H_Z!':RTT=L0V/0-9''?) 
ML6<+;M>F+VZ98H(MW(FI\7C$7CWD,*_NC2_V_2Y7::'-2T6G7=SJNB7+2*8* 
Ma>C$#N:KRX:8K,?'/!*/C\;O'<($\:S>7.5H%LR?S5,JJJN4/K01X"2XL+#\ 
M?1;K"9[X$_?H*_%*E:WV;I(\D3W!6P>R.)V#14T[52?'45E9):FZ''0T>BX7C 
M:H[=1Y<CL88PO_YR=4EE<*AYHOVZI)*/N$*M%SEC0E9U'''K/1I4R1\DBBX6C 
H;!VYQ''/WLJ>;JYB'ai8IG$87L3P;T0\$.CWL#4K(>;<OCL,D/IW,V?U'N'J/ 
M3X[8.,QE/U'./:?JW'.=?9:7*%+1<V:0)'94"Q7/4\/7aH8OQOH9+UWHTR9G 
MM902K46i:2(-\>#;C'%8=(Q#SNa6"1  ' 38* D_8  + #Q Y S 2 / W : ) 1 F ' > ' 1 N : ] a>W 1 9 
MTD;TC%$7N'9$-LMM9ECHEFW39L,?<5FX<K*8C8_'CSFY%-*NC2T,.\4$7X$1 
HZ$%)FE/0+W2-R$;GQ0V8R**9/AD?_2:+: 9+32 7 ' U L0<4 \ _ ( 9 J V# A=$a8B0 / 9 
H?I;/*M!X+\>QS/DP:::"3W5F.48LV(*SXCG39I'-(0)C<'1.C5R;-<1>MCN: 
M"ES*IZSC!5,_C0:US89GWZi:<G?-$Y:)A*LVDZaNX4)D?38/2"J3Z806VE2'# 
MV:qP0M.=F%;CK:6_F*K-I82FBIA'JUA?T30UC9'.5R%8CF-5S<6ZI7%4BHC' 
M7V'N2=">E'%L\W14T=F>,U''C0/UP0*,)*1:FNATQUCK?*=U1W9lYU0J"aQ_ 

MAE\"EFF7C+ ' S I WXX> Y 58WQN8 " 0 3 'H-,%Z8N038D$G>\Z5Y'*SV=TG4TZW*A/ 
MOF(a>%HLU5XIC07TY#5DZE*HWK%A:7X35#7S=J'(2/N,F*:'$"'UI1XN]:.A 
M6KC*D-DLCKIVIWT(P#Q8JC:p<SY,>Q\XXX/(A?-I9_22FV'::AG":9Y!RZ.? 
M"8U9:EYZ///!XaF0SF:z)*: G-B_> J _G-N \ 5 R<44 RG07 Y2 .>_*1E0=47LF3$\ 
HT8<Y8_2$K$CPH74D.,>PT$-I;5H%UFD0S\KL?F/'7=3=Y8GC0S\PU640GS/J" 
M"W?CNS$0#4'-?aXN(CH,AN?H*D!O;'.X1N?"O=?CD*TQ4>2>X'BaFB%P#=19 
MU8BYD',*4':3WT0BFWBZNVW./!KEO)\SUF(YSEOCCXB0!ia#(ONQ*AKN0FA= 
M'KS3.G<M'!I0M1R\6#PK3$B.2\C:_OCJZ'a\'.CL#D8"1F8:PYD''OCP#"+N 
M";\  + 9*;!APPCF\*)NZ_7YaA[:.;:'=+D1IH,,MF9J#1UP0K%;HH;;;?NA*K:" 
M,8W.C8.B.!*HR\PCWFF)C$\0'$SZ.V!CU**8:BLa;STC>!EJA<*<7ZC>4aQ' 

HIP8+8 ’J/Y<H:/GR_)2!G!:L%S''2F6%2Q:iJ?*J85#Z3T*C:B)a(XJ8Q1'\1 
M#q:>"9P08"#XY!L!)EM:SJ%#3RXCT8/E=/FV!?0X-8R#R5Y58?."'_HC(+%U 
M?T3"J6\P)ROH:*BJ3,%*KV79>'V'0G,/:#PZ??)TMOT#WaOW\>'%_OB:P"5E 
M=N2_JE:L9CKS0LI>IU3#=FGBQ9DHaG+6=6*FY<6T'8.+a(+=_</+_?' ! ' N>8 
MW,045RBIR'DO9YP*C+'U*+"M.U74ISI7#d:9"[V\\*%MK$3F9_R'4CGE'C*4 
MP]WIPTQ9'!"L5FA0R/DJZaZK?1*!S4,:RU8X+5;"RNE$9RCF]LS(73FZ.)2[ 
MLB/a0E"*P'N(/U'3Y-M1SGT. =9 J " G 3 * A6 AKT I $ + KI 7 = 8 S 003 D \ / QX ? N ] 4 : * L 
M(laj9$V'LF.HO,LX*?."K!;V-/.3*C02/9",J7G48KMC.R2NOES"4#F<8.N( 

MK,?D9\,I . : (5*7FHE9F6NKY-?LH0/5*D> ' 5YZL[?$\? ! :#H''20'$EL*2 

M9#JMCZ+V#B'"J1D$C46/M1i:)+=UU%'ITFI_BRV6T'9QHBW>QYDA.:UYM3E; 

C[CHK:d8db0158a20185cb6ae3d5c6421e2d79331a100f4dbb5493165da62f394807a4e:: 
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H>H7*_0a.T7&YH/+B%?L($Y+D44;;IO8Z%!B2F_'AR'5>FN',FXCH:#2&:\X" 
M0Z3'=B27?CSB$8;.FB?G-TL%.%?:/74=XS:*a75RWN2LEA#EC<5%/G)R=#%* 
M%7Q!3:*9S4:#LSQ!#R,<:9*'0,V2:YG6F''L6D?$?aWP140MI%T!=,^F%7&3 
M<C"*_%JF2R.?NGSRWa:C$.$!W34JX%CUG%8NA5J!I8-2M69E0H*9$'T8,;NM 
M(\ZNT*>'M<R;YVS61DT0Q;>2U:TKL.:HA[7#*'R='M):Z2MQ!V^Z1NFU3?0B 
MGW??M,C3B?G/J\H-;+'-?"H-D;_NO54,"RP=7:2ONM,J&O;04096T1QQ$[*G 
MA07#^0X$G  = A(7HG\5HI425WSWB1S'  Ya<*ON P = E C 9 = 3 ) ; V R NH .'WN  = "X'W/R\ 
M%R2X=*:0\DHL98!4GQ3; — NZ,E:KD%aS,SSEW5,D:J+LP.^::X?4-_FIJZ=V 
M#I$ — !H>''S0O%/'\OXAXGC:'_KI$/-<,\3S3N;5$+"W#!S9)aLaFJEF9I_4< 
MLVC!)UFK6O+L?8a;1_.0M2*)F$=<_W'/B',:M9_R/0<7D$7,!$PBS''WM"Y2Z 
M0-4<"IC!:-Ma4#OAH4<2>B+,H&AZ-CQSQ5=WC;%F9>[.*' S 0 Y H R H9O0MQ> ? F 
MC9P99R-/^'R=LMJAK%ISK78:5'CB:N')T>%P1^>:Z>a<;*:x!HR-'$'KG?80 
M8KX(?.H69HX''P%MX^^CDZ.CXY#V*;3NC.X/Aa'V;a*'NP,''P<-$CM$3N^EY, 
f1:,'>%9ZSXV1I,#;Y=#8TaN:!5A8?')T<'XXQ/W<F8,>&GF'NA9S3#0J."''D 
MY-#W.YO[\H3f:u/QV5. 72 ( 04 S V2 -8K_ ? XB0U Z ( C a P#= ' 5 R3 I 8V> 5 D * ; U 2 AB3 
MHPB%3IJEN2D5C6U=,YHGCMIW$0:8L=HJ*D'A.K:W7+%D;%Y!JG?08)IPX3I' 

M])BCEL,3HEA.8LZ:p_=C3PLMF#?K8Q6P8C9_2U69+1F<39!%')0( U8(aU* 

H:1R"Ea'>F**)BBRL8Za)1GY*='=S8N:3=CE5*9\._?W'ZaCX-=I_V^\5JZR% 
n%=EFD=FTCHB3A;33(Rj:EE<UIWX5?'"N\La:'C\?CTN(W*aJ6D)W/F'16CU3 
MP49aNX!IEA*H'>IIZ4V-8W'46:B#W2>_P4-C0S:zV**": . J OT LI 9=07KG+B> 
MP,457%$8:!'1>\ ! %L_?HNaPX+VHRJ*_"E7LFQSA*NC''U2L7SZK+aB' (a! /*7 
MZ_.C28T'JW0.*8>FU96P8.*?//?B4*+K*CV:MSH>(H-).08#NT3?69GDG-.Z 
M)#!+E2>+-;"C>E0/9=T8RUF''64*CW]+JUD9/35/BA'X:PYE%6O42ia=;B8"M 

M2GB-Ga_(DYP<[N 90_MEKD9KVCT03*;SG,PU)"K;GFAYJ6KWC':3*CXP?[:* 

Has<=a4:=_E98Z71 )73BJ9\IPF1(C;TR\JW<:\XSWSY3J ' Q-_ C $= C . Z L ' 1 99 V 
M'?YFDAI_H9XWTR'PT4VP2E,HUENN0L:W3XZ.+_%LC6Aa';),\7*204LGY0U' 

HZ;  ■ F/J9Z(KU?+'0IF3W3IVF\'T<-E._a$Y(/SHI0\PF9C/DYaH--6'4  + K'  !8 
H=E$0:/!>4)1B)LSFY9"0=#BHS$E1)9.S3_;4X*CF!W=S+8O3*$WPC4'TG'D8 
M3-.HV9GX)96P! 8 C 0 : 0 C H /-4 F 36 C / $ \ X_4 VU : B Y*- D C H " 9 C % 1 5 N_9>U J 79 ! B$ 

Ha>C ' A+,%ZBWG8J4GNGYV#C ! ;KZTN( ' C # ; 9K? H : F 63 J YH V S 9$ 5 . W S D E AT ' <B E 
H;=V0?UOHBC4I9>JMU8I4C%14!2GZ(.U3%YERB2W6H/439O\:JH8.,X_,aSG> 
HN8aj'9T"^L4IRZZS)NAN9HP.*7.aGVMF2E91'>2/4WX;L>HU1U-DPRY4F=V: 
MVE'7W<E_;=.5U!**ZaRR-G!DRZ?%KP.;a?$Y8a4B+GUF$>7T;XWE:<#):<!\ 

H80Z8J .?91_/I#HZ+X;8A$:TSM3UN.5:60M>/D/<3C9BRN6,ZH/"*V.8'=L91 
MP\.5%GO_{;CY7)ZKP?;NSC%809"GN1P?799#*ZVX\$(G0D2L0J'#+3S3CC_/ 

HULC J=B7(ZL0H#T;#;U4B_>V9SDX-S]K#9BAFW9V9PCO9-OUR8_H9V+95X# ' 7 
M.CDZP5-:8U''VW3D;[L'$;3BZ"9\.<S*+!  !')U88/6:$.)7YUU4J>NR:'#KYH 
MN,,''N$'1"*H?KC5\!V\R,CTH6"B86HJ>GX;-ACA'=7EPY.CNPTEB9PB1SDS' 
H5$S-3:b%JH4)V:  \ ) 7X  AH  \ 3 U39T5  U09  C 9C  ' A<*<8Xa%  ; Y''_8X889  ! LS,KV)N  ' 
H4EP*RV?HR,-S%=?>$FV;,:5D30Gi:N<UW6.CBXC$LH>\!a8H_a>1'T'I=!C87 
H5;LI;":*YSXCU;:HAKI*:awu/45J]X]DA_0CD_,Z%00D=)Y)Y(+:*38P3[;2> 
H)A6TBNKACFn0=W6-N7*)T:S8WS,E$7KHR!5I+F*3H3/HH=/?XSR9"D2)C_U6 
H9'8?#(5'5.CO8J?H$0S9O\VL3442''I0%=LBBUB"8::C/._9"U::O1-U#+OF1 
H0. ;99>'>_0C>6U3='%**X?B("HC"F6N7Vi:-'X8H826>?#37K\8D_-FJU ! UP 
H%Y?N89B4\CV3G9l:4#C:+"W0,9W'_OVULCN47/ZH(X^NNC^KK<;=<8\9S01 L 
H[+]:0T^N+9U1EH$:GE/10H.R-WPW$.H=(:.^\BHSG;4^0^CIL=RC_;W:K;>O 
H!$%L;89La2W'Z<;I>D3:)S9*YYWSV06V6)G"6]\"7_/H_=Y;.3;:?/7Z6SV. 
H/VN7I3D/:TUl,YJ8SGH*49U2=-8"LF>91'4=BR**NSCSa_';T:H7n+452-#? 
H":'>+\.)S>SJP%D":FN%ZDW**Y4JWG_)'RCWY5%_N_=*8-P:a$H_'64)1X3A 
HB8Xa  + N8H/R^N2>7VC''I4  = C6B''5#N"B#AVS<;  ' Z W 1 C Z 2 X W62 6 ; ) C 8_9''H408 A 
HND\$+0G6V<==96aP^ai;(34TFV>YZ,DE8==)D+-:ia),:)XVC8.P>"H("2C+O 
HaZH:  « :>C?Z)-R;I$LSR?3:a\7J98W  = = C?RH7DF)_?[;s3L''U!  P<a;,"EGC:+' 

H ' #_D#9a9$X-U;>+1 I3V=6:b' 8#7=06( \2aCA: J9-_Z* ’B) ; . ?0U_6LEB-G$B 
H''CDPWDJ.aO-(C8ULF(<:1L’6VFOC300H'5*,SXF=U?HL2?P$NN6?5+B>XBU: 
H0B6;'VU+V8GWVWWG:U:hFN-3?8CKGFFS:SG1OH5RGBO\G)CZF>*_X()N:X8N 
H0E60U+O0JFA*:GOWZD'"08"K«6R.>\/S1>WC"UD<UN';"9T0C7B5:S+5BW>K 
HC9WG>CPKU*U:0;7NI3:CIB=55Z3/?;'J8.8AH->HKE0C/G;02]2J_99*7RZ: 
HLG5;N2!.,#5''D4V7DE>/J_CN/YCHIH'  ' RO S H> A8  = < , / K ' X 588 . C_, THK \ D 1 

CCCHK:596b6547d1abfccdabde075ff9ab303f9e57d29d6c90c78ff7163596425a0caf4:] 
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MU!C?<T8H5X3VE<ZS0O3K7)DN!RX+IG"N61U6OUR'0.;PXKH#%UX*UAQ?<#40 
M_'*A2,;/#VVH'\!Y_5Z"6958#i:6G6X5G^E\J\#IS^a0B*a'X,+=Z6P'CS/7 
M5E*H;>-56-U!-C,^.KP<G%&3,Qlai/6J)79''*2IIFM,4-.+:41\:*KHEU\6U 
M$?V.QV<:_.10IV"'0PG4L<JZP/'OT:wH78:j_&PW*)9X7N8N]MU4O7?KR'4A 
M9>;>=CD1BWC"+76EA4<'G%_#;=I"*0KPJ#L$LAYH3'':m?\V?CX*PJ'R5E.$, 
M+$%XJ%Q-#1W!300*,9T+.HVLFTi:0H*Z\G1;>;:’R"<O#a_'A2lTS'G'3^J8 
H8Q00YP4,$4++TB(0PV08QG0Y='Q\='$HJ_X!X,U'6R8SM9/]$;Z9S\.C2W>Z 
M[;LPYT>%9\T^F"PCEE0#NC  = WU?>TXZD-  = P-F$/#F:+H_(JWa"RV[:(#?")iaKC 
M8:HELHC*?SM;.NE>D$T.!T(_\T7.;)W*Y-1[03#7406N*6T\nG?7Y,'NL3N) 
M*WM!WW720M'-(JF-)GA1Y'YID76'('+ET'2I3QQBOO5SY''&7:_R-O1U)YS=, 
MJJ-S:''!TP+4K4+QEV',9G\0/IS/)=6^W<$R2C1\?RQ*/0WKS:A5V5NPHa($. 

M23UY5 ' *PP,A4C50:7>0;X !_  + B-J  LGX*F/6_:#,"07K$84XS2%':1"2<PF!\/ 
MCX:QH;F0#=:b3Y?D&\=CP''!+Z\P9G:K53_-1G)DZ77V3C6D1Q+G60ZM2Z.* 
M4N3ZCN[C"'1,?+F$_J5>-A,<I1C6*0)GT<3J9\&T5.6+(C7T$/E*J%Ma_9XH 
M<[$G9\2.L%[6:R?969IJ04/VAWZS":I6<'*8R./+ZYZKaT+3/UL?9$\G'.$X 
M-N'<N#:Q'C2=)/5GU9%J.IP_D2>"2W"K]O>V9+MNCV8OO4'^HTKB<H:QL\0E 
M\ZR8SPONL"!40.HW;PQ00-J2;9Z-,8FDJ9,Oa*GEK57E3_A5O&(UD5;-D+5. 
MW#/9%6[(WLYRKS9U2C),B!VRHA1#ES^;J304"BH_5E6ZAZ?MGFP0+Y2'FZU4 
M!\=BU*?0Y:ITPCUYM6Y"FU=H;!88NFMC>8''T>$LL%7;7885P=$)7'U_#YUG 
M?=V-8Z1 D'C''9=!GF#W^OEY6\W9W/XP/3V3:8*69G!I4R#"'0A8/3.*L4AC+ 
MNa"\XMKV=AE;214;K:E/:DWDK4Zaj4$E3;L(9=*2$ZD7?)EZM5:;W?E\XS'/ 
ME-D3,I\:H70^''#R,?H4XP48Y%,_8ZB<9\TWYNQ(>8F>HV1<6IE-U0-O\EUN 
M>D.//7Z0;'CJYUR%/U+5-8V"C::9*9OON_H=YU+EJ_/*DE.UL.*-_S8VO.$Q 
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MNAZa>SZ\""$LYEEXV):2)/:!7aL\3U13RBJD3G7XB=*'a%'6-URL'SFR*3N 
MPZUR<aU'Y/G'4J7XZI1'*IW20'::9:WS^E3#8%VRP1E^;CHK-H;SP,P4S4DT 
MOUAG52A*7NH91X7=9;' E 5_M PZ 2T S 3 9 H Ra : G N LIT ' !\EL=.(DCFG!+ZXUB6V2 

EECHK:d3d59de5e0d91d95c93134f7be4cl5fe4cf627b95cf09a0d1180d923ba0e06587833 
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MC#''^#R:B8C<V7>0P3C^FLY6IW<B:aF$V-?C?XAaWSU<D$M\Z8H/)T9:ai>FH 
Maa:I71O37W/"E/F:VUS+GW./>ZAHaJ!_?)Z5Q0CEV,[/79(U?aa,CYWCCN<G 
M[\S=XX*?<<BE(30CUG:EG=Y+BPaF! U 9# =6 S 3 C , RK /> C A80 , RB<V#2 54M S %$* 

MK/9A2 ! :jXKOC(S)+XW/HOS$)-! UFU,_QW(<+NK?(:XTG?:L\l7MZK*"0aD?: 
MX_=%7X#WI)2:7)0QU61:7T<-%>SG5=OW*)*6:FH-A#V/MCA;4W: '*6W"I*LFL 
H4]FJ,.RB6YBJ=$_CP#%;P0Y_.WC?23EQ''V\634<ZH0'CL'<Y6C\9,+2/>"= 
HEL0#I\AT'ZUa';7!E2/95//T*Ga'O,Q>;E_#\:7"WC)I#Y/T/'2!**.\FC?;_ 
M%\<Y_?YC=MDI+-LGYI>SP(aK%:7:#"K27,AF+a7UMS<0;R4>o:w?P88V<3W5 
M#a.  B_1  4 + WG-RU5a5L>_*xa+  ' !#E0%''RY\(VLFY*CI7  ! 3 D 5 2 R S K : 6K<- J P8''  . 
H79I^SOD:9=VN?X*'O_<6+6QI1_:CN0XXC/!O::BCIYY2A*/?CHD(WJQRII9D 
Ma%A)M=_#YSC*Q>'8;0W,!,PZ'T/?.#a,A.:MU=6aYZ(*#"RI;28#7NFLIWK6 
MN5,G'<E%C\F5_(:OWJQV5GNK_30M4*JI-Na45: I _KC $ 5 S W \ PC> V : : Y; J+G 
M_8aa;C_::ZL<OUNDYGH:F1_%3RHMR)5L#9!C\H(\+PT:0"/V5C_I?Y-G194O 
M*N9%^3RGDGMWC<va'#!HU:'1>IMZ.01 P-T P+ ] $aBK3+, 0% Y [ \ F ' )aO#Q . N?1 
MR8(=T*L\<>C!!''\D8-ZIH!=S<ZK'E"E$U\=>:v?S99K(._'UX:_TU:W5Q:i' 
MIIYZBF=*F8a5:F8#:-[5%9?>?.C,UYGF3J<-N:6K\>7X_6R'%(9/CajF34W( 
MJQ>:aK-UW+SP><<R-7T^8:'3??Ui;L\V_USRCJSCY  + YS/a9!QA*a_RN\'-I''A 
M856'D$C%jaM2W>>OZ"D7'C</V0O;NAKC+"!B=^<Q:#$0,HZNQLaiSR\8-W7] 
M0V9AB-WG,9):'*D3'$a:Y!;H6Ea,+%?ECK$)?aB_OV>a<>(K!JC\<DT:x3:B 
M = 0OWL1LWSRS<$RM('%KB<+)_,CY<sa%>VR2j\?i:W6EG8*WY,''THS:Rl?8+' 
MB>V/:XCaa/n(+DXTUUGXE . 06M:7=5/U0)'7X:3CWHU?C-9Z*YUH>85:!2L); 
MGUX<UK4*YCN/?'C')$-''O'V+G<H'C?QX7(:X:MB3?N3M'E,6V7#^J0_Na;,J 
H26<$OC:::88)A7RC4?B#SC$P?119PCX*(N_UGi;YEPjaYS?axSL0T-:i_PYP' 
H:0a^DY6BUG%]EL*TC_8M4IH7K:;6UN0W<FGW<?^//MB^)%Y?,:7;1WZ#3RU) 
MWH*:)K5</H-\C??MR?CJZ$0SKE=KK: :6UM;DDSA;K.f1V9.Q\YG5_:69lC<LE 
M*90<'C,6S;'_L_[1YI7W?;J-K1XJ801/E7#I2_E/SaEI(3+L#WZC\')JZK9U 
MQH3F0!!QJJQ:*0YL-!IMC6R:W5BC  + PN_?aM'KnW)V./JBi:,AF<CP+!PVV5\* 
MUP3W9'a_Z<'65Ba9BFP6TCQE8V,T/02YX*?>18EYBZS/HY'N4JUZSIHJHR7S 

Ma7'BZL;JJU6X_4KVH%'L KM/.XE'7\+%"H:#NMSC3>0>45F7I::RWN.>:Y 

M3G4XZR*02"TAD*I)4C7:nTKCBE,7! A<- WaUG N P-3 FG : TK Y1 >E ; - ' ?9U F G H $ 1 
H!'\W*WIP05Q=C::N("?:aHQ.; ! W$2 A-< R+XBZ K> ! R . C ( L% W D . K4* P_RT=H) 8 
H7  + HK: WM:K/9:b$ ' P7 " Xa6 F U Y*NN7Q$BH ? $ 3 Q + G C U ; C) C 5 ' M-K8 ; # / 6 D : 1 !-H 
HS#'(JEDQK/,CK)8="''2#4S!;J$/C.-FFPJ#Z+FCT0D)5DF$NU;4,.1(,<8R. 
M"!’_.9SNA8ZIA=VWZDIQ;'E;LA),$*E>9S9KJ87S8.E.'^X9-*NR_5./TIM0 
HI UUAW43t:%UH+MBL*H0E#<Y)\WRJGSKK65:z ■ F"Z4YS,*RB0Y,U$8'P/)1_\ 
MH9'J<I8CNUNA*HGKSH1V^7,31,)Y'G%_?/4:FH|:wT$LN>1,,*JV"U,AB;/TZ 
HX]""E(IYC#TP)X??FR3"?<HY/C8*\^'XO:"73!Y[F$25985)9TU%8G:80'3' 
M=JV)NE,"Z\YS)D7Yia9FQ0NP5!S:R;"$\T'BU1T2%Z-0-5G( ' Y ! _<, C :9 " %G 
H\;V3'W2JB%+VYV6O.$O3?)3!+"IUJECG%#6?0=7S9''<*E=YC^ZC.R6'Ct:iU 
MVH*iaYaD(WF\="9%PSA/RYBTRF?>E-'$T!SW1J>F$-G$H2.'-?HCA;+WV6Z8 
M8HTC'a_9),3L!!T!B3/G!VBQ)M#MH4X;Ya8F8$8CRY7>8Q5:3K"-TZP(?+*Q 
H92G  + LKDXH0HKV?F9VP'B'5a292E''  + Q"3AY'V?"  = C?H''  + 3G6("8>(R-53aTia 
M_;E6YaZC%Z:E"  + Z.47'  ) -H<C-W_  + H H D LE_  F 4 KAG  + <a'' H # Y P C " ■ a'  EJP/5ZUV 
HG\-EU:-R6NE,UV9  = ;;E63U>C! \38 / 5 $6 ; G^K*aE* AT D * + ; G E H E ; . 3 R%  1 ; _> S 
HWI0\BAM'#-0:\<TCH\L!HaS9Yl5HX4_FKHU#A'RDC"C2"TD)X*Z.4Y'DJ_X6 
HZRN  + Z\G)H6<E\8;EST6BC''/0L9''W"(FK<'JE,19  + S = HC;!-  + C.TJ=3:>KJC> 
M3\\3ES5)WH'?Dal3 ' X \ 06 H ) ) T I-B600KT>2 , 6 J 3 2 F [ H ; WH% L7N ( R85 J IC!- 

MU34>99D(RTRZ0MFV00*G-M?65X(>./<,''BITS=0UMY\'8 Wa;3R#:SKSG9 

MK5  53G6F_I'  8a6*8  J C ^ U « WH  $W  ■C.Z:_*U''%XLaYN86)'UZ$'5G,''"'  3 :_6Ka  + 
H1V1:'';TP>%OEV(,>H86<C,O*0NWC9U4a/>;K5V.CaV3?_?*5"U;=4A\I3)89 
MSY5F<?<U$CW++WFC)L8Y_POPE%71KYFRS/PUD!%ai020VY-$42X"$AW4=+2: 

HXC  . Ra[*J0J%#*  + 2WP5E9DaU-''^K>L>V  = KUDC6D  + 5 !J<INY(’+U/:6DAR;H(HL 
H:>;SI.:8WI:'JC8'.a$NB#B!3V'H!0),545'ZF>C8<P<7;-0>_D$_a:,CR_J 
H6HMVI"a;;3,FNF.8Y;R_SBRGK9CM+YUB0H'33HDZa_E'3R?+3?'GSHPSHZTW 
M8E%C1E3!0/'F_*"'E=4.B14ava>T:G#H34E0%+NT3Z38;CY$I(3jC1/J$A1I 
HPIYSGTD.>RH''8!+>JC,A6Na1;A\*_)M7%-a#<2C9RC'68,;CARCaH0TM8PCa 
H3#PX%G"FN03HIL,/_lK#T7*ND?TA=HU/R8)CaBa^;)T5''EU_CO-2+>aCK:7N 
M:TWF>39X3KZO%5>_=#J?2K,K0?:63NaKC4)BC,3 ' FD?NZ8F5;_;Y( :0_>UI4 

CCCHK:656892864e92045059ac5f42866ef0b087e1fc6044f336e917935ef2d9be649de33 
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MV3*RC.[/F8$<C8TG0F5DS.(+#X'9WHGE%_3U.=)T;1^IC.SM+^7C_&C4>O3* 

M_CGZ$HY/^,&_M''1IGT4;5(:\5>C/%:5\3V'9V[U76+"X_.V_W4  = 6''?V'>2Z" 

m:;&y:QYS7Y*"0-+/,F?D!?+G;/Y — "GD!YDIR7&&XWG%"IYF8WTC'NZ]V6,6 

m:$HS8[F>1UZ') D>( 2 J6D0#A"XTKB+FOB*VYW#2  F :I*5'0BKT2_4U0**IW!NL 

M8V0<*:+3VV!LU_'*N)%*.%E$)*-RNK=75F8ZLJ>>5SL\''\0*9[RNW2>5(3R 

MUG5D>Z;3*DR\X&3&R*EKSaUZIHl*%A)X3"N*05E;PA21+W%a2'^/ZF0RF60'' 

M$%PT+XF(V8O#%1-55/XN.'<WWY^/1N=;;C=&&QNO5M?60F5W;ZZM::2C;M". 

MAIG2-7C6GM7D<3ARU;A!F_9HH+.9-U:9N4EFN;:QL?56WaUC''SZ5?)'3K7V% 

M"0MBQUUDCa%:!PK,LT?RP?M;DC1M=.4D53<DS=GJC*"5.-95L>8G/R$C',7T 

ML4,=JE8$/AN;(3.,IJW"W>_G6WV6L998R5J53'8?R;CIA%!av860/*]C"-7; 

M$FW''W]%VP8D0HaMI.(1<4?WL[A;:C:)78,JR#N;98IR//6)GK?G*+5T,=a?6 

M]^.TXR>N57.('aW-7XHX=\0TB>IC7PS3>B<*:2-2E*36D2#/P7;!SJ.HK^9X 

M>"X8AV+CZ#K(>NZO;\+]M2_aNI_V>aa^7/8a0-aF2"V/KUBR+J!,UAG8DG]) 

M3NaUXFT_$^%VA2PL'_#F3VDU=TP*5ICA8'P"<TWJ%JJB"J:a.DI:+:!6F2(7 

HFKN08*^;4)X!WB'OR6SJT4,H8[#JA;*VG/=MKa!::_-L,_'=/NCUWH3G''7Y 

MG2IC=\_F.IW\N'V<03/%20+WM=+''B'0;!EH3J)CU6=F"=Z;>9^1D%5E?]A>X 

MUGI5VAG\W'P!>'<a'EC?W3XF($D.G.N8;)U$GC0KWP$0U$X*U*K-.XE:DWCF 

M4;9BF>?,,1C)aOL'NCNC.SFL<FG5SWZa,)G/LH-*Z]CY*0*:4''D,a6;M-Xa< 

M0]:Oia)N0.A+0M4O=HHSE4a"85>6=OW4>88U.<WXK8_X-F,,Y'4j2$#"a8>_ 

HGV6C3>S'D1\ZaP>"*;8JN<0[CT\.X/Z>:\!F.-0?'_6WMC)!S-F("JTD94;5 

M9H?1=8).2EK7\IYUR,Z\ZFX^/>'VHH=SZK/'I/1D62YV;A)!9SL9+7I18>1P 

Ma8G/LW#V\*Y5S6#=:a3/aPEP7?Y' 'E*UT/L2/D<;J>1<DG2!R8*G$:03! .,a 

M54_'?$D:*Ea+!PMH]L7U=NR>(0R]W=_:Z/17ES%4$L_2!.,a)a/,_D#/;T=G 

M0>H\[254S,JIJZ_C"V'$Z++_\C\B1F'R)8Y)4H:*-1K.SO+3?#I1O6laDZ_0 

H7\2[Y+-;S#Da_2EPX-48YL^:OF0P-V0O"8XG'<PJ5HNT)JA5+*_G>a=(Y?F) 

M'*W?Co:6H_:;Sa88+:'9I<T.8SA4:'[8[#_WGIDM?0X'0=XBV+_9$/#?Z78F 

M5":iO:!WJ0AK:T"ja9:1LY%^E'aCH]/C2NZBE!9*GL4(ZTYHR84:5$V-]:_? 

M<\%;=Y,,*P=+2 .+=; Y=! RBa-U8S8A7SJ0+-:P%E>' K#V, )+"AE)T5KM:g6G0 

M(H/#AEi:'Y\SIY.FaTMIO0*_*1Aa,  + PL^  ! 3 9G  C # WTT  S * PKM8C  R8>#  R *N  : *\T] 

M=_]/95N)_!Aaa8$E*;J$-K48UD)FIIU"_IIB\BR??=+#88<EHG8W*'Ua'(LR 

MT^4M>K-C:SFR_WPLWP! P?,GP+a>\a9*7>;" '\VU5VU?6N1R=H48:R*4EI8L( 

MO(%VG()>a8N:/*:''7)\UW>5E7=WH29#M%WFF<1AOSY+J\.SS!,6V!0G17V"N 

n<%9H[##/><9Z98>-/?6_>8M/aN?%3*)\06-G,0B>U+a7;W>V.!00'KEMaEUR 

HH[*GXW#<V)/^C4CAP8'TY+6KT?)[W%%=a67L\#D8C0P%),^_9A"P(Z<S%Z,Ra 

M/:>F4a  ' G?5$[  (_:GYF/_/H(,Z  = \HY8-''"a/''C#X43M,\TCPJ_*#3I  ' *K2CTa 

ri%T0D:,S4Z8GLLR9YIMN''SX<HDD:.%)%G.5C5ZS2'5,-=Xa.8?P^M’_5?/-* 

M9<V'R'W8_U[WJKa'XP_?JPCRD)T:AXJ0%>4R'\,$CUX=1KG0V3URB!YY7*01 

MF0P:79FV'>D/GOH1TW!]J8JS1R?C+%*K+A::aR.N_!_FN1L=UN5+CWU!C,G. 

I«IT8<CU;=93>''7N/\?459R9  'TVFC_H*U  '_0F"V:  \ \,:MGXR  + IJ8%3  ' EFY:saaN 

MKj:Cl:T'1Ta!F<8a:D7MV3ZAYH]:)_RE<Ha4#1(i:+FC?TG8_Y=C/'Y\6)-( 

MG)?L%9,.Y2^a3\WEV83#SaY*+C<_Ua"0":_CFW0,(_;WN=.:?73S7:6YW$V< 

MJZ5>X'+>!GONNB1SO)UR!aNU/:?E:9%=O=F3H?28UN/v:2C460FO?Z0""$9: 

MK+H2'UZ]U4/:?CS/GUL>J6'AP>Y8)D,VN4>%I._'^J57/CC=9:gnS9\R''=m: 

MaaU*lL\BY?S</ai_.-JW;!)C?(4*8'*GM\PMaCXGaW/?58GDGJPJFANMR6\4 

MC4J2_-;G(KFNL$]U'H$DBBR90=+]:d. #> ? 2 A_0 Z G$ , % H R 1 CA!F6JH5^^91Wa 

nR8ja+*!N#J;WV'M1AYXCL(0\1KXB1)HE7_(8^?J8?(M3'=S5a>7%V'F7A?"a 

M>=$\MYR/:.3:p?E0)!]LC\Y'6V\';C>4'_URB>0ZAN;#C;%_8K!.8>9,.%3_ 

H(#APa:R''>3*BIOD*N8:0>!\4LEANK;["'/"0DL57*.#)2Z>ZP2=DDAJ7#<ZK 

M'0V'DA%VAZ$YH%NGTZ>#=\R70'5)8HF"WA=+K,3UM\:Da(YU/:?_X95L.U*? 

M5UE3aS/T/'UC5.**')6UD8-P52_3,7WSIIS0NHJ7;+6+aC1HMC4'IW3L\ajR 

M7='%L!C-F.02_VYW.'B'+!-:E*\"G?C6lEULAJDKT"X\aL6W!!^,I)<aB5^* 

H8F?D:X<Z"9X.Y>,/XP$:N:!GN';%PC:UDM-"'0P;130U:<34M/4/*CD4Z9)O 

M]G3809S%R'>,21R,T;UXa7?#W1ICG,L4XU>*?)!/"_,>MBRa42L:)?‘'6/4N: 

M*+F*()<.?H*U=S$88E0SH':>EL0S0BBF5'3ZSJ^V\VY-8:WGE''>I4TF*ARFK 

M?==.79A-iai 7,a93''0+>;GPaYia=I (L9,EK9_GHEGT;>RE5/DK8\I$ : 06L#4 

M74N0?F*Z1*E:RCO*-6HE2_9Z^)XCHV"EPO*;8>7:V6OT/+U.H8>*''L].Na:3 

MBZJ$:U*LU<$;V"^'4l55?F;/'CW<CWaVU\_R_B;T,""S,<=7>ZA:*??389;+ 

M[BR;'ZL^:0<TGAa3*W!T<KA_0HG8"/EZ=%>ER.D2S+!KZaPJ.J8SULC*:WE7 

CnCHK:4b5502f156de2d5dcf81f2af870014b11a4f2b01b8edc1d9c3ab43820481d661e3: 
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MUFT''F<UQ\:#  = WR?HP6Z*'8P^R3  + DA3XG]!  A2  ? ? = 3 5 SH  C G<0  R , S U : S ! R646HX 
M-) W _GM#T-T1 ,WC)_]<U . V C F 3 : P_4 P " & A F XQ . X E = 0 A I 9 L7BK2 G6 Y UQ_ A$< . . 
M0*HW7;D38#:+W=RS:+:0976.F+7).JZKCNVT0R-/_7*UE:;I.aQ/TZ#NYL)4 
H5YWTPEGST&#;UL)CUJ6.DP\1D=CN0RVXEC37'\CS7J*527WTaj'YXTFNF<*] 

MK. 9=7'=4'WA,#>'#UICV=K96''Y(N8*QPa5EH>F[()K43:*C_I9DHRJW?:\(H 
M05H.0Q*&963V*+,-_'RCT'II;G.''YA%4=\P-WTKXV]E8C:3+/4L.9Z/I69:- 
M7/,NKHH?:h/5%)3CU$;LE)22:1R*<EDAWSB;Z6R6>;?237-*9X;SL::2*IS9 
M8OF'-;DLU;0JTUPLM!XVFQC'K=4GU3WY7D(KOOSM*PR(QM;3CFX=ZRP8G;8; 
MSQVD;F0/&A\B-a:\VEM;>M5=i:6/D'TIQ23LIVS8!E^\69FWI^!G!'G<Y5FA- 
M$B-H'/NL%J?:PV4\B68U'YT<D;?=CC)8PS#EU<X&+RHJ7,KXA.:YZ=DALM9/ 
M5+;#E$_^XV(,L0,ZI/C.6"<DYL?!O^O*LN(K]\FAZ5?WWG+S$/DFAG'+6Paj 
M#2M=%=9NN:C7*GSF7;Q'QG?-0C^"5D^6(NH4H2,ILLI6XP2U(JA$7LDa(4=6 
M=:<XP4D.,JSY/3\ ! 0RHPa>D; )9) \0BBC]_8_ON) ! 2 H A<PU$6 ? 5 aBT+ ! ! UX90 
M:VJVU6-9??&(ZKD%<FX2KR5+E/58.Z?4:==S6SI(0C-AR_,TS<+'3*E%%%]5 
M0\5%<: ! 7LM>MC0WH#/:$8ELA>5L3S"Q#iaZ)?/J6U7 ' E_X U 5 L+0 ; \ A$73 S EH 
HM7#M:1V+T-'SalFJ?*:NL#%/0Z5,.Z?NF"+Q":+!3>NO'Q4n'$O&./3<H>Y, 

HNZCC\6BXLTN>]1-3"AP?*;G! <;  S.>"W\_GX)VLV''';722!LCZDVJD7>1VC 

M ' ? i;  F : I YK_<KFU,  J G3X*C<*%B1  AP;CT''.Y#8"#aK,ZHP  + P/10J/RSCT9:R''9; 
MT:6<R=WWC*al?!J>' ,VC''27K^MC=T/GTQW0S$ 'QK' 5?4#=Z '\0!H?')\J"G7 
HX9a#D0P1PJ\' D4R+>HRPK,#(YZZNQGY2,BHN)YC9U41 ]CP-ZK-",BW8I8BRX 

ML, X"52%: ! -R06><A\[5CNA#4=4; F5L_IL<VD$H*XK''+&0]HXR(X7<KM(,T; J 
MW*Z8, -8+932891 7, •'L_D%?KV-)T#3SWV5(8R#?3#DAW15LQD,''FG,B\(N3KYW 
MJH'$U!  ' . . :7V$>Da'=SJW)8,al+"  + MAW\1C3'?Q>MHVT)2STQXU60HFU1BH- 
H-WLL+")!98(ZSU\_M'YE#S  = YP8''5:d,)31:xC4LE,7  = 5DIB>?.X)VD60'W3U5 
H:3+5/)J;26C-*\:5E;=<F9H:736H_;1,ZG0F75ZaZ3ZV:Ki:=HP9>_A6WLX] 

MIIUPV- !:fw:ZB+58IHB2^4FHV, . 5D3=N_VI^?JTCD^)$40TS3<TFWCS : UU8P 
HV<D'3T0P0K2.+8I"B0C*2_W;H;=0:nR*'\D;<.CL>#_3R(,:jT:3B1\S0WU6 
MY/S;PFOW\<GU''WX90YH*9>4;!'7<$BLQZW4+#OVJ?_W-6VHZU_AAO6IR5ZZL 
MC''PE\\0>NXG1F7#XVUT*'Y8a'S5Y9U#WBC5‘',/42L(U?8XAI#IUV6  + TEEQDR 
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H*H5!?_];R/;EC>:  ? 4 R_8+ ' H G C 1 BG  a / : V ) 2 K9a  ? ; 2 0 D = ! #<  + 0 X . A H>#3  2 OKI  6 # 
M$;#OP7L,SH-VU0]ZP'B>;I&la<NQ#Y1RI5_X-H:5:XG9+9=GPP.T4]0'1#88 
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M.3  + RMK;''$8VJ''J\J91*JTF:  (W  = za;I/52X_<RG798(_#JZLKC  = 0>5R;  .a/A2 
Mai;oCVU#/V';8I76C:J"*PFXV5%_A(%?/W38[;?77:#*Y:  KK*  \ 9 ( >3  N H_N  C C_  = 
M5?!La./-^X1#a5JIZI#YTL,:68M''AMX2ZO$0,MZ'R<Z''<K_AS06E7:i*NEY8 
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M,59*D%Ca7#E;0/Z*B#UCCAXJ_TYa*a3  4<HJ : _><4 ; U R>R9 / aKU A2 $ 3 1 , ' 8N* 
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H = laU\>''P  + N9UH<HP,W:T  ! < \ *U2  9 Z J % S BC  7 . # #63a7  V [ N ; MT  ' 8 LI  N , ■ #P>D3Y 
HBD[3#1;A"(.RRDOaB<«VY.=K!853RZ*Z=#BH?X%./6TOD..50UW;W.UN;NW> 
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M:ATZ8+$_UEOI6+ZH.L%:Jl='?7=:*]10:"DPOWT5aE%>.CRT-"931KG6L*#_ 
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H5C''0D?  + 5[;EB/(T  = U = 76-\?CJU  = TO4(8#  + VR('_-:;AM0*;C8#70"B4CROa 
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MCV.4B8Zi:_!>aa=_J<0!2B1"?9#(IV8EH_*F40%CV*G135O7K$C<M(a8GEW? 

CCCHK: ba c5b9b29a 38eb85dc60db82bf9cf7aafd6739f621 39c 3721 2b2eefacc5e540d3:3 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


223 


binaries. uue 


MW%(W0BLK6''NHQ37.NR0  + Z/:N*>)0:T:VSC>-:.NIBC2FN0:T%ZV#UN''4/CDX 
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MJ(3C.-?P3'!EG  + JU9/M8DQF-YH!PNNL8H8C#[:!#Ai:K"-LL"QK335PP9A;-aE 
H\ULXZS<T23DC/J-LYV9GZaA==W.7_9#=C#:>89C7>(X[G0-><AIL: YYRA. E# 
M5-WBYWWMG$YDV(/>IIC__2TP%+N.^">3U)S<X-C3:a>XP'*L982CCY;=EXY) 
MN/12i:;72EI1-L"D?$  + $#JQVMFP5%C'0.?IF\U7<  + R.4E5  + 1/  2_:G''G2?6H-7 
MKRPAU53'-FW?L?<)6HQ'AUOWT>**X;N:,C1XCSCDS/88R_09G;HY_PKJV<L< 

M'  D$S?R<U;#'  H30ECV_.*9H*I_(C#PR-XPF\3W-  + >1  :47EED*!*\3C$;>NXCL 
MN(!R;??,-:LP+,=SOE=R/Z3lA*,ISH8NK'NW'\a>'.,!',TRKG8HP06Y8QK8 
MHA<H59?LFE\'ZF39JN_<0#Z2V>+XN\-=#+N^M;V338'*2VS3+/N0,19126QE 
MJ J [a  = 3 ! H5H55<_  = "-#-0X>  = +"  = CWC2ZVS68-(  + A ' ! 0$ *9K ( B-T " C S>89 P9n ! 

MPV'+' ?*:-Zaa\a)5LCU*NaN1+>/O37>U#8#<0C ■ (CWC6690I?4(%-ZS\W*3; 
M"aMM26S,32.3  = :A/T2ZG$2Z! WT# C$9PQ ? 1 -77 1 ? P4a P, N VH 3 ; 3 BB \ K< ? 3 Y% : 
M'YH59XCNW>W=S7UX'J/+5>N''CHaBBPD1>?J5M_9;HQ7V%X8J?G'AK$7WZ:RD 
H4-CNCNX!284U!J33+S!)SY<865=J<!303JL*\2==.a:8+1<-)0BYJ=?'#90C 
ri;FT#7Y183PF%<aC.*S<P5J(QZ96?O#3O4.-C0-,ZC-1=>8.0.QJR3T+?$8C9 
M.:V53J)HR80'IZ</V*)/#9W=%CN'*W(C*R1+9KEJ6"HFV3'<W/SG#5/T/Ca; 
HLQ<3T0APZL;?1 R?XC^K(BQN 'TI#3$0)$*$0C2H_a4\5LF;R/K; F/$?8R01 :7 
MABC*ST-5K8[\6SZ32()DMB6=*V*PVHS0'N/Z1"20F>?3EXA<:B#C*CXaX_I4? 

M + H7-+FaZA  '-S  = = MG#  ! aXKI  [ *6>$ D S A^'G  J a2  ( W , ! Y?  . U I GGa  1 3 L-  + H " 7 H K5 7 F 
M' A338ATL53UGSS  '02J  )V93JSJSR3T%"C8'  C2.  ) S ( V3QB0  L J V>  . )AZ''B:-)S, 
MX7C'*F-UQEKJ.W4/L<CT8GQ*<3:1_V6+1H,-'"S93T<BBaOHC_0>L#;/X,MI 
H92G+3W8YWUa7"KVY)TK".U,7,86L85?1C>%7IOE.)5:'0-/I2#Z%G,C9>.(D 
M5(DN-DQ"Y1%>3IT#-4F0! HC=40W8=5EQT(BI?8)5:RF$6*BE1 A$ !HK) . 38XT 
HF"3ZNB_""75X%"<D*9V ' X9GYE7G ! F ; I J A J LB0HU * F 2 C \ X4 7QQ9 C SZBXO . Q 
M:K\Y=,2X>C%B0.H*)0’ GN78- : TO R F0*BBK ( : IW) /YT<>W32Q !<37+;T287*L 
M=H,FaPUN3/SaD5UIXDP*Z45'',_'"KGR.KD.<7C%423>-S?#B?:)CD)7:8EJ 
M_/I6aaKBBI !1A>:8#P"a8K32.8G\WZZC3;RUC!ZSLU-R(.TSnM9IFD';*L>C 
HMB3RZC<,4WaHDLLH%TZ=(6EA<LCEZ+Na\a*3<. *0: GW*Y/S,G5K._IU#L! 3E 
M'T2P)F/3aG_H*</9;6a0?Z93T>J3/3l>G1FaW_,8$R?8?<D*BYZ-AJ,FTO[= 
H\:ZBKR-K<V_<J*T>?\FGR:'(SON,P.#(NlCY4C8=K<1KWS+=*//8'0T$1[;u' 
Ma*8(8I_0TS,\EC [>GUV<8T9K,O8070,6"Ba-33>XX>C''aG,,-N\AUT ! N06SS 
HE*A.YK,W3CJ4T,;+U?!.G30Z1KN!0aF9U?<a^8VD.!I7<Z69""V##AB*'7(; 
M7SP3YK-X3\5WAG-/5FaCE0_N\GTXFRC8C'5/6R_XK++'FH\0#1YT-?C44UP2 
M?TO'.PFA*?\'2R3HD%1L.SP>.;1_W*A)?.!Z.ONSCaDN:a8C-NYI#BE79Z); 
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MW3'S-ZC"VAUFG4XRa_5)7#G=#04KFW!09_'HZA9.WHS::'0_AY0KZC-I<U_Q3 
HXGE/3GZ/5?2(-,:G3C<a\6'0Z3%9JS\TRGHO*U/^TNM.CQ;a+RC'6O3>.L%W 
M0V,0\M#HC,9GY !I<>X^''P=,0HECFU1,8{8J.:<0K\y:t,SE._OFY=GTXG<+ 
MHI)T310"ZQN>WC7\"SXC.Y.AZ:X:J":::*25I:f5WGZCA&C'#\.DV'';%*:7$( 
MSaMD')HVQD?8Q6'X/!a.5>-M\(H*;+4<:E#C'*)A!SHD7_0KMN;2' iRRzDL* 
M?VZ]a.2:&;0Y7BDUI[:%J?DY>\G0(=;<#N+0-#NJ!_H=PK:YKN(28+:%5C$4K 
M-U+B;6C1 !7=H5QW;UE2M#PC*6)?&%=Y&11%0G76FY; ■a%_C9W7FFalT9B 
H1300EP'I/=23E>NH6:*?>Q\1Y9(,287KUI^''.-X_5&0&J;D6/F2MD'PC=$E" 
MPG[PDE(M/1.'>XF&FD$)4F)?'6T4!66=*8/TU?8'aMPWA/+%a?HH'NIQZ)LB 
MQUaQ/N>\C8Z:z'N'_-L'U$3HYF90;,NT) F X*<% Y4 C N U0 O0B<3< ! 02/TUM[ J ; 

M?0H]GCG ! ' L-GU ■?5*P1MP8?8207*(_*67%N.)3A5/=\5+JG,KZPHBQWMT'Q/ 

M$E35/ : + ! 5 + 9_, A Z K+ 1 X A39 H 0 . #46 C XOQ-0B / V ! .EXG0H:(9a?%G2TCN$\GP( 
M-;C,>1UIKNB:F5'!'#VHX'KUCZC'BH._J1S.)XJ8'DN48XGP'!CF07Y6I=#V 
MSCCBHQ021 LP0M4MVNJ / JT=K' #=Y8/(^?R#:i5L$5QMUS=4F8?9_$#2-R5D0( 

MT0-0A# '<F8>2DA9PaF?8'  *8%6)SH*a/GT2<6X-U  — M)9<M"?IWFV6#9(**  . J 
M)V9%a5AUGF;0"H)"W%:6(U29: : C ( 5 B 1 9 ) VG / ?> LK-# Y E- " _+9Z B$ , V \ MG LT ' 
M91XGCG<5F?<\J^HCM8'S_GUP,.A3lVUSASAE!HFOJa=WZ-3029EA5EV6;76^ 
M6#=NT$/ES$N>/M784E(3N,7)73P'''Y-885E<RJAQ0Aa.(JAZ61>K/3?,aG4U 
M:X[C8+)6XY8aZ$aNP69VGC;E':53'A,"NZ_H#Y31Ya7#$J.^016Y%8ZJ^H\/ 
M+6[2CF;8!*/!H"'2MYD=D8+526,YSK0_*.,BJ:K"'./88YNHDHHM%F7'0TMS 
ME7a.*72C6T'8]N':7BK'W$?+-!W;TVR8LMVV7ZL?W;JQ'56GSG>*:?*NJ^,, 
MC0C8)X1H[M-XKK<I+U66WC/4MC,AP''WE\=PA8G<D632KZOF/9^9YY:0"E:C. 
ME)KZ>OCCXPY)AW*8G5YO%WISO30?L8U73CE.ZIR9:9IUa(9S?P:,49$UN2Y7 
M**<'H8V\:0C#Y'IVP>.#P'Z7VG,'Z7K/Y7EE$2!U.)OFME2NGRE/4N*)8*_F 
MZZ  ' ]Z$L057a7QSZ6^[\K! PUD<)<UEi:27I'C$,#’ZN<D,C"E85U3$!Cua:GC> 
MBLA"W"EJ-S:X+FM**B8I'/=ATW00/AXaY9'"3AY#WV7G0*=XXPHE!ZI6S.TI 
MZ<XVY0+"S4T7KU'/IV[:\F6D$'BV$*<+FU0W-W>ZNPH2;V1P02+HCT9<Za\U; 
M#6*07HJ*ZC?B6=PK'*X'3L38)-Oa*:!U#*CF_5W"D2HFJNJ/MC04.$,$:2*3 
M*MXVYR)9N8C)2YF6,B0'''$R,CF;aA,0UJ7O0(''6R*85I08>TJ5,6X!F'-G<: 
M::aP6//71N?9N0KT:(*;NKOU=).,aZV8V:6<UM+,''\S;4O$/*.A'8%8%Z''F 
MRIZ_AASC9Z;>+-' E/0"GD . /?>B !C/:!<G!!DUB\aD0$/T,'aZ:EaiSJa6:E= 
MGP:u9WX0:1*G*-F!#+N-8=>aRa9'Ca;PO9+/A8KOTU-U3T>_/:JLCWFES<V* 

M'N^.M>' L#( ■Ti;N[VVE,Z"3P'Za8:8P#T>D'*LU*a0?R)a$-V6!HLRS2DTSR5 
M6 ' , )*U\ . K;_8)*:mJL_* ! a=( ' ARX*9#"<S#8DPE)KG/5<4IXC;9>: ”a0F8:+ 

Ml ?>( ! ;79aW2?C08,5M ' AN*FIUXJ)_',)#I6GJ5V0/AB$N<P?P''%BU25MN.LG 
MBL(]I9"a-0aOC1-C9-62  7 + R68821  \_M !+$B8H0;B0HNS?9  = 8Laj  FJ  = DA5/EV 
M=W<Y03TCJ%: !V(B_H1S\6S4G8ETZKN19>J6:r*TZ6.ASA;YC>59AS"T/Z\8+ 
MIR8H**-N:w?WJ=a'<5*P#V0K6\:3J1W-_H !S9M?S:T4>/Z2;%AP\U>IP790# 

M<9#]7a#. K' :08' 58%9B-?FZ . S7HL2W4,'(:5<S08:a:*:4+CS2C. '\S-''+6k 
MU2F4G\''UM>+Z<J6H 'E3Y*5+YRa?LTWZZ0:\>#6AC!j.23$B\;\96K>S8/UZJ 

M<H"RB5*',P.< CH*.1*TB5D;$'8(R\Z57R2_8''ZP:8FT0)GNLHW/D%.W%4? 

M-S0N!I  + /8H:\;'ZO'  " a%  " J P0  = > D RT<_9U  :NV0C'<JR1Y1  . 0 C 1 39 ) LK  Y2 1 M = 
MPC??P0?_U%>6HVH>MDU_D/V->.H0E9.'W\7+E<H;?A9I#CDU!++!>R+D9a/B 
MZ<"YSEI4LZ: F I > : P#3X Y4  : 3 $C>39N9R / I Z Y3-B ' VX9 ! "U1ADZ!BP2W;2/0,Z 
M3-CX' ?: AXS>8U:7F;01  5 5 MM>_ D L$ ; F H Za L3 A ' ■+BD^V#JCBYDV:-%;#3?:AI 
MH2(  ?3>''>:g48MA?:v-2U3,L2JK8  + 0#)  : #a  = " ) *M90N  P ! M LS C , XC  , 4 : G / U / = " 
M=XY3IU_7=$U_!#>-T43;?aCR4=:0,5(RSL;1LNF<EO4EN/"*8'^GDB\GJ);# 
MX^IL9Z'DF3)2a962!BSV4U7-/3.aB8T9HXG902A',K2C^Y764C*A882<'a'2 
M'\"31,7\!S5C4!SWC(X1ZC=0.U; ' >8>4 RG NN_a ) X " _ Z - S H>RXN !YCZ=.F>\9 
M8(R7JH"L+H-:MY89C9T?CK6a8*$<M9MPMZ>89SN\35)S+C-DR4"<-$X.Y\=C 
M0Y'GD94":<R80:0:*FP*=.H";>4CE=$;C;:;75#UL6SZ99?>8U2X98VZ4),J 
M'';BNa7=A(GU.H)0>809N_$lC_,3DRW/F)":DS#S;"T;^6%X'?'58W-ZVL2C2 
M#9R6DUX>?S<RI/ ! X='X,N!*5"3CZS5,0\2_T0V2.F . A 1 08 \ Y Z F \ ( N Xa8W \ D 7 
M ! *-YX^4>-8BA3_V_"5NYU6/9 . R\ :>6*'J/a=:RD_F"ZFFZ5''8VKS:M(94D-/ 
MD/A8A_J7%T)GD'NC-''>TV>j:B3J,6,ES/#( J Y.a0VWl P9<X0SL:N70$;YS'  ! 

MC  = 3U(ABU#CU' I#a>*:5-C3)D%KK0>2TDJ  F !N,R/0'VV!/K1F:/'\J7EI'I0N 
M80YY=#038>G!80_CP9>_E,TL"CXT+<N+VYS()=4a5<DCT8YU,82>*a43',R1 
Ma5_R?.IY_95'7Z>17%GXL8P:/205DFJ3E-AK,-W?D.7#43^S+(1B)R_'?W9! 
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HK46C_iniG\/YG5JM2XEGS.H.S9:"WZT?*09,7JC;ZC,BE.VEKA1:S5CK4#_ 
M_M'i:_%*#Z-'?8,U_\4OV7&/IY$7#:l«l#N5JFW///)0/_W3>MOaPOH(_  + O:7#  = 
H/FW=\+>G'5#*='QZ*0N34Y3Z#H\.#G?1Ua#<C2B8ZV(?F=VACAX:A:+[[.IW 
M0Y?_CGYWM6#+-?NnE3VY4+S2aV8B:S;TUM!G#.+A?L_Q):GELKU-YQ)R3<"? 
M=/G?4C4\>%908.P!U!,7' " L) 5 W I = \ Y E 0 / ; 3 A 9B& A S \ % ^ ; E \ 0« C Z E a H Oa U F K 
M(-NY/0>/K+KE::5HP7;N'104V7P-$46'E'SZV'%=H^JK/=YPMY28;P-\08)+ 
HNSU:<S*>(QEW:#=TEVG<,Q:8'-#6-7IM^.jaEO*&PU?*HAH>H&5:J\W>W5<2 
MZa8l?'DS"LE+VMDB$91BE1EZUK<E9UAC!aG&(NJ%/'%8I<R\6.\>*7BR("(* 
M'F4],';G'VK=P$a"L)_$L>R=KISFH0ID>VL9I'9ECYL:QH_;7N?%2)\)K.,K 
M="E$IGX!N8U:?2jja:01XY*>.5:8a2?=Y$K0,V8>FVPZA1'E:MK6VaMEY,8N 
MM"/CB+BXW"WZ0,KXWY)8R;&_E5<a/%8PEX"/92O3_FQ?L<2/TZS<';:#/;%ER 
MV;6M/N8%+5HV2l87T=3E,RUCOal 8F1 H02 :YC0T\.99;WY8CWGF=P9'M>YHR- 
MP75L):EEDK_"Y#V5E+:EF6X>R;RL;0I3EZ5(5HDJ!K"(+_Y-GP:9;,ZFE*)\ 
M28A2%1=E>*AN$>$KT.>F:8LG+9)$LFS-9+/69I!ZZYVL_WLLOZL.;:?T:A'/ 
MUUaOCa!2PH<3S$K)MI5DF>990178K'a.KSO%=:+2<7;'''IP=G?+''3Q)YYVD 
M,T_BU.**P?ABXIBBZ(Ya5/#.!5>ZR:aG25LJ>''0!."-3=2T_\V")L',',RN2 
MG3TP?Y*FaU'1II-68<z:>*D\WDa8>2+'>$6I$>6  = X2l>3#1+?%:F9'1  ! 'PQZ 
M>U!BM)9H_*_7JP"E*TEC(+WFXJ>.FF1<>IV-N"KE%'QSZ*'_84R,%9;9A_?H 
Ma(Za''$^;P=,=144:'QNJ1V*DKA-W'6_5X$,6,^L"AD-'4A0+A_'ZU8I$H(-' 
M;;29#8YD''*,>"<7:<'ULI3:8KMYZ0PVM:=6N9:J35'';SZC.8^C#.S/:ZJP_ 
MP*-.VTT>-!P0XE0:9,Fa<Ka=G(KFBI'1;<.<-:uU\-ZBXN7$.HW.3a?E<B\E 
M>D:/LBZ8<YTD8V-XFE0#H+EW#;MRNHSPQFA<-W%=XPHV+5WHO0M0H-':'L9C 
M9WRG/RBa))GTAQ0/Q-,0O\X$533RGB=W<<a''9lU=$4D_,6nT5+N/>BEE%''? 
na-3Li: F\"PBRB- '?F''6P"Y$'E!OFLa6=0=J!\4O:QN-2(KR-"962$)C(<7)( 
M883V#aX81^7FRSY\5M%///<"F>I>R5.VX3'VO$%R'<!6G!89#_+%<-EaiE\C 
ML#8?::'HI)=VMC"X'/8]W7ZZF1WT>VFRTTDEA>)WJa%9F->//!81*2BV5Tja 
MK84"%=3*UOa(P:8/:#YFIEX'KPBL2#HE5-FTGFTR*>4Y".>MB#ZSP7QC#M5) 

MYW8) E F26K<ES . (22P7T;  = 'V$6\Q\9#SBE>A:EEZ?.+''-UKRU(=<a! -84W88' 
MAUT"A27/'L/*(!TK6Q'GU7$+PN<E<JR<;T/'T:Q3SFX\WE#Za=RYLF%3(GK: 
M9JSLZ='HJ-?-a'YNEH+\N9OJZ.RHYIQ*##"2F4Y10i:E",FN1+:i6I1E9;aC 
M=,DB.I*KSCJ'E:WHKBE7E4\UULT:=FN#QQ\4QLP,H7>E0PU(W$N?6*1S\J0/ 
MB4JL:_\*E(UEZ2E;?]<aiXRK#OF+aH6?=J8*%-E]:)D,BUF\E-V91PDK0J6< 
MDJRU*XQ0,OZWD  + 0KYZ_7aTDIFL)E''DE>D1WV42K#HJ!S?'EZOR)Z5''K4*:*E 
H8AWJ-SJR:Ba:_8/8(*a*MB6,!/K(X^EYD:QN>6G5/7'IG?+A':QE8%D.=33U 
M>5#VKNH9'!:aR.W=-8*E,N2FRA2K;$I.349ai;%I+,Ha2_RDEQKQYZ^5800O 
HD+%*7VX#'WVZa=9J">%ZVKU;*?(*aK6U;'NZaM_B3V8R6ZAF9<-::+ZZ.#,3 
M6aaKLL6%>.'6+EK8^VJU7>59WZI1;==A#9P53E7<"E')"*S*(:5*>,<Z%'G% 
M'W\'KU)"F\!U)>C<E\/*!49**8-CS(YI-a*E:EWL5K)F:*NZ-KRP#<''03Y$O 
MOG!B2NS5WI5aN0>R(KS1*XHZai7G2ES8?G")?P/T"P6U'K?$P,:HM+X39EF' 
MBFBB%6Iw:s>E^EO?*J>RKLF<E+.EK=$C16_ai'H:aH:AN30M$J99=*0-HXEI 
M2CS/J '+0aE8A:H0P2/D<PH'OU$: !AP">\F/ET"#/L'.#-N5NGN/1D8NNR#_0 
M;  VCjaR5R*ZAG.''E)WC  = I8:*CCU:ZH7;X2EL1K^%*A#>#<?0H,YO*',K 
Ml  Y90*  : G>  ■ '';O;"Z4F_D73\G0  . ' Ya<  'aP?(3T"TJ-I*%5>!I  = ''::  "93AKa  + YE 
HZaE4#\?#%^a3;3K''/F8UL,4LN’7<.aR.H<DFN?U$'3A\YE/DA6^-1RN42$7H 
HII8W?.E1EY2N+/J;\<0AJ%^PFPTY:\28BEDY3I=/,E:H!AO:OY*9^5_Z+==% 
HJ'Ga-+;NPACH!RJ'4T4._*EFJX:7an6a!$^EE;"9:;CL*$*':P(,"5\5(F*A 
HlE*V$=#E/9UHaE+VK8''7$WK"'D,-#=_E\Y4;P50\^,1T>:a<la?<,VYE=D80 
ME  = #A7\HUCH,.\5!aR' a0U  + 3 A6  + J 3 I " <3U0_P_> !E6aE04ZUZU0Ea%?**'TG 
HXU,=;SH:<WS,<aE95#UFR.5I$+E?><E9a0B//$W"5X/G"Z8T*Ga7%-\DETES' 
M]MIP33:53N-H3 '4 : ACS\GK' C?M6U+?Y<T>L+a)sa^a38ai9N''KE^, . ;1$98< 
MJNOGBa:*5R4*># ' * 5 KP6 1 98 S $0#< ■Pa;*XF"Z**T6PRJVV"RGK7IHCa!\PF? 
M9,V;27A5H'HYYHIVRPD7UV8#3%*E$A9WL6E=VaVG:jL8V=0S%'N'#:3$R'EH 
HH"=6=XZ#'a$,YA%W;K$'V5=U)EF*8F2<8>+X\'==(72PUUR"_HRa7i:8!'LH 
M1T'!X\:0YAR\S0DE2%?=Z,J+A.*4*73BL^<aE!C7SUU_\VA"_!N,X=5SE\-A 
Ma-J(.#EY?'#\W1A.*a\'=2K;4:5<W;/RJ*8)1=?;R#!2-'''8$CA\8<\5\)Z8 
M$F?S_H()'/*)TAGY'CE^aS;:2BP2CCA7K8W/7//\2G''U''CBai?3P%(BG::! 
M*2>D?ZT*J'EE(P/V+47%:2804+#N]' ' .*PWFBB=>_K/*E#VKX\CVW8EV1XR( 

MJKYE7>/' !HV-V8E9X-MEC=. '\E/UB91+,U:1RM8AG7>L8+#K!_\-D%UD1L0F 
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MRGS$DAa#">IATF('$0'E'SR''C-'XQF.H,NO%-#C8Z:[V#YVG$7L9:4Z2H[:: 
H1'V))7)''XSN8T[VaB.2A6=,2"^:MFRC=E<1SS?.N3*EP\#'69H"aOWSQE!CK 
MH:,'RV6<-MBL=D:RCa$YID.R*0'?+PGPV'-S/G:S)3V$/Z#<V\a9WVGCAPEC 
M8FX/SX3OLG:XF[:8>CUG  + <%/D5H;ARR#_%4X1&"-.%"16UHK.0(AH?&+!!>UB 
MEKF1.?NF-6U=RXISXU3C_K*_0M:L*32XCIQZ'U*=_!Z$SH.CPX.GNT:aV+:N 
MWKI;lI->L;V  + 5P[>'Z6)M"B>_7RQ.08'17'EK1C\I;*K<GPR0XP2R\  + BF  = H'9Z 
M[#;0''V$/ZUV0PSV!W"<WW^ZM;W — G-#9%4C%)4U04\/=!Y?AL#(XI,AV*-' 
H<-'EHW-Q5./?M0:!AW4X5,UL85*IBCHDHH%K=:'7;88W$*YQV7:(-9a=’1/0 
M/4A?#H8#./4.80M3PW1F,%152G\X*!C_!L-70_:V''Y7WA%aaV\TAPal!S%#" 
H.S4,4O_OR?1B8N="GJY_033F:#C'?F2\#P9'%*K$GOH#A)8PH*'$Y,!;4RWQ 
MMP'9Y=!+40N9]>WP:Z=*8AR/)LI'-9RC.Y4Ua8L!!2MK5?:6':^79K5+MQa/ 
MC'8G6:EVS(8/)8Z$P/LF:*.X=-L0Z(:%I7,Y<:Q!AS-_,L;8M/$EEY,#5_A" 
M_LWaQWF+*:i!1Q.ZMS:)2L!//>QC;VM:;>0%4R.2-*"B=aL;'L=XR_0H)5BB 
MZ#F7/7P+2B<a7MK1('F)'<<#5^73<a_MSQD-?2FD)S0:>K!CK!JN$^,-D^?' 
M"C=Q0B:'JNX$?+10J#2,: 7+aF65._Ya2B8WEC,CC'G/V?9_*E7"*V4S7-C?W 
M1\>CV\QAR:aNX.VY/-/NVP'XH250*KBB/3;FD<JREQ>6G2E7R%>>2>+%1;J3 
MI*GAE'\ZL!?HY:/K,:.A:8,H7Q(?3;2>laR6^"a9.%D/#$E8#*4E+DP"68Z' 
MO8:,6U/V7j:-01,%4S0.4J_3J^AZH7HC,0MNaTOXRO<?>H!$’?7VL\T\!;$S 
MS]A:COD*4!D+8HK'(<(D,8?0(X"OGGG4K'WZ<9KWKJ:W^''B-9;V*G"!;Ua>T 
M_N5_H.a6O+O0G8P#Y8J687(;#?5G\%K=B.1.)LD*H:/NaW;I>%3'(S,EFP\P 
MMW6?LREUI_<2;=P)T=RYYQ:=U1XXI.H%8''J3:_%>.4\R:P:7C^*+#KG;$C"F 
M67\A1PPT%(\8ATUV.DE_>(0N91DK')9)7GI1$IH_L.?7CDOI5_,8:UQZ=R8J 
HJ0Y.XCD9DL_N]0CV.MJ3K:8OO3K=853J.'M8HJ<H;I"L5"UI80Q-2C_)G6:F 
M//G;0$8OQ^:0-SG9'Y!LW>L=X*!583"YUZ''S9)Z^C*<QW8,=CaOG8LXA</RM 
riU'55  + GCN^)CL+\  + OSQD/?380)S<#  = M4;0  + R0LISHED_G\M_  + 89  + ,8\''AHFNX 
MUnJGJ6?CK70M[YN2EK<U=O+F)R#>'i:,C_^Zi:_C#IFO,?0*XJ3,Y_/'',#:- 
MR%;<(H898M9HF.LVK'B5W3'Z23OI?3aHWT_o:;7#/(893A(7,O'\!A0!U!T5 
M"09KHV?N393CVCXG15"ES8_0X>FZ1:2:t]D  — C/:0?\>[;aN'P$Y14HTT,,  = H 
MX*#'B6.B\O5BZCF,5>:6EO75C$='*;J*-SL0Z<VZ/<B%DH>)-OX.ja0%>9:0 
MI)7G;8-N+,*0.I-HQV6\D#:78PNVl\>aX'*TK4PU.E+PB+MX'‘HY3N"K9'7R 
M^:T+6#=%'-8AE-Z6R>8C2/IKF/X' 'K58==QX0'XIF)PCL-11#Q9J5A:#O'3/ 

MK-SG0GO"''?3JDU2IJ*TV,1WB(%,XV=\' (!"FYXF)1!G!')"<V:"AH2K6?8 

M_IC3#R:4CQ2-.S%6L_! "808C C C , CTEHWTP  = ; 5*K<7  '.;8!:#FX4*:Z!*%6E; 
H>9>=]E0')KC5TaSK*Q,nE8,"FMK;A=L-/'!QE#UX>=$7'5BJ.H5%A1?*R.K# 
HOK:3EL*R9T!7t;HNT6_'EY10IYK1 ; 6KS^ ( /-73E ■ +* AY#Z$AG )+"61 ;X2S4V 
H.H;QC0C:=JGW76;"KRU%),C7X_$:H(D.(-H*/<%Z'!%E?06N8=856+Fa88W= 
riN8'',-1/3'09H"'UPBi:vP0%  = WY6CW%4\,F/K19C1>X:9a)_AN\;KABXU*E0N 
MS : 8372 : Y* H9$++> C 0 : T R F I " \ Y ' \#E!K5/T^9F8'UH=:#-.,9]_8KL=JLH_$: 
HA:::HDX(#EBFP:Z:*L''JS/G8*-N3WCAYRC9L=!X*JO90QT7Ga,3$NR#)"8KF 

M-KR8H\$6A%AD;:#K5UFE_=O0N#2-<#WSEY5JZ+Y#I3Z9, ,L38>;C3' )_<V 

HC6=V=_-:9X$,C<FJG3>PGLFKE\J'0.LZ<:X<0FK*?Y:iQ0'TA>0aUH7)CC-) 
M1EA(AJCBa*W*\2'5#'':NC?>!1T3RZ_V3M,-(' =M K3_ ?-<7G 0 E Z ' 5G4=W0<aZ 
M=_2-91_X%Y!M8X?Z,8^D:://?H5:60:RT:ySUCL)P:8\=W.MTJ — 60%T7'Y%< 
H';=Gi:>>7F"DD=J\N-!TR8l43^HGVBYI7MGD#/?B+::>2Z+PX.F0C*.:/X*I) 

M + 4EF1*JCY3LNJ"KY6.88<2_UFD"LZEA6='_''a)U(D'Z3#_Q7ARIK-9VN''L$_ 
HP10\CH$*)#Ca>6S"-''"45-Z\a*T8ZF\9'M-817*_(<<.G-)'3$)8*/D38DJM 
M,2(_/:*0E5L(U/)?WG0+\_X0R:?_#*QK/%RJKHGC\K/]I<N%T/\M<21=I=''2 
HW_R%*9\%JS:+=:K!I^_+)WZS=*ACH)XRUC,M02\1$V5AUI-/CH8Ca3aW\%_N 
HL#4(S%3K!%78IJ)Y;\KG?CV$<J80>V,\",3K(6IK4ZZKA!.U=PY>.U/LX9\N 
HU>N%G;5Wa=LLaR8VBCC0/^aF'4_61P:$*E8W^W(:?^*SRC+^8:+8S84UIJ3)1 
M(:H)SPJ3\H,'>BZLT9Y=F*;.V1EK.RaaGRO(B=/23L:aS8UT3\;R?U_#+0(Z 
H3E  = <13"5NRKC/*0U8)2S0J7?-BXI\#JUF8$_LG)0E5%C5i:9CAFCX2YD_GU"a 
HTY!3U<=H8O:/K!H<_H^XHCVE<60#'!O'/),:jA:AG**VN*OF/YX3U/:?+6.G 
MV0:AMC6-SZ;8!AN=8?422-9$CY-N8CW/-/N1?7a$'YNa(9'63Ji;N+\!WD',* 
H<E=0MH1*B\5!NIUA+_C*NNI-F368WFV>"*T-I*//N5KFC$AEY!Y5WT%V8#+: 
M>,/.C)W3':L!0:CRT8aG^/\/)+9"(P88*>*SNW:4_A+K*P$HVE(KC7M$1J!^ 
MI<8:Y:i9S_>MN6\3:A"?F2$0\4RRC^2;<$2O9''*aSG:  )G\>F,_$)  + 4JM$?_8 
M,-?aH9'>%'J%!Y.:,i;''F1IW<U'N>/_/;(E149_5  + IB''>V)10'PNDC>RKYG'SA 
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MW"CU$X<TT%8P<ZRJJ'IVS3LC:\(':-'V80T>UB8)C>!3*G(;GVEYP'N;5\ia 
MYN0HC<*K\*<R-Y4J.C*a?F+WCF?UY41-H7\8F?XE:0P/*?8C72J_u:BO#VD? 
MQ0E<D$8F,7T,1*TWV""./9TI3,_G\D*?YU\OE98JJ+M.\EK2.a09$QWi:Q2R 
H97_''V<59P.OX%:CN2V5)aSX,Q0!V'KPa),G=Z:4\8U\TU_$OELVUU:'8"\X+ 
M,C*!*Q*-I$PL\UQ<P*=X]K\>JQa3UV/Y/"UZ'.N3#PM=JI3EC:0a6%>('V/: 
M]ZX**;BG/ZB3HP81A'L/^1CH:!  ) R_G Z , Y8_0 RX 1 I : F 7-> ; X # H \ D : \ E7 C P = 
MGYZ>G%Z='!\='1s:8I_*T]L*/5J'-QESNI;aCGZ*-8I:T*U%ZW<!W=:"]:]6 
M#''N-07_8  ' ^PK6Q*(  ' , = 3)  J : : ( Y D*  " * C ( ? ; =2  X%  K*>*  V C<  . B 3 V ; C 3 J ) ( ED4MP 
M,:$R8=7>%T,Z61](=+>_:XW07Z\S+AaY$QP9_QT9_VT=''3*:/R5W='A_8EC4 
M>.  1 VQH-7a^8K!  = ! % , C " I 9 ( D_W 1 ? 44 X2 ? -2 P 1 02 ' < LMT8 ) ' NNQ1 :o/  = G+F\M8 
M!SI$"SH=L3\95$<UH,L!*:%?T0A'G6OJEZ!#QJK;\RD1*'BQ;YHO-VZE12_J 
M\/4.]:%U>$SWX'MSPD87^+NO5,:RZA.;JC,!NL0'X%VVJ*<4Y=CG8la-;'_? 
MW7S'O6R3W\D(B"O/*WH>K.?HVN]MC,Fl5<A/1R?.B*,?9)6IL,/5Lri),0F+* 
M-5aPH_^SUPNV0":DX$DDYHP23+"7!WK/+_T)8XE/:j0>2T*6'aCBY'T-V#5J 
MSTN . 3TX  ’ :U%Z[:/EI (>T>*M  + A*X7>- ' Dl  . 1 Y_T# ' 1_0T\3Y3D8O!0$)U$CE) 
MET"5/E>.1P_1*GD2:**.F:HESY$%?a0;U")!)BNY_:CL:6WK"'HB(XT')MC3 
MHR65+/T+U0'=DOE2=I012^ai#C>B?R7L<6!\76:%I)<P+RUV)%X.4W.j:MC= 
H'8X8D8<S[:!+M*>E#+EF'\F>'B[5%3PD^TAFN.M^;L"B_90WZ'TMPV=LWRZA 
M.0DE3G1))  = [;:9*D1  ! 5E>/R7]_8> !!>?R.A08$:)-"8CJ^4ZZY5HW\[Z*<:G 
M+<a>+Z.H8W+FG72'XFYPR2TZB?=F02aaR)="SS*M,*"B1\'T\^;=\-YC46$R 
M'>6;638X*-G'#;L=R9asCY:ZEN^'Z27'823>.DZ'K%1VHJ-//$^84,V\$\\W 
M8DG"YDF9#9_8\:iF5$.=]L?CR;4<8E7HG_1Z949(F'S%'?CNa%FX':08>.+P 
MJB;.X<*:3FP,RVaF3W'<*K(D+8?>$UZ=8-I\K)"C,)MF?3G*WH$20?30LE-T 
M*IE=BCB!>TL<)\-RGN=$%;V.J5D"6UPK:C7+*7CL#W'EOC4'A0'BS8D,GT8U 
M$:9!Z!:OHG\Z20>N>9R]SL-\/D''')$5SN$"W9UY4)C,9.8#V9)X4nHAE_!3A 
MG6HaC4; ]aY3XE''3%*<>G7W4Na\=%5>/ :HW/54P0^I8AHVY-7aLa+C#C/BZ+V 
MGC10,C4MM??]?'aR('=+$+<W''YT#U!8D1V'9I=T!D,<?_X*;+VYS$Y%#,P5 
MUaR<aKjaFi:DR,  ):P  = ="<a3HF0546-HJ3WH<  = = ']  = X'?812YG%./"R\,)_F42 
H;:"#IE58\U8)#F8T(_M0CGR1 5 Y Y>=W : P99 J 8< ( T>GT '5%C<3T%00Z("N3?M9 
MAT">/#,R^]5'\GPaN''+KX)D'9A;D. 0+WLTW-2+8 :EIBCN58%nU>)CF/":+; 

H37L'  'Ca  + L,%*DDZ1#FK%! L D 5 Y9 5 ? FT48 L : P78 / $M8 H U C - : N 2 $ ? 3 Z 4 R X I Y#a ) 
MZ.P''B,NV*/DZ0ZAP=!AC0F>D#")9''C)WH!CU;aM5Y9'>N%MLB%;$HKS8["$ 
Ma=EN3K;N$6:CMTDMV'0PKJ8-#_aaP"3<88[A:_a+:#JV\B><%S0HS8:'%**9 
H'\a6H%;R'!W?L+61Z3LaF+"(2WG-N*J7TX=?SHlCB8J%7^J(R'_;8"1KI)0V 
MY$C1*;YCGX-V\;U*8a>PU0*"(C9'[$B^'a9)78NRL0?"3!6''F3aFYZ9*%MS? 
M4BYGCSUI^GJ7<+/9Z1;:02YG*5>A2_RH5;FKZ9OG%=3*1W)aC.3>0aL'#A## 

ME>22  0V8#/$MJ=Z1T2%.*);7X6LJO#,FO3/0)\/4)F!J%C:  B_ " X8 E P#T " C P9 F 
M'B7,V#E>IC'F_;a3*J.R7?K-4:+?R$S$9*C-7=6FT7\PUF:0#P1S#>8"+)%E 
M3C0/#$aX4Z/N1  lUGLBJ; YY/a_9DR;axaC ' ET# Sa-8N / T U " I ._0%"4Za$1MAP 
M*D-R*GFNCV"V''EH33CF\%XR\GJX3Y2%"GC8W2V>:7D6?'>IH'\K4WaSXYRF+ 

M,LA3 'MVCN ■8IV2BJ?DI,=8HC[2F, F7=-CK)75aDCCKS*' N0N ' E"L4%F3P838 
MR=C#N3XA#YaY!6/;38:0N:*#R;PJXZC/35IN?,F.\B6"'SU+S38<)1?F.2l> 
M0KV*3136.;LUP4:TNGAa-+9R>H'\$7,RTG:NA:ZTC''+J/=$C.Z81Haj8KV\I 
M/C8_NP0$D97M\8  = 8DXa\JX#  ' # Y F = 7H  \ J 5 ( 9, 4>  + 37  = W 3 R $ !J2$GCF?9-J3R 
MIBI<1F'8G)Y>Z3aALGUVaK$=F3a+a(_;D"Z5a*aD;XIJ>T=R!''8CaUS"Y_8? 
MX%J3'7XD<M1#3(_a(-:\8-  = ; ' Z " = 3 a%<07= ! * \ ' A I * WG$ 5 PH% Z U3 C /8 A , H \ F 
MFGH>DP"ZK?%O0Y#\_0GPa*aj)'X97JW)UZUK;"W1UT?:HFP')'Z"J:%!D!+Y 
M[2_1>*ZJC':F_' 0S0*VHRZ?ZS) [\*9$<-Ea"435_7D9>+*03<B?OFX ' 0V*3E 
MO%A''3\''6H  + 8VH<"Ha0  + 2 = \=T51  WC  :S  :6BN5-U2J8NGB'  \ 0.07"XM__YS*?X; 
MB23_U?*/\<C_  + 0\HE_-?L<33$' 2-*X3 J ; 0 : > , a / V37>3 F . a E , 5 ' B 1 4 V WN^-H 
M-FBE?Z%  = X38R''01  6#?BRG''EO6XH2*6  + #/GEE3l/YA%K#A>N0  ' Z0/AV35ZKL7 

H9V?a:YH6I>-G_5/C>GIK:%$S1/-,%0+0Ua#E0 ,N1Ra'U\Y;_34SC5VG52? 

M*  ' %3Y3+)IE2P\a)-V\PM8L>77aF  ' ! ? W F D X 8 , >< C 0 Z U P + G 5 / E 80  J F$MJP0"''3 
H.U.VE$_4:WG"+F;=38S$GIRI308V7E2. )_GGLM> .NJ2_/S;G8B*7E(a<_P#, 
M%9Y!4#18.<8\4XX7NC/UNI\10_0>Z<$JL='8?;R+*VU*N+<C?X. IX9EVIYZ/ 
M)T1T13H:/U'3S*7C'BH3$>Z-Y8D20\,F'-JTUa>X)**M9WULX3!8;+*R#A<4 
H3a/aC#PR3L>/"'B;'J<NPK%6O86C_\)3Y')XYH08Y+EZ\!"9XL55'4BY+3"L 
MPZ<=OU+=I=aUK,W\8BN=VX:>3LR-IR/Z:4(30/?YYXZ+O8X1-U!3_?3#L9$G 
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MB?8B!/5"0_,=YQ&:3Y. 80339 *>"J*J,.O>4Y3,ED0U>TNCZJB2\7OL$U*43$ 
MU5"K.F'',5'V44/.9)C7*GK.:fZ<-2S+FYWYFTYR.$!)HH\881H(BK5.6_;4> 
M_3TS4N>.S_3.OGFHDILC%4S:a=JWMY0O+I6U2:N''TR=\P>ZB'/1O0^8:'=U 
M%$  + WG!<V1;QKN-.J  + 9R,#Q14CI.BF"7?RN<1;$#:*8-HG20>-*6HF>HRN\5''% 
M0G5i:C0)2L56G/>C4  + EAMP!GIE8FHQSD.#KTW'):*1\362+'  3<>-N0C9Ca  ! Y4 
M8_2/C<$)X<DCV?JN<0Q8"NPW:K>_I0H"M.+L8:=V)_P"#]GQ3E,D!<Z!N9Y= 
HCLE*]<P-_A/E74^='L)WiaG9GL_*?+NC>LO<F:*?W7M:,K8.PV-=GH$$3:*B 
HN\K813aSN>59]!?L[;vj/J3*N?$Y6%DD"Y8$>.GCR^*S1]WB.7H$.94#.C$UY 
MA\[P8((*?:K:\W>.E8!CKKY7*MP^MI7!5\^YRXZIKMA*-:66W.54N2J'a(T! 
MYZH/TJ'A\<PQC(7XV/-05#8%F.P — #C;UZT_R+*GX75XZKUY<GIR,CHZ.CC9 
M/WBQ"QT!";WT258")I^N,ZQW>a>a71H1D8T6K6'K*(1''IW''T^)W'8.AWZ8/W 
M/AJ\'a\1[)D!K<.I1+J''_?08O#*\!UV=PUQO*7U;?3L:/UQ%$I-)9GZT1D*A 
ML8ZS,]Y7/NG=VC!(0+Z[QL0FR+AM.+)VCTR41\%9$_S<>^.Z8KVU8;RMa\:- 
«/!K4L!(/AZU7_$GE)?V7%=B!4/!$E'Q/S_50=V.-'',"6+\Y6_$765C'*'V$, 
MC^M!/62'?#VHH>19#i:[OUX.7%#6J*Ka_:HD>3:TFKT-O;HE0>?7?ADNYX;-4 
MGE";M"’lC'M4;"6C?C)!)1XCHC8_Z'^O_Q!!!4);5>00\8KT0:(9O,>'(Wn: 
H)(FP0M\*#9XDY+QV2S?BONO!7MC'CQC6^NN#'4<>Z)UXC*S2GJ*UP8IS-1BO 
M%*=%:SJ\AH#24G-H$*3<-3FC;4.<1TU-_:8J/"'*8I<F2:9R'WHOX2B90<''3 
M'N.5JFWV5?=+:3S;A?<A<%H0=CI;7>0W^S(AF"'SULS!,6Q8\9:#I89R/2!R 
MW<]P2KV7?=<G#Y_6'IDJ8':FS$6S/0:iO_<I\+PBN2>Y*V:ZVP4F?'"HDa\4 
HCYPZ_lCO7!:_8I_E_5X)3_);8"TA<HR;\F_aiCa+:!;W-G;28D=C.NG0'HN3 
M=+.:N=;CM78IH.9TV7'%H6EN"HNa999*SH29.2%;T(.*aG'P_$<P<KSCW9=> 
M".13.^7:hIU"?3+MF/0)6J^0S5-Z50(FH2ZZJ9T0T^F5#':iN,T^6''35RY0$ 
M1_Q?*L'*WD:rNS/>>_>DF,_G(.C-T\X09+,*_-\G*CCI1.:\1%V«)F?HN^\? 
M81?8!]%A0UUV4OCE/(J3UEY'S$1CV?V9:V!C'LDCN:USN<CU;<ZLO#OFC+Ea 
M-CZ1\0;#P8'IAZ:90:T%4' N8-C . _WPN*X  = 6a43A4 ' =0CPV06S'' : S5e:.5-W/ 
HW7''J.\DZ?8;,N"S;'_12],BK9LB#E$XHl9KTZD<OY4;'Bl<.*aE0W#ECC?6M 
M)>\46I8E;,_AH:ZS95/9YHHF2QT0V:z:S=Y0<:EC.)?T7H)7:jH7QVD2S\WC 
MR+'H<KIF_Sa#E+7ZS\VV\F2PGQ603.P=9-3KI/UY(F*+=CSGYK,,/(2.ZE": 
MM/Y^KL4STD250]YZ/"]79T$riH1TNH#\<PS8(0=v:/DZ!:z,C$Pa>NGaPA*5X 
HOP8aK1Y"K1A:ZG?'P00_-HAG)(IR-:'.aAL:''LE_)_*<%80!32C>3S<'O<XF 
MH.a,XJ9)TLN3)!\D8^H0-8,346!NCK$\74'>'\_S1=GP,M71U?LSC:E'8$:H 
HN<ZS/=a:z-_0'9YFHWH1H\)'.-T44HN-8.;BB;F0A_)=?N4Y)ISW*;S^:-": 
f10):R93;0'7C;[:'WV''YT'0E"I#)R4aP$YGD:0/F^7Z"U_B8  = 4>>C('i:C680/Y 
M$>X<$8UP,V5:R;IX8>^!\DON,U5MP4.%KFFKAi:0FRCSU(9PL\'4L\"9-HAA 
MD)1ZKI'>33?Y_6:8a*CL0'<AUFYY''A0GL#Y7A_69*J^*Y48)/X1KP(=T^CPC 
M,KR9AZC-Z+VN*Kl8M'Z*46,*S?$\3*)Y"+CS#KGS-B/84XW_-%=H=72U2aGa 
MWF=+?H:61«HaE:=4P)!9*DJ4>P:F9T#_\aU^1u:aa\G<1O>F6LF-<*A0_\S0 
MVBXK*FRIJ'0jaa>JT)S2+TC.N*3"**ICP3/\8/VTN1O5D$/-C++==)-'z:8# 
M,#3A%82';FJ=\W*N7IS*,'"KBX8YRMZFSS+4$G5$PYL0^8P>43V'5%1U'I+_ 
M,aVRUT:S7=C(?0R-I=G:BTWOT'7'!:3'I;S=%'E/?a-\5$6%'P!XCN$"Y.1\ 
MYKjC9LI$A5,06(9O-:ai:)-.Z1RKRO0'Y++JC''F:K#KW7/riC$'X^W'CSTS5 
HDPZ#7>HC#_.VJ7Z:=_/F1!D:9\<'N:^6L:X8;KI+S)3BH5A_9;a*C<P:C8G4 
MG5I]PB.9%*HA;;XX5"*<:!8OaWKWa..LCU(aZ*Ca0\5A$3:'"UP"(+U:35<W 
HV*/'=(U!BEGI2PO?CW=WGVY!=8EKFU;>1-4I+HZ.E:s%4-2BN,4>?0_ZC%\# 
M*S"M'H+#-%7:>KBEC?#n?3:N,C8,*SD<B06INZD''2,8>U6SL7>J.W_8\3Ra: 
H:DU'I%M"T7-?[7*T^awxJ_F'-CS1P+0'G*;GlaZZ_<*44(3$387\UWF.^U') 

Mi::-)?P"6;  + N*C:+4\8+:'*J5YZSUN  = S'D7H9;8'';12F?7''N?'99;JJN0*ALH 
M9_=ATZD.-JKVNLHHOU1W=_E#%50*7WA,<XN%?J;O75FE'WL2:W''8V8D=a%!3 
M#<%JW7i:aRa<'aT>',!<Z^;WV09,I3U2W95W0Y'BNG1TK500T:;3H41Y*.3Z* 
M8WSBD2,U55O<Xa?JK/#TZJ*+3WWA>1\0<8?COE)<7!.54Y'_%-a4=?U0U/?% 
HL0XRTD"8KZ.JA)IW.J',2?ZD<!53?a'\+C:O:^'C$2%>/BU?8:;NF,XE(''NT 
M42S<;CKG_*4;*/Y?!,CJ[IG:\3_W%'>:Z_H;<;<<7LBW:XEB$?:S=>!RSNU" 

M,BMSH  = 6LW/#44./LB6*01  ' 85 ) * 5 X$ ; E \ a7->-R Z B ( < ' -R D / 5 + W4 Z ! 1 M6 ' 78D 
M0XKLK/C<YA;'''HGDNA3Z4_=S<>-,WNC!;aTC5-DG8%3)NV2>a3>TN4,EFY+ 
HCX8VJ!MH<S)5W,\P'AT0FK;.aa00$<W*)TH*DH)V:6I:'DNG;:GGW9(a0+NP 
M?50Y'/3=1MaGVW#68-<0>-V:ZN(a"(LF7M<0S*78X<V8A'3JM32=.#:J-H8K 
H90Z$?0:7L1W%?V%(!GNF|:vLI:m8+'UZL%2GT8?ELT,7:d.Z8..L\1_4S4S'U" 

CCCHK:37023527b3652c1b1825266e5e1e977762f39bda7142b51fac980375de82755bc:: 
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HP=a)N2Z=3;3IW-R/i:6XW:^<R5,CaNV8H;EI*YZ#W3K4?N]Ua?+_RH%W+SBWE 
M$TR,D'NF0+62;+%OXL5V7k:A;SPT6,G;)?A(%&H",/#LS%!?L(:;IQ5?;3c: 
MJ+.)<G(-U53*)'D!BH8&:A31ZV7JGWD^L;-s:VW%0'\84U#5%CKUa%IAV429 
M[VOW.<]B_,.$7-*:UI&LN+;GWa:O0:2)7'CN6HY_,8QYQ?,<&i:5YE>>83L"; 
H%Y,FSAZ-=#LXK=*C8!E!5VCCQ7FCR:F\A3?UXIFO^laHCC=R'?:'9%_3R00* 
M?7'.MJ^)=7F_?>P\D#'-_D!_<(ESG7ZD78\+C:%J\!A<:)'F3C9X?8-::MU6 
MO::SZESHC<4QO4.A3>B,$Ha]5QCU8=#R5H,3RMNVH7KY6OOC3a5«U0U*:<V3 
M5;=k:C7/!.OCZ'PX'*8Q_)>'AX!\=7F8-!4$0Q;ID*9ZOV,YLK=H(:_,T>,1 
MMYN8GK$*$Q0$#M?H7B[1C<-'E0a*N#6SR1VY-Z;GT:'16(.GWa..>DQS*:iZ 
M3)Ga"R_\,;R1N>RF?="'6_273Z*G7G3  = ^D-K')Z"[;4E'03?H8'1P<'aaP_WR 
M!3K7R8KMCLC,:=ISU_P+>:+"JVCA!5>_*_V"L>alZK+A,"+/LSWTOAS4=5''- 
M>_J_0!a!'BK'SQ>T%%=>-='I2UU196U8a.'I_aZ,TPE$L5VW5+7R"WAF#X'F 
M]B7:Z:$9'O"4>KE;I:3!D-\$/HFYZB08>O=JB8V2WOFJ'AJ?,aRJ-SG4->4S 
MWX"$29R0WZ<;#7!$TR5=WY;UW61Y=2Ta_(.=A(I3=3'Z\$JY'a.Y!a_!\.1_ 
MP!#[a^*)'(:#.J^U-D[EI$<4\\013894N-::5a?YIY1D8!N+N66H3L35a?HB 
M0ANCP1#:IO1AHOXENCNK0?XR5Ya28O"!.D!242H'KA7VO#?08D6/HW6)BM#K 
M\a-F>=\AB59;#93#^.Y"1NS70=H:U%^Ba5SV-'#=XZ'K(N:3V_\3LD%****K 
HaN8#A'8'1I^2Y2N+;8C7[_:>O'\G0!'S0?5riU?:'Y'SB+.'(6I7'0R-U8"5> 
M!%9'Z3V8:TU*NB!$,+?68":NLP!O'1C3ai<V5);08:aED?%9X6^'DR'*3,Ra 
Ma.ja>Y)+%:VL]9S1/'#$9"=5a'*SRPY_=;GBU+=2l'0(;’a7*KD6WL?T'8)* 
M)>%OR5ZJ;$^)GGL:*?>2lNAV_"a-BBa)a*!a+VODKNI3?:;2+0i:K67:H\RCY 
MS1.(:'':4\.R!aaFR'XF>SRBO24BO!)<4V9a/EU:YF62TC\PET>\'_>C20KF/ 

MYUI  = :#9%aAESR  = /P8/P''  # = = aC8TNB3=  ( 5 \ 5 8*  + \ % : # / $ I * 7 . U$2/;)*3?U1? 
M%?,$_$a020]ZZ5:O?S36Cl85-BTXJZC/YN,aL,:!$3Ka,SH0*;2WDU),4:$( 
MJLL5+>LaY_F_"a?I>2N)a9RFD"\<TY%OZO)6B?U4H1%Nla>#(W6W-R;8/;D'' 
M196#859H?C1UD</l69V308?%;(9VY#30)%F2:iU-0%LZP:CS9ZR,GUUG674D 
M1W]D>"I,F:#S%_>/?M>'L"0=71*TD^?a93(GJS5++6HYBRHH'.C)SNFEDK5( 
M+O)X5/:'8)"#aT!!.ORB8A3lRU=)'7XCU343\Y8>'0>COJ2?Y-I!^\A5AE/4 
M0,ZNJT'6'>28#7Da.KPF.:DKV-H,ZKA'\W3><#u:*H"JOT:KID?(:.SAA7(3 
MSD=R+$6GE^YHYOVFPLL=NHIG21J_/%)M38?(MAMGZH!K'PTVI''0UY5608P#O 
M-aP;7_!>8LN$W,F*WJ#HW(5_=EJ629S7\SE4CV5RF\W-RP>$6GWGK3?HR7AR 
MG''6=8aX8M"MWZ>!a<-#05'-'TIUC<0F2JE)%T<a+S'TGMNC^-34EW)?SU8-: 
M!T/S7IJ'RJH_>2,E7)S>*SJ'B).X''R)VCJE'WB8!S/7,:_UG,8EF)"D=Ta, 

M)K,  + 50*a<0D\>)/"LAa3CE5RD*  = % + $<8 ' 1-4356  CP* : , I + Y + + = / / ? $- C Y 1 /5 
M:!j?G8#.2PIYKYL!2*R00'R'#HaY<'/PM78GXZI(*NH8%0*7)UJ_FA=,?P*> 
MZ0HriRS";:KR]>1*63AU]=67":8+J?'ia697YG","YU3<CSTP9SYDN#\*R7HF 
HCWE_%:a:HLF;8J0*9H)+3BV'CFa\a\'_=L<5\LD*0a_1B!T8NP3WCl,'"4JL 
MMAZDI, '+T054:vaG8. O224AG#80*3:CS=VI;HNY83$_*R?2F*-D=1 R+ ' %%($ 

M4V,*U :<LF_68S ■#>W)X.M;7:''1/*'1M:d%' CV<9-(N ! C'3*5J'\aT#CFSE: 
H5+:+M05)8SZ3*>#1J'\<$TW;NVL\MMVaYW4S8BP9U:a#\P52a/(H5L6:HXRY 
M,1T  = :'DTX8!  N*RJ  f:mM*<X2C-*\:  :W4Y9FN:8\«#P)4P5?H#;  + 2Ka!U8*:'' 
M0-$$K871J\J\L0CGF_0.HB7)K-$U'GGM7>*N7'_TGY-a:N_278GLY"'8>24a 
MC"ID'*:z9$XP\$PBWK/4(***_F2La?Pa<</HW>VG0(S82(TF:wS09S.*XG,Z 
MTYa?T+8*SYTKO'>%(#2';YN;S+=:+3F*9%MWA=CLM7LKHJ,+70G>:CaW5+<8 
MB>7X*/BC%Cri/5=2(1*_=W?DVW]JY)0KT0K'U'PD(*CP#3H?R0*07C\?*7I$L 
M9/NZ2B*HC6:0CaCT98A!1<ETF;9"<_lNL;<\<'C<$JM%>*i:_-T8/$:)C-=5 
MYAC:_3UKY"Za7D/IAV_.!C:5]C'UR,/R'!1,N2,#E-'9/+*GT0/:E%:OW_X0 
MJ,$D=7\B>+4 — a+J*T*U#U\<')\ai3B:.a8*1Ka0,aW?<#:?.,896*,.U7WU 
MKM(BM8"JZ!<\0+T/IM:4K9:K+PXH:#H;DS9A"I,=9C?+CUASBD5GX:"8$))A 
MO3U63C"a$6V(LXTLFG_L'>>>ZG/Xa8C$XY$1*9=+0:H0C=\S?V<.ILR-+W$* 
H'5,9Y8C?J$K.TI"VI2)M_:N'*/YEW+5,SOG*aM*X>JC_PA"a-?CF/?CLGX': 
MV?'?GC._HD8N5BIDS%5UK*CA50]M":*TY.?'D:ai!BYDa*KMV3CO+-6K5>,% 
M940*I7>7$6%:$EaaE,Y2G7U:-G*7Z%C<:)B'Hn6ZX77F\a,*3',80C'8/:(. 
H<O0O3?#96)V-'%:jJ4>L%4Ya9'#'P:><0N!Sa<6PEXH0NZN7CaB>R*AK4Y_L 
H)1Z#;+MFaa82W9,9:8a::6-E=YFN9W-5<H0S,8L%%_3*H+HGaGYH(YH"7W/G 
M*H8WR6>B"RH9AN;aWK+G,/>,6ZJXaUWR'54'DaA*V%R:4'7<(M<+#RW8<*6. 
M.D<C(JUZ-<,E7>8GK8.?La]I,B(ZIELIZNKPCWC9:/6_I\#85'NaV2)_=C;5 
MW-PPL=a8":xC!.G.R7/_'76E<P6UZ8KCD8"'4JP4/F7-T29PaE6'T!0H7/%! 

CCCHK:b39acf2ab7652ae5b8f480dcb7d1975b63fcd1e9f7886faf55c9cdc4fa7a45d5f:: 
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M_Y+'+QDa09S1^-\8MUS>01,A/"-CH=7<5\:\'6,:CCO4<O01.\I5#$T9LT\M 
H/.^.DBVIWGC(CFSR'*F-ZCE\,=<5FVJ' / U " & D<# ] , 2 4 ? 1 *<TT%-=-?< V \ 0 C> 
M'UHG^Da!IT/70JQ7W#"=)3'=Y>XI1HZO:w*//B#C'Xa.O7'XW>$aNCN_4C*E 
M:2>TFnD'?;iaAG5N//_ZXa:>!:c-=?>T?>7=/[;D"6?WaY("<0J=';H:_.QY: 
MIVW0KV$WE\$"7;J<,88!>S'_-APJaD,*V.=0N8-F"'"6W8,#,H>Laaa:WX3* 
M.PT2%%S1P7FQ.(*:8-Pa*:#:x_H:8. ?0] Y++#XG?D '<'*[M'1)DaYGCX78-6 
MFN?0*\156M-PT1I$0'\&P&FL'_>5\LL"CQW%7V(EQ>K,GM-*NV5W49'1+F6: 
MZRC8UG:8#=_0KLSDC85?Ha=RQH^(Vi:P:D/955SAU=#R$5%\!3A-++J^MH1E\ 
M#5'!>ZI'PPOJ(8\;//):&=EC9SKLUT,',Q7MH'89U!6K>V'J:20!IH5Z0FL] 

M35;  ' SQ6$*8GQ' L + 7 '\.>2!<DV='5#  = [467'I07:90P3P4*<4:P,P4_  = X2?JJ 
m:g);,2<TC6GY*RY,>"6>E6!T;7?+(DNL0UZ93!^KV?VHICK3FK80N:r5D'CI: 
MZ542I]5>U_P6HURU\"0R_UP2=''7FH8-J#98Q,,1!;_Y8Y1U=:*;5C76*YN3? 
M]JM*AHKN6E\#1XF+G991S%:<0O8'SX'N48,.M(/>UIKZ*3S5\2=3BQT>D9_( 
MZ07U'+'+HSC'DBJC3F!.*"9$5U6VQaZ35ai6a0>a9"Y)F2'GCG6VCFLHAXX- 
M)90J._V67'T>>W  = LJ!8Y9W  = 252#D7]K'Y84a<)EJH'R7i:-'_N?'*'NXP!''L" 
M4,SF8LRY7*CU7V$aC^BL:'G6DK+a?Da+'RB#WC#)M83P3"NBa7R3AL1(0OJM 
M>N_'LH,"')+:W:X$=0>'BSGU7KIG2%GX<B8?_4$83'<'>0%0K<S8=INI.3-5 
M:M2GH8TZ?J'VU<[9=_LHC22=_BY)aP=:0'1,P;>::4"YP-=I64"_LURU:69D 
MSZ5YON-UF>8B:S:<A\!YXE0R_*1  .H>  + V1J?JS  = G/-K'  . !\-  + W0;,#>BS<;G3 
M'\K!'_'X=V#_+/\729S_Cja"!*-Ja:%VX"JRT94(?IC$LWE<:)/.0"\/UA'a 
H;A0]35;HH#%RF0710CR3#=8J!\TZ)M! %-4 AW* G4$ E PB_+ A- />2 EH Z U E* VU 
MUO\FGL=)GNX,'3OZH5T9,HPNO<:E*>W7.\06La6\P'$YSC,YJCHKDF10%>8\ 
MG:L?!_LX_1H8!?E.?//D:N5%VJ!(;UG%C.+L%)0C'#1);Y#A ' X(RC .M-a??( 
MF#G80ZP\Z!4)T9/<('O,LF-T;CZ>G$"9,I7aF'TGY4#>E$XY0).M#">/1#aW 
M_BGN;TDW\CE1 ( _3 ' J L+ 3 F C KBWa \ 0 Y : 7 ; D 8<T A N + < / 9T7 C a_U C U C B ' 8 . B6X I % 
MR.PS=SXGP'GD*+XA6CTWSK7E0;*8/)R>a(8ZPY19(D%_(;=Y(-<S+12+**HZ 
MB:.Y.H8048CF\<9LIOC4S+0OVTCa_$W.5NSaFXY/'4VR4a>aPKW-NX"C<+:B 
M>=2P5_5N;N=MZ:XU/'G'J7XO\W;AKJKV<*CZN/<.CaS:=XW6B/_BHJ!_<**8 
HDA>SPW:NCLR8*\6<YU.=:VYZ8$D0ZSW69NOtF?P/8AF*HCDZ/%F2NTD1\_-S 
HL)V*ND2?+9D<14D417C'H3*?C"<G5-KK42D09C<4#-S1/OK"L!#U,VD:#*22 
M1T_8IY0CF?%. U4X) ' ; 7 = 7N * * ( DG *2 BU3 V E + A " 'R0\9651  7_F!N,%9A.>R%L  + 
H?;WV;JO7VaaZ8"0!a:aCAV:F*FEYGSDK$XODG._0**!\#V7BDK,I"?>aK737 
H"WO>G<RY9,F\8Y>ZCG:H6C6U9VH4I<:?A(CNP0GC>7M'9\#C'D)S!TVX?<6W 
HJXA,:#B2R-'DZL?R'N;\*YHUC’*J'D7Ja*S<1P<I*"3E/_:'_8HK3:>?::P0 
HL"Z"-8AYO6/588+D\YR0 '1SL::!a"TT4CHD1! R54+a' :9=XZC\=0W)(C5>"8 
H'SH*_S9Ca'G4'%'H0U;L#  + VLaHRCK<5G*Pi:XK$Pa<"0i:w\*>'UAG  + <"5O/*/ 
MP)F2K:HV_9'5(_G6M7Ba%'LT31_Ka7-NV%99NUY?A4?H8:+/;T11+R,RL-:v 
M6E<.G8D1_C/2?7aHaZSa*NPJDJM<*5;GR):"S_"GIBVGB(ID,*1-'HCH-<SN 
MU*>[6_L'07UL6P'%N<.*6*Z5J,A''0MC66$W17'E,<F6"Baa'4*!8HYHE/2a 
M#\/JMJ<..ZC-L77X6R)J1./4$aE_aU%G/"YC/7T$!.(3W#' ( 0aVS*5>8H /+- 

MalH< C$"\AY6N>_.a:_1$S#!W(4'D-PR'"X%C\D/J)YFJ$L;?HA*UM)VV/0 

M8'!LCIP:+UXNLRS%14?*9SH\_)L18Y*)\YaD%*8YULEEK_?8aVSDF5*.VZKa 
MDL)A1Y(:H>D30,TU;OD$D98ER1(:NS!G*$IB8#*';L6NF:jO1>3E_WP//_EN 
MS47_*R3BOP3'B0a+?K?N1<S3.OS97UOWK-,%W_V+)A9VN$W'\OX#CZ8A)_CN 
MT/N8_PZPG?ST$;_C**\3C1/B=R_aF>88_HIJ1XJHX/L7a'!"S<"Y1_>;?\:H 
H-E*:)\,*_DJ .TB% !a7UJS5A(*a3GA1 v:xaiPC*a:9K%8+,1 :*09*M!-1>R-N 
MXaSXK38\U#%ZJEPH_5U,+"*DSZWV8,9V!*a>3\Ca'J?H7+L'U*PLB%#=!ZGJ 
MS!H8SZ#9-HEL*X8N01.)8L'N.J,RV)EVa+G.WG_84<()?6Z=:ZOJL"T#8*>? 
H,7<R;X+1V(M'K1*<KXJ>PPYY8+$A:<:-FN)''\TK1J68B?AEaZX1T$>%1!-89 
H%M\a(D4_5\?30\8TH'KPJ;>*.%F'A:A\A98UKNWBJA?G/)J598'>K7CALZ\' 
MW5N!?'VV0EC+W/N0.?KaU7?DY!R.OCO$:#ZK*9,5<M!:(D</%M'07_')J".. 
HH5:#!P-*D\I\J83$;_LGZ.O_SNaZY'8X)*?W'1?P1C6DaF%,KU+J\+008\E! 
H!]I7Y-V5A*N/;+'?/Sa>>=8A/:+.Z;#!HSC'NCL';Z11VAKZH7=7L08jSS]5 
H_R74_30LD)),FD?'N$TR\:='9.X!J%!W""V:>U%S_E[:xXC"F3T"CaA<!5'V, 
MCPRZ'*#IOJK4aEH:N0.6H8CZ:$7P%'a0%8a'SZF.*H'G_'#DZH8S*U<O9'U! 
HUS%6JY1WD6N_CL01!2KI$NK(:BBC=JE*:iVB,PY/\8*;.G<ZH')L,AY1=*V= 
HBG/+L=:D:9*=0IOHUKJ_:7!;L??X4*7H+8/\B',(CJJK'.!2\W7%!.)259BH 
M?04HA6#R/',)a=C#U*0<!DV'ZF04/''(8:8G(6MW=a_9*9C6%a)C9a=42V;G 

C[CHK:8402d0b02bb71  62691  3d1ed1c20ed2d7cb200d61 c 004 2 4 9f 8666b8a 2 b c 0b3 1 e 7d ] ] 
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MDE7M07=CPa(2Z>UNK3LIL:8(_:V\IA_*_-"^A))Gl"$V19QDS6W1TJ8>=1I3> 

M&I)>L.EWTDBCHB2a+U&Y?2*-R6W8W%R3aU]7X.3<EA7<,YG;.H>22#_32DB$ 

M?92,#ENF?%''X8TXlJW;'!/BH/D%U6:)ER5(V?:%_a#(i:]UXW/AD?Z'1SCV; 

M4I  + PP3"7ZCACVF'T-  ' 4 [ 0 F -B>1 +6«34  KW  ) J \ A \ EH>  PC  B3  ? B . !WT  = S<E6:^F 
M/PKH'CK*?HS9Z*-KR?=?#ON+DI>'U5NY.-#ISBMU;51V!ajOWJ=)+8/6Q:P% 
MID1&:;3>UB*.M:YAW)CW%07X\#I-ZJ%<\B%O6XP32%#.EFQTH;TJ7I=NHSER 
M9_4)A0]:"QI%-=7QCV?:=,:<8/:,77YLU;=:k%\758WSSH:9)]G&/3E^IF/Y 
M,$GZ5:!9;:C7!#F4*H5*-G8GZ2=R:=)*MC<'4Y97'&.V?BNS!9*M=)AU"N5: 
MI-!ZaM!''50?*.YC?<MRDNKQWO_#R1&YK:YZGV6#J'%X*T,SDO=-!P<&2G:R_ 
MaTZ;G2+>220E:=B-50W)%'Ca4?.*-7B)aPNH>$F>OZC36IHED1$LR?'>P9D6 
M<J/20(2Z$UQB\X$JJUM*_,A332H<G''2Z8;G(*CUW[VE$_LXI,W:HJ66=,A^< 
M5(N\D_=W5'UI'E2&*P05.Y?N6+;97NCC:5C#M_(*G)SB>#IR4IWY#K3/YHGa 
M588'"=FK%\7/:a''Q!54*1FU<N,#S-4Cri6ULa_=TY?[aXA2P0)+*F65a:-R3 
M''0X*4?%.W#'_'N(Z,FOPOD3T*25:4C3Y''Z7W]G0D<R6%\F’Z2ai(I*';2>VG 
H)a^>R_\Q\998827%K7OXX55Z+U$&B=HPQ,0]Y#U.T)74-D:*=K+,RRJG8GJB 
MLY?8Y6_?Sj7?.Z'*'49KNa\A4E6X.2ZFECW:C'WQ<ZKVH<?,:Y:F0?;'L8;W 
MX>0D!4RE:3!S:S9-YN!KQ:HJE:Z;BOVMJW3W:'J/5*/=GJG+/Y#\4G/G#!,Y 
HN5\l8aZ93P-(U_^Q<0VC6B/IC,_ASMS;DWSW32aST8\$7:G(5\HRKV,*\+JB 
MN;PW*)V2. (\H/KL80)Y1Z5Z)#LCVD#U353Y71T_T8/G:;V-J3^_9'9,HZG<D 
M37UWE5\aP4B/BDZZ\I6KSJ+;VO0NY_U0[]3:**#?8_'') ' > 3 " P%-8H E D a [ +0 
MG#6I)>_Tn.V)Z4a()EOV:CN2(:LP%1ULRI?8CKTJFB8S+OT10:0#M+4_7=D: 
MRIZE7Y'YF0\c:a-%RC='SI;?>D\"RF^TZ4406>WN.0)"2<:)?a24+W'#G96* 
M?*7>/Q6U\IL83#+CMU8KaQG:'0H%n).10QGPN:M96Y"81R,)UQFSTB'ZCOBI 
MBJ_"Z)*M_Z\\YQ2Z9L>+V,%: '::$%(TZ5)WZ;=?%'Z'9U38XETF"3?'6*10a 
M('RM!IA32  = ?m:i  = \LS!7EF0S5LU*/IHJ4#$"#>' K = = I . ' 1 Y>D4 ! P = 4 + N ' +13 
mr-XJ>»:  C$Q6AMJX"UZ  = 9.6LP>FS7P&7QG+(<QU3L'35ICWLZ(S$8?VC!41!BIC 
MRHC%Ci:AC<>DYZO0,I>UBT:YY',R('a<RH*?K**9)\RL'=:%C*E+,L\#EYU: 

M;MJYa^ :9L-'T"^*U^Q7KAFW_W+IC]C5>?_7C*6Q?ZU3PC 5=-'5\S5LTC 

M':dH<^V3H\2\MNWEDGT2UWN60JZ .7L\5GGA0R"K8K%:i_FLYG2KD?\%''80F 

MG#Aa''><6  = $1''-(:$7A'?*3HAOC461$#8_-E4%=.CAa>0CW"C6\":YGJJ#FFM 
M/:"9XC1UC5DNNaH6WH.3:U7,I.Z<_!-<1"X/NaROH![6.FHM^'QJ-a0/-(RE 
M545H_X:#J0CHP#C:WIUK"64aSC3.YC)NK7VJUH55)-UXK%;:>TaV2CWX0J*. 

Ml  #''JO8A0G8YNSa,0H4?G  '-%W(_XH*1  ZR,\F  ! ULE*5_<TSQ:'';_F  + S ' Z2  ! 73  ! 
M8#:!TN>%H]8YLNW8,D^?q:)FI11YHLP<\4"3*)T)0J10Y*+:SIL#3L82O>7] 
MaY$DD8>'WQTJQ\"=J;=^"1V.5Y*1,8^2;6-68V6<J,),%*8MQS(G1YC+la;S 
HJ8/C\+':4OUUEU:_C7%N9.ZU)G\ZG-8C4F+\-P#\(DO8A3'W,a3a0)-;:[!R 
M+A9^I:X2;DV187KM>48RLJa''8='.0'<R$CG\3Y^.K"K0WFQ_*5>9:WYa0H#a 
M>:,G?j:T'?)EH;E>1Q+!>V\a*N[=w:Q=W*8$A=07G!,KZXH)8^M3^^P#X-9l 
H8/C5'34CVF5':VB/4$F2>!G"R*M?/T4MW'71R'S775ZC,;?(GM/?)2Q"=CC* 
H,5(=F+:>$(=,603$JE:T:B02>BaA8B>:OPF1/PC?G*\T<i:(MO">4:<R.:9. 
M'O$'];F1/7A*4CH_,*TY2$1^4FJMC'82DP<X?;TO8CTK],ZC;^3*CU0+JT4" 
MN8<.'UF:C'''L$I"V2L9>?LFJHKYYC)P?Ha97]W?3'G6;3=JZ0AC9CNP/ZT4I 
M!QS>BHTBJWZI'SNR%!F-N<B\598QHK7-'V6WWCKS<H2=:EaDI20C=Q!+!OG1 
ML$9LJAH.B%,U$01GZE,.EG8*0N9a/'9(UV>HFP;7235$3E'.->;SJ83J17F- 
M_'-503DBC9NLWac:6=0$J_D,aZ8[1VY$N>?!\KJJK>EF%PLHJ:KKE8E,:%TE 
H<358J/"22S*3<:a)AVXN'2>N==VJU;DIJR1[0MX"G#Q1YB89G3.9N<*R6BXU 
M0::H0H5R+>7(LU9-C5G$GB4SBL3.T?C4V6\$H07UJO\(/(%3YG%W)4LIR'''1 
HRR/)%377JIU(AC*WYU0SB1H5/./S*U?#6YENY]18\W*\W;B4A+JH:XDB$GF'' 
H0Q3O4/*2;0LJ'+?I)X>U(80*CG(USL-3K?<EJ%#R+U4T2$+E*4=RG'F^8<:h 
HP:(F.DU%>O<GUZC50_a#Y;C8U8:E66.E+\+Y1DFU(ZDVU85CN6<SR9'LBGIO 
MGA9)<E=R22UZ%QW)K.,:s(ABKV'$AV6_M-S7Y4KHQ"J>:bu::QK'05*XVB'K 
MYTDRWXD3JP!J+1/SE1X+LR:Y8:FJA7SD>N_?FYY"J"-1$14z:a5D$CALAA[E 
MA=YOU.''LT[IHKNS:UR4Z/Z#2B:0%_Q3442A8:PO,,8BJH7'ZK(#AE4>=aj;N 
MQJO:SN49%PHHU/9H()BC3)8"\\+\YLN(GGH/M1GU0QBWE7;*H'!CM*?RFS=H 
M!-,U8'-,UJ66+.-\ZA<H0:/TFKV_/1TO5"T=?E'TI4?>PU4Q7VDLA.1"1Q89 
H,C9\>W(%  + ?KR%PC?OY5LHX)40;: F V0 D 5-% 2 W ( % I M \ _%T ?-  + 0 ? 2 L A \ 5 , $ W A + V 
MYQ2%S?DG7V4FRMQIFYZ1'N*'8A:%DS$X5)*CA-:".0"UJUQ59=7)JKDJ:)$> 
HCP:2%LC*GE)4X>!;)!GHa8)?U6_)/NIW3$%6XW%>EP_I9#P:':#T:G!K>_>I 
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M)#>H>0WZOQW(-C7878 ' 50/ ' \ ^ ! , ? C / 07N D L/ 9=79 W ? _%_N ' ' K . > C " ; J &+B ( 
M^a.4APX/$;4C0*CUOY7+"-)X6>I3RKC\#;:F_O(IZ3T/4?3K?XNLBFOa)C9G 
MC0?6%'Y*JET''M#!Z.3J5*H=:2MF;5?NLVUD>2,5*5#$;V1=aPXM]C4C')E/ 

HT6  2Z&M_.  ■"SE%#*M4%6L  = A.G\C  = L!IV.)C  = S'7KI(/F(;*:_RE.FJ&Z;Z  + C, 

M ! _i;0Q4_*-a_I Y_YU4Z>Z9W '_7?0Y780XWUAJ;H'H.G(UBTME%(!/2X61'Q7Y 
MN6='8MY0P>M8ZTO0FB,><QI><I:v  + KJ]*?P7EV:;UHUO1+JH1K/:k2VI:>#?Q  = T 
MWZB4G2?_Ga)/Z*XB(C'-aZ/%<,$9=jaQ*:+:CM8T:F6SCRK-ZRN/M:TFPl93 
M7PR/R/2+X%'\'*'?%/V:,1R%H^\9D+(R,.'SK:a"WME%<'/'W94:-9/6:R%< 
M/;Y_938LUT%H'9Ml7*UU9!</4P>E1LX1K\X?1RX1?*L/Y6:H"2L7(*a4S?#U 
HK0''R9R40C"a:NJ8:0#,"LQ?HE5RS*#8FKM!AW0 ' 1 % W 1 A0  F #<1  5 F>T87  , Q0  : L 
H!U6H6;A:q=X*R0D*S:*::*=0%P.R.=*L'XQ0UXIN'<-=XAYM_3RN?2?;RYCS 
MY6NK;ZY/Oa5S*ZR''A03QQ:0SGHPZ%C+^H+V!65*:8\-"8u:N'90:Q1CBW;#' 
M"BG'$Z>:_7T9J1EGPU — ;5T3C#''*a7<8Y-"$2Q$T%ZX'^L*["$%aaB\T''0$ 
MJ8P(C<O5<=TP)O;3<D=6P-9.7'A=7=9T90O469)la$0Na;R*,o:):''Y8/)_7 
M>5SV>D?CE3JIC'DM5ZN68PK! L — N '_3^<"7V7"38:P:4?:Y2?1X<XTaRE'  ' . 
M(X+;V53GIBa2>707>HTQ4N84T7+62B2RZJA6_X#6$YZRDN'_,4O*>98NO-5S 
M(6:k(4%HZ6+B#K#Z(%\L*D8FQ#>A*,\W%JX-<^=C"ZVRV0 : 4RHIA\X3«+9^ 
M/0+1+L"a+N<N(B'::KHRZ+^;SV9:?XIF10C#77>'6\/(HO5(:iL/E;?$N'*. 

MSCC5JX+  ' a_'-Y8CA**8C07\,GA  + -_3W%ELX503UHa:  ! 7 ' / <-Q- ; $ Z 2 2 N F R W J 
HHM:9EI'W>CF?%W4aG\\L"aY-E\C.QKR#X6<Q_V8^XSSW6,\ALNOa*0O)<!2Y 
MEJ,a5J:YB!=7R9ST,5Z:>-5#a.=GC7UPN02BPPJY5(L=FV8B2FaE+'41C2>: 
MP4,ERCPD+$X-E$V6V%N8Z/*U?K_/95_RE-IGX2P2\VNX,<SEZ8GGH2EX/6;T 
MBQRE*w:l%(WI32M/YA>YFPG9BZK5I7'6$WT:?$30'5-" : S 5 / aQO E Y Y2 X 3 . az 
MB6652628HD8C^H9K)u:l:+9XU7U]=: .3':2W\C:G8h:vd$4^ZY#3:5,U+=22 
MVYQ')/N/:dI0D3F?/9/198959U14/E?*68KI2NCE2CZ-G/A.2HI.F28"1/1< 

M9N;63*3 ! ==9 A7 3 X ; P C P ' 0 " U ! 3 ' E C H G C N4 .F0O>3$5O"GY72K>!>\!3,%8MNS 
M/F*X04;5K-)4GT+KFD/WN7U>3O1(-AA(I/H+"9<.>a"9LSBW83O7V$1FF'>3 
HNH3_B0_LRl3O\wn'-)HNaZ*?6U\5XLA=B53W?P$%3P2$*-OG='M3J_FLC/KF 
M3/3H%_N,(O=C4!N09?.W8BU^P1A>(KJ#W:<(_"3RJ_L#4M3-'VL#,=43B24A 
MUR'?^84$V8YKaF-**('1 Oa F 3 8, E6G0C 4 V< F J , . 3 \ W ) 6 ( C *G 97 YiaM H-N 1 > N 4 
M5;-3V\L2T1>0ZG549T>K89(9PHCKGJE:\2T\9$/CY(Y$;40TW*R_H?%82")* 

M,3<''4?:  ,;?N5163;V#,CM_''\PVV_  \ '_4+F[:V94_)V<<:  / S75''A3=M,aH;*JJ 
M0*$U9MC8>"+R+Sa/P3\0KDC*07<:FD($)L_14;3P71_$(AAVH8(!M:3X’)G: 
M5T#*X36LJ;$;NSWX3'/C1#CED6G15FTP9,30N35U"G'/3H'K.L199H'%XB^G 
MS:8'':''VAU^U3(S  = G7T-LC'>'>.L>?8D/UV3:'7P_>!74L>*0W\.?6RL4C.L- 
M,6L-)>YR\48G)NKX?9_\/-3H(5H#Y<(+E7%A*4H4N5D31J6F\CPL9'8H%aTi: 
M_H;+PZa*-7*+;C$U ■ L, N$<_HG ( 2 9N3 S HN F W C a : 8<=T R 3 # ' X C ) <* 582 ; G I P ! 1 
M#KiaD3IS<>R.LAC0=\!K'PY?2S)3E3D8S+a5'8-O=ZN4Z/7'!F6*'<_"5EJZ 
MFA2*)15AH2Y>G-52G5TCKA4R51 ?3ZR;N0) ' M 3 _3 : 6 D X=P04 , >3 J \ K88 H 9P6= 
M9Z'54="9BNHZ8ZOLC7\K#J+>aX9B>MR(T$J,TF6-TU03P_KDF7DnZ:HJ1WCE 
M(aaO?5KCGZG)S+GJC'a0H$5<X6+a2Z6ZUWO*1E)JI!+,8V-GYSRR11/_=*X+ 

M ! $#5PAaHLHZa; 3KG*JH: #FUVZM1 6J4>3MYa)  + #ET?*T6F3 !>H"a3>I-WL ! H ' 
MU?"(J*!68$/ZA<AX8)845PaFDL*3G3?Z#LW+16$<AKDBa<5<,3UEa#21!CHa 
MY ! K-= ! 6E;H/Z ' ! ) 04MG3T- ' $90 SH6 CazaaB 5 \>8= : J L=2 : H2 S ' XXG<9 ) '<29 
MU9"\\;M.S68N.8BJ.GREB"+/WK!"9498G8>X6*((=(F33S1W3:EK(*3.E>C3 
MG+?aKM8)KW: CT#A#(9#$<*HUa+6C79-7P. /3(S7ZR#EG3L+%7\ JHU_BF07_# 

M>5[ . C7L9LCR6G\*U"PV9(9IIKE1  ! <_6< J L$3B\8<$R ! H E " EB9P V ( P8 E />-T> 
M-E0=<7R89"(W=C?\5)L' Y\J>Z<39#0R/P9$G=O\; ! 0*''ZZ4Z2>GCKZ</?'+; 
M>VFH?=LI#?!>YUA_a..S60%,HT2NG_a-YF\a9XC92H?+!5;)109P(*3A*BRT 
M7JN(LV=L%7J-=)XH;TSK).;CWJ*STN0*GA+M7T7YBF/FE(9H+H3NZCD3F<"7 
MUZT5Z7I"'ETHD<_+LB\1,ETC7\JU8);=MF-'?Z930PE9UDOJ=GJ9(EE8>=XV 
MC.E+C<LJT\*D+%(M\4KMZ6_1+;ZH(78_Z+,*ZaPX')*?I;=V,SK8W^_M?P0- 
M29>!R#S1G4H(<K"/Z"3.=;YP9PT5J/:H?=P:H>A7'a)WTC=J*78'KUY'0N$T 
MIC=N*>#7REBUK^\88M29B.+'R"**I76YX.\?V:DSY9RK+$364'/EZZ\B8/H( 
HA#?J7R_S''#7?S6HPP->\^,I?R(SE  . 89  H>  3 $ Z " 5 D = 98  A = \ PN  ''JJJ6FMEM%3_ 
M3_4J(#YNV\a<7GEL'ZVBAHP.=#X<?,\N1_(W<C1KGFIL8+VH9D.E?ZL_''R0 
M^>%'42+MP\2:#4PTU.?_9D4U+8M'FCC3KA)8*RaH5'LM^)?H47!JH)'GUC,) 
M9(;U('("Z=3RE'3FI9684D2+C$i:ZaCSH>5;NE3O,!A93SU:-01?SW,N*R3w: 
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M8E%$C&AXK+)BE\''S/40'LN3N6):?MaKW]BUK";LE2J<2MKUU$M>Oa74#U3%B 
MQU:'H)-0Y=E=NQN'Y/CJ3&;\3FB2(-(PE**S(^D3B'QNnD:FU\+J>;E"<NAI 
M9KQ-YPS*'‘6/'X3K6\Q>DU;7;_C7IE5!C>  + W0E1M5Q!:5K;Q..D^2,DET5IS9 
M:H85Z<;FBL+8K$1KD'?H2+"V'V9<H7E7:G5*($BMPC3IHT6:S.<;IE+M)V5N 
riJYX7WI2.>25[:wZ'3:>*XG  + YVR6EDUZ%8/[/<1\V<KL<36QY:Y#GGZ;;EM20E 
M(K>%C+%C4Q3Y,$O*A<5P0$4"HB_#&JN5ZI6HME!KP,A!GQR'G21R)PK6*.(Y 
M:)!5S5JKUJ8UJUI:G:MT%#U*WK8BIA.70\4=:?LH8F5R:&G;F7.<3H\;AM_=X 
M3G?MD:k?]Y5A/7>,'XF:I:0P8BIK_(2. HIV", -8050 "TE0ZURT^(n:;?*;+5N 
M>W?aSSH0ZDI1A<!JP5$3;2":_R8'M82SJ>H8:=V):(96)%V,$nR*!D+E'N*M 
MMKNH0]<(2=$E0ZF9!E;5RWa6;W$E?=_NYH:GT,=6PPBF^ILY\7*\PJW53:B' 
M$QaKN<6G'_8JKY%La=6Z;;$<<$WM,>;Z;8_,2E/\2QDE9E6C2_15'8UMK2B( 
M#/./HM*Z8LK;L:!*J]M.AZ[3VZVXZD33<C.15I0\<(^(_KIZD>+)'E5+U'FD 
MTFLM*_80J;C,:6O]W\*aY%7UVP%^EZ+K2?VP_48E*^LW7*$7P-O=:,O6%=DB 
M_"YD+_:I1HB-YG+J=5=KGD>>D*u:CP-\_Y:_a?7N?<_Q%V1-aTH'5C6XR9I# 
M<H'>>;KN;GC:Z="ZXIVGUH'/Ba7*EGP/+C+8RE8Q>9DL,P8G:-UK*#M#5H:4 
MC=H53OB[V%.-'CY'0W+S\M7:\L2R7E/<'KKZO>RY;FMECWFDQF!;GAZ-SA6= 
M*C",7^'';LESPM4.#ON0G'WAZ[Z#(HD5"C?C3"NTWW.Y-3W$GC?S>8F78:2S: 
M)TX7H#1-,KSI):(H/U8KPQ//Na)1Z2''UKNPKGZ,PM,KAS7K5N2_-2_':iQ:Q 
M8lM'GF8A0K'?6CPBG2_a#VL1-(_,L4-TUF:Va:3:TZNE1X"_'WA-#9V_T;E+ 
MV18JXJ<SX1K6G\1FPD)GW';B^IW=K/'51[MK?]L<:7,#YIB'_,W;EFM\PVW_ 
MS.;/?\3C*Z:=P9-;F.UI/3C,;:qO.B<16'\Y?L.$%750C/\U7:'>ZXI#WFZS. 
M\BMOE='I_-ST6LMO_XD=<<_F/IS%NUZCR38^=8AWaCOB8C*K.0;Ri;*ZG?ILM 
M6]EUCUS/C5FYXQG7RGZCN*+F!M8riW_BF9>8PSS_CUEC+-^1%^6(:L2?8;F$0 
M#IZ.5LNTZCG#\-Z8E3TW-YA3\'3C+<XAG"0^ZQ;/:G'a%)$N>7U8R_"0C9Y< 
ML4*PX#5;4.N\MK\Y#''$:?<M3KNPN.J/D*_NM-IFW.E/_9TY%H^*SP9::ZRG+ 
MEY:ISC;A=Y_QCx:;JWCK*T''CT":x->L:>Z?W;,N+R!):NQ4REG#9YB_9_:T1 
HX_8MM'VHI;EKM:D^3O01*S*DIPONYMQT_70^;M9.?3?X/;O"YP:.2nEO-*O:+ 
M%G%Q0NDZZWQHU;TU;FGW!\W9NBJFRP>Q7NGLMLE9H>5'EL<:;>GJLF/7;\?T 
M3X*6;_?R0^6[\-7C8!FS/0VN(;S_aS;NB._C:N*V?<N8,+K?TA7UG9;>Z3_6 
MJ*WMNY7:5L;_5:Cia;K7O86\''^:*!'.;U_0  = E^_^K$T$'*.V'H<HZAa;ZK9'' 

M:;,SKFEI'AHZ(*4X8JX-H3a_/+ HCCKCUWU04T\*)L.GZV6:0F*U:+C_33H 

MZYZ_CO2=O''O9W>.5=7.%GCAYX(8O9_F?MGa%80HWZ\D::8$/;WI1<WP:7$H% 

MKG4%?ZR*G.COXY7K.aS*FS7,a'''\R"+8K>9ZZ?':#P/>*3;NNXZH?0ZIG*77 

H;J_AVG37B:5a+FBV;4<a5aAL\R ;:w_?HUG?_IG<aE<WF70;?#CV_+0E0SL 

M,9C(\F1RIKD)K\8=a'Y3?*H9:;9^YE8'':9!WET:'PS_.I5NG.K;FTEUV0KHL 
M.JI_/H?^>aG?7\VA0\/E$9.UOF?6_%K^#'VC'+CRS5>ZE>7.:_4?Y\UA'<FG 
M = ?Z6)V48W' S);  ?Z4?#G6V  + 7) EHEE3Y_8D : C R96 1 3 , UH6- VS 4 C ) ' X9 . %<EY 
M0\;1Y>G7O"I''C4^_:9$P>S1OY<>J>>.RXPU=UTVK?LAC:64=X-VJ?aB.16P9 
HL7<W<9GP8[:LF  . GJW_.  ,L.  "RZFa  ' [Da%:P?0  + W>(G  . ?"*ETL>L.  ; ! C 7-394#  . 
M0#B>S^=%*9?PIAFC)%LB);KPLSDP\F‘'J*\>U)K*>=4#E<TE_KSR:0HXCYK_$ 
HU7^:_783RWS#1  ) D0 Z * V + D F $a F \ ? AS  * \ 44 ; =aa*<7B J > ' FaWC!7K*"E0G)(2F 
M2G*a_'3M,/3"V0I3MU%>RXWl8W4:+Y;EE7V$R.XT+S9<?:TP4+UPXP37,aaU 
M;WXV4_8B86F>5  . ' 7 ' $ V_  Y9$6  ) F 0B  V#  C ''  = 34$G  \ 670  ) E W PX  7 N C 8 S<KI  2 + X / 2 . 
H95*U_';FU0>DGB>SF6,AV'/\$W1=LHA<^0SLI:::3H27%3%^aiZU87a-O$K8 
M2W'CZ78LN'G*T'67M,CG<5YW9"*1C2F:\:aB.IM5-L*I(N+M4G*5J%J';80: 
M<88DY34K!Z5C"a7SM1DYK_'O8CH1aj0S=UA\3+>YH(;OET00G0*MA)*<A_/N 
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M\ZGLK<XMA437SQ$1R<1L(0$Q/6##!GNDFNM>LSY9_M*N;C$=<K)DaKVLX8=B 
f1K0OOK6)a:B*Z.!?L55G<E^XY.C7>2=:9-5Y51=Ba=*R<3J.NZ#28a'*=5aB3 
MU351''SHBPXN")FX-K#-$UM1^-_=KBU1/%>=aGY+(S=!,::%"_'Q_$J)0M*O' 
M"XUO78PHL0/:'V4HCY15GO>UJW(=R.1O!:7,J\V6B-*!8G9a7BA_B%,Q:C5R 
M,%4,(GC%"'9UY'KPV]IZ%V('=\/7JLC8*Q:h/TC$8)9?,XKU#>VDLE(H$\85 
M7O%OB'QH?7JH<BXP<6X:),;.=aBGUI0QGO9PLa_$.%$:CCU>49;WCK8N5I1# 
HEP%5755SL*KR?V85Y?*6\>S7GZKC0L!U$ZLGW.n,aY81;FBJR8*::6MH2T!7 
MaLZ'_LG0%:)4=!:al)>L+3L-a,0ajL/:<B11+)SC%-MDA%EY74:A57WE(J'6 
f15!4FK,  = DV'JEVA'6:1,.!Z''^'UC$8"H3;G'C9CE$RG3IIK9C*8H'U*^(BA/, 
M*KY':+IRT:"BLXN8IT'CCAWA0a\KC>SY+2K*#O.6K_a!KIF.<W1/#G_-S2>>N 
H+YLSE0/K\LG19D*8#8R'G><:UG8PSNI5-J#8K?ES:_4ARE=a;=LB8?EW76(> 
M8Ja65K7:,#14<  = 3(W#>ZKHC1V0,!O"AW^-aH-8MGON'%?#KD8K!A6i:/;YYa! 
M"N\.12G*/9+$PZ8W4?C*ADT')G+IYS#HD%>/3'!8lXA:Ga/>1#YN0DV<:CL8 
MP4\:HE1 'aaR=?5F_464-'06J$Z8X*W/*1BN.80O(U;;SMAK46ZE$R.5S9aC' 
M#?'H*6;=A8BK=5JV8"\A#I !(Z7:<8DJ<6L#9!'7'H$AW0HMaT9UO.-I<$<'V 
H90>$R8C4%)\;AAV.-4STDXP7-aK=WaB'I)aT.<E!/2SG#?HW8IE#+_%CT.9F 
HK"EZRNI"0:V5*$-PED#>a%_5*:6Ua9B'BA$a,C7=9M\B17WNY'58E#-0_GJ< 
H*OE'OK-7XAC,30<$VR#>FFDU$59XX,CY:?*ZGA5:  = . "UG4)0L! S"Na>N:  Y%a 
MaUP;a9PPXX9CS6ZC0*$2=>>2#H:7-Z>>BRZG5:EVNLE/:V8(9!EP)9A5:7RN 
H3#U_MH!>$E612),$FJ-WEK(,Y4D*75i:6AI?*C/7aNH :2HX22-W4AD5\,=*W- 
H6.CF2I(G#C7\>7YSHS,"8_E9JY)(8NFH3:^*V7PX7=Y<.V18_1=:8YD5%\a/ 
M9EC4FLV3*3"0=07(,#*RX>62T1X8A2'a3*CSUK-YH+%P3G88C3H':BZKCI1K 
H;T).8-$Z#3ZZ86aZB6B7PT2YCS/0KASKY7'*FVW,DE.'\*%RGWN65<GVLK=H 
M4<SG>44*'CK"Y1,E74+:U_+"S^=1BW7U-=9S$F"XP4P+Z<I8S(V'R+Z.J*'E 
MH"9G,H:H0'3a=+=: 2OBYC0D)\aAC#*+Z<8K(4'>Y:NGT%'Y/K3IHZOHZ1D=R 
HK)DD#L,91L"8:^0ZN)K*1L,$:-8:$%:+FV7HN9X"K>S3<2\HKJ?#:'YG1HZ' 
ML6Z#)GJ$"FOIN8Y>?4:b*)XNIT,*ZE;;=ZS3)YZKSKO>'8N6_:OE0E6H9M8? 

H8/8UXP"$\T:  /-59T0I1  G(2(8W8I40K_TW.  =76J  ' : \ 9 H F ''S  P_Z  C 3 — D S 3 3 ( % A 
M\<!a-:)UNN!MUC5a\;KV9VB6+GNa0I!JB'2%JO!W-/L'P.DB=9MIR?$MFWI; 
MHSK:5/#1Y3,'080U''-NXaS\M'?)JK*BVZUMZC5Ya%:V#N3aV3/a;G1NZ9R_> 
H'UC3a,CE7L9X-K0J'^),<"KA'+XG"Y=5GE>U?3aH)1SYH):?;HB5(=E7VZJC 
HVKC4/N;'1#\9_U:.IRY0'R'a.#<8?!;):K6851\$R?(6:G0WILCUP\:)0,?J 
H)5D<C)D9P9=E7Z)ia"U!I673IJK06/SRE".$3ia^JTa'.4Y$a7?4Z'3_AD.+ 
H:$\#BS'0'42F=(6::JR13*/!;RL$L#58?(/J=ET_-.Z;1E/JR:U:T9Z53_7G 
M.8!?a8_416W8NE71#PW'=1YK8=VIR-ML83.aBH"3GUK48Z*N;S$4CH#J''JBG 
M=FY5305.:FT?5Za3/BaZI?61L,l3Ni;x?6L7\Y^OC?UC'YWCYB4:a72*T3ZV^ 
M;aB>a;7.R3FXD2?H.KX)K0V;3FEKC$BW":aV(7?+/6.76M30L1<S8'T?*8X, 
M5B2JYV'J-KT-H>8XP2CVY30aK(IL*R8>H8,EEV#8C?\CE-8<Ra(\D(H(*R/a 
MH?5Z0F,85PVaC*+UFOCXE=DP3R.._;Y/5%:*CE1NOD'7j<YS*UZW8ZABR>''# 

:[CHK:88460cf17926ab1c1a07310c4410b233178be04f55c5e715850c7f4b0fa54c6cf33 
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MVNY_7;'?4G5HP. D-  + 4 X D 3 W# A KH 37+ F N- D S 4 : ) 4, WZ%L&V$3  ! KA* $7 1 & J H V ; S 
M5L7: A.8Q:XUW,E',7'*4'><+K!aa.5*WYV!9Y18M.T59EXN"SPAGS»E,J; ! 
MN2R8R8?F6*4K1!,-''I  = 5YCDU:G4JCIF  + <6J]CF6D];,YF7  = ''FE*0YK:*YS^- 
MJ(LL=#R!'>0VW[$J%973&#$"?9G/U9.K:NC$,B2'4CD)J&3#.S9EE*HNR-HA 
H1NWQ4GM.VJ4ZF33(1%Z4;NZF\E-(DH'ZH9B'JG+CY>S4):YD:tE4WHILY:X" 
MUK':OG;<!$YI!3%Nj:5B*2:^=4JVE0$a:_YK"$42:-];TFSM'5MJ 'Q.-W<K. 
M(\JP;H(%T'+JH(7Y9<RT"JK<2(F1'FJC7:4D')N47450M_'GZ%)!/$3T=FY8 
l*l4%Q>35'S5*  = Q/S?L6*  + 1J*)3  + /('9aSL<N$Q>\R'M:(;UPB'<NB  + 2L;J7P^; 
HC>5K5VL0ZM-<Z\"*+,$A;ZYJ'+A.51/A%(PCUV\692X3\?7R)0>:2';]JLJa 
M5S  = /;Y(0<'>V.,  + ,RNOK>DY&ID1!IXHUXYE$ERN\<  = 9.ZSH'Q_?:V!:>)#%\ 
P1GE\%JF&EL;WD)%[).%F/LN,EQ>D297:HD*#J<;W4XUW”G4:>_YN6Y8!>+/%N 
MD8/TQ.=**ID-(FV)C3V)0N6<B(//R.F8&O=LlL:$1''WHA6aT&IJJVEG>57" 
MO7'8W+270(D"JKBTKK2_7J;I ! = . D =0 # 5 U ^ C ( ; <7 : -Q4 A V+_ . 3 Y E C DQX C , U LP 
M6I)83,_!Z3P,Y8#E%N'IC!%O:V0:%5=3HM0N4a5G(I=;)IGCE47'2\>88.49 
M;Q?4TV:8C230Y:FG\;0VD8'QP*X89  ! W D 2 VB$G  ) 0-XH  ' P ) 5 K#  S I ) N *4  2 R<«6 
H6E70SDN<T\S<a<">)7_"L7D2<ZB^,SQ=7 .L#.=<(-Y9XH2##!/'13)8'P.'> 

HBBV!i:$  = B_CE''>C.CW-;[:,EUE%Y0%Fa:AR!6$E1!/PV:\  + YW:c17,3-3MKI 
MCV?//$7Q(_-0U-X]  = P2W>121\Q:4ZS' \ L8 K5 W5 $8> Z S 3 7MQ7 D " 7U 1 3X W* P \ > 

M-Y/H  = :(:*2LZ)J?C:vl6N)XC1;LCUR]8/)<(;EFYi::ZICY(T1P8\:2?<"O0A 
M85JW.E;BW'')86+YN5*HVTR+T7$=C6:86C;F:6"+A08PX'5Z$+0a$$?E;/\NX 
M\$+3P5+8!5"9D$I\MLZ6U)YY\X^X%HY:U3'N8M-"'$;CYZMYW-8PQ-i:aSQ:0 
MLRaBC>8CK,SSVCJ6?H9C$1 0 ' P0*% Z ! ; ' aOT . . 9 " > A J /a=_ C K . D E K F =8 V C , KN 
M)<Ula6D;H[:',:I=Y0\ZPB/(5_APT;(0*>(aKEa5B8LDaCBajGZ*+B8a568aK 
M%\/0.  ! :H5]"<J"6H_I,9%AW' FK4>88NL_A28 !?4Z*BN8A5,G''a]A5a"?-EaA 
na; ! H>L;;KC,L]"?_GV5: I ' ? P V3__ V* ) T Z W A2 # L43a0% W+8 ) W+ ( M P J J Y " _H 47 
M7/_M*'*(Y"VVE]%U  + \JXT%C<UPZDJO\DX?''%B*3a.10H5!U9''Y>a9!(/8T6B 
M-58#8Z)A77CACXO%D6%3=%:0E>36T*D=AXSCY6T"#a?5C;IA_UZ”a*L/C8L; 
H#5X-P=HE8YN1/GO+R8aPE19S</+":R63K#UU:?8BFI! Z9"X_aJMPC%K7ZV=; 
H2YaR!VFA5CO0,a>C?+//BHOEH:P5'5:51G\HDTW57">'7!L7-VIX3>a<REK/ 
M.?La5T_\VUU*CCAJVC/%#/UY*U03>%5a'N88.RD]"9-X%B:V>I;7TV;03L8a 
MT37S2*HTHV=3' M>=/6**CG0J6 '<K:H4BT#8?%:[;*?a7a+a58B61 ?a/V/T6D 
M'F2-4P''\9C>LB\a05U4(XA*L_I7>.L9)''?P6:LG,*L/P''P:Ca4Ta/2KF25ZN 
H='  . 0-T1 IDA5E%EDO: C = a*  + UVL_**aHaG . Z 1 >%  + ? C J 1 a#- C " XW7 P I Y D Y 1 HTV ' 
M.RHC5XC3W9ZA(>*X'2Y6#TR_3SNGE?VJW4"M9MTB'Z,>0L;'X/0?X8XMaN:D 
M8GK^S-7:  ' V-? R " I 7U ? ( L% Z L WT #K ' N ( J 3 \>H ; ; Y75 A . * 5 0 P E*04  + B Y 5 ? U< . 48 
M)C$RU*H=HU*9%R':u-0\.N+aKV8M?5#=+*=725*!_CZ\JAPF'BZ0JC*E:v.2 
M+PIUF-Z'AB$<CSa%C8=6'6"G-SNZ)8+W3_."/G"GMCa8YaY7>HU"0E2)RJP# 
MK05::T2:98,0X0YFZ)=J*T-49lDIU*1+;VTAaXBX4!D9B.1O9%?E0N:X*Z)W 
M\U9DG5_8aV'\a=8'REU'AYH<Y74'1CFX\A!?Z\HDL]?U<8aa?' 'N!BH(8'?( 
MDZ"YaH:E6,9"C*E'/U/'\IR1-;JK;NJ%%CHa)1?HWRR7FC?(#*C9l9*X.+R+ 
M:-3S)$F'JTZ(6+4%_a?aY8)a:9^*E04LN5ZZ<YE6\'.7,:ASFL*+a56>$+08 
M/5W*>CO;R)("XX';JT\,JETR?GP%ZLRIJWC+1_C]D.''2Ya4A\ZR%a+C3JC)( 
MALT9#8$R>_%BJH04O#E06) !:,T27\<NFT_72,5J8?V!=7'J=*RH'79M'GFia 
MD_8R/+6*2E,1".I30P_\*;"IS"NWa<*GEW9$6E3a3V2-Y*VFTBXYKR/YX?** 
MC.JNH?'08=),Z$O57<CI7AO(,: F Z 3 5 1 =7H C 4B7 EH=9 E ' 5 ' # 5>; 2 Z K J ' RT7 ! ; 
M7$ROW):;*8YF38YO'+8X%''V).I"W:#8H%I"Z+EH'=G8Z\P6LJLE0aCJ*:4a 
MV2V'N(<HF=2Fa8.SA_4%0,YJT=A?IL3KRRM5TV+6UE(UJ4()T7_$978:?L8F 
MDVN,C+HS,X?9%20E)SP6:t>UEH#?6"I;3,+U_GLFB68DB_N08U6X:-BRDP(R\ 
MRB\>_AU,%GFXT.U'U8-6HX+PIS)9'M=:$13lLZa!B0XT#DN8/<0+1+4')?:7 
MU1!KO9\-;C/-_W0NBVH#H24RO)49_4DL%n?=S?KSWLM7E54a_D-X+*XJ()_X 
M+33'+3OX>_DLP.8=aJEF"OD*aS<V"SC9=9U8KC>O';S89V8/GD/P_P0V":TB 
MNX-7%;aLIF0W'\EF\>0!;X$Y#Y"?2(YPH0'XG\IE":F3'%48<%DTM_C0a\D2 
M*\;*r_HC/ZY;SM!XC\K:NXSaE\XGY'ZY*U1%8"X07L7LS/.'J.\UO7',$4(Z 
MA::.NL:C9HT#?:_$ri?8"?DVS3442*$DP7:):aT/$  + ]'\NN073I:"''a2WD/JE 
MZ_5K:<\>:a)%=U60?$D:A;YR-%JK:L*4/7Y#?'C*L*\8WT-a/H*"0'9AaCNH 
M%3B_T4Da;$?N362:?7+\+_.^=GYJY8B]%L_Y?H>9T5.,R=04#'*GCI80CAFT 
MY:VC;<=T?OSTWS51^A+1OBKN.XZV>H8B0S9KU$?P=8KTKE8E;aau::4:C!UH 
MHKZ3?FY*+CB"1M6;ZH50.2S6W"H2I(OIK4Y'LNC"C'D. — UUE6JLR6YC^V/5 

C:CHK:b0651910702502ef08f32bd86-f1b23d5cfd2f0478df4cae324400601262ee1840:: 
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Ma88:7*a*I\Y2REIA::J;J0"#G'G'*<DaYTTB1?;=6K+2V.HN<U6=VEFI,B>J 

M(A'H>P1N*0X.5>>X;W)6YG/'6=GPU-H!M6[((S#7.=9%YLQ2[:B!K'C\\+4K- 

M$H*\KlT7GF'YFB60]S*?4_6(7%'Oia)AN:iZnD2M1JYN5+Z6=!)PS'1F543Q 

«H2!D6)K/_JM6%:QZBTI;&C!F6^\<KC'[5Q'/!R5H*A!*'!I2%aU/Y;+,RJ34 

M3GAa*>2JS\$9)DNVFQ;84/$X.:C5%/.DJ0E4,3L.>4<\K>,K.Z;C-'W!UEA? 

M%"6*H5>,M"Q*0R$_!3ZYY*=80U4'&'Q5,*;JF)<CT=Q*:8::2_9/1P0),H9- 

MM7AY/2R+aC1KY#0**<=(3?+F*G$L:A)3U)0/+TXU808EWKM"C'WC5%&'R%]5 

M%6-Y19Z!'Z,K<#:4S8"AT887SRSa-+33)VP*34.+UMO+:K7#UQ$"HBK0AD?K 

HC<98DK1X>-_))QFB+<''+)0/867CJR;Z\OO9<-B%?3U_4J/3NS1"Y;8WZ#,(P 

MI) T  = A-(SM(YPi:)N<>'XGa;YF,616CP6G"GE:S:(JKZ;<S_KRM!K>R8UF#H*. 
HP/aZKZ:RA5XA68<35ANaQ^Q7URZ+N*EF8E3C#G21X21I?JW'’DSE*a:G=<X] 
MR-?A:3E/F,ETAF15%PV7!UKXJZXSYDIT7JJF2\:_DJE%PT3C_<BaAK3Va?F7 
MQR5OS/HH*H*;96\Q><";62C5);!5RSN::.Z#?":ZQ?29E>IAC'H0V#R6K::t 

H,6CQ>>*E?#>$-a=ZaB76GUCGRN5I5?'_/:V*ALE#AGWAZ0;1/\3DD5SX2j 

ME)V=?*NHCO#:$?V$U1.1U9.XNI5R>HSALU8a'3EE”4.N;#BC%NP_P.^)C"7C 

M=6MY07+%X'58FG$6-T_W%<?'J8WJ4X?N41<1N#C+=K'*.E9<GZA17K0-:8G; 

M38;Z.MYH0a]*=^<G7!\Z;!9ZWYQ71J09''\]Q?F+S$'(9S3_,:aFLCJ",GU45 

MX[:KSD:0.DC3?PS71SOO_962W7\'RZ?U'\CRT;C \_T''?\MIL D_6";SY" 

M32!F94">%ZT/.)X/=8<M$P#/)UP8E\'?ME8+N(F8%42GK1-4"N1,#-4)63$( 
MK#''S:;N(>0$C)5_Q_->_:ZL:8  = Va2ZC_TO%]F$]1"WTX''-Y4SE2#S(?.''HI_ 
MLXBH8%L/!ZPB>/%0OGE%A#\P90C)!*8L8CHLD?KH*(MITY=H_!:66Y1C58$; 
M'N+WR'DCID6F6F?R-J\B_<Z/PQK"'HT:GBJ>''7Q"U8L#E5#35%*NC;RUSX:6 
M>\>6DF>R8K%RC4'%S>IH-E>$WAUJ/ia>.LSUDDRCR8H)'5<9H%ILX:5LNN<A 
ML8V"?!:=G3*'5RF/5A4''T8F=TX7,BYX74(3ML/\F2!H>>L/ZD2N054DYMSW/ 
MS0+Y'FNH1.(ECE3*Ca?(=86,\K;-S5":/EVIJ%4ZZZF3a,PGT'FGCEI"I3?0 
M#CGJJ'H4J=.=5ai*KD:U>A;*+F;-':="J5TCF,,1\</S$0R%(D'EVUM/)-7( 
fl8YD/7L\UICG<8aH5:''<*+:,'+Z:(S%O85#ZaCLWD8M4KO0:6H4I>X\*X.T6B 
M:XDaXX%al8j:!;*.D:5.:8:JI?ZA/:*W83_F08<U$5F/K79.\P/G'A6N.U-_ 
M=U0WPVDZ^$CC8UX"NU]I?\3H.WT.W4SJ0X':H:aNC6HLPF*,(+G1U<U5,4N8 
M,:SR5>jaH,NB#$U77:78N7*-:aRKGBBa8J''0_:"KLCAVF9+R;5*N;?5IKGR! 
MZ!NY6YZ.6/ASC?C5-85: K = =: ZU4NT/ 'G7*!%);<SEC')HX8AL  = $HHD8YZ$'  : 
H=:_B'C43ZG?BC"5Z'H)=9(0aRR""80E8D.=+5$T^7#a3=3?E?(,69-<N!'MD 
MP:X_PZ"AH\$(<'IU+2>K:PZ^.\5UBI_381(I"?A'0*aU/(HBC\a3-x:'a)X7 
MUZR07.JJTUX:XGT*UHJDUW/)LPa):'')+J('D8-aX(5A'J!VaFG7*KGRH$G_E 
MJ9J3C  + 2FI)\'’Y0;  F ; <L%2  $ C Z KE  \ 2 R ?>  Z8_- \ F ■ U 1 « + # H _>  I T E = -<:  4 VB2  \ Y / 
H>C.:K-_C'i:.KCC>H(SCY'7C9%aj\*''SU?+*<6V4-946+T:u^:ARKS7THBP8 
M*6,DL(/:FC9I:>:\SI:a?%5>YI*+M$'HL4+;'H<a+EY.!FS4'=B+7*):D;E:0 
M.=5*G2EEZV'K1S"EY,Z>8IU<TRPIF1>+J9W!FN2'8CA)5YJU19?#8IA;'6%> 
HG-CD,WN37V-+Z5HB-0W>"'‘4YP6_LROA2,;91;M?IT+ISY4!+5V%DG3%%9TWC 
H2:GH8$a-ZX5E,V5KZ;(EG8:D;#0JRYAC'a!:K3;('Z*?+JY_5"X?KULG6>#* 
M*8\*518H7/+.>Y9A**M[N>IEER>T?WV: VU; D3B7D3L5X : UaMPK8T ’ NU46 ! B6 
MT''BX^*Z#)UF?N*a*.WG482ZB9<GN5K'2$-0_Z(1(AF1H)?',L"\\1TZW+aU> 
M*CSJ-38C!8HSBZP8<UNG<*7R''NN_WU5aaLG3NW<?ZUVT;$:9*HN;J$aG9AS 
H8/''L<#_/:GZ6Za6K4JZ6,?PBa=H)C5#Z2XaU<NWWYaH36$VLH.KR20^8;JA8 
M5Y\1K;..,:S'Z3,R<,8KE:_5CRLHLF>95;_av5B'')6_85C+V)V7/L-UJ?=>L 
HaO76UF8a0a8Z?4OOV2HS8?0, '_-!,CY4$?TL:\KI03-^RJ! S YE933>8B8 ( ; T 
M8EM*YH5aD9?FR.8T";5*P=FJ47AFHF)>K6N0\:3DJ5ZH'Y,I)aH_JM$JK-K* 
MC7)Z83_Ei:TX?I1S7ai9T^AJ!O,G,*1,08ZDOU7?<!'KCZ2KZI_"EKJS8DN! 
H3\-*AE8._D2^U'JZCI3P/XaK!?5a\_OYDSA24:'W_*_F2(50;Y8_T(RY<XL? 
h:5\SW_G5AZI98-)I*K:5CVO\BSY0\J*"'X/+\$;=,V3?8VC1-,RH6PX:K=\I 
HYPG=NIV:5ZS)aUaG04\"^WR#H6\U(E."E#6HR2*"'T8ZPA60<=:I9=BF*X4_ 
M=/<ai+IE=7ICSRa8CZG5Z8K-"-VVZIM!CIH5W-98SY-Wa"G6R'Z_'Wa=IX83 
H]>N79$"HCK'Z7FBZP'N?IV5YZHZ34(4KG>H?U.3)VHVN*a*(D1HU4UVPT6a. 

M+1 ?UF\J8<I‘'<8V*CR8[0N<' L'8C:\$>7CU9WS2T-;RB5G<8*E)a:v\04*RK) 

MJ) 10REZ-:LSGC(PBC68FTBGFa«;FTYVRV-D#WY_*'G145W2l^aK0:<,+FaPZ 
MLUC ' *M5 ) ' 7=ULKaTCM;U ' ’R8H5UM/W?*:-3a2JG:U4$:5EH-6=FNU*B;;R"0 
M68:AF2laA+ON?#Z,:''IU'/YDA?9PR1E*U!XV.C'*HC7/"O0VC+".T9V:iC3# 
H0"_.$U7?CDSZ4)5GB:2MS:8a ' , =S ) D 0> Lav_8 A++7S 09 :ZG0CUN/"'M::X8, 
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MQ_><3P(J/'$=,B3GR. ?FD$%F0:-YC"l:8:7Q=HOC)+E\1:3Q'50LB\AJ7HT2Y 
M$BWC.FG.9'C^HU3.&#HSLZ1Z69%J9:H$I?KAYN.AC&Q/''Q9"SV5,C'BXGD*' 
M(9*eaZQYL)WL2O?"J*L85DV<N7ZA23-NR$F-Oa+.O.=R<&8HRG2KCH06G!((Y 
MUEW)=_90W2+1R6-4TIII!!DISTE'=+HSL7;RM-E=\/>PG"3&*Y-D'FME8L5Q 
HBF\QG-8]S9YB(0.+*XDN;VQ5"$AP:CM^4V#7YS:_B9T/1G!2=1+M.7!>P%_1 
H(SHR-E/$)ZAA,_GDUL'':OH!%2UDH?GZCE0&M&?1PA4:E:5U<Y?.9;DWN4EC/ 

M9D .+M/TE]65D]-, FK0?aM>2MW2A%B;63+Ka;B\64$=$:u%3FL:8\&5Y?W?"W 
M;3MWK'OKDJ2T*6:h.0^J05"T+F\6:>Z.XU*RU(9AX(6RDO+H'W+&64<UH5:6 
MAW>?5*/YZ54RD9SA9L76FAM;:P.CQ4-YV8;,F*[ARE\ — ;>CIG52N$Q.KnR\ 
MGN:J*EF1#?83HE8;.3EF,_2R>!I32X2>:8X2JZIRHM>>3*YP<;.86_8'KM:E 
M'.TMKM87/!-C1  + )6QWP'V=(\MXS-<;7T:aPUN"i:F6INa"l%>Q_DJVF1MA%a( 
MZ%J0LC7aHGR)XUl8$'1C(V6\P.?.:aWC>;B,8K)/;CP2C.9;G*VPlI*n9J*) 

M806 ! 9 ! ? : B]%2-HE*CPB>-/1 #[I9U?B5I 'C6aK/+IUS?VWN1\"TKMU;!NIQFZ 
MD0194,UR($CUL/'TW:!ZniUVMM>)/'B/YVC.<+R0=N,I%YHW3>,PTSB:LG(3 
MQO+<7*FJ5-SPSN)51O*8;G-!TSGM^D10'U4EHI'*K:T871XJ0J2KS761Q$'C 
ML'-;/Y.S6:SGJM70XEGJM'W\F\)8F0;Y6'WA3(_(_4W%>:='E-W6:>ERRS5) 
H,#NW*MY"RW_(IO:<[TU'3E?C6a94)M;TWW35G]<E"_F9FM>XW(;1!1H4B0ZV 
MH:#A"'+='VK3N;K-:\ja98%$>S)7:V6HU8"?K)BG<ZO1W**+WY16J;:M))0K 
MXSKWCL+MID1%I — HJ'<-NDNCD^TQ;(/NILM?3X83NHS)\;$T*UI%>HBLR)3: 
M)2$+5BVW=H+)9M4'XCI'C%UB/2'W6.-1W-JT-,.\'aR'+G<_776/=*V3I,.. 
M#\U3E80BYXZ:iDXU9/i:4EK$LR+HR!E>8A\;W4a<U9?"$985!BVCQ;X_*F+^U 
MY0A;N3GK- ! KK8/( 'Ra"#2HN6=G2=JE=21'\0>PNY3JNIT?A_,G:+';!C*JFW 
M7_.V^7GV%G,VU"?*(U6(_a_,99Y''J)%'.$6/=L!5+%B84::FLC>NXU/_NG4" 
M[T#)**Y:)ZC.=(:J67:ijHY.==w:t3I2HV98:?KFDNE,C3G*46l:,9740V8K 
MX2V'7*SMU<!EH/XMU2%6.ZPBI4[8a59M'DBC*PI8#CXG_ZX08?9*<^BQ>F</ 
M%(5*A8_W<6M55S:VBNJJQ,[GML-G_7G_#];H)GNYAZ8-608R9Q=1R_A<JF0I 
MG%C;SIW8ZCa0W739H>L$XK-#C  ' 0 , * H F \ U S ) L L9- : #-U  *8  V7  F 2 3 H H 3$  ; ( W . 0 
M#(R;8  = YB;W4;-69>J<K-!Z : H " QU a ? # Z 5 F 2 = XG L) E3 3 U7 H " % 7 KC R ' J 3 A 5 = VT6 
M*RQ6=:a//"8*U/I;R-0J>K=UAC8\=='QI'8>7ZK(CEB>F$Z*J+3HZ0Ya\,=* 

M0W7D' )''CBE,PTZ$**UI*>4VTIZPIM3 :aF(,2>)Q68L#=2E;<+9<1JHIRU30Q 
M+9:0B3UEEC)/GI68G'=:*Z,;YG:H4K.-3JT."=4CCR2N)P,3Ea4TV)OU%YPT 
MAS/ZY$LHLAaDSNTV8<V$.D/H'C;>:W4P#'0GN8>SBY,-T9ER'1G8_(WK*WK< 
MZ)/L*,ET%0K)Q3>U?<7<<JBB7.'CQMX"6//*U7/a'*7863j=:GF)OH*-OA"Y 
MX6!O.76A\8IZ6JSZ+w:*WPJMKWO%WV).Ln!GYR?\+8DFEY<-1_C>:_PHC0), 
MYU(97(Z/'P972+<DB<:NECM*9X0%W\G?*E5?AICSBK0%M,TT_9V;S%/#CX9!W 
MU8B\ZFH0DM_<. " ; 7 Z 2 T F U 3 3 R % - . 1 7 W8 Y ( 0 H 1 Z 9 ' U 7 F = L0> J += 2 'V/U0WEI\H 
M8PL8MLZBNXZ7=7E=TS:+N<DUO'L0DY*3!39D/M4\)e:271PJ#*:VT1I"I9X* 
M0\R6VBCCNG3993MT\'*C;28C.K6Z3MOB49GH#\aG/H'ZPH*X9XHB5MW<58"5 
M64VGX95H8-3HNE''B  = -Y*P"P)%1  C)SA;6_0%  = J = /+! ?*<ZCI82CX35K/9HE%9 
MZD[!(T0R,3Y_%_E.,83DS3K+:3Y/%EJ)\>8ZJ'PR9!4SYZ?WA55#;-;PJY07 
M683YZRPRETH8NB?V5R!>D(-;#M'9D#B.L/+$8L3KY>E2CX$3J_0*'33-V3_L 
M)-=\C0_%WI\\29;=YZ’a\3NZ1T1.584"B('"D%D%I'<'1A'$,7%XHL11JDSI 
H,6Y08H9$\aVBWM"OK:U%LB)) ( FZ28M7C !3ZZ%\9:=#K:V0a'n+6U3;(7L%YH 
M23_"K7<5X7=T3SC?3_W.=8\<"a52DG6;B41D1;C?>3CG-W9#9GPN3$BI#,4> 
M3#L/7JC)0)C:F8:  = . S 9% " W_G4 . _948  = " WG , 5 N E B ( 4 J % J 3 3 9_08 \ %9 Z ? 9 ? ' 5 L 
M1KKVKZ'TH%9:8:K,9\R3SF_3H/''0=UE!(CCJAI#!S+CVK_GA3a*A!3#P"%C 
MKH$F$ZY+1X>,EUGCZ"IS':N%=S/$X:%7(2=8CK/+K1LG8"E$E9'#/AJEZN-8 
M?R6F<V=B/IS!*Y.Z49>EZ49E5%'-RJKRV:s.65=8’H3FP_>K(1M*!K5_8-8" 

H-C(RD'3(;  + 9J9\9K<WBUT?'  )80:0LB/S"7  = C8G2;T''"0Z>1''I2V.;69A;T3: 
H?9A1Z'383%FUS7CP_*P1/T;G./)0,N-3PN<lCP,=D:*/:>H!/X9N2#VI5/%+ 
MY*)9(1?9X?X#H,E9%?61"/177H2)2CB+FYZJW(2-\9$8=Dn9#_'H='F8A_=" 
M"BVH!R.2\SF+4Z24#!9VHL,?B#6"R8/HN-$9:HH(0:R\-RC[:6R*E''Y-S!;F 
M — ==GY"K#+Z;*W[\L$X,U*?;PAPFLG.WWD09.AL%=7_Sa%)''LU\$3)A5U8DL 
M8i:3A_9'18\6C930>RBP9_)EJU(KC(F88\GP6EaN\'C'#VL=-R$>Z3P>U?VS% 

J ! /%;, F ' CM<W_IPEPT : = E Y> P ) ) A Z 1 >99  . G + 0 : ) I ) , .<K6#>JC<80? 
MZ0CU!C_H<Y'_;?.?:''?>)KF\(:>'  !1  !I-_W0W_;??\E_G09(W/9\/?HP6_D1 
M<_TW+B=2;?1^-AL3a*''4/Y_YE,0C9*G0^F?.E*G>R\E?1W;CTB==5SY9XK2' 

M9  = [XM..UIY?_:ZH0''B9E/2LI*F:,A''2  + A1  R7_1  7\L8_  !_.0<)W19  = I)TRHP 
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M9#+V<J ( F:%?VD1MTR?K+6En\E;,;ZAV='6=8HS)S\,PL/_#W<?VVCBI?E&T+ 
MY20D>7+^A%M'6NPW8_''.4G>?NJ6CSLYC;U:zi(B):+a)7E%PP?!0Z1C$H'"_ 
H.CFDGCG;%S-G9C/a,X:EZW30.Z;S$W&UP3?/G^?BGE_c:F;4WBI"GW7/OCD' 
M=>:C>KG)V!FO5:LC6%AQTM-!*32U3$!Z4A7XL/,OZ3SBRP8(-C#a(G,'%0(N 
HK\Q%ZDa.H0+F3N3A#.9)53?)^D0AG.Ka&ZKM^-aE<0P'65-P!(*KH.:_-RA) 
M0:5C\/,*//K\M8#ZJEH6>3*H^Z?D>:"C0&RN_+S1V=KQaBCl81W\=R:aQ0:F 
M:_(l9/;OCZ#A#\6H:aGPV5OA2:DQ?^V9OU2BS850(HDK5/8!8X-''SEOA7(53 
M.QQ<OXEL>,XS*J5<%/,$,$RNC;$*:8UU.U"=3:4Y_a;0=Q*-aH%,6Q95Q?WB 
M*>"L<'0N9aS,*17YCFZ/RJF5247!  ( Z + H 5 F 5 8Ra V LV J + B ; 6 A7Q9 X_R D $ ( , 2 I $ 
HHK!VU.a<D,NR+GZPaPGC-NX!3:4US8V$"5/G'I84T8!CPX+IG!#_Y="%8F!a 
MV( I_s: (U08" . 5> ! 2M527FRH4: K%NB_TRMZ  CU . '/K?N4._1:*C#h:#?,%U2/C 
M70M\'5Y1BAK)#\B0IH)[?<N0^i:,;=\,G*LNKJ09QWE5-'%D^'_!=B%7Y/0DG 
M*N?\\H_P9*:SE8:VZJIEG:S:TaG'7/Z\)MT4?CWE$AI5W_3+?M-G",RE500'' 
HM_%6C:K_CO_VHX5%0KXU_UG_:XG?'G%2JPTBT_G8C\9?YME9A)SX,''H\*N9S 
M>9t:48Y3?N_SF2ZY_-R8G?V%/Z*:a : E3U : L<. 1 Y4 L*88 S _S U S OQ=K$ C 3 J ' N ' 
M-WPU\:_D>,*ZJL$''>8Q+9aMS8,0a%Y0,W^*Z/H*$'I8?8_?D8C:HJMF>WQC' 
M2HW_C9G6<_BN9'Z/SPFR2_+_''P/D/3XYJ?'DT%>,>*NY9_8C_!/3*:R5[/\0 
M#S-+Y9:K5AK:/5TUXJ#PS.#>HD>'<X*9I67! ( 4Q<G / 5 =8 PG E Z H 4< ) -G J 7 : 5 ' 

M;_7J "-3,3Ga>R. XI 92-"?SN,I )6I/TRa=C4aA<5Z+0VF%C<*0^0SA1+J Y3C8 
M'W\U_'='‘7!G8PX'/'  ;2N38<90K5  + = ^ ! ' ) ; a J ^ / N W Z ) + 1 / C U<  = 3_>  " F<Q  L,  \ G 
MCC1'!Z8F.ELR'5_1M*_X01.63FV\VZK*HO-2SAN\J_>HLXRG^VC4OK4:/AN# 

MY%P7:8+]_3. \5F(X,CHK#W0">>78<3\PCHIE !'';S%?8a:<%/3\ 'BRZB5(>WJ 
MT7:9-<: RE/$:n>5 ' V!><L3$/B%V2TP5LV'NM>21 E7%\CPPP_F ! CN' ?WP0(Z ' 
M1!Ca_(2a*H:1VT?U^^2;'ZH'0?5$H9i;i  . G A ( 7aC  B>  K ) - Z 3 C 4%  *T  ; ] E X0>V  ! H 
M+/0PaM94F,E3JE-aiO8'YZ.#,':7JD\K?Y#83F"11*:Y'W;$Q:GFB;HXLKJ! 

MD7XLI\K=: ) Y=$802 C / B3a 1 D " ) H E8 ; > K2 #=G# I Z 8N2 0 C *9 / C A<6G0N \ _ : R0 F ) 

HBT<UXU_H !P$:aSWD#;H':/' RX9U8<G)<8N%2DL' VI:j/E*80,6>#a:=;8KMO 
MK,O82./H/>2JE!,M%=2ETFWUG+%:POW=WPaK96_.;EE%85V0<0O'KF3^1;_4 
M=+-UC !K7XTH*/3aF1=_1/#-OZZN9YC:C091C3T97L$BSW:<U6/4JHJ.OJ46_] 
M9XS=7_:CCD9R':G8PT:0U:NRP6DYH3\8W873>7(9D%G9:02C%,BLRU !!#*>% 
M<]PW7):/6!ZWZ!6' 9Y$*6055<: G6=-T3-C :NA\:R$9%W:2M?+*L/8;U9T?Ha 
H8BC0=_'8WRLC:dGRP7N64?:9(L<PY)92$)B<%G71SK9C'2U2JE>YY''Y*8P? 
MKF$''0C:COPG1^B,:=;6:i;.YK<G*+K1H)V=La)PUCYS4I,!,/VV,'7.ZUP1, 

M);A:  ) P* /3  3 ' 0 V /8M  W R3H36*9U  , \ 86*^*>  A8  Y = ) L . J ?>Z  5 5 ? U D W = 9 D/#<5  # ; G L 
HP"GWF;O?_KaZEH*'NFU$;DW+T#8:IXT87_0T>8Aa(Z.7-)"F?F?"E1P.;CNA 
MKND"7L>T*+9N+!GI(,=;O8W(>A0C:G!>:PS:LG/C18U6<)\X=(F-D9/SY#Y\ 
M',:i<::RJCU0L,f1#XFC"54.79X)*AS_3DT.USS5R%ZG:?H9NM/2B.$=-HPCX 
MG^8J,U)V-XX._4$<DF9R+"SZ:$C>"Z$KGa$;G!Y=78F).1E5+6*/+?=FX\?Y 
MZ=93/84-*72_<=CYTGaK4LH\Y.93Y<?(P6G+\'3"%:.9' : R ' > ! 09UT ( C N , F R 
M:,MK*E4+Z0UDH8:F3L)2+O,I?2=8P5H8CKTD0Y-YC5HV%#aUC{JW.E6L4""V 
M>  = W/>a8W1  98lNnHR539%43%_JX(>5F3\DA'9I  + ZZi:M  + 5S!  N AMT  RO  5 F ) 5 Y N ) : 
MB+$"OS!Y,X%>(K1"S.V)R:_.UL=2JLK0X.B)88I0ZY1*5;4,O8:X:H83YX8* 

MJ, : X%_%;K+8G?5,98E9_PZ4*0%H81 -C+4%9BU>PBN<H9U;N=,=5#+P/( (4#" 
MG*GF8Y)K5Z?*\"R=(60UUE78XKC,+*PENE2E_a:2:XS8<!:z(YM9$Z2G7HC? 
HVH*ai>2/*/?Y2C)1A\0O,P9X:]V3:Z->4-<99T7:4B-$aES''F^aY)$Z8K6AC 
M01YBHD)7:;>)aiH"1F9:.2'W0EFV;LPU$CM?C.\^SY=J8:0K5R.Ya/8_AZ9+ 
HFE5l.6VN:7II.*A6153Ea>R5;\  + =: ; D 3 : 3 R0977X  + H% L5 U a /> " \ _ A 1 8 I 463 H 
M2P4<V-IP8'OL%*1+9HP*ZP'*:VGK6_T4D2?$NOR''T:VHIHW:''"0#:fLLO5_R 
HC0Z?2LUW5'V8KPVB9:i88KBaHT?U'.;+9W2nWF<J5T'K":RB*Wn:#?4E3CED 
M8'F%''AI-R?(/S)/K*EW)NE'0!8MFS/#R*W;SCaH!JC0ZEJH;4NE*>:A3:,]I 
HHSa<''UE9;  [*#$_$  . H Z 4-U  \ NZ  ' > . Z % . + + 0 / J 0 E S 1 K J 5 ! 2 DT# , J 2 60a>aN N C % 5 
M4$:V0:U2  + #'_C''7  + >U,BO''S  : Y'CS'C_#Y08'  ' T \ = 79  59  + AN  C ' 1 ^xa-;*:;  DC 
H^7;TP?,8/>''IG948=0HZ(+U2YC-IZ ( LDTV*H0HSE9>ET=8T_P; LYJ ! 5J"U8E 
MFE8*'%_SFTL89B(U?9=VOOP7_8Y,/)3G?.:(IHX"%W_D\9M38C0.RBAa<PW9 
M-0C  . E:/$5%Na_1  )J9^B>58='//X1G2.  G A7-0#  ? BU  = J PH#G  1 B A E = #_V#,  H + Z E# 
MBB/*S"BIX6B/3*!VK.,P!'MPH8)L%$E?RS3VP9L!XC5VMZ''?$P;Y;I'AK7M 
MV; '0\S"3E0W'MP^=$*9IZ.<46C60*+"/B-<*" J; JHF38;ID8*F2K!*K_:<HS 
M>_>Y9E;LXKHV%;FV?);a$2TT2P3%JH'B3F$0=*RG5\R58:ES">858A_:''DRG 

CCCHK:14c212597d333f551cec825d858c30674b9808d0da33f0103ca7e1e6032e74a36:] 
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M=*U-3HN!?=*-BQW^02DFL?."#(YH+9><G3>G1%?%+WK.X<=G79\N3K=YE0U( 
M8TH(G'.N?W#6-a1X=>:WH60B\R(W:4C=!WL_(9)+'8W*%*83'J<<a+LT%MS' 
M6U8"R9+;?<K-92$WQ%)<9M?P7;aJ69U6'3$CM;/D.64N/V/Y<\P-W975*_#N 
M4[;X$E6N/R>ZZY<_+<56X*?O*'0A#3)S<H>:#>0]\6ST?C:H]:;aSH,<C^CS 
MCC'+83U)Z:R9a:TJ6VJ;:3P_;7<XWEQC7'9V?"j7C/BL/77*C/T*?K3#9#=L 
M%U33'L-:.;XX>VR:9F.Y(U/3*P^<=I^C_V'XPaS'?*<\*P'Y?:22a/_(<'TI 
M\YI4SSST(aQ+_/#1H’.%0CKn(SEZ+FU!1CFL",]26a^HSN2H;D-FX^=9/4Ma 
M-F%/$U.78U[#:P.*N>Ca\$B$B6D:.CYa'C6*?N9"%]4<RP<G:$B=A8/Y0>2C 
M"*^U7C<.;_"8BKZY'U>JAT=2VAH?*O,\/)E285;NO*/0'RV0/=8/QC1'V!4Y 
MPa\16N#MT(6"C):I9D74'P^W3M)!EQSK'TGIT,:I0ZD.5<<GJ+0?L5LA+#*X 
MVVFQVCISZ=S':CDRUCP1CL8WM,ZX:8,A)G:x#'1([H22V766DS\=XLE#<^'+ 
M>V,\E0K6/B+*]-CTJ%*U'*HJBG:#54E-P24RUV=_MH9I5T:aY*Z"_DNNV08H 
MK\/V8D!:w6/GQ=CWS$\"[BMURI%XA10!9U#a;=OP)8TJND.'ZJ,/*',*3L:' 
M5.'=E+H>EVT:/+F%Z0\3_Y!1)Y8L_*OL.9TN/F,#3LR_?;5\*'+6R_P%7,!Z 
M(4+A]1B07JH7F%07-:WG?8'Y$LS*EOF)EDF)\WK>14X:N\:k=6W:5VAU!<>3 
Ma/::K_Oia/5J'M/81TZ6%Q#M50:T%U%*?=/L8KVXYRHR'UC'>V6H9?M'JEQL 
ME;J^XG9TNGX<NNO8IO01Y.AJ>a:M"!?REX#O6KIE4.1Z*;X+7;*IH9V*L57> 
M:CX"X36E1;0/7JR*S\a*Wa3\43KaS+X7,%U2Q3)%K1.,8,1LX::"Y\a9YW?D 
M9S)D,S\#)%?;;ZYKCWW97QTXF'Z.G*'<;OAS\V=3E=0C0VRUF'4O!5,6aU1A 
M=,>?=,!_U41Mi;4.GK)M>+9?%#WS>DLT;)7a0*HC=)%-8V"RH'1#X->?0,:XK 
M>"WWISZ+FNDB0*AZZ#-4:8LU*CIA[_D:L*^9LI$M-aaW<_';a2+'''8jT7#;K 
ri3<DH>(0ZaD^VNGPSY9A$6X!#4)J"')?ANR7<5X(,TA"+<=T*A>7?"3M8=6CB 
MZ8#WFN_B0>9DJ,=77'Y'>Z%"L+?C!#BE9PWUPU#/?CPa3M-Z/1''P7ND8L=B! 
M''KB:3.W>V0<NL$!D+$+%-.:FDXG_OX?#$IA=Z*NI/Z[U0J#:A>Z-%$=NBB\ 
M,P>#/AB*$9a+KG:5ON2\O45SI<%G)>X7ZH':F#0X9;_M4NNVA%j2\B3DFU'' 
M8R*'T<N\**3:HAJ95'!NJ/JD/CZ=E5*Z/'7$F+aK;X:JGK'IT:5!=\;/S8^Q 
MW%?A0,CZ$Y6C"%!6)UW8!>:8/a*H('Y<U45:HLUMJ"P,C9SCW?JA7$V$)a<" 
MX<'AD=QH<V0H-5T:PC-="%8a.9.]' — WI<;+.'.Y.B,/<W5I_+(G#X^+H'*B 
HN$:J7T*"(7,'/:J0(<>9F+B'Q"''%+*FH36=_JQ*6!5<2>H:8*_6$M=.:6E<N 
M(+L48T>:RL'YU;_,H21T:M03$H**;GQ^U'YS1;(J"\59:/jaFS,V+HBTQ:#Y 
M511!C9CH*U3EW1;9-::?69;XCW6BG'',D;.<T8\YQ>A[:bVK?%I8'<-GK$8#8M 
M'A5T;'0(+FDWL7H_/FU\ENC3".89V=DYFT!.N.$9HLR8BL'%J;!?4a\V=02N 
M;A7BPN91VYRYU%!</h:n%(M]!6?3$9D%/KO_F310G4)$NM]>YYX'V\685#V" 
M0:.!:ZZAENC'/PD:89/ZEF8:\AW8R8OZ88D97],'^C\Q"_G%GXH7NN_LNRR2 
M^7a-7::DG='3>G*6:7$WJ.9>ILa_R"A)NQa:0\nQ89<8X^C;;?:0'UJK)-C 
M?!(R0\3TB.!+79Y=/';,4ZC6"VT%*J[PB#CRY:D'QaX/=9KE)6(L''D':z_01 
MF4I\KDU18$QH:%2a/9RU0EDEUIG+#%:G7'ADZF5aL;CQHGa\=M$^?I23RY''T 
M.7MXRG4U'_F<_*;aR4-U'?PK'Y2/?;a5/B)TJY%2-9Y1/8VG8U)i:/;'9(A! 
M)9<JY5NG"''2E3;13!la93HKJ?8,JZTZ/#HWO$"H:\Y#5*-O0F.!')LNER'TY 
M5/5ECZP:=._#/J6AX<_HH"KJ^aC>1SY)23DR^<T]a'N$*C>J*HLI635;_0J\ 
M4<88I0<XE1S1'=#42FZa;S05K:W0K;G/%.Y-H7!$H:i;D<,C88"V#"3a*aCCJ 
H3]9G,+>E%U;::96E2i:^=,C:E1!>>WC>JB'X5??;: C +K, 4+= , EB8B85 2 2 9U 1 
M"%W.')AG,Z*U!LWZ49V8laNC5\F#Z?0PY!LCRa-8R9/.UUB(K;H:GKZ"LXPI 
M-W/ .A)CP%7UTG)_i:a\N0/#N\L<0a/+6Z8_UU.!?96S-A.Y:R9)H$"AVWL#5 
M?5";Z1'':i-MZ.H3+%G4:N"LJ\TaMEPBL3W\,MXYJ/Y-0D5S#NS!08?Y7(>]: 
MJG\G_a#Y620?<,NEH;7  = I#HT:2''.N*VD0DA3::F#5%WH'FA>9M2\WVI''B;n# 

MGFWT2LV0FaU  ' 80#_  F 95  ( ? L6 . 1 ? RT6C  4''3-_a_aN  C B_#au  + C 2 E ; ] W ] Z 3 W = 5<  Y 
HUG-Z7ZA$:j;UE6?8BLFEZC1Z0>LK69=USHaTOTL85T!^\1X+*U6aTDOHEW8C 
M!Y6O69f1!P"I4VP?5K'S3  + 8/*5CRJ0U:R;!>6S4C9JYGY?5'':j.RE8CGX#%/  + 
M?WC.'/0\W8%\%C.8S4IL$K>W;B#WNV1;!UE,SA9%_'N>A78J?:HZ3U?F9W8B 
MZUHa68I.V:E1_/H[:s%9\"NMC_8W;52;+V'.!9N%-J)GUM>F.,>ZW.<UTa_CY 
M'>91‘'U'KZ9<ALZF7v:Y%ZG._'849_W!7TC^*H:/C/-'U:3:AYa*09FOFa'>O 
MB0GVN90Ta9C)I"i:8KH0$9=CK6?253_?8UV)<0)B1,7)C2508'aE*$7R1A#++ 
M!K>505WLL+-S9IT4M[>"SG,NAa"U! "$191908. =8O=a]0L_'''#'H>M94%.OE 
MP'C*28:L(62G(SDBBD_S,a=8?_\VF:"]64F9-9YNO1BWRF*(\89390WJKB+# 
MJ_Ka'F#=ETD;'!EUW5-H"U?*=M"I21>%>B\W3%$L9#RF*XG,C:T'3W-;?)Ka 
M63(IBDGOaaZ=6;Z<5E.+Y=3_"#SC9.H20WUBC:iBR*4TOYO3FUS[3:5/;:4aU 
H</52U8a,JX9./$88C#86P29#?2CD/M9;*\=38:7HB)9XaE'_>MVT!+)E8ACB 
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MP&CYV1W=L,Q-=ES.$''0$a)%2UT'G:E</F>aT/C/='*+:B/,G>2LCF\_HI%L/ 

MW/EY8AK)0#MD4M/GG!D4D$</A%C#1X2NNVE-J_$PQZPP(G-,&%?F=<+.BG2\ 

MLL&#A  ! %MLY07<+:  70\K0 . 4 F-''*  C V J D ( T^=  . 0 A W8  C B V ? 4 1 Q A<39  A ' *$Z25FH\ 
MZ!FC<6!K$Z<&-*)".+0Z9")!OWCLXB+X+V1$NH\'I)J-)8EGR^Z%B,L8)_(R 
M<1F/1D?)+".XF:9%+:["!>TP8?"1H''R;IEDN1LH3RV0,N9:8NK%T;XH=0Q/: 
H3U8FZ=,:CDU/F;aEU/TZ/;<5B#%K9.<V'-H9,J#8!L6OWMCQ/ENYT0aW)\:R 
M.aFIC:T34RN>*K\)VL  = RJJF8VG>5F#:-  + %V'5''A^Y4.'9<Q,)''A^_8P  + JE_A 
M)^E0CJA^S9G%G'Y*79286+%0R'%QP9_UZ,/D;U.?U8Q76_=#(<FD99SC"?U) 
MV5'/>$*4G\\UMQG/ai_G$ZE:i>RK3,RS''K"S'B8%99!']GX::GI'"<C"+*1 
M7>0:P;\DH+C85aFNKKF.*Q\A902$V;,Y.!9249)95=1J0GCTN8U:JB_KN21S 
M*2N8C.a)C4TC.)/3W."./2*;LC$\U^F.DS#O3NF<XI<:40Z: ,(8^ja95WDM_ 
HW$4Z,$3VB?O:K^2#-AU4T8$0DCK78+4 — %*=9?"'B7F'!/5=C*\CGH8;4VMa 
M#8)Yai:UBL,3=B74%''%U(P_$JG6*Ha^S:PI?03F0R"!_"'_!%:D_1/:8G(KN 
M(W(1.;;1DAWL*76'"O4O$=-'12P_0Z*?1D?4+=DCDB4Z'‘R/*^(_D2'Z\F!3Q 
MR?"NPST'ZX9P.H"AP#Z!C_H94MT*K!#I>SWPL\2-*:AI75/X\n:UG0EO/+7* 
MCG4TX%/BYX0CG\"Y?/'R'.UH<HDA;YT8_U5V3SE,-$4*,ri3IL!20"Y/BC#%E 
MO09ML8U<#+8O:$"'L68_'?()HL.8PX1,:J$:iU:G,R5.YB%DO0=%KO8A8</8 
M/VCKa"i:  + D8'ZY''P,XB’"O%50*>EYK!'W9IQ9>'P_*:46VP8:\)DOJ-JUW25 
M^/NFSI/NJGLQ2V:._6ILF+HAA^B'S%G1!#),."YBPZZ$"'H. ANG+L88+y:2: 
MZJI+YE*;:,=SCWZ(+_H7FKN<Q?$0U?=:MYT\,L;(4I=P(8>NTB0\"Y/'_66N 
MM*.5  36J%KY?aPI!!0Q*WL/AEBPT  + VEXY,4CL'8#_!T28C3  + 2"Y2/,-#6D*JVF 
ME''4CH'Y<C:ZFI>4CV<8?YS4\V/05>#!E)>QO2*"*6<G::CZ_PRWX_:hlU<6* 
H0D?=+_";F\P8>H,W#AE+M.';,6?ND<T%$N.:6#3=8B>_!(W=YRN)>AK9NETI 
H?QCP80D47=(a%1:TPEIHA6W\SDPKK-.=P9($B>DOY'6CAD_IBRIAI>FXQ?4L 
MY"S^2<7UDPKTN '43!$D'$0a!*R:!,$;QZX6:.>#8H:-I\#:E;TPJ8?5RJ^M\ 
M724,*,95%=CJR#0;F6%Z!d:'(<9LW$873GEJ#_8?=1_6ZGYN%<+XED0K8AH% 
M:4FQX':08N:/FQ$I-C46_G2E9:?TP6ZP"[RK#!896Ua^CCY=L?XA9H%V]:(V 
MV+YX_-;%''R*?B630^!W\')8+W=LB8Y6?=O/-O'1RD,*ICP75KVH:QA=#M]T3 
M6V8TW3+?J2*X!EHL#KTJ;GE4!S\78l7SX,L2NB_"31<_*J'??Z7,+5:.+<LC 
M?9C'U=\ZUa?DV.C(M(ZO=E04X:j\;+Y,W_aW+6NY83/4J%+GKRH.K481>BCJ 
H:8'VW3/^/;HM.CZ/:^N_3/.a*%;OHL6VJOH"1X<ZF?FaA7R6466D.<V0"CHH 
MB!VL8+T,'C*,:+%1$:Y)+DX*G-8.U;<90X'5aPN;V3LBQ88C*,9!!HH'RH,'' 
M'B<8):!"%HS4HIPUY-:;La$GINV9:S0>"_N<C/YK2#%AZ:G\<UaQ9CZ3(L#% 
riG'a%N;,XOXBW7HC-;L:GP)XI,F/G1HV:N-C8G<\AaLJ00Z1_!\18HN,GCWCj 
ME9aa=H0,,C:_aaES-IY_3,R8a>'0-.CU9'LU)C;8>'<YAER*5ZR,?aaFC)%+ 
H\_?!C'W'/.<;S'/>I#I+)J<NXL5"9A/P8CX_FIE/RU.P9)C#BRWHY:CC:#+K 
MS*1T0^0CR6R0;/4=9::iGY=a9\K-a=O>9N5(CHP7ZGF=DK.>HaC=2;F1C'9S 
f1?Y?J,1waSC!>ANL<LP,$Y089\8-BG4!93Z/J/:>UC=EB:T:J96YR2K-V>4F. 
HJ!"1P>%$<UX3W'7:v$VG%S>8(?a94Ya-C'6?,Gn!9N)?WZ-#N;A6_ATRU8_< 
H*EL/ZEZF\:4C9(4A:x'?])AD"=/2WVj!93OO.:\L(_T*KH0''.9D5X?aR4PZ7 
n ' J#5A\8aKSAF8+29#a:C09TW6S1 0$40 'UHD)8-UP))0(>;(ZYriZH!$;$DUa$ 
H0(a%!""8C#77'U;OJ'YH6C!7F'T=#V/A(=2R1OG8SXOW,6%4X=I2>SDK0/a' 
HYO.8SZS8H:G0-#a\FA:2)V:?HSa'<#!#i:;WF8R6NPaa/F5%AaR,4L6AUB4? 
HLS#:I*Y'8I-7P!>#VPL?aZ%GLXZC>V9J8(8*D!Z8Y3?#.4T-!6=>CG;0_)46 
HTU2:8.;F2'U''K1)80.K=E7K9X$S)N59U/E,N-KCZ'3HTE8F!C6J!985<)S.a 
M6a5#F1M\SOD4_18W-VB!G29;1%KI\SS5Z>HP3X''H*C-O3BP?H08VBPaKB'GW 
nV8OU/5Y0 ■<L5*7V4C''  . .#HA\T'%##^6J74'%C%L..F!Z0_. I ( L / G$8 ( ? J 0<8 
H1CY7Z8'AKRDA8HB:?XP:F/FHa! $4 LK  + G \8+ ) 1 1 a " C 8 C = J *# !%1!C2U,$F[L7 
M$6/BC?NK.)7DU180-E\'1;'a<XJ";R"WF4W5:WE1$^P:7JaZ#B_8:G:'4"'# 
H6;\4+U9jC):0a-CF,;>Y517#HKC'SY#);''D6X2L<C7T«58_a+E''?A=+EA)+ 
HYJ3(N3l5$LH7S7$_Oa0>#'YC*:0:Z:6SF2R()8O,a:./984)B2$/'o:',F*7 
H4A$30PEHL%Da778;<57("a>K'0G3aBBPN!M8F'$KAG8C_9'AU_(Y_8YF:j3H 
M''  : OOL*) :a=\ jaUTaPT#8,07/T\0TPaA3 'U3#DJ$/SB  = a0)  + Y!/1^_F'5_'*F 
nAF6MaGY8LV4,CHI<%:(=C3".T30:81B/tRV0FD5XKEa%2-aD1SU,%'#BV9S= 
MIW2^HaY6_T#;P>]PWS572jI.R'=8N.%JZY"Y857!50H*\?4A9G)P;7+T7CK" 
H*«8i:8F+^a/(KCH4UCML>755J-#)-HSiaS<1!<^F9:8<A)CEK#DN)D8H6>6X= 
HYa>$6='VT)6B<EFH8'%NW7%K24a=(/A-!EU'H,*84=X=C;)K"#2a<J(M1Y2] 
M'>NZ''/_8FG.Fia;VX+AJ0GSHH_T9MV<(-#)9T*V! RK' -++ 'E.*K1Y%*,H=ND 
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MV):PC6%E+H6F\=:54a5l$0S"DABZC#H'JGH:%3JNCPP=';E(%;'=5%^93<'_N 
M*X<30ZLACTFW6F%R;7F8UD)%CX'FXOR06OR:4NWXT'T<%RH#''"#GN"X>NCWH 
MCQ92N1MM,YXV)?:7L<]6$57U:Z'*B$TY3HIH5T],[a*F)A:S^a)\*,F730L2 
M:R6GFL#IX$1IBF+15M=8N8JX"$2a[7PK-0)5N>-HGF-J8JEU8Q0='G&V7P3E 
M'0_W.7LFQJ5YFWZ28:-(ESXJX-B'Z/?4IS1)H;P%:DCM*1%,?LYLaWR8J8?9 
MLHIG!WR9CQW1HS'%*.5962/WCY' ? 2 # H L++ P9T6 5 9> \ =0 AP I '?KE1DU:7#AO0 

M963?U$$Y+"5V+)7NUPNZ8::5V4NQ9=<UPYC'EKU%M0\ 80R1Q5-7I,';NB_ 

MK(,'"Y0+_/;*KT0*$-LOH0A_UHYU>#?!FX/!GW=a?a4N?E85Y1B19)O?.,B"1 
Ml  1 = 861  XM'$U,A4L  = 8;G*I_)"Z;<:>CNRTSAHSO.X:F>/SUSPE2<WQOSAY6Q" 
MATFKC-/;0(*Y:'%%J71RW:_BL?7QVa9H'=8DX,%W,!<AR<.A*SD.Ui:TB'B-X 
|V|A*_i.  = i|;3HE'-'UMY>*Y8MB'X?*QP4W3LPA(L'3(*Oa65FY2^Va<\E  + #U5JH 
MNYa%I3L]]U''J?7.29-+C!'8X1FPLVW(Z*9;9DQP>DJ<WF'XRM?FBRGW'T70 
M.*XBB<]?T!8620()=(_3*K5N$+%g:"R9'FH6H1I84A6K8>_)T,T*68K4D.5C 
M)7458S?CXX$;  ' <_TG$B  LT  ? U C 0 ( Z ET  '8;L'''314$8?V5LC".RY8:80>,XGM)O 
M4E$C7%TJ*%A6'=T,)^DZV$::+.*/:0:h<)VL33:r/'WZR)PI4MFS8!^=KAZF 
M ■ 3 : X3:*6-36>9 !6R.G93TM856$!!::COA  = PH'2(ML1GC5"QC?U5Y;CGA0U  = 7 
MJBZ"C<(98IIL/2C-K?ZN=9A8'W.8<\_29U38[Z=_0#*2%8IB-XA#*Z#+44\' 
M98$Y'+]2,%TC=EBVSa%76[:[?X=N#D'TR',4X6G9-#41",KFMHIBa=/Ji:[! 
M=!*5B.'Y>5>UFYI^0*VL"+E:Q*KK=;_)+%a_H<*NJ8MI6\Q"”E,74i:R'V-8B 
MV-K\)I,  = ! !H  = 73X>'BT'  'DT.W>aC?13''C%U)RaV>aY:HKNF.L>M3!C_TZUZ3 
M<.0;(_J;A6Z"YA7#H(T#!aT1XA:#MNX'#-H!8#-7#DA.$A2$0-O?(M!"SV?7 
M79+. ?:3 ! 4BCS4laT5/*%=E*8\STR)%^804/N,T#07HI'PC8,,O0a2'"3M:T+ 
MJLI?X);5::G+a;F>S'LY\KZ-+87V'M>4%0\''L7Z8/1M+VVRC/)+NEG,7\AG_ 
M/!\VJSGSJVCK;IGC;)-4%^8S\aV5LUPJ9Z$;A/T<CSA;/H<:8_0H"/BFIV8K 
M>D;-M6U'C,BSD"F;>H!ASR!_%IPHF04S*[">W8X.8M%G\aFRHRHX6N*);+=Y 
M-_(E(  'R$/\0-.XC(N%  + 028J::%:_'GB3R#''R%_!GS!CD:ZG.PS*aSW"''F8T$ 
M\>!IJ?X!H_C:'7FV-#?8E(Z6+F#/B#IFW<1\5NKA>OD1?AE05TMP''K0F0R1 
M-CA:#OBSH9LS.%K>=0'AF[.FP:'VGETaU=O69$5-_?7(?%(25*?a+!R%+$'N 
MGaG[08FIH'%9D,a?H)PWTD9F%2>7ODUUV%CJR<V8'Z'_$C0#a"D"IPCU*G1I 
Mla_"54N#CK*.ETH'R7C\Z'C ' W_<! C+> . V D4 X / BB8 C UBH " C F 0N / S * ; 3 P8_- IJ 
Ha:MRT!FH=HS%4**D*PR=CNEGX,?UVPA:R)WaL8N960Y''0'2:KI1_2(O9W*4? 
HZ"E7EI-2I0T("Y<_08FR'F8E:"<?22=-Ra$CSaCF80G$1\A*''(8-"LKHSal" 
HBC'C-'H8ND*6[U0):5A]UO*<BR7KO.CC0.O8L8I!"4!=FD%I+8'2FF4YW;6N 
MT8!#VZHNOUIGS7*<COJ:BA3W4),\-L>4a5U#UDW(C=;270.K)KAD)%27"NOD 
MC7E0GI?/X==BJC6:3)V;A8JU+U-?LaGL.?4UFYW3T_.SaO1P8G6)3ODWN-WI 
MX%_Y'(YH1XUMCN'8LD9>5^S8<*S8>E;82KWNN+)D1;F9,J=7H-=>ILYFF=)' 
M:K,I6UK(N?)-Y$J92\E0%20GFR'*7F1S\'-,8VWEL07?K-;;6%C(N)aX-N1* 
MHR=C</GWSRY'a8_/VRYX=Z36:>%:(W*’V_=Y$CHP)56%(\M8<;_*K4+6H!60 
M2E^'KI>!:t_8D\:2X)7CGLFXM6C3/>D08*F2BL4W_#XH'=#Z_TK'.K+.4Z+C 
MPAE?BF'N;OJ=RE0GS\S4B6?$:GaB58/(DI0#Y4Z5,o:4G:Bi:8:!NXXTaAFY: 
M5U$83=:UPKK,?'/=_N$)4%J'U;:31,]4U1'T3*,GN6''=575/)WAFCN00aAR! 
MSA3A"C8A.\N<5,_PIIX<3W2N$[:\:R!#CE"<CN\7G+:N'0U'D-'9IK3YH:NXH 
MB3G,8'T<ZI2F]#B>aaW\VRY+aT>5a.':/"8K2*z:ED.93H#J0XDAGK?X-_%S 
H6"NZ+;408,#a/T>'$9Y-"GZBD,3+D6GL(0+>:;N$5AJN$/,ZCKG$09V*932V 
MG'CSMC''?Z32?3C%>9\:P88!PR0>Y-_F$69>=/"5U<?RV,:L_YV0I(RUDa#N. 
H.=DT5/Z'aLH"7E*G=+9L=YPMI9"FBEW*C8>+al/')Z9Z#:8JZLa>6=X4WE.H 
M.-B:AE?S5PB:')EY8[J;0L"A35WN(.#63>839:SRG^O(HSAa'H48J5ZMC>9N 
HH.D#S".TT90+I63T4#7,?"Ui:?a(Y!M4KH!j2""*)A0*CJ?KN#?_NU5.Da_C 
H:;F')!H4:GMJINXR<%:$OLU;-UD:YN:CG2U3LH*=:0)\!/(-BFB:n+>OF*-L 

M4$1  + /a  + WYaY\\)U//SL\('A:/$XV>EF*2CZXCW:8?$_DV LaWU9  = 0+i:AO*-L 

H5PGN2%YE:T77B>G,a9>A1W3'_DY'\TDC8Z'-=S31H!UPVTD7S=''/=L5LB:aN 
MW'6AW:ZFJS!#8’L41-N8?a"<,74_%ENTVYZa8$a%6VBWU0[:39IHA6FBT18S 
M0.Z(V9DJVaC2;4.D6:#YDBJ:X07a/V.Z:-/E"CIHP,'aL\[XK-6F#'':?4NBB 
M.4-R!*6'EWAATL:>.F7INET:9DU(M\'5$a-_z:5Y+^a*Ta=3V==8BFA4"aS0 
MXMR8:Z?L\*P3?U<-6a*L(>a-Za8R'CCAVU0Z;<!X1HEHXS-a8HaB9D6F/%(' 
M0[8(8H!BS_a('$IHR8_BH/9%!aVIH$$#3?G:5DUaVYL)ja+)a8AS!SZ%NKJZ 
M/CI  : 7N7W;  . S8  ; , \ \ = ( 1 8V  C $ E # Z Z 7a  = #744U  I 9'‘0  = -*X#MB  V LK8  P ( F = -X  RO  C * 
MUA-R'=#D-_C0S4%G(.2#F3DK/ZB'0M,J87R!U>E)AIE)<a3WCLMESI5;531C 
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MVNa:CLZ.J&4>/G"L<1%<09<"N&CFD!JH!C2;?P\-a7YLF(14OaC,A)CC,*8Z 
MKA^$OQ:(_?FHJ!:N<SFN:S"W''$+5V,0Z,a%OXK<ZC=3M!4TT:56'''A:L(JJ 
MC?42='?B8JLX,),*;++C?*G*L)3)QH"2.C;.0!UZ1O>a+=*';)-8S7KB0K=( 
ML5\>.E6U98BJ79R-MLaVQ8K'J=7-J2Y'!2LYUN'0:a*<XM\HD'RZ0-AU"QQ9 
M7(  = N44Z?209NVK)CXFP-ZIZ)IZ.C59SPI'G^EH;  + .'W$/L$H,(ND')R?''S"'' 
MZW>1;,'?,FN$6LN(8A01N2:FCXaX*>K8:/I:''B-L'X9M'/*:-G#RaW-,<+=, 
M#<F6Z2DP:D#K2+97>5N*aLUV1 R'CT1Q#3Y=D$UE6?8,:(2#9XGCT0<*LQL4? 
M0/<!F#MEU&5'DaT='#.'T)AUTSUQ6/BFC\aFX.0C<.CE*TJ<E?73:/N:323Y/ 
M1H:+7*N,V4UD2a;JP&S5!';%-%MZ%/aZV=E%V9Y=3'BGLAT7R,'a'KNF/;-L 
H2=>.?4#<=F#H)E'P)\\?GK-5.VB>7?K<C$8C130L#0:,:a1C>QCY_+##HBPG 
M)^)KX-+/$VI59VYDWDDW"_5.5=E\B!H!-)JKHT.KG<2'.QA!9>\A8TFL_K%5 
M273Y\4E5/:SI0L*(6/VAXIK'Y5B:(?2-JZ#2YaXHFU!71^CP2%U26(HP:KKD 

MLJF#LJ+/X?):?)\)GT3ICA\::YLSBU4CI9-'E12h:+:&QK .9;DV#'P?2,Y 

MOP#9DC/;':>G(3LF&Q$XaF-_+0^.*0::=7D!5D!N*KSWTZ!'F2V!8DTBV:a3 
H5)  F2*7L3a75«Q#0K7Q&TE($5 ' . XCVSI : " L, F % P + 4 \ " J KK I *#> I 4 ' ' 1 WaO*?/ 
MNUJRLE:G:-H!=X1J/5>:\*)I'/HZ%:LDT^'riP3D=3:V;E)AN\RZ*+?a\PSG5 
M),Z(UX57S#80E"*E9EGQ:>1KJ1Y/+*;NGK_A!F8#"S$XIP%KA?H<7$W&EAME 
M.QH#$3%H\?1C*YW)6>XN_6,&-!LRI4A*\!''-97H!YXaH>G)Q#,S&S$-(MK8+ 

ME^X5&F?J  C_1-8_T7  = + 82 : 3 = \I*LEZ:,C*+:Y>P6*C;KJ6:B7CZ  + 8,J#8  = /80 
HU(%;\NU''TF0;.O-C"7>EL2Q  + = U'X  = a6+\6QS7\"'%L4C;.0E1#-3G  + M,Y>N 
M7JCNRFUJ ;-ZXCEQK?880Y%H*Y-jaa99?"KK&:9 ! E\7HEM,8D"MJBATA6<,'L 
H!a?,%Y%KN_Z7<Y-!8QZS8DV%)C45M.',CCF7X::")G.VT_D*_I?H9_A'^TI= 
M/;?\*-ZM-RW:,U730:"8"S?*:Y'BF_M=6#6UN6UQ'a6WKaHD^UI6RD,C)!9.: 
MS4WPZWPYBFVKB+;XFYK/\*XB6F8NM9E:889-#IC7,8SKS>JAVZJB6;?8F??E 
Ma%v:9_KVNYaU ' CEP6%V1 ;RLD;a\*:9<S4I/(X>$9:.#6H*DFS) JX+S<P3\#H 
M<HZ*07ZEJD%DG?5L!Z>6#*HPP+7UF^!U.3*$CI"17$.H!98.T8F'i:,I08ZW: 
MGI=80ZGAT_:=:09<J5?#V3'L+;V%Z!9_RTVC$C.7<A'XWLA3XZMN?''C'48?R 
MT'HWTE9C  + = #/aSCV?ARBai64A:a'F6CQ:/9D!5U0>ET8  + BH'‘Y''QD-CPU::7H 
MU+5!EA$P:?NF9L8>1E6?)*_$HR6FB33T6ZJL'CVT/CSXV"$Z-«1:LL7"8")M 
M6''M/39Wa6D:R4CR:(J  ' = ? LO  C / G E X S # P,  X 3 Q . Q*6>;  201  + 9 : '_0,a_8'%a\R 
MC=aBL^*LO(9)RUW.Sa45FaVU!F4#J1C$P6-RS)"RC0+GYB.0;7(L3ZA(!j_X 
M)z:"IXEVHMB671<X#aYN)'Z)F^SZH*;.' $49 " A0a F 3 " =V<8G U6 A " _P ; 90= ! U 
MV6+34F8<^37EL_0C7"T# . aT=EX_H: /G?_#*9?7S3$Ya54LX-/\4^RWB75Z-* 
MQ4)>-8/D(''04%-$F_58/S>\)  : F A 3 \ ( C , 2 V4 3 R-V  " D E E 00  D / LX<  \ ( # I 0 C / I ( I 
MF3?H9/A''XH"A;*TLZ' NO P A* 03 D \ 9 = KV+ " 5 G AG  I H 0 I LE_N J ? F A H RG N% NB . $ W 
H5!UXG%(#+26VS.XK>W6GZZ=-0$62C<_,VV4/_:-<Fa)_W'+C93#,YA.8II'Z 
H8$TV3$M21VY*?>2'aX<!X95NV! F2>IH4P35Ea29:''(!UNR3007MKA/N$IG' 
H9(6WE4KN:4W58"*a0B=Y(3SGF$N.:^0DH?4V6(D0<aM''3*a9=\.80,UHEQT_ 
M/"i:jX*"’89/IHK$aN,FS/D"L5UX7L*8Z8NQCCD\>'L%9*S.U"S36ID?J!3NS 
H.Y[NH:Ha=5EAL%+E+*D1C8*<(>T,618<).,JAI)F;aCJ22YQLZ(?CBPSC-H' 
MAS44DZD\a#:Y<85CTC:$8F?ZD4BR,$:/B5PaaHVSUT?a9U*B\C0BHC137xaB 
M>H%?V;PWR:=al$'0; (LD"RX'>16TD%WB9W'E)^9'Z=Z$L\+4/T:F9F8HLFVT 
HD?+*9E0'VLTPHJLP:R+KNXXAJT(794"1188F%PL6*9ZCL6;<<8"1O11%EaE% 

M)G[MZ)YE)3  = 09$":6P1 ? 6QW V 1 3 1 F S R / ) D + - ( U< " / C 5 0 R4 Y8 A ' % 0 F ! LC '0Y)E 
HJQ98,,H  + #*G?"* ' 0, F + (IL: 6N5HJ87\1  1 Y9L*ID\5\C^-P?  + 5R')FN';\PHL 
MF;%M_,U?+NEIJ5QC!TL6SX*>6;ZTB"ZaR?S5a+7E23!DH9+_<;!DTC,;7043 
HLU=CR3Z.GAG19'018F1HKETLV6N8)?HH1!G06"I(V4Z_))CWEJ-DaU3F8G"R 
MEZ+)HH!E2PDG4Z3\=T23Y50>Z*O0ZYBXCT*3*5B_)WKUNHZ9?Z2ZN;IC?,I- 
MaZ#:>NA89P,H7"#*Y*QIVUPEGHR*9D50-,M-S\Q/T>72,*4?A2<;E>.MPV;6 
MSU34,0LX,O-3"6Q.1=S/8<aR'GH_Z1/V:aaRl-VL"WTL_)B?<I'FX.XMT6$U 
M;4'F%NG5C\.00<?Y8GK,#TEW.3+^77%CNNCLC+?R??AH:%A\%7H=U_%CZGX( 
M.S9aZL?_./38\aV3Ga0_!G:HCRa"PW''+'COU''XL5/J>PX3!O93S<B;\6+KU 
MA0YC8<  = TI,A95  + ,*''<RKD6. J (-_X"7%C>W3  ' a)BI)41  ! 15  09  = 0 3 ' X<: Ra2 . C 
M?34U8>WX=0;%LU?AaO*!AY.3a6V>G?;,O0HYaC'Z/PEV;-? ) \_^_L8-WR; 3Y 
M%V3'.7/L0EZ/;KT_AOW004NIi:)RN\U5L(Y.VE_:C9VO?(2/I\RXJlT''1.868 
M/Y%K?=N60T*"<aaY-LBWGB3RHHG(KSF#\*7H0E?47ZOR=(L3YCUaC.!'+!OI 
M,8\>Z\JGEAH'^X)2H1AYK=/BLZ0+9"YN'N#8XT=TTU1GZ1%=70*G1NIHEG.3 
MA1XV3V1XL=L0HFU.E;\\\BFNT!aZ5AY)C3P"'PC3AK0.\Y8_%O8C5OH4;=$T 

C[CHK:8088f5cbed87a7d89e8aabb29e1869cde76424c46c75b19d84ab70047041f6f9e33 
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M00\a_*aF::#>H;2RGFV\PRG)+K<N-$2;"3>6N>#D&;R>H"1V?'+E8]ATYF+' 
MP._"F8I!409O7RIG*.9h:!Y!:S$:.01:,>;E8LBYD  + APC6+)+9&"9T*;#R$0% 
M>:N:'-7'#Z4)&90CYBZ6S*_?B#L&5QMJ2Y^P>R3=a"/N.<6aB[\Q8DU5GF*0 
M1+%QL56'(Z;,7://HB/D\YB30W5KF-A05HU=;8ZS\L#$K(JH:.?W1\HJ!UT& 
M5<G0T7(3*'-#.-IX2'ZFR*7<3_WLN$:*\C),&11g:j9;Q0'AR(/R8/3=*GD= 
M-#M\IG3N)QKVPJ#M0'X0/8+8>38L-SD[L3:+1V19\3RR3)TP1"O'E4DA64XS 
MJAU2LZ]Z05UH;MTYTRQ+V/M1!V?+S.%3F1NV##UFVZO+%\UQ'5PW$VK5\<ZB 
MJ\7L!aBW\2LUU:CC;7:Z4J:FALaQ=ZH6)L)L:6+*DAG)R2_WV?37RGQEEGU7 
M8Z8L7080=]ELGU-2F_M=U%)2JX7*-T;-2_%D0'i:WE6T_YC,YCX9\:%66RGT8 
MG\WT146U?<.5+9?+T4C8lB33M7aH75H$:>,4U?1FSI4/:2#+W,=QVU1.-"#+ 
HFN>19?0(Q#%8Y_4_IJ8:D65i:UY%ET+Q9F4;R*Y!E=-N<6^X[?QFN;!%P96MU 
H9$Q'K9<G#ITVK6C!7%EU#5<V*WE>,?=SN,65U: 3 2 4 ? / K_+# $>88 Y# I ! ETE#; 
H098M!V09_3;=Y.HN9=7(='JY*;%E9:8#WL86+="'>*6"FBF-37SB>A5P9<F. 
H?AJ09736C=%J"LBR:VZ;/E>?6KY%YH(0;,*CR::Z8\GaN#EaRC)FL:"8VMa% 
MHTTARZ0a<,-MS5J8RIH8!;7U',<";-D9'8:,YD;U_.PA)U$JP*TSZC_R47I' 

M62.:8S  = $ZFFFT:A>#  + I = 1 ) 99  = R = E_6B  + +,  L8G  YK44  + U''2%R  !:>3'5?1Y1H9/ 
M8[!P:P*62QIR>3(-:iRXIIB\QE?J'AEB>,BME-.$WD^H:D703\aG2VJ;;3ME 
M'YHLUS5>;K5*=W%E*;K6>79="<U<-G<S)$.8'V8V(JLSQWEDU''.5Y88$,Y% 
MN:F<J4X938D*2V%X<XB\9*IG\6EB7%\_#!\^.'X5,R'*A(E/M:4C8,,LRJ$C 
M-[9U_*!'_8;1PT,TA7B-C[<J?X8K"WaR'Va:/*)_1D#[p:_")SRUCZ5,'XFN 
M>'4\:#jaYAG)(T=H!2FB/4P8n6C$a+G:BZT:?/38.D$!91:4J$TWNaC^,T*= 
MZ3RC'8?8SLUY^SS>S+I!9-#L>8*F'PLZ>8ZZ6*V<+=H,U5ZQR#-3SM4S#6N= 
M8:.0CC'#*A/JA"Y+Aia3>538"CFJ"45A"H"MR\\>-\WS3INCP%>7:PV0<S=V 
M!*0#_X)H)^.GQ^W9>?!:00_C?44XUU%G_.8L8_*(O*_aSD9GIJ#\'O(,'H_I 
HCNMF;LK%\0NH,U3\\*%9^<E09SGUK5*8.ON_L._S!Z\K2_H-1DZWZ+896C:' 
H^FGIC$8O:30Y8l:S;>0K[:QOVECK:DGF0Z0I$5(+Va:x\Q86!:Z,EDj!$0/Y, 
MZM1+aCHSL0"FVWI=)AWt-4%;:4S=(J+Y'K-39)R;K,D+>T;K=C7LM;3E?#:6 
MT;V83V0SJ);IC1K4U?P=/:WPW:l)G6N8:.?L$JD/$UF.HSI!)C>K^/'BQ.\N 
H7[=\GOaLJ2LX,<19R%',S?I0U18_:A'8'?_?;O'7W?AYK'C9G.D8("*ZP6I' 
H+55%O*T*AIX<a:0 ' WEX[J+.:9':-'#"J!D9!-/;>,4;443C:49\DYNS)3AC2 
MJ/J1(Q.+CT\.0Q?)\+N1C8+"<HWIECGU84"%I/)C8CM4-=5:J*3FQZI;T\.0 
MS!Q#7L'OD4T5W67B6A3;CB)8.38(5$\:58889F<'5:HPRRH'":S$G\"BH%0:> 
MFWZ?-Z<U?7>.R*)AUa-NS83N91/TLWS4X?<T$A+^FHK:8AlR+?-($_9'84D4 
M/*217=8U48B3H*(6NB6ISC1"/V9722U4''>(=-37UA>Z1D79X — :,>aV!%AaF 
MDD%CP,=U$E.CAD,#_B^a_A"VD1B:!HH8?KV;:)'H*JD-Z+-\4]9!FZ')IP%U 
M)aZ*JIS1<M'WVM54VT6aW=A%H!F6'Y5516S7'3<!-0-6X'D<6OH<FHW%GP2' 
M]aJWS8_44F/DMUP.A:8(AV:\F%):<755?BS'';!UB0:_*CH8:XCOSW!PZ)<?X 
M[\$._8Ral9:=%<''CSZZ>1Y\«5H?09\7SOIMS93XO4U$;D'#N!=_-'?S9RWTW 
M#7:v$%_'GZ6S=K8)W8U=:tU\0^WL7$.?''7=E0*.:!F^;52.0S3M#CD/S37%G 
H.L-\K8)FVKRX6aX.G'OD.DT  + *A'PCXI;7'0J=6T8[;-FN!''?R!?09LIU%JD"W 
M.U8G"7BW>1FVFX9.S//)aS\21DC9'LYJ7SZFFP0*3?5i:aK0aaUA)aaj-)#)<F 
M_\W!aY4.G8/#FS$CW:J3+30_''*AVEF^aV<;*DRFFF4L-LE738EC7ZJ+8_#=X 
Ma[YE.-=!,\WX/8-Z2$Da33P:Z:6A;XP*a($I+8>H_FV.;8CB1UJ:<:HK/aj\ 
M_JXVK30_TJ_],U+)WV;O6H?I+2=]9U2+,?CL#94FXLW':38MYL0P988\3'>R 
MCZ#9'  ! !GZF:'2''G1  !:i9Z.8D0VXDE)H4T>aO%'6*WC8;#$IHTJ3TV\aS0*OE 
M5_>HWB''4<U0'7T:AS\2:R2aK80<F3'aOFCHAT2RN9-UJ/.#4X+8l-(5H>6K* 
MT*C,/AZR+[AR'F:8  = %#UT5#!  \ 90^  F \ 95  # L5  J A6N  WW#>  ) 8 S L+3''a \ = 86  P C 0 = 1 
M)50:>D'DHG#8%_.?R)J'ZIL^/#F8'V'VD%:X1*SX'9LO:SCT<Y):6EL9T6F, 
M;9Ka[:XN99:Y63(*a%L'*:K!6NN7-5,E.MC+:54P;,I*HRV9F:F6I\6>4*<74 
M8WY.+\V<<\2!"9JV6U4GG6/C_S_$9=%S:FD#=JC.S*<F('SaaHB<*')"K8C, 

M$;%IVD$W+0F(HJ"ZEn):9(<BPC+Y#.3< L8V8WRaR\3T*;V"C_aHT(=GI3= 

M'U+6SZ1:K$_:!aE4"a8T8.:C:*V9HW<F\I:46FD9?3GW7X5.2X%.TC9"ST:: 
MG:A*':/VG#LG<E)$<0>85(NL69*_TJ?S>;3:C3L\/_.ZZIWI(B"F>3YSUJ_L 
M:4H78n+DaZX:\8J36=Ji:*/WN89!GH2-C+IYaS8R>Y.6HHY,GG6AB*-:U/a:H 
M=Y3"^KP3+S$U#0!H.6?E!!VB\lDR2>:7?K9=Z'G+!_4TEY4a_//Z1ZV4HN/2 
HC5^<^:#9K#$M;F')U'6<#xaYX-Y8CR?(1B^$J0N:>.0ZM<F.AV=a?++U\/01 
M77H6/I9KJ* 'a3A45^4RXL: R8_<3 !0ZE6-X/::X')(4V"K%$8G1?B\':\L5H* 
M'*JWJ',SC5";'0J=U3a%31!DJGCV.:3ZG+%)LFGP_+KKI'>4A3H",J"<GC=' 

i:[;CHK:9b173fc0f4085fe85fbe7c36a5d51e4ff456d2c5ac9ff36b8643dcda89731  553b:: 
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M#^u::*,'^E/DP$QSTTL9L'+*8CA>0Daj:D[;4K,]-7!)&ZL8?4\K[:R$6HCQOF 
MCKOSIN:NJH?aBQ\:K*KZ"&0?T?Y%_>?<%E3?f1LZ84U72K_EZTC>&(_&;-2%R 
M[/3X_q:3U;,r:g]J6C!T8HAS8\1&  = 00_G$'7!v:41#?4*275.  ! . (G1  .9GAJ0 
M:R(OR4-JL'H#5P<,G,LV/FLX/$K-2U1(./IK0EOM*NB%$N=%3YNHPV=5C1S) 
MX,N6#ET;_->X1:J&;A75’'BFJ?<49NI6SL30$LBO#a.\#DA#</&W''L?R&N>'A 
M48T<\&^9"XS7&(HYUZP\JY"?Q/Z6. N. " V E ' R* ; P* / 1 3 %88 / BH% C N XB D4 ' + 1 8 
H + 15QE2FEAH#S68"T*795U%[;nX;G?-?ZFP\/3L8_*LOPK0^1;8G87L8:''  = KJ7 
M?$SL8C$#Q-^EUY!OY!Q0IZDS?C+RW^*E#lC7%=20'0.G6+\"*2;-IUWL6_H3 
MZjaAFN$UL:CR83">V951>UY#;1_*)5?92#F5*\^.>CNYaWN;6ZZS07P^"FXY 
H/0'$B**!{PP*:N9B\:j0$:W9Z8%WY^HY[\X=_;3)7-Z=UL49]-/HW#G?6'>G 
HW<8CS>H!CR;GSa*.40-I+:>A/G51S2XWEBE#06U*.6I#O/GQ(C?G3G==/RUP 
MJZ!S/-KJITV7U9/+H'ZP8/33YI:A''V?:80HE)=2D:6<Y#3",J'?10S,WC6KJ 
M'/0ON'?.D0=.B%H3ZO4ZTLWTBW>TTRY?T$[:+PEH\GHE479B<U8Z)":aW8*1, 
MREFY\D/!#PIG092M<EH97#H-Q3W)1G<U0BRWGJ*C8#CT;5T."\*EH>AB:)JF 
n8DA)0VUJ66IVCXHBT59KCO'Z5#F6*C'YD/?D/aN3BR?ZLAG=3:6C%D9.TX"^ 
MMW7GU!$!!2D=>'*?l:$:\1R/^CPY9.,;H>9FGYC#\8=" 0-074*. AD3H*+ IQ'' 
n2C*E[G8''EJ9J7!^)<_(-ZP8%E\\PEVEF'5?(0.!M'%C2:$>7,S'%A?%4E4DZ 
M>(I?aY:\T=04<J#K'Z*:NATJGG"X9j?)'\6QL'Y8F]YWYA>>$7=?/R!2#;VE 
ME+57J+HBRS"<5T07GR0HN!Y;Y3XP"I*':;:G':y47'P(?l:f8/>(1R#=)V5' 
M%ELC890I'AD3_U84S?!TE47-(\TM%]HBXO2C/_#3-N1,Z(K8=J-Z%_%F?9D# 

HL  \ . 1 )8CZ  + HS9CAM50T  = -\-///>UXX1  7?"\R#:VBL4P45  !X;H64Sri#  = *2).aD0 
HL0Z5F:H'T'#BX\0!%?1HXJ-JN-2T71GR)6+Ba$"+'XNG\9?F7+K"8_Q^^LC! 
M=R>B)E9CFLG!LQ09".TR8>/\>GNP'SU]]+aYAWZ'\7.$a(L8)35U#:(7,''R 
MS1F=C9Na<#WTJ)'WE3C-F,T,8R=G4.0>Z%H,W+A8EJ=<YU68.!_127?"G_'+ 

M47 ' P\<Q?BHK+<BS[S=?:^8GH J 1 29T3J=1 QSUDG6\8K3$8"69<=R=<40*N%^? 
M'\'O9H''*:0X.H1UCU:7E(;84-'1N,RN*!B_.3SKU++_J8C)T\":FNY*L'2QW 
HT:32A7(#"aY+J+^6J8?2DK=:6#;9A"P87"7D/+=<X84$CC*Cl8..V9B9Q+YH 
HX<0FJW/+I8,N1URKHZ:ZJ/8#W)JJ7X.Bla7/AW2J)=CBMF*C:.=MENX9N>HU 
MJU06VXBFJIZj5R+GX:=LQ/*0S!86_aRC8D*939RI:<;54MBBMYUZ+WLN8L:Y 
HB1UQnR:X:JN:  + 0I$L:L/!P-''LaC)Y_HT=![:B*ZL#La:$V."Z8NQ>''I4'9ja 
M#LXC>N0TPQJK/LPPH3.A,QRN36)+B:6!8]BSVECaCGX:j/E<F>K6E5TK'!8O 
MFYZD  + QN**CaSH*  = P"VSVPLC7JCKD!  " Q9* ; 8*  ' S X C 8-5  . G 8 A ; G . 5 KLW^8'' 
MUG36a^!5*2ZKG)_R_\;<CK=8J8)_)E:<<7//1R3ZS4=*+OJG,6H0-YS>L[/( 
M,8.,8/:5.).E0>'V#'G)<9LSW3CG\C<-818>$EVEVVZH>*J:J*S:0!SH\*VW 
H8EWI_+DN=P)7_B;.F) ' % Y V R D J =49 E2 UMU8-T1 6_940>V 5 3 C Z 36 F H D C ) :40_( 
M=!%VC0CH,8L' ;_$=#W"B</0HNBWWHD_*%a>B,UK3</ZC97C.:^R:_8;38Q)- 
HHT=0?4A'IW!AC*;/0R=C-R!-;)*Q\BGQ%NKP1KCH$_;VC8V/:yW>?W4A1P-; 
H+Y?"NXT"(WLZ5?6D1M*'aN#(H/H>\-GEN8-N6Y'TYL<NX"6$60DR1Q:-9AI9 
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HT..T>H$T;(+G=aKCB<:%4?-"Ma.\;6SY,USW4_;9S[##G/+?'QNC0N$"Ria] 
M$B<4'-[FUPTSa-NZJ?6XO''IV:57aAC=4A^6*C0"F+*0,SSXL?=.%9ST\D?<a 
M;/D73!DL'MZIKQK:a/W\W7K'V\/:7XZTEYNC+381\*9BU9\\F.L00'T73*?V 
M-L3H'L;/9ja+X2/7%;D3_"H##M<-==A9NE:=<:*QGL8.\+I37H0.2+>:HV99 
MCM9A*>A  + ]:  : ( K6<* />N ^ : 0 U 3 V ! X V0<Q-X7W*  . G uaO%-a_U P*# R 3 [ % ; V ? MTB 
M''N2//Q5;E,WWYF_MC5J/GBH*^0MV0R)[XC-3HOA+OK-!->8O=L[O"8[/CQBI 
MK>/_WELU_6KFWZ/9L,2JN;9$C+AEY*]T,>M12F0D'?: 0+8+ C 7<P4Q 1 Y_ P ? W U 
HZ,aL[*V\8/W0(H6"(XB06AD''*:;KBN3'T',$_GANG4^.J.E8RC31AZ,?<0:_ 
M._K0]H2Y<"4<ZXB]SWa8CI"/=.8V8F:2F_w:3lZ,WE,'%#8\'_'2)V57/C'4 
MPa2SZ<0'WC:z+F=ZFD)5)F,<X-]MS;<#2R;C7)C3*1/.F<%1$3.*O$a2jQ,J 
M9V>,\!BH*L4'F..i:X9:VI>8B?D<G$Z/_H),2A^9/FK;YLR8:HCa_;JI0$,4 
H5QaN0>OO+7R4T/aLI#4,,J+;K4-G<'8-;HY03T.7!K.NW\Ca9P_L%EQ/'KXY 
MLRA#=2HUAWCDP"\D\$27XB\Y,!QCX#7:H(!1G')ND9\0E7*/)[5+07X_<EDE 
M3#W0Y''U<5>$O,K<X,(09NC4/<>RWR  — 3GFYU\01P.9WF;E00*HJ-:2XYJ8_5 
H>1(WG*Z+PiaA3P$3<!18\F!<5N;=F%2-4'CW?"22!J]ZHL['HP'GW0:56_Q# 
MQ7#Y;T!#5SY?/D*QD5$H>CY;H3NHCBNR\Z?^'XZKZ/C"<ZLRI23C'4"K*'a* 
M7Z?7G*88#SFR!4_8V$<''9,;8G'.V/N:#97':(<,UF1K*BCTK\,F6H</P?)UB 
M:X9\!?  = BBRN''93A.8G!-B^:?"'EW\:#NUWUU-253G00X'ZQN\8*LEWLP\J-P 
M,NOZa!/+?1C^''^OZ(D0PEWYHF#VU4=F/SW[I?K7FF.=CR<OMB!UQ5(GF8H7V 
M'''?J.,JH](E_Z  = = RL4!  -0^  / KG  N / UT  oa<  A4_  \ Z ) _ , % OU  J =X  E$  : 3EGRJ  ' H9V'  S 
MR)X3[R:T/_;#*#Z,  = ?ODX:7#7_CP''_46':?/6'Xa  = L6O:4>?C"T''0A8VF_W0 
riV=AN<==?H8Z.,UXICGJ"C,>Z9AB3YXBU:'CUHOHPX!)S3CB\2E0\<1VT5*_S 
HN,!V$Z9]FJUF*U0;C^H*6-*.:%A_/EM_8/8R+.>WNEK8M>AriS_ZJ("X:V1SA 
HCR)S0<%\a;12D>$3G>V'/:">$*.Z$S\_?.aL.NN+<:2UJ,QR>>,_KC++W8U_ 
MHN;9)EE\=I/,)_i:G9\D*QG,68CLIM*3aBj:RV8%_-I+%5.0VHV=*QH!UC_LA 
H>TRC<8F<,$>H!X+Ci:=GL:UJ:CKU29DFX3$+%0OR7??N+aT"I40M:u'(ON%5I 
HR<N\30>E%LT=6-)E?EHJBH.Q=%E\#'+._1<W/J?O3".F1$THHS9_%AR6a3,8 
MH5,2>?::/a0W%VI#6,C/$YPE4'<B+Q?.'G"7$08Q!0:_83QG0\9>$_QUI;P. 
MYO8X!H,;_aa*'0O*+)>H'8-;68YBCaOa:F;5HEi;DCV)QSXYJU.:Y_5'HY>8$ 
M6BP**SS)Y/)4F8X+G2JH27!I*a$+'')C%1/4F]<0'?..F)RCU8H2.as9+,?I! 

M<BD%a-TL%(Y_$;/*W,9:<8W=WA$-IJ;+Z5$*J+.a2C7H"+R0LV:5V:L. +% 

HA;H+Ca%G\X(ZRTLSVJ2:\'HEYM=!Q=SD\*2:4I-<E>NJ[:a;%DSHa3'1Q#+C2 
HU_194FD  = ^'.ADJ_IL:1;S90A+:y[;b4(+''91*  + LF6NPHH  = S?$9N-)X/:CYU1: 
M_!J-GT1>KH'"W#F3DL)5;$A$C9><PSHUOi:DNT6)K*ON85-LEia+9HDH+V8U0 
MX? ! W>_H*E9; IWT6EY08T5KKRZ<QO*9: _+VKF:g\GQ9 : #C93HT0\PNZaC:_K? 

M2CUE;>HM''Q0.KJRM0_%W5'+9VZ#>%04 1,INNQM9F0,8;/53W:L;1>_)S*# 

M*$?C_(_5>9EL:aD'))??N:;XXD?X%3(:h'Y''Z9KZ"CC)?6SQ2SLJ,),-JAXQ 
M?(,V*8C^0U.%\9_/\C5GL17J"W\ZK!*M+H;?,?_:f99>C883?SPESX._K^SW 
M.;8T6CWA_?'S''X\PUUSP?J.  VTO  LS  3 ( > C I \ G ? G = *499Z  ?Q_  Z + LLQ_4  9 ; Y + \ H R 
H_C^B+/.F'UD/-G\7=9E/8/3I_%aO)YN?ia?F30TB_6BVO_Gi;z<W<\9$OHOV3 
MS4''B.W-#6BH8\>;9YB?1H+GMQRVLa:UP0G\_-9H;FVB8V6C43S9_'UV:VXA- 
H*SU_-MC.9U6HN8U(H_-SFL3<8H[3<"#Y<9HUHS;(0<KU'K-'KW4''GH:-WU''\ 
H>8_A)CZPKQ*G:'.;VPWG=;$A0G2>#73#UVU87-9H99\DB34'?X,L$\3#B7-Y 
H-N'03W"M[7,_'XU7  = ;FZ7,U74L'Y"WACH!?M4S3:_7W5<+:*.'F  = a''''''C0<' 
M50Ga;*ACDK'RF'WJ.#aN5063'*749O%+(X=F%7«TA-6O+F#2A?G+NE?5''<T 
M=LLNVL49.?NA!BA_8E7N60VTW'R96M((7TV\EVEUW'6CU3_V"IAI2;=>%4#_ 
M-U6,H3T0$,!DNL?=V6,B!)0WNOB1L2aMJCM6'4RL1B;E!7\T?VOUNU8H'P*_ 
M0+8%FH"FFT,_K: %; F#';857'YP)U_=0E5L5$5 ' U*Q8*Q8S= ! %2$S9'*J8\</ 
M_2!Z/,%X2\S/VSt<*8;"7QK48*2P"7-A<S8.3;*HSJ3/;UKH-33_LBWC895[ 
M5?,FQR:3>4B='>8aTX"F?LL-S'ZK_TV(*//3P>L-"Q43U.:iC-C,7GI!H043X 
M[7IZ9.NEU1CQ35#A'ZX(V9:.>8PU/G8JC/$\W5;WTF5L%<*aZ’/FABI\$\/P 
MQCS*R-0!KH?Y?%25'.\0JGU2_Qa'3:%KVCi:*",UOF!aH_S<X.=.I:8B$;LS! 

[[CHK:37ceab4200a6b3bd4f3e49e3605f490a544454f622c7c693030a7deeed99bbc5c33 
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M1RC]F,M26AK5E+I"K$1FUW*ZZCH_ZK"F5b:t<6GKOFU9V775S9%\L!'3C4,] 
HT:KKZNI<BE'*,BTa*B'M:&Zj:HajX^6J>UH"T0HFGJC,JW2"\%0T5K';7_>S 
H]6K]K)40TN»UP*BTH1  5#?U( "E31  8M4#L0(HFX_6%<( YS<. Z/"*?2>$)  ?_UC 
HjaWMD=>5$$^[;0O$2O-)K^D/D?'&CK"WKDUFR5J4TFa%#:P_<KD;1F+C+/?R; 
MS!;">X_!H,$(a9QJKD_"5EPVNYROA07W=P+9539;*VQI;5MC%:iO+>_7ZWYC 
MV,NQD":LSN8NX$-P;'X^6B6+:"7<.)VaUG(C"G77B:VCXGalK;?5w:R%0C3N 
M1-C&a4_?HLHD-\5,BGX:_2'':20]%4*D_FJ:2?V<C\Q7Z6,I*T'8Y'+HZ/[F* 
M$KAPJ,H/_>R/J;;DCS/WZT7A8?A)=)>B3_J0.EGI7?V8"DQX;B^-a\IWXL?J 
H,0E?<BD6YGJVL!'C8VDT82R;C=<I*PP?0ZT)3_H:8PZO'M?ZF.I-</%9F9NV 
MN<U^;"TGW(D9CAZJ8#-C=?T$ZDY*WZAaH3)$KH"_2I0A*GTLU2?X%ZW"2+I= 
M]\?I0/EG=J5Q3./L]:GOT=Ra/H3WX3;5!YCv:SEj:v'ZCW3%+H!F,L44?S%* 
MC/>Q744_7=:8%Q>S^>7J1ZMAMOa+/W_WY47Y:+V9Y0)?W.,C:FA?187aA.#H 
H7B<R/.>_Z1"QaA\"GDBV5N:/LZD_TU50,O'Y1.\SJP\LMI_SN>\C<3B'.-\_ 
HHUT4-"YYMYL+J-VC0V)QF8$)$:/35$X'!'_*Z)T::RTSZ%DX.G"JB=LWMIKA 
M!2:x#:G#80^<S(SO:S)aD' ;QQGQKQD  ';GC;M(CU7>#>H')/I:b! UA-T>:  8#T0 
M(1MSAS13:/VW=8\V93R$>$VR,7*)X5-'WX'3K%<WN.\:IA*1#6Y0-G/!8:YTJ 
M!P8J,86/AUU..WIP!U)%C7E3=%C1BD?RBD4K_VFDN7LNU$KT'L>#)aPB;Y\7 
M6'8$;.a=OC8!9T=’X+$3IE'*XGXH/U0O?Y1C7AZ\;#?8KC81,*7N!\XLJJ7; 
M#aS#aV/$^\E4#C+4%WE.%T:HZ1BZ^75%*NNX,NSS,;1LCaB8L-DLS9?3Y3VW 
Ma3$G'\YC7H>57#NAWN''/>P+N!#7\E>T1GY"P8X,H.*;7+YWF<n%>0XBYZ'91 
M'0=9'5>'1W50\0:SEC'*!U08#5Y>B.]5VR_#6<U1,PN9$>9(=IVaNCH<C4Q= 
ME%TCS?7''3-J!_T]\#/(5  93#7  5<R299B?,<KS'$U)#'L5PUW1 PQ9%8 ; F A Z G C ( 
M:QMU9%1SB*EXG70$R+aHY(UY75,TFBIN4W9AZ0R9=/V5%Y9%-;5L83S0GV*T 
M66/^\J\.C!G)I]SJl/GU=3=,5*SVD#/XB/69GQN2_J)<D:4SQ'U0NBla9I:, 

MH2P_ ' ;Ha6<<?PCFV75-UC4J*JSZS0+?45HT+,E8, C; . , KI D S " X$ J VTT 0+_% $ 
HR\%LJF7'a!5'R\6X(<'!.GE8"2,2La'R;YE:_!+N;1  . B ? $758+ \ 5 A_^ *X ; 08 
M%I?ONRVJ;,Qi:,9.I)YK=F1T'LT#:HU1.N:>?#VC7'3L7NC8ZV0NK'A8+aD( 
M:N8SL-^4=SL;9M*aH3^X[8HWPUBYW5D:5V\D0^85G?_:LH<AG\K<a,:;Q[/( 
H,/C'GYVF8N?^+;!:,_W^!SR2_8]0KL,C5?/93a:<C_,J=F\87WU7P'':;3EC( 
H?^2"EHU/6UP>588;''H*F'=FC%H?*YU8V':*4D>R.0ATX9I?18IHGF,X=F8.7 
M'3W\D8IWC%,30:j\4OL.>AGVC(0GY,=HX?FCCOA.$(=YJ37P^3N,4_6=(L'? 
M#\SLK5H>WVY%$-NGW/3S$*$R(HP^K:_4TZ.6R261 . 'LV\E_3UR.2=3XC\EFY 
MN/M8BGL<!5$SU/!;NR?>YW  = /BPG5Y(Y1#'?80NGX_YT:-,UHOC>+E.W*?:8!;O 
MO$M_SDC07*6Y*a?Z+$+?E+4'_8Ua;<;J0FYOW?=:$)BLC.VV.''0CaJSI5A_. 
M5aC)PG5'C.aF'_S-_C>KOUD9END)7*s:v-UU3RU2_):RBa0'?;\;EHU_aGDA 
M=/1_7RJ62M='_D1:=BX6JCD#4_0#8?MKMHLB)>HI$F/<6"%1%V+$<6!';"08 
M\ZTNR8A'84H_Y41XYRY0+=-HA-$LVGZH149<2T\"<4.1*1J(L\XJL/aA41%< 
M<LE!PY//*\E0CJ\IG9LN*B(\J:[CV8''::LW7\<TC?:<<Z#7+H5115;4ai19C 
M),CR5aaZ/ECF%B*Y.AERFK%Y*0MEEZW%YC:G:L)X"::D-0XZHa7C4PJW>2?H 
MA-?;VF9*%84R#=EVP0GRT)B?1Y;C_%2H0EJN'V+8G^/G;CATB*,8):'%1U2- 
M;-+*$6Z2L4Haa$J'(9J8<?4.:5SE<AKJ%<K;8JN9!HKHa(%'CX)Z?JJ'J,HC 
MG=,;F',Wa._K3*:iJH=(B,NU07/L')HIS:j+KF1RY4?BK>KK=CC*J8ERT''HA 
H$R'$NZ1W<0<*8)BH.aj'C*a;FR<78#''N0GOa':FRLUC9BY9C:::_''DO6S6' 
MU<%NK*4U-BRM8KH,<4'J0_  = 9<'=F;1H''725  = SI$%h:<0V4R5''S"-_8D;53.N 
M0=:#$4)0/3.Y;D)M/,W'‘R.A2?UaNC)=9!#YKaCU,>I?/+H=:0UJXW4_:N#D; 
HUN;a<7MS'<->#VT0C1.L$_)(M:'/a?\K1$$XVM2V-7'CG>/:<a-<;a0!_(SG 
HKULT"UZN885_)a4N_a_2Z)IZX75-a'"E?\WM:"-8OV#\C+*70B*>8YZE=!+? 
MHHK3Bai,.LC?9?U\\''3,)CMG\PHE1?SKE\R'DESKZ7^%KB+:i:/9N'^<I5>H 
M+.*M6*6L2al\O%07,8?C<*P+G_ZI.!Y<,K$E?:5Z5$=aZ/DEP0'0O;FFU(CC 
M.+\!UB*/9$>U4:RG;C;;./99NU<H.?KS<:fjFZTV48_JJ4'A3-V1+L_D)0'( 
MI*#YG-XC0!'G:3AV'N8  + ''H:?8'48la'9D_AG\0H8::?V''8<N7!-MY<_(P.C$ 
M=>:a-RaDCl\#:USN<Ra03/Y]?H+W=837X0*( YKWR :=\_F_7F9/"7. VJ3I0S# 

MZLS/0 ' XL#C/EN1 a, \HU8_+>aV .%GVGaNGD9'UXHCE?>C'8:F:'3-D\1F6.II 
MG:'*HKF3''A0a:3/DK<P:(\ZE4+5#SW?".HGZM",RK#G/Y:?'Z))3'37A;<<\ 
HC??5AOI-7(Y.4[*K,9-:E2\E'9JC'7'1C:1U\4:9_F02U(aXWC5G%_1F«YI, 
M<OJH.<VI_\+J7#%H=4'WH2VA.P)\PZ/aH+/K9\F4//50GaJ:?a:F\ZC/(H8FH 
MO(aCP,TFZ.1JSO;C?I,5N;F_*\^$('5;-08?)5,9';7CM'a:E'DJ+D>'4W15 
M(_'JIM6T':IJTBLY"$l85A'.I.'+8DRB>HDF;U82%'80[aw4(.":*)3NL>HH 

CCCHK:802ad984ed55cd94226020b44e302363ea9d24805b87f90bc702030dd8a185fe0]: 
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M&3*":-!P.#'Q/)DPHDN_F6(UW"?.L.2a\UCC(TA,18)SHAML'!*KP?MCS#ES 
M6E:]?/4%>! U_E,>J7  = Q0I05NAO6ALST  = $B%<$  = F;  + YW%0<YZ:*C ' CH8;K8''  ! 
MS"6F^)!.,=PBHS$UQHA="<S?V16ZL>*N8UNW6=-\+?0ZlXEI*<6V%K9"-NHT 
M98aZ.^2:4WL/;I$O\%K00*B"6WMR!;R8>JRLQK!3X9_Q(D01JV=EV5V4B*D1 
M*:B84'G_!4_$R!^o:822ZNA0+C?DRH?.:AY8H:<88_V;:CW-G"BU$!WHL8<: 
M^EEN0*RF_G;W8A8:R**3T2JCCC:.X:=<%0+8l2H0/+i:z-;7;>aKCE;P2N6\ 
MC)a,G-X6>%N_;a=JZ3GK*S?X+(1X9$3:A0Q(CKa'*Q_Wa+4NEXPR=Q7BN0GW 
M>V/H>"$6T+I0RV1N<,E>8(ZGC8JD.^%_F\YT?+DR[J'YE8DSa;H<Ija!LR?[ 
MTXPCWY!ZWC(HW8?#<:;4H,'x:T4>SQ0''^L_JZ=(MKYSE.5I^!K6*G$S$;CMX 
M:=?<HIRXUWB:\OOO60U"*4EBNH7H'_=EMV+,,=?W6B<JXTUDZL+9H/B+CF]7 
M(NKC!6..8S_B/>">_**-4#aV,N?$alBN1=+M*Q%6\S<42F''788Y7?+a'575> 
M22P91FR?[:x-WT84H:C3*  = 7V<V)J;60_5TYF:6_YL?BO1M1:\  + Q2KD<UB  + V_JW 
MR/#XW6:"A0SS\$; S,:xd: ( :4J?P-?\T7?;6<LMM_8-U-K?GKV8<WU3EH[  ' DK 
MB)2L+9:H%%6K:KaiE:;A]#>*OKJR9:I0L4Q,?0B:854PR0_aE3BUCY(KW5UF 
M%'R7_PG?KD\X?.5SCJMXJ??JGUi:2EF*?S8SJ6]_VW(0O!>H;Y<+/T$NTZO0 
MRP48T*(0Z_Z88C"5S:/a8N8/K%8LXX\E'ROKP-AU9-\R.HHO56=Ya'GAa:%' 
MIZJM\KVMCA\R$UN386/1YW_-F2L-G/V<JD+H'V"<1T\#(P'8A40$Z/'1T3/Q 
MSYWA1./ZX1'[K!C95=NYX4?*J-\?GK0=E6#DB?W-,O#5=Q2#P9Y;H;,S-FV/ 
M03^8"J5X4N64\-CT4O<5M\ST85a:8?M$''N37.$O_+/.LO,Q,CVQ'?QAC;+8J 
M?='UTUL;]'0>H^;1E;/-9>_D):#/'W#=J=;J-PM\DPWKX'A'?"^)=N/R+U$U 
M1L2:3LA7YCWCV_Z\S0$7_!L#79QD>'/_%'a,0U:LH6R0?VK;\M<E?>_I$U,B 
M1#PZ*WTL7(Y:-/I>'UAE8/D1B_86BQ*7U*MWGZ+,H'>98-L,2a'EA;\X$$F* 
M_aK0%2/1_S-=:+Y,'=?<F9C7(HV$_N"GMDS^A>F<KWWLIRHRGGG6?HP0V$/3 
MRU*U'P;^L<\a>0"_%)W8-aoaCN3H*)WFC'HFUADDYYa*=(I"_=,aE<'V)Z;/ 
MC5,EJ#FC?C:T*.*9GJ"6-.WD]/$9_+DS*=/)29ML+F4V>RZHCa4.F#K/<(.' 
MFDESFa+WUS;-.?N%JKXD=-'6>L'_V\6/H837N/$I6H(*5-YVZXEK)(\L(-QN 
ML"X=KHU++LM352=/*4X3,2N,5;I3HU1 =*"-NR\>956V*$7>-5XQ*D076 ' FK: 
M4'D3'U'X$:,98M8%-.9:M%D(R:a^J;+-3QE:R\=-U0<#HZLN'IHFM'+1E%CP 
HRC1G0V5+T:W0<4"ZQ8AC3F?;GF=12XSOY-'Z[=%N?FMU+7*D:V4(29T8I>BC 
MU' J$B9'; '1G/#%Va0WS)*M=\581B)a//.>! (;AK21'a;UJFX5K)a:RI=U-44 
MX:T6><CZF7 ! *BH#0#5ENE6R !>IO_S=. RO3aC  + \DIA<K0O*Z"/MLAXT4PJ  ' P5 
M%-!'-ZU:!.;MZBF'T5'0CYJ5*0/2L\C$';B*#8,8*YN9A0K;F-B8<E#BW*>R 
MH9_1CK-I0/q:#4:S9?'>S.JH8/>7TG,D6\7/!0\.I7AH<;;%:R:!*"H=g:b7 
M6MKA4:7(9FG  = T2na22)//5874RXJZ83:KGNLA:a91B,QF:7G'[:7UN8T?U64E5 
ML!Y;BX?H"EGD9,C8P9l-6L0KJC$K5H,VP!U.VHD?1Z.5aKH4<9.?<_RUR<8G 

MZ4a;'i:G+6*a:,.Z6::=Wa3<>\TTW!:uaK:U# *=6E+-8-''.!_*G?86>YG8 

M'988JF'D«P<'4  . U"UO*n:"50C6''1  20Y5"/V6#UI,=XCNC2-#3F9aG9%;K.  K 
M\aM"Z(VTK  = _B>/WZ2-?ES  ' I C C P8  LW>  \ C a3  " / 0H_  LBD  \ ' E_H?H/K%''_2' 0M-a 
M"_KN.US^=;X!8ZODaFVB:v)6:0</!D9H,3%UZ5I7X28''3?+IE#4ZH'l8BUGH 
MNX#_4B:!*?5-:$'Z>RL< ! 7 \ J C 1 6 C U B W8  + ? ! <343#/# . . =8%HGFB : "JU<*(I- 
M;>X!/DEC_$4N*0O\+NYMSK'870KK#U'-8H0=M.-*a4ES_>O,%ia%(2*WWLHC 
MEYOVN/9PCK>K#'->LA.:GS,'"E\8R  = 2UF*f10_I_XAW6apaRW:HV:\7.=CCTPJ 
M8+TMG:W\LCM>274WD0KK+8P_ZS)32:?s:h'-.O'CEBCSSL=JUHW<U8S_HM:7 
MaLA#VJ \*_IGM*6T%  + a3$0ZRS 767,8**58  = ''  ':  + VNZYY'17:F>'5C#F)2-w:r 
MH'00:2=U1=7/>-W3#:XKNa"W8+PI>2Y*$*:iN(T1R\R/L8U;4J0W+P>/A‘':, 

M%  + $DZ$F9IK(0AJ*/:gG>C6#;4O5VX''8\ )8;K"<K1"N98;;\T_/>!U2'''05  = 

MC4O_UWM9GY/K,%a?99U/R%D0'*91UOHSW8J+:N1"\'H$5%-J6HIPJX)"[:F.4 
MK"Y8MZ1'aX\/+%Y_VC+)<#<3JB%*3U=<:iB.5<V98.Ga-=F\8B_*TNEI0B4- 
M"F=c:=)2*B8*)6a5N,0%9!)J4$0WG1RCL*7+DCHI%*)(L$>62L,[:u%3WDCY 
M3/%"PACaY'#0UYWCNRJ=?.XE(Y\I<"44/;GXX;'X"T':a23<F[CaX)E%/<0# 
M*C$8GXG,=/'C574FAR!23BMP+D.$.3>.aAV;"'^$UT1U#E6D4%G3_'*MED4X 
MCW0!GA<C?FYR'*(4al\W?9R#>(NJK/5AZ/WZC4+W)!++81BaU?8Z-8-_70\9 
MY4C:i)4A^Z_03S%'5L*AZ,lLZVNW>3ZH28D<2ZPZ9U4VHO?! ?3  = Ga27a  + V1  6 
H9%9+H#Y(_!:,::>:!N56'^'<,P>LCUG0*YP3VP!WX8BXHEB*,YWFGVCN]E?E 
M.40?+WH(3R,V,:234!8!$X8K>5a)=:4N7M"i:+-8\L.R063NHWCIA4!1*C%W 
MCa-85Z87-K%\84:8F*_  'BH  = L29Z7C''XYMK"'D57)a  + $84DHJ6(8Y6EJDS/  = a 

MjaCKYZUGIF7?J:\/G8'(Gava3+ZH#+a7S:L :#).Y0'?48Y\6:*7'HUX";D 

MS!\:0#4/F>"2"$KR-D-$).79?6aXE(;0WV\+_Sa=32MPY0WH06:Z11A]5";- 

Ci:CHK:3d1f9a75ca70f4e2d39c7a59c66cd2c2a1317d370303733c74fd11dc4eb570595:: 
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MF+7Z#aYX5$2!5P+S7-NN/XLF;UVFX,>+_\HJJXl8]J"F7:,W_539!0O:v%7; 
M=:63TG94$+.G6E6(K69T'$#F,:Z*LG%75<?>80a>.3!X4_N%?_M6FTWAZL8B 
M*I?U+6B*Y! H. HRNX(K2N: K9K*Ca3/$H4/_)N-9NZ20BW4$.+_3%%2W !^0C4F 
MM : H ! UD*<7%V% ' F 9 DG 8 *B6KI 3 \ P-a#- F , I H S6  + 3*# , T9 1 547CE:HS(0X&%:0M 
M:0\9V/_*WE0-S+V''CIJR:-E>44_:NW3EJFH6GAJP6G'F7!&RJ8/*&>\5\&D! 
M"T46M)\Q1U9#'U+J-_981XH5a?V/K'*J_OL_CJ!90;U)*!(N%,=\5:z<AC#" 
MT_Q9U6F0WPY:Q#D')E=B;(W*T%_:-Z&2%:]J.'a$-;+3SE2S?X<9S1=11X#^ 
H''2a:SS-4'K7-G30IZ*#:NS:'R?>:62=1=L4C7E*^BFFFB!V'%<-KG%AD8T/ 
M3:>X*Z,I^RZ\!O_(,LRO*W508UQ6T-V,S&?F7>QE6?DC-')3'*S2M3CWL3(Z 
M*7X041TW8G/:&GE;NV6_+L5TJ+A68]\=-)4K-Y0%TBVG==8P!NKU'49W5VPV 
MZZF_A:a<0+*IL_7VNLI=-7!A+<9-J*R*"VW#NECZL;OaVV8?RROD#<R818L1 
MG1S74%82=\AUa6$JQGKCNA'52G$:ns?0VS-=S;aC\.:[:9'4P/0E^B:$CNZ)3 
M0G96MMU%:;‘5"BXV/aXKi;5FPZCAJ0>TC  = 38N_%BSZMN  + LBG:\H  = S?O87a''_( 
MAApAyG\]9K1$C6<aYZ3U86(G^=EMDA_)P8*Y0W%$J=\^:'DK%0<Q7?Q>_\3J 
m:hB7)NI'RH*G<6.T$<_:4!-'YY(5;WIJC<W/1\Q0*?VH1W6F)N+'!-M!<P_8 
M\9P:C_X:G5DWLaEUEY0JK,'34_6>X"!$5FGC)F<7/MHZE4X<CF9*OG-L%9(\ 

MZ$'/B3Q05$G*I>'#):4)EQKFSB<K#R0. Z%8EQ(W7C1MG8F8=FH*92%'B<4 

M$5:M.'<*.3E7GE)KW0V:iZL,W7)!!4CQa7_1:S%'_3S<KK?1'".*?4,#1CN: 

M::"K'T;\N*JG=%H6;IE<P5$?U*SE23221EU*7)R88YAJ1:/C"1FAXRJUBH\? 

M>\6i:3*KB  ! :S8:''S/W79B0R#F\TO40F9K  = O3  !%2+)/897)T"#9\S^58*\a<Y" 
MH0KA##)8J"7,'U,CJLS_X<BP*34U>JIC]<ERQ(?T/\)3!76$)<819C/I8M5? 
H*,/",^U'NHF/C7"U<35JUMBJjaKK1Y7BB8#NYE:+:AMalDN7D'URBE1<>KDJ 
M+UJJES(WI$\N%/'S0U'QPYW85V3$9O?R*<IH0I3P)O278UE;7P''C16OYA'IU 
M$:FH3785;D#I0CBQ9'KEA.'V1J*/.I6IEP'CCXFZ[,LR:*P"\G'+a4V,#Q=Z 
M):9_<::70)4'=Z0-D<UBU;K48-WJ/>92$JZE+Z6M?9);0T>5G6I0(+%M_VC: 
MS+T>7:3L#T2,CMa#4K=\RGHD,=YCM!3a%46U2(LCDLN**?>:A8/G**'C>1=6 
MG,6Y/N/0U.H9U  + AKBH*<Y! K<$ E83 D . F S 5GG U3  + Q6 L ? PK ' C>N6?'08KHJ0a 
M!IN:*G6H%?DCY>-Y:)_D5Q8>RR5B[:Y_EN?aSSZ''F5\NE111',8Y,68E18**F 
MRYFJ6>(H:)0#YF=4Y6Z,>7;:GBU!.4'EQFI>?G;W8X9NE9_P-H4(";96>L5> 
MTV39;C;*6L!:'06.C2WAXZj:93;U<1?4NT(-K!L9SQA*:77C4aKLK=I>C:iE 
M4CSUB"Z_-_0YHP:*(6-TB4)5;)50RX.<_H!F;_;A%=:h8?:6*2P)Z$=E"CG: 

M39I85>;8, /P0:6F : 24$?=88a88GA6A*TF\ ' H+5':z()G^A;!*NN)S0<1GXH# 
H)S;?[;UD?$)84<L_?)"  + A->#'U:-/Y_W4_%O*%>YY7'5KFXE6U  = 55P?-^0-[:7 
M37M0_7%L-,:_EC.>a\''G'G0FGUM/-/9;8+DE8>i:H  + U(#:D,,aC..JD,'U67Y 
HW>6R96V:RF0.74JWOCa_#:iT'WXO>/9"6*((WC1T*6\:8V+JC'W!)2*Y9Ua* 

M31C:30,82*:  F 9 Y->  " <$  I ) L = BU6%'' C 40K,  0 U30  \ Z #4  3 3 60  H 2 ( G_H  95G  E R9 ' 9a 
M;W6XUS/538SN%6<!J+7(OSJZ%aiCH7\;O!Y1)Z.8!''*a9J4X2;IW0+OXO)'O 

MV.''SAO4IY()0%R8*I;#9CET\<4U>C\'y:' "6:_KN',ATaa9!C??VSZ!E_# 

MZ.4/R,*AZ9G_A9YRK+<J"H=/<XSP,_LT[a#FEAa/)KJ0G7TS;a0_K/C7;CS, 

MKT) '%Y\W3;*ARMARC# .-4;W3lJVOIJO+595=a>*B7a#WX6/G*V0F_IZCUS#L 
M ( UC Y" ! Fa,,8+/H_+<-Y1 C<XS4*\Z<SF'?1?0<DLD'8KM#)8VCSWA>Z8X1N.H 
M0::S8zaW=J,+02_G:#\>E$'TT((=,>F";J8=-#H4E;IL_5Y9ED_808a;<a0Y 
M,ZH<=_'Y104LOC"=9W(a9TGGLHNF-?>L)WS25J9D_'^P>/;05O83*)1'=28aS 
M'GR6Z5V0;(29WPONRG2;3WO4E>E+Lai1E:i'HGCT0=*C1AMU\aPRU!H4CYMD 
Mai;Da'91*4M,H1AZ:TU-R3#a5*a$*.VT?(JUTTY6H*PU>0G#B:a*7=(VG/P'B 
MV;aL?'aY?N:2'<\6,RX=*F';H.?\C+KW8(4_V!V=l8WB9E'-SUaaY+B8U2a3 
M8;U:+K-*'9a/'M%9R,>:0:.88I-1L>7,4IFa":51?:",1_><XE<MNV=50B'' 
MBF,8'STD;UHja+7%T>RD4H%9<RZJDHJ'V: WT L_V1 C Z ? 2 J > I VR L# ) N80 ; 0 KH I 
MZ<"\=OE#=a:/R4*$9Y+A:(CaCL92;5aN%9;O8/(K(%X3ZX:*YTH=0!^S*B#N 
MI+((L4JEa9CGT^5AL:)5:_$,*:CL;YG.%'4C'R*RCJUF9YBXRGB.C'Z/*T7. 

M87a6- !<EJZ<7K' 59+a\''Z/aACE0E .80 '5%'0GB(:!FM>?3U_C:0)Rla5W9:% 
MV?Aa;:S*M*+(8aR6(_B1=<78%-VUD46'.PK,=8=(C*NXJWY"G8a+X8F83_-9 
MFM=34Y")C;EXVPF#EEAND'-aDT\'810AR$8MOZKUZF%;X8(N:G(aXRECBCCR 
M5WU2<aOYDY8I4CTS68:Y?W5i:L""X-D0'aSZ,8=..J.H5JI.*E;COG50U7$D 
H:AW:4\(?T.$->aJHFT28JH$>G%"0P56.O)F8G3E8'>J/*N=!a/\/#'FGBF8< 
M886MX92:$'67=:L,JTJDaRW>4CXJ410$7?H\M?R,4VHaZ*JHF6WM'X548CL_ 
M>%H'*VT:52a%l/X>(aj-a$IRH0NVY*2UI)D_M7DBO=H'1PV5K>CG'/F<88*8 
M*M0"6?T12M%-IL5L5DRG1-W3+(ZK7H+SF-a;-J'R5R)i:84PXDH''RN<K/7V' 

CCCHK:e677ddfa0bf73b1cfe1b8679c21cf5666f9f45d419ee6a26b219126ab89b326ad:: 
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MK03<,V[TUV\/;P:7J&LM,1K9]SWG8;Sl8SCTU$5MQS):B?60,2l4*D'GG?oDQ 
M.;=K''5IDS$K9QR(V2Wa:E90MC0XP'ZC.3LTAHM+V*UE;VS'aK&2R5Y08$"2 
MG<\Q?H!7a:)EE_AUHQK9P,89IKH/+B#^T:6,/N'ZY!:Q,[;3AF+E'UI>0N_GO 
M!83;0C8A4',*-DJ7Q8KQ7$+WT&E-&7=$GE'PLO'N'>>YFRXH"Z&G7>.Y:BSF 
M%)/A"NY0. HH_SJS: '+Q78>6BP'#XIUBOQK'=,K4=HN0"NGY)#VA$GM)aK! 4S 
M$E.04':!9SZZ;W?KBIH=E**J_298*JSD\YYD_AGPD6>T'O=%S^D_099E(:6R 
M7#3YCLn)V&+P6*$*=?Z2:w*]_*<N,+#]8,'>24HH(T:aG?H#Z%..3*G&6!P< 
MP>^P"HUG(?3;_BUQ";>)1U!/('0'WS4L'8;B4#F4.RCZKXK(1K,W6FC*:9>/ 
M7R>J"AG.\E>ID01U_V3  = ;,S  = DD?UQZBS\WE''A-;;03' /B;L_$M1  KE : MNEY1 
MHV/1-Q7BRYG%<G:?\$U9X9O+'B-W#N7'V;".GPN:V:P.6KX82Q6?X0a0VU(C 
M$XS;Z3I\?FDZG='900);NC3H,VU\*GUE,7_FQCB'1\TB7(=\RaZ5'CN:1X6Y 
M8:X+C8<%;B0ZDN7C9KBNJ/#8K7"P/MKL%8U"N[RU'J:\1_U:;$-?W5:3W'GU 
MT?8Y=9W96;8U4K=E=<BM'AE98VZWWW>*"H%\4\^O5.0Y4*2Y#+WDA1B/8=_B 
M6T$O'_7/$'LNH)A']W;,>FL_7L+04OXUF"7X;PINQaQLE."$GI+98K$D7<[9 
HG7]B9R5GW,9-  + DX)/-LR-#:8' Q2 Ba% PN B3 * P J F J H = : )3!4<K7I$F^*RCEXWG 
M6UZ7+GYL2GA"KF6MW/D4PZ7%P#.8YW)N/40:>"I_5D2:*XaLF3FDH3>K^#=9 
ME8?F!1LW8ENaRP1=/T2(*5F0U,541$<MC"V'!%<Y'_30P8SP\_MI4/Z$RAVU 
M1'?>H;0OJ4A9!"V=U#*CQ%':^-O=H688"H%3_K0:2UDSTL^)-K'Q3#'C6;?X 
MX>''R8TD5<#EAia9*%B7_C!  ? S 6 : H J =- ) 6% 5 2 0 \> L . # D N 3a Y 97<6 Y 40 L \ J 8-8 
MAJ+8A!WCX+WIQ3*#]0<7I<\.VA)*#*b:7OKW">$P5/O8U?%#'_35U19;+VT: 
M'SN.#VNJL![YLP;-'E?#W#/VX"_WK/6;8=4X:?0%I5A9:6'UX-AZX:EY<Ha5 
M(X.#NH!25Z]8K)VZ27ZUK*0EU)QUQSC"K8SJHD$0$;FG/Y^U$SL=.AZL8T^I 
M0G*H/G=0Q\!H-:8ZWU%M+AS2TF"LH:WCZ/>Ba4(aQK5J5*A;BZA.==:080$R 
M#WP)**(*C3aV=Ca0'3".KJ5)GDU9C4)TEESZBY8:2N\.JWS2J8A4V\OELN2R 
MJVEP/40W>/ZLJ0IW9QIBQ=2NH3KA/V6S<V*=>?8-_-GA3'R)Ei;$C7C<U?#QE 
M'LP+5L2)VD-6{BIZQ$MCH$Y#I-DW->:-PHj:/'>aBK6+W_N,7\Za\LFZ:v8( 
M-Z8ZGD^I*<_:?A6*JXTJ V:-:  .TM9?W]"E8R)L? ! , G6 N H C8 C *a A I a- Wa4 W W : H 
M)KTY5 ! ==08X*=:0G7TW7*DP)h: (a(V0_) "4HA' :+^3aP' aV,<78Y63<5WCH? 

MA>Z ! HS8ZNII>;6NaA<: V,95C6aa^LV[*+53. XHRR$AZ;WV9*=*F;5,7 : ;U9= 
MBV\-=5.7KINF#GT#L(_JMa,2,NRK::ariO;-HN#*;6>W'G#NUGBOV:0N?TA<V 
M$NC$H"G<'/RGHSKD*'!Z  + EJX-V1UP!/:BBUV!D96>%.%i:?%DZ2;''LZ%JG_I/ 
M_'R0-Z$J2M1HCR>*8R;?8.J+=*.8_A5E\)F'1 Da Z () 0$ D C I -=9 ? * M46 E 0a6 P 
H)HRC:DUaX%_a24:4UYBGT'\7E8IX:\Y"U3.:jONY<''!6?a.<Z4W_7V10_!_ 
M9XIZ;_II8F21G'’>GU(7I3=F'5C.>=0UL:''5R55?.P08HR?82:#NV*_6G-8 
M_AW3BY$[8U61"VH66Y3WKWF<_HVZS.2BG)1-%Z*1=5Y,$)EU0:S7CAF716VH 

H0/FHD9aB*"JWAKC*$V9C*P4RU7Z(J<;8!8R:*$1Z[4VNNXWEP)FCHYZ# N/ 

MZ'3H8X$FK?;ASEaj=0HC*//Y,;U<;-:IH:3:.I?VW63E9T1$X7P#ZVRG"CJL 
MZ7. #a) ! #X7AL;RUJ " . H4A0WAN/95B4BG=3U;A$_;04HU '>CKZJE1 :"CL#9V0 
M>GWNKU2153<0aUZ$FJG/H*i:NBI415%>#I'A9CI>#+U;=N+"B9#-?M8:MRa2 
M = <E1G>GSK8ZJ1_(a9W_<C\V?F;:jK?G6_2GP'IT?Z8H'J.L6X3C''G//WPLFS/ 

M6a_'':<:]P)a  + ?3Y8?_6''HK:LDUR.J%T"0NT*:$3GC%3GP5%5$8N/YLB'2-?a 
HG*X'C(73?0C71'%a/WI?O7W$8.''',(;HTW);70S\!l>?7K3X'RMPHZ$2"23F 
HCG(C1EC23A[CH>="-L?P8'/!W5S18%J:5G)\aGa/GXD#<0%O8''IXj:xWIB9a 
HZ(R_Y>2UMNV\**.Y('NWA;.J5)'?<7W5\E/CLUH<F%X"#4:8a"DCZ1%KD5M4 
M88J*S5;0SXX?UO4).\+8PA<HJJ'HFOI8IXKS)H4T,B+31/.SWN28H=Wa:)#' 
M?HHWC353$0RNK"D=UL9%B)PPAa_Za-)\3BK%E#?]LC/X#:/9C-G,<8X''Z8\+ 
MKI47._ZD)$TYC-/5<64SPR%*8NA6  5C82PXFK+)\F' 1 W , V I U 8 PHBa$ 1 LB0EC  ? 

M/!UT!V^)  + V'N:4#.  + ?KRaiYWC:IK\!BAPCECDR?'L(F70K*;U$(  + ' !%SD%1  ' 

MU68HH0DS0Z  = *#  = 5A8_*K4  351*11  (,%aEV8614<78/TFKH-HCAZWas:C8M5  FPU, 
M6NI8+:>8PUalZT7;H!XVJ>4!:%*;HCJD'aF4C3+%XYGIJ:FKGH0*,7aUKMa3 
MD:9  + 8#<NH%*6L[8\FHGL6ROF0:  ?_:#JU" "CWa_J':x,**HE;3HUYIVAJ  + C#. 
M0\\a??\<aSOA2*WHD+,]JYB! A3T6 / N \ J ( X 3 C ' C6-38ia' ; . ' BD%F2 J+*Z=aX 
M#4!!=<0[D"E*(J_4/RGDV.;LMX<>V9X=$R*##_PUW.KYB=M,=a?SA\SJH)$3 
MaU=52jFV2:]HU*0R$RJ(F*E:M\\<!W=ET'+EM<%L?<>ZC(RVR:!:3K%'W_K1 
H%#6)C.HT;SC6(5Ua!B<NG-$0%08O8',ALZ(%532O'FLaW6(Ta2VW:5:nCH)? 
MaT=BN,NO40MFN90CH=2GX:_3.T.*-D-LMBI:72Va%\L-8ET_-6/>Oaj-a/H5 
M'SYX\aaCY5S!<YO'$VA5%$"XB9N"ri08_GM#KYHPCG/%XM5EKA>a;_GX'8aX= 
M5;2.FEP\K'8[GK4%;(BBGC>:J*X4KFaBNENA:AG!U:5-!a97B"SAi:282A>? 

C[CHK:2d07197507a79a8bd494533f47471d367bf8bb0a5b86d9585ad2cfb83a6ed0d58:: 
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H"HM,XTW4I+4Z+T-LZF/+LE7 — 63IK+'W380[DNDI=4$5M6,GU)Y>BSM]'!AW 
M;?a\+a)019^w:0FH&>JCV68U\YF2C2S!UP^<X9C\0EXQ:<Q/^.3,+"I5Q91S 
M''^\Z^/.,Z!T<A3A5]96-CGCHU2^E.N;2;EK/-Q9YJI;aGW?6JR9D>u:=%::/ 
M"B;R1G8C+G3/,\;<<M0!,F'D+SjaG$P?:9J0CI:QW&BCYV_>+97WH:*)WGX4 
M6%2_/BA!CVK3OJ0S%O;\25-"/F5DC3.![PV.*Z>DD=:'H5N_)*8SR*YE5U=" 
M"4TQRAQ8CYR=^EGHU"MF:F_7E8n$Q2,0I1$ESSCKYG"MG%E_:)\(&1.7Z\9M 
M?6ULA*_,T9HCi:2&"NXC3MH*J")":3ia$#ASH.HR2:>"ZS#*?.#,08?L,<XU 
M8H..%(>,5JEIUOEUaa*,N=L0Z62:S43!\>V(#-?Y7P/%0$<;1AC(C-5O2^%K 
M,W?aTMJ.IWUa.L,G%(8V+_>SX;TOTZV#3%NN0H3N8VG;'CTHXH5B*&:V'?T0 
M6P5NTA\!=5Ca74V,i:Kn_")N+_V0Y6\*D0U!2SG4#_*(*(,:+F<:MaQ,A/(T 
M?5,T:_^-CA39ai'K<*NSC;8*SC:Z;=>+S?9XXB;AV+i:=WFB6UP->,8FL4X\S 
MUEF-_:=M4<Y"CJ"9(:WC=LAR9HE:eacB(6JR6HC8230D"RNZW:<^+K<Z8!"_ 
M8C'IW*T,H.0(NO?PY+aNRN:1*C8/C7,_NYSCV3\O-R$'289-P9Z>C_\-*0L' 

MT;)$).7BIX;XN9!;*./ \*!XG:$:IGQB%#_06FZ  = ''  — ,A_8SV05?_DCHV:I 

M)%  + Y + G7JJ8Z5C^Z23R7\'1"!60D$0FS''QW2-ri#L  = XE:R!)\DTH'aNY29'XK; 
M*YOV\=D%HGXY+4/DIID->$\_#I5/Y)aB[Q3I_F0NJ''1/SX^\P'/895R1J:, 
MaR>''Z.:!R73lD\\\a!F$SP12=C'0TX=L(AK4=a*7'W63PNJKK%O+J_,QLX$Q 
M.42/FE.A:J.'/HD85K6_Q\7)\0,R;U0YW=a5V7!O?8.0-1CJCaH\,3U18"5Y 
MC'+_+A\QE8*<,/YP!NVEV=l8*VTZZ*8/!B9VXO0V'CCKPC,*'3W2B$7OV>YI 
MV3U+9T,/7MaRU;,MPE8W3_BD:LF,-'5\CO)0B'15/"/5\9;*4\Z*+NM:F#RC 
M*RU9?M17'3$G(M8VD0JS>$NH'X*KX#P,Y%9.C.U1(Q3U'NC'.B)#1AC1,;6. 
MlL<Y,!aG<.-,MYi;+8AM0Ta$8\C05B8_ZDVJ+_:5,(?,QX]/YS#Q49X83!?:T 
M<F.J43/'\//  + N#ZD  + ''<A-9"FXC:;3'''<0XC?T4D$2*G*81)%T4>*Z>N  + <HWC 
M9VQ26FP_N<0:/=)VJ!*-"O[6B9-U2K,-_QC?FV+_5R-VH#AJV3:SE1_P5CWC 
M')WIX<ZU?FX*U3M*060Ba;4.5Ti:-VN8!?:V>W)X7_<I?GaE58U*B>S/SA)F8 
M;A'JN7YNS*4_Z.\9L0ZCCM$Y:5+!UT876<HRP'U2"VE:C<3GTaXQMQ>Za";6 
M/3VLU*60PO.6YX0LMVMPE,%G294!($BR:IL7BB6>F*-,B.8QA''K*V'$VJ8KF 
H/$IIA2$?K*I0F3MPL:E'QU<AGX#R9NC1''T8SC::Y'0F5+Z#04LDK-!R'XG0Z 
MH"*7Za07RH+O39=5B(WEWY*U>T17,Z;QUSD;_$%Y-9ax:T8UR!_1(a)FL,U+ 
H'P*N(8C1.*,KCWT.<I43.UV3:8=L]0:5A)D5+4(8!7W*E*a!E_>;a;H$F178 
MYIPa$SL4086,IF/TTa?>U6:UAGY=aCOL)X/-?(/1_',\2F";H0''*a<AJ/CG8 
MGGGGTR^H=*SRW8,XBG%K41?-R!Y89=0M?BM8ND:6n:jaS"A%V'1X(G#$Waj4 
M)F.HX?$:I>%):_=M-L0:<XZGYS0;:Y8MVW)=^F7W!FV5G!BX9C5S.?<:,C8\ 
M./:]0P+BYEHFL>8''_-J64>#0/A86R)F2P2KN$NNVW_'I2KI"A*N9CI;+J3KR 
MCS,YT''BX6,\6_ISC_BUF3!N.X3"'Y34,4I$'\,Ta>":xX#/V3-)YLCa2U\3E 
HP0BJ#0K+'/-1.>F)>CUMCC7aH/C32\"YHC3)IW?>F7;''1L\P'«'A:5G-Y,.C 
MZ_T]9SH3"SP%R(X_YP:/! L? C LE863 Z 7G * Z 8$ Z 8BC -_3*= ( W \ U 1 BO=06^ Y> C a 
MJK>/-?61,>76a3VY8)ERaW20<7TZE\C_)_:YK-,5278\6_:,N9$,ZD;B'''U 

M';2#^*K?129aB% MO(\HSFC_5.J<HV2':=\DaHXN+=48'=4FC0/:.8A\X:Z 

M10G20Y=WY>8$AD4%aj!TV*'/TT)K6>?3:RY7C3B,)'=1JV'?<HJ8X$$3U$;H 
MR5_M(*5Y15!3"1P6\':/G92RP*7$51)7\3==.aw>7TGPG)JR2_0P:+G"?]RE 
M_:HP/HUOL+)'#4%J>KBL>G'8U/88X:94ZK#86''I'B\N0F18  + %a''J5TM4(''\: 
M/!<0*C;J."6F.a'U41*;\Ba<)_(ZX">HUL_X=)*UXZ9;K=:6-?\N\Z#CHBJ" 

M8HP?T?HaN  = \2Y''"'I?8Y45$7axa4X''*X4  = 31Z5ZaYZ:,:;_aj:4I');6V?0/ 
M6+M:=>#-NK19:RM=E_*>+BY4/-HHAIB77=G/+S<^0O;a'C6R'?B,5'8^.Z?# 
M8"C_CX7N)#'/V8#(H?R(AW'$'W>\"CT8NLUK-,6R=L9_C*3G1*_"M%0Y2aYR 
M-*CAaN/;XYHXa$RX-S\J"\H5_L2G5A-<a_YOSILF;%4.:-0;6G=%$7I(U-?R 
H9C6*F\!Y'/4YWP8?aR07C^NA(R7E!a*W_(>R/3:E!SVY/OCV<:>J+$\*<,J! 
H6!\NTS4\VV87;3'aKP:6_6SUPD4,''MZF'''7?<3\)/8,8*U.>#ZSGD6''DF<-W 
M>A[4GL:#ABZ42;,U1E:a7;(5G8"254*D=3P+C#*aUKK*V1-I:4A_E%4*(JWY 
M)##W8#$'\_F'1N8!a8$H/''Z!B1 D4%(CWV7/8 ! $28 ! ? 3U*>_ Z A- F$0a4 A V_ ! 7 
MHBM-;2$B2ILCA/;\*#$?29?XY8E0?X(SRW7L-;HJD-.Z*,::<0ACJ5))/;1U 
M!VRX-(\**<ODIJ#O0W7#N-\.NN67C/+3R_+B3!F3=!"HOOKHU%2AaGP#)O2? 
MS:$TX#aZ+ES\P_X9%,,6Aal ) 2G . >3$U_830X ( -Wa* ; V-1 _7 H " - AG S : ! *K7 ' ? 
HM,_\!/Y#CI/DNF>8'S>%A5JNET87%'/XX?2PLKIZ<JC6+X\!E8aG'1S:D\riC 
M?DY\)J2SH#K(0<!31T%)-#5L!.JXTP?JE0+9_(.JN?'#PX?P8C+6%OHC#U.R 
M'\6X0Y\$*=CH)."PC7UWF*F6G''73I407R/>:/RC:DMR';*U,WL_%33UP'O=Y 
HCN3RCi:!\I35*4,7NC"JK'/'a#6G13. X8 \ S N+< D7 , PC X*3 5 %$ 1 /_ ' IP*-( 

i;CCHK:bf7763a06a8690b798779857c4cc985d797208f74fe42898153ccf7988ac430e53: 


Pretty  Good  Privacy  5.0’^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


255 


binaries. uue 


HL4G7[7AZ3_8T14OSIU5YLC+6PH><U2_)-[$L=,\%105H9C$#1;^E/:f?1<))U 
MM:W75N<GG8YG(6<:\0N#MJD4+J)!03:a9$SO9SDHH"93Y"+7NB%/ZT?G,VF\ 
M''1]Y10aS**:86P:N.-JN?"RS'=:  + 93CEa)?9%,6[0"NHE\SE4XC[;_GIPC  = 01 
HM  = + ,Na<Ma("425  = U<:Z;YIP?BSZT:TL>%W9UaM?,GG3<9'''8PaPS;8/  = 7US, 
M'+?''SP=:x*?GZ(6.6'6E65/>'>19R2+;!VNPYC%0:kKIXDGLHQXZ-O,5ZL* 
M_=#0Y<.4=^93a2FH:B:\AY;8-C36H'^Sa'-E12FER:E\'9C_GV2.'.='U3RB 
MF>6O86^S10\?!OPP$H-GP57,K$179C0+RRX0a_,)C"*I'C2"9?3S?CE_C=K0 
M[V$<..?U_A!+*:$PF7V(C_J60XCH;:SL"L5S.$>F?*+!'P_88GC1\8S8'=\B 
MM9%-+'SJA;<3  5R=:;:?)N%__I  = ,3C7W;HF:  \ Z_  : < ? V<G  D'' F 78  C 0 2 # U8-BTU9 
M'KGZ:H6W%-=$GU8!:*6*G9:#D0_(/DDW8BUSWN7aB>E')6ANFY:-LLG7ZD3X 
M2-O/EO\X?5X/==*.ZU:)OU%1O:,N_$9YX+\,+%#C$4ZLM_$H*(NFJX6AN0O% 
MQ/]BT$%%YK!V(1Y_S?*#7'''3\NE!$34  + *L$#D0HVYNZY0!-_D9_<X;''?8CT! 
MNG=*#WYND**G/8D''C>Z+:56="#$';:ETH0A''8M?XG'_%+(1XKL_Z:<ZWK=% 
MT#\('8FR"6\M0"I8WKNZ6MX=75V9%K3>_TN.8W:U?DTZA'$_%R^EN6><6*EA 
MS,-8XJ_VI=:*0T=Z:1G.E8UCN?(?=5aG1._B*0-75S':;YF[IO2AI6B8N#K' 

HD7 ' 4B><1<D]3 '_FHH#4C#?/*30<E8WGQY"C58/, A76 ' A2L. \(2 ' A3 ' 
MCWE/,<('31(M0L3CP''*BJ.CVERQ!a>'/%PS_XZZ;-$O9aQJ_=,7<Y:+8,7S 
HV#*DZE4z:v8CXHM'QJ!,%UA_#-^aC:)9;/DFH!#C6:E9WL^BBYW0:_K2P1*K 
M:UUXO\/W_X95W'U5'Z08\2'6UAOU:X"<F>d:3H=:_A$=U/VREW"/BJWI:d'+/ 

MR2*:Qi:.'6X(?H8TS:7  = lFAN% R25:H0P8?SYTT1HG#M/UU#.>''%^  = %:<aE 

MWID%GC7TV?G%a(?7:4s:N+a^?U2?Sa6U8\LX/I_ — >>VC+NH1,QY=3-WVZH- 
M:/>4\X1++:jZ#MaE/J/0+BC+NEXH8H]75-GC9N\:K9DT',6^=I/_L)K-/Ga6 
M^B!_3K:%E_3/5J;4<<!H_>=?3a?QQO27\6P(E70IG%)J8PHU.W"M>77"?$O' 
MK]GH!_a9TP3"F'*+?:G"(:VZL3.UZ<X_:4*$R0?JSC0Q6NU#*"8*F0-"*?73 
MJ#E'E73D:<%8E8.'?ZZLGG*/68%T%2.A/$RSE3'Z!"%S8RQ):0;DPA,X\:$_ 
MD?IHG2J0^1D$l;'?_W<6XFRKSXM-=\M%:_/EX8C-;8K/1_FGK?:iSL(ZC/A/ 
MPYL6E-+8]A<UR"S"0a%\1U/X'/093$YIJ8M%K6:GaCX)*159)];G,8^!P';, 
MJ-DOC?5+S3LNZZ?G_5/,>1\.KE0HT:2,VR?6_1\=Ai:a:<R$Jia<X<##MW.8T 
MEWTP+=XC7V88#!UTCN3H*UB_Y0CDX:!*YFX:/’YX]!">D4!L3RL7<#-;!1-T 
M''6?WBZ?-?\';$\W-/:YA9<#.S*:50Z*  = $ + \?):I<I,</Y%<?>C5‘'O$KN  + 0G? 
H8k:a49\\/;'Q(3HH4WAX4EH/A;IK1:13. 3QRH W P4 ? T P . 9 E# I 0$T ; G L?T  ; B> W 
M/3C.^.STXIWRY"E'Q+5a_:-%'34W.,>B3T%4L30_#!O8>!HZX-Q>,A5/*B"= 
M7+Y9G9a?G*^a+HAKL;$W,BW\-JAHD00\XKaFi:iTZTSa#>C%Z51X)_aca,:+ 
H'+:=;9Z>E.?/$$FEZ:8'5HNMJZE5?Z9!L2,WEV7$0Z-1RCDSn;C8:,a_%K:C 
MWE[T(?XU#N08W'IJI+Ca?11?I<^Y+-'Y(,3UHK75NZT?aS%F8KZ//Y0?FI3* 
MX\"2G$IC/>#B'Z+L8(MaRBYGYa==J:a>Xa4C7"(7_)7aNM)C2XVAaGY-VL\C 
MDH^H4YN5?7<YERJ1'YG!I_N:BC:.V>S,'2L.E_MA+i:K:B%.7<3"YaV:Ca78 
MD08(L<\=4U;.EJ9KNa:x8JH8;U+.aX;PJX++:X")(J(*D87EGVWH"L1</*/] 
M\8:i/*._^*?H.7DP.%2B3Y'C/!X3K:L856.\>08HH_4/,9:UJ3KZaZC=W0OYP 
MS1,AND0DC/''Y9?H2;:>:*_B[T55M%0O0G?:1R0XaSEG8_K:?8.1E9"$8<^! 
ML_="D?XWY5WE#'<8SZ!C>JG\!8_'SZ%.<K4,2UR/''.?((7Z.,:_%:iM_K)J0 
M<7Y*ZT/LGVU6\]GE#*,$YV?T1D)G'KBGE>Z*'T,N0UZPKE<SO$O,._a9[YU_ 
HAA5C*#=RH:=-8R?J$L;R4aC'C$)_W4$TX''_%KV9!6\2'10!)2#81D1BJV'HG 
HU7,'a;>0(4A  + 1*/IF?7TP. 5< , / K7 1 T + + ? Y ; S> V J S P Y \ Z S>GX W 5 1 ZC; C\ISR  . 
MTU"182\!\0\C(a>4?C\C1#0ZRG<5>R[:\AaU  + _V!'VW  = B*#>-8;AND2''?V,G 
MMJ<.:x#LNVW5PAAa8ZTS/C'  L4  L3 , 71*1%  = / C ] 7 P%  P I 40K0  = V+ 1 " 6 . 9 ! ' D)  [DS  F 
MGY#U)?=:<*G/,CC8' E#:c\+94;6<690J!"N=X;\V178K0""+SV:+V:5F2$:E 
M\T3/\!HCR\J0.O*.VIG=a::./OH0_K>S9=90-=$B[LW_$!'IO+?(Ya*=5(MB 
H0":z+WP\W2UF1NJ)C69<s:\0?G^:88;*V"GG9;86:y=A*3*V8D_FC_0IK%H< 
l•l#G8SCKL?>W,?7;87BZ$"S0$  = 5\:0(5_,RHN  + \9'59:P2KFIWT9Y?A)A85PS0 
M2G9^4?CV+'R''L:9C0)A  = -.^>S\/GER'SN«B_>-"96HCB;7:U3\J3$ZriP\PUB 
MI  . 9GD0<KBVS:>#OW1  DT\  + 9:8a'G,I\*O''_19/37  = X'0%  + >1G96V\AC''C7K2_ 
M"MU30E_MJM?:P6MZ/PZIXSXX%VST+0BS\,_3>*,>L*)/R9X7R=_Z*\4a)C(' 
M'a\=4a7X''G\*T.<"T^-:^7\!V7?F"Y9B32:X49!7GH<,/CH/K("CDCYGIB: 
MYKV%'H#+$1(S6a6;)Y:9O6.G.7K=B9DNYRa3MA-C739/?*,:N*%0Z/38!35P 
M7*/WGG;=;!7B7(NJ#<7C;IPU+?BE'‘D=S$2/>/:)a(V.'WH3J\F%:,>M\-"J= 
MU$M5:)/830'>:DX?M87;8O0#GR'U;1/H<a(%DX1H.>ONG?3ETV0=/./a^T'= 
M'_%RC'92.ZH(<3RV(:UA(/CC(R%"XF-C=0:)YC9_\01=U0>LRBUVJ)a#'C-M 

CCCHK; 2e0e75b9837cd4d9cb91 f e73e0ba952a4c37b8545676e6bf 6eb27d01 e5681  5c1  b:: 
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H"T+3''PAM4+$+G3DJ^2J^S3>S=QX\.^DY0TAW)E'HW:KEAMX#&C$:/(%<2(;: 
H?7){!0U#-\:U<5a0,::/3IZ>7VC$'"H3PM(->B-2*S\6aC$;U(J)N%::?)\L 
M11CE-I_YX/-BQGF*<3aC.B#E8GaKB".a6"IF33U&'C$RGQW5))=T6#*N*.+0 
HR_-S/S1H3H^%a\_6!06>B1NB,SP"6M,'G;!N/3K<GVZK+a'9,^:5:"/*11\J 
MKZPaN9N+XLB4B'$:8J19C=12$'<OI5O"Y2?0UH/BJAC1W&CI-UNN,!8M.'IB 
M)IR:=\4RQ*YD0V9+4]>:/>!W$*/_-1Q0AaA0%3C4N"H[*DRMSHa#B<V(R?4Z 
H=UR8AWLN?=ARU*7S4.GVXR;Ra'HQ*RV;)??-Q8&.%8a5VQ!)C9CYHU2U9C''; 
M6QXUQ)-C)W7DaZ$NYI\0JNA-P+(V7=LC*D<;.;.a(K*&,K8CQ\X4"-W<!5R_ 
M7_9#E_CY;F9+;ZS3-.aQ4V\VHV7G?JBCG/F\++T,^<.$VaF'J)9=A;W[+:Y7 
H/2  . ,#''%<L&8$D-.  , (*"6NHNGT5;  C#U<SSF0''  ' G C Z K*  . KI  C + 4X0  AN  ' M%X\,9* 
H-G;,EZJK7'2KR_68"GMU:aH\.:  + :i/!:^L9W8?P#  = $Y)E/KZY&5\Na‘AW-?6SK 
M1VI8PUAJP_CU*FPCFHT^1.Q+U7A%G_94<X:>S92G*')'W+H*G0/$NRQ6RH_\ 
M_(?:?W.;B?JH9''$8A7\8*J3C5<<V_K/+$’82Z;,*89MJN/L68Z460*UC)L/\ 
MMM9=08$9'0VTA?VU"1'K8_2-_F>Y_0I#LE%GP^*=(6'*M65-?B888GZQK37_ 
H8_'649F>!Y>5Q"+=_YG:"S>a';NX:FFAVJZ_B0"L0+1/I**>Z#P4H?:/C'PG 
MK!_C>W$Y"i:.=88<-1<!,RPE_QB7<#'G4?_03>N?H]:<L:U_;A54_D1M4>S) 
HB-Z/%O%JB+#^1R<H(6R5US6?;5:KS7JH),Z1%_CG805%0(6B+OI?\"91)3>: 

MH%%=V<YBJ8S : G4-NUU_VHK<_<H8<1 J<AG_FGY'(>(C=65I^H%'%N7.Z?:-7: 

M6'N(5'WT<  = XQJL<3WN'-L2B6-  = = AJDU\-1PG0I:,LBN_;VK\7  = HS_CK$1CA:8 
MJ8ZQFH6:_1%R(3CY?C^S?A76*8,G%P5_/<JHCRP65H2%"A-TA:_;1J*7-A(a 
M0BTOGFZOJ*Z!/W\?N?YU/WQ*:?W!O/.#*X7E!JS"*N?"3:"I6OJH=5A^DW[H 
M<Y?Q?/9N>7$RLYA31PAP=_GaW1"',I=S^=.3#TC>60W5V0W6WO3O:B?O!%:I 
MENL0GCV\;WCR/\.=8_0CM*PJ'BJ=V?W=?QJ4GB*"F0(?W+SMW/^V^8_W\S,8 
H$?RO3_S/K0V429+YU_WG7*):2Z%)aKJ3'\>NH3)FDQXC9Y1+BD,*U3M$K>G6 

M<4MJ(-GIA8_Ea',Oi:.O''37N;N3$DYK?8$H<.1'Y48!NZ,0JW;MD_A6 -T- 

ME)/DG;8_,4>V5Ha+J>"9:U;;GF:F\00D4=8a?_UEOX6;8S>9SPCOGW=HC:=R 
MLC85G?2L03A[:3%40EC<7/F)HA)0(#  ’ - ! # A . X8  A**  C ; = S P [ \ SB  V ?3  = \ KN  P H 3 V 
M>Q0aB2X>89NH6L/#XA$3+%a6G ! 9M<3HVU;D:l?R?W-<VLK]Y\,Y%=XYLS8<- 
MM9;EZ:.8>LWRP!"w:88A7<K,7$m://#3#U3CPZR_>/7FW.*8S_88Z'0(!UW?L 
MUSa8*"(I%#UH%3L:3HEH:F<Q0V=; F)V<=*?/-/ .DFU8C%:r\\F,'S(\>.GC3 
M*G\8.CYT$W*La07$:  = SWU*'R_/OHLPH5K%'  L/ = ( 5 L F H8H  = N C C B J ? = QZ  5 # \ \ 
M2BM8M)4;/SR"\C+<+6Y1F0.AYHO:7C::./=)A=YG_Q1B2:3W('LU4\TT,7<N 
M = U!8'RFTJXX.a''Bi:''7WEL0L7E:53;  + ^DFT3KJD  = NL8,>'Q5GaE5GK$>*:T4 
HJ)KaOV,ZS_NX;B]?FaY)_Y9HZZ(L*W*5XFP_3*/B=?1X'K$\X<8#Sai;S*?2 
M$D'=#UA*?T<LS,16:S;T#%JKBN+CLUH*2T*a3XAIG!'G/L)GJ. '22P8-F+#'' 
H"'as:j)a#:#'DZ\7UR92':X5B;9B+:8$/R:>CNP8_)7W8V??R0,Z^3#>)-1D 
M'>X"M=:<3O?!XaZ**'73^$#G"CXBK<\<=L*%D0-X+$"'):!_\K%D1NP$,',I 
H:4;<C8K>LEWHJH8=E6C8"iaiC%)X17S:2%9!T)>"/F"T'-HVH)\=JJYa';7= 
HJJS"=H9''.Y>6a^LZU<!:'aN.\P)C$ZB-:0T8.%2"\R7K*O8TaC/M#L#N;)K2 
MS :-%V"9C7D2RX%; 78=005=1 4t:o ' U1 9: R/8' $J=+25*M903J II 9AEV_<WJaL 
HP+':K/KA6'D/8CA5*1'8#RTE:  ) 9''“' W N K = C I = $ C R>7KG<  '5N\:82_2/UDL>F" 
H$C=<3/R;#!SI"G/K0N_'2-<!%4ER:PXV4>_WO/DDH-]aF')i;>Z_'>YTA4BS' 
M/::4:.I;=HaP,>M:9101ZI-^!)aUT''45'!C'.  E S Y K>;  K?  NG<=  . ; W C _97a  E 8* 

M_89*3EN9''CF«%  = 4W_1+KTK D " NB 1 6 ; ( -Z 8 5 K, <O%0B  ' Z " U D J R_  : 5<>K- ( U 

M,I_%YWRTa2=CU : W\''46KL1TC ' #F^HW<UO?0+3ZR#?6=#M/+5J/TNO\-UZ-<S 
Mj:;Y<\M6_F8N50;n'!4_/*?CD:'  ) 777  ?TU  5<L5  + , 2 [ / H C A?  " I G C ' _C  K_  + 
M3Z9FYG_*F".:54CGC_(0'\?Y3."<\Y8RG,?*  = \RZ\66T*G/_''YL''#0S3CYBM 
M?W<#UBKVaYGaD;\*0<:8$3_ZT'XSVP*CZ9?3/?X"Y\P;N'(I,>D*4a>2<UHG 
M<RSCGi:S,0X!5LCKCK''$!(C_<I_EX8aC'_EGUL5FV(4a:F;''E  = ?(/CF8*!,=9 
M?YV355'-,(+TU7+9^-:8,X9S?LAHH!H(MJL?C7E=_+7PLC"CY''\09K=1CUG( 
MOCG+0_3.^'UVZ%PMjaCHEYAO-,>C:K8JZ-'3W_1W)UYA.S<40W3'PHW*/=UA 
HK*UW)e:TE1#:_DGGEL4EC\89I;_NM': ( > ' 9 \ X X_ LA F *8- 53 1 H8 \ \ * L>V1  2 ' * 
H_2LV:*2H68<\0V297<G9>UEU_GU"107:SC8T1I:S<C7G-9A'-:K?*8/:6_H9 
M>+/%R<N:#N:M0N'SN.!5a996HVK/CW'*'6:F8+$X*N889Ga09P0_XB?3_2HR 
M9KN:#9%4_CD\"/'8-+71>L*1'VKS4$BIY*P'#8CYC)SS\889!JL\8:m_RBV, 
MCN8_0"S8KT3.)3(":,?6S4#>-+N<K_:':Z)H83O0:iNX2JV<WZ_NYNXZCCY' 
m:.G?%.">DM7VBF!YS/7C_F=080#TU),Y/#ENR*!DIKI(5N8N)H6!7_(VY''8$ 

MV$6, EJC_$$WSD,=-5 ! $X-"HVC" : V 1 ^ C *8+V \ DB / H-81 3 7#TX= ( P ? C K F -M ? ( 3 
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MC"Z=8YXI.)TC)O!+24$CD6=\]2+F7C$2CDFH>WLFT'_a-G>.RR*_5TFGD>X0 
M5.]AG'K,?Q\>L!H'U2:J"EJ6&#-F'X=C*:'''U/-C:LJ%J)&18WQ<5/0C\=LK 
M\TV\]D_*,V9X:*1KG1\+QWH+RY%%CD(-!$6!/6A.;:'\67'<MCW?$LZF6_7, 
HSHDY:c&5GKJI:>E  = Y%FE!;C3.YCCCCSLXAG>:?HZA-S'!"[;f(L<VUSQ0Q'W\( 
M+#3<XG5T?JQ9C+J)7_:6W\8>XVEJ:AV+3TW%P!22D)WS6UEP='$F".Z>ESE' 
M/.'N<UP?Ya-PFD-LOa=-S4=C8<3!&N'6=*u:CNW/JK,K_?:8:E8L0/LKDIP6 
HB-13=G.N/'.*3\4IU+2C0FY:/H=IB0CON#WU-^8n:6;E#!6AG",\9O"84;_; 
M.SU'H?QQ<WZ6-2-J=*=R(8YUCG"0(3j:\9D348?L':5PZ4!D$EN\OZ8V:<.. 
MP-F8QYL6<aG8YV"5=;-9SR=:DY'-T/4MZIMSK#_%>?HMY/Z9R?EL9G68JCLY 
M8+%?+Q5R;^7SN!+0:%>5U;72Z$FH,<6*<a'=>.1W4(X>*Q:<'\U$M10NC>0L 
MJ:6SM/?9J/_)*=_4_''1P"UK96#1W\:9_"F=Z0\Z[87R"(NBYGKEW-_S$;WUU 
MT97O7ASP,\S-$;.'i:]OGN8S<T3:0+2>=Q<GYWB[;':-N'U^X^,$:*::o?CI) 
MK._u:,$C'>:Z/:nP"]4*[:;W.S_/XQ,W6<^Z$E*!,Y_7.0?:3;QZX''‘'10ZM  + 
M]?'6Ja0_\CKZ4OEF<%<RI>!L<##$O<OF0KH"1;Z:K_Y6S'*Q8M6;HFXJ1HO- 
MMFMT!:5_XK=2_8';:8Y*\*V,3<$3W(/6NDTNGW=E2P8%V,_8TY'KH:8R5!8: 
M3^'+^R3^\=E%BU28-0.*,3-UF8_C4'!5+>^73;^!QN1$/!TIZ$OC*H48_AD: 
M1JF.AWP0<2M<C.S\)OHK3^12?1.5U*QXYYWN7#4K:8N74"05(aT:K3/5ZZD4 
M+4>FK'GJ"E1Z*!-#\6)KY3N_W?ZUC:f%V1VK_:08?\O4O)S'$Y<.:6I>U_*> 
M=%D%]?9NV%YZ?G+''#8\IT' ]C;A:7Y%%a*MR7<8/L0a' C !>P*,E'IBL#U4CUC 
M>I)DSRC*NGSZC//4QCP+$Y!,^*R8WJJP51B!39%%V"KJ8i:+GL0G;aY_;LVXE 
M_*_XZaM6.:D1XVC6aP!5/:QK"NZC8H%2PJ8QN:,!YT\$K:D-':LYNDA0!0C; 
M1!<K:/R8>Fa,MG95U4?*?U*?4_Z>4MF)58I"6X-+'NI8B">BC7EULAMV9-J- 
M0(<  = FT9(;,Z7ZFIEX%C>8V8E7' " ; Y C 0 / G Y-* G #a  ' P< V97* J J V N / 70 S $$ \ 
M(+/LSN3+HVJZ0)];KR4a0KlM*C.a#T(4)CJ?J(C8'0aX''$:54'BMA"=*32<E 
M4H<13P'YYOZ5T(;<\:<5E0;6>S"GU8B;4E/A#VKW4'R<7CEJ:B<Z^Z5?:FE\ 
M%MM.#":"5H'1*UD,''J;"B"'6SEaW0#PGQJ4T3J.K""Z223.MAFW!CWPXJLO0 
MI4NL7K%UAX)>*EV,6,40LFM9-\9QYY9F<)$A!''1RaGD?\<]QB#;5W8*K"5IU 
MP7<3Y]M44C?=1MPA5YYLY%a*>a'6D/BHVD:\#)B55"Y6A_2P;ZYM'=R/F;2; 
M_6aRAK::U:(Z(.W7S/1:I=6?0C-KYQQ:X)XWZ/*(83*B"I%a8D>C+#,FD#I\ 
Ma?:C^R;.#=AHK/4),J*N")8BIY>9SXQCV83L7,P!0/?L/GF(.'R\::X2F!/V 
MF:HC5RCG?HE1:W)B(*M9V'\R'SL$,Sa8/OJK'Q6#8\COW6''=QG'>Z0H:LXT3 
M)a''  = *W>'SHG:9?X0:0TMAZ  = KW7<  = H\Y  + ZJ*OV2V:J3?MEME(NJU' 407090$ 
MU_>0ZYE8"-'BJXASF;\VH:>%+8RF/DCH>Z8GHEI<KI3#DUVP"$NCI:y-:AV(? 

MU95  + U,R%A+:!.37=!"8'(AU:<:.''P>''W78Y  + 0,D9*1_FYB7,;W_/R1V1;SX_ 
M*0IC7I\'4Z+7DF1YD(6EF1L*_AJ1WN$6#XR58>,FLL6YF'PZFJ_a8ZF-HC_M 
ML''3E%,0V8(F6YH1A6DCalOZY_Jl3F''HM\$9HX^2?T6?7.HIV#!KaY+/L4AV 
MN"$  + K?^6J4#<80:UZ2HGC*ZB/!;''U4AH4Z,9FT$C'''>%-86U3?<RWY!C/HPO: 
MV?(D6,''JA;U-Y98FN87ZZNE":_IMYM,VC0Z'H8,HLaZCZ?;!7<C8GYa*a>H: 

M,R( ? . H508RC6NN; (D0N  = 96Z\>M. \$VZ5G6UUH-YRZ3'N4:D;>3V67\N%'WP7 
M9-:a$'$;H1#U)-TS5=0$A9$IY-<<:7U872X::F8AVS;FWP::TWB5VKWCEMIK 
HR,G#%E-YT$W#2#a6YTT83>0S0L4:!EXZ_KHG0!8IF>33:='.NZ<>0BD<"P_I 
MW\%D)GSD/2(H;0#?.PYZTZ,'].:)#J=+Z1G*"8aX8ET'9%<K9%?VCMT+##:F 
M]#JF2'J7"7H#P+;$2''E!5H>!31NN"*I_S8lD<7:>L;#.TF^L1SH7861>D-aN 
M7#\\<JG%">+FICJR=%5VR-88*a55YF-$-#:R(N;H=-K.B3L"'S60A\BF2?3< 
ML%<?(U0RD8;NVI<9L4B=+*JW8;HP'/(C5XP55.6!:DH*\:RC54KTW<HGNi:UM 
M\6TI:  + RG2*\K*BJ'<)HTCTYT*U<BHG(#7K6VI:V2H<66R()6GD?XI:LW-P04?XH 
M8GKP1E8:<B/HG*''='  TTO  FBK  : - C W ) C / L-_:  Z C !A#aYU9$\$  = -6E0aDOOX49MG. 
M>JGI+4%W*3"7Z73C(_Z"8U7$[AaH>/DDI0MF?5TWG,7:'?:XK/:9;OG'5)CB 
H7K$>GT%=aWZVTC'\JJ,O<$1O!7O"$O./UE'%+5aLN<TD\FS0NH?C_,4PB<''H 
H>Y4;KT25 ! MT% : 1 1 H / E F ' $ PE- A, a8 3 7 1 a : 0 = 6 = , ; X-  = U A< 3 Taa3 # , C 0 2 U = L ' 2 
H;)RNH/82E8N#\VFH*B$;aCF\9GL'Pa:=M7#:4\N\_5L=:!:aH0\;W'W-=YAE 
M$ZRG:c_:Y:E_BN9*0UWIY*7A4W^5)YH5:ZSKGMKa<=E+-^Z>E1<7.FAVUHEH 
MCR\NSaV'\!a5:G%_\?3DW5)+'<WLaB0_R3LG4J/C,R"(aJ0FZ<G=Z2a\LH%C 
M6CVM#"7P?7:iaG?a_XN:;?=>ET.'9ASURX/8TRU3,aBL(?0<T*787\<KWL7! 
MKV/B4)E03'$'T5;);2Z03<>#\X;PGLRK.  Ca,EZT0<A<''  ' C Xa  ) H-G  R L J Ma  YOB 
MW0UINUZ(ja5\F;$%,9TL)S=E'VA3G,C78$K.J4_:VMZB#''35F3D:]a*<EX"* 
MR*^^"\['?/82FLP-3:5I0YT8aS=H$*+6.8SHXN3=BTX>/A.Z82._SYV:49ZU 
M63,Y9*!C+>4.+D[/s:CUI[<(F(a84=(ZY-:WF'LW%a=/GR%B';"B58P(VL^/ 
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M3  + ?a  = -^> : ,L<T70F-L"G  . ;''X>,8.E3$(2G;\E0,'KX_;YE*GL37W6?41Y51, 

M«<J !W!E3R/B#\4CDGXPD'<4S'-2aLH=5a2E1E-C\=LZa5\=JLA^IFN&:;GT 
M6?F40$AS(IP'I13A2J$%:^YU#S/#K*:<%3#'IL%':5a81!YA!Y_L7GAHL?J- 
M1  1 53?; ( V + SMJ jawl  ! 1 I ; I R = ( G E #T% V EBE_0% L5 V WW2 3 2 X% KD  = J 2 , C 2 , 3<> 

M/71, ■1COQ2QU$3,,GA<<HHAD_A:.7O'Y;1\:.=\PT6:)%07MJ03*F<$VFP:vA 
H/GO!380<DQSQD)C?89N<N>2C6E3FUN<R''  = S1R<^<Z?A$LU'''?a?<0Q'7*3A2 
H2A_=SC:)C14KB:5^:=X#4TSL);(?ER.8X=PT*(<8IC3-IJ,R;,T_R'7-=Y+C 
H(<D\4P_X'FJU06:,NF:B#"'*VN;76ZSHCO:V5W*T#NH%BL2A\29:a8EIN\8O 
M=:C'/=Z-F?('+%$HPa)*V/+1*RE4I99YZ%E1Oa)/W;)0IL:KA8K)9605MGE3 
H'ZNK;]4'J2'C<SVV=>(>B"'B%N=2QY(W=F9\+*WWMCF,a)>S0+?<KEU">3P! 
MUDC'7S%C0*).H+0T#T>&.9$5(0E'_P,GA8Z8''IS!CYQ\*F5HR>P28:MG=H2I 
M7P]\V:O0.0_9H7^T9Z6/N?"N?,%)):KMSZ:uaX>K/HOT5%T*+1JC9N!CZFH= 
MWFGHX>!:XHW^-CMG&MN(#NC!0O#''>V6L88TKJWY&5$'\C*4)F$W#>?GX?D$D 
M*.L-WC,aCI90;8:6O"U:C<O'3TH79!GS=3:"G8($,+J4YT;,6'\E?UC)8,]F 
MR]\/W*-%T%(+'B'V!.,(+J.a<K"6CYR/)N>8!N4*SZa=a(K08E53M_BVH!<L 
M[_TM9F$WZ5GG!XH*WJ3D-4%W=31<A2GW>B?LV::(!XC?D(LR'XHH?E;*\T4N 
MOV*YJ!32(:-"L8J"HN1IR%CWF;O3M)..9,R\Z6HZ#5DF$57:aZ\'*6U9Y9M0 
Ha:COJ+*<.U'WE,>$2OVA'a.$(I<Z8K2#*T=_LU:*(\D_']F(CL:i)0PM/28L 
M:XEY=4*8N,TU=SE;R!6)TV^$H'7K3UC%MP,N?LaiT\8C7>-B;M7?C)GF8aAA 
M%LDL9$U06S;Y):?L-UJ*:\B17S8PZ<']IC/05L05a/WT\V'. LFYU_-#IW(#; 
M"7G8=X.*2F79"7/8E+/G9aS'a'%?SF: A#J4<_:C<K#AG^*LZ38?<C_651=3% 
M%L]_a\%U3"H,D33.  ! I S 3 G A''_  J *BN  BaG8PR  C D L5  _aaa  ! + ; \ ; T J 4 / L_B  : S " J M E 
MSa$53G9L7S5EJ,34T%+3>.?=,WWG6*8=Z9*/,8a>M^MBN6_ZZ,2*.F7;20F= 
MSY$__ZX/R_V*J4%aA ■4G,>(1  K":u:33V\E ' C #-GU KP . + C ; A6 C H U Z J Ta3 E Z R E 
MAF?3*7Y#;.CCI:BKLZ=>83WP!;-+.:GJ(*HNZV#E?RZF8  + T6?8+(**0TB'L18 
M%,U3?)  + Y'',36.*  + WGV4N?Y_W"''?XWG'M?B549*ND#AEaR'K>1+0Y67_0E:6  = 

M%/1  L$G8>D>_<Y  . _(>7X  :U  = KYZ%G2a2'i:F$<K/PL3RW:SD?Z3LEaiOW\.AL#, 
M9>73B_60L>#8GH)0IT''*#Z*=9_COCH*6\%L?/^W>?7!BN9'RF.+\_CN5’=^? 
M0UNR62X#3''w:\(F!'  a9  S F 0_KGN4T  J A D R , LB  ' *$9  3 J P / 3 E = 2 H \ C H Ua  LX>  J U : ( 
M?BaPP2G5,?V2/TC-E28W_C!3%4U_XW4H_"C0WB\M2TGCK-/(E4*ANAN3IXPE 
H0U_MD7E8SC0_O.;/8_WPG7=.Z/BV)VW*2'IO0RSF3R:-.V4_+C\K?7ia44(/ 
H.B<'CI8T(8)7$S.G85CUI50N-L’ 3aV+ / C 6 PI , P'' H ; 1 :7#2lOH>a4JS;2G? 
M/"N''WUY'Ya5ZHEEI2MaHD<*WSB'9029><V9(1_;ET?D+>=-6!\3O;C+IWBW> 
H[5:XV51KEJ;a(T";G;KZ>:.<'+*9JG5A3"S.TGa:NHNNC-:#!n"X3!<!C<?, 
MJBI",TS'#;11 )J5'/6IHZH=P.^.G9?D>(?M2CFZU7W(*\093(y:n/#<>HHEV 
H!'8:N?Z5CX$.l3.Sa?:8WD/ER1C,_DXV0=$M9%D:a;*a$;=W?.(#<\I')U.Y 
HF/aXL13=#EM,GY9=:=4VL:.:H-C>)\Z"<C84CS9SA$3CFIK?<U(5/aBV2#?0 
MV; "3M>Z0<HR4\\4  = 9SU#S  !EP%J$#WL3NGXZJ3\3?;SD<:aiDRU5B'FC;KaD3 
M;>M7CEF8*Fa3  = %2NBF0;:  0KH82 Y " 3 V AB \ a8 S Z ' \ 3 , Z 8*_+ R9 ' 8 L J ) * Z KC 796 
M = 05L' !GR66!P'TK)315/13C:g)GWJ ! 2 ; H *>> 5 $0* E0 W ; F = ; = L ! V Y8T I HZ #89 
M7<2",?('-NH%;\/HT70NL?ZFB*>F!6CaajFLWG;2;$O-KW'R.!R.MD<T7OG< 

ML*. :V9X\3DS/Z0W85I.a*%9O'0YMO7l9=9' FH$*ACH+I6:#K,MTYVI).0''O8 
M.H;RVAZ;6aaP<3H;+9NB7%\J4CU$9K)E* ! ; 1 N;  8"' T, YU8TV . 3 3 V, ; M . \0IA 
MA:C3G?*.838')C'*  + 7.;7OG*HXaa#GXPM\E,*YHFJ-9SZ0:i L ( H'' V>  + N V* S 6 
MA:K; ' : DaK*G 7-8P AB> ) G* ( 'H-!9'JZ!M=HNB8,L#_#SHa3:0"6SBR*#B3DEV 
H>30'O>Y8aRK?KXP'165<'aY3\Z\A:TR?FSNU?*LU3ajZ<88a/8.NCR/aR5+R 
MR=a)NZ8:Y;_3;''7S4JC7BER(8>Z<></66Y"8*3 '/6"%_P;?_A/?W$WR*Y!:= 

HK( . J6SH/NJ78PCW3W4L-$3IHN*TL\UW8VJ 'G.M'a)2'8_$?4'5>,_3,XGFDU 
MM>U '92#$/E/<;75G$' 6G3LW;P9-C .=J)NC3D;Y.B37\\IGWUY>!7/15#-+5> 
MSHA8;$"D,B;?TZVLSW;.XK''2>aPR8J''_5.6V578.,)U\LX/?B%.''AV  + Y#3' 
M-aC_?/,(?F^GIW*+KDJ7PU??XWA+E';>(%:NI7FFBL8*E7_+EN3#8TaY_1'K 
HLaj$EW=OM9GY2;>S2.H;UI$0.AZ+ON;TW3<93\%1J+,8C8O<Ta/$7>5RV0R1 

M8<ZYK"M#a?RJJ3;3#-  = ?''2_"DD>,8i:\  + /YNY.=CZCZMI:3 .N_)71?WYHD^ 

H7A8' K6  3_CFN_R7\_a2  70 : ' 3 =VU06 \ 4 F C ; 1 H ^ ; TO C _ ! TG5  5, J . 3%V1 8W*a<_L 
H?GS;(6I%3.7?'3;F/Z31"SC' 63 A / * Z 1 KAT 3 B,  ' 7+ \ B ) T# / C , L4 ; _ = / L) U \ I G 
M%\7)''6RCS/KI17-aLHZN-5ZW%3\_K3<6M_HHM7CGG7? : X?M\72S0A: CUS_%  . 
M(V$aC-0_D>C9;i:R.  IZ"$8a,UR  + ;>*:  ; ' KI a S U Y3  + >_  = / + YU U / : A*  ' ; T- V8C S 
MS5H9EZT'ZN)9_i:z_-L%-!>N0F_L^\/R!HC#BWF)U-WIS?J#Za02=R1Z+V3/8 
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MJ=<31L/7B+IJWCV_: 'KE)ZBJ1\QN?*1X-N: :0%N2+R:A85OK_'<O+OZZ#QBW 
MK%0  = /Y)#R[A%D/OX:"*G' K = + H $ V6 # C I FTO : 9 ; J L [ ? WK1 R ? U C + G \ 6> * Xa0 F 4 F 
M!:=T(N/Ha)(:0K0*Y!W>ET)1Y6OTHH:O''=._66CV6R14T,:''3QOU'DEY*Z0A 
M0-4.IN*Ua7:I.3"*ACN5]1==UZWL'<8L)1WYY%$C?!NPia;/4=LL,HQ:6KE: 
MN'4'2X;ZJ&T1N5<I!V=H$(=NWMa%7'-PCJ:F0G5<38:5KP46/5PM'_^%;<SQ 
m:aVX-  + #I<&QQ  = 7SB'''0<)]  + S9;TX9;W8QWDVVCVF"E0ICI:$Q?!]A&?JP  + E1U 
MEa>N$8/H"!R:(U1,C''PQN4+JH;NX6(5M0ED8K_MJ8WICA;#,'0$>"1F50G:X 
M<M*F2T/%U,<IYJ"56VXU6:Q6MKGaSYA404T-?>XCXaAO8RYN;'A'(KJ6D3T7 
MZ*+ZF:#5,9FV-V+":TaU56885Y4E6'8lV!UEL=R>6UD4C9U;NjaK]aVDB849 
MX:,N.$*J>*:RRA_\U!R9P:7Aa8%ZRJJ=JZ)_PX6Z>6X($JEK9,0(0(VW6YAM 
MC'KPGF=6N<*Q?Y;8!W\X1*a:H.9X50048JNa77!L2\#$.Q9Z:(M!KZSBG>Z5 
MVT7ML->T;Y$SA"QK%WGV)>(Ha(*H!U=Y'F==U<A?0*0H(S/=V99/]+"M7PBH 
MF.$[:hV!/7+2$=#RLZ[O9EK*RF*8V78_,TXO*!9QB9\/W5#I70'=P*<3LYWY 
M0P8/:*Y;PQ<C+!TW41C?5BY?K/J^7X0GVXU_.%NO9S-:'R-6?(^L=OW^E*aN 
M+D<>WSJQ[?AK=4Z=9?TU'PU.'J_«N6L>?H^L.0J8*23P0]$?9LGER"(27)7/ 
MNJ'K>^$2\_HPE2HY"3JZ4V:"-?0.9I^U1HX_9;RT6'$JB_X7UJXGBH4O%,?^ 
H#T,:.%J/+01)=!5M(T)PSXSH_6L6RWT=?a6SV6j:?K;670P,.N0C:;I?:#Y7 
M-561H8]YFJ;TW\U5*?JV"C'=YRPF?!,Q#4*-#PD+COZG(0:;5=,B6=D9,NX% 
M3MWG/;.%>=':2R[[>50D>g:GYZ$"*/L<RW:*N?U+'S-TJS6X25SC%W;BO"*9 
M\JL_?aP6LP:GNH=3+0-%?GL?*RPKGZaN3'0U':Ka''04)8C$*P7H(:3EXSQ:c 
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MaN9E?'AU:':FUC/S/8W5)TT8+ia\[P=aY'GS'DAUVDRJ4DN=5Y\CA?T?%<JR 
ME*aSC#3Kj:_X<\P,V87*I0/B?4";W;-)_S76<3,P/$!D;#]_3<''V>:xU4;<\ 
HBS0_4Z#%BA:UR%Ta,L%X+/0Y-:CEZ=L2*i:5H_V_42_U1)UYJGWI16=C9>0K; 
Ma37JY_7L80C51=w:j'D6?9Z:7_UWL';S0:*KGSD?2'"DM0-YF*IL/:H"(G9V? 

MV,C'=MFMX0/B<,/"O-Z563TLW GYBD)9WAFH8JO0C4=XE?T:O*_5(:YOAKY 

HR0AEL;3K04>/a+T:<>K)N06SHHZKY3'ia_7!_;RSLTWNU1(STG_V\8/)H)V? 

n:CHK:ff9dd667619c15deb9b0e5085928e9a340002189ac94caabb3eaefe5e72b179c8:: 


262 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


HZ<_UI&60T*=/JW?>K_1$6-7,:(SXG_2TR??R+<U.K*CHRA,-D-N.NF>;K:(9 

ME#W;Xa'*0.75:T::95AX55VOZ%L6MGG6/=UH8J**/;+ZGLX0=:92FC:P53T3 

M%?V*I,/"*X*8.KS9/*:B3=!X7S9659M/M$9+6F5=%N0:+:I-2ZaSWV*DV4;# 

HRK+2+++Z+JC 'A,9:"P3HQP\U'^K2K0RU_G.S',a\-S!/MFHFSV52TI.EOBVK 
H_H/M=,&WZQ5;EA8*B=BPA8Z7CPLaj_"CKNC'NNN5<3\6;UZ5H*!>XT(T8A7Y 
MHM,$#ZP:h.:ZKFBIU$B-!EF129V"'?2AUM6#12I9U*I1L^N!U1$IWCGWEAJN 
M"S0#(IQ4>=QIG9MR427aDA02BXT-:>%B.G<++FK-a/:M;\A4(#)"0S.MQ1?N 
MZ'T#(;0DE%%*,Z0BKZN*RX8R4I7E<$-K:_JTG8NN(><V<DAD0P2NHQMPSTW$ 
MaL_$"=X43U;KBaRSJLQ+QB"*V"BP*XJ03=aKBR)TaA,QY"V\OZDB9A4KZ^)R 
M\[CQ0IG7>9L:"*IC(%8T0Y%TIVN.*S11_3EK_ja#"X1K0AW<TONa9*R/2<;E 
M8CO_4#V>3FXYK?'2C""C[$7(C/22X0Q"G//T!2R>H?$(X'(?; "BCK_>( %MS  ' 
M8*Y*R(2EF20P=V%<BSQOK%Z1OR>ZY\_<4C<MAYOEQG2J47*-4ACKKK)8A53/ 
ME=_?"8(82JVE*LEH6:90a9+*CAQ+\L;47‘'K(%!"S>LPILXWE;>-a/)EHE""9 
MG//Q+_!D:6(TaBC(='LD2.3:CP:>ia'1%G9+JDP'C.<K1ZC6\R=J+;7PN!'- 
MQ75:/'O+:G/#U"H2-C!<[SKP7QN*3#"\G'_>97A6>9UW9:066a.;,:L1GDY+ 
P1YW5Q'\Y$1<0"5ZO\!La(Z5I$KY(F++2:R2I4Xa>!T<OXB".U"0%858X$:NA4 
M.L9'_MT2;2TGOC64:#M?0.71H_IPW^a;8Z=LK9J-#B=''7G-/:($>0>LIK4S8 
M;YF^-5BQ*7>waGYN;^CQ'2GS//7CY31-waiaTV:JQ*S'^CPW9BZI\8WaE*E*U 
MZ'TA*T2!NJT1/;40BH-BO:$WR:0N\AB3%:MB:aP(J;Y7N?9aH2N2:KTS1#HT 
M3X=LCYY6Y(:(\91\EYP#R,0*3#W#V;9IYWI?\C)-<L%W5*^0?V$6C6:S3GT. 
H*""+F$.K%9AKBI>UG5M''5M"VG*G0i:XX<J1SRZLN<=T'*\%3C1aHE:0W%0EL 
MM"R?\LF0C_5G)_,(SX)6i:C\9Z! ; ? Aa \ \ W Y_ : C X Y0> A^ \ <G 33X I 99 Sa C : . 1 
MaVB?/I-C.+;,+WKCEIIG:;/IL.9!8;4L'<37aF9#7R6_0H?4Da/HD+3Z1RXV 
M_H9_1F9#N:H]DFPPRL<N/''U.D3'7,?W0K"A9Z72<-<^'a;*:IW:D#l8V<UH\ 
H>_JL,:_*:UUaC/7*LY0'?DNa:0A0_!KHEZN6(U;ULXaL<7*?Y!F".C/:WHBY 
HW-#SFa$<E^E=, 'K?>I\5HCAN54*LZ</J2%6#:y17'FG,H0X/QFS<N\SU(EC4 
MB*N; . 5\W>)DU]UR7Ba_#8:6>_Z<+*C[;B/#<E/<%7Ga*59+465 ' G#RM; J ' 7K( 
M%C%RS').#aTLUPZ):5!.#'IQG*\),T2aJ*UY;.''9[3+aQaTL<#!E_5-8F!*I 
M?BaP'\S*HC+:.?:BL".<M_30J0;CYIA-M+)aS$C$(JL+^S-LJ!%6Z!/\0.66 
M$u:3,?>5CTO\n5D-0X7=#YS292$Y;:_K-LC\VHXF=RB?E)"EC9YLC-$.602 
M:-4DF:9\1>40.L*H3%1)REJ/5)F5a;='[=JB:^I9:BT3A_>8VW0\)5-*XZRY 
M%1ANV0  + 9(T,UF7>CS]_8\_''J4''R0ZK.EU,15A!Aa]AUWHA';%>\T  + #R"a5D% 
M9B>2LC_$J0HC<R2az''a4T?K4U6Jaa*6ap:!IU3H>a2TA/aV3Z8CL)''$IJY<a 
MTV10*<C?\Z*K0NY:8HB-(:+LJ(S:UaT''FUFUa0<H<BX!"Z2aKM\C9:WF(,1; 

M/]5J : LWYZKP6?SKLH(%J4: .■R"a$6H4/#J0(\(WP9E<973I'ZVY3aP??Sn"; 
M\!1GRVG,?;/'V:K/0''V\*N1FI9:'92.'2\C57:y$E(7W69%C=0VM*L0DE_C) 

HP?,a3V>FCZ  = 9 = a2La>Y4Y:+?f1THRXT)NE9  = aWY]ZX0"'-6NG??''($1JK'Z)  = 
M'A:c7N??V8>P1,12i;[6i:RG0CWZ+C'6A*=P?PZ^2?>Y'a>(HG*I?%2*F/O-C 
HS9*S96B_8(;TG4:WX=.?1R7''’J=RW%FT2G:Y+C3"FECKa3?P_72F^WZL8_67 
M.%.B'\FE.H-BCS#I-/:AWT'.W,7/:G4:)6*B:D[;YKa"7E'v:>$IO'SK0AaE" 
MW"'OX6N<CR//>\=(0%)G1?>L3903TBI?_Y;,J<!3$DH%K+C,BTY:8,8"11/W 

M]XI4CDZ0S6E6_#2?#*NGY.",ND9'5WS''H2( ; /LB>/N_ : I_E>S6 SRSaMHEC 

M].!1E?,L_+\"VT1/0W\5_WYH)?(UJ<N=7/=HKVYGAF823_^2>0KYLZC=>S2M 
M\a7*ZJS+'XG?"G\M?I8]*!\:/;'IT3=AaW;40\VS869G/!D=#=L%9/=PVII> 
riGD0..CDFB\1VGKCaNGL8C<9BFHG7TSG#3PMaa#C7L:'L:vlN<>«lTKGaaE9M 
Ma(a3(Z,?G*G0%HB/2N7C6:3,U".=M;)C/D<L(.CZ1='EK=I)>G7<Z5KJ:>P! 
MZ'l9454=HS%CS$F#\:"*;0A:9C9(UACP5(LOG7O_3S%PaAN.G-8FI/3FBa\U 
MU;9CY/9aHAGV8KZ:u\,a52j-"VAKLajP1T>=KA7?-\RD^N.a67*PaN3;N>XE 
M":AHMJVVUE>;CFUIFSU?!1HM9HW9IK+/=(%E2Y:(?9)^01$C9waN>x:_"C:A 
H2^66K*'6:(#<N31N$#ri%'  *0*N  + >N  .YSV1::  = FD5?H'XP+\0O;Z#VXY'DB<:X 
H:XR_4KS-8!J9=X#H7JCLCZ?2PG+aR8_aC<LVJ!PDR)_WB'!7+';a=<CNLX)E 
H0_OH(a'  )_478:  Y#Y,A3B*/Z"HC4J  ' ''IL4=.  C 1 -W  : T . J 09<0a#'' A$  : \ 8 X 1 6 Z X 
MLC;5JBD4V;UL$3''TB.aP:BKL\E"0U:F\OSGE:G$KFP*FY733ZD«UJ588#H4; 
M3_CDD7a!6!P'F42P:H*a9GH?6?AX\_X#:,:-XT5E*R+6JMN3*B9Xa:EBT''J) 
MZ;aA%Ca9!U4A9'a"=K,,,>\%5D'1!C>Y+C=9T60Y$U3;JE5#C*NS\Z=!E6a3 
MMS/-+NAIJBW+W.#IKI$7:MX9ICU:*/J*J4X665T=AYAX;'KAC=:*,9Z"N,=a 
H7K-*a0SDEAE>9aNaTVJI<N,!\7GRM*U'CCS_C3$H9/TB7HV:Y1+VBYaV1ZXV 
M!51Y*$H+5,\$;,J:69?FTZau,-U0!2+3>_E8T5''Z!_aC4+F7UI/FHF5M+<WR 

CCCHK:05c58bc66f8e976b691bc484f8feac84213bb7e9721a0e79abb581e9171c6a1dc:: 
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M;E[,Q$H>JGI/2'U;Z.RJBa<9;DJUWH<9>.NMQ0'8=PORM)"73A5/B&0(P"0U 
M5  + RW''0RJDK$8;QTM#:  " -*_0  " H + 3698  3 ; D E ' -<T2  LS  Z A8*0H37<R  C ; M2  2 6T  ? ; 

M\3A ■ K<:%:80\ ' %I$Q2V-AQ7*. N0,6#PU5P*4X9L: :Q_0:L#(>FU/%T*21S'a 
MFD-7>UOKU/0,YULG8CRRR,)5\X;)!IT1_y:z'F;#/TBCJF4B?LKB+70VUC8W 
M75)L6M*,3KNSD3)8#A,QTH\,K)Y9-2V0Q4I9O0'_0D_RQ;I!K4XT(N)WS>(F 
MT:GBV6^QLB_242.?_75JH?#I"EO5C>X3FMF#!0'Da)*B'**4<X',9')O55W6 
HR{#N,KGN,GX\60)ND  = %$?'N-5/'  Y$  ? 6a  * L;  L ?->3  M ] ( [ 0 J % 5 AX  C ? + C N C 2 3 
MS;'$67C0=7I?>DVJ\ZTH'c:CK%a"UAY%C>G\E(S(SG*+J[-Y_'ER(!HC9,9\ 
M-CIC7,/.88J( '-#2*'<%T-Q=>P: V#2#=)_8M0B_Q*Z-B9 ! ; D ; ) ' ? X D F - ' + ? T 
M"a25B ! 5J-$, \#/C"=RQG+ZNJH292IW%2M366-+; "#*8/6"R;S:*Y8A_%\#]3 
MY8J>12l,-:RCF)^1>=<a(^)9A8"%PV+2,40<a-9CCP^M8Oa5La':'7'E'A7Z 
M3x:8j:9GB/Z1JYKS+/0,,':/OQW\'N?^VD/:1 3>(8,<=84/C*/V94_4YQ5\G 
MH'JDCR.+/8aFG_4(X9GB:Y'QEa-G'PL7WWJ'EMC769F,-_1-J\LE*U,!=A_% 
MOKY%S/BTW*):j78X\NN*'5BF"MP"!4!.+C7!0C7[F4EJ':<aA.FLO7X:wla. 
Ma<?!>*HF'*K759H8+/YSL3JGD_8D)89Y<3K8A4>E0^DT_:.;J+J"K8%3.9#W 
M-U1F=,9GQJH8AC'P8;^Pau?<LU7_S0MH'>K7UJ8Ga',0':aN(9YV,E9>L0'U 
M)5ai:(%6S._a^T8:C.%W?'Y?;=BAUS_6LP5,BCX8DC(8:6C\"?JK,<85>G', 
MY>::G_T6=VW$,:0R9=WTD.*%2KO!F''QI"494C\LO*?a.G:j/WX8R)84E86B: 
MCOVKV*-TUZZ5_S2>^<H86*0R<V+_(L8!K:$$U14V=EW8R9=8L:RQ81FW)!XS 
MNG36HW=P2=?0XJGD7;+:*]8S;>+CY<IZW:>JH'#\4WRR,[:"$07%:O<C?FNA 
M.A5=*-/7,S'.FXA9\\Z0GOL,.898\BZV\;:Q:d8+::K$?F(_G_2'.K/D;)V/ 
MNK-9TYW08F0$8''.<*Y0\JI5BWLEBUI!S241K:'$\XB62>\+’1D9>;)ZZ.K; 
M=.?jaMJ*KSOT]8*>?P2\*;T<[6  = %;MA?H1\0!''X*G8I''QK_E$8K'/4Z9TC'Z 
M0_T3H=NW75''LP7#(8LFT.!.3H:N88P\,\08=ICJ’O:*KR)0>M*?OPYJ4<*;V 
M0J$CR5 ! 7>/:<YXHYJ [08==UID5LD :8 ' VI9R7aRX7\CW-K4K_F''2- ! RW,?>; D 
MT  . ) ]%a/XD5EA5H/X<3;-NB3B87/ :,*^CZX'LZ'/QIYMNT?JWG.H[>Z:;WE2S 
M?CW3VZ2>L:KL>E[;*!\#-LD:]04$X,!)'X*T1MWN''NI;q)=9]LNCF57\QTHH?G 
M.  E\)ZLPWV>H ' KL-8EH8I$GJ  F37#*F68GD4 : C9!D#R  = \PA*>(F8,M:UaiDIBX 
MD<JPR6"^9'0P;>2G4_J8RS5LHQF,PI$:qC1:'.5+*^JC,GK3:E/:i8>X/F)- 
MK.  =8e:_#  . J . 2 : B3^(  JW  ,''2*8'  E9UQVO"SE#OH  = O08%6O:*4/0)  S4P9  ' -978 
M5%<6C$0,,8M7"EKPJ//8QG7D8)NV:%EHJ2VZ?B8NCR-RR".KA:q:7)/;5%6+ 

MF,<  ' 6WV-_%%T,7(880X !»Z>,1 #\*6JK4SFL9EU . 5,>IC?J '8aGP*"VZ)2># 
MV%0:(^p:CZ<3E:IH#$GQE_*N?H1UQ\\T'D<<2:3F8NWY"%=4C;138/JWISBS 
MSI_R?XYXU%;1/6H8I;J(,T"K.#3VMS''G;D'===3(",a:CF0EU*H<'*)H+BFV 
M$)9(C8<7N0%8H0OMJ7AP%7CTQ-8=*0I9*P,U6B:?UHPD8E+2?_+70#?6TRDJ 
MC,ZCE')(/X-"D\;87)H/:D<%:''6)aEN<0'\'BU4ZS)X5i:-3:'9Q\S0WWH6_ 

M=*CRK)E.'WU2=+,V?YK0519 4?G5F>R+3S:>C2W5''W9$UZ,\64\:)>0,'ZV 

M'!CR1>;A40N4T:^G,] .N<9=/BSW\I ' E 6% , W>70 Y# ; 1 L807G ' H ; ( A C J M / 9083 
M57  + X ! J A5a#C :$"7/ZDQYKE8, ' 0T8B93 , Z E 6 1 # " J L, W Y*G8X7G Z I W S \ \ W : / , E 
MLK6Q5J,CUU7AQ8QVL3:STSPZWUN_D)VDF\''I2YU0US:2C46C1LJ7$HV"4Q_O 
MTJQI3)27G#>HXFAZY/A'7$WW:_HY5D\2G7,S8XX''V'*>F0''PA.A>a3H9,'T: 
MZH39V$)SGGUC:>XH(F<q:2Z'0.G):MZJ:ND/)*<(S2"S9G/>1*81\XJZ5!$Y 
MY(Z+7>a5J!-0O:47QU##1G6(58BE6LW=CIQF;OJ,'BCO6-%U,Z+LMK6Z)%CH 
MO'VD/2T3P6[11UU_E<_/7'0)%86RP+7F;A78'Wa'Q.-H;UAKLK:EPV0L%D'L 
MS936H/N<3.:/L_K46D07a8-1QM:%M,7'D)I(QXC,!TO85:"L!:!TE)WL'1E1 
HDLUI^>#QF;4I;CB%7W' AaH0H.K'8C:P;%=1''2[/S8)SX1,#8I$2/F+HRZA_, 
M''UT6:u<.9,C8:0XH(=:.UFaB\QTRW7J>DPH!3K%E.8+0WT:$RQ2+$5/1","P 
M/EU$HQaQZ,)".;^B4]2SRaYCVLT;5(KPU.Z1"T$50:*-!RX/;'S6R11L#KSR\ 
MJ>W!TV=*D<B(%'S>8IV<MJ:U7;KXP8:<I"Y>:-JS\F/S'6-G7=b:_=0#X=#S 
M(41 \W[*+81 _S8J,XR ' /+7KII"-$8VB.WU1,'>\%4K26>01-#VFA;8,4.AQ2: 

M."H$TX  = 7E;  = R.NNa:WU[;j(Hal*8,i:ES4-:8(2-Z$*\U1,H  = )LY0YN*PTND  = 

M6F7;HAW\A2 )01 _+> :]WY#'<47HFA3HH8CVLX!>>V:5=;F_%0G2NO;>#WJK1K 
MOIBU\UKWLO#:H7+_*"(FL;728Q2R-PEK:V:0-#5VC=S7"2H7%H0I3ZVUa>I7 
MC8'SA\8WA_D\G):;9FH'5GC"%KL<1’-RR#F-LZ%83G;VH!!3!BWZUB1>_TJ9 
M8CC8\'#'*Z$V-+4[*N5;D)97"QW)08C;^4R:71W)_'34aKUAF*H%Ka$7Qa83 
MB=; )N857RA*KZSPKAWXT8CX;C8_5P$ 'X\>aYA%A%SP*H906T%'F:T!S6):XH 
MZSE*P#7NJ=9)=)XG*"RK!RT!\L1(:CMYa;AJ1#EL^(255A2K5AHP.(09WG"V 
M$S%\"94X+;*H\'YB1A1E;''TNKK5'.3EE%F"UG34=I!7(;\>S47>LU(_\LBF" 

CCCHK:ec62eb6227a15dbf7c7203e6da9a8a106e580c3c8c8c9d0badca07ba4c3ec8430]] 
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M9A89LDa?1H7CZ54a<#H?4PNIS4V>[/&_C>B%I^?5)9Q#XGV. YKHWR8,I_1 PI 
H0ZBV!ENUC\'i:]+J.;7,*A;$X+ZERMIA:OHQ"9G\R!Z)O!(C*_YM(;YU.J*S 
H-M9S)FS4;D!  P J 0>  P E A3  A V#  ( 2 Y E%  + 4 *HB  / # LU0  = 1 0^9  D 0 !QM;'SP91;d?1?)*/ 
M9I\C98>Z8'?K4QFC%B_E,?'*FG6$WaBJAFn;O094+)/!;5Mi:aE6+0RCa#K(* 

HY9, 98W#KEAE=YLE1YVK31?Z*9LTaLY6K+NHH,-R\KXC1J%G0S!" COG'S' ’E" 

MSS . '>SA,;-/06CP,6FNJ-/b:/) F5G>$S<;_;C/:\Q+F%8:-3MA2VR;SYK_7?* 

M("WGG,S%"S 6^<SC40_U7FCB)F=8O:?8V"D?S50.'H>?6">E.FVGRKJ:0D9 

MU0$JHZ4Ej:/ZP%FUAV5$4C/UL;8QLOC.KZ(%\L-?-a8R1#ETSJ'*TB7CG?>1 
MP>P7J/KL"'B6*Zi:GT3ZTa«)9\3I2?<5W*7-0DYH'\<M>.;WaC)I8'G/09>.A 
M/-U9J]$VLC'(V'\>8PY"$H9IQ'=K\RJXRD8::SYM2L;42\;_4HL396.W5!:S 
M;#S.P>79*0H"3"F,V!06VR+Z1 ! ES E9 D 3 C 6GS J *=K8T B8 AB [ \ 0 E ' 8T81$_8BV 
MZ-$0>N4HI:jJ*'T_8J88$/l:'U\#*!*;^<Y_Z;<,Z+EL5B?(3:H6*2X?=Z?RL 
Ma"\4GEZ,7<5P2V7)J8WW'6/?TW%,O0:\Q%"%89!G!.+(3' KG«%GCCX4/1 EJ 
MSa0:HI$Q\?DHWQDJ'"=:L8N''.6Z!5TTL:D!;H,6<U[A#9)8SOM=V'7jL:9_O 
M90P.%-M='X_U_  + 1H  = 1:FQ/N  + 2/.f:%,\_+(2Y,4_V5XXW"J ! A1 13730$ J DDM 
H8A5:H70TK/',8-_V>NE#R:L,?=PJ-F4LCEH2CXK3S='#R()a7:1TG<TKN^-, 
MZ5VK=XQE?9).E#5K4,*+T3P0#/VAV1*W^0ES4+J):7.A'<_;>\F%GC-WaR,E 
MCY3/99[DRB)R160DQ+87^U=I%GH_Q:K<Z\Y7:VZ\K_96S*KBTBR,7.R(LZHP 
MY)4R.RQ3!5QLCP:-J6>ZZ7G.J=N>(J,5;D*!0''U,9DN:$7KD42W!S#CEY\RC 
HR"T\_\-0<_0E<$>O.\U"AZ8LHOAQU:^<YO-B=aJM!+*87!5/;$C+SX8'PYHI 
HFYG'G8-CS%K+SG%-B)7,n:fH63!8:KQ<<87P0\\*0S)_\D0:>86AS')K.-88 
MF]a,_5E\JB=a*'.140ONXN^R1S?,_L'5B.Q$:"-Z(X\.1Q6Z_aX%)""LU"H* 
MST8BKI0Q>TWL%3I8CU#)+^C) :9='%JE8a::3P?.33V8SBV?\H-/HE.J_*n>! 
H6P-G>-W(".BK(5($(RJVWl>,ML;0C5GP1=8)-,DOa)'BFK8XUCa!%WFK8'2, 

MDL: X_M1 IS7EA8+C8*3*, D :MV_X0.>0a#U/R(J2Y/TBD*/Z! / C Y : 0K7T Z : J U Z 
MZL_'YCH#DF$T4P4S(*98%H'!8BHB;CaZ/8]GR;V*0BYJ-?P#U!<U$O1$-*C5 
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M/"6>RUKC><6:8=B0_[9/,B>'<?F_Y.-.-:Y':0=:<BWa:)"VQZ'L>Ma;a3Ja 
M:a%0''CGLC\KW<X8\\#D7=T3SF+2WI%S<V33;9)8<O9638;EI705x:K#A>8** 
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M=_'_'\.I_#%FIKW0(^P9,:xWE!DA3Q7\JXQ\_Z"3H4>.D+aiH:''06JN?PQ/4 
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M\CGHVCHK#0G>:]W5?0[*1YR#%A7'.UaYUaa-/KDK:v8P>UQT;2.G.Q14IW)6 
M7&FZECN(BZBKKG$IS#>\A1NRRF5/1'\02'F!F:3O?C*39QE.'5CNC6_P2G8P 
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M':K'(*?:I0*'P0!5C./aX9M98;%JCU745J3N,4\DWF:':P3O(N2*'NOZ9':R 
M007$5!E\Y'#8+IINKI69GL<=##>,528RL")C88R#9%B.:VHMO2Y/-Ji:<'CXS 
MS'QZCO+M/aSX$4\a**:R:S+%4XV)G'A+J+PJI_I0:<N7H'C7')8!N\C_aTVQ 
HLAPKHVZ*AU:-.3,^<O0><)>^C2%''A2/8.%*M:.I?J%8*/*LN,NR‘'C60L1F38 
M'LA..49:;S9Q.:c,'?U_K,>K(Y=V)5Z$KW'Z5Q57-GE4.\G3+,M$QF2>NDQ' 
H4B,XUP'0F*8U_8'4V+a/;)#'DC2*YR[)B$R,9BTEJC$"*MS#V?-Y)1AX(D25X 
MV!.3a3S:*_#)\aC$0>(: #TOW$%: DHP^) E0%+_4 :/NCa8B8D6K,P1JZ;BE(%= 
M5:$.*!7%#,C<*G'N;B  + +!  "''7-0*PH:%Z.  C:*C2>H#GHZ/-  = Wa:?B:#'6G*H 
M = /7D)D<#2HDU6YO:("N  + 341.>ZU''MUJK86R,.R8PQ0B8;6ZXRriH!>\R\8D.5 
H=:0W+496R854VE.RI=1*9S1SY48_0X98YVUIZRLN'+9G9:8/6,'BLAYUI0*M 
ME4J,_4;E,F.XQ"*LN_CZ?;R8KZA??.I6<KP##!/<8'?.SA/9U7W5A)N"_5+8 
M9G/]*KK\::"5Y5>=NSRLFCP#0'aZE//CWKU=JV:2W25$QQ/BU78:iD_=RG3H 
MS0KU8*N7<C?,?D)WF7XU?.<'z:u?'66>_4'KJP+3-8^T:FNY6k:Q7?CC8"S+ 
M:Z;K0a8T7P\W/MVU4;VE#'V95FK:>/,YKW-DO,W0IG4K=:Z5HFC<V"GE8)1Q 
M8\=<54'0AV#'KLIZUa8OJa!5WXYCACY0%-a)C-:41GYE\DWWKK:WX\9C:7aZ 
MC2-J.4XGIO4UJ+/I)TaCZCB:XY6BB#'0Xa/COHaK.?''WWWOWO1OOW7RE'0YS 
MIVaDa9J3UW.03C<:OTNRLI266*JJF?1KDXIX#+85HnY::SWT;O?AL(85!2ZH 
Ha;UE9L_W=Fa0HZ4-j:'I6;a=aSXF'L*n;K\GO;Ii:x^9C/:s,8A>7ZU/5,'%+ 
H3?:aS*-?LGWB)ZF'I7=(2T07:8GE9+OS+Ii:KO?>^LE-/\]SA6*H\_EXN9\U> 
M!]R0/''-3W29+4LI6E-\)E0>:K'?'+5:_5P;GO;M-O=50TP4Ma/I+GFCCCJX_ 
H\E%W.H\ZX\HJ\$H9RJ'\(5;1P8<''ZE/*?1A#9CGNA_)E::JZC_8)P<XU<$1 
M""86HUZ(:2N6+4:%N_M/:C='00"7>+5-7=7;:EV_8!:*VZS,?SF$)T'K4YPH 
M5(.R7\SC$;O2a)]P1WTYVGUZ5WJ"5Y_/#:*,  + (0Y[:F:<U%1  E0#<;  E KK  = U 5 3W  : 
MH6WP84U5O;/X$.C2C%":>.90C''V3'2?BE='*<Y?D62H,'V1CX;:IG18U=::t 
M)_1\U'_!a4U=(P,;V5.:j_*0Ca\*JK>E8a_1_GVI=W_a8GalUXX/GSRA,;_C 
MBVBal3%2I/%_97JZ7#U\5.W0D_Xa+S''VWO='[CJM:2?PY_79Y>8)C$$EE.:a 
M9,:0[9B-SKPX+D?Y#3S'Da-UX>8_?D1_8G?_DZ<HKH,3F4_PZ8'5i:(aWIHX" 
MG,'C>X)DY%XCH>D-V]><2(S4?0/)4P?T5+'G<''XR7NF/=S4M+8;KT280_V_J 
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M29W(4QRK+Z5l_7*ZH?KX$:3QCTGO!WLR93C9V;Wi;2_!9ECXZ(.+CB)W0/H2? 

M,S0MTL.7B"5^YI)=e:x3UWD7T8C<W=Q#1=\*1H$^Z&<:R6*V'_8(WI:T(M?_ 

M-"  ( J ! 'MH8(#A"UPD-:_%U?''Z>\:CHWAaV) ( : 2 9 + aE  + = QA:  :F0I'G='SA6:Ca 
M*L19T%($9(-,(TXD&/#'NCAJJ'KK\9K%%'Y>6!'/H21XAC_68,ZN3B/SAX_% 

MZ3H<L0 %YF3P0F:!J!J//LRWla2'#AaB/IRH%aU4$'LCB2/H0W^D>!3VX'GC 

M&B\(80&'A<%$O1)AE)>\4FYY.!KI_1_**/+NCU'0-!ZH(!$"8-a:G/\#]<4. 
riZ;?aRM:#Wa7>AT;8^8(Q' D3>/+' X\,L#\aD1 ':'>/U3,MHCU:T2E'.HWQ3>C 
M-\C',M%%C!V>P&Y53JD/Y)CBC^L:H'/aH:\07S+ZS?aU8Z6TL94%Y/=YQU#0 
M^,:1=V)P7W4NCFCXRWQ,laF0''&-:MA0RM/P,85K'‘IL:_'HL1W_L3^  = [a)#[J 
MG_310^*DKKWI,#-/8>$'77+D(ES&&*B,0:JX(UCFEV3FS8XZ\W,PJXC=,OT< 
M'AR0G)%*?YXPJR5K;L1G.NKA^5Z*-Q8>'AWa;2Z_!+Z*a*C#<V03''O_F[,a8 
MB:_V"+,+8)PC.E1ZFR/-;,30?'7FYWW%7\2D'KUF_a+4B_%<58=R+S7DE3Ja 
M1W+)2YT("$LLia'"N"_:/)#U'LT1Z'H8O",06+UC:C98'IXPYHRHL"*^%"R8 
MSLa#GG0G)R?1 Y\BE()_DWCGT<X=;8=;7SL'*COC!#IUC08=\HD#' A;/H#78Y 
M9L>  + Q0:{U''[;!_DC*L'XC)  + NCDG_R*%/.8TVH'#8;HF_AA)8:0YOFLD8_V:Y8 
M'CQ7*8.]*#KC;F"H,:RV8Q=U1\CD(10C7CU48!L!:H+'_LZ>G'%575G-.>SJ 
M2\V*KKACA;D=*<QF#_DL0A1Y5EF=._6CK.:>G''2*178K<NV3)CKLB'/#>*(J 
M6#]2^ ! BC8P=__,CY# 'KB%"F+J0%:C,<AXV9'D;_KL5LZ:!8:'7"4:4X]\LPP 
M=D*-,BJVCG=<E=F'*:u$3VLCF\+<XYQ0a\+TAHR1SB=F')<P01$8?;8#/#68 
MT_4)#>8TTA0\3+a9:2:a%9\,L>' \ ' ! 4 5 89* #94 V7 D 0 ' .D'98H*F'%E-$70ZN 
MP99(#40MC'<A=KV#WA/7aSPXXLZG64K+#*T3#0O;0RUFXRUPRWF+!<!\(,># 
M]UKFG3:;\974S1(KC"T+/"aP9a!1<9K+IEXJ,\R8V2:v/7-Ha*a\GV.8UNY: 
HBY>F<P5'6W<TZPZ3  + BZB  + M0<KF9_4>V?,.::C:"'>)>:2XC,[:G!KW>C.SOX' 

H*X *#8 ' 498a-8?-N;XBZSR4L<7a#<( LA3(TJ J7aA*1 +8G*U*a_LR/__*#  ' a 

M4'F*S<IH?1.8(E/,44:G_IR9'1SAUI9BaA2aE2!JF7<?0+=-.-1V0aUV/<7F 
M!$1WZ'P,C1*"C,U2'H;G<V>LX,KBC7IJOE_FD::t.:OOL<EZ>ZO:?KCU<"NV 
H?BG")/3(HTSSF.BGS(=x:\5A7CI%1Ra_.ZD)**?R/+H+5;/_W0:CVU005N:N 
M;6?55FS*D3UR5Z"VN-2*E1X0). W* F YXa+ F $<B  + 5 Y + + G N # 3 + " Y ? I P* \ Z C = X " C 
H>KA9;4$8a08:03<HEFZ6#DRa7+RAZ,GN:DH39M*FYJ0L/<''7:VZ=:*]\_TC 
MFUN;6]6FBTU;V'N98a\(-I2Y!8R*"\S4P4>'S63ZI1IM96-A)0#2?K,.H-3F 
MYN:4_U=N$-,FG"K+8"I:RA83P$5BjaaCE-FJ4UZ./GSELC=aj*T'F*N;BI'J 
M-YWZ8A8?8"IK/ZMXHC*CR$0J<_T$T!GJ$:6Z1M6O — 3i:71_<VUS;0/_039C 
MHaR6M**CA+PJ?3ZW*H+%Y.A7Z4RBXT*8>\DV8<_!VaKFL2':>AF939RLGCU> 
MV*RCC;(OSXC2*.$88(_CA0(WH#'9+Z-*8F*J38H0E=5P-'55WH2,;BH+,;'C 
HK(H$)8?U$VE?CG":c*#K' L F 2+ ! 3#>a / Y C D 2>- ' D F E R . Z 8 5 ' , a-B> 3 " W* J '<E 
ri*FH4-37'TZaN"1!8H6*95AZ0E?VU_K'0C38/V7X\7$2a2HXE8LI:1STF8TEX 
M!Z8\'\ — *CHCX)X$Oa6B?HS_3M;W?HF_+:T/*_)<C!Y*:U01B)R/D6G\4/4U 
MUA'A/$5E.*:-O(U..=aa76L:0a/8*:5(*549=,'6E6G:!SXE0LP5_(<:M;(H 
M9>G9Baa0B.:?ULB!R<*0GLXK>3/'288EU0;'7!Z35\$4N9UJ/a8_2Y4I,+9Z 
M<(O++9a"P0.?#880TGA>JIH_?7$aCG)7HL:B:+8!<#B*E%HCaV<?8?"aaDF) 
MMR%0H[/<"a4ZHAHa)NPZ4,#)63).+>88R"*U:KB.#CKal)G!U2:H/:75IN)1T 
M*L,8M'_5Y74/';J8I=I.507K;C3*\F58K8II4;78YH='!1!2>BHK'T64'4Z$ 
HG7"Y*H*)_#\=$XWUNN*OPa;RS#P9448*.AUU0$>MC(+/SC%>8FE)XT?U>$I: 
M,O5*a8PJ,1HKJ$_,FWYJL6'J=B0EVJKa*1O8S:$6a%2'%a>+)3LZ=(JYH<XR 
MD-/BIK\La!)B13?0T2/S_!7D8:j =370+ ",=C9FY8X,: +84=79/ '<4Z>#==ZP 
MYD-:9*LG3A2GL  = H3>'$SCWJ*30E9aC13S-5EL51  . #G  ; ? 38-T<P . XM4 W4 R Z ' . 
ME(BVL)a.G68alLK/2Z_R\aC6?$HC<D9K4"P?\4'*YSa>8a+\N)T,<XUH?I59 
M;C81/HC<VC_.-Y),W,13W1-,YW8*ZJ'>N=K40Z8_<(5*aDPK.6;',W8E*MC: 
M7D8!a$<'SRN755/Ca'>NK3;89:!SH-\170,ID":/P1B#*?,:E33E30(<<H\C 
M*8.:"S*?:0:?YX2>''-?-*JLa/CIL4?JN*Z'aUUO3.UOS\>NUXJ56Aia9M0)F 
MPU>\IS4*,7+'3(H=T5S'*C=Y?S*.>'*V'Paa' LE 3 3 VNG Z L+*a<7*=$4<KAS A 
H1H>*.Z(-B3PHHF"?)*I!:R7,2Z*Y3"_PU>Ea'NM*\OF)C'+\Y3Y+HWR'8l'3 
M)a/226.)X89<8)W8LJ*>*VCGB/Y*;.BJH%75,6:%4)5S1)_SU4-UGaU!9AUY 
M?GB4R'S%_nHC<"LO.++:C70\5=2H8=\C8IW'FY%UA,P<:(R!B$"3ZVE0I"/, 
H11FUF?BKWZ'S:*Z**00J7N+1*<A6’>(8=.P*$03!,RJ+BG*W/IX6=!-H,9N5 
MK?>+YNG(?>N$K0MS#*<%)F1>0WBA53ETSaZ.3'WV9AI+D9%=H<*)P$=7\5VJ 
MPDJ//')N?9+aGO2A_3U#HIJP=Vri>3CaAAA;TCl9A9al%XR*\,2lCCK0Z0Y[R 
MLa7BGNa*HO*RRR?O5$ZK\5CY"DS3Y4INS"a>:U80J8a3GD2>-CaaW*I\P92' 
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MYP8?'933P>Y++0JB/XMX082%0ROFTDM8O9Ca6^)0/;NORBSFHV5N->*(?8'7 

M=*PaG'AD*"Y$,%Z5AO"''K$Z+*""Y\?Y!M.*NOM2X$Y\=_JC.B]X)/<KU0_X< 

MH(G  = YX?/M?HET-'. W$ I 99 5 4 C T 3 8 + 73 ) ) ><+ 1 " A 5 U , +>8 U7 5 S XM 6 KW7U R L + _ ? 
M+.HTW(w:'X426'67UHQAa"\=Z[1X\H(NQXM#SFCP682J<>TN'a$H2.C1H6+/ 
M6%_$$4>.67::2\04>#",W%XUJ7a:7MLO%( :B:6H<);ESI)54!a9?>W%PU!T^ 
M>\SK2GGN2a]_TAWZ\B*BHXZ)6(*F,'"?)S)N+X]?>DSD9UVAXU:=9X;$.UG3 
M ! GST0) CW ! K<7#7  = a '>3*M0ND.  ' H>% 5 3 , N_Z<P \<-^ *7N43a % L ?>* ' C3ZS%T9 
M,4:*5:MH2''YL/JG?a>''Z>Y/MDK5JW8#G-50:4GCKL8JX.C)DKUSPX85GC2 
H02R . BZ . "T72-4>JKLKE83# !FVRGBK)K19.c:)7?<'ZHD$HNa"F06<5IZ7P2K 
M9;3>472Ea2X85I6C2'_A!=A'8Y-'3-;>,0>1J\RaNRLGG\:8NLBa!)C\2)59 
M ! F"GP9M>V?5#IR"U:rIT ' 0%E6XV,aV*%? : ;3T;_>e:k1  Z(  AX9 . Y<P"C)N; /" 

MR(FN8;  + DZU/"IJ10N8PG8' 0 + a# " LBR / WG4 / M I : W_% P I a L4 ' % ' G W Y 1 " - A_NT 2 
M]:*XO'D\<ZO2Z0."J\1A:-0SG:B"4:AYXC6IR_89Ga/*Z8BaOV\16D"T"P.X 
M%HG3BLT#"^4>001  8 + + 5- F / 2 ; N ; 7N  1 + = *KL  . .I^?$6YW$1:W(+7?91  + PDHH9'' 
M\L3a+M(%'47=WC6B]'FBE!J(PC[Y. 6>-8FZ ! Y9$CCN0Z0N]D#'_(P''E\E81; 
M8T_+,6ZH6%*('F8?0=2/P.XG!a;>U('H:S0382UB\RHCN*',K>aOC#'=(/.4 
M3K2NDLaS5</BXTFB'DZ(D3S16#..#YR03YA1(,A87]S*Xa.\N<2?JS/ja"(* 
M>^VDZS;33'XBIP>?C9?#"N4:\+''Z%/O!:)8P0'BTB$R+B/"7!a:-AR/V39N 
M<'A\<O)XL3PN+iaN9#RIN>?/W*6C:I*.T:4=S.EL4I710F7[5;$IIZZ6'4)> 

M_K%8N<T8O<  + 0N  3 = !''*>,  : K2_>9N  L C ( P%8  C H>  Z G9a  ; ')BUBT7PW02)./T#OU( 
MS6;C7L"CO'-K_C//#C0WA:736Z!=Cia!2’#:7(*E<W*ROS$ITXUA.BTP"Z83 
H?4JV>"!,W/KL,)L042..X6XV=GX._a3VLTA.7IECJER+O2C6Fa7X"WH6RY,\ 

M + H = 3, FKD : KOV  ?E9"L*!FSKF/-?SH9C08  + D:CZ0AL'*)/,LW$)g:".<440W3 
MD4M1''S$BYLTEO'=0C$LG\lCG0_P'52UPa3%:,#230E58G"8C=:7=8(\#W"<8 
MCC-aS J IG34TH9:n<1 [+3T9P0( Y\2?2Y+)58,SP8KD^ '9Y_0C J8U><GWT)HSC 
M7.VJ=#+86PD2-YR.:VW3+7F*Z:<RK=FVS'6JV8H?BCD7RA-I'"8=E>E$'L8E 
Ma-=<,A9E93FY23W)Z//3B;B#\a!X!D41*aj"8YKSK6,*PM.D)91T)>!!'AG4 
M6C'.BP_X"ACWRME(0S*6.T0#V7C(3aLJXJH0#I3,:!V7U%K'+UCK\JZ_a)V2 
M*'<*6.LOY2>5>.8Wa'*75M-aYAGX0R8M$VO48,3W3*)3Z2\La7,*%OVE-4?) 
MT/£V6YRZK40S)4HJ3.XR)_'‘C-5/-,G/  + = %Y9%7Z7-B?Z9HG(:*a:JI^S3:aH  + 
M8[4%3##aHZ;#?KI18KZIWPHa3G6P:YGUJ3R9Y:R93T91J2TP/E<N4$'laNUR 
M8*4XZ  = ^V  . ) Cxa8;H  — 2 . * F D-8<-< H ( %T C KI + D / S : D-_2S71CK;39$H-R9nYN 
MY$?JK?.(XVVYCY3<)L;B?,F!!9$_6=XLalG>6-M<W\3\_+K3R*MX>0[)>23\E 
ML4W3F/PH8K"\0*%4JZM'  ! F>a8-8 V [ V 3 FT \ W- . VMKB% 2 R ' ?'GS73$MY3HI\Y5 
MPa)RGI%n$C$PT^BB! F V*EN YOKMV YLW9GK>+\ 03 . M;FKS>V4VV8'M5+X2(H$4 
M=1)!'05$,+"35S:FF-6==3??K3$+(B+\AI-NU_?H6FS6,VD8"Z468'CDN3)$ 

M7=_%37<*F% '0T6G,4388T_T#Z\N8BZ;+8??434T5 '3H$B'G306U=:\#E85X1 
H2922a : FLA_63 !2I#6JB6Laoa58\A0LSF2C5ZHUO2XO?>??>3?#S-?,3*F,95 
MD8''8HO?W#PF\'/^NH08E8LT3*'\)*9S7'  F 80N7G  Wa  W ? E0_  = 4 % = %T  \ 3 B6*  J Wa 
M2=.J>:%0;FGSKL<1U>F*PXHZ.=FF6''\"G?3>CD;P2FU>*XY3OZ_I5FV_:S'2 
MHI,,D80_  + _,II7_72?R2  5 = O5  3GO;FTJ#. Y">Y'aC-'  : : \ + E = 0 V I V F = MTBaG 2 
M.ZM8IK_2>C!UUV0F5!BUF3L?O/O!>*_MUUF>:aN7'#CR>CEB>A\\P:,INNlF 
H?/0G3=(3TSSF'+V\E6W>''?ZF\A*D9TU5-;7S"*.8_"S'8>4PHIZ\M)ZZBBRB 
HBC7R)  F*77F0WVF;=WS_8  .=CY:8  = W9F*IZT9S.5‘'5)_N$6!.  / M J 8 3 <$U  LO*-# 
HaF8_:/,Z;VN-RU:*n3%\2UBY0:F562\5: ?+ ; >0 W E F a 28E F 7<<+ V S F 66 H K F 7$ 

Ml  a?F2a5A(_%;R,  " + 3 = L = $la"T_U3Y''0-HSI%)8'‘3K;,  JW_?>TH6FP0)84WS  + 
M$X:43EOZ%ZDVG,9CH:ON5C3''F*NG>8SU$?K<CF/C7ZJSHFNFKYK#RBaa>=FZ 
M8;7W8$5239AV,6P,\33P3  CZ9KZ?7L  = ''TB#I  : #WB  . 7 LH>5  ? L*  : H89>  ' 2TZ#VN 
MOJ(.F_F:NP>?/GF889MK'ZEZ?FE/IC1!3HHHX?7_S0UaF5YBBEJ3S%WXU)KA 
M!%+077KXZ8'3>'=FaTOF.!4+D\F=a?YZ'6;+R9$6"aJ49;_3l,GS/7H?-_:J 
H1W63_YG8,*!)'ZN%$F!%K!0-+*2Y-?=YT8CV4WK_aEZ=UX_JO-DaGU5SNO!K 
HF$-C3\1 *^9FVY8a !*G3!aX\1'LC'U?G*_JZ0'6"828U2(HN,Y^;;8l;3"H$7 
MYLCHFK\XV/F2)_<$<95CL=2.CFCF:!\2'a%ZFPaE.IK6B+_8.\KR\3%112'0 
M_FO*_F\ai,=HF0_KGZ*F;La3*JXAHCHGA/3(U8.1>_-S1$a.%!3D7;.7=I62 
MZ+P\D#ZGZBaaYFUWCL6^=6\>: DG !L7^3YF_SGH3"H,94$3;;SN-KY'F*J9"> 
H83X#_IC',C!V*Y-CI/$K:La\H)ZRW3"(I''''-0BJ=#V+$A!$GYaiEJHBN:J/ 
M5:+aG6/F)N*SAK31 " 8UaN " 83 U# E8B-X>aD ? X A4 C 8 " ?T0_# Pa3 , _08T K? 0< ( 9 
M=(*R’/H%3T+S'Y'F-GI_;.\J8EV''a'J*YDLC*H0GJI'78C;H X3K'$X3;Ba 
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M8(ZZ';E7+!-G?NCZ(\7H(C=!*XYMJ'_*"M7/U;Ha_HYH1D;Y^62(+#,V3=*$ 
MWV9V’1%"WNV(:!#X1<QTX"T,102:'''SRUA/$>3aBX2'Q1ZC%C2SV-AAI1Fla 
M>#5D$SB*X:'B>A#;33!"H\-T!*8LCUER:Z'B.CKR4*J8.0F-a*(:VC(aL/a0 
HU1N8)XP*X*.>_/;IX7C'%=;W0"T^W^<V3EaiKZ,>6J?LX7Z;:SV$SD"]US3: 
MZa7:8QXHHF7$3'_>).>*/,$G>* ! 4 R# 2 C W V N ) L> ) X J 0<a Y I * , V = 8, 3 WKLPH - F 
MSV.):SW3'Q>8C2/.2.>=/KVLS;ZL8?+WTR_TK'I+>78LP<5#H,(4I7/R''0FH 
M;?'L+P\;92]2l</$-):B[1?CaLS,(-*U9/B_;0N1G#8-UQ\!ZXCBa!1 WQAU) 
MWI(LE:C>4_2"SY(. E+- L J =5 \ R*$BK< ) %^ 3 + \ ? L YZ W R4782 \ / VV< D 0=LG G P# N 
MT#_,*5?08,/-0M?*:0N\=R"B3A29)8''GSU5_^,D"RY%JK) DQZ(#C ( E>S\E3T 
M-8QP#*8YL!*II<D>F9)FS.W)5SPYi:G(RU8H!:*VRX92-<:=W3)1>)U?aC#CS 
ML0A8  ! ' 4_6Q'  3,;P4MM  ! UB6- : <<2  C B 1 9 P ? / 7U  I * Z OG  L : 8 : * 7 + R387  "'  + FK% 
MK-I_YLC!"T17)$\"G2%5$=#, : J V94K=2 C " 3QY \ \ S C 3 Y [ !76P<a=UYIQ 
M!B<aF'PASBG_BQD\<K00:U4S41P39NC.=O-!\T'^.*$:'>:'X<WBC;W*JLAC 
HL/0I%B-FP-<Q0D: ; 1 WP  = H FW$2U_ : _ F " J #>KK<_-G1 *6'*\;6\9^a8NW,HR 
MYC^:SH'\A3N%/\?3!:=0WW+;T'%Y+)UQ?30,*YIZF':e=)-J:\:CY!8*$:XK 
MM0U97K)  " (#744  . R \ ' AKK#  HC  K>  VH  A_  + ? U D , R D L2  D>  '3D2, >/>!'%$  Y-I\"'Z 
MR. ' ' DC\=W\P1_8*U\C%8='XAY''76ZF+:SL,C6Z0KJK;2S-<7I/ !0-X, 'XI$9 
M:RAGT)RK'Z'0!>C.:QJHWXK,EENJNFWQ:*YDU291.%G/5PIHME1\W]3P(XK! 

MB8X5=:1  :#5;!05YZKH1+TLG-37'a3>6W:3;U53DaU',>'  .>3aoaw  + 1=J3:;; 
HN"2'\*P:9Q'YAH^C6*?<%$"'02;>=,L;F:/IC>FTW)C>-FVFN-3Z%M1D!8Ea 
M##CBL5«T9>'  / '*ATT,%1''7H,C8DM8H#,!?  = J!0a?#9NEQNW(19*>CaQ+,0; 
M%A50ORZ<4O%PV; ':JCXE(U21Q4AF6S>%<"%RY*M.JQDXQ01Da3C9N(U;;,HM 
H2K"R;EBH8N(<PY*Z7*'R#5NES3+?HNP5_<,3Y3/BZN'C#\GCI/J0;N6'H_OE 
HYNV-V*EP(Z5N' 5107, F8( F;8,03-#+60VFFZ6V%W/ F<Q405E0C8BHD) FE70P 
HMC;*OOR7NaWJ47=,J1UH)7);;7A<3EW+^U!53F;EQ3Z;>0HC,ACEIDB9Q\J; 
M3F2.C!M+CTNaBQAU!()BXAF2#"VCD;:i:NF<D2DU*TGG/>825P;8V1"C4=0, 
H>4AZ8\UIC/-<;H-"28!\..X1812:r*KRPK('' ; H I \ ’ C L ] $8N 6 ( =D KH R ; LKO ' 
H'X,OW:+3)0=6Y9'K84V>V+4UHF' (+3I#+0TU(J)5aHE%s:RZ\1<:i%:#4,7% 
HU_$1<:19#'D#>"YH8AC"E'aPKA#J0A#9$,D48/H\V9)3!0N*3>,TPGN183N8 
M#F4;J>IFICOQ2)E>S'X<\:R(#X\*H'0: Y;$#(RI6_%7a)''ZGT!4)8!:7]<ZQ 
HI a-D:=V*8C'3HXH*#QK7A*5)-DNa  = 70  = 8J40#5IA#5^75CE<$Z78M$-F ' 1 0 ' 

H-V>=J#*: DD4*V"7,75CBH: J>T)B*E*H*F8KD#. NCS4DP3A8;80-"-*N=7J la 
M0WGJ'C9X=)H0I8264;5P6$PFN2' Y Y-2 aW H / J 7 N YO D H E ( E 6 P YG V7KTG , 0K- C 8 
MY!2l34UD70RY<CBa)J%/A^,D8ZH>\RK7E8SJI='AP7<WaFFYD8C';MJ-8!$/ 
MNW)HC%J)907B4301PUZ*3H!\B90ULR^C\;P=#W.>5\:S=T/:G10G8C9M;U;: 

M1_GF. #L2VZGW-7H-H#75V0' L7-)6P/H !75=6'0A$2:DSY56aL( F)Z6! :=X\C 
MH/>8Ua"C9ZB7a$U_\CGX(.77'a\W!:Y:,TC/)E1$1)P7:)Da'S,9-3a8*;8R 
M!58(('K\59NAZO.=_:XSWR''B  + R2C<")  Fa-%^  C C % U7H  % : N = ' Y ) I VR  VT1  6*_NJ 
M0J7/Z; . h:r,V=8'<. . K7V/BNT%7L' D .*0O8YI6H8'/7(:LRXFBD8aH4GGa\I 
M_X7<'7HDC'1$\/'T'D"Ga)AE)YIYL7PS>2=HGACO4\7BG"*1O(#*WC8RC;0\ 
Ma-O-aBTTaKZZXNTT8a'\UNR(X!3:DO8)>AJ6=W;T%NC+%HK^4C9'C8093\9X 
H60AZFDB310 /(ESN, S4W5*7BC:f1\H(B_DEHXM9I=C',AV'KAJ71.G+ 
H/8$/Sa-%0Za. IHU,G;43S8_#8Y391 40Y\X1>(8-8: I5KG<RaKWa)#00*# ' 7B 
HN;AP\G0aCLGU;Hja,7:>$8JHRIVE]3B*)'1_3JHS3.9ai:G+*-'0/#H/CaTH 
MA9%)1N2UN82E/BAT::7CH=H7C;)*<07HY_;>,+.8\9=U'\XU;Z50C8/T#46" 

M03a\7KA7C' 76 J " 8 R3X [ H \T ; $2 H D70 : 9 1 8 Y S B73 C E V ; )LID!XE%E5H;,C"VDL 
ML8M '> ' B>M !-7,21K1UII.0_'6"_*P'548''#CGO4R<D"008,'O6*2:K7T!$G 
M,T*8=_3G ! W3P3a3EJ/B*5a3IV#\<*5>S''872>Y:sZ;M>P=/ ' *KED)R)7<TB_ 
M^LC/C;EDUG7DN,2IX]:G8,,M3HaSSG7Z*j8N\9$:zW+Gas:0W*5H*'TGDYH; 

ME : RJP7,96UW38D7B>67a7a5OJE=PEZ#G;KL05\>KAE : B% XN RRR, B-9a94 , *= 
M(;.;BD>4DU2SE5R5C!6<Ea'JK1TR3_E\L#N1A=%A5)<4D>C9CO09;VaN%a81 
MHa.::F57J!HTU76+GG+$'7E<E-_HW"N'-FV-SLW^\SL8L\:\)F — 8T4SZ><: 

H> — . - ')P/",86Y5=C5]R75S;'L6,9;!P470XC4-7Z*97.39B;LW:,^R5:0R' 
M7#H:FE)3Z270-/;ZN7):K(0UVFG8; F9a6658X=-=-AS ' T0+ ( R>=* , 7* 7 8972 
MYYI;''S5HiaR>!4aED#7*!*'U0%a/(6'C.X$B)\R*F00S-U<;(!6Y6<1)()a 
H4C VI OS0; =<>899-19 E : B6H=JOX%I<Ya-aaDC-W+>,G"H6%H>GR!2R#NG6CMH 
M#-Z'B,'DW%\4*4F\S4aK$5\>51J9T#OaS! 6+>,V ! -8> 7 Z _W D D$_8 W 7 G Sa4 ; > 
M8,W3R%:tLL23E : N<Z]"S_. ' FX^,3C>#F0''>91 ' 349(9 )AN,8S ' O' a8E8Z6+N 

EECHK:a14d986aba99151079f2bcf6fb81399af080fc58196dac40be0e2c0faa821ae40:: 
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M:7NLNB1W4GC2/cD;+WMPSN,F91F8<X"8ZL;NR?<Y4,8HJ0*_'Ja86Q'T+?<,G 

MRGQB,\#?B30.:'1"+T=;?UU.5MT'W<IH*YF,T\W'S_%J#2'P-3#3N%K?YaEB 

MI,N'''I<1/L]!XM)V$:46T-I10.TU,MP6:a7**,SWAY,a"=Y,C^P?M\ZCGaXB 

M.YJVNDC,:XC5Aa)2-_Z<D*(8H:)LR""*SUaH7aSHSY02J?H.:CEZF$W26'',D 

MF*0;.''KEX1CR#/UQK?L:M+1HA])ZC(.9<S.B'HJX6SEF"_36H,*CGB!4F!2? 

H(,_8S\%:-  = ;YJ9x:9LXWI-&)L2.::t2.  % 0 H X YGT  # " % 3 Y J M6X>+ " T P : Z ; N 2 V 
MQ-M(B^&$$'QBYRMLZ2YIE$!?VS6$!&</K8**5E'$-?1Y&#LR=EX\R\I)16*" 
MR'YP*N!$\;V,SUM3SM-XU(DKJ"K4MR)6;V#=7W+N<C$Z'3T>RM'"<Y%'I\\_ 
M.Q'NM9MT+!UVN"9A906X35U_5a)X<DN:L30:FNJ/O)?!Q*VET:FHFPY1B3'> 
HZYC29_^ZZ''EZC/<705UFNVHG).)MR'A2RQNM<LX87L3_(DZ$+_46H+W'DZEB 
M'\99K?5MXB(V-K"*,8U9L:PLP9%3%2#0"?.G2V6U,221#W'H<3IU%>;85'‘G% 
MK=#G)AX1M4_JH\PU-ZY9\a$Y.+2*QUTEH=(0WHXn_$4V5+3U-NH^7'7D''_4- 
M>#O1!aY,O-,%QF;9ZJ\0>;U=;EaEDENZO;$!3J-TN'FLaO'VQIEUC8\KEG?" 
M\W?aHaLY*^'VM+5Ca&>900;Ra0'V>RD+VVEC5D&(,''C(M:=-R]*X?:z/J9A) 
M7YA1.)GC;ZAZ3UF6[V^6TXUR\WZ)&-'0<2'''(-XI_+T?NQN6?U'L*G1F\18 
M1L)2?G(?.CA:5  = C9=.'aG2G:T#N#KHa^: C YX I 3 \ RMa_ V . $ . <4 76 W 8 V-  = = P . 8 
MZ#8V-R8Y35Q,9:=I_'aa8N"3T0J1A1*/ZN%L)J;UaaCB9KFYR:j:'/WA>=*O 
MAI /"K3RW8 :%$?#%>«. #"35J,\EZE+;?.<KW-3!JIWMU\#%_ZZ\;>8E*3<SA3 
MOEa-WW8:_<13?57US%<WI3GF5G5G<''O=[:FH;V<<RV/#E$STZ0YML1)%<a%# 
MDF0+9'#_%56*K3EZ>.?AG7>WMVNN0Va>8I8'DQ4:WJ/4#=S:-$1*%65II=Y4 
M0I;XAQ4')!D#P3OR_W>W3[5%5IOU.1\'\%8'*?3A#VG-L,5-%VRQEUO3*F$M 
M)>H5%9.R5:83C6UI;>0=Q*;G*D^352JZY6E=91_0'Q_:$^: .4XT'C4+'QINC 
M6!>7;+8'T;:+Y)$?+3'A6A4Y53ZG"a(-:FCY'K*H=)J<L\A?D?<I=056H053 
M/.CVG0\*X>PC*3%E^5/\(3#6Y)\83[(B2D+#\Wa.I<AKULL\R:8V4=VZ_>X' 
H8O.*#4L"='K4"*H:JP;0TG<-+Z9J/E#V':9-QK<-3N4,W0\.XGT7/:WJ1FM> 

MWY ' YVW) J*#;aHQ07H;C_5 'W4?;48JT65;*4US%535X*:8_/.-!\?'P\R,$<) 

M6'_La . 2+4837? 2 R7CM78Y7V0?\LJ .3RZ8F;IIES' H%a+896S_BS<H_Sa . < . ( 
MLJXR5L$45-,\VFX;1;CT*S*LAXWQ! " # R8#a ( G H *T D C 0*4* PW> 3 7% Z F 0 I Z Q7H 
M2U9i:.HGl9(P401)K-G?9."M>%H*?6a6QU8_BKO'>OL?9!_ZZBS8$a?I8SQ3_ 
MPE8.C'D>%?B/'BK'-'Q<UNE(CV.S(?8<)*IC_?"3IY'QNC0*UJ.'CV1F:>X7 
M_J?QCSR0\S-F39_FC1$ODC'>3Tia;F6O?O0PMZJO<Q:1WS8KU8_1D3J$K,4F 
M?\UKD$2J/SGTO-\T*<3Y3W#?%$R-(V;X3Q8H '!?%)WF*3TaN;3K3(V/39ES( 
M:a.=LK;H\_:TUU?-0_.>VH$%CA++<RI?C,=) ! .8C'aFF\Ea3R_C<(C38E,=) 

M?.  ' LVG  : RJ  (8  ! a*  L " 5 7 U D ; MT  ) CQ?  : _>  + Y$  F ; O0#T>*H#  :Wi;z/7"320\O  = $L6A 
M?A!0VQ?0S;'8JY(%MB!>H#"L0D_7Y0Hi:<*(.5K2(!R:8,a!GC.*\B4Da/J./ 

H88. 1 903//C3O75E;$L*$?RaRB#A"G3_Y(VEI53CI?:Y/B1>,«Y024Z!S\X*E 
MEZMRS1JM2_SD!PML\E6N,QVM#SD3?60\3FPNKZBH*3;<URY83D/*H2%_;AIR 
MP?_Y,_+G '?GUE7ET=EW*0"Y_1 A VX I Z \ LKKT R C Y W VN E X3 C *G-M%<_; 41; % E ' 3 
M.11BQ51_!IT0V4L5+1'VSSIHW*HEY3:AB==R%U.*aB;HHK.K<ZK<RaY9:%6/ 

MH)*K>5'3! FFa6RHM0S/X+'a6/.+9M6!XP-*A#7"%WPAFP5/FF,DX$9DN$>Z# 
HNRPQ9U31QHXL  + QRCYKI ' * 3 1 P W0 , 3 A* ; T8 E-B ' 'X! K5 . 0 . %<H . <0 5 + 1 2 /< ' <H 
HFZ50)6WV.-) : YWHaQQ_-UN942DY/B_Q1 E ; = D L# : 6-_ ) P8$ ? ) :*#?BV;YWA9W 
MLCa>Z+HHaP>4XN)3330aa9!%5 .N7J1R8S86L-.C;XJR,C;4#(RJ>\5DRT3P* 
M6R3Da<LOZ-8%CY-6E : 6C0*X 'ENB9JDS?>54D.0\;*'\a>?")C$"3a">C"K:# 
M/58;(3_TC/GZ1C/0H3'BJ8)3T'YRGYM>*$<1.?"PKK;T/Ra*!D4PaP*.W-62 
H<GW[" ' : NL5#J_Na-; ' >> Y0-9_> V / \ 78 U $X* \ 0 N ) * C 68#+$ C **98K9GU \ 4<-H 
H4#1Y02V;\  + ;R6*SZ#E7;C[:;5M<+CA8$#NUALaija(AFaTajX'7ZG\;P5/NJN 
HM48R?K88%:PPJU20: .DK(*+4+3\0' C3\L%$*:$ZU3?'9H)SKG*V:JX3EFa>U 
M*D>:94G4,EDG.9;15)P::'*#(8(H1459-aES[aLVX8M-+.LNJ-4>5DPWK'-a 
MH\+R3H8;E,E01O/4M.0G8L*B;GH-)0O%:391-E!K<6GCP50L\7*Z*>'\>ZaZ 
MI,82ai82B ■ SE-7P3M=<"a54a(3V80)7?Ea: D/PFT1 S=TA ( A-N . V9*+1 81 560 
riH7?4  + J6*T.A4.0Y8K:'Y\Z%  + aW4S  + 3??5WLTW1"WJKRMGA_P$XJYUi:B".+:j 
HD=W2O+2+TG)*'aWTG5)#N<_1FRX2<9T3L/4V\A8WR3M0Sa4?:0KW<CC=,';2 
MA/HY**YZWF308*NE,6?(3\XXIKG/H">,B8=:M=1'Y37_ZEF/>U1_=3$a!aM. 
M=8?'1C$9*SK+A!a)C-+TG#=CA/'O:9:8::-OE0*R8N1*_:8-\32FRO.PKG.Y 
MB3 . =)B' _aHia79+ ! 8*+Z ' 8 ! 1 C * />a8E U 2 T_*-$ V D H ; a%>N8T W 1 %_9 5 N **M-* 
MRJ;3=5W++"841 : ' D , V8 3 # A ' W3a : >$08 VG 8a5 *=BM X L F G 5 34< C R ? 3 " KMS* ? L# 
MJXVH1C,W!>56>L83.63UYYJT.8YKYD8UYMP;* %BL=HJ(?6'X'_'EJG-93Y 

CCCHK:e6414e4474c91b9293676750afd4164c0fe7da36fef7196b54ac3e14341ec82cd33 
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MOD"RS0/=UQI=!YYMH5?V8#,//+<*QU3K$E(=C\%&6<\A"3WDFJX;K6$\CWU$ 
MEJL-C0G'=Q$WAG?1/8QW4D8"ZOJBCV%a433E+5!4A/J(U\T>B+UMP'_W.1\& 
MYE-'-V<RUEQT,F%V/K-LNU/L2C!&S-'P0O*,:W/_=[46Y'2Hai:ZZF:9B9_P6 
H,M[:7%:gk<DX58;KB%$1J0X,K?8L5;:A6:09E9ML458ULM)5H!AA0!:dtinI 
ML2P3/7"%(QZ,=18K9\Q7V;*>MA/.9"/7_=*O,8LISEV_0!EB64X\aX0J<A$5 
MHCS%+$2=5S6C+W9+3VGNFEKMH=6+ES8F2WE9%;-\.LZ0VT?\VE:CXNL&L$;D 
H[Z0*=YS8,T,J44=98AWJ6UAGI)EJRF'74+T+J(8'K7Q/*S"8D3]B:'$LKYBC 
MU;!+,C/6R!,QX-V''K99*5-1C5GGTL'''2)3QF_:;\W)8K-OE=:+EJ/0C08]%4 
M\30A(n''T'+_N?IH6DHNZ=CH^STQ97Gn(!'QLM-XK>-N%SL8?IH7%\<)C!4=" 
M.)YVCBIYQ-ZCQ88Q'0<.K!#$0,(2L>7"79LC*OVSM!T5HY$;;B;B9Z^C_RB? 
MZ>A"3YGO7S%K8?B05A:V\0V9'3W8NC,;<L7:O#>38Z.<^',<'',:P-B;C5S3W 
H.->CB#U:!8:#:HI>=XTV;F:F^W6E>UF957G'*u:wK_)3Z<.$/#=M0;OURCSL 
M= ']A13WWa=>9XWF5SZ_C=ZS8(W!%Y06M3>G!S/*(W:O*/<*>7, -91156 La=ZH 
MR00J/)Y3?8Y(a35^9\WJ#:,9L,\_;7X.CGP=3Y<SLZPGB-A:4'3''#W._A\3N 
m$mm8=ai:tn]aee<=:o5:(bzn8dyd0T9:5!$mu#vd6#+oxp:?]d"\.)d_\0rr 
M#*Y"]3'KG)>aM.>R8J#>"VLIT<L''K■^F.EKM:#XJG8P0YZ/IVA:o*D>  + WTC"  = 
MYLKGV1C*;NSWMD0R0IP<(;E30':N>',N<V\a,H>UAGED^W32R:8PA?ITU'V' 
M8l$9,Z)O6?\^a0PB\3LJ-'?K,6.*:i:E/Y7S-H\T4)8J)I6M''6*XU#RVGa!_ 
MX8>;Y7"X43.+R3;./88M:A5*4'B8?E,RR;IY,?%/:#4'_7GMR4_aB<T""?A, 
MJRYXC-l-;6U;NADH-H,KR-H34u:C\WCJ:'NI>(C:0J29aUS/#JN#C  = IR,C2,5<Z] 
M1,9R,A0CF?O\U\12a\:\S\/a:u?FaK!E:;1Z8JO:HPS\J54)N*2=:):<C)'Z 
M.8aiXC,_a?U+.=DU6LN6K^)Y2L:D!7H9+?/aT-*/*I'-7.?:K1AUPGa;8;1D 
M4(\)D0CH"+REK8"F^^K/9?VC#'N'1'W?'"V<-;8:X!DF,_Y450D28=7I9%C% 
M?-H.RD(8(FZE/?FE1P\J>C;a6a.IlaCZ/DDRFHWDW)4  + U31G;T%<//:w3V%CI? 
M>?88-A._BX?$:N0)AC'I#Z2J/S"JH-H3:>8(!+"3K*XSK;24;;:a:I8K=JC' 
H9HGTRF2A8a'OE'!081W46H?D9BJ/)\\)E0%YHa-;KPYC8=DUYVH"RG!TKBC' 
H9V;K8,FWY5B9R88a;D>E;9'A0^1*'-("-_4'K98=WDI92_PHLZ':-8J',''X* 
I*I8YM3JUG,:G2*[:'IS-"EKAV$W?0LSKS[O.:J838<:OY7  = >:I96L5O4BJ"  = 149 
nEO?A183,E06>/''C46/3/GZ"+IO"(/':>aKLB%V+:J>J!:=4Nla*XX_SB\ZA* 

H0  + Sa)NPS/Z-HY%:ON)0,D,RU3O%:$RKU6a'''W0Z\>2<;_.(O,*TNA+!AM9D". 
HO:GYCPAEO'K5FWi:G84:8WCN0C1%-H*4;4?E-7EGa#>G8??9.3HV8*?Va98;%4 
M : C%8_$JXY  = 375W\M4%3C)G*B80O>8Y-J ""C . 2U<KZX8B5 !-#(A#E8$WK81W; 

MG$-0''\B  ' 65Y'N5:\AL7G6I!-<.G#*A.'/W<^6Ra6,  ' , TB>T  " 0Z  ? Y ' A<  ! 00_; 
M('L$C-l-CF5_!G\!  " C 3-8  Y D$  V>  3 N_0  YaS  5 ( L ? I GT*K5  MO  \ C F 5 G W . " 1 ^ ! < / / Z X> 
M;30UD,30904F:B9ZC88P=J#H'U.3a/R8^I4(W==9U6FK=aaC(-0<N4PU6:HG 
H84.-h134-FL%4>2U52;(/R[_)4/MPI00TN\CT$'B'R/6G2<8ZU  + "MU2  + 28NI;-i- 
MU$.5819NC;5.3XN?7ER+#$a28C9'V8#1.>4\:7H!R$?(7J'(a=C/.HaT$54" 
MDE:Y%S7_(C96'5BNY747:'6%Gl8_)=8*OI<8XC*RVH>'GEJO5CLa0X0R/"76 
M:\"*:N7JY#C013,=M2U:3*I=)9;aX%G$:-/'6KJ*DY_L_\jaKU$DV=<?M4[H 
HFO]F)\2:XHWSGC'3AY75''X397N86Yaj91\\Z,ODJGY1E/"H\X\I<8_:B0::S 
HMFGJ0=II9:_a.%;!(UBT2a8_0PX0IGF:DC*7U33RL(\>/JK:Z$S0:WNT_A'C 
M#5CAZH)Z;VMOZ:$G+OI\U:-^DUX$0*)XZRS$-P!6::_%>_4aCOFSE-:Ba%8W. 
hvm2\d3wjbcw/5^?iv>l*?C"p:i8hu:/d>w/-#wr??_za^rg:4[''uxccch*g\ 

H:K?XKS_!GaCZW0N!'':HBKNaZ?VKH0NC/90G97U_PHWD58*,_0XS/0IKH7+LA 
HYYE8NO6D<_%95Y•'-:3F1''aK()U;\■^'5Za  = ?,H:5_K9a:B:+0J;XN'  FEL$4W$ 
H)K6-aZ400:W7BlW?GO/1,1;!*Y=UEA6F=.*CI,ITC(A?H0JSOHU_W6EL5A7N 
MK3+)3NUPP;C<8YS.N$#-L\-''IE:  D ? 0 \ G3  ! G>8H  ) 0 1 ) ( G " <79  / " P**0  Y AX  : + ' 

HH-98//0;C  = ZXR:N'EXUON-;Z5V8(4B3$U''''a"JVJ')6PU;AE8:5S(NGCE8?7/ 
M'N8''3GE%=;GA>:0>H:\*XHa!X3HUKVTORV.;-7^aa295:T3?YRHC'><La=IC 
M5I>C3*1#U8HD*J_KVZM\C!5<a573N0-X94#4I_;HLH\! $3 % 044>B \ U = , H : 90 
MWY2WP3H/VFH3_inGC_G)MV3,L8KAL/a/aKVa*#CSS;I0_P1Ta/CY:\X879-A 
MVTRGZZJ;EC5"J' aGG L . 8U Ca#^ C U0_<5 9 = \ F 1 1 OS KB_0>X 'DB?CBJJ,A28BH_ 
M!#63!D3a6SR3UW_#J<>M$3;XC(JPZ=M3H<)DJ8<73E>Sa'.R/=]TJJX''<,HL 
MT:-/H78A>KK*''"DK<DJ,Y>M\7SS:S/NZ"BMaH5K..5K:_%,_A#R>KYa-8(Y- 
M;9>V  = D2K<YUK67>?\,*,CM5>7aPM7#7^W51Y3,F*I-H/C)JHIT-(K9IV$D\3'' 
MIE9K6*FW$EH:%J)X;)$5!I?I)?>U\';?SFEU*5,(=P*\<8YZCN<F84,98W0Z 
M*1J3^$:ZS\$"K8$H2(*U,F\8:O.ZW07CPUFJ>U3F*\B^BCV.*Y9HBDa94*_-H 
M_M ' K=+\+Aa>B3<C /_57a^S0 . ><V%ODHY4WNC-::*-\ZaW,>(;(D#A0)B06a) 

CCCHK:ea66fadf9cc38c71e4905f5e4b7e430bc51d13e3385be1-f9fd2b8de979deb2539:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


275 


binaries. uue 


M4?V,^:bwm796U]$;?#+,2W)<:wC5>(?D3F>ZSN'=(WZ$*?0;MEOW&M09Y3G* 

Ma)Q7VLNaL  + 8JG&$A''NK()RA:G3QKCW><QC0-X\-]DZ/3'':#'':i'_  = 1V>L_QK 
MS^GS_X-%2/1M;#-Z_H93:k?VTS_'_M3;L':''S9WD3:=5*\’$SLZQWPN'1,1G 
M&X0/XK%8<K2U(94%USEC7H?_D4  = <.1  'DSDA:  ./  = 7ECBRK0)S(CX  = F7HF:#3& 
M0IK8XXEU7+:+*v:9A!JS=IF??W0AZZD?ZU?]P%A\U"?0NT4M'BW_''$NJ>:%$ 
M05:09V=aFN&Y_Q</?12"NCAYE:G'E&K5SL3W*6V9%_I,^KTU?D,M_"5a8MF+ 
M7UEa'K55\*1+LZ9+:0!#7?=6=3H:'XEE''$-#CX_=<,RC.&.8"C?**4^(>&KQ 
M$XW,9_"A8!DKJQ2^_[9:YZI3W3AFJ8%YaX_E^,Z5/]XXF%2K//7[Ba)^\8W/a 
M.U:UA)::A;a:ZCT#:: ?GH%EZZa8:ZI0;,O2*N?SK^WX7-_2>U; ' IN*7L1 
M''Q1G"7Fa7X-EN_70G?M'?G;Q'.'HX8I?0(YH^]P"]VVJUL+RaH$+8,N0V#'= 
MF7Z:V<*KIMD6FT::;!/3K,%)>LFIOCMNL_P7["Q+[30Q3YP''"_HKUIJBR.2C 
M]]P%_:ND'EC%ENaSD<5)ZRTBa->\O_(N=<PBXQM2H0B^_$R9B,P8JO3L^2L_ 
MHC7C%CSKWU/#R_ND'UO??T.D5F37_35a7Y;GY55_038?i;u-HVV%:CCVHA:*: 
HY-:c%U4+B6W_W\S"T7_]G>R.Ya<L?O;/SFPZ_BM?_#0<J17]O\4\21.=L:^X 
MWNC<BGC3J>_X!NVQL*?0C94a,FD$;=VU'%7CC=JPS,"SaAM0Q>PZM5nM-*U9 
M'*''HQCQ0'-8?7'=; Z:\V(S33]<U_a\\aK8/='-\JC!0SS, 483350. ?6F=0:\ 
M8GEV_'C36!WT+J_877JU8L.:u4E+05'8?)8O6[7XI:.?41Y9/?S:(O)VH:5'8 
MP'^-\_82T^B-VAUK_,XW;39_DCL0?OX>5_5E_+C(WKUJ:R:$Xa18B:O8JaN_ 

M9) / )+9  ! UX-_?Y,ZGM: N084>  = :0H_[S1 GR_CQ! %C ! WN8( I : Ua/<6  + 776a*R:; 
MO.(4G_$:=_!EH8S4VN*9?\HVI0''*XK3^EI](_C)=]GB3=HYON8"UG*_:E>: 
M9C;;5QVK1]4_J\P"PHH.Y%DS:'-JJUQG)a7\Z=XF>3TPGV1Z0aXPKV!94!N9 
M9WFTL#a><1<R3IS-Za48F5H : 0T;+(C%<U5<P8C2?%1!>P41/C:_SS3X$+GJJ 
M=PA;6!(_G^I\V8CP'KCK-%,<>DHa;(R,/'UP4a6:9*+02D?U+?YTS?DXK#:i 
MK'9*.4)YSKYJI^:W*<:_'N!=K'?:N3*U0?a_.N6>"WF8:+S69ZG7A:6WZ8+S 
M=I(IT1*9CL=>*91\#:0K\*WO\HHWaL!SNLHGO\09]!]T?O*;ZAW:!)a(E2$/ 
M,X#:_45;Y3:pRNM(CHS>KY0.).ZPSIY=HMGY/N_WLC"DN9+_LT5%8;/JB<N< 

M*0RMC  + R-%8M50;>(,  ! 8/ (C0U*SV>3, -301,03+0! WaON PC- D 0- J a 3 Y< Y + G I C % 
M3OPW3806.['\Y!_%O\6?_a3$UM*CGNa*W$OK'JW1%,P2?a_32J!GPZMAF%_< 
MZWXB.(\8O.5T)_V*CWY)9YOTS07X_57%"3)R403A.F=TJ/N7CTLH_aB<,$%B 
MC6JTXI?,POY*H,_T"E$>RMC84C0-N/HLM_HYia:+C5+\V5N<AU\WNRD>GN3$ 
H6ZCOMRO_8Z'*5-\\FE_a;G29A3L1:i:=ZU$09VLCP=9NS7W/TKSaF(=_"ZWR: 
MK3LJ6E%>P9CTU0K_91_E*SWU.GK6:J_V*U\L(>"DY-,>5YC%?<C>?8!?7=%U 
M''8>V/G5=R2DW5/H28\;>FHTFBY_SJ?a*_?DHF)IMB9USJC0A.YS#P(*$"V00 
M9^T$B,S>PaK37JAC\5/T8+Y)ZX*KAVL,N_";90_KW04;5I>a7NL5WN5FP'BM 
M?/J;3K'YB7JTC,GJN_\YK3!*'0;9?7I<DC0H_#S^>Z>6A<Z=OW9?«DG*WKa+ 

M\??_CE3=1 D:+ ZX%UA,:o\=<. 3,SVV(UV)=97J/;3)VX+SFF\>_7NT9''a3P 

M_KSFDN8303K#?.Z%^aR0<CR''C1:S3N*0WN*YBR?DCRa.V9\/>A/S#aSNK"SZ 
MS,#T\,C>,(3-C1Y8-'B*?-9\H=?SE>^.>:#%J?*:4CZ;:.%=?AW4'aWP)#<N 
MAT.K7N:.A'33/=9=>(MSa,*):w./3BUKH\3Y.:3WGAGJ1G:VRUS);WG/9:I0 
M83_C?N ! MWO>YBPC(04-L0\83V68?COGNO3?3%?0/UNH_F"7^-*1=a>T:V/N- 
M*C\_'L'JX[03!M_HZRE80W4E09GJ007U''0;:C:''?HH\H,NZF_6"1%?30_?6 
H/G#!^6YB?HR,*;+SaXMK_8N3UH4U_J:C(H?B+$\YBH=>P8J5N86,9laRC'C' 

MH:C?C_8ON80aRIN85:aSLCa?1C#'S3X3>S;+33RXCS3C1O4T/53E''\FU. 

M;8'5HF/Y3XJ. Y4 C 3 / W C H8V E / 5 a$B LV ' ? [ _ D8B9 L3 K7C X85 5 C a Y W+3 U WR ; T ? G 
M#aG/'';<C<V-P<89*07<*/W6?_HF0>I0aW-/\SYIIZPWCK(YaH':E;/SI.%Z\ 
MZ7366Y=/\8(5/X'.LKMa*.G!IP?C+_8/\.?Sa*<J"I.<a(MJ"+"8JKI*0/X# 
MU9+2l_a*I+,"2) .X4Z3_%8OaNC63>a34>7O-LV(V/36UWSHS49L_?"3SUW0! 
MU1)<=RZ9%?6CC)$BaY;,8EN!alZW>36CA3#!L3AN>WK8MR#G.Y'.>UaEC?I" 
Ma7DHR3)BES*JJDHCZU3Haa?1VKFS13099P2(?-:UAGK,+E>$*XHaiB5VBH,; 
HZ=0+.LJG?6"HG?(BS!OE4N(YC3R.N''>OB*6JNN#NIWYTDONSO._1HXW7DE,4 
M3C*SXi:%6K*-RW#\OFl9PWR%0/*(Z?,<9'S;%T6A  = ;<PVDR4VLXG'7/91<O 
M\(0GGUA5*N1!'  ; ? Fa6 , 08  A'' a Yia  , = I / D<KH  J \ G7  ; % + P = W W 5 Z 5 LB  ' M3E1  CYH  ' 
M?IWCG5+)$PA\\1RW?8Y4-K>MS!FRU=E3P(3MaX4"T!53701L?<!6:Z:4'+N9 
M99lCD<TaXA — SRPE8CRH-2H'3%>_=N05-D#B"_"Z\MCX'U</V9=5VDaB$9C8 
M,T6SO-2HAZD/:G[:8ZKE:9%=!\N:C_'FM8S?8JBH0/V<>A:Y9a,T'R(>'9?!4 
HG_B24*;%\PSH-;+4;2URW4L6S:8,;R0MW(^-YRM2%KE>C'7K<GWOBE2_'FZ: 
HKF(/+GD_a6>0BS?*VaNWP=L\='G*8PF*)CKA78<1<*<Z;#3Y8S$C7^P-%!;# 
MS:GFDX/->!8!(''3W'B;XJ2*7F6'aB.0+UA+/P'UDF)G?(%\ZK'[IB64=/(87 

CCCHK:d0e7f2f7703ab67ac3030bb460a43ced6c48ea67723af9212c34d0cb5e77caf1433 
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ri6F/:Sa#(G,)'aE^ECR'/6':WB2)!  ) D C C<T  , 7 WP  + BT  D C <9&- : *4  P + G N8  : : ' :8 
HJXaKH='CEG>.XS#84$T:/;x*'BB8?.,.I8W\Y$S?#'',L\*_05W!6H:.&&L49( 
MES>4"2$ETCLa+aN4'8EV+0.?'C/L$*I/<N<K#/G&(G'*B,?U/N>84UR1OHT> 
MHY*ZJRV!51/XCKAKZESY4"**<XMV3X!HTEKL$,S:AN<.2F5,S,P76L8,:b+N 
M5!J'$XL0<>"QS:\L>90>&>#ZROGE#->E?)Z:R0\KSHEUVHT:D5#<B,^V#-RY 
M=a#755N:C:\1Ga':R:C$\P4L.\WSK'”+'G3X3/>F:+$WQ+8w:"9:-V#8)70n 
MTXGA=[FJR11H=_. [ L ] = 3-0 3 B . X R ; D M - I VG 7 5 D # 3 U _< D M 6 2 ' E Y 5 . !"6'<ZI+G 
m:XK36Y,Q9LH74-F0,G)U9OUDC$[YVJ "_(7<93V?T( ) 'U<CX?N8BGUHSNC'QD 
M7FQA(-N<CY.GL&PJWU_-%KP%/'RBUBVP5>+K9C(_JG<WH*T3!'Z4B;R"!A5P 
MC7H-\E0RMLA'UV,>LZ=9KU/:%'C?F0470B9<5AVS>;I_K6#4<\T!AQ>LZ//6+ 

M2.JY)F  = UY$!#2&Y:M:4P"T\CR]V3''_0W;>16.'  : Z P_Z  N Z Y U&73  A3WT#  F * C 1 0 
M2XS7?V5F.+%=_U7C+,.3_XZBU&2.-TYM5!03(2SSH$Q8.UQ.)M.\F/$;K:!. 
MHDTaUFHXE/:C<ESZ2"(QO:CF^]4'Y:.ZJA70Ma964$?R:Y5*L/<#I_R#RK2B 
MOJ :b' ?KRC73<\S_)3?_S0O2(&+: " *, %36=^ Z ; Y7 J " _ I ( 4 C # W_7T+^ ' ?(XSC: 
MQ/7;3/:?83:SUE??*9.aUD'CCVNV/_B<’T;MBE,<9Y‘'6Y76?09F<:_\MFW^R 
M%>0C706JHA&?MB7W2K!!S//AV,3.JE(ZSY<PY'<NF4786R#]8^.''&7#6Q?9: 
MQ"M_RH$#H,aA_ZEU!=HO,0[:FC?.C$ZH$a''UF9-H<=:aiDQ_/548&<J.F)WK 
MKJ:>*R)))N/QFX8V+YZ?C0PP?CI7'GMYB_U770OLJ?V)6:SZ7l9OC2<a"1EG 
M3M_%-YU6VH3&UC'0VI>)XaZEQ16JV[P),9=IZ>]'W(%IP!'#:KDU&>R:(''C. 
M^2ST?%*8P!5WGHLC<:&BO=0RF;CO%6<GP'96>V!W%1.0V/EEIS_5NJ^(.$OP 
MQ'2+t:':9-+:VU-GV(-D'UP8MV/C'T7FC/;&*VH'*^*25CE*!CH,)-5ZJAJ! 
M<SL!2BVZ/\TV/092?=XWZ=-H--'C'54M6E$$WM:!CU'E0ZX4Q6-LJC<463H6 
MBYC9SV+HCF1ZWK*%6X8UM(S5IIWYS!FK9?46WV3J5XW\-*Z23&Q77C\T=")R 
M4L866>SZ-T>FCTMUME7A%VaUJZU'W%&*S;L.Z$L&V_C);8N.?Q<KL4)4*+*8 
MSG=Y__\2QQ:9_-AB+#=7' \,[:i2/-S"*C%:T5?PZ8LIYE?o:;NGJXLGLM'^_0 
m:-Q]I:^[=F^_==/'=:"=X$NR3RWX8+T*QV_CV?X5'>*5[L0:$'$+:37+_"(KV 
MJ:\;<N8waHH:%E/S5;W$5T/Q$BW+%(G-U)UVSON#K$C . 7 1 _>8+ V7G S / % P C H 5 
M2X;%R, YEA ! %FL-/*HM-V; \ '!,+!38DUF8"J0?4C2H:6LQHU,UHF=/U#I;1YE 
M567J%+%EGa++,auaUUG^AW6EK"?6%N4, C .''1:#RWV*XBM?135+C-Z.D=H:_6 
H,R\P. 'N>,JN<az9)KT^#'6=>, !_9:a:F;_S9Z(N>9?"5a-?R.B!:=:M5=*K= 
MA89'aYF4>HR<<FTN:J2BU0L5;,\8a*$ZI'7I/9YJ<2=07_P_TV%I7?3#=0''9 
MSB?UGKC'6OVO527Bi:''9?>H*03CZV_;8X5i:OCV8Z5WXDU'M95,7VS?\.C9EC 
M8BVU4EJH2>:4^W0U=E4:A*8D,3.HSa6M(8_, . S8?U#a=5( : S YG F P77 3 < Y_7 V 
MWK: . C5*-CJ83+<5X\?Y3^4LSFSNS0#0;K8RU*UYC5K. " VWRZ<-L8S-VRUAAC 
H06\;EABV66''JG#OZ%H%<TUILTRFR6'["1:t>8?3):VCB  + ?(VR,O\T.L-CN6%O 
M%W;D*LY38)Y-aCF_V)D4'a>P+A:_JW\E<^I41TCUX_N80M6W(C?NHHV3)\X2 
H(H'-)4S8YX5/Yl3+)%S,6N(=U2C)>)=:N6(BCPI0;O//XOCB*F30G.J_.a'DJ 
nAW>)5aK-a\4C7/(X1  (TEja\SC#7AaC43I . ?(7_)\_ !=M6NEG'UYL.BPS\V,S 
HOTY2L\ . 5 . 5UFW:B7RU/RY+J3H;T<3H?E;6=H%YD7<G#=CHB"LZKB%/aaaDH< 
M8N4K'aXY\9GS.9G$8PRGZK4'#;AaW-+8U.H5I,\ZJF*Y3,7/FCP#1U,13+Y. 
M.<\U.H6ZIUSH'*3aE/H*FS9F3?"Y-3.PJFW6<\2WIR4K>:$+/JWK\5!;Aa); 
MT32%TSD:+/289%T/a'=#U:XI05/G3UN?*/JA<!P:Ra;CL.P9'Z./ZYC6aPVM 
M"A1G0=HBWa:JP,95H[CZ,!PKTUCL(N3/JGYZ-'2$'3.!2)6HL$a=+:(,a*JS 
MJLB<7FS\#HUESaP:FY=IULU0*9HFTVIOVCRB?JVX5)RIEL81=E"/Z:ML$*-X 
M\C7J48Z<.CV9#.Na:$)#_=EWV7_XB\;F-*27:I$L%RJ/MBHXF'CN4.M-79B^ 
MH34MIF)7G5HN3(R'8*C6NMLE' A3"SUBLT8FJS7NE3\a->8Y8SU)8R"YK%GH% 
MMD<Z?G,"/34EP_2=";B8KSH_36_2RZ .%3CaCCI,a0-V2RSKZ48ZEFDRD_Y,4 
H2O-''E05.^:RI6)'  ; D I 8 1 $ C VCBX  LI  % E$  LH  K7>  : \U0L)  ' WO  ; 4 6>  L)  LR$3  ? I 9 Z 5 
HRaX#5 ' H++*)OK_CA6*=HR3R8I JaiHF=+%" . J 849 V-W YB> W" I<84+ / 2 E# \ \ # # 
MJ6)C833\VRai13?V-"<!6''S4?%NH5,auCGG)UCUW18?ML\85/_*#100;+;\8 
H?$6. '%_OK,=*P, ' C ' ZF_N8#a#8=5IK:8CBP+6VC>:=4Y_%C%K/X.XUZ3<EJW 

MYN_V9KU"L<UREF3Ha6 .S6I''.Y5>)J*%V_0aU3SZN'*?!!CN9) — 6>;7W%' 

MF/*8TW/X0Z  = 5B#X_\0_8E-HS3UA_*H#  / ! *N  A5  ? 3N'‘ 2 = + AN  \ , S 3 E / 3 3 . - ' 3 ? G 
H88*/a?P6HHFV.6,*F:a;EYYVT\EPVFG%>3FL4$0N03N6TRVR((9E-=)W4%0U 
MYDa.XDDU'$_LN''84D;H7Z#.D**)NR\F$<W3aOJKT9%! U \V ( X E ) 7a++*T \ # / > 

M0(3 'BK?4ROUa;*RUYK>-S%=6#H45VP?EC; :E(7=8S3GS/8W! !830. IERC36Z 
M)  ! ? = 2F\I^  \ ' (Ka"-)"3V#CaR$NTK3Z;N  ' Z ''8M  : 2 5 D XS  N ?<G  ? C 2 U8  YW<T  5 ! P . 
MLW(<3SRJ-8'EEE7Z.F*I3D.KJ/3:B/!>#2''J<>81M/^[5IR/3Y_#\GI%5)VI4 

CnCHK:37850feb630bca07a975cb4597a3055c5579fd285ea632ea25ee8b074ee68641133 
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M2?UDS;QJ'6;FLHLXTD4M(WSKQ*-.2_'<AQX7I.V>USKZYUDV5#JNTBI81(G2 
M-X<7?'8]4[YB2'DHA:CG>UZ1N$*M$9R/UH;M4?"8XZ'-AZG6>D6,YY:&(*5/ 
MO:8M''CLjaC$%XCW<M$aX>8'VI_<W$\39CT_=XIF'\38>%?U>*A9;HBaTS0F; 
M9_R="Q6"*;"F407)3P?,'N/_'VJ'FaZH6JW21J+*G.89:RTDF1^5TU"QK:P6 
MK#;!Q*A\Mn.UM0PE''  = Hi:v\:9>HS"S4CNT\$;1Q\*C:>J$DJMT3OF)5TYPB< 
M;QN/':BGaNT''?[9YGaEQa!%DQ'WQ7S_C>K)[_7RL?0175L4+_<*SSL$3%9:G 
MY?GQT4%W?' 3<F8J=K+=1 . HM802 . WMG * P0_ / 1 S L [ . _ I / B : #8R^_TD/7977QY\ 
MNKLC3O/-Z_+_NSLO]L8I2-_Z(7WKW\':7#W\=.?FC>O7U*3_Z:=<<MV%-3X0 
HB*BFNWSWYMV[=*:]N+/S(7.K+_===*R\W\CNRC7)P?Z'=Z_?C*''C5V:<0WE3 
M0KYS5SKR8D=N+%<<0E2^>?60?Q.>?/K\')[\31?==?T/T>G:EaW80V?D;%<< 
MT?OPSU?IQ>/8Y):,9N<>/G.Y)XHU>C50#.8KC+;Z^LXKL)\'SYJ:1WN5^.MV 
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M++.A>94N_"'*'%#5K8S,IWX8+BFVaUZ'2T?M9EDA1DNTa6DK?0>l8lJPTD0J 
MKZ?FYCY-#_$2H_NR3R7B{M_*.E70G%3D!J;=KHJ/LM*%93'B.aB'FG88MI_X 
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MYR?W0RL_03K0G;K5HriFK'*U9:;6+9G\:i^Y7/$,AM:X.Z8D:BV9_.8<6aDS6 
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H0*89K/X9=(;E_^+R1\3:I\6*:.>:\W/=KEKY61?71NaiW"8RDHB\R!,1(Z\< 
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MG$G<3Rja<:E>,JY:>'J3($BLXGOB$(\HNZ+$"'1CO%\Y,Y;DS*A9A\JYS7,D 
M,*  = /CXA:6<!i;PXA,Q4-*WY09E[HIKJF4MS<>%O-YXi;2:'VRZ5  + 9j.ZK:?G-N 
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M%:8FLI-_\T0Z4n*<G\>X8-%x::8*VI0-.\Q!7)N-R*QKRD,1B>E*-:GSNVN5 
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M2C(?YV,9T:G  + %*,QC4SUEAB5''3FFSRY8JAVUD:+20UCE5_/!FZSS_LGX4UAEK 
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MO#+B_U8!ZCHZCSH%+LKZiai08CZT5=747HU*JWK.-:"''*ZLD*3RK>HCJ-V_< 
HiaL%J#?XC-5>P3/K3VFGU>+9J6(31BFI\+V*?IJ<MHU\G-2J*J3\;'!\:#G5 
H??H!K;><WT$+aPH(4:_X38?_)VI/'_Y/8D^RUE#ID.T5L#D''*C31=_KS_TG9 
HB9HY"U6GO\3S0=8)8(E_J*?T5_3_M9S*QG2<88WYGU2<_OC?57#Z)U-O*C*X 
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H\-G(79T='1U\>K"SJU"FNS0C+\6C.0E'0G%33IS8D;0VY''HKYM07+3^X_H; 
M-Z[?W=DY?AZ-nFD91F?AB?OJ\*.7QP>,:HY$;=0-A%ROK\E?;Ni:L'HFM(G:1 
H6\4  = C3S*P8O3W0\Mi:HS(ZMKZVHK:ZEI_C  = KUN_Oi;iTZ_G?!Y0nlK/  = E5'-J- 
HFS>0WXB0AVH!8JQ%J5L*W/^CM7W3C!WPE#^<:JXZ.PB<NV0E7Q*J#Z\%-?-_% 

M_37$J<7WZP  = ING;3[:NY'*  = +)HXZCH,W<#T?%?1+Q''<  + Q_3R;a9VnND  + H$6/84 
MD>NPOXHH,BJ''WKCQ!BJ*EO\_  = ''3'*N  + OSV?X38LG.,5Z_)"C'C!aAY/75/B(* 

M+DC  = 8%4:‘.IM';%Y1+Z0QS?  = X)Z,''F?i;  + PX''  = 8A  = *R;L%Y'?2KLG.3>02C''9 
M>U\3V\6E?43G$=./KCO  + THL;-3\a0.\>08A/$, . V2 KA ? 0ariKB  + _CT  = , T E7H  ' 
M:[WK:aWD'VX'XZ80MQT979:K:=78A;N_W+ECX3IUEZZY$)5NTN<K<L,;;_!N 
M''[0_/3;'')3BN  + $_0  !,_U''W*\'"0!1SP'YH,,1  F : 8 C RN  + B " H % ( Z7*  = *a  E A J 3 J 
M4E  ' J A;-;  C JK5%0ZU8AR3  59*88  = 98ST6 ' 8S  ' ' ;E  : S G*  A-  ' 89  C P*Q  11  / : NQFHTR 

M2'(aEE/8%OWM#LSYON3_KH.9U6,V9F-5F1E!NE*_SW//''?C? ?)VH9C00:+ 

MZ=8N_Y;_;(03Q.?3Q_V^;5M?6N%Z\''</U%G44"OGAU#;<30X'G2Z-;?;_O-0 
MQ=6UHaQF3F7T%WSKaJ33CF:z:VSCCFNJZ>WTR"7'VA/Q93S,-\^'SYZTV,36 
M8LH4?  + ''07  = H^:*3/X,BCC,TGY'?FV*%SUIB>#4)J^a4I_''?A*8ZZZ  + Fla)DK 
M! L7<.>. 5Ea+?(PH>A1  ' ?C ' * Z 7 ' 7G W#0  = / " Y Z U J X F W V ' 4- S<%_7-C \ P-< N 9G ) 

C[CHK:08601d7c60794c95db729f59da51499flb8c44653b230b7423f2fce60871bbcb933 
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M_W6K,1B.1O*aE8JN&'KD1OJ<FW\S:0V?^5%P-!R:0RUN7?:,3aKK"/V8UC$T 
M4^2/)2Y\QI4OOA'G-.2<)46OEY:7CN6DaV\0.JF1#*2+8/R\D.<BN/OCHHLG 
M_))2G6>IW,MKIS.3L#X:/'=SIGI&UI\40HLYEU:wR'=:f4W2'Z0LC2V;_"_T 
M;:K'P*G>6?ZPG??H5UAOPU\'S0FN(9=*]63X*'F8$20T)<8+l:zZ07D8''#?% 
nV0*3VPBGZA/C:FLXU!5RN9:G:'Y!EHW&a\3\B7("02:,AXGQB5PZ:$VVOE*: 
MW'.D0OHMSFSY87_  + O]B*\J''-:"OZ*N'<aE  = 2-)FKZ_MJ>VC''O;0E5:7PX)NM 
MYUMT05++2T1BS?R\Z?$3W4-XNR/:DW79Q*BJ+KYL:<0Xaa6/FHY4'CI_?Y:' 
HZN/%W,"<SV%>%7QQ:$9_8?W8SBA8U0D4_(RI,6IXKB:6a$E0WaW68F/JT7%( 
MZ5&ULQ5?\U%"D_.SVXEQ7SA3PEPTXYPT#?Q/NLE"!KN?SP:Q7:!'CCM2C,%! 
M58+5#24LL!KLL0XCSC-%E)!G9.,+N=*c:;*ZQ6JFVW>HVV,,*$BH,:Q6J2;R 
M*WAFF*5EC' " 7Q Z V_3 7 / P=EK F ) *-7 J 33+ L7, 3<*- S 3 8> " 8 : L?3 C C 6 ; Y . 5 8 : 

ME (0S#X#?<AG: ._%Z381 20PZ; C>8?=>_EW5Z?Z5C8: .1HFHG5P%4S!73^,**0 
M[WZ_UEN7YVG=_T-FW82)/'AQ?H]\GW(W^FCC\CS6F*KM8A!8!QS-K+\M-BW? 
M?V*\;AZ'^%JF$^;*UKF'K0ACV3TP2;J]EM-V>:3)U3>7CHK96E_$T9#TR8H8 
H.P(SlM45>5!R282/CC^ZCW>;J7NZ;GTa5$CW.O#SZ:S8;F):84FQC:0#NBKY 
HaNA%I$K6J34PYO*,PNU\<#F!LF,5)'4%Q,Y8+=#G:K81!:%KaYV0lL">O)ZQ 
M9;-N?\ ' ! 1 3EW<0"4J;H ' 753N 'K\G$7JW48D(GD'2%GHB<;8:09"9,IHJ:B28 
M=BS%3EUSW>"$(=58#EMGG;NC,/(1"R_IB.C9.''BS!R^5!Y(=7C'U06'5AX6_ 

MDV0(7R ' _7AP%?Z ' NB ) ( 3L=L-#KHU : //R4+W%8,78>N'7>".G^B3Z^+0'X+QU 
M1JV:.JF4R9>8/RGK*NE6%_GFR(,)>5JLI-1:;LJ^P5HC>/$6aY_.Z’';7:'=* 
M\C+!8:U7'',T'D78Y9O$^S1K66U7A%NAQ2OIT328AA0R+063S'=(:S$<<N]") 
m:7U0,#N=+. IV*\8SCa^I,>AKC%"7K_Q*8N4RYP_?/A ! A..J('#E03CGS2UWS 
M$6+??A92PZZT0WR>Y>/Q3Va*G2GNH"[D2)I$EN5#6AFU<UQ*:TN)RCZ=9\;K 
MQ9WJS\<a-3<S>O_a8_VI_=IL*'0Y2YF-..J9FZ-3A^RF:YIY9%Z_6X'3-aYJ 
MN;EHWM+8?SMG\+;-1W!_/H*K;*J'<X_6Z"?$=?RCX!3RSQ+(7_+Y0,<<S$A. 
HQ4G84D'7R4'7N;I2 ! T ; 5 E 2 ; Y . - ; , # S DM E* : Ea S = a$ E ) J \ 7 S 3 D ; _0#9 J U ? D- : 
M.(Z]%^:+3\'%;_5J*+LL:!:60H;YOR+AaCKKNH8iaSO%=L-_0HIH2?=A1W., 
M3a:u1OU3%OC.31.'GL#A--%C04]"WDE<X' :Y1L^<aH8%*JSH8VaiYF9WVY3H 
HaUZ4U'UJG981(7:$:aVU*?2\40.F3XU>2?_.T*S"6+L_!0N\-C!C6W-80K'9 
M;\CN/0S2A;:5Na/S-X=,)Haa"<]CB?0H33+aP'5G,$;Y;J_A3! EV<EN>TVTI 
H79O?I'/SW'6GWTW+<"PZ!4)/9#SN82VV%BC'#2=*CDM'1O*9*U(>0ia-\;M% 
HTN,3ZXT8lPS)L!=7YV-U_<U318NND87la9A0+_9O<YaN+U!53=09C,:NC4''S 
M/VHH:KHGLEYGR"$A''"+E.,_"8a>_V9!'F[VE(W+AZ%*D$a/NHBH=:33TY3+_ 
MC_9:">/L!YV.$9)J3,#9645W9/:HHRU*7Y5a/2)53XN4CCLPJ '=W%5(F . J"8+ 
HLLV9'>9%0_.L?Z'_:>-IE_E'ESJ*H(,KE3:OA3U6*II+8W8FUE!+O=39CT4, 

HMF1  9 = 33ZZP02/  ' V9T  — C3A:  ! >*  : \ S \ ai  4 ; ) *R  : BG  + a / Y$  S ! : 08N  . S , - ()  VH  ? 
MFK2+C:?aNX3*?):=$YER%_GDF-T8Ha3AC=/C/.H'V-L+NC>+0"P_a_FBHRXR 
HD.6F%6F5YE>%<_F-C<$Y/E<B318Y!.0.')%:n34Y9V6*3>B''!.FT<8TLE%XC 
H\* : V70B1 "P3F#YC//H,3,a/IPU*?IS_0\AC53-H1 =: 0HTF8. /8*5aMEKN, . 4- 
H2K3F(KSO/D;J0(/OT(;N\PTX1C4_25JH0734«4S>F/7Z9M:%_7NB:6ZDU#'S 
Ml LALa '+<8#P>BDA. KT) '(:7Z#GCLU]DIR;:: D4a7- I F # E R F D : - J J /aG 5 : B+1 
M = #4.8%VN9V/9S86  + -J;8$Y01  ! / T9  J S 8LU  Y2  0$06>  D 04  A S # 1 5 0^  0 ' 0 1 ZT'' 5 . \ 
M/a\GPT'<2(a8'++3P-,)J9N9$8:%XINW<>>G("a:?X' E:0;*?3$'%IW2KI>N 
MY6_''U%%'#>N$!AU'UY(XYCF2U!CP3:C*X?R9D=:"8LSCC;jaT<I_(XF3G8V# 

MT.=5908Z_F:  : aa  F 4 A = : * Y ) 0R  \ _*G9  , C K : J _''3  ' =0  R + G \ _ S 6 E \V  = T " + 0 2 WW  ; 2 
MG7ZD?T''/CUZ?_:4YAN_A0;9X='aX"IY3<C)W=LB86GCKDS>EURXC .MUM:S2S 
MNLN::3/KMEV#Fa97CW(;"*NUE955B+#P"9\>G6NFE-(aZMZG4+M97X486%VD 
M/;A:;''Z>3?BY8_(S+aP?C:)'5CJM2ZM1):HF%3=+!;-.KZ^>'FC$9_YW=C9W 
M9"7V8^9V**4D  = _-1 % F 7 E Z N KVT : % ( 7#-* / * + 7K F * LK  = 0 H YZ VN ) = AV LE# . ( S_? 

M:B_CS/\*  + ,CPN/B:F;N$";nai:P"77  = I.  K6_  + Y7*I0W_3?\$B.  " . . H/>F_W 
M-5?WR3%\RT*;+*K96EaUN3_2"C3<)(_*:>:\5RM04ZLZ(.G'E2KV\N_Z*U1J 
MNaGHP8A57G1 9a7T/\JW_0GDAS_VOEG,HL1 ! C *7B0 : ; 2 KW W Y ( , 1 ; 8W F 0 ? Z J BN 
M_=*ALGRT7: :*62CG:D; DN . -*4 3 BR_T / , ) *a , KZ P F : VZ V_K ! . X?1 D53JR3+8_ 

MZ3S<''62W65  3 = I*H-_2''#a.  0WJU)99J>T/3H;4W%XN:g  = WC^  = DL6X  + 3E><\5_ 
M'aTE?C3aJW9)I;28PA^38FAF\%0W3_?.SHXOC2C\N''P'WFVN*E/ISV%9YY!Z 
M3,aJE29I7*.FR3!aC;Cl>/J;: ?0 D Y Z M4 E ! -_U A; 1 " 1 Y4 Z / 93 3 F / 3 5 : U0K%I6 
MH;\235>NHZ907<9W%E=7U)/>;)3,SLXN77(LE1B=:?8D3%>EOZ2N/'MY/-FA 
M:a[=WW,_US?:TKE%x:HE-N?,-\*MT5KSZC?FW+3Y>'J%>9M=YNVS30%9P56# 

nCCHK:c5ae7de0805e95f1742c368387a7294946b3e1d10e51fdd7fb22c176ec8eb337633 
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H9GQY,!SFIHR5#F*R*M'U/3G%9X*/L6<ZXQ5JX]''V8D*>N<PHYNB''G'8_3VH 
MS*9%5XSH$X6>2RFKZ*PYMC7=1>!+835M?]:*GDD!5'=USF0K/V:_T5/J8O5a 
M!WIQ8AE64"RN$' SEE 'MEU!  033751  >NY"  + R/6[5F1<8FC:)07/LB-EY-.Z>?E 
HB\GSX6'X!H=,W=(A%<I6.0X:_5=26A.C(*6VE:I3TE5,G5BY5V677^G?-i:* 
M2903WRPJ"%N)"ZYJ*2<I8>AE4#D.DTEZD$I;*>.^T''?DC;0<DM0%):B6:FXRG 
MFPU#IZ, _VVGKZU'K5V01I  = 2-H''  = , = 010X3:  !"'6XIBaN''N.AJUQ,,548F?'Y 
M0K67O_R5-$?I.O[T/1X:'3QZS%6(9D781=0;$*''XU-1L5D'/X-8.2C''4XT2Y 
M61DZK)\\HEIRGQ1:KH'R<^H6Z6BCa08.K_CP^6.*7*/'0!_*-A<)\SJN>DUU 
M303aKNV(/+:4*Z83*XTQGYEC5[;2$0+!38.8,U":ZERS9*24ACYJZ''<.+(YT 
M\%CY#:*,*_0V,>^40GF_F5HA6a/C’">HT;1$7,M)(_-3B'/X(3'=#>YYUaa) 
M%+FR,;a_T3'ICFS4[16*L)*a;AIM)8F413!)8.'a/U5Z8U_a7WKK/3^CI\X, 
M33'WZP^L(78C0F,<RM.-5<3'.=5,/QR10/:H"SH3R#M9O^_TOU\X$<0U*_-: 
HNF%'ZX*S-"E=!>*68'O(M_+SWX7AN-_K/5)/-LDI:?aGNF'$0/=;MQ:3KDN0 
MH>773(Va"HM.)F6X/85)#8/Z*TNH;XS\7AJ=;GVCKYP04M02\U!33:FY8;3; 
M370=FM'8"IH:$NU$,$AL)a?2)CC%M4L;VU8J%N_"PN5-76:#'!S-8DT7'HAH 
MB)RI5Da5('F+8476=9<YDNC5J^>W0:33CZR>4CIE2al-N*4Q<$)-."KT3WC8 
H33?'G40KE"''[1'3VT%'C'AU8#<JXUMD-0IH?!X9!'\VM9UF\9!%S2;8U%9=7 
MZ39ZK=?O#89R>03:PV$a)?A'M<^<3LQ2*S2##4YO9?>(LQTR?Dl8Y14C#<ZU 
MW0W''68_V !9N'(Z7ANE9\E3QS\9C\/B6336%(01JEQG6,AT$9GA>1E:\_$WJ? 
MG7J1145*C=6F#'BH6)8P<L+P;AIER'/4F8FFH\C01L;63)JQ*\5^_0:T)/J\ 

MK5 . U8+7 !G:CK5LN-,T5RM3Z0H*)'QG;(+0D6:dN'H7.J14$/EMKMYT"#;M=? 
MJIH3E8VHH\1Ln?Di:4/M)X(*:7^M  + 8T;>WP8Z3[JQY9/AV'*7_:UBF5(  + S/Q- 
MC<!KQ'1URE(C%L3  + WQ9Y.  '3:9*%,53"V38W/;#J74a8l6X);VB_UU$<;  = :3A 
M?NB*GNI8>  + -;QI  = ?_88( J KMDQ<;J:1CCajVY2Z;:QNPXURI*1'#XY7.1%734 
M5U!2D<2A=5>I+\WN[V-V=6!53<[G.$>B8aP_\F'P0L"GU#$>6<TS3(RC=L'\ 
MaAC(FG3HOY*'A##K);3-$G2?;Ca_HH0P>LX$BL%U.$BN:[:BJKS9TON:+#O7O 
M\\C*R8HS4ERE(0BWY5CSFW*/'F/>E9JQ_)EIH9$S''KQ6NWQ63*?H3G"-0E.M 
M\3_S><V#LL$_^V?H9l3a/C1K_#C32SI63TGalL8G?\)3_R%3#*a%78S:H^1R 
M''L8T%GM' A,810QG?_0?XE;  '44)%MU/\>$LI"/4RK6#3%0A.\PTS6#W7T)',E 
H>1Z\R8GH?''\%  = 5979R%PYYB(572S8W9a3''WOa'6CI-!:R"Z+'H'a(J38W30: 
MG%1'W23H.>F*aGD!/GS7''8[08JVG:,H*I(I5ZJEO_(;IHS%4+?z:WCDAKTR: 
H7F#!004='a3RNI'>DQ%0[S;"AP17(U0X71VID*a^XFP$%2+NT;(1V_RF!LXX 
M'3:9SF_DXJ'7O?")F.O0BaH29LA:!QH''JJ*8M#8C8\PKK'K$//?N?67\N2GO 
M+JUE9-%EIK.+<0=6?-X14?^>G^O'*1EUPSV9jD_)_C90CD(_OCK<DYZ=?:.G 
MAC'Q(*C_#'O;[;=0:<>\HD>"B_D':FE>L)Y#8<OA%m:XO.>"FIIREF.YI73O 
MINA"NQ''NGK2KF9[  + -Q[=7''3  3CHP:0l31>6CT;  = [ + SK5'M0?%-''865-TZD>'‘U 
M '_AR? 'ORSVP/ .>  + Z /WE4-N  = NB9V$T#3) ND/7/3, B[A5,A1 )CZ(/KHJ'a8YLN 
MVIAl28/EKW'4E'I>I/QHA8KL''Z:91ALY-<P8K+8NI5Z:VYW\a!0YT983EUC8 
MK0EK$_AK+60  = 9aT  + + N3)_1  C5'\LR8BC38R-8-UQN  + + MIKCY<,KE9::6VH.)> 
M;8M""EC<>"Q2F!_)'P''^VFH,MS)33NA<835.=\Z<N4I*(N8?\352T^#$E$H" 
MA\_6$#>9,;+D1*SZB"O,W'5'=;a7TY!$TE?EEK3I*NC/J)I:A5OO53X-095/ 
MR#"S59,QHJ=G(*7W%N<\HW36*;= \V_A_6HY* !=FY:HEC?Z9:-=\$3,WRG_*# 

MTZII#K-<Y>?H/6(=0;%EP$?7/*WXD DL/ :FLZI0-/\74Y3_BPM9\?<+GL%/ 

M_33EK_T,''%S5Z( \PGE=> 'YT=aaW8AB9TCHSQTH6>#7R0=.QNP$ZZH*;WW2/A 
H#J!P0$DNR!U8:K3JJDU>E/WFZ>%K9Y\!E?#=,_*!>GT-ZF1UL6KJG8WG'7X8 
H0P(\H?''8J8W  + BYF?3%17?KFC  = ZQYRA  + 4TD0W#H3#0>UF\''$F\8/Z<*4,/*9L 
H18S!CN3<%!U_?.\?'I_M[:kV2C'E#HCX/T(%_8N:",GETIE\IZ:c.W=+A83B' 
MLJE633O0TW*WY8  = 8DB  = SBI / MW ;_2  = S,  = C\KQX?:)WLLFH5/H8<7_81)' 49811 
MV$<KY0Hl#NTS:G')Z0"79X?:>_O-DR:8#,LZ695*I8R/+U"52ZBR+2XG59>n 
M-9L\a_$5_;'IT*;+*F=PL,9'‘;_G$S59<MHS379FlNID57!G3'E71?Ta5E!I> 
MY>AL#SY??_7\KZY4J0a>S+[PB?K?<R(L98MN3KNU^aH_a9^V7R5a-)YK50?? 
M4'D\VVV"X5AU<\:H\)0'87/0\#!TV"1%+/H#(W,"S(;T1;/YJNV2D3*9?P<? 
M\XDYMZU>N)D3T!ZJT803BBN7%*!Z72AGYMU-*PF3NU5M*WNX0;-:tH:V*NV- 
MNGRYO0NHL5  + a = PajE?YUC8Y,;0EWXS  + NN  + 6ja!#UER! " G$G KBV PK_ H F 8 . 0 + " 
M<ME?#a?ZC336NH##<8%8Z7\_WZE#F(7J87:?WTFS_01 6JWGN?3:/a:.='!?3 
M?a,*:\H?919$$P;<LZ/3H#"N42OC'$2BR2Y<Oi:C#>  = 0)2!G03;/5*O8X:?K3 
MUSZ9P"LL%=3/>>$D2?CRKRXN\.;'56Z_''0GJ(I3J97,;S_K?IE"+,X84R.M> 
MVY*EL/Oa"/2)-YaGXRJW<973;338U%440V-G33JOWP3aDX80?H+_;,O<NGC1 

[;tCHK:9ed3a49c93326dfec818eccfc296f8ba05ad7ce3332b92313e968a3428736a25033 
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H/::C'7Z!<_<NBA9XM$CAJ$N//;Y4%:+"V6ID-'OSB4c:q'DYCXZBW;SIT08I 
MW>W'A=(ZUKJ%G_<KE%)+L_nw,!*4CR?CDU,ZEH,OH701.8L):(X%B_*'+CU7 
M:6;.N  + "aW(T*''B$:K,SX_  = Y4Q  = 5H/T[;,1<HT"\<9U/.$ZEP6DA:<B$I7D")* 
MB7D]L*#P'<9! D?U8  = >.1 . 5 ' 386X9 E 1 E : 5 I E$ . >9>2 7 \ 6 C R$Q ( H 9 3 + 1 Y0 \ \ T + 
HYF+PJ=:R"XA<84_GMB;'/e:-5VLI51V*8T<A0SVQSFFM*/U9NJ3+Y#*FDR:= 
M)'?X)W'S_?GY\W0L[9a:,OYT/*T!9D,EETOE'R?3);\:M7Z%?Y/JL34<H)/F 
M"6<B\=!R$_RVOM7:(%*%53"+_$GXM"MV)G0/HQ*'?3GH\3F0?R6aM48Z"NH2 
M=-TTT#N,CIE8Ca>?A.RKY\B-5'U6_5%''KA36CN)37LMRT#?3:4K$5\H;P-ZD 
HP ;6=/*>NRW/9#^1-J->:'3V'YJF27SJ5XWKHRHWQ8"2.QT90LCIV\ !/'-!-$ 
H17C]"P7Y!E?/K*U0aU\W7$FC'2LZa*QCU8Q1;8X>1?<YVS;WGTA7_BA8NI-" 
H2aF<9/Z+!U**\X9IN_0C**_,;$#'O-*#8X):8%J+HK2.1FJA:!URC+Z/V7N\ 
HT9=;-N1'PNFP0<4XC6_C<_'VH*2NRQ8B)!=F6;##/R19I*QGJY:CW-IP9:X5 
M_%?7Y=C';\FIB=4.5$\_96P<N."JUlaRXZXCa8-Z=:Z<8ZT"KZXR%,R5a5P$ 
MYJ:1H9'D0?XPZ+$9.U:5GJ::4'#2LF''V9V0Y?DAS!KTCY%6E(F9V?\.7>QZ- 
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H/0V%H($]2K6"Z''5,3Z?#IDB5h:yQH7M6:".<(ZQ9XHZ_!''9I)GU$,JT1+,Z, 
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HN5/:P1#9""V%8W/2BIUE:0CXD/3DZ<i:VR_J0UZC(N''G:aN8EU5DDZ.W,6UN 
H;._M4K$J7TGZ/:8*''_>aXN)JW9R\/Gi:z+=WH"\1H*ZTVH?152:7Z=-=JJ02 
M*'::6/MU'6:4I^V3_5,>DS$$Z8NC?>D?N7U_NYWNC3;:)IN;=BNL<50''G":X 
M(CA6-. PGT(7#YN"4I5 : X J <K«G< . C , W_T4+ / \ G J W4>4* A F ( .3"UKI\F)2B98C 
M^D8CU6B%83SLVIW-AYO-5TTX0LU-XC=9aYVVH-?VFZM3U85P8A3FG%YKV)G+ 
MSFH/<75aD?^<KKER_;,FF:*\8PI5ULU=3(Y/FX294N>C:<a$JH:TW4K_'*Za 
HMHBKTGRH"F^a73F7T!/76C##BHOMD:(S-*ZY;a,*BXK$R53>"DR-U^UU05O 
HRaA=A-_'EG*$=HZSX;^U5*:\G'>'2H!%6CY5W"T\JH=DT)X%=7'%ZF'RN9C\ 
HU^0O,6-<A7ZV0//HN'>  + ''L8<3':EKN%\7X:%-UI*ZFV-6V  = E4V_2KEC>EL9LK 
MK*_?3IP\HWZ  + Y2,3C:%B ' VU7CYI Y<MV"#A"64J : ! F = * Z " $T C a= ( *# Z RT , ; 3 6 
M>$/'aFN7$LCaN.*>\0.4(!4Z3W,K'4a:'G4_*HRai/(;_748O.\1H^:/>+(K 
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MLV\E%ZF!NGCYEYHX$(:V_SI2P2UZK&CRV''T3*<=T86,DFK??A_A['-RU_H!& 
MSYV\>"E7PCB: 6 W3 UG C % W S 8 3 8< V L F . C> A> 3 M 5 30 Y C , 6 F A V . J R P# ( ( ? , 5 X3* ? L 
M3=P)*Z=M?v:628a0*_?XS-a,\H3-%''a77OO7;G873:i.NSWU0L-I.Z&3=9CL 
M'RB3)#8DQ_i:i/"Q8NF0A'(W8^9$4CD  = i:_)SG?'W1<-IF4:#<['WQLR!1C84 
M7IF;%P5CSKFY:(/6)CT4GZIR93)O*:8069:^*055E"C4O.B5ERX8R'G(64)/ 
M"8=6E\DD.LP.C8:pX%=B?YX5U(/'H4V1F8V,R%0Y7#S:J;\V)4?6?V-A''81( 
MXZF?GA7$'Y>"0CMR8=T\X\3?E0H''7ZBDP1TKXH!*"R38'5-12P._-K8WD%RQ 
M95.1Q1V=Y3E6%F=(0DO,<>>W86\-!:h#/\M3)U5,IZWV,K'.(?EL17F8=79_ 
M(K.L_/CYUE>#X9/'?IDFP<=]_'1CQBTVP0P[999.9%3(*96V-)9;>NI#-$4- 
MO<CYEC^''!H-a,1MM/-%,.1_0><'Y(IR=7_Q*<R_I54O4?V="QY$YAXW6P*YJ 
MS."I<9JG33J?%i:(R,Z=:=S*S]T0908S673'I8'NQ:0P)'BM:X5<FUC9U,8> 
M8#59Y'KJ;-2BP:B=,L"aR1C[M68*%_7;H6LXU0\"11;$'Y?YU7inW'JK(CE8 
MX#:QZY+[B7PP</>(Q$;:  + #UF-I.  . 35G8<48AA4J7% ' E L6 , WQO-R / U K60KKP  . 
MD;IG+JB:*2!9WNWV8J8!:R]*)/*)8)D-'P'!WZNC?N_''HYP4!>DWVL>CSIU$ 
M2>/LT,R",]0OSP:DT*KS7:J^R*CFTZHA0>R''%/a2F8?Ka8<A'laKW;S6ZC-# 
H%NG>PT%'*G#/-48CIR:5S,81:>#.L0\Z=:FIMGX[1HO%VAV^+[%2$19''9!Z 
M++2>JX,1?=BI,V:L5''A_;LMa^TE_C<9(::F)BC!!FL+U;#+CGS$?L-2/+>TD 
M.,BD3"!!P_0'?_SDGNDU_8$1#_2$#5R?;GN.[-2X2\R*D)X8=4RMUA,E13_N 
MCR_L3IDR"U"SL32S  + E?SP45HZD)2N8G  + 3C5  + K2LS  = ?;  'TI56''(VR/6.)$>''D 
M3E8*RHNZ<5>0D)5IBT6.C:)*$D2..6IKF?57! *T8 2 C 0 Z A \ H8 , + 3 ) 028 W ] < ' P 
M5!F_9PI>Z+?/0Z+5a+XS53+R3D^B83*G'MN)<22=>9=MK*Y:KS.\B?#/-K3_ 
M"?+!]'WEQ"18:_T#%T6V3S7I6<::<'3\V"Q$?EH1/C0>,GJ(Y7K%-<NLP/7H 
M:785T8FKNHaiPM;Q8:40$a>"(GR#/3CHE-'Qa\+9ZG8'B74Z: *2F : S8=-V'8 
MHD2_a>6*8G ''OR5-)P>=?]3SGR0(-MP%,Z;;_KW'9C7,#ZB>YY/)J-8Z?Aj: 
MD>X<!;5:9''Ea2G+JY=))*AJ=HLa^H''=TDE!=18-4)C0?X>QH!84NYUKO''; 
MH_#G'*M3MV:9#8-/P! / J % U= . S ^ F ; H 2 H R I< C T* W_ ( *<7- : ; : 61 08N : <I . ; % : J 
H>9,I3?1#T/9'_?4!Z07?HWI''KCOP#>a8?8M<8DG=R*#B!5B//A5Z*+97!*7* 
H31NJ3S-%CWYT85CAN(<J,]G5T<C\L'2>+G"_D#W5C1TTNaU3'YURB*)aHHa+ 
HL=!KP>%:\''‘R\D$:,$/H!1AT.j9:D"ia_?IR0UKEZDJ5'WG78_0TM-<^+*BL 
H%UI)=T-06.K8'X^>''ZM'Z$!F:K\SC#CSHB:FI3I'5_NF__)($*J91L[)HT:G 

M.''"N4BL^UYN"U;7X7JUF8Z8''**IV (*RFXWZTP)'U!EIUC7a-36a-X7_L.C 

H\T$68#e:8:5<.S07\::,)S#'0P5-W_HE1 )+MZMS3H\a?FNU ._9N_S\_>0NI0 
H36\N=;=d:OR:SY6:*WA#K!.C<LSJ*VJC(?WJ0U<JJ'#(/,5LAAC[WO3=FO?D 
M?16M_0.>9;2:  / SI  !6FKZ''4:  / C E K D N ; I T H C _>- C : KE  . *8  " $ 5 X \ U E WOK  F ' , \ X , 

M4-?>Z/4WD ' $?R ' %0; (-"28847TTC, /R  = 4STVX;:i3E4*[%//3<_' W97  / ' AFI\ 

MT8D? . =LW1 Y-T\,U*A6WXNWM#U( "aMJ9AWC9UU#IJH0TY '91 BE5VCM4: /_0K5 
MB0B'/_?3R"<-/C.5.NL6'S<8'TZ:8TJ?RHFE-AAL.7W+6'6W8L.800%HJO53 
HC004-+DMCZ$FH5;7_W>LL:zRZH#S8$E9L9T?T>I ' , M ' H RUN9*KS 4 \ 8 \ U X VV8 
MSJ]9-W7<NZ2EX3-_a^:9=P)AFD6X>J3,:3IT5P=_; 'J>6E?GWPC=''C.0"(X5 
MC02EO_#._AZ:LZ4SnP' S : A/Ta=,CB8aPRYKC]F-T2jP<' YWMMF58%:6T?7I\ 
M><ZWJ0AFalMP:N9.#_>9>u:=!=T1'LSHB=:''-2B*ERX_WHMMU\5!7)2CCRJH 
H"8HD7ZPDK'',SET  + :y>  = N4E2$$$  + 7::!DCZ$7_:1E;?2(KZ74DJB7N-_68[;\/ 
MS?BUFX/CE:+P*GF;86FF8$H"$7G+ZWH;6S:S/VH_#7C:Z:K#V(U.!B66!K>W 
ME-AWE4l5/CK=WX/6E8'FD8'0\RC-W<W'\7a;B7V78L#A/C.aUM9P)"D2H_P[: 
H(7>SE?"=Y=3Z:,.96J*S<')?\E.03_W?0WO-%4,$#UU>=7.DES9W37KE7Z<\ 
Ma_UV4^aA5)6J5(8SLCH,/ : VR:F+05'?-Y5T''\V=:_:73YF:"T:<B!ZU:WX*? 
MH.D%C75;5,ja4Z3TC_KS66V_?.F/\09JH;;i;;U9PE9?\=PVKR:YNRR:*KYaY 
M?TLG_IZH?U<7RR!:RZK18O"E0N$K-5T"PaXT%/];5TYUA-G=HY.3YJOZB_JO 
H*;V5:)70D8IPW:+I;v_^H_TG:8AGW\_S5\=GIR2N_LY*HW=6;39*0NAFD49ZV 
H>H(*]4?(WZ+8*WLK. -8_\A,:?: : N8NB$^6Z3:'E_Z:*5;'U;H5HL;6)''[>C: 
M=_7/FD*;)Z>G4SUW:BIYD_JGa7:_YaSR<+/*D"286>Z!a8ZJDSH:/RM;<:EG 
H?D,OF\E)<H:H_%V<M0OPa:,C_R<)-I/4_>  = 2;aZ/I''5.8:8Vi:,_04X'.H)$6 
HRNT5  = ?JYR>DI:'Sa,3C;BH\  + /IT)ri-<$H156"5:AW.8/-CDME''a'aY'II;\4 
M.R/W8X+)'N36V57_()(0O)+B5a)D'N=ZIJ(HMM6J]/3L!7OLaSKV2''>6+H^/ 
H(2E;*SVU:3S1-a9)#%Y>S8D)7ZP485X9HLAV:\CV5IDD_a/G9B?'9R8F*W.2 
M5JI8<,ARRKA)A7?9O!FTX<\M-.059(:R"2\U"_1  8_#  H H R Ca7  J * L$Z<L438Z  ! = 
M#0!70:6=Y0;)WMG4IXNMC6SEFSY0Di::2<*,N'S^1/G:66!BVP^R3B?JBava 
MJ*U6D788YV  = C;_?T  + #AMT:TT;CVAAAL-Z#B-0''6\FZC5''2/LL2G-T)EC/X#Z 
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M/<51WS!:-3$=9V=!*09CUJ:98'%V1>97RI:8GG;D"G=G/MG#H/&C0C?EX/*3( 

M4&C,%3:;  A \ (LWL&<7U1  C/KP"??G67G.  EFN<  = /]aZYL+1  ; C V Q C 6 Y X P>G  PU  , 
MKUI%Z?T=E#?Y68R<<(6SP)H+]RP/0&7ZT$Oa86PVFX=[AP4-:QJYEaj&CDC$ 

M'  = .;Y:hG3**##1WWW:S5N':/SG2.  P%7X  J % S / XT8  J =>  E Z & D / / F 703  ' - \ = XTL 
M"Z3DV7<MPZMPV6KM?LOTY6W698R(UBT"Z>a$]BN0a?*(aT.2;XK7;KZ-,F<3 
MWF3HX1IK_$KK.5=8QEU(Y:F5&_ELRK3(;&TYU=C+1FF8GN'RN7UR(0T4FEQ. 
MSI"IJDHS46<aG3%9D666V%LBNa"AELY?YF>%,R?U$EDBZ7GT5UK))I/DP#\0 
MAW'.\YRUS<5DW:C).!EE=C^4AW9&]0DR<Z-?I:/IGOI/SF\-!\\?XS\0*5TX 
HLK)3aEG)5%E=%:5U0IF/HK*6N!G4:I$>-AA:8EK#''E>#SW=&'FaiaD.QX$8' 

MK68+>65IR\T . oaJVAEO#UO,MY;;)63NOOBJI‘2/3^>E/F(88FAP'?:_:-'/> 
M=K'%55a)!)BMYD7WFS_V2*V1BR_-'aPTV"3\EKSiaa)330':5/-9I"A)WX7' 

M=a0( !YC3WD':+/VYH=MHREM(8W81/P"G;=;/>TS:7;_.U:WNI0Y,:#\OYLH^ 

M + GBXMa:iNPRZG  + S !B24/^8''US'=*:D.A"(  78  = 8 " 9 . 1 , N8  " aN  \ '' 8 F_a  1 M83 
H#XYYa:8SW)]a) )6 ! 0, )HFK-W42E?(:44S ■/HUU7F>9;7N"__#KS"7"8GH?48 
MYZ)R,<<7Ej:><(C+I#>4H'BTL+:+Z1"83P_87C:BS/K8,+P:Ea9=AJ,W*,-] 
M75'Ya*=<J)=<(RY48N/[ZCU*S_]7K;_>Ta'Z*C">:93(#+X=5'!,U?-NIS%= 

M. \(:?\TC+-V#3'aJEG)9a0YZD*>7U:9TVZa8'4=?28*a#CGUMD\8KC%JC<AG 
MZ'.T:H6T-R/J=>/.U/7$C?5$+BX-_=Z+BL8\K:"NB5’"?5MaX"V'8BaW6^B8 
M!:^X1.)":>K85Z'‘::0%,N;CR#8O8$!5*!' 0-9GG W ; , R V> D+ ? !?).:<1Ta!X3 
H%2a_3)1%J<*6"0;_UP>Z'S$BSEB/YSL\RW22aG;:Y;$4OF%<*Ra-9.!B/#'* 
MaO]5i:G4D:FR1  ;<5a?B"7F(00  = = 41  7N  'W6)T830.,;DG-aYN*H\CR6a:8I8VL 
M5M>ZlEiaUC+:AJ6+02''JVFa\8Y7'F3#.D.OZ'K:>1J8#L\.C:WVUEiaSaV'W 
HE ■6:e%W<85RXZWCB,CF<_J .U*0-SEE=1 ' 0G077<3 . _E * E ; R U Z 89 Z R H ? 8=G Z 0 
M8-8# :=*3)Ea7aA;,>RaC$2(a;*L"JV)!*>:a=J)!X$:9AC'JB:K:=/2+ILB' 

M' ACKFEX ! K_U ( 7 ' 3 V / 0 / / S , % E ; n2 R* 9+ A F . U W : T / E<TK/+S 6 F _ ?a_ W E 3 G L D G ) 
HD8)WX_*aU>_48JW6F89C70%V  + /T:x\RBGT(UUT4HT?Y-TI"WE/1  : Y"C,2  . ,T 
Ml N02WWS_(a->_)8FX##C : _RO0C K6- 1 7 Y7 \ ' GW*CU!OW$/)0EUG>T0U8a:R?\ 
M><.(._SW)TY:5>K2E:/UGW'L'6_U<FALX>Y4Z_SGE,#0NV2a4)!!;EUP(2LV 
M-ST;8:RPVPT.UE(<0N=,6"'aH,>K' ) W E =X ; TXaO_>a- ' 3 ? 0 V ( U ' #UFNU ' 35% 
MI0ECSa'4-3PST8\G5P?=WF"J^HJ0J>>0/Y:/N81)7N''$. : \ ; L=T Y F F # ( 69 
M?P889::/(GW58*=)7JCVUN2)SB/7N>;SI?>TKY0_C#'5Z_PW!W%7!(7<Y6*W 
MZ.R$1/E?\?"ai6.TT=02VFSLaDK<(s:!BHS8"9DITG%1RWP0D8_S3K3K45ER 
M$J-Z):>R%%MCR795NE('‘B:jT)0"ARE07:=Wal8Z=#U"WXG>C#_1)^T12RVM8 
H9LC,80P?=\*1FI!!SAX$?R''RPT"2S5/CVBX45<K'4D>-K.\:P1GH'B,ALS-; 
H,J)"JJ1.0E?3;D%388V!E'TEM''J>aaNH+T\P0EDJ2+,?B-Bi:"'8DW45!4I2 
H: HI ZD6/03=2__WD?EWC$9'+/?H)WY89Y?:?E_,1 ,*NXIX2L99ZY8L4"9U6PB 
M\U.-0"_%U9R:8^'Y2FP\"AE;"5D+,1VR;D::+S.EH!93:<:G/W*)J<E\'LW= 

H.  \ /\ KZ G.  #4 5YAaiaN7#''JC<MXKS9_PI'E0",_RY<S2'F, -$3550587$?  !■''$" 
M6P'_R<R7ZV81 S/48HG#P+>AX8NRJ*S]NP$aR8' 9U .38N ' 0*) ! \ : W<=)404JP 
M7L+,"'ZI^6JE5T.W3''aCT#7:83NBLD;)4B+".^LCVXN"F,'*2%;B'!*'DH0( 
M%-_TW**/D\EKK?H‘'X<=I:+UENWNGAV>3UZHPPZ?K;AZ>G>Z;PNL7F*:-!?P; 

M\/F  = N5N3G6"175HAN_LE<_(L)>N''G(6SN_LPVD  + 4A0:  Y6F*''HJA;6G  = %3A;: 

MMFWJ*%0_V#4 .36BJ  E/Z4»#  ' 1 E N 2 B*G  L + A ? * ; N4  : S ^ ' G3CGWIEO01/T6H0;W 
H495\UM3  = E5\6-(  .E(JS.:n/'>\  + ]BL0?U'  E<_8  3 R # + X0_'' F a'' E ! MFBL3P03F 
M.a3'9PRTOREN0a*8nELSOR:=ia0’C.Y2WX%S$*-r"V^HN,G?<''T  = GI\U73;/F 
MZFL+_'  J\N<87''9:  Z2E77.  V>EKE9EXUR37$KF*399‘'E8JH3I;"N*R  = + 9;>X'T 
M !-aL63_1 ?63 JZ\T5-GB_+?-><P6?E9XTHPFK=6FU#-UED :+5 :B'HFFJU(/E0 
M.T<GNSO;9>_99(J%6BVME-9*3;A)Y6_O>N(\J0Za3>9ENR^W'U+934%R?:=B 
HIN.5ZM1E8;K0D_.a2?CCA,OE5?/IIO_R;?RT,ZY"A8#-((91I4VI),?GI5/_ 
H>_0;+W?JGT8K7)'9U1R\5"_A.VU*HSJ?"3KR3'H_S^_D9_7;8N(28EKBRFL) 

ME . ?XI ' W*SY>">Ka_\03EB\TEM''4R7H0a_<1 =7 ■ 7EAYH-J*/, ■4M-._E?J!W_ 

M,3NH$^6 : W7B-O  + 9 = 0 ''HG*US5%Z#83G4XSNWEV9"M3W9  + S3;/W)S5TRMFSL^ 
M(LT$7X5FO0*8+NX3,$O7UFE#J_MP>R<YT77\*Z9: *WN\<GA\=*AG#Y42 : *>K 
M9#E(<W8W5ZG4WEE=3Z<=1N<I0?;ON)DKTD*7CB<(96N*JMOHNT:_;R3>'NBS 
MY5_70<  + = W0  = G'=_3);S1?a_<G</79V>E1EA;MIL/Z9U?-;;%CA\  = J-i-I0K$'' 
M?=KVaVZ98;^aYLW>a/?;IWO-3aY,T/93*<1T''B(-3?(R7="S48'3,=#GK7.X 
M2M\'//3'''+YYYO=DN^V?I9\3:R$O31J$OXJ8M,L52M4X2'3EM\60P'964(6# 
M/OaUV/_WPF2_K8(2G-30#1>aP4,61B8*^61XIA<*JL7>Z5L<!U>9C+3N/7OR 
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M;'B.P_a0_.*'7#!S>8P*"G''1I.M  + D5?B61Z5X:6%9YCUN  + W = XE[:Q*ZIY2QL; 
M(FZ,C\5T*,T8G19*'(':>-;>_J4LTASK48#RPU7B!U;6I5RAK\\1GC%W5KB1 
MIXR'U!*3_+9'CRK/MS!7GV\W?CD2HOJ2W*''AL-W8;Q9',1>(*)8*::k.0<A> 
M,A4,:0;!7UUPC(*:+1\PNRPR^(RL8\)0,=8HE'*P$73C.2FFS^#52XTK&U') 
M]N?4C:D4LO$.2?%:R.WZ4#/>+L:(UUIUaDK1>HY8<NDCTFX3(T0L8.^6)NWF 
HRG(9+YFL(^F>QSJCIC"YL*!4GO8_?_%?X38>FLZ4/;%W0<JG><NZF?T."H\$W 
M3^"'D'SS%.KXE#XA-H-<EH$0D6a;E?/)CAXS_OP:NPHO>'F-C1CC;1V7_:CK 
MX!\S(a)6  + ><N/  = K = ^1/>;i:,KALL(^04[:  = #ZE!  = '6W,;GKKK;WI%V_7-(T<B4 
MNRS>6EKG3MF_B:WV_%TX=P2'_$C3>CGTM8?6L1PC#IDIY4:W4*J:'p:(E0<C 
MVMGKUW*)YR4S03JQ3F"I%::U8QV#25.7J*=K._%E=)1.Ta.l9l/Q'?])"6B! 

MO ■220LPW72<C#0G5">WL:Za;8ZREAa8=$/.R:SL;Ya#S=BPC8-68S!V094N 
MV3D1HT#)'SRK\5;+'-KXMUG_;U:M#;<8aRWIO7[B*0LTZC:C*0Cl-1IN#8T6 
MYVK+_TW<VGI.YC%GL?'6L*O90RYO;/0'K0OMH9::#W,C)0==OFP'''8X+ZC<: 
M$V[V,0\.3F71)<HV8_8+ED8KW%MZ5D9B8Qa95QUS66,\'aX*W9a=>4;\30.: 
MMQ]]'?V6[-EO0NY/.aP=:T'12RSI+>0aQ4';5._UACY3TGH,6JOF-:Wa80_W 
MI74C6KI*V<GUH04/,S)'NV.R6A8("5M!,8J5*292q:!(%VXA!8-!8MPOK-9, 
M!<+*P(a3,S6J$8/JBPG80]BGF\CN"J/*aB4L.E50H_:C#J$I\W?J6(YZEa)0 
H'OD%5D++4^*S);31;609):3W8;VY\07YQ/?7P:O(Z-^ZEW>CRFAY.ZTH-:>R 
MM  + #<Wa/LII>_%5N\KQ6L788:  -/38UL# !<P  = R81  PZG_07J+W#\#3G  = H5C>LB9 
H8$8"1NB!G::WY?aW:-+=I)=UI.+Z3_8#6;GG!J-1ZX#/%AEW+;$?X()5G<-0 
M'!;T4F*,1;B7aUJ'*S?-;DHJiaE/*T*CR.HH875=*0:a7XYXOXAI(9>DZ(Y! 
MH]:SC-\E>GY'R5M$X'FG7N?4$LPM73Q>[X'BHKNF/p:0D8RZLK\EV1>I;%$BX 
M'=-<Z#C,K,]Z04?'LACNCC7>H>CDZa6H6K+=^U*U6X%#GQ3]%'C8+)6J'P7_ 

M)  ]X1 Y01 5 = 5/ J IQ* : _) WZ$<<%_KU<Q"%IK>  + T%KI .''049F)DP-;T:Y;S_D?%_ 
MM>_R-Z-;0Y9W.l8:=*#/HS*$WU<''$U1FQRY_4*AK_8XIT;a;*.ZC'I1W!Z:C 
HFXN->L,FN!9:Z:DWV!O:w\'''OS(O90*')a$OS>M4QKC8V28H";K2)."46'Z 
MC-.Y1?*;C=8JEBalS'68;QI<G7(E8\5W'702(Q=XI-D)>28NY)B*:QN,"M8: 
M[?JQ:NC7%J7+^"'VBD)P'9>N5#M.1J)7K#F1?,6_3nCB^/XG4(H8H5JE'#0J 
MQU?6_8CK.=8?N6S<J/F1L6!-D'2:_h:.'?0Z?WD8Y''DM'':9_  = *I:_':Z67"X 
MIX'?  : SR)  J ?<X''VNSS7C"6<a/^  = ^W4 ' . \#$CDQ ' BTRBIT89/-.-K_V$5_'GU- 
M94I<W"MCOPQ'NV$UCF?09;'I^V8x:%/X='<4I'$G7/G3U!T':U'*K*H!CW+$ 
M.A#.[aW<T0>!TX(J\L'5N-:3VL2M?X3K?B!'<XP*87SY'9?UQX/.H//;=:H=Z 
M;JE;)CAWF<2V18*$N  ! V9#J+%X8I5O:G:3O''8:=A8X,/;4AR0P*KSI/D8,8 
M'*]RXFJCJI:%<I:h'(4#9w::0975-*KE3;6J/8<5'  )M":-HGC  ! 6(#S5V3<_#>< 
MPWYVP!4-WC#a8'S0:7'$‘'(’5/i;7"NLFM,72K?27?T>a#">:3I9CBRNT6"V3VC 
M0*L;ia[39QQ]Q6,M=PBM:=3"GN%/,_*?',QX:LG!ETP2BQL$5_CD8A-(=WE/ 
MN:KJX?%OWEIOW4:O8NNX#\JUE)56C-BUVKJQZI5LP'''%53E6LG8$JAMH0\I 
MPVM/M:  DU<  + >R7FQ997I;B:  *LB  ! %RL#<T%Z"  .FAWF#_XZ\**G*  + GD4YC)8*876 
M6E\S$%.;K:8*58>C$JS:xQU%:?:1-86YE*,BM8S9P<A'BQL;>KX_4#(7,\E, 

M = 6X$0G# ! N2a%8H1  E+'"K?K9aR64_iaJC8ND'$6N.J8YC$%  + *DC'>R)7"<2PQ 
M1B*8$K,-Z*N;VVa,8D568;?NH\%<M$0.Y_aQJ'*-E$D4*95M.34T'C688$)a 
MM:  S ' , FXAGi:28''6%S<Q'  FQ/  + -!NCB8SX>*a6\U0L  = 2;\#.$!$!997)/"%"YW: 
M7#X/Z/MI3ZS?D%a6R!’aK(5SF+lRS:sVEC\7:.KH#48C>7PP0_KVS\<<J_^V 
MOSIGIWN  ■>\EKJ=  = _P#\C  . C[:;V3U1  =__A1  %EB?:/?;  J4S  = C — /NX*(  : S-DSU3 
M>1_X>6H,!RHEVS+=Q;M'4G0_)a.A=.I2_JU(!/0!5FDN!OG:'SNF^V'7W#X_ 
MW#MIBS$J/;7>!?K*JW'':QJ/P_  = 5P:9E#"ZG#RHKL8.%VDP$8+L!<?G9WKZH'0 
M[/>\O$MM8/2%N%)"*L0\K6L0DG>E(W\HU;*\IQaa;/<:BN#a;_J9'K''DRQ2> 
M3TV3_0#GJWIXVMXWL*H4:aKCPB%)Y$IK<GG5GZZa.W''/58)_OFZT)3S39KD, 
M)UY>*D<+2LZ"ZKQ2AUHMU?FV8!1K-".KYW''%0A=QJ3E$aD7JZ=2<;1>AEUVZ 
M]X]W3Y0-(J5,GFUY'F>J;J;HQC8UJRK-/MU#D)I+UV*XGA8C1HTECU>!;N"7 
MM*RA#_M*ZSN_?]F1/]8;:%>3ULLLIYP*3PG9:j*H%1_+5;: 3* D9*0+=_ LBT ? 
MC5S0*Y>I#+D*XZPVFX2OGEWBF\7LC)R*P[;W'+085=[DBAFW(:(+S8'YE9$?) 
M#5*V"L:90WE>/JU_9IYE*jai%>jaQU$0/$0.R:8_S;LCWT?ZVB;.2TF,X+1* 

M = 9H'‘W6;aS894M)$  = = C;9WZ<,?EN<'9?'B9U0:<7''1?L1W  + -35W3>WG_UJO:B 
M.*C=)$P4Z03L=Za)08K0PDN<VM8X>.WN8F<CD7+1RHC'GC3!'.;9HHK3?W\' 

MG_\?1  988. SK; /X6(n:-\";<0MR/ . = . K<:8W#69SL)V?RT_YW9 !St;\XS?\C? 
M39L/_4G'6<%Y>!<2nAK%:[BFI7N?85/D<Y(U_ZF?/YYP:8ZEA^>NC$H'CB;- 
M!>QHR[?KWYZ*a2/'%N#;ZK7EC'2 52:NU#1DH]MC409'_\T<_LA+-?MD_U" 

[i:CHK:4093d8dfdd022cfb4f4c367b5a6b5c32ef971804bb035c4bd4d65b44d110a60f7:: 
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M!?P[_LAS49I0'9IUF]T&A'#X.V:9HR?)S/X<?J?8L?!M$IG1M;%\N'=VAA'B 
ME34?X*G'O1XMIW#2<L:W63>WMJG6Z#C07!5/?G3DCRK;!W6CZ<::!ILCTPWA 
MLJZF:lS0N>H/\K/z:?U' !2FZ2";*S_6CX+&i:N6<:C$KAJXH/7>$a*P*W_T?C 
M9\^LX: $U-:U6)>"D??N-?X$]5a=A:*V2X>GS73B=G-C&L=T,=4&ZN"07G+I \ 
M=Z_:/9KO0"LUY?'FM-IOH94VGC>H/);a:$&/Z.SE$;M-UNaO?U''>C+)*CMII 
MA'CZD9'C/8>"Q/C*X=GK<VVY:AUJ&3N1'^/!_>!\<K8/M=U"''G\>9XQQA$# 
M'E68!8XIS>TF8<!V)A9LYaK:JQC"+AD=7%*/=.5+YMW!X^WN+)'aXCJlMHHV 
MB16:_2aT;Y\=!1<Z,M*PVaB>(SIZR)9P%:8!0HTHR:WMWL/F*BI3''EMRC<QI 
MR*K8PX)TD9Y/0F'">DDZ3$&\*)8G::R3ZN)"CJ#EH2G'i:*_BXC(>DC7A.G:/ 

M"D(%>A?/_V0  + 8' FV?U20W(U7DU,Z0/'J<_3  : z:Ga>W\7XV+ !0HXO21''>MY0U 
M*9J+T,#%G!9T0EQ1=7-AA95-ZLMV+<FW:X%B(0]::a3A!=R!\_0M*FJ5L'/< 
Ma27R8G;:</KKNWZ-.!*-(QEDK9'%YF?3D'?+S;U=7D6C!/aaO!S:C:3WHS''+ 

M7\%G?8L  = U>!/;:  . T \ a 3 '' ^<  = 1 N ' : + ##,(  :Z08Z<SBCd:;SQ_(92P,-;NI%7(?Y 
M,TR4=G;;^WN'1WIRR=\8<RP8%aKH.+WT;\!+-X>1\7!R-)E<'KJ,KNF4+FJ_ 

MT8:_VTY 'HH6_H#XU4EI4 . H2Y0N$7</ ' ( I ; 3 J C 5 I ? % U W H , 6G  + F8 5 B-5_0  + -X$ 
Mi:/FG8F=+S\!\3/”aiH")=24?KJ5<3WRK28;:j'89X\;P_'5830F!>YQ;=54 

MU);X):1N'%#9CK*B*AZ< 0U;E'7M$S?1/-V,H8'K?,WU!+/E?V%I#=Y1V?L 

HWIASV)_A<.OY%O>0NE)*a9HJ=: ' > PQT3 E " _ N J 1 1 H J = J % \ AX / Q9 F D LT3 LM ? C Q 
HP+aaS/L(RB_3D5CCY+WC07Y_7?ZZ=URa ' I L#76= A D-$ 7 LQ# 4 'JZ.2H89T=?J 
HV"C,0_(UJ//.39,_*IGE0</-H?%%#S%N4F.1.I>MUUILH)8FGIH3'aS9X8XI 
M:0U$CW;P:3P"V1ANRYJI=T%A+278H"V)XS!4UaKYK.FXM?%Ha\XC,>JPCBQ3 
MR<6J-9$_K* ! HP">+3PA6 ' 67+_ ) MQS ( *+ : Y#H J ) CKK-_0 ! : 49 9 R ; N YT P<- P 3 Q 
MM328$C;09V!*KA'K>D-;:UDNCEL>C/QU6>3HU8"?WNCU_1E:3XRXK)P^__O3 
M'  ! HJG-388>F3$^W'  '.N8L;6I8  + I9?3RKK?>"OTH:0$KW-#R^M74H!>'CQ!W: 
H#+?9<PW>9^)W0*6.8S'UV#FG\X<,)#FV\.?La29M$J1D_CFD-Fa-H<1J#C$U 
HD49+(3402U.'=^*88U-E1,>'FD47<LDREM:_Z/5%8$X:PZ%IWWDa78RD/8L0 
M2Z8SNi:C3:  DFM  + BG1  />M8  ' GU<6  S>*  = R<  " H 7Q  H U !(ZK%,ZK8?X?*V0>FN44ri/A 
H0S(>*R?W^7Q<2C .+BRJHQA(1 :G7FX'A.C*6ALS\,;A56CY*A$A?QI+(:'+0G 
Ml  :>NDV(G$JH_-ZI28  = -BP>7a8%  'I?L''<J_K,C*73X  = Z^UPU/K.H$_K''S86/0 
MC34*I_43*HBD:QO9NA/5Ha.Y\'.R0);,91M\U''60W,>4.U3: I<8GA<LZ"GW4 
H8JF3'aX8WH+,2!U^G^..\M3F' SG 3 S S 604 SG>a=7 , I !<N0A7J : 83' ;_T-N/"0 
MI  = J I_\  + <GO;G  = #KB3aNX0ZZ35B.  ;Z48SP3V9  3 8-CE/a0  3ULN* ! 2ST%  = $YW" ! 
MU#a0K)B2,;,C,'MP7C=BW'? . J -#0 V J 9$ # 0 ) U Y#<4 / _ F / X% H R C ; N* 3 # \ a . $aC 
MPW?_H=W=I;$T\-L<7?_8*’_PZ=<:PY'*ANY?C00_a(_V<":z<;[;-1PSa_D# 

M_a2  . \9MR*V,\  ! 3%8WH>"a7ai"7>-0EB''(  F<8D7F  ' WEJ  EW  . 78'T\T%CG0W_LI 
Ma"7>978U8G89a_AG5,TK;a8:_X-Y? J*3F93  01  9HH/-F !6)-VWJ8S_X3'\D.> 
HZ5H8-PE>4HNCSE3 ':CX_0"K>'7COICGH_;/. )#RIMa''  : CH4\0aL7B !3  70  '=  + 
MOYV"5PH4Xa3$?VXDRFJ%\SO35:_6;?";?F_2!aS<6LT'0G/7: H"BW9L>+H_S 
MHaHL8M(''W%2+0TL7>L*<a+>aaS>"? JXC?-$9FCYa82?6WV*UV6CH0LNM1 A5= 
M2YXS:=NT\GD;?_a7_US,X: F;XE9a:%%0)C"$NY:UB38T8>YY0J>C>ai=_/UJ 

MW2(?%'58?\0=JYGRG74#_=C BaX'KU:K9N’JF(<2,U!VT\*=7Y*Z<#8UCH: 

H2/$/#) AKG . 9C+E"=P__FK"KDM=ia ■ ? 7700$' 526 P0_):4-jn\CCU853:CX%= 
M/1"9E9>0D)7%:C?>V"ZDY2U8EaH^IXS:DI$C3%X73<0J!'1WUW*;;T'#MCG% 

MNKI0  \ .>)=9T%0H>3l_WC_#GG8*Ea(N*''-/"D-P,?MK9CW0  ' W18A#BJXY$>//" 

MaAa05(ZT' YOG01 CLPJO*"82UX-I69aUH(N0LL\MNROCX ’ !7!$?\>0FC-JTa# 
HT?T>/-IX;VPTC.1AJ7S,TS,R\X_I0)aalIS>?/)DI,YR43:B?0I;3.:?F/JL 
HVN;<E*''!''0UG\\E;  58800- "W**;  = DT$a  + + 09aZ)Za.G'GD;\R7"*9B8'A(D1 
HCX/Oa/''J_Z96G06OCKDKC««2X_  + + 5%/ \V)U/*:  !T0SZ1VNJH,N!aJOJS\WG 
MO#=XIO/a/Y\a5T''?4a6"GOW/>:YZYFMU8C;SZ3LHF""81\ZWO_Y5L_EE\T_: 

MC: O,PWP13(PCR)!GZL,U?0;+aC  = *:WS  = ''4*WM_HCGS\U5aC6  = 6H#\7/86D 

H[)7. W#MT=U=75RBKT_,H81 V?''7THX,?N05W"/TP78?\\%/534_!_E^1 F5_;+ 
H4,KT_K=B_T$_28X+8a<E=8SWEG*87#"W'GCDNKG8JX08-':R+()a0!#711F) 

MSUS>IG  ' 8C<J_PE8aVN/#L)G3"/:XHUS_"T<^_/C  J#X%</W83W#E  . ''aiPC<G*A 
MK-3EUAE40OT*_<-5B. 01 :<O0KZ/EWU36?^"H;-X \VE?BGG3\"H_>E?T>4I1 ) 
HS4TWU=:_Y^(K$(*Y?VNA7'%=3%R078Y1*'ZC>X6;;E77X^:.!'EXSFD! AVTS 
MHaN70V. VPZ"_0BH*2J6303W<-%=\=3FKF*-Za: C*;;a\1>:aU ■a.RL9I\R5S 
M^=9X!E/"#^CCH+UK8UG6W-M+CBKI\HXI/,+V8^2!T(4(;aDT'/3Y4UW-aaZ/ 

MJL9a: =_=W' Y : WUR:LC*FC_D+' .3UR')C9SR4Z3ST':ZA+SC?VSUYVF05'+:5 

C[CHK:54a554d89269ef9134f2828ca8db3dec825554917b141313f9d59407ea623123833 
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M&:LS".VPMW0JaE.<LZ8WI==PBC>?;a-:PA$NZ/'HF%A%+:%<7Z,3]"PYSJZD 
M'%##OXFTP,_J=^!+EX#LRO'LXV28:SNB?H\ZP='NR:OMG1?UN]AB2I0TM/[Y 
MND%D11I)"_7>'\0.Q'YY!DDQT?B;;SZL&:'9ZA:S5V>G^Z*>OGAX''\YHSa;< 
MS)TUB/>:*W*L9Z;=EZC=_W,1JE:'4)1F_=G:V=Z!B5JC^YIIWC$_DK0U%R^V 
M=TY.DS,I'UO*?)S2/K3WNGOBMC^SN:/OI?2LY_1\aU&RO''\X*\U(*''SAV=G 
M_J8aUQM$&E9&Y-=.UUSE;0WAB''U7U/JMW*6/I=17#L_VB6Y_R"<CP>'aC10) 
M;VNKM:?N;-9?-):N:CGaR/YC9*OX^?W*X=$T+%.0;'9"XLVX0J]''^;:E$P95 
M_*$_,^FY7P7a:jL$6H:PUAaU'R:==\5<_39#$O?%J'a*?<J<M!_')0*=_^;1 
M\=GQ+JL$/\>C4R65:)ZC)X#D9%>C''=A+FAN9QD*]XG?*FGi:+B>NW</STXG 
M&..;]5"$$V(GASI;75S%0:Y!FG_5  + Li:  ' $ C S E " ] ^ . A L*  ? #9  Z W A L*_&4  ^ , . ( + D 
M0;^'-PC'UR;#D?K3JRQ#18<5'_F.JQ9_.!U);OJ:\LWX*>'9:*FWB".\?W]X 
MN"=TRXK17_C*,'\Y+?7''/*148582*ZaC;_S2??B\D4%0:'-#/Y+,'IZ>S9(_ 
MY]L$"!<wa\X;5aZ<^#:BLF_0H''/6:**R:\</'_68,A'BUR\DCS1L^='?0_\ 

M)I5>" : ) ,91 $: 0Q^I5_E8C8:%2$>; :5=CNU,8-QWE:+8aFRFA<AJ_<>DA*a9X 
M>WW(Ra8HU_ZE!/4\KX1>%Z)6=OS3/aDIDB"10#D6:W>6N8%^AO"8NM2Y>_:4 
M!8.*=5$Y8,MI>**PBV!UBL'.703SINB76F%C/!?(;9A6"K!NF5$;%*I$B=5O 
MFZ)YVUU8UMSF85?!168>UXPSYXS-5CTaSMURQ4Z:!08<C!8L8:Q3+K\9N-#I 
MG)C3/"$%'F_,O>UJ=2$"!<80X\Q>\'?SSW>:I^Wa!E_QL[-\2B3A'->?H1LL 
MJ506E$>I/JLYGI33:9T'"G5)Y.6A*7-;.13HL5R'. — TR;-"L*P>FCI[*8Y? 
M8Z^C-(aH94\SQ4):/\B0+9P':i).JP,G3.a,FKVXG6.N0H:9="W0TFX<'=)0 
MP-?'#OCa$R0D)a?I.#EP^:C]Y*/Q9$JZAO\<Q.Sa6U;B7W*-?8*Z5.N;T=9H 
M:''M7PU%k:"NI*J+,#-C=^"2P3_S'\FW+_XNVERKGH\1D./.3FZZW9125%JY' 
M"3JY_4>*Ll3N'YQ?V)8.aH::2G].S!$+3WJJ0$3YF)/65U0/+8ER,)TCPSGD 
MXA$W*6:M8Li:$K(*":8WM>KRUG#(90!)VD*86’’,0Z<Z7>0-OSYKa!ZBN5IF 
M*=90"DNCT+UB'?U#*53*:F6/G\#'CY:/,GB'#;_:n/%8F88INEJ_H"+^C4;_ 
M=*R*B($"$N>P\=AEUM5:=*OB;J3*76).NE9HJ:T:xQ8SZ;0_H7+"9\:8'OW4 
MH'PF\\QM]/N/-KY0GW#:RVO14-SG4;<U8O*N$',E=$UH546UNT:?*J,9T*%Q 
M)*6>R^_#_)SW-*?JFaZ=#5RCU2(C*'K\:!GQL_OTC''4%HQ>KWI0)1)FMH=3* 

M4Y1KG  + 7AU  + + _a$$*?!13/!/'L\YBD:.*\Q2K$7%*aTOU>XTN-U<)L  + 3aKN0A8T 
MPZBEZD5)Z7.SC%'D.1 . ! ! .Y:5$+BGCSYT_Q'KF8M:J"<S)E'YVCX]3+5a7E+ 
M8/(CU:L5:!+H'=A2$G(3Z1>_YFQOZ9F+SJW/B9FG<-F)(8**Y)CU#%0=<NNV 
M%^4D ' 7. T+Q4NGM)1 T+,NM*5 !V"+WQESH\T8?EWIGVE","B_PL53XX55<:t/A 
MG_*T'''0?7ZU+K4'?YJ9'872MED.:)3%MT!^[GA8HEB"B:t30F?*U+>H35W*$ 
ML4E<F8a<#7,Y7N-.314>.79!F!5E7AQF0=-+IM1C3''!I+6D8''=HS!1-!=S= 
HN!<J>+DK72-SJXX:0/_T(*LV)BY%3*>KT'I4"4CNU;H:8TF<GK*,8''8[]GMQ 
MD<UX$:<HEQ<>CNRTl8JKQAQYBTE7a8N<CG/a56:-FP8"K_SN.=_lWU,>ACKC 
HZ7<8K38U?S09*\A,'63*'''B$?5+%Y'T_7OL'ISNPS8/UZNL)_!YZ<LA2(;G% 
M/V-9h:n_=.$MWFD,7-;+*L8_Z4#S1ZE!KC>%:W6HF6E*76D#5V.H]_"B,XYW 
M3R-:z9HC*!9I!>QZZ-L*EU?VC6S8:yEN<-,EU_3:]Z3E\y:*(U4<J2N6/G?) 
M1#I'P=!''$]Z595/";W-L_4=DH5ABJ+N>K/C'(F=SA,_Y'0HCTT_1Z33H*V=/ 

H' ?50)2AV='6GV8EDG*'9-' JVRRX'-80HXFKR#/TG.aO*2ESa,:,HGH*aR>^' 
MSP1TU3KSTLRMV'-":7K:.C7*1'XC4UT'GNlD2?GLN'M0Z;DHO(2=EU/=#:=45 
MSW3/8"F!J7WE<KK6NCKB'V!''7AX'4(K_1JGKSYCX%YVI\CH:U:35^US046XX 
M,L:LQR<HY>(:%<KWE8V0?,)M:+T*VT9:z+QUSUD-"6.**=CON<#W;P8=aV=2 
MR0A78ia4RND"GY%P%_C8<F+G+$O03a''BS%B7T*F//?1K=7Q'+1<1!?MQ+R0R 
H=NV9TS'WLL*G'O5FNX%R5=!3*DGHF;'/)X4*KI1"*-W2VG$HLFi:6,>*S"_L0 
MM/:aBZ.6Y$<!)NCJ7(1/!'8+*S9X5G7W8A>LN!=*8I)XJ8NSGa?V8='':z(?2 
H4Wa:]a!_.V<*-RO:8aVLVXN*>W8?20L#NZZ7J ':2D:)NB0;6)Z,HR>.0F0C? 

MV;?\x:SHW  = <,';.#n)\'  ! 7 U 3 M A 3 XTTG ? Y E J Z J V ? 6^ S U8% ? KK  + K . D C [ + 03 J 1 B 
M2a\'a\2>IHWH4=Z7;ITV(JGS8aG=ZJEH6_.V'SLE'2)+D=9TSE_UWN7a\T*R 
H?G#'?\0_F>%_SX?\0NCK'S%02B38-: " I P W W . ; 8 1 C LT9 : M- \ 7*M L<X_U_9Ba 1 
H. $'-?*(  "D8_Z./Z<aY'+;3-X_(aS0/_GPX8.P)_3T4#ND!1_2C5  = 7ICX\5!3 
M2,H(BIY0*V\H)i:!F:XI8::J-TC"a_6*WE8:v(LaZ<34aaMC31:B8!-+,?<?O 
H3IEWL>'  ' ;3($T4*3SCXIT5a*X2K*C''G\-*.#3KC  = ;0Z\0K*8G0C5>K,H;P<* 

M3S7A ' 7\?Z7  = MB«I4K.  ' 07Ba$ ; ? 9T H 5 ; FYRA#5aF/UMGERE42328.aY  = <;4M 
M)1A2)%KD_5_E4SW;8?2-+3W2\2%$IWH0+;$UK+7GHK=,XO3=a^%a\i;23(YPV 
MI>*\S(IBI1/3ADD<.CD*_VCCa%25a#-198'YJ<15Ea4B-CI>Z8MNFZJ>RGV= 
M1W"49U*6?U/!_E!'.K-KWG#P=DN5F.HU<2E4E<88F*K7=_6=3_<L8:#*4UVA 

C:CHK:38e60860a29c6f414ef6918ceacd9c7c76c4f222e69189c43eadf021c6aed06fb33 
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ML  + Y ' :ZB_-0/,VVNW3\^,8_H#^$6Ka%#L; ' <M : C % * E J Y + * J 6 J 6 Y + 0 ) H = E< V = W 
M<0:Z\**«F:%WMKU3.-$7E_.*N:58#92&59aRV:LN!7L5L\W%X\.=W6!018Z; 
M_\Y-ZGG$B&S#9F>><CG#WU6E(4'ZH6FC5:;BF;J^NA:T%R-$.R.S'+M;>:nO 
M"ED>YXW.V7DEIFTVU;L0/_A-1^?ZH?:&\X56,*_YS\&G6*TNKQA)N$X;L;3K 
M4M#)K]S<.>#a*XaKA),\KLK%U<!3>4' ) Va7->H ; W3 W S J X N ; 337 ? -H U R A=W H M 
M1+D%#SE'*C<aU/%LY*DV#.XE,;*K! ( 5 DT-0 R ATTBLH N D P E 2< H F 1 0> V ? ; 5 & 2> 
M7P))UFY#0A2ZV$GK!JT%6O?.:lN'FSKZ#"0192:"ZVI:nL*/'V-G4%O&,W''%8 
M*<Y(:ef:0KU#)H>=G>R*:&_.G\IW-M=(4,'?!XYW:b[v:e:'97T335'?:^^? 
H0-II0JQ_!E4>*W'C3MK:G=NPKC\Z*3SH6:2ER?V>/=LC/:%3*C:JY7aHY7M? 
MHPC^"0[:ZUSH0_U2''  = RC"<_Hi:)_Y:,RK1V3E*<-'XJW-KnD<**ZQ),  = ST0/]> 

MC&CTJ8" J09W4H3HEN. 43<%Z0\OCK*G?-E_J8J;/_6/KYC/ ' A V> D I LD ; K* 9 I C 
Ml P&6 ! 9WZ=0WA)LSMA5; \AV2C\%MPYU . K=*45 / F / P5 QO C ) H 5 : C 88 ( / ^ '9J7\- 
HRJU_\Y3D*70W7Q\=GDE41KF(S)VJBRNJWZQ2_<_KFP''?FM;X6C/KX$?_(?>= 

H = 88*X3AZDKa''!0P9*S9/;ZMBDY!9KQPLD*VGC]G.J  + ZJ"*4XYB\2  = "_Li:iG 
HV)NUE16!K*H'^+L;8aFP585'7M>YSC\=/I.KU27/!D/S3XV''14;",FL8;07X 
M\A3: . \ )-K9  + *8B\4,5\2G+FY^L/F+FSSP;,,SK9?\3Y7 ' K ' <P : / ) U1  N . "Q<E 
HU,:NH#/%FaRHI"?RN8LM' I<W%  ■;5C<A!TEK,Y5  = 0Y''E"PGHY-KZR$HC:77D3 
M7N%P  + E:#w:\<ZKK:9TO&9./,?DaAGE.2*'. YB- . 6 D 2 * W J ( 1 ? N = F C T P DQ7 5 6 , 

H2#  = " ' P%-CGKK  + 8A,>Xa373CG9*  '6H7^C'*BYQJS8:a?(:Z'70PH8E%\F9.AU 
H6a'I/85F0RA?>,8$.CP-B0a,W0,Y4=WCD2,?G5YU.8#:jF_M>*\9)a"6,!JQ 
MK6NAO,SZ!T_P2XCUIHW/<BT*;Q3NC(Y=4E-*0F8<BCVU0X<_FA88H+!2"/;% 
M<<*8"U5'FQ5ZCBR>J?GCPS:VnFCN_F70UOUE1[:6GJJKK;D8K:u/W;^1"#_JZ 
M*"Dl3FHY3WH:%aU1)\O##8'!7#A_(:C=E>C^N3A'..-X%+HE0XIDTH(ZVC\! 
H2Z\GNSHT:v<XQ(5"N><6<2:>:FO17R7#*0\;VH?IU9/DPBT8?_\"^S6,<)-" 
H«3\5"8:35G(C3BD+08G/Q4<!H_O2S9TUFVN\BE7<#24e:>ZV#PC:%#<_2*BI 
MC:NC\7aRY;%<8M,E;%.:'::W/);7]U=;GCH9/*)**0.M+55DY(N'TS?:LBUE 
nSY ! =X" ■ =QT: Yan' .#*7_^I='^=-JD=-//:W:2D5F434C'CZ!VURSD<'! N=68 
M0T  = "N?#9TY_2$A.  W94aaNH6 ' 6Y8  ' Z N_H  \ 0 . MX  ? " KK>  = P L,  2 / 8'' Ka2  ' XCB]  (R 
M"(8YHaR\:%K%#B8C98  = N^5%IJ'Y3J.KPf  *>- !Y  + C44_Z6:RaL.>9L.aHH-: 
M"Ca^5Pa)0BB5;1 x:sa9''D : 0%"D8U?G4Ta:7>2/.NU-3J"GC?PPF:/7*C9N;T 
M]"L?K*B''0%ICW'=E9  + T7^  + _R\*:%HK*'  ; F 9 J $B7K$ D C , , <6UG I 3 D W3$_4 C 
MH30X$69*IM-:/61HV9>aC;>aa;NLU:AXH/$%YSY8N82C/<K-2X95-;DCH+ja 
M\,%GG4y:_CX*C0-DH::7;E'  ?-08. K%S3BAaJU23N*H7088  + C#*GKHDa8FA*5 
H>:G86J4:'\3_U8SZ!1)P70*U'5a7J=S*8-$WAN-+CO$I6>aS7-%CC$J-X>+/ 
M=C:>aY=:'_H$K5M0KFY0G3JCDLM*C9!'>9TK7K9.ER7Y6'%.CT>6/ID8\FC- 
H/*#KS'KLD530H\I8VBN8XDB::(VEG*MB$IHJZ'':V:N=0.OR;(ZMU(K)CR</- 
HU84A%34Aa: 5aN(PH*6^"_A?U;UGJ : 8V$;OKB0Y:8H 'K;4MRP70!<Y.9)*?#! 

H ! H>5<GCAR6. aiav ' : _#"aZZNL;?38/A9aO" : % S X9 F _K4 D a J <# PH ? ) Wa S 5 $BE 
M+<X8WVC-^$+I'''S<DUXW1PX3ZWa8'<=GETWK7C;7+aD0X8T\$FM?3T#XaA(5 
n)8B\HJD'%WRa:$>=R'I_'0=%:0$*=8X=8]*83(I42c:. Y,BDC(WT_BDS+3. \ 
H!U7!*'$/0R*"J.K*J,2aJC''$694%D1PDH'2aYaYGXWW+V\05GC4_OG05*8ER 
H'  ( J ' + .>\0U884\aCYU8")698;DS?BG9<9'7<0N:  . + Y , a , W # *>T  LLZ4  C 1 = ' 
MG6CX5%+K#/MIK?a-.U=0S3O#J'')3PTZM1?Y#/U!L9NTXYXaZY$>U'7H/Z)P7 
MP3F)^='8-GKjaRF\\:*1;%FaSOD;) . N0 ' B-U 5 F = D 5+* \ 2 7_7B2+ 3 8 \ C YT I N 2 
HGILW-JN=''/NRaVMA+ 'Ca9!)::VMK?HB93%SH5/I'?RU/YKJ;_H*-C8+UGJ0G 
MO,S;?OI+=D"AaH=7G5:_)C?3 'XE63N9,K) J8,6=(+<?H63C50Y;V_^)443)V 
H_M>WR#, CC  ' . R%#C5F  = R40;,33K=C#' /ZY  = _FSMPUUW9\96''  + 3N"E  + + Y%G/8? 
M_IKN>G;L4HTHLaY==CE88j91<0'KZ?FHZS{a+Z>9F,8X-TT8WGN3=?"n-<aa 
M>HU:a309;CT  = %/CX0IV''L*Z.N,\D"N30B  + 8''7_5*AO!#a''TCAN\LX.:'))X 
HT7E0ZPX<.332GCHAK9?'<A4Z"'*KLH5J ! TG I J 9 \ #T7 . Da% ! U ( < V AST ; C = H / J 
H = \$50V?*? J "06*9FC94. JOD_-a  = Z3A4  3,-2-K\1G ' ?_*'a>Z$H)//:UEIMa' 

M9?''MSI;N=;+,!U#$KWT0X JN4?'0R#"1Y=9X6IGY3>?OEF3;KG0C*VWR'6V 

M3*5(C*!5ZT78aKIT=I)CC"V«?(JH4.*5AEJC:!_T>U7'_<RD5K,Z.?GB))=/ 
H6>=1/PD*_7HBXEU — 3Z\>38_AR3!6LCZY*0WD6N9,F,C_'+20a$RHS$_P2''F 
HCZ"D:R_-4P3-6+'=GG?Z"**a\;,_4UH3*S0?)3T2_YP2-:=:O) ' )3:E/BTa8 
M$604A?#1M6S+?A3*?*.A?9FZX.<YG*Y0Z,3+H1K*;3.%7SA/K0^S<G6R1DRF 
HC/G/NZE5JVI4:<WCT8CZJ>7J:  ) au R 1 , _ ? ; 9aP%B ) F :GXa\>I\5_$LGGL9*Da 
MaC0HY:N_X<>L0' X8aG W ) 1 6 Y49 R J 3 C 9 R A / W D \> " *M / PW Z / M< W65 C+ L . +3 R A \ _ 

:CCHK:194793f1a5ce2a29c3c76e49a14138c272bfab9fd23bcbc9a62c95eaefe0a16b433 
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MP-IQ8R.\U]*"Z*Y'E,G(*CU3.N!YYA9Z&PSEPa)0PT;+X'!QK#5=RB$_PS0! 
MW2aO0"S(*_A/».  1 ?/7  ! %?^85:  J0Y9*Q>C?]  )U''22$Z&"2QWY4KUE\WVMVFH 
M'D'%)S.8*L;M"JWE6'-30#\+&G_\QLU,CD:/'[D<=)<4I\HOK_KS5\85_I:vI 
MJG:M<^X6?'E84E.SKP>B*':TW70'I+,+)aZ%FT8W6Ri:+=SXQ%8W\]%N'K:$7 
H36KIEC \K89(EZ4K$%Z#8GaK! YB. Q8Q;WE8$I\GB%C0 .<, ! > I ( L% Q? J : C * ! ' \ 
MC;>/#T_ECJ6/=!FCYH\'/X.42.K5:_*IAXS(N^+E0+N_5U'K^'-FHJ?S;M6a 
M/NV:W8+H<a=G]YWC(YT(PX<05^10=R+!K*U]6J''?$"I1T,._KC.=J1S!NZT: 

M + >8B*,*IGQ[;NT2D)9HU4EM>'Q[a0!2.IIG#KPW$''2S]G$RCPJ8Z*ZN_.X\OC 
MR>Gi:DO4571-70S^RS67NMCDaS-!Y7*#O+X)3P3O\!DU"!B=8,Z<H\WVB31C 
M*>JWJ*aK8;.*2>+)RF*U<!6;"C^\MZ';W]'9F-DEG8;M:BJ?G=a4U%+=9<U= 
MD6+2aF;C;ER>G?H3\!1)FKPG*(2N%j28$Y%B;'8X>WE\?+J_N_.R_AG57GJ' 
M5_E9EV:"JBK4>HX!Y\F9R_S6'VY*)\^a:>'S<#%32:*>'(5Z'8MG>:M/D;.Y 
M=H>P%=8;:FP"PLY/*aD*KY:?[<a>GIWM0WJY_=G#-;Yaa>W(:PC=PRU#?XN1 
M;5!NO_)7*>[:;=4"7'Y[;?-A?7L'SGAU$\a=G>V?O'KYV5Va;>#:NE0_K/YT 
M9Y0:?*a8_-_HB:\V5P'<UFX>Z9/^)+C<V7RX2?5KS<W=_HXP8_\\J!, -01707 

MYVYV0J#,]L/ZIBGZ>(_-KMU*^%W]E>H'  .A ' ^ L ' KO-H  Z Z / C X C '//o:81GN:G) 

M.ZC$XW65H=MW;K]X2/!-47-(426IG!V=GIX"P0:a_DZ8NV=)=95?KPG50U8. 

M:''R_<SGT\aa"_J0FMD0JN#YaB_A''>:UF  = MK_D3'  = .[:/J13X?Z):FSD\!NE? 

MB:9aX:RL)?:$$BF_W3PY*;YSF*?L/0  + :F.BC!Ra/SA4[’  " S 5 ( ? 1 L^-rM  I ! P8  = 

MA;_X'7:wl$?1_RNYa%8*-'8'F>R-raY>GNWM^V-Y4D0\L)O7<6#? ’7X9=707; 

MVK]_8BJ'WXY:SY::]7S(:$VH(:=1DCAaY:6Z8RS:jZ;.PY#NMYPPSY0a'NX: 

H.7WV$N3TaK/8$W82X_%?8,;:'M,,D;0J5G;;.U,a5FC!8>CJ:aP0*72:"KUH 

MM?"0ZX?URK-(-HG5L\])=7UGXBZ)ER$%4SCG5(8_4/'*LE4GHK:/aHF$*%H_?7 

M^]):'TG.S!/03MZXO\a.a3*C  = 1-EVSA'C?U:Xa2*,?U,*U/49'‘#(G6a*!>*;W 

M3J4",=N8P>!F%E6'+a-0%EM=F)CI=Na7F:5_O/4L*=RL9?)-7"a8_"SJ?\=N 

HKKW7#8U6  !=?-;WD!CW''*51;7P,6I^Y0K:.  P LU  ) S *>*0  D K><a  J C:YIRF%4ACU 

M>7' .;N*U#3N$07:1>#28H?*$.-/V5];\;;U;:#:01D. . D 1 36 N : 6 . 6 KWa " G 0 R 

M])*A.NC'/YZ%-'=+V%T;RU8.V6GC7C=H' LF=I9;HMIR_#$5H18>#0VAHVT/: 

M1\6MYB#%L35-0=*LE3PO9>C:UEa\4?!J4F/.B%03'>J-A'O/"a0<!9DZXa)1 

H:x,_W?EaZ5SCNC^La*>:F8VG-'A-HL)P_GYRB#(8Z/K*T_1YF-r.8D(N4CG.3L 

HS'63WY7)21''/"Y5>5\4X8U<N/X;DOCa'CGXYT:583$2V1RGBC/N%.;.:i:ZG 

MAD-EOM-a0T*EGT$.:NH''L5a>BO(-BB\VM<.JVF''U#E3)3'[;6C;_,aF3:NNI\^ 

H84VK3=E0/DXXC_Y$Z=>I^%19M?0IDD#%=H*8X#-JS9'ZY4<FY,*'5'#NCU"U 

HL=)6HB2(*IL-h4  ' (H5%N7;CT?;GWEE#*4,G/H<6-aK)W,,C5-H4  \ : CN/L#HXa< 

MT:WA<8N-KPB_X4\_WL)YSH9*AC\8/AD\?B*_-aa%7'_-D8$3_\9>aL.2N/<S 

HK2>//_WTXP<?;Z%-H8>#*0YKIGSa8HCWi:AWGO1<._aN.O['$DBaXBNCaCKDH4 

MU\  ! ’’’lMaw,81  R480ZC:5?;IB;1  p:mS%1<0P-h(  AP?P-r3U8URR>$GG6Z0:RE4?: 

H7F^CMTY$2Z]G5T":,1GLB64Ua:VX\-S/LZL'J[.LD1L:i‘'JU7PD;PaU='6%$ 

MS8TaG1Kl-a%)32':TGU/"DY$S3\2SLF0H38?GaSYF,9RHTI(a;8V8VIR7"N- 

M4K\2?02VS!?J!-!Z-a6%O7  = ?9!  C 3a%- WG>> . %6 5 " # C U H LN$ : a8 ' ;G5(k:47W 

MX9T#804: N_82E)P*5*0SRD8CS_UMFOL<==. (7g:_TL: ' 08=4NZ>J J 3-EA9 

H)*_UUFL?Y2lTYTPWa!/>=X-6:VB4:7/Ua4NEIXHX#K1ZZ06F_AM37:WV3-V, 

MN_<RLA8a"8<S:GTN\<5XB,JVU7K\0K;?:S ''#*C!7H:K:WI)Y)0C1x:_NOY1 

MA$!*/%4AJ50N:$O1:2T  = EV0<W%=-H-E8;;5<Y<R(a9.NU-H3:_Z"EA5,*7W\I! 

M-#(*5$C.IGZT0-5*/E:XO)*.W/$N7O_"-)-H?\,<G')D6-r.MU!=ECYE2-:O*5 

M\[AGNX!(C2]8JA](JYUS4P-E.-8$T)L\:"GYPJ]NL:UKVOa;C6Z0E'3DTVHJD 

M5R2;9J:%:CT_CZRSJ$4RS,RXUH6U/,J<^-DSa2-2,T:VW0DMZ_EHZ4U;H_Za 

H))8[$F*<O.1*C0BJN\XEZY/,*UBEUU\.WJ6a=AGM'3Y$W<%ECL'C3OFL4<U8 

MV8. 068H : 'CR68M17S-hL.K:3?H68\L<\UHF'6"*2NJ4(;60YG<HVK::6Z0'C' 

M4X)GCWT$<''9B7X:6PJP$T''IH5E?j3Y.108-01JIR12N.*11.?.U.-r^1!8aUa 

M:#1D%3-H-$''LU"LYX*'a7DW%?>JY<\0_4E2Z3'_VV/*J#EI*3J>C_$W/*JT<G 

ME7_>*454V  = AaX9K/S$U<:FE5a-i-NPl82,7jMjaWVC87_CGWUB75<_8C:P  = ?8\'- 

MHC_RS_*X4>LU8Ba%2%'*HT9NAD8J9L1_L;H89_H_N#3XYIDJ.J6P_S/X2HSC 

MYR<*),'GV(YIU?-h.WS5"D#:  = Z#LS6GGFBCP#?7(42/$5_0<\F>_F''7;2XL*1 

M-  ' I '_?!  ' \PBa:  J#:''u:7?>  '*GY;N0-rF.W#;4^*N#OI34OU1  = ! J /AK-4  ' _-%E 

M7>!J:E-:S0>AK:"_8S;HIU^'4JP9O-X=%WS>>>9TUNYRW.R9TGZ#W#:IKJ-> 

HC?YUI;.=5JZLZ*M(4!DSO=87>:ZKT0H%#Y,_J2!0B SVJ:PaMU3:26YZC9'Z 

M2N:UP98OND78aLJ2MRH['W2:F98Z='92<M7GG-aT:#.HA365.//:9504#3;:0 

[i:CHK:437b4ea1bc484ae25475f3ee537f5d231bf6f752d6ed30933be7fcecfbffc3632:: 
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MY'NI>>FHNI1U**=7$Z0 J1(;aTN*L'7"VYZJ>6)JD7VV5)0RI_'MC,C\_!= 

M4TLZI6MIHZDX-Ga_\Q.!70\_?(YHE6N4D\!I$JD_SJYB8H2:DF627$\:77#A 
M;S#&N/(ZHK:[:_w:,*N1Y)/U4/$?AM*'y:zjC#;G2(,?(%C__#Z0HK)*3?/7 
MV&WT=CK:n_8*TZ= ' !8:"C$I):iZDXU'_7[A9Y'^0Y%+!XX5P<INE'53Y44_ 

«Z4UY-G*6^ ■3_!.*\C?.;P)))3,878Q\S,=0%-L"S(;FFWS-8C?\S91FKXT7. 
M#//Q\C_Q9V7:+N*J :UY:/<FH'Z1!R''?OJ5(09N0+XN/aC18U>#TPYFN<^)E+ 
«C8"3B<;*V)Q%#?3-X1,_9ING$1)+<U62GR2-DC\40Y:\U/_/('Z?5855J:4S 
MCRUlZK8T^<=4i:E<>#QM;8XB\a*6\LC%01A.*K_12)1R5!H$3^.NHVF=/8AN+ 
HE>6LPE^LJ)I:YD5.287.%'B8?WE^CI?6<;D,XNLOTC0WTZ75>F[:SH*?5WX7N< 
MFV/IGN0C?IC6N:;Z!YJ\5G<'\3CZ<ZV!VLU?_IS=\*DB5JUFF2^3Y3(F:IZ9 
! *B7(0P767_  ! XM " / W2 #% F 70T> 3 NG 3 J ?HaT D R3T8 :R(\TR::>);*COU 
H*A\='YVVKWOL85ZJ):5UAC>;07__'?%4;AR=CE%RJ:Cl"E!_7:"Z48EM/:\) 
MC0F/Q,AY#''8)VY(]5BSXTXa8.9DJ#,8C/#9/WD''aV;:WN  + >_TZQ0KEZ3WJ'8 
M5RM,OW,SM''7W.1CZAGX<'<GC)Q''A5%GYKC50E\T)"E.=_%V^GFX=F)\/4K 
M,M2578J,T+G5\ ' 7EH ' 53 ' C K A_ D F S " 1 0 *H : N \ $HR8 : \TZC8C0397(!G*3JQZ> 
M[;^\%K-*5+O4<W+A14EPR6OYY8\:?R1+AULG;Q4ZJJ;A0%#*^4-a!Y+CO'#O 
MPU>_?i:  + SDD3X  = WF6$<;()a$  = a\XUK7U9l/4[9''W35\U-RY3$%:_H/$$W>>H/ 
M_+10VV^**#-_N+_??/50AU(NU,CZPC?/TB+VJ'RVNW>RL_UP$P21%;F$H=21 
M"D-5Qa5N#-3*;Y+7+CM!+.FF>;%7J_:jaUY2WX36MG''-X>Z_=YF<a8*a^5'L 
M8C?,Na($TSMa7aOU_3*X3=FH4'8+?O/A;6%2D+L)-11X'7)Y0C<'M/G3O9-H 
Ma89R<3C7/VHN:Y%TDXA4?US :+SUUZ>9G :VNW0<.9!8FF3I^OKDR)2:OC::<C 
MFW?NKMWE?KM9ZO80Y83-*9^3(M+FUT# : X + = G C Ma^N / E R9a0 U % * C ' U . W_GTa4 
M_3=2C . ?/)ONG. 3M/7SXD(3_/#%CA;_\G?PY3D/K/SDYW=UYMUU_439N+*W=a 

M\'_X6?TI#?Y.%9$F$VN1W:"C0_>T:71Z=VM-L0.=-;\?Z"8X/<.G_U3/ SD 

H = / = T?V  = WaU\3  = 0/$4  + _3  F9R36W_1  ?/D* : CX''OS5-W3W; 1 HG8>a#\ J?)G ' H4X 
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M/I[5C(,R^K$=Z:!#;3L>'1 PX , 8a 2 V \ N D 3T ? V C / T^$ A / \<^ N WX ; *-8N* Z>*Z 0 
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M_3Xa\FJ]KJT[G8,9B(S^W''GTF\T[W7Z06^LWQA:jZWZa!!C\ai\YHG%:C'&) 
MVR''1D9*:&VZ*)H];C$CVCBOWAX-NK==O?7A]/T?83S\VM-05'!\6-+.<#O+$ 
M6#?aQD9T.694D5-Z*Z! H ( T5TNKT&C002Q8 !YXHV9#;#Z3SI0CH>C=9=#4;#L 
MN%CD#BH1<=>E\*GWQ'*>a4^[4>0U6N:ZHE,R4E1AaT)9\ELFK;N+W\c:*<HZ 
MYB?TUZ<T<)5:IP,H>FO8ZOF-A6W!LYV.9L(S8:HQ<0=C1:?<E)>4'6C9:g?=( 
ME)D9GX_ZKL<.ZB'X+9^&^:WUQGJBXV&D<]B/NZA'=P\:)*#0":;-G/1X'"_R 
M<H=75U<3*,H-EPU'd:9T_PXZ7:81Z%W*IYK*>=( !";X'KHK?3aJMW5\I?P8: 
nLUUJ+/Z-X>801WT<\N3JLE%L<=+KN*R5CG(RCD#W33KPTJ(F$G>CB,z:H#''9 
M#+H.^G%0<a'Z32WNP':+#N6L'ZN'$*PS:\1458214E!9i:*a'8*LXCRU4a#K( 
M)O7;S?KXVH#\C;1V<'7EQU>F'T8-=L3&E^,)O15WPUNAVVTI$9G$KAAF\*0# 
M>DEM,B;5'P07=*-S'*3DNMX!ZDN-J%:&-WCR0-OQ8V1'C*<!,KL;W'JTV<'Y 
MU<&'!(L$''0'3_P[.+\==YVH'_GMa5:1XIKO=07+Q^WI')*-.#=H*TO*PK9CV 
M"#YXT"=;/7.D3V9Pi:iZ ! W [ > / 30 R MU_4 J ? D__3 2 \ Z 0>N , ; •49WK4C=CH:_;' 
M4YK$N%JC"6:-DS*>S$$*M_WXYS;_\/09'?9%=D!R’NC>M$.F_L$'V/<&*a’) 
M^2=76'RY]'"6=J=:a!\G^LIV+*8SX\+/!K/)H-;I3?ZF/IU=CAJ=_E!ClS09 
MGM1!<0C!%?DVH[:_%>57)G_)'‘i:3*D<E6‘'"S.YT''NHaM_7LX_Y1S1/CED;U-  + 
MHR08X4Y_X0YGSD?]0-. / \ C W Z Y E % / \ *-8 ' V I AH W 'a  = C2#OO0/1+?;0$:CB:G4 
M,:I/aVCRAWXFM''8_LX"YZ+C?K0U;RE8P3_ES<?GW_=HD]:L1F:,Oa%?3J35: 
M?IKIC:0,%9*T-Fa,QNX/<<8/D ' JDM\)-KB3\KY</10:*J?7C?)?52E'')W\/ 
H<CYT,a8F'\:iJ5=JE?S,%ZN8TJ4_CGaTZ+._Q5\ESNC''';:5^J8H!IQTR7CT 
M_=;!!8NHY2M0=3+,LRX_\:?NS62$NJK>'#/^'3#PN:":^,Oa5P+NG:O\\A_R 
MSO4C)7ZG-HHQ>;<_Z'7P/%S.^L\\Y36H]5#AP#N'*G_6'W0CK<F\_WM__O,+ 
H?P0T_18DW;D.:6!_1PPF<UR-EM:'N=Y0X,KF'51RR+'_F.7?*0NY#XH:m:q% 

M7D:GX  = ^H  ! U A#  / K F *_  C ( Z F L%  1 #$  ' 4 9Q8  ' *%  8 = 4 . ; 3 S S 4 F F . _ C , Y Y<  + , '9''ZCE 
MN  + )-6GYWDVC6J?KG'1AC0PCUG_L1 UG-M / W* \ N 7 V% S Ka* C H / 3 P ) 1 HQ ) KS ; ' 

M + CS#2K*K37'WX3U!JLi;C'W\3<+SQJ.:  ? OG  , 3 5 T4  V + 8 D Z * , 5 W , , ( T W%  # ? 3 2 LT 
H,,I;/-MC#\519Z#=-"9*#7402:7/'=?I3a8\PO?A3.3V#Z!BW;L*E1'\HH3; 
H?P/YN98_8F0<\-?'W!/QYH/>a=\/;F45*3%W0VSE'VZ%;OD65VZ#H,HW//:O 
HEW>C<7CE3Y' / H# 3 ? W 5 H C [ ? P ' M " N \ + 3 BO ? 3 =8-#^ K : I4U0J!JD.>U\8788K_% 
M?F9'E(*NCZ=<_H[N_%'>^E8JK5PF3)AULUT"3/'VR0UV/NK6QE?CG03C3!_X 
H)Y37SS31_<ZPZ\'G\E>DGX83Z8EAC\3PP?a'6\B0R.:w8UFU.=X/Z(?a-I** 
M'X-_A*/!8Y$>7*R'N/EXWIA7>T*UE,S/C?J7%Y,'':R0H8V0XA_P'CN''  = Q#3( 
H8*G33_T3ZR=4ZEXC))Z,_PF="SF0i:<! K_ C W_-# 2 3 =, 1 5 D AZ / 3= R82 N7 ? BM* 

MGEX  + 71"AGa/*O;*C0''J''UN''ZY*7VFV,SZW$W_CHO89Z;ia4YR,AYP>SWBD7 
HB83EZXY'?T+:>1?Z>8M7-.\CUX4K(2FNRRW_R3EZ80+S)R8ASODKLC9O'OCS 
M7WXS3%_TNQ-* .*F56;0!?Q;3/9;V\'T1=Z;?.M>W!N'7E+C+F?*C<H^C?B3T 
M2=0VLI Y; [#''ZCV>UG33G/<=OZS89>6 '/*3,3GY!5UI_3NB3C'8%8Z-8L;P"A 
M_ZB!+H3%+S8>;?06*NN3308+5;>9O>'7LN56QY_+OFL5Y\'/S,H34OP?,9NW 

M#Y\34W87US<aR*-'L#''=>1U';9:0*:36B=<5W CK#8X18*'T_R5F*8*_N3 

MQ.9RU"a*O7:7*0$:<S'\M>?''N6FH3R,M$H-OJ!^UXN9Sa6HKGW8ZaU7'N::? 
HR0S3K:'C_!Z8UJ-07LK3=3_!*P+?!8aE4O_U'S3*'‘)FO'_12E_L9,)ZJ_K'V 
M3#6"7?HGWFA"Z  + 3a)0F  = %S  = 5PO8;6%A  :>C#L^/$YQ\RY,''='  ":03''3?:..6H 
HZZ_14'0B;:',7N' ' # RKHQU A890= 3 Y : 4% 5 U Y : 7 F J V_ ? H ) 3 <R98 J Z J ' \WC 'VCI 
MQ3P;L$%96AH,'W-*-W'?#)\\'GP:8$18*G;H/E0PN::\H-%N#VK#!CIV>)_Z 
H*\S,!K*'0XS\i:B  = <O7'Mi:  = _W,_"3/4'3N%3CON_7OH0BK'BSH/QaZ<EHY*?' 
MHQE_E*2L_N58'#88K>0-QLK:E=8N?L;8a-/*S6ZaDL/:E%315Z+R3"7Z.'H' 
H?3UXV$<F4i:_:''L5GM7'S\>8HCF?:D4UQ)K;S?;6'228K)3DCNTGE07B\OVB 
MFBZ0;#a>#$;#P'Y*3;3#S-!0E_G95?0F96;!P:C3jV;3EZ;P00:JH(,"VEP9 
H-:9/FW_23L;I06E<XDIDU>_E:|!/!X?L"WX<  = 08U<F9Ta#91V,S*8\(a_AVS4G 
HS1R'K3%R!4U!S;'>'):Y1\F%N_7ZZ/2$6PI0G?RW:U%0+"_8(:^AS'3?UZB$ 

HOI KZW7+BX: S+X;H,*2XD\V*0RG(,*\I7I :KDLL(938H;3’G%X3_!;'RSCH^P 
H+7B9HW>*HHR\8LF'VZQ%G27GH_'V'K>80\L'TTK#OV6>C=TLCREPB=#CLOEP 
HQ;A$644)A60U>0NDG1R_CR?#5LV9LJS+K7%K,8a\/YCCT\>>E:SYDE(JE+"E 
H10O>7#$KZ2:.T>O;N.?8(W;")RV=H7B4#*+GT<$\QQ)VCDQ.Fa^#NDHH=3F( 

HT2J84  = 0U<\ ' 1 " ) ' 3:+KP\?J  CZ ! EFP  + -6 !7'_>'UXH'_R5)2B50NVHIZ  + >IU  = 
H$3_"H133T\+,F'[;;/#LR;/!.'F#X[HHH_B-01-3T/U6a$>Z5IFC70V1GH81 
HTa"1HOGX*>-G7COD+_ULSZU>64;R230$8B4C6_K!2[HW?G8%Y3$W\GS-/!\, 
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MA\^_>Ci:\UM\UJ!.\=Y4P$0$D+'G<UJQKL;MC6WOP*Ua+'XQ;K>?«UO/6R+\Q 
H;K&VD9PS$??E"U0CEI5K6UU9"W ■ )_.[?\N?J?58U4'T^WHU#8a'^GXHSaPX) 

M5!S0GH+ZSA.N$WC%l:v=IR_JWZ5KI9!:.X.>CQT1W5 < )>it:jfr;k&7$ 

M5:/*U$6G/SN*3CZ_Y-I(GVP^1  5 4 1 03T  . G " 5T  L%  A / R K_a  : BQ  Y C 7 \ Y . 6 F * &P  . 
M5:4:*'"U454Z_c:PW1AS*SL0Z:_=:9<)R;:%ANKK?\W5<HF)S;n/7VZ"TN3F 
H6%=K0MK59_Y=4 :,KO73)p:HW;J.WX/;:G<V'X/^PCO<?4>UC_PJI$$AY0#UM 
ME<[:K''NH!YXPR*"_X!/  + 5XA8_aZ$IK4:HYF4_!  09  R'' ? / G_$  ) =K/ \ \ _ = 1 

m._ps,ikbx:*)w_om%r:nrw$z?q?unh?;M_iw^hs9:&n.a6_pv_+(y'?*6ys 
MY]5)2$7*-\J.CL:v=IURGEG-\S<=/07G\I>Y*=>'aCOCS9>L::(3=#MBE3-J 
MTOO+RN H&S0  9. =I_70Z .IAAD/TZZA.  1 7-550341 *C\''/!TCZ2Y+?  = a 
M59:u\:_KGZFB:IU1HU&'O7*EOP7"SaPH08=C''Z_VY'"HTC=61G1S.Z11.!&# 
MXDGR5^AR^13_C+'GZ8K_.F>H(:(:5?YNC3.D-Y\%C_T2;MW)P3=#=JD0M\0N 
ME8^I-EX>0T9CB — W5RVP0,ZASYA4,N6.K9#9^FSK><M8$H3.V'6#_K_H$$Y^ 
M?_ZVN:7$$HGGT/MR^R')6,Y<63I2X5"'M_RG<C_8/NC:aZ-:T?5^V'QCN_:D 
M6B39TL6L; AG_=$9M73_P?62A$) J/6\G0EK)?=+:-TROWS '5*?**$4-)&:f$_ 

MXZ /30YU;) 9J4U4.ro,  CD S$A1*G*5D:^;T'D0  + GC*/ACLV?0J  = (P/:W;M0J#' 

M?#$F-PGCA ' Z/4,UWY<O6,T07C ’)E7\2?5=3CT4\7CC9W5/W.+3I(_C98$<!. 
M*3*L.$_DHF\F+1%?Y(\?JIH'?6IT''_A3=+-_-87DOa01L8A.C^UOXL1N3CL 
MI*J_:DZ3F7-XC>+1LR<N;#M0Z$/W#!5+=K_X,_#>WJ'*<3\/VS?#RJ*.8-9> 
H#WXFH$XD=-2=C_aKI34>M=a%,UL0D'']6V.L4OD<GD>OHR/>?SN\IU:YlVAV 
Ml 0LHO&78T6H7CSU ! 80 LP-H XM ) 00300 ? F K \ VB6 '9C0:W*Y_F0TCC#T6Z/*R 
M = 4*$5.E39!*;WP.D‘'\K'%OTA<:JH92830)TC2'  BONBI  \ ,F!M1)J#''8WB?<*C 
M_4)>##C4$-.%.E4I=!18DC,C8K/V*V1P)$a.6EZ$V2C/RIP86P6=aD'V5_8( 
M_5?GO./0/Y5993*0M""*-G.P7CTI#WZ$XVRU0HY8JaEaN4%\Z<ERD5/MT!7 
M02\V.ER>6.Z!RLYEYG%N"<4SaHA"5H:?O3YP\9.H3W5OPDO%G.A<WI$;'V_Y 
M'6;KJZWG7$;'I<8TLX.$/""2CLBP4N''(TC9SG8WRDZ,0/_8KBF5+D\.S:X2V 
HZ%/D>J3\8V:<H4<*^I7>"2+MI-=R$,a\4>?0_8#KV8.OGRRC8I8K1C$"*IV= 
HA>%C)!AS-8"K7J0?Gi;  = ZI!=  = 3U8PSIJ?PCW8>/''.E  = aH6IO7<H''>  + TH8N  + V 
M(P_a"CDa_a*D*+J_:H#CLY'Na-SRLU'56WKR88EY80$DWK%?U,A/a'Y''.L:G 
HUOLD9B.LD^0(9D_$B'?D.+8*J  + R3I7i:i'4"!2Pn*<aS1.5_O:DTHWM,78CW'' 
M_?6,80"YC>RY):,DHG  = E58;5K;  + XIT''6EY8JL%!BH;2A>R5^  = /''17*.6D\SD 
MYALK: /*>6DD#8Y2(RS(*?7DSS%PN=4M; ;0: 3I0T4 '<L+ZZ J";O0>W9DA1 XS< 
HK'G-/V%=.*J!0D,G\1L\#CG1  E 1 * I TG F MT* VT1  0>  = , 9M J ? C V / ? 804 \ $B? N C _> 
M=R%C8<RaZ*-CN=S*+NFNHTZH_HD>9''#7,>-+.G-Y/\74YV-T)\2-D<BW"5:0 
M8Y]0\) JLJY: I;<<D_8(H3O3S6H)"HD5J8<7)/PNY48F0\F=52+F728AF>K5Z 
M532A)8=PVL=AVGW: [;7"$V#<*70\P( . ?DE*8+L:<3 ■JE0(KL)8YUF=TA,*Aa 
M04XD*WSB,0Y:713X*)3' =#H$ D C 2 H 0 H H Y P7 , A+a R=U 7$G , 4 \ S : - E ! (80-C1 \% 
H/aNK072>C4L3N ! ; 8 /> . W* F Z \ HN E_ " 5 6>6 K< ; *$ Y0aD -BB V " S 1 WWZ % ? KAB 1 T P 
M4SD5'TGD.DFC5Z-W?C:(64#W#*J  ( \ H E #6  R S ua$  = 0-7 1 %7X  P \ % . I N D Z>  \ 2 C C 
H>a$*;WH70)$92DK%-''4ABE49+"66$ !L=1-3D\8_H5NDTE-,(A53?5*=?’L;P 
H0:AC*1*A,SA07L, ' Z * = ATO ( PT-ZG F7 D =* . 8N D -C X I T ; 5 / Z L I<H94<: -6 D U C ^ 
M4;?3R4FD0F*87X5V8DHG4/?6##L:%EaB'#?1IL58*_$ND;/SO#<9D;O=>R:% 
HHaN\2RY9D=-6  !TGW>C  = .TK!LWB:2(  ' + E W97  S ; J W / E I S 2 N XXU  S 4$a0'' E8  + > ET 
MUJ?JIDFS<(N7K;/(91  FT7,  H8#  I G F ? K0  + = Z I Y , U ' # " PS_'' ; \ F L5  E C 8 : E / S I ?< 
H*?*'VUa,UPB:JG*>AGZ#:;H8D;HK\UD:HFE(;2XJ=)=TC?=T-ETZ:G<:XFLR 
M,\(RG/'TU  = "9<Z#HS3KUA,:6."1?A  = , = I = F'  ) 3N K-TW D $0 / , 0 . JB7C84aP' C 

H"0Y48!:CM-'I*2,)?7.F:_AC'F( P'8#P>!VH'<9Y#ENK68GD<JD\M8=GWF 

HRC54C=.6U56$D1UU.8RK=85Y-G!,I'V_UA=D:ST_Y)3a'RCD0a«UE?+;L+X. 

HZSV*) YE_^VI8DD*B\MT8D  '/WS5DF-aSIEY4$_4\<O0:Da  = Z1I  = 5GUYC6CO6S 
M<5:v/C . #9D:z  + A(WC1  /ZEU84J2NSIR6VH_NT:''A_-BC6ZB' E-TWK5?  = 0Z ' 6< 

MX  = _' 6AD4G4-_RZ57A  = TC?0;  "GO . 1TZ9  = 3#  = 8*>HV6W9TJ  + )<084B<<O_aAa: 
M-''"Y74SZW4!336T+<>Al$+HK,DVH8.WC7/=[D5K!CIN!G54=aX_1-UJKD89< 

M : ZZR6Z : " 1 8 = C * . + ) # C P AT / A1  ! : / ' 89a<B)* ' 7UG70 1 Za ? + # / C J ->8G ( 78 J G Z 
H1M,+1Z1S9Z2' H_7P#Z*>W3N68/ : A"a0KC !aSXBV2_A7HCJA;7SIE:20VAD1> 
HH0_(*F19HW4PFERHD\:.FG<?GF)_+'WVB6;W.#:83(ZTZMPP_J+V!Ta*,4(8 
M<E#8$*GRSa  = 1DD$FGB!*_2  . G Y D a ? = \ D 2 G HH*U8a7B  = S '' KH  OP  A<  / 9Z-5+  ' 4 5B 
M + Z;  = YZJ0$$?Z#U1  768  = 3'  I ( JLI  ! A E ' aKW  = " Y E ; .SB?<1.Z^BGI7H8XGMD?9- 
M'#[6Z0=Z6D#FB.RC<2VD?2L99H:S''_?KONMWB_ZJWK33Y?ZL5R?92<S?63K 
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MEC.E?'LW)7LE:$/BZEN?0JC5y:WUS_UK!O-' /Z?H\_Q<Z?g: '&,M_RQGPH9, 

HWY77^wvai  )7a,-__8Kv !cj&%:?o:,*oza9%)/w2Ba'&?>c-:=9  2'GFi;_i*Qo 
M+*a_?*F\02CMW?'\/0(O#//H.#CNZ+U+R?:RV<8Z'&::XR\O+%=^V=*W0P\? 
M.I8NQWC'G)AB62-T[:8%?I07:AI]A*^FP:fP_J5BH?+J%6>KWF#"E>UUWUD=. 
M:1D-FXWKGVX8_<J_JRL<P?(2%UJ5I0=;::W0*EK*L)*QSCO-KG\*KNQ&:FG4 
MZ%)"Q0,TL8B:3aFNH=QE"TM+GVX:498+NQG97ZUWTT=.AZG1"%A%*7CC\;.M 
HC8UJQ='2D0a)"PM+E4]_\<E!C>.R:L-99*E)O#M*QXF5\'P:2:E?jaT&aRW- 
M1A:??%H1>6DA1_RRSM:"/*M+#Y:^/AWQ*<u:al>I;/&RD>%^!ZNYK3#WCBQK 
M[/&30>/QaX_9^57%;N;=/"\GE=*R9BI/MKX>C?K:4 : 9$:R;CQ9S5:(3Z*9FL 
MU0&JSHZ^FT=<.0Na"CI'>4%L9K>PX1=:GSP8#D?#!NM5V-H2*'4#I2ZAPW<R 
M;I8;YO?aSB._E/3_J;!HE2\00ET&HDP!$*a::1U6LGFUJH-V'9+68&"5*S#, 
M2E1*Da-WY*NV8D#7B!DKDY0&''6&%JM2GS:UV,A8E5S0)IH<:x\B_'Q*ZNJ64 
MF%Q80:VBE;'(775+H\'SM,aL<J4:BJ%1LLS%GXGUM")"V*KV9L%"/1:UaHL5 
Ma>1*C)94E#=3(W5<Z*JJJ9YaEQ2X7;82%54QS+:v:TZ/C4R8CJ-!:HHFB+,Z 
MLH:p9.D96KHT3Z/2D''%_5WCEP7;"+':9BMR'I*518=T09*u:a54K\Y6:5/3I 
MSZP$T0GL)Bla#*:5J3ARXON'2),.n2E2CRO6BU5J1GO1KL['#S$S+.I2HO(S 
M,J'?N_DS:WRKKBU6DXI;4M2X<<1.3Z5<XDC?JD?A*s:0BNL:2W6PRZ.YL$BT 
MKE0''N:x2P(5>5-7X#98I^P(X2%UWHNHKP8PS9:?0=;#A:/X'6B-ST."KK;a 
M9SG22_=WI-/$*U7Ta$6KJ-J'50:J^/XG9,3,VC>1$1*=L;N_8DR>?6NY*0UM 
M-^6FE5Z[:+3:*H"]JZ6C)I0QY8-'?-O'''Sai_U4GOA1CR'5OI\QWT/JS3#(4 
M,C8LKK! (73S:a:I*aYHS8?.GTD?!2_/_A"ZZIYL/U*ZLZ#AG0PXRZ%A2M\K2 
MH'/_D8T_K7^F2l.2I>.'FTV->\=!0V2-M;RWCXZRM=0AV/P]7V9.aA'\H#RZ 
M\0'>_LG3S1=K?*]_9YFKVMXYB8N0HA:NWM$3DD513CKA-\:9;SHKG;AL^[,[ 
HH^''LZ<E\N+WGPM^74..8WWFI2I/_R%V>K_(N:G+GV'<_QZ8VZVC<0J/_VWQ1 
M9Za8>_589_I_0XN:*<:*-%G  : W R : 0 #3  \ ( 9-K  = M>^  :G#/:8>i:u:u'  '1(/78H%J 
MZ!;[:</MEZ_V0VWIWRIZ_O#HC#7'>J"*''4_??O%P>X=D,%/=_PW4XCG#HQ.> 
Ma3H334B2F_NU0S3;Z$'S>N*_,/+:\>$''2'F;(N6I>H2M?i:>S07,2#HD%*IK  + 
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MUN(I24;J3P+Y#"O"]YE4Y)'':)74W'X=9I8MGL1HZRNN\3M(0_"IPB$I%9NK\ 
H').L;ZN".G]XW"i::UA*  = Y27KN<6lW0:C9W%/SH4,;$M()8$I'  H$K(L+D  + >3L 
MH'WU627FE%=D470aC.7'+Ei:_+T3CP92MY0Y85aOB6I6DS>\POZNK+R>G.U/ 

H3MHZ  = ZaXSEH5";NJ''RIESI':P''1+?/.<6U?F  = A(21.+QY1N-E6_\N5Z8')^U 
M3RPE781#:RYG';DE?JTHK>,$N=0AX3J:.N#\R+:159E(E1L=/X?.H#ORW,T> 
H:IU:I+0>;7J[NYL+%E#-NI(E^^^l9D,;8L7%L:"RJ:;aRY:V01D<7%*=?PZH* 
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MFA02H.9YCI+)J*6C>/;!4Y_LE:#TSPU'0DPVDF;..l:ZKW3?:FJI#,V"TX8QT 
M;>V+MZ .JX;T*.WE4S8EP]<;11<B**#n3PEG187D-8TP>"S(:D5WMMZF\67\D 
MIA_5K#Z0ZC2Ua:=3M\$TS(S>A?4K,D)*O"*S7E%OX7:;KaCI,_XP4$VCNHIG 
HOX$6C%;8LMZ0H#I*a\;S'Y.'AMGDR.:FK6?T,BJIZ#S+Z*Q.>ZI"1>Q?*Y*\ 
HQU(XWDX6P2<7R;U7#T7aU\<B=-G>*.T?A.R,A+0SD:<P:*UaW2U'HY/BEIN: 
H6%3A6.=%j:K0*F*)U8>TZLJHQa-%3?JEG.Z\ITH5ZVD>a;,:6Y#:5DRO+7ZF 
Ma!_5.\:4X)I*"_IZ69UA?7a:7+DVZ74_JG7SH!/N_B5*9\6H;)60_6-9YU9« 
MFG>#aVXM_*B>:BW0MM!3QCE2+62%5*aDS:K0,:9,GLZH5>O>R:7_I_N%59YC 
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M>"MRCZ<Z2NZ4(J.*TX*=1?2QX4*4C:TS-J,,=:=Z,#0*$19+2B6YTK.GW)'W 
M<8=87:A,OCCYnP?D0X7<#FHR(H:EEN:MSBT[-J;O3#NS8IWOB59KZ!ZU+BST 
MVOa[0W/\"I_:G&\P5  6GB3MB7*L:25M'CR7. X8 E E 1 3 , _ AG : P HB  + 08 Y 3 . , V ? K3 
MMWJFD!X2A0I-SFZI$0HTH5O*WPH:8$I_'U28a:ARROUC!#U3#CF'1K\<LU?- 
M!5KD'G-#H$o:(:D:u-CB/M*$N%IGRL$0%2+T8O1Z4/C4_=1KL5P#s:=!9-H6 
H-28Q!IV_G^VW0D\2V#\*1".EQ/=";>a_D;Z66;:*C0//K-X<JS+-7:i!)9=I 
H(8 ' A&-GLE]U-+GRFVV:pA-)3H/LI" FGAYY8aP0La"W4 '5Da<0''Z)_X%KFalS 
M5+Z/XJ+>A_J80W.3W=T_8AC*"/,+O#O0V\-SBaZK;K=A>W?0JPUJZJ1 R4IA= 
MSM1P>'7\.<8*)  : RJSDQS4L:i%33HY59  + '';%33Q-KFaF+( JS*7AS4<)SE+F-2 
MT(&5%EGAUVH05U8+UI8QWiaSE'E\-7V#''IUX:#=8P\B"LIUKA6*U1IQQ!J.D 
MMG<_<D45HA5  = 8583\*;S4  : WCT;VPI  = SJ-*  + aE2R+  ! < Pa 5 G C 2 X<8 ( _ . C 4'' ) 5 N 
M9G0/;BMV:_"/-9X?*a$K! ?\O0I^3LC%JMKJN4IKBF;BF\.?V4J8-C*<\CZNHS 
MU''HFEH'2YZPSW<)>a8U.SII:+  = Z-ZA0  + C;9JLDJ(#UXDCHO?I  + /C8I9:MPMX[: 
HJZ'4;XaN2+Z94N="?05CJ#XO%A_RR-ASPV_\U#)IE#85UT*ON%BRX%F%BH6V 
Ma40O]a61  DSJM082,%739L^("-F0/9IV]''C7USYUZY5%EJ6W<1\:V"WDI8+.5 
M06a;#\EGC-WOH:B2*=F-WXT%%%7N;_2*Z!N>3K\:W8\>I>PL\7.S(ITD,R*< 
MGZ??[8U48#I=6;C_X, '6P. JI/W'1_3(_aU' ._U)CPR7AWY=8#8'H:8EA:?F3 
M+ULM\a7OVK7X"$E/REM)8L'48S4AC7TC13<-!80_+u::?O+DR\X"<E3P-/*i: 

MZXCI+YB9,_U;5la FaLZ*F8JIZ#2+8P:,ER0^MCJR,Ga37+L<^#1N,):7!X 

MC_E_%U^L8062  . ;_G?KVT: : #3C:h\3V_ 'D/N.ACM:DYDJSM)6!BY_:0$#:*\a 
MO>188V!G%ORJX\877W_9NL^GT'B"84L%C\ZOC:)G.6HE/WCR>*-J73SEA0a+ 
M"7:>')A;_N3!UU_''Z9>:Z>!>L_09%U+8D>9R\=9P(-5FX.8V/EXFJ:C"=0-8 
HCFC!G^N991SFa:;7?ZX_:>NG83*'YYV8;S\5:18^%:B\RO<MaSS-74802:F< 
MB1M/CFM4#7T\>#NNX*R$JHalY''"?R/IN=8/!Y'M*:\GH'W#3E#?H>WZP,=A( 
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MMTGa  + ZG2,+  '9T:Gi:_A'  " I P77  J a ; 5 C = 5 KB2  Y0  D_U  D D = I 9 ? D_Z  Z ? P^8  F N4 1 "X: 
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M49L/0WVCR'a!27%a=**D''5G:HKK'UE9$EF+*a+0GH(aU8GBZ*WH/7R(7!9'F 
M,>OFC%EGI0O.+8U(a\Z;P+=;7%DK>FN*SZ9*-\I>C6R''6+O#%=D;_378H\-G 
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M4?(6?ET'26]_J0_/7NV_>0G9K^''NW>6al9Da3Ga:LL_'3(GYSW  + < + ''PB'a>U 
H(7Y<;R9_*GA<_U'UTLWV*WP">\VBR)U;/)  = 2F_\M9iriSai:aA3K9U7H0WH>9: 
MB''Y8F_+=XU/_8F=*\7BR:v_+YG=U%$:6K! :5*#/_$I_YETI(FCF;G)X\?5K_ 
HKNY"72D5a**%5 '<8ai2V66EA/G;C ! $ $ C J # + $TS K9k: >$ R PH Y , >^a_ \ ; ? C W7< 
M+Y=*CPD/_1<)PL,W$SS%_.8<DW=VI\DTR\A_89CYW\)1\-I:?;:C"3F/UP*<% 
HU''%V_;HF\:4)*YY:TX6''FH;S(=-?11;''\0N\9Z,37N8\NJ8J"=</?F=>MI7\ 

M$FHLT7 . K\a:#TM_OZ; I4VKL,55<( E_S:2I+ZS-:ZMJ J, J80D5K0V+:n1 M/%U 
MTI_a++1?J;J' '1=YX$H*=_,*?F8>C?6PW+(‘'!>XI: ! :L=-RE4PJ32VZF750H 
H>.>18N?UB  + 4.:  + 2) F#K/=!  ! 1 31 E D L*2 5 OBG D 1 GXZ : a H Y ] D 0 C PD= . *UG  + + 1 S D 
HUD=" ! 3UIC?VA8=1 ' )?/N : 3,0_J J8/06#YZK83B+L+-5E ! CZU_:i2NC*U>*F$ 

M6''']ZY<  = KHa\'4C'  K = <EY?06  .H:B  = 8aH?$'"6''N9$HZB5D'*'Y)>a?.*A.-$ 
MC2T_U8>KBYZ"N ! H2YZ5a5XS9H:U75%-SIN3P?ZUKa:s#+:KH8#7Y1!\>'>\* 

HI KHBU%27* \V-  + -J  R?*EO( LUG6NUX,WH .R*CaZ\LV:PaUF0'EE8V  = L73C3LC. 
H#''‘(JIRVKA0U;#U8!V/(>03C  + EEY''*?,;E%P34;H5!3%V0.64!!8KR  = WD4Ua 
HF*5A788HZ7HEWTW0G%+PJPZSP'J;84TNCKC\J_,K*06SC5VTS*Z$FHN,S;'J 
HN8Y\ED3;:CZ9D;;EX?6^GX)16?)GH0K5<#C\*B*/0Fa?_N+KX_\3L88J<Z25 
Ha>4R*'jaKHY,a.B9!W:D=VTK'IH''.:"UBU0Na0.HKUI/0GSRBP</EK:\L05+ 
H5*AN5)13*(C>PB  + :5>I/86I*LH5BA''X)\'+81G?8>A9/Pa‘'W0GK*X,G6+:9^ 

H\>"])TN?+B*KD<H?>J<C\IU8^J3ZZ9,H ET\81(aa-K">8+7G2ACPE;S89N 

H:  :0AI]U*DP''6WE:  : KDaK8W  ' %3R  ( 6%  H ' J \ WaX9$  N . ■W$'''9(;C9'Y2V>9YA*S 
HCRAG]<'OP0\'3aYa;?"IW''C2PH)B<APNT3+1B0\^UBIHH'1P<N),ARNaAI86 
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M)3CaBDC_C0?7.W'\E;_5>  + #1>/  + + 3Y;:'LWO8X9JD54R''-PUF"J"9/1UU8i:6 
M:USL,MT\a9-RH"V)/5C9N(_2EFH9%?,'aK''M2AR:)0&VK. \ ; BK<VI Y5*$;  J 
M%PEC:8*(**Y6C*'72P_'35C.V4%3V>!5***0*P!/F2HCEJ;2'V'#26!YL?:& 
M>C_BQ.PK==WB0JOUX,GR)_?1E)-CK=-3$GMJ22U^J=^KU=95'UA/2:Dn?*!9 
YC#D; C4<a  + RYFN ' Y:LI_7UQ0TE52:z:u-VH:S0J4**X:\.^I'aK)RQ 
H_/ . 0Y  = OH:0>7SO)9. J#8F2 J DSA^ED?( (687(8*/C&CUU:nRDC$-WB9W  = A%<M 
ME:O4=!8F5(R+/'CU>C8].0W)SJI'Q/TQ>I!PU.KP"/<'*a5Q#QDLFNT.NMU^ 
M;_0;%18C:FF\S09Q7XD>ja:4>H,,aCCT$F'4ZRM1H8S?:A65BU%(0)VP=a8J 
Ha2L/''0U:#5(\-8IT(KDNTXY3)K6D3./E_03U)jaUAEQG)78N$Z5LA+SQ?JFF 
MC'P7.W"S:JI0*"?8DM(M+PG:*7H#(JM*Y$.-V5KKKZa:HGFV*;R)\GUQ=?!( 
MLHL#u:UIZ5Qa24:-H#6''ZX>)J8Z5%5T/ZJJ)K/IQ"[2\aSYI>=!";KHH.#VZ 
M3$%NR!/XKF6=AVZ88P:,0XBK,*8Y<-U#WJE5+8ZRIZ3;R3_H\,FBEE\[X#Y' 
HXURQKI9W7'R-8(?Y'+A$.:LCR_"-%8DR<QaW%IT2=2R!8aREKK;CSTV.%)D. 
M"%:6FT=WCR"<DP_4+17G-6F.:_)8WT5O_X3*>4<K1.KNH5'5FJ%OOV8CS(V0 
Ma:%'=2;IE8+;0Y183X,4DJ )*03*<_HQZS ' H2G/8!3A:K#=N1KKC039+8=;L5 
MOCLNZA3<T]*HS.?-K\8OT<.13N*0\<*L*V6>_SW.)S.;<466*G,'UYX=4'_{ 
MY8SF-,6-EG('OL:C_A83:0!CRQK*B8HDL5W;=9..PSGN9Y8%$S?"W1I''Y=*8 
M>E#7\MFH(V2''I46LZK*/'\W[/SH''-''\'-1ZaUJH2BC-:,8Z0U!W:"#  + 8?K\ 
MM7X0_'F-REYJ.2AQJ%PX9'G*_9%9+E:L>ES1$?(_N.M:C*GUF46ZD__Z/I'K 
MIA/%Y'‘-S%Y)E9LW  ! C ; K#  U>B  + D 0$U  ] E H6  " U %*^Q7G  # E + G I _G  B0  = 6 '' Y Y*  ; " TN7 
M40U"M8*(W0Y6(''!XDG5"''a8Z#"UAYCQ4*Q  + 03R*F51YU?4Q3V8-U?W'L  + X4T 
MN8C(5JK!:':J;IJF/N.4.Y.8)*"BEC1S+1>=.GR*:HYSI''IA6)>EUM6f:9"R 
MVX->JBHYZ7SC2=_NBBYJ"W$W//5S1?+'E$N8.G/6#1T5?DV83?K=VKV<K0RB 
M'I!8E2'MR8'LA(I;5P/_M\HSNUMDR80.#599\BFW#-]%K''?’V=WE0aYC:BD\ 
H:9'QKM_C+-%) '=15L7/6G5;S2?2=0FNI;rK?Z89C.;L:95\9Z8N]-UB+ZB56T 
M_5G+:H7N:QAM:j\QNC3L=_KZEB7"Va9F48LHWZ''A;-"X+:6QA%P9/X0XG+6" 
MM{_4=>7aH<[a%C<JY8V-^\OW*TL;C9#-?H\S)=*_48F03V<CL<X-_:\W62:8 
M7EI8_N3!TH/6P8G$06L5..3aX5TUQSYIWJU*EZENT ' J6Z:n_>/ ! UJ*5J1 5T$ 

HY#'5,-*-!NL3:-FKYIR%H>$M/PU;8+7! *#K_/N$Z=CS85*H*8Z0/T!8*JK 

M5(>8 \*ZPS+#SY9_F3K"S<'-<QZ'MTTM7T6SK%82FJ8GSN8K)GE<HYa^0[2 

MaU\,0QP.%_KJ4.N4PCTL988='%Q+/'E:HY_>H"ZPC8J/;_C5%5AB6EI>??/F+ 
MKR''W%C03L'J4GTFJHY\)D?0'??C5UN#3"FH+506:=:'P$B'LP9=?'GS9_OK) 
M_6$#!#O<'_.8X7-+F=460N9a27TF5?.2S4184E:VR9*;>?#D0>O+UI=;XE4D 
H03'W6L'U=U#MK1>aH1J9FQ,%#J6"'#WU"4)<M')=W0BDa;:+)\,G/+JTa2WY 
M]TI#:85U0K68! <3W+3AA%<; 'E3'!\5Y%'3*L,8ST<5T?*87('_H2%YTX827K 
H,REaW$R0$K_<K/: \E88VRQ5N" Y8V4KGBYE :;6?+1UWH"_0SEW=<,U7VX(EC6 
M;TXB(6P=N\+<\:-I00I/I<TN:b8%9JVZ*B$< !\C?F'.H"\H_:I88/0VE9H?P 
M_JD<i;K>;FW5KEUC,iaG#U_A>''%90LW\,M>3,S>:  = PXSa7IPWE'F17J;P*G<Z 
M5D45%UF/! ' R P D+6 ; F R ) , 8>> A8K2 2 ? " 6 D U E ) #0^ /> C I 8X J * Z$N9 WH : 1 ( . G_XJ 
M<C-,  + 52GR8LF.  G-5KV''"  "W)TLEWG',T<E81TF<;_.REZK6Z(L''8-FYY-]D''V 
M^79P-VG+#9 'U$.*0?FV="_YLWCAKCS''5N1A%G*JR<5:G! *Z(>==aj 'H<\4P* 
H?1J2?1;YSLX4C7.H8a':/=U00:a6+<'4V$4+DD=8<)'S08(:alSJ42^48<TT 
M!N3<:)7F#:EI»IGN_2IKVI;D  + MBa24G1<4:"$DA:SUN>'':  2%R>^H8K2  I F ) FT]  ? 

M2  + /(5aE/T_V)6L.KDNGIE84SYPJRUF<B:aD5;  '937#82H8IZP!NW>'FVC:iW 
H)L2OK%7M5SY3'X5Y:_W;D+0R\+60B9. "CU5_N-G<WR_.16)Y.81LR9D_>V?- 
M?PKaK^.WJP"B;-DaaC?OU)U84?A,+,K64U8VI%T$SE;H?'"K5\>G_A+:-9'H 
MJ=9  + 5C''-V'))40/X?X0:P'6NW:C''2?/l2_S:'9ZaNVO?\2a$9_C4?W*D"LVV 
M3U]HOZa_HK88\M?"7701/879P8X?N?,a>E?005%_J'LXIVY/A3F0G?Z-JB7S 
MNSM''<YMJI,"?_TOIEC  .3XS  .TJ_A?TA.  VIIP8?Y8V''3H-93UEEZ>G  '8Fa0P6Y 
H-W3FLS8#U5]S>,T1_XYC .d:vH+N_05/G//,TR=;ZKHZ/AS.YE0U*3Y*D4M?)W 
HaNSaWAF2CNL/<<1+0.\al=_ ! G?3*a8AF, J; /AW  ' MA'C!-6X"S:3*_ZAPHTM 
H9F;-"I2'76V;WUP:_SOHAWRFWJ;H+S"#V-"YR/=.0DJ-GD/42U975G57)-M[ 
HZ8.a?2*JZ/[HDHPG5V\XYN)9S088  = J,GDJ5  + 75U6''?RR(E;B3<A-+i:WY_:#U 
M/\:M7-N:*+a!))'a)8"2D*0HDO(/R;):!)YC+:)5a>2Y=0"J''EVYZE7==URO 
HGU-  = 4<'=**'H$E6OXG575:\JN0>$)TAVA),1  />  Aai  t ? x3aa-$  I / -^ , \ C H V 1 9$ 
M'-/#Z2%''9.)7KV''MG0!:SJVP)<LBL'/GSKUWCK6'':7U?2M  = ,YUHYC7BC  = T-8 
HN0)XEGZK*7;P6NF1O6F>GVETYa:_D6X'?''7L_N?8v:[OSWL7'?/E:caiCUJ! 
M8H)/9J6:7:+X-/09H7(5)1I7R,$B4OA0*ZZa-B/H.;)K2-$!U\4K89L3=a>3 
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HUNCB\::ISD#aB9:390>)FF$!D/JQ=0+1G,+;L00NBP7,BHVS'24!Q+aS74FH 
MG:JSU_D,T":\T0O.SM;La'V\>;:2#/RQW*PXa%+GF8NaE?33L<1$*A->ADI8 
M7. S*=1 0J6 .+^IL6QY/X$(6F>*+3\ ! :)'>1.N6U2;L\7aCWXX7PY\*.VK'?CR 
ML%G]  = 8C$-(  J : L73,  KH  : LA$V_S>GPEM'''SEV  + E&;K5EGL'a6RWG(7(L_:,(  + 
MS0?<V>.6HE8XON8L2  + NA1DPPG''G1/-5Z:.+<K1VZJ?6=:7L0''J%?78:=?K?  + 
M>,D.5..'PE!/Z42:U\CLP0\$X0JG*('HC4A5=EC/'87%#6?FMDH>E4Z/+QKG 
M37'6>,S%F)x:;)a2"al%%$w:v<R'FH7,CNP"-'YE3K5>4C1836C8/G!BQVLX 
M5:M:+SG/'*Q\71>#AG . H,+<4? . ! SKA ' % \ =-3 / G 5 DG N H J A \ 0 ! ' 0WF-<TNX1 N* 
MD:2=N/Z-4y:2UW_K6%4F,>#1 \ =B A# LC a ; 0 , J 0 ' Y?HW5/M?.Y2YH-)UECI:ZT 
M8[:Q6",IJ9W2Z/XO.K?6.YUG/JLY=JV05.-V?ENja8IYE\C:VOZB+YSJ=33>1 
MN9Y$?\9FT"/^L!X:;NQCX3,+Z?FBY/JYlaa''1A:=8.I/Z\Q!!M=>8._2$0L8 
MQ4:T5K)2VXY;M*N>Y3RS#JU"(87Z8  = 8'P]F01 L- VV , + 2 E 2 I _Q%X48 : :FJ_J" 

MJ51W""HCST_  = GCAQ%>$<;'aX  + I!  YG R V R , 3 S / T0 F J S \ Q$* V4 L_4HKC YP D 5 T J G 
MJN+8J;A^E2(TJ8T59*8C?RZ.H_04CGQ5F4PFE0/(1L' :a=6C : "0;DB7">I ! \ 
H5D9S%73F'3Z7#^a*V?'JM<ZAA0'(HE8<)$S'5K'GX$)\S:iaE0F:-L1;._8* 
M7*ED;2AQGX?ZE'%_GMN5\JA-,1#%5(42"NCRG.M78^'05)"-5\C0'Y3'DB,< 
M<Y5DUAR5D3.0L;A,*K5OL)(,_7QC:,93>UR:5-B-F>:b#.:#5':j/PD>89B/ 
Mla*YE:FQBJ84'3.3.Q  = + 6UC9;HZ5>8!  ; 8W  = X< ' *R7 ( N ( OORN ; **8G8 V Z ' 2EK 
MEQMNI R7QI,8U<+V\ . QN7R_;X0!2:).N>37)"!YP?-\;VN)P=:E_EB<ZYY:f% 
Mi:61>)_Y!:E(UHZXH=:(,f1.LWG0ST1O159K9L2'#Nj9=D'$::G<j:X0.^*>D 
MM=\IYU89?Y';959:': C * AC ( 3 P AU C *3 D " 584G Z # / 0 J = J C ? 20 A8TC 5 ; -E ( D ! 38 
M'2aEE7"FMLI1 : Y<<C 'TYC=8)SI35->:09("J""NBE%<.TNE$$P6J5_2<)K/% 
M;#S4>WVLU::nKI'K:5=V*_KAD+,0BK.E!''+P+N\S>?L+YPR]V.?<=98O=5,T 
MLMSUKI_E#^+/ LQTGE=HD_>T<CaV?*PN= . M:2R#M>_PaWK-U! .K1UMM)C.ZKUZ 
M<X6X93ABP0CNK7a86:TY)2BBH%V8"1 :?.![Pia,8>l8=0-F?14:6/GVL:S[S 
H6L%+<E7(YWRa,\1 Y5I6+)^5aXj4L01 :*a?YN%K80$UT/#*6')'>=Z._<6-?Y 
HND!/C3_)Ya>!CC"Fa7K4JXS*EA+VG\E,KT0KZE:BUa0G_BWKO\TGSX3><<*B 
MV,+3' HXC40,4%<,,LP/^K5IS#FaF9Z;,7:*?3M. \6XM#_+_480\Y>Z6G:<VN 
M$$VE3<Y^_<_0T01 F7( : F $ 3 , 0 D *T7% W / X F X U8 FG C ' U4$  = P>1P?A<5*)>SD#<U 
H8*!_8UVC)+3''XaKGX'13,5KC<I3P:NCH2/<$8EFP5E$)5*'VFG3al$CFZ:\0 
H_B/,aXE6#I(,=) (;_C3KaD%>Y<3+A;/\_SV''a=YH3(K3)>/a$><J/*(ZEV*2 
M>7=%TX_358*I*%35NU.'XLI:rDI^JKCA!"S>TIS:U:KK_F)H\?CFC-P?R_0/8 
MI'8XV=P!4V,#SBGE,ia*-":A6+LF<SF%W1IFWaTE/("\DDR09ALD/'HE.5?! 
M!S"^S%+H2$0aH+U3a.=a01I3XD'EWUFDD)<>Z8a:IX1RPBW8T"M;1OP''SC6L 

M=I7?9KaBB N) IRHAO%0 :21!8T!NHD\HF82R*3I-MY5FLB1Y=49?4P^3_'N" 

M8a,#G=" !>JP$99;G $U !"*:\HS/)KXG1KDU$,<1 / ' *% N EU F V_ ' WT J .$L9: X 

MU*?X)*>  = TN  + $;  = CXA7\\_TaS#3:TBA . _8 ? C ; F " , F C $ 3 DUO " W ; ( U3R C< V P0  = a 
MCau>aC1 ■;:)*H8*6RV/.S/\E4' aPN , K" , *#G 3 KL; C $8 " , X, 3 8 A78 Y ; % =4 3 ( G 
HD . _/C=/E3"1 1>,H"*ZZ4Z4PB_' ,*63SXW61 2J !P<CNVCaiH34JSUF6:6H=9= 
HH0,i:_/PD:"?%>aBR3FT2W;IL.C*MZ#<)$B!5)*G;)V7a_>ML4T'+I18%.BP 
MN%N/ZKF#BIY5HC:8HX,8+.$a=I.<JU6<Y-SWOM9=*I;01+7J''+.8JDa4PiaA 
MUY"L=EH4  = «4HP";  W LZ8T<VG_75G6  ( ! , R \ 5 ; = F 8 Z8 D>8  J L# , 3 YX W LO  ) P> 

HC\B( ' A ■ BLCHY33>PK$/7KCL553>TaMP0G>=a*J9K, F=' \ ' 1 #W$-62 ' #=PJ ' 5 
MKE<;+=-9HX._4N)a(;_4)Z_<^A=%#H"UBBA!8J;,aDD'UVJU,?>3=GHL-AYI 
MC303''T2K#^\HBEODO?(4''.*E*ZCTIH#U5aj.'0(4800H!E6O3'\JE<B5aa8 
HMS1 CC3?Z#,#<\-a3B"3I-"2=RB#>W>(G47*F3CR+. 3 . I 6M<aE ) 2<* F P E 3 4=T 
HE/P<HC8%9A04S ' S . S ' L'  ’ %$,38  = #ZY# . STZC ' K? Y ; 3# A DT849 / S ! ZZ) (1  LX . 
M+F-/;%a9,-D07LXA8\PLH..\K7)NRL'3Ea2CKT2R;L"VP3EU1N'C;_;W3KD* 
MCT)AT3'RHE8137%VaZ+5F<IVVE-?.'A_R;KPZ::ZK>00HRSVG*=G(U=.8'3^ 
M13?)3W.=Z.?0GS3C-0)H3,8HaB6IZ=IS^H8O=8KI#S4_3)'H(3TY"ai:KaO>H 
MHFAY:X4!R?BS8CM.-AF  = :\_''YXY' I R S W V + D9# N SG V Z F W J 5 6 F ? Z / = 8 W \ I X H K 
HAC4;' .8,FaN15. ! !Y7S!E1%<$9/a"a_PHLHR$4#!AaZSP-)>\<C3,X.ASW<? 

H)0a8O9<>+  'H7B9R'J(*a  = \;''SB''UCFSFTUC/i;7''(L\a'0?!:*;''EE>?ERR  = G 
H.  EL%  + 1 : a%N< ! T ' . NT  = L2 I 7 LXT Z-W ) C a0 W Y6C 1 *$N8 RM  = H ' 8 / _W LU_R L 3 ) R 69 
H3F7V'BC3/%%)+H#XTXK_50Y''8V-aRW''  + ,O%308IVV#?\AJCU7U7"Wa)V2>XB 
M>,Z*'IRHW3L1=?W-I,Y?<H2WH+C443FSDS>/GRBN\F=C'=E!UW7''2C)a5*a/ 
M<9,=,_;O<96_O%_75?CZA(XLI>8_>WLB%6Z0-N=/YI, :_C7N? : :0S/ . SE^RM 
H(1E-:?-'*:%>U=V!4PE58l2XH\(_CP'DSa_B3E:9??/D.2?2)=C90'30?<V5 
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MGE$6>D;C<DHWCX5*L,(0,$C-ES_0/T"=_3ZS:)-,V=8''FUC<?_RE2!a)KL+Y 

H?'\/G_G?)=^[>7X6O'S^Y8?QZ*'''W/_Q,;['.?'_FZC):+K!1?/MB8'0$b:\ 

M*?SD+51D\*G_*\XW-CFJ'X_:R*-CXCSPI93a=^6I_"?,U9L+*>NGYPV-)CKA 

M\L_^a*1I-[KA*?GU:GCMH;&?*A8?:G*F%"/+;C+'\GC&PT7&7UPQ:/9>I/0Z 

ME'Y5.>3SX>S"IAC!\R0;C>:i19/-''X^;7$8OV='=6GU81V5_/U\N45GVSY'= 

MOYG4\=/7CPNNSC.;i:2CHJ3T_N<'NB._?02W/K4XK/OTZ<D*_a4?8#_,!L#76 

HP<F*0J"5)\\HK\6"="TSM73\ED8LR?2CUF8^C;Y''Q7FX5XU3F9E8Z_0.%?HH 

M48NT:oV7$LGNB$L!+<'M<<:1"2>207*B#UNOHE=:80(*L*W./;>.+PG$XEC1V 

MaFI90%:Q4S:)8;*' -XB(*(  ; Y/GI5YUBPI3  — + 96= : 3;X9Z* : =''0</:$E_I*" 

MEIPI=C$:\VM%_J)HH#a5C1C. ! ; ) B= : J # , 3 ( G F # F 8 A6= : TTB J _0 V+, Y< Y 5 G I Z 

M++MW5\>JG22''A*=0AC.CN6L:0A(9O,=*6?+>:>KWE<YL2t:o'FG\LKDJ_Y=* 

MKF_X''S.=B]/;.#''Q_,:7WX"'USPWTWK9D!XRWS2>_V  = <.[W)m:JFBJ?,E0W/Z 

M'CT7J3S,XN%F+:Q*K<:39D7<?-a)E\MP+M''TEB'TW$6L*#0:cCC(:R8<'$> 

HRPM86H;:_N#W<91DD/(J49Wa_.W-*5I>!H-E0a,*ERD#_8#3USI(.SNL('5n 

ME3UG4D#S%QI(?VB=KA26_0P*,W*Y;/N#I=<=S. ' :2>/ROG^.OaM0O\?XA)F\ 

M\0MTa>/'L$-9.9FP"\8/"3HaDVO,Z4''%>J<=>.'<>*8H'W:/,<,NC7aSV4'X 

N.;C/M0J)8-*''B"8=!:_USH1<4R>.I  = )SNLC8B+C._?3:aM-8>m:YM5J:I:7_G 

M = [M''4LC/I:tU  + LS'4G8)('B7<PG<)JH15NVS%HF:RTKP1#2I:/R#BHCLUKUKW 

MO*KG8#+N[0A:!HU$.NUA:"RI8F"J'!WGZ-2[<O/HM$Y=6GZLV)/4X!NQ''KP5 

MQ8UZP_.<NU : U5'6<ZH$V5T7PJ2R?2''52$-7D6a#CBZ/Z4U;2?\H:]aUI.SU- 

HNYS3AA:0.8_a"ON-*FDC;L\\YQE'A2KDBWB064B5:3<"["C%5X'V$DSRGL:Z 

MTEK>7<a$;#)O0*-V  + 3-6G34;3E1  OS#V_ZE8GK;PI60;a#*I7+)  \ . [;m>TH87.  ( 

MZC5K84T3Ya#XE+H2B+% ';O_3.J1:GWD40U6K5>395Y"'R'a'%;YP(L8G=/0" 

M%B_0FW'82=9.3N=9:=1WZF[=;H36LV>.'XB"PB88%1ACMHI?P$/;'<\U3MK1U 

M>Z4F)/K8]$G+K4\F7N.WEFLA*T_]R8$0<(,YP1L:C8'N,'/>%5<KHC3:<PT# 

MNZ%4H6+;7P?.(:M)%>D!I(NI0-2P"(['"L%CM5$1RPYVD->CY$"0a\aXVN)K 

MI*\a!J'$KV:8E0J%?aUZUaUEE''7<C"a-B>BaB/\'\D':8\)K7'$+_>9:#a* 

M:'S89<.C0^D-"H'HH()X;%[;'4BK'WNXV*DK"Y:u<UC_)E'4_\\BFaYT%9Y2R 

H6B<U(a7(N''8PGE<H0J_8$#2R'4: ,a9R,1<, Y9*/V) SHSBOLW<R . H2M%I86,^ 

M45%K"IN-I$8XEC! \ H FM^8S>BN0TT ! J D J 3 -a4 5 , 96 H B6  = 6 F 4 V< C 2 D D H % ' ?( F : 

M'48JY(V3D'T*06K2K$_-ONRLLL"Z1N6D:CUAPaM0PC:S4DL_!A:0a=\P?%JG 

MDI>//FC,</60OR+/KN3:9GVN^aN0JI5I=D)31B-N6W3Rava!R'7*0Z70V%W8# 

M5D).SSS.C(TU0C!<*9>G1'U#3)*%8T":"8=,"_SLD8$N<"Z=JU:5R;W84)*? 

M20*9EX;FF\S6:SKa'N! /\AL_+3X1G' . C K? 3=Z 08G< \ E R F G C =n / 3>T 3 C 5 M 3 , $ 

M_Z'G'53.J4UL<=YPF*'4"9,$11('E1;06\+3RH.NFC#LY+UAH?)ZX;*VS!V5 

MZSVPCS ! R: 1 . 3 9 V ? *0 V ' 1 85 1 G + LW C ' 0 . E RZ / 1 P 3 % H J ) $-aBP D ! P<  = %4 ' , )#-L 

M)LHV8KW(1  ( ) ' ($/<H59,CL?a>#332  : 9 R 1 N- ; ^ I U ( R C I >Xa  \ ? \ a Z , ) E AT  L>% 

M.^1124XZ*WaNNB^J5/K=LX#505IGGU'/H_+EX9'-,82,H'D6JWSB8l_'':YHE 

H<NK:i3/3NO+;U$B\58CRBH_CV)V,\7G./aDJE9aNLO.6.Y1:=_0C*Y:aXENO 

H59$V3  )-8?2U82KR . AI*0V  = #7HCGA : N1  *%8EXGX  + >DZ '^T16BK^)VD  = V9<9;' 

HY=R/$NY".G%.DA.M,9AW)M>\$%B)83ZC*0VW*C/7535<+96YG'<DaHG''L)L 

MV.3a_E?TLZ0Y##BTS)290)>T?L\H-1;5J?39.UH'NTSEaC"VZ.B(9,YH:P1> 

ri*0T:<R#$%8-F;'92Ea<E.JOI>7;8FDF  + M9X.\"\9ai:NTU5"TD/YWO"YNJE\P 

M8%9KAKX6LR$8ZL$$%a",DV?>"\S . J#aV5 :)L10/55.YD.8$ZA4K_1YI'XHY3 

M$E;#4/KWC_D . =2 7_ ( M ' C 3* 29$a, , E>_60 . Ka ( Y N I a-<#+ ' 0 : WY"\ . $0_ ! ( 

MB?8#F'M+?FJ2E<4N+-$3jRa-$''VG3aB_E8H\1KV8G-)KCGEN,2HA#SG91$0I 

HBC8.L3aCR4ZUKWD=VL^BS/W0SS(/O4\8aC.S1VO896?E,BO$F8K%<%CR=:;R 

HG=18U\\01;/-?)B359$91H)XH3_a\Z1TI2J3,*9CC5al'GKDBH<*0'?'H'aA 

M)  CWA)LE4-L'B%+' 76B3SG; F><T73*, ''-053%K2877CFTC0X'V6'LL''DN!59 

M + ?<9''S?T3U2N'  " < . 8*  ( - 1 7 ( / 1 [ / E + - D 1 L ( .R4SP  = L9#)A4X2:J(3=:'1  BAMF 

MC*-.1*K#T  = ) = C8,V3TEJJ  + UH'‘/-R'Y*N?*($CS!' 6<U78$<k: 0U / ? Y / 3 A *X8 

MR3aK<:R2[aO:F_XZ8l+3"DMPJA*:P^'(1082:GUa*3(\P+)J*>EY5N,SO-3< 

MauaBT4A,%>#3X8 !J'$1W:LSIN0\U^JL$X4GK*a%^8L()' *7T_3 'WRRIOEDV; 

MSAU#?OJYN<NVZO+HD<i:$'ZL2OPYa8S?8=HFL%,JC0\'OXMRB6%n_+-C:4%HL 

M*UWW,(:6DYS1U(W*C7VU8!3: 3 E A_< 3 5 3K : Y H L E Z C 1 I / Y ? 9 3 ; L3_4 K8 1 5 L0 J 5 

HBD/_=>aP9O)<N0+DK<HKWL1">(/KFGOXD>8T"%E/\883*3!YSSJPK<KNH5,\ 

H+%F ' ="C, .64Ua8BF+W6E3#*G<7Z<"#K$LUA\W;52589", ?"=4H ' . JH : AH5NW 
MZHWZD%K#/<*?18=3X=EE9_7;T-!HCG:5WW-M9G04BA;TDA'XM6O31J:l\COO 
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M(YZ  = S&CB'2)Q\0! " ) + B , H 3 D> R-U $ = E& J C VZ #4% !"$.;$SJPPC  + #''  = :F7(^%K 
MRGQ_I-6D408&M9):0:*1SYM$P0,6YD;"VZ!_7*=EY''HF]'=91PCJN\QI&L?E 
H'' SKI  =333",  ' U — _ !8!6CU!>I!#N!INTHH'CH5*  = >HPHRB,FS;;CF<TJKCD0X 
M=Y_C?<F\!9,:/RB">Q5:8;-?!Y'A>H:F"$:95<_W.IVVUQZ7&:*2RL*S$IR7 
M-4X5:WJ!%?I4UN'KUK2B=_TI]?K3IT>28V>D2*)"%J-R?FL]\CW0FW><2MW- 
M,E:T>6W>W=!C01F''%O#OB%/?&.):;Q\!*L&U3->P(R6TAP'%'NY:+>_C=FOF 
H\7A-!#*ZR?-ES>UCQ">(:8OY,5:GP0VZ_?5!$0;UK%+%ZD:R"3/+!X_+/JS; 
HCN/48_$L80+=P3D8GN=\7OVU8A_R6+Q0Z,Q55)\A,<*EAM'Z8/4'N'>,H7E6 
H<1RC#BH)JA?952021;8,\'0R\:G41/PE>X1Q7C;;OM;EWMZR6.B,-008:8C7 
M::,)!<F.RK9GG;;/)YDTLWQ5+IY84?R:H)<9J)W707-?8"#a+"2V8WQ8VD\? 
M9YKI"U8.NJGDO7,MLZ(K%%-aD_+''<P!497O>A0,$G#QV5B#3EK'NCO>;362% 
M-',!GGa41\D>MZHFE"HDKK+*/-7W_BMD8K=A.-(4.?)M2:CTVX)/I,4K%0A5 
M5:2J; FN0H/24%9Q%L57RB;<RGUBY*n<+$VR+:iY;C**Q8SPDY<::M( :>CJ AT 
Ma''"*lCQHKD3*;/WP312:FNI=B?T_aK/GQ:K_'W[:PC"  = I"C_:8aVP>WR8,7G\ 
HQ%U/99_6H].IUG=I!#>ZYV''?,UU#U$*VMJRUK)7H4N%$\)$21>T4(VE0)*5G 
H;-2C5UQW'^/NCB5>C#L"$PK' E0AXZ*?P*:I+IM^WH:''aS\LKWK#*O3KM<,*9 
MN4/HV*M':,8PVVZ+A0:ZR43_ZE=*;2XZK>:;\6G\D)1/*;'*U5_57:5XW<$; 
H66V:#MZ=/)9I#-]GQ9II^VN*3) IK]VFUH:8T_\UI:"IBT1 ;L0='-ZYZ=GSS7 
MJEJ\k:y(W)37/B-?L)?.5.F9>DICGCVEX99y:3X0I\UWS;?'/PG9!*NKL$;= 

MSE\  + F''B(KD>MG  + ;B%H2#9O-$0VNa2F  ' WW'_3_!DPHA1N[''_k:_0OT  + CT8WT> 

HOa4  = UQZ4HWZ''ALC3XCl;Z:L,-*]N-A''SQP4#<O3  = U:VNRC)/0_SK3S7*9aH> 

HUQ/08CY;,  = \C>_8V\1  7A6  7AG :%P.GCM08?_EB41/-QCNN*:SQ8XA8:2#O8O'' 
M_#,C:,BPWW:\O1U#?.S-DY>/OQ0'>. ! !:^!V\CQXEWPJ'RC4SK0F8P!h:\4\ 
MY*?C$S:R0X;$62?/?Q10$:A''L2G'A3A/6\MW;U]'‘_C!‘'"-VLGYX\?\F>CaD> 
M]_'*‘DBQ;*F^aTW7EWDO+D\<''0SQ)  + D2'';''.G_  + N-RUW]  + U8':F3!Y'AR_a:%( 

MHCI:u?TER]UGZV/%/2E?GW:: .4QS#a23X3_))X?)J;HD\=/Y+V_M4=M_GA, 

MG:SF)0(?5'9IL'*1?/98/Q,#8E8aHVB5+?GT<V';;';#BS-6RCI/3[NX+48B 

H/PKI:*VQE50BW/'_R'=N^*?G\AUA5NUH%.J:<SV*H4UC48:NLC:t?h:IGJC* 

MG>3Aa0. I0,E)C$.  :<.4DXK:;,U;N(,;Z?:=U^DHK7)VV?D"NCPa8RR90/F'A 
HP$M=aW/"*-ja!TJUVM4\'FA%M.JOE.S=V),.M3)>:YQ;8<R:7ELC>3aYMa0H 
MI"5W_aM$+C./3R4NX3?77Z.-^_UY:T)4D_:X!X#AM0;85>7Q\<G)6;!RB5?9 
HJ*''C4Y  = U?>VN%:>GJ  /AX)%S(  C ! DLI^3Y90  = X ' Y-G)  YY)  :Q(  .y:"N5.:;''BN5 
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M3C89YWI"D*/M._2W+U84UAA"/C737090'V*4LXPGE03$A.HXRQXC>!;C/QT? 

H0UP1  /K08568>_EXaCV  / 'E3T;?63CYP0a$\0496I.  0 W = Q J O'-S  , P R + W A F X ( , TG 
M,HJW:3WN«:6N4/G*T9(2:  E;a\ClZ:0(K;''*3B.V!D%\  = R>\#/HA\)K8:1#^ 
ML<34!J#%'V7.0;,Z:4K+.SL:H91E3N:EX8Z*(P2*>C+S4S':4J32\#5KR7?H 
M'0RZ<W\9'JE8=)$*'PRNQ-8(L<.,.'a'CV,KB1WV%!8>%"3CB>O'0?F'''#1Q 
Ma, )*V. U<+>>#RW '07a:+8#D+!F'7#ZZ:3,a%"5'9163''?L:K'L3ZaU62TB35 
HSD*a,F1PEBKS??2*LX*,a''U:0Q/X+[:'H33+E+,='>+CCRH36DZ7<FS9OTX 
M7Z/04A5OL$,0VU=I3:" " 5 G D R 5 AB ( , =7 5 H AU Z+ A8-NQ>807 ?>7P3 ? *9 X7 ! 1=3 
M/03N3,+73"39TYQ'T9*"/MUU:q%Z2M$K7; F0U4I=DO_*Q8 ! ! 4 D 1 C ! 9= ! \ Z K Y 
MW6!‘'XC<#K3_N!0.!J8' 1 J KX I H ' M ; > VT  + + I 'X**7\U#47$G:CUA6a:52R0T  = # 
MWYHWO<L3::+KA23\ :GO637Q"+H82IINT>3_4#BHa0UI\A3a3\,28AW,,EYU3 
MUH1!=INSI^3UPL'5BCX7>OY)6/-JU#a3WE"B+E:"Z3'l8E-J'S#Z3.;>DFA3 
M'''!D3_;a3/:6::*4TPK+?:,6-.)YVPK:_13K='L_SFlE73_P7?Fa,a*4/7G># 
M=WZS*7CW/a,MN2*-R=:>TCHI2F).L#*V)53TCQ3H-D:3SOaDCM%##:!NY'6C 
M_5FX\(%HT5Q\'9S+NT)K".*HL27,V8*B.7G,8E07/4?6F8RD^I95SJia:-'_ 
M\;1+?>3ZP3RLH6LUSY07PMHaG'=CM-L(P42L:*1LF!1A<,:AK''_D=*5LL:CV 
MCH47C5-H.<5>._#\a,:_^8*>1M5?CGJU>7a.(8H'V!D+M29HCHP57K!KM3#D 
Ha98HX<=(3;;H0;'W3H-3P4QO1JUW'F5XJEB#_E9UEXC2QC_9Y_-">BM=-$RU 
MH:;aU'C3Q.E1)<H;QC7LA;82%C.B3X\H\O$:T^I1O0;TI69!''G5C;PN3%H16 
MSM\6HQK;733C""B)G'BFQBRS<AC)aF'R1:/''3  + 1-  ZC0-\*7:H!:=W''Y:NU8R 
M"*PR*Q4IUM: 1<+N%$X+GWH '0-5;<;ZVSC896: 5,?Q06CN-,%F\>K-G>A$7;D 
ML. P2%W<-35N :>\HL$U-4CC7Z<E/C=2>*0L*AHOCE42-JS*G7H53M5KUJ [="K 
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MWK6**P^2HAPA;3HZ*IE3YOFO>YK5;!58GCZJQT_K%%5,7WL-[ZA=:*K*X2Y% 

H<R4SE5)FSF3_$3lW?V%KI>$-1,a5UL-:KC+:L7'?TB0_$?'64aU=_W4K#F/' 

H1>QK'3JaV*B: R%a>Ua6?I4V*BQ(>1UYG+6*a' FVZEN42W\&ZX:K2Q'9]KT%K 
MIEIGVaD%Q\HH2'MH)\UZS=F)Q#4'T,D:JTSY0/).HW0.4_H,37:50aF939'+ 
HU*?8SVO!B$9F>4G  = A%%(D<L6C:31IUB9E.$EF\:I^E'1?'&  + 0-:$H3E!FI:HJ 
MCPX-CQ5F,^IJ_0AE;KO.7;H4+!2X)a:9!E1V0FV*74>RXH[NHD!WK8FU9=G4 
M#:a:(S-[.PYMBN(.:3%a%KLPAN,M5"CR88'8DX.aU')KGQ%#Z0K=%7JPH+,F 
M<R9$:2F3L$INF^YL8MHaE0!AF4R'!U'8"I#E'%P89IA(CBIAEaCOD-7=C+%D 
M+7$WaF.D.:,#aP'.K)0S8T'#4./=4HG7i:RUI"Y$<(2U/PY80:2O!%''!XE)F 
M*)HD:'NCaECBE7/(#"<K:'3%K:F2543/aN4J''P-YCIFA<%1089N5/$'F8"S9 

H6IH]<3)2Z6FZHW=1SDBE5:*$E1WJW):6-A'_ 61K128a-NB*:$8*R,)6B, 

M]IYa=1SXU*;'*IHXAYaZ4\Z.*$JRCMH5/A;L15a(J#N=%M=P;N0<K:i8"U.X 
M59CJ7560aV0-6?C>PD7N$NCVDL7'VU"M9La#M')+:R2C%XNRC/XF'‘Z+=aZ=0 
HF : RS0:O\+=$(2_S76=<O 'DZ8*9>H8D*:BGDY%C-RTNJ7/ ! -a%6$% " V3 R+ Y- V 
MEAW60-C  C-^TM" : N#M;02*S6N ■ «N- ) , R C E<96  = A$ I % a03 C>- D W38+ D N ' : "]$) 
MHGX!4H8ZV$B?-D;RDYG,-/0'/)#Y?#J8'36PFUPJI<\C6G%+:8'RKH;S8S*G 
M)/F,41C8$\/:5<TJX)''ER50Hl)*XPF7%2ZY85?  + )*3  + 8,\8SFZH\,Z\')S](S 
H]'LB3U;:R0+ 11*270 )*0GBSA8X>?Z-$0/G1DI4^$P8IJ)PC4LT\2G2C34  = *"$ 
HBT*U-#=:';Z(T18LaH**71G!Y.AG_THC<,*RR]!Z784a($0#N??TWU(<B+DZ 
H8KNaS-4/L%*XS%"9Z+US(O=28K6LF\aE*0J*C8,3:RZ2?-I+1HLZDC+2."H_ 

MU_*J\II ! \B)AJHS7OaN2H_a?=0UX2N,O6<T2P !3>1U..=JNI0,XF"W(/[9 

MKCCWXB)"N\-"W6A_Y?UA"BaUCC9-C4G(,X8VUN#0X2 ' R , ; 0 U " N<> ; I ++*<0< 
M3*:7?8JK.N-R5%:8KNRF_2B:\Yaa/SR.a8N#3a>WYK'Y26$TGE*8-Z*/(AZ! 
HSS7_#J._+SXB(Y>K'92UZ(9+0S(R1\.A877ZT_(XTHa"$),)NP>E.GC+P"%$ 
M>RWa7*7(\7:P\".S'OG*8:72<4TF:C"O"!2R!/FX"=R0CU=0'/4*18O*W!L- 
H"X_,8>$3TVR5R]%(:P%:SHi:C'8S+Da/V!S3"T#\2_#MT83)_H%?KH'BDAN9 
HA>8KHC->Z6<a.Y+K")C+<:J4$,1S-EE/9P:7>*+CJAU>*73"IA4<HaY_8A3KH 
M/XCX/$IJ/1(7'WH#/$2M‘$;!IVBJY%4ja=8P:#XJ5$RG;$4Y,Z?CGW'2*:VM 
HL9F,8*RCH3>W'0$!EZ%C6=VT7;H#4*567!ICa7')EDUa'-DO-CaZV;)IH*T" 
M%+6BG%W8MU(Z0_*I$a4N:,V)CA?0:GnF);;*5N8P6' ( *=, G RU V ; =aL4 2 3 . 8 S 
M]riD25"  = 1 7.I/W  !-W-  = A8\FDH  ! 0a>L<J  E C ; WVWH  ! *-K4_X  ? 2 G 87%  Z C . GB+JCMC 
H%'a'3K$=*C+:zDAVH0'1*UE8U(4R:F8D'H:*_UC%J5B'%EV+#ia%A_Z9%C#" 
HZ,:_3E.'L5<:.:9,X8HI3C.' !ZaB.?CZH8)#E\HB9D0)L9P*_=>,1NCH4)Z+ 
M.(CP*ICHBaEa0C3!aU]-;-ZC'WPUF7a5.:"*,)SC6-R:/0$O6HF57$IH)H(* 

H90BJ81 WD8NC7:E0: ' )5AN8i:(/N6J5=  + a)#68W3<(C'8'  'F9B'I#:WTJ>AN 
M)6XDHK*5=K-%= : DaE8J65:TZU>KNK'H$4:AV8YHKVSG>8=1:>TN*F;)-5C"E 
HM/B/W,T7X%U1I0O3U<'";:7:h5G76!YV$%NC+1ENPG;!62NR-8XCH$6*L,OC 
M69?<7=UVG>F$1I98'H!B=BBM<8U8UHY<%:5=68F#C,ai"K+T4<8D/909*U7J 
H3YM8XUG#FS;:TaD='YR1"171!+U-n0SF9:" . C ? KV6 ?T+5 J C 8* J ( 1 AG2 8K*+H 
M=JJCGa:73C_X?5.PW37UA>L9GAIN+E)_:32*Z]_48S8';$4HNI5GXD0):GNi; 
HC:HW:za9:LI;A*:$>S;a/TG<V"-UXZDC?B7%(0ajJ;P\Y:)=Z_"NXSD4)7J- 
MMC<52.<KR6",!;.  0 J -1  3 /<*8# 8 D I KA> E-aK \ H / ; S A3$ F ; \ 6 A 5> ' Z ; M4 : J M ? C 
M1MRI3Ujna*NDaEH>VRaF3%IN>\aH,0'<C"=C',aaYaUZIG9=DLGL+(JF"=HF 
H0C ' ;06( ' *4NUT*WX/E) .G/C70;VU90':,6K-OX/"P\;TXW2JLYDGSBFTHC/Z 
H? ! GC_AVXGN\G; !0NP93ZSG0S=98*DMSX9SCI%E\G,'VC-%*:R2X5+'aU'2%Y 
MB  + = >(1  ! 5 + 88 F)-, ' U_  + $J0, : 7M ( Z * " KI GKKEO C W F 5 , * , G<P* D>-  = RM>*60  ) 6 
MP8=S/D,0\(X7I8CGN 'F-ID5*(S2H9K\X2?"9=!'X3X(IO;W8"=G')XL:\0T6 
M = aj J?_,CFCV2<«RT! DUa:>, 5,0-34+ CG*83SW;K-:*5*  = 0V7*aCG8C)S<a:  . 
MCYRWX#\a\'E_3M;K/XK+W,'Y9+:C=OZ<;>#W1.;D'T=EF#>4/0n>-I\a,YM# 
M#EB<1-)_ALS<0E;I'B2RCA_LH-e:j1:*4U2FP'P39JT\WK\/)7C.*N;6J$P2 
MST/%ZaR$%9B3C*3VE: DA8;58V*"*H7(7(=W-s:+#' ' SB/YG ' SY$-7-\YV"?= 
M1>_BC"68./S6WP0BDG0.7(9%=WCaEBYYGYW53>8])/XG0#HN5)98XYYXJJ>9 
HL8%D>_+,:8YH7'3G;:x</*#/'*6X?*_)S\a5$3; . W2 7=U . , G+% . 5 . * J 0>2 R E 
MY<L0?P1+9>VHKN*'49F;N:B30V1%J '\I/'BH#CT_>?/EC_0C#Y3X=?PEZZ;: 
M#6Naj??.FR*;7XJ!.S5*_070T*TJ6?NL8!$:_'OJOZaC9,*"X\OC!a(1;=YG 
HU.aE4W*K0T9_NL8E_;I"W,*8H'D1/-?N'G",NC?_$Z2SL%+UZ#DBaDLXZ'3G 
M'9W=YLO!HHOW/N-aB!8.$V18GHZ/aT:>TL'JV6'25RK7_6-OT:->aHLB.'C< 
MP.G:aN0a79//X>!_F*"WG'%7$7HE!WP*N5)F:s+HT:D6"GPTJ*>!L%T*API< 
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M$7I<X=DC$Z[N2>91<VPVC9:_*1(6\3U$76Z9TEJ]J=:k'\#WNWS\G'>7C4'_ 
M*ES2).K.Z0\KK:W>ZW=LXWXL,\( ' *3 X_ D / N / V<%% L C 1 N L \ H 9 ? E Z / W% .:P\Z- 

mj:0e/qnksuz=#*c3_b#lamue/v"\xt/h\'xt''pu=(b<n)qo:cy\\:u?/^1:r 
HU0\a:;/N*S?B*KL..:30A8=7?A?4Ca5W'a:#N3>aJUaADV$$S 'q:$9P=BZC7 
MAM;U2K#/C97ZG5[;Z67J'U(MP6HT'V2:''BZ'8P'''C#:8P!N"UHC7//VKSX8K9 
HYUT. . GS=D/6^F$L8Q/2 . NN88#T<2E=1 HZBI, >(>$-,. 7 J A08_K ( 67- ) _ ' M_K 
M!O,NQU26>,%L7B0Z8GOTULB)VI>,\QOL.-U$D0/<'UR%8aRN-\VTU8Z'B[:K" 

M + B2SaJN''MZ#_*#2-_"[;w<*EN:N>]BQ,6_6*/BPR:/)D?F31  . G ? " I ( > ' <G  , I ; 
M::H+*%_ADa;F$I8?09-Z?SC_:7CG7P6T/Ca'.Z#G_OK\A%V6HI,WVK;VN-Z’ 
MFI-*8$,I836T='88;(%IFHCL(8U(8'20a7GT:VW*4W'ICNC,9\N#1L4;,:M1 
M%5=F::SD-8-0;2XCT6D4QC-IG80'C);Z$.R)N-8>T9a$7:\?TH'IA"(:D>T'H 
M]SL!:[N(7.?:70?\C+$#?CGH>H1;1?%UWWN,:y18%=>''\9(3$%6M3*P*/8TU 
MZ-C::'<683/T+H.a$S0:K_:BYGNA1VLC-^'[*HB#O!XRV?nO2;W8SOZ3YTT_ 
M4=K;%9_N*ZU8*XX;i:'03''GW3"L>2>>1Z?'YG>UY9P:iC;aDX(GL2?>6JQH 
M5MQB!_8:6-/CA9,XWN22KC8HW<4K%;U'<:.%08M;;2:X\3KL>CW_;^A*+CPN 
HR">+L ! _VSH7N ' _70K6 9939=6 2 U I T+, \ 2 S LPHK2 2 36 KHa W8_$ I W%<: _0-% XH P 
MCH84XWLUnT6M>N0U0S9aHY/)>W9L-5>8*:SD]2CHK>?3;)WUSBOVO+_7H!%J 
MT\CC\\"KS60MJN\A%JE5GXD0$Y'S[F[>,-/L?:-R''SMT?FSSJ6$A*9H*(8*N 
MY,53)U9WN66_X;4:U4:UUG!JJ(AR=AU+9:'Z>KN03*4a.\9LF>*V?83SM_FT 
M3B?YN8SWRL5$CW2VI?Y9W*A'C;CM>C,JRKV.=KUJX:G1LUV*PR99C<*EAaFW 
HA8Y71VXCBAH<:*a:83JOS/3.PZ=''1H,.8E8DT0K]O[FD,*S6;H:>U8394F*\ 
H!HG.0(CH;5E?"'ID\KD:P60'$X+2>C(?8!1H?N:i3.+$=!+WaUFS'7C/:NWV 
MCJC0<!#YWA"N"R,V7"4G;!GV2X:t:?K*9P7J0NK!*0UL_6G=K?::./4:H7K- 
M:3><71KCDF6R;;PIR'J%J+8M>-<$7IJY"44JW*K6RZ*:KC.-V!F-laP4BB*\ 
MN-V(5-Y168K62Y;2>$TAP6O6*LC8L0Y03:8K)Y.>ZRRMGFV:Z1!KGM;V9!i:7 
H_396YK.G8%$!9H/%";\?BWE6,LNRHSGG5L:I.C+!X)C,1N.I8'*IU1,T5LX\ 

M7 ' EYKV97FK, VL2"TI4P;U5VKNaLZ#=aT90I,T#,V<UPD3\69KZ^41 #DT3DE$ 
MDVHJN+OL\%(EKVZ,9S,:>HKRG0;TDF:: AZ 9Z 1 N ' 98+ C H8%_ !/3('99W),LU1 
MN1 )UI#Y(X9M89L8XU"M%: ( ]<KLFWS8' =1 C U I R ; 8 / 290H% L9 V9= '5L<aaY%B: 
«9Y-D3G+'*V!RHE$XaU7"P"P59C8L$L9,6JF;CAS8\_:X4AR7I#H72F%9>)W# 
M0a:UU)G1>"R.Ni:i.  ? Z T : E M . C * YX  I : > : $ ) % P9  3 $TR  : %G  ) H90-9H  C 2 V H N D R ( I A 
M,G/77A$ :-?M=4EEL7G/"S8R'7R'9R'_/RDJ)WXINB9\1*X-JGD-!\W6'2.2T 
MSTA:<ESFB!Y'>29Z>:=0G9FaC9FI5*! D= / WX L-7 A W " 3 P8=$ '8N5CX26-40'4 
MCC6V'$V\R53X,T'X9"V:9YE:05(TDTBRaALTTHKV1-9FR9UK3(6N.H;9=RL9 
H;3-!.T>)PGU6LVE$:PWC!,0!V?/IO,5(6G+.D:>?CD1+BY*/>)TD6DR,6I13 
ri<$0.C,2iaC6G:8X_+P_CZ:J*P-"\6?3J+G0'9'CHEZi:YL,C8"MZ"DSX49EJa 
M/(8A1\\=3V=',:XTTIB/9MYHY3a3?7H/)1Z-9G55L0G?A\DJ8GS''SVa5+N$L 
M)KI8*C<4"WGVE:"''BV4/GEDAN589G?"F?AK?)J[C.0P<#312FR)HW9:H*1< 
M04C''FKVF=70ZPasa.5Y>,VT,G><',B*9!8K0R_9>D'XRIX'?/J*8D9G3^DS6 
M!$?\>H=/\!N**<15AGU?L5=-4:'+T_IA?*Z;<B?9!6<9S5B40-1=UJCD?3aS 
H:0%1^!W>UWS'VCP*U:iA]-X%=B,HJB"94\'SP"O2".:$*Z/(OI/XHS! : 197% 

MTO] ' .88CKF;C"5/F' C !U6$7L  = _S3: "( . X6 5 8 " ? ' H 0 1 3 ?$ , 9 C9%- \ 0 C < + + D V + 
ME8CR6DTK,:0JL/1W#3Z7W6!$IJB$229C:''*D8A0SB/D9:.5)9R$_X<H''9JP; 
M2F)EBS7PX,<*H8_lC:/SI-.NP8+#/(>RVAT%N.,-?FOHG.8E(NGT0-T)>W\, 
M?;NU6"ZCR\%aWBHG_DSB\, )9,XK>. J+a+HCR-+UVKKI7%8; .:'+9:aPN*8SP 
M9Z.G_8P_9>>GR'%!?W0,OAA:1):/(M-8N4"3?TI!Y"':197A,+F8#7;8/:7N 
H#Z8'L)5?4O#37U)T$G3*!7.48YF-  = g:FCJ/1Z%J''>:9D4(//0"#J?6WX_'FFV 
HYGL4#P<4HriN5BEDVZ6_M‘'  : 3BENE  ! ) C G K*6 / R PH  5T  LV79KX8N WH  ' >* 2 E VO'' , ' 

H8 : -L0B ' VYLaL084K2Ea#GR>J 1 /P8POS2B-10W9U05-N?!:-*H3PLC.BH<:-L 
H%)P)HPXIK3$E_HC<aVRKTYI?J  FNEG^BZC; ;F0;CTZV:%63IF86b:A;I96"%# 

M>48  ! \\G<%D;0;G  ' YH<  J % L F F 71  G 3KL5  D ''8 1 H Y " F<9%a* "«U K ) ' D3T4:Pa>D8 
H<\\I%D8YH<9"81CG;#<WO(;N7'=:66FE??9P5*8+-0*G0-^L6(5")669;B:2 
MOB0IR?,_U+XN:UR(F3X?%"IVP7$aBL3XC'EH5IRB69:RC*Z9N(AHKE89CVIX 
H6O<8IRF6;/JV!8*195<*]1',\M0*(=%*$''/U.W93?.=W*_:8OFT=6I4#HE21 
M(I6GILHE'+A_HG2MSUaj,L0M7MT[J%aV8"++J;';2:FJ.!6S#a*6$':P%L:R 
H5T. D5E"X-'0+\;4_+N/DY-R%<3U\1 "H%0#R678ajYC#' F(;,$WK3N2''905W 
P1!W?H*V,,!G?:5A\<VLZAH6OO6HYMVXYC'0KOIYA3H,:+/C2B8MYaXD\O3BR; 
M(%X4Z.AL5>F4:%6M9C,ZY1 E 58T  = U Y89 EH  Da / , N *# AB H M S 7-U LU H 1 +<VG ; + 5 ? 
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MLHHT8$=55D+S&EZM:;7:?DN5;94\A0$P(N8-N:R,.3'7'O7C! ;-0H ' Z+6<EJ 
M05%%-:S&-VTS5==*>+:*\&*;WS3,'', F8za. 60* . ;+CGVA ! Y&W; )H, 'QR$9A/ 

MO), )L0XKQI9H0;$68CW! SZ/)EGA7%$V. 1JB9:KW: J#F>XS6. VM-VHS9KF1 ,W 
H.\RN\"!=CR,,''''Y910!C!8#.8P'42NC(#*U44ZWa/CY0  . G / *N  66^  2 AQ ) ) ) = 
MF#VSS$C==>M11"'-t:j-:E7Z-Z'XR"GE0;M."3K>;:_FAW[3A''-I)QKKVL:R 
H9"GA/i:ZRK,MBC0^G0=-::$8C=#9WZK>;5C5lL-S: BUO Z G 0384NB \ ? E+*Z + ) 
M#JK9LJQ:J'ZEW5-8%PT83ZE',Y76ZB'DYMPH<AP*<9''V9KHOVL5>95''YaMS! 
M7:90%$X/:ZN9!;99!'70'98YF=1!%HJBNDK4,6ZJQ(/E'+GF6:tS/RFXM2"Q 
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M/**,D_%CJ.KS*JD=RU+XVSE<Ci;5.-%aX*=I.\8RHI3'J/W*#20a8NC3%XZ[; 
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H#73LVL/FL(-I43_?-VKa4A>Y92C$Z_a5+8TOJ6WX8D8_=$'')?KnaRV"!%3C' 
MGOCVaW_J=H8)+CN=YJI+G>\"R<?3CE/L8C>87UC4*4=18(_;B?0?U7LCOFP% 
M>,Y"LE7J,8XL8%UN_'6I+?C-PYP2P#6N#=WYV,aXZ\)ZH845+VXPP3_4j300 
Ma6-3\'SU'"SP$aK6DT9<IY:;9K71J+*'?2DNF_E8$,+YK!W?9$4+WKC'3C*" 

Ha6.  ,H;  ! 7U"Ii;0-'+G8T3  = 7:  PB  ■ . "\H)  ; / LBPCC  :T-I$3B"B_%\"IYC-0D  = GC 
H-%#P;05'J12SBCH:u1?A5'*HR%C6K-\:pH)>93SM#YA-6!9>DF+5\:w'AFDN 
M8FB)U\SJYKU!H0.($93OU3>,CCa*8RCX3)DC37C6ZY3,+30N3aACONE(CY$N 
M<R787>:[:BUKHGL;+!2DN:1RV$?.^I$  = G'+2;LSaC8L0$0'Lai:$CD%F  + ZE'D2 
MKC9Z-NK<:<)''\C0?KPNZla;YN'^TUWa)*3  3GC.Z:8N_8HF8*  = P'3''(N  = _KIF 
M<%  = X#RX(RV"$T<_EKKG;<0_4^GHK8U3L#) ),-7TBH2-: G6;G  + <\ J A_0,<3  F> 
HG.(.ZTI44.ED6O!_HC^^l3\U-+RL*E''_K_(ZaYPUi:-%JC*>>0GZX,LB*PWP 
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M&2(J9%X,[")?XEU!:a70YFPYD5XP8TWTCO.1NCU:S$TUGYGa?,6XJM[=VUI! 
M<L7C,0<:7(BH/\+_GPO.SGK9F3O)DM5/<86%/(w:c#6><B1&44AG!lUa<P.4 
M-!''(HZ3PM5G5E;7810\!O3;I1':+Z';9F,U7J/'-C7F&9_BZ*+?&aF5K!X89 
HQV:3la9?-886:u+SBU4V&RNLYR\:C:)7a<::*KID1IALT\')4#%."E\M81EG 
MYZEBLM8K6G0=:>Z''G^FY%JJ/(ZB<,2<96$J2\0C=43-J%D(:O2YXHP!<%!? 
M>IGW*8KPM**C,,HY^Y5G?)?6'K/"0Z"Q$7!S2R<X^EG6/RM''%EB;DPE1A'E 
H:%2D%/B9/!8TW"\'/4^9_4RQCF7BBYH=_5U)C]1'7':(;RVLZ]('ULY*,V)* 
M(!N/.2/'/F'E"  = (GU!;TT,%9+FTlCH8H.  ! T 468  = >*B3 A " <-X4% 0 ( 5 " 7 R PB V% 
MXV-42X?>>$)AN<>5CJAO**:C(>/0_PUZZVZ.GK*J37S4:WMAZ%]XOEL4:3WT 
MN'R5;+IM\<UN2\:"+K;$;L<:;64aCCC4B=:+0KA+43';PGDL"EaQH.*G"?SH 
MA3E8!J*Z8$a6(3_*<=V<\,D?"<*,F4'/MT2:BG"(]MV'FJ/HH#aH3.#NBI/' 

M<F '*JN,L/=#??)#CYUL(U9Z;3L<>/HN,8YY82 '.i:08F;<6>ADU_*%%WC-A3= 
MTA#*29P9,BY\:r)R+:f.0)7#':3?KU'P_XKSZX-T'#D1DD<>_0F6Z^XE\D%T 
M/6JQDBX;BW;#>%Q"A9EB?D_(:[/G^:%CX;K!>:2;i:8?N2:"^Q\%X8_E1TFXL 
MXC>0JU+_OI3/4>3_G4?-AVXZ:NB#:AAY%M<-M]'6'$TDa:aWC>ACF+H_6<i;i 
MSTW52<]WPLa)Z  + /'  D 0%  - D ) VMS  Z 1 C " D S # = 84  N V J 9 A8  D_H  ! 3W70  : 2 1 3 R 3 Z B-T 
M2>B8H+-88:lM==WH$K4a_GINH?'*I'/C$3lP,FUT59QL:/086R52CQP:2#L- 
M85:G=E*?KG\ZLYJ)YT?;8-0P3Z$VCG-lSN#^*F8.6MaO/E'J*3>/UK5FY(ZW 
MCN>CEJ'GGLX;1BVVTVT0+>=+"R87>8>4=0^^X3/),5;0B>.NK5JSC?0)!.W8 
MCKHISHUJP:"6CN>89A=L=F-F:%HT\STUTS?F7$NH0K6M1M6H6[87a'_N72:G 
MU-L;C>_<<NCZ)EC><W9!+VJ.C9?\1I8W\P=*J*\\"2''8UGZ-;7/8E(QBIFC5 
MG'.IGL*J\)2?<43R-_#EK:0Z*#V-4M/Z*<(89[D.E7a+3G#4#CI8J\ZHESEV 
MD8=?DT)68Y33R%Y)_.-7._3XX46?S#?;86P9X8O3F;O13>Q+U^GLUXRJ66G0 
M.3Q>S'''5:D5=B0/-.RE'K)LRND#+C5YBS; ! KZ R : 8>U ; = : /> Z / 7H YT-TM ' H / 
MI4:N.93WN-I'2?W$5CJ*4#C?,NY2S3TPJU;-;-2;-/!5JTDAN560QD;5,80U 
M6;5MQ. T<1 V;%F=0 : ? *G Y Y V580^G-_X< J B-3-_ 1 H H UM58069#*H Z : FX8%J?EY 
M6UFaXKZ4-=H;=C!N!5HP\)BGY_?5''6C>=3#BZ\V:56043JVF85l5LUI#A4'3 
M:)ME'3AP  + I?-H! C H M R C GT />08 YK>3  = V I / 0 5 Z W Z B ! AaX,W6K,  + :NZ-)AlS\** 

MY\\CQ-QQ=B: SRI .X-JAO8U43D5<#-.T:,.6G5BUN6C_43QHULVC087ZVG'-K 
MI6HT. 16,L,RZU?0>_Y8*R"KNS0<T8\S5;S1 .ZS8F)G6I:<46",=JME-T?P0K 
MV62!*F2EV>?LQj2K2;'‘J\?V=a0N//L'''<TR3-VT%aNK_,*LYIA9K:YYX_36 
M_# .=:8..33XXH4.T3;0. =_ LZ_ P : R^ C S E+8B+W : 37 " Z , S Y Z 6 : S 6 C H VU A9+5 2 A 
MK;Z+8Q0RUADO/Z20KT517*?TKSL1(+#EI=08=Y=8W,CI%?\UHF+6K3SJ-HQX 
H03YOOU8'1GUX=HKLa'T/339?G2'%CL,UPC''G.VNTR_+SOL4;EUG=!GT)0UP= 

M( : M2/3P_HC%I=H8+5J?, -331X03: YET%WL#9F+[:3>P!/%ZFS"?23! ' 3Z2<RBH 
M0DJU#ACRH  = 6Q1"%HWZ*8$,/;?-%N-U\T!PVU80?WZYJFIilREQB,L0C9IZ(LSK 
H*F$=F/M9M34S17K06L,L;_!V/1C:ZC6S'LP6;;T'L\=CWE)?W87Y30HV2FH' 
MNGMG9[93-NR-D'3H)5:2!V?;<*3  880-H72-t-D7CIO5C?;*LNZRXCA4UaM532DU 
M\10NC  F<H)QV*<N''XGD  ! ? / 4 D AG  3 0 J LRKO>  I K YK>Z  G F 3 6 2 0NS7  = 28  F 9 / : 'Q7UU 
HB#E#33/HV':KTUK;ZX838;ZU_Y5.-3B'M>4I0\4Q>3HH_:’8N+T!BG<-CN=5 
M:N-!?9^F7G._6?NAAM**1=NREjaDP-HF8%L*.Y:T*I-h/al;3W?(R<43U'-3T_ 
MK8?4USG<L)C2;MS\>6I5%:0T8Ua;_8!Q3N4CS6Y;\.CO-!/V\J5P;9"3DLPP 

M<XCNGY (VNF(Q=3UOUQ;=O%H2Hi:P\UHXQ0W>8UHTCOaCL3l0C'RYOWC0.?P 

MRO''IWZ.CFR";%7VZ_52PW5ONRRQQ6F0-2U96SUP<a2%K5)O>?K<%U6;(70F7 
H.R\H)RNQCW!JI3E_MX/W-HWL:-%<ZaVFP80I-Hl_3\4_.;CW">J5WV''C  = 8V\*/ 
M.**?3D0).O3_5a6.Y3/TG".<CR3>LXai*XQF2N,O=SKG9ZaGF3,(N*JFa9?9 
ME=_5F#*GI2\=1G;'H1C\EJH=Y3'UQAHWIX>-3\E3T84R96LH54W570'':JH\8 
M’a9:SEC,>1_*X(SKY?3W?<?,HJM<7/:_1*?■^!P6,9■8GSZYV2N.%B_XS/=KJ 
HCJ!B>S)C/T/1CVa.N0"MP:P4%03YSi:w?L-HA0LS?MI?/ZV7-Q'9  = G<JXJ/5CH 
MZAQ0!?Cal\G8?  = _C''70VSM  = 6X0B9G;=G620B7[:H00V<XZ.a_8HGajZ8VH??N 
HV  = _E1Wa6EWJOG9H*XWC''DF;0SX\D,W'_Q:AT_K-i-'5RH(^i:iX_O?CAQQSHH*U 
MMWX'3!>L: AU3?33CKW0--3C7%''_>/7\(KO>_8V,7H\S3Wa/_>SPS8O7' ?*/_ 
M?I\/,a;V_*L3F9 ' :T0>*710Y4?R00FDG0-P8G?SR'533:'A9C"WFQZKR\MW/ 
MY3’;YSMY)ZV4HHC-\FG!1Q0'F%"S34LaF'J: F 8 V 3 C A% KC ) AQT7_=*_ [ X ; [ (/ 

M%(''_.  /X>;1  TKB  = -X9(#>>N  .a^RLSC  . 0;  ' G 2 3 G 8 A . _Q<  ( BBC  " " 3 G / 0-h3>-h  R 3 C 
MKZEK_8:#aOGY:X"#D;0*  = CE7)\.3ZP/4''a9>Y*;!=IRZDTN76>9NG''*H"0,< 
M:!7ZVVSVK?7C;QU_W_LE8\PC8a5O'<i:HOXZ9E_P0#.Pai'-N"EMCZJO#_''T% 
M5RYn<W_-[-Wa:MQ_''?/YWSE?9(aN>K!;7Y\R<DTG1/0U59_C-HD7CU%S_#2+' 

CCCHK: 0d96581 3cbc1 73564b2898068b71 9c2cb 66892031 691 6ef84eeab7edde66480be33 
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MC:RaQ_+4KWP4I$ZHNTK7^H3*&%*YKW0/SN5<=3_ ' ' . =G PM#6 7- V / U 1 U Z N M-Q 
MaK0[(H'AG4,CEX84)E%'E;I.VJ>08-N+G$N/:83%E>a!W<GE!9.TN18G(VF_ 
MS[RX40UCI%i:  + D*%/C!7J)M'  D -C ? 4 V0-#64$ ? V- W " Y ; I . ' U3 1 97 ; # = K5 ' =M A 
Ml  1>PLDMa9_*,a8 '0\Vi:?*6S''*DZaJCSXE\T(SF;EK?J<(G"$VZABIODlCKWW 
M-#A. W\ : ]X$_' =a: (-4+YDFVXZ3K,SN9:YEG_789:?aCH. Z"Z;<GXTG5&7K0= 
MT:a&'B2%ZT,?81W=E=_SX+R.VC)#EV-2SDH4)V#0!Y?:4_P>8R!KaG;_(H#7 
MH9T7_B)'-O;>='<'<U%#/E$E?SMQHQC50Q1G!/ZV-X:C?2:PZ"I:DC!'/E<5 
MH6X"NTJF?7C,6AI;e\T?76.X=G*M'N3<:,QODV.8O''T/GZ-=>N0TNR9:eR:7 
H_\IQ4Z\'8V:F,_835:R*:nx2.OP0KLM\[H7*,;/F22C0ZFW%'7^).a!<:-O 
M,>XX8+Cua/1_i:HQI7-Qaz$ZP4J Y<%Y$R7:_e:C8,8XQ?5908*J ( !<a:lV3L9 
H*??9N7.9N3KGWDa%J>' K0 ) X8  + $4^ I =47H 60>B F ' > ? Z> Y C " C : ! 0>\CP:=Q)  ' S 
HUE9]<a61:W'YYaJNVDZ-/-'XYRW6]"FNX'N*^J_2'#SPCFI — T.:a4=W0**4 
M"P^'L>/UV1EaC-J0>E/'t7L\$KB?#ZX"]_UN*%Aa66MI%U\Za;X2/:"?ELLL 
HWUL6/OB3[FIE#::)3:'_>,32:W0'+E2[>Y[7HWV[UP,HCHB:\<.^)i:<B3?C 
M3:JV-OO0,#CGX:/!8WX'%C-C>1:q.(/J'\g:8TLUR6!S<M\]! ;0V333. dut=: 
HPU8J95SG''3GKTS.C75<N:":<?X?L:W]TS3?#=>CN_H'N"<#n,/6VM,(A8,'9 
M':=/\*:5*SCK,YSJVO:1ZTW"*'GH,;WD4]_QP5U5KA5$8?VY\_XJR%SM<XR* 
H";K$8N3_"_#4:L" Y2MTH ! " 8 ) 90 SGO0>M \ Y9U#H9 Y Z T \ . (.*-CS0015>  = *R7W 
H-3F;3UD:yr+(CJ?,U=YEC4-GRH>,'WY/D[-880YRC;TM"J*\<U'CC+YG3\'Z 
M?V6?G9U=L*N\E+'';JU<T_5CC_6DTYEI;uL'?L+JL*-5"GCD$D0'7;_C5'7,Y 
MA' — *IIT3aa8D-"EL.W,/CUKG9V>G1*PNL%'(8E7-4?[0"HAQH<5,_)DRAKA 
M*F=H,2W;S>8M8S</NJW!VQ8%aUV*Z/"M#AP7#8%48Q9K'*M!0'CUCR^X%M"7 
MDYWDI'7i:0-_IF3Q#,-K=C$842FTV88?;ZU9OaX  = P"JDMUBHi:i.DU>-:"S$8a 
M==>RVIWE*-.<WU. : .;W.:u'_,#9OKY2Y:*;>1>+Y:8)50?L_NXJCK:9#$9P- 
M50D''!U.B$'X0-'$TR[;<S3_8;VN/"<RQJ'2;F*3)6K/ZP<E*:5'AE;ED4/0IG 
MNEP  + PO.  'K;/6?ATPMYKE<'  . 83>RBC  5 -<>R#Q  ( D X D 4 " + GG 1 )Y)7aji:53AX  = NJ 
H'F*<#8U2UX$B0-U==YWUZ;!CV+7HSHDA]+V0[T(5JC5+L.B38IQYC'./-KG. 
MY<C.>3K/:HSY!=U<LD*\_87'ZBPAP4:!=J=Y\!2H-8!=PT#Q'MRR*C6K+!YT 
HDaU9RUAH1 C; :tO,*%,2R2U=X=(H50H1 KV*KLE*+5)4HZ5X60;=0: C8X73F+) 
H8H.7;9KQ,M,:4J7U/%Z+'G7F3i:G!''J,DRRC/T68CYW-D'+%-<U''Q_ZQU1V> 

M_DC3B8  + M?SC8w:''0UHV:83$W84KG<C7V"D0aH,6/86DW5SN'''C9CJ7'8_X15 
M$5 : K;K. C ■ H V 1 J n#HW0 ( D7 ) ( E . =%>_DV] ( 'GJGBR'.EZ666L5X-1.IWP7EC2 
M+E#B_9U;  Y=:  El  3E6''XV3  ! F N46_Oa  = = 0 H I K;  'I5YDVN3"T:i:i8#)B*C8J,*N8 
HWHI O<W\N<0 :E$*OJB=FH6R8U5:6J3Y4aRJB(6,PEWY8WKSW)>=U/H9*;YN#F 
HM  = 8Y:D' V#3,*T:  C 8 ) 1 / C ) _KaK" N_<  . ! 9-  + 5 3Z%*  S I N : Z PT  D- 1 + J C 9 + V " 2 C $ 
HHKC)\_.DI)5%.=M;-$P#Z/=<-,SS<::<WEZOa2UTC8B8:''29?XValL:9*8SV 
M:DU*>4E)G08N+(BI.-T6>1P_"'OX"3PLZ6:+aHD9-UA.J\I\L7Pa6'WDVL). 
MU'.-7568<RU5+TB0W%>YG88MH>IAL4EU_J+2H8G2CN.=XOA:a?3''DC=Y7E!a 
HK: E94-*? '301 U ! S ' B>3*NG«52 ' ;F.ML0F'E=Eai'45HaK7'A7l?,G3\NX_:% 
MN:XaFC)KVY9X  = JG?8C-  = ^;(VH)6! / F VT ; _5<>W 10$ ; T S 1 Z N PU I C . R I B , 1 lU ! 
HDNU?DFDI:M<$GCT:G1:_7T.SKJ%:$'W-F;#a"_-<NYa"H\V/A/:<TXaG‘'O0) 
H(''JY7$YP9(J7EJ8aGaFFL.\C5E:.I!)>W,85TAY:T/<NJ.56YNA<%,70X?1: 
H<*#_B7DVGZ**DU*8O.J30W$!#4A<_4L>O7N(-F_C0S"IYPUCD>"\(UC84SE5 
HEV+ ! S\ ' Aa3/X02K#7WK0Ja-Ta8aWM+6S*G3(\;3ZCPKC .<Z<ER/8 ! a,+IK\K 
MX+F(NG/:'PE*"\*=%*Z?U#HaU'''!D_E0]aJB9!G/K,2(<%?'774TUA8NH.33 
MX1 4. M/P8D3C<0PR/CD2#aEM5XKBF#$^J?*; Y3C$HLZZa;CZEX9T86U2S8aiG 
MA=,0?H/4Z:(XBK9:+UMCA-_G2L!RYO4=R*=S:6X,OS8*-A'A;(%$aC'<I%PE 
M"YXP?WI?B;.X5#1AC7U8NU-1JG<+?NKSGa"0YR"aN"_D_'1'=N+R+?GL+VD. 
H**A?WC*K^I:i:3:,I!6L''..  93  = AW3G  ) = C />0X8  : : X8LTF  ' R AS  #M  I B = R + V R ' F8 
M"\HZ:Ya#VT*:'V7JAG'8Y*I.GHG"a?Y"-,5#5HX+2B$SU?Va5V(4''D2>;I’ 
HU-LGK.=-?a_E)+X,5<5+'PC6C40P$?<8N2UZR4;6*RI%VJ("''9GFRC:6I;'' 
MaW8:UV!a3"*?CKHal=YC''A?.0,a;8"F[H*B:Y#23/+?1CMP4YY=IUD<)U_3B 
HSK%R;KVGHMPP8*>RZNXD:UjCn-N+>8C*7KV$8C0X#GS"O/>OL7KN4'SF4P\H 
M$'O'7CA%C*#2Ha#8"P17=HKF'KAR:2CZKL*5K!=U*Xa\BGHI'N!15$;0\\CH 
H9!=,5$"4H'.^T,C(:,:9Y1=Z+U*,X?I0$x:2BEX"5.-#YFa+IU8P'*AENCXL 
HGF,+;N;, ! T<-9B* ? I =X ? 0 ' (+ZG(T;Z"H1TU,aG3HL!"H?<_?TFHS%U8,I^\G 
MM#G,>?=2l=F"WSWT7W^2/.4#-T%6a;MTT8048U.T>a7Y#0/$\a-Z<aUY6aCF 
M/8>"BXa*)ST2ZBa*TNG8#>! 1 # D E R- \ + -4 ) " 4 A-R75 %7 ? 6- ; " -8 E ? G , * ? L$ 8N 

i:CCHK:8764045f6f6059cf2b742c46fd8f7d8b7edba7a26675266fcdc5cfba5f132ac0f:: 
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M:  JZ  + "J5F?"\4VX  = ;GT/L*'  ! 0 A " C : WG<W  E N W Y H 9'' $ V W " 5) , R E S3  ) < W 2 KQ7  J K ) : 
MFK/!1.?*BQ%KI1_B'7*$$"VUTSX%NVXX30KTG_C8,FL6U:NK>:C":(+RW8'P 
MN697?H,ZIY,EJU.H[\+$N_0<i:;I>:Z?4,3L!%[:h=>?5>8XY68TORB:b'R5# 
H,:i8,VSP,?<##C-'Z,<78PKG;:MAH!P\(8?N;>R.:G3AZKRZ8H4.'2.5N+#/ 
m:+M.$)5K791C8'--U>\B+PUMRC#J51J52XJHJ3?.*6C+E3+:m=.!T?,,BNT, 
MP.6+*E.1%Z^1.ZA-,H4W\_88A2KC:0($;[-N]KRDCXRG81>D8Q82k:+0<$TC 
M^T64LW9$8?V.VJG23-03MVN5:PVC;C2,)MUaW''D/K49U5BL#Q)EWYNUX-F/R 
M^H[:#_#5K?],V.!JH3#>G#'UD<*,.K?K<M.HU"(IW7;?WRCFE$SV:;H"^:1DK 
MJ ! W3Q"G  = 8 '<7-5_\-L;QVT;-:  M3J  C2J  LQYH8X\ ! V*CV::5;!7;>JU;EESE?E 
MG"'9,ZS\*W%:X+.V**#S*>8)";=WLV:5K+JU?U'u:y=DQVW6:'I"*GUNS%Y4 
M8Q8#L8:\$71KQ1W23>-U,F]4:ju:\*H;:2;+F7>:TX9EUN=a:1N0-E_8\)PN 
M2\Z3]TDE7.*2]C\09BKGW\1P+:=VZA:78-3-VLH"XQPB\-43PVC/FB;=GE;8 
M$?0:8Z?,TUY.''R/OP/awa03OHXZ4CBKaU-/HVA:U;AJT'1I4/_F'.)S_T:i 
MG#4#YCVM3N)JX["18=\-AIAK#8;9K6K=M"H-ZZ3Z!D7/LUDY\R$7Q1DXCY2A 
MEFZI!W5J0R/,EO6T;C6H1M.TFC5+3G2'\8:G9IFG9#8K47]:'MZ:r%F56%G6 
MG''/XY,^,H#>;*Q9%/4V+>0/4$HET>"Q9Ua\+2Z%J 'K+[/.XGC%UNQ/C.ZNA_ 
M.*%'9C:VQDQQYHD?PH7:%+#YPFJV+2L8K;:C7C1T7Sa/GUNC2CK0:anU>'(* 
M;0T,X5?3\/2LWK5/FYU3")>5NNIND_WTNJL7LT:<:  3Q\ !VPY7C'JR17G-06L 
MN\YN7G5D'7aL/K::PU9K,^S9%$_:B+QM==+6_?A6E;2+6)Y5S8G0Ka/L?H'\ 
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MP=<a<Z6B-\N0B''HX_-8U*B2j$HWD:HJVTa!!G90\ZKA7=<:VA_:H==8CZZ!5 
M]0C>D;R!a:EK;#C/SHi:83B<]S_Y8ZIM-\A8>80;:6  = 0K?aR''M  = *>V:<T#G;S 
MC*W)JU76+A-%W5H''S0T'U3?A7PM/LJK$5;BHL73LHZ/.LKWL+)04AT*9TPVS 
M[4Z3aNY3:C*YSa)a$','91D8,G3H,BR=E:;EZ0U$DU1J),3_N:1KUD7OXV4R 
H8'"H/F!7a  = ,F9a26Z,07GYXUZa!XKX/D7:U!8U0VVC  + 9F)''L:-K*  + >#16''!G 
Ma\BWi;!WM8FaLU.<4!*Z'O:8:.1TZ  = a<9AF8K''6,  = 31?i:*D5*Z  = AHWA0T6'I. 
Ma\0U-A_HGA96.Y=H1H#5<7?5H<7<.6VN6!(=W8U0T2TSCaV=L:>>T+DVN8#Z 

CCCHK:50c7eba9ab1348d573a5ba35af0906a6972337b47817e711b4eb852c6d6a70bd9:: 
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MK7#Ba,^68".49PCD'ZAa:LW;1 ; R0C$T>_&VK89Da<#<: Ua_U !0RW52D6'S3X 
MT$#0<FZ8'$W0U+93?H8\+VCKZa/UQ6RY1KZ ) HF<PKa<G-( 1 HF;X:5K4&8\(3 
MM0>T5+-TX( ::0$9+UJ#6!/''0<=N25A#6OMU:?4#0*$JFC"R(,#aQ!8NUP8LS 
M:EVJ2R+N;6FAEIP3V=.,<<$YF='-..Z>aDNYH.Fj8L:4W#1CUE('$Di:s#)Z; 
H>\9L;JZZ*''XK5)'6JCU8KS<)JFZ3:4J)KS5Z+#BQ84+3DW.:<'&>%TSF1Y\4 
MX\)LAC'/Y!2&JI4CX! ^ W'' ? F P%a AK6 L J 9B3 Va47Ta#H 1 ::2%6U677G!E/%L0E 
M8-6-LQU&X_Q2HX6Y5>*SW8><C<W/,F?L6''PN3?T!(''FN8<:FM7#236R<+)<0 
na / '%$A% KG P2M(0S,7YC-. 59*95;'' KB$)01K53G . # 2 B J N ] 4 V VQ V<3 Y*N [ $ X E 
MUD)G30aPSQ>E>4EC;/-,G:G;G:4):,&D  = H'! 65 # 1 5 G0 1 8-&E VTH D E RX IJ : / ' 

MVT9VCX''  ! -'#_&&  ! = XA;/  . ]0&-T"R''VL0  ' JKE%>J  ! KT?  " J C + K + + 1 > AZ  A F W S = 3 . 
M=W4:F4;Y!YK)K=U#MUJG>:8^L#;3:'V"HaNZ9_J^Z,_B,(_*4ZQLO5/0&N:J 
MLXH2Q*4'&=:jQNN4JWVa*VHT')ZI ' > KI 3+ A_0 ' V W0 ' % S aB+0=G I F 8 98 YQ W 
M:*#M6LM<V..H2)O%\7PFCO-8NIDK98T08]W;)l8)"5VZ5#?=la%02(Y6)?^Q 
M08T5U$.7HW2PF(F>-P4'‘:3-RA/N\-S!!*S=,"SQJ'*I'C/:8UWU$.**,">5R 
M6H'FG)8TKZF'83)B-KJZXi:?G52#X8RA#A\5I::0;T70N;+4P1  ;LATY(  HL5;  F 
MIXP"TYa8Ga7#V)6 .MUEU/;KN ! 20JQ++3Y. ) B . S ?0+ / U9 A Aa ( %QT 1 ** / -M \ ) 1 
MUS2L$1W$BKYN,2lOLS<LK4%1DECDM2:X7O0a4HXK911\7IM;1K.%<QU5KEH8 
M: !?RA?CVY-I%=D_X1 ' ' !1EUT;D/WX*,N0S3%W62H-D6'"U$BP!H4:!W7! (N< 

M];;D4aj8. H6%JLPM\6S6633PTN7\=#O#PB4_08$=%**END ' 5aBU<QNB : 4S I C 
MH2IM=W7-XA_HNBG= ! 03Q_8 W ( 47W N 5 S S # W" 7N F Z06 Z< [ WM L6 ) C C . + C 9 D I \ W 7# 
H>#Z0;Ba*(^=9\+>L\aVA3H'ZC7MCNO\02aGR/8^RUNF'E:'82KSEX0F./GTE 
H*+C/CM9E.M-8H:C-NQ-VPV80;>:2YT>J,!QD+BK"G(;0UC1)Y!W1%B?-W"7U 
ME ' Y%H*,H# ' ,WC<9<A7 ' ) : /<XYY7 ' XBB ' U I C M8 \ C HQ>U 5 Y D X . )1'JE\P%L!a' 
MIDX8aY*Z*/''<:X'Ea:SA-#:iAC::HTVN:KJG$>0_(BY-=SU_$DW8%/9Xa7>) 

MC%* ' C ' "CUQ8C1 =Y)UaL38>_8G  'NZ5%E20C3aN_N38M9)I*K4ac:.'HJS/*X8 
HR"/OXW,:S6UO'P?O-O8TE>':OTGV+05E>*Q/'A=>:M/PDC_GZ$J=6RZ:\*TE 
HN*‘'9*X;X,;1WER-F0Z'>XnZ6.0RA=PF6P20$KCX4>.::SG%LU;TaZ9K63PT# 

M = P%T‘')K;_E'"0I3RZ\KUP"RXY:'6aR!>$3A1-N.J$ZS1N)<N8M>0H7C18COR8 
MV\ZH--SP'a)NCA_26'a74>"%J8U'  B«48a*^GC1  C:  \ 8;*Y?X4ME''<5NCE?:% 
MJ4_H88:>YU/PU$  = I0!_V$RCH!  5 M4  ' H S Q E " / . %9 : QG Y>- F ?% E KI RU< LU S ? P8N 
MR;XWAMA'ZH/I/(#=8LCj:6K?=9aF%RJ8D(I?S^-.Y0GKQZBB:(C_1E:EEG7< 

M/U  + J,X\"T''T5#0W%JEZ8'')YCX?6C*/'  E S = a \ ' <8M  \ / ; ( , E = \ H I C 1 FULSL96a 
M7L3+T78BN?43?YHZ;'D0=:U.$';:*P**EUEa=FO57,-ZBEYU9TN+=N+B/8N% 
MUE$G80Z_CZJ'WX$WD(;K9KT8'7?7'EHN0a*A9AI/:K-J=a0ZU;a-10*88%E? 

MA#/%J$X ' *IH;X4_TCOLX0/FaWPJ 'T/9N-/X1W(>+,la/\-:0M5K#,%CGW9H9 
HY1SK*W.8-S^A4VLLS''ZURaiEI''TUZE0''SV;FZl9U>'8NW)I8G4;9aY***91 
HELZM97DVIZ>G6V  + T-,; )3K:; )EKA ! ' 5 VUM I U ' ; H9 AVG W077> 1 /8XG) Y;  ! AVI 
HC  + )AS8?+:CLV9K060M8*ZEJ3?: Z *>T PS KS KLV<T J N E2 C I H PN K = S$ ; U 1 8 ' P4E 
HCZNSV#)650ABYXHE ! %WT;P1 ISG-KD )8XJC : L6 J => ; aA6H= Z DT6 Y8C A>- 1 T"8 
M<64*U'PZ$'3!>HYY4C:F??<2N:KP>'UC-.9T0E4F>/AP!><"AH'8L''KaW$*E 
H ' : V3Y<aj2Y7 ! C / / ' > ?T$ \ E 8TaE C \ " = C EM49 ] _W3 ? J C 9K] :?5DEIIHGJ=6L.< 

M5ZV<6: \ : U; : R+$2 EXa=: < ( / _ ? MT2 G ? R_ : U0HT, ( ! PD / N W> ) G V+7, F E F G+T C / 
HFW3X-\LS0PO8PE5  = :a?MHIL_P"j:008:A1E5Z?;,*HT7 ! 4 , U R Z P VT C a )< V I L 
HJIB46M-!ja*DC8I4!?RN8H/33P' : OB5 Z Z 07XM ' Z ? \ a . + ( B ' Z *38 : L : 5 6 " "8T 
MES;B+,0aZHE9A5NXH7\aNO-U"^;C3:H8#<ia_61N4B/aPEC.-2?\*_ID8<$Z 
M5E"ZB95Y8C:L! W0+3 VM / a=R ? U 5$%8 ( G W* ( +* ' . NH ! 05 ) an ) 08=*>6 F A ' T3 W W 
W9T89.48_L1J'J'*HLW:yO=YFER\!\90H:JGU'*H!8!-NEG4EJHR.*>#E<XFY 
MEER9?i:8YE54'1PVFX>=TE,F;+8:a:ZJGZXZK6EU%[K0K$06,1:a7ED1G=G: 
HB.5$ZP5L=>:E?UO?Ka^",:%M->T6<E0;a*SPaZ/?O<W:63O#D3-09K9O2!4I 
H?-7;''85FO':9!81  ? AZ  , Z _3 KH-  + O-0 ; / 5%>  ! > . % : #K  ' I ? 98 S W , K>B* PD* 9 Z . S 
MVN$*8Y_5%PC( FaBA^AC" ' . U%4 W _ E * + W E 3 OaWG \ / G ? H " + 6 = 5 K+%G> ' TU " ? L ' 
MO>VN_6/77K?L00OD:_5a*+8+*ERAZ89:AS/)la;GDX! EEXUJ=;_*H/6CW6P- 
H5=%6MWJIDSJ)'7I7:-:H.!XDU7U*;YJLCH*!AS1GV(P*!.SJ#YK#*N%9LW76 
H8UYYMNV.W'1$VE/C)N-?$YE=.!:N.LNEFIE2!,N=>KZ0/F88NWUVUAVNSEHV 
M#/ELM;U>#:\.UV*%J?\E,LOWKL'PNG:'*XH9\E5*'a_WFT#L66J3L5*W%HV3 
M)JI!,)_:;;U3H3(XRa)#aKY8RXG.*+ZUV'3*:a,8Y#!#HR7Z'E0B%HBZ/:7* 
M\<RUO,NL-U9J1V*K#E2Z='R0'HF:N\.UW=aL:!)!>F_CT*T61P7N.a37U=E8 
MT>SZ#*,_OH'1E3S$VSHR/_E\?(SEO4TGF0S8aC.*a=8+CLOJZ=7'T0+E.PW5 

EECHK: cl 47b1 f c6e1 9e7228a9b4237e66af d8f f 4c0d0a890f 06742bf 3e1 976ec660742e:: 
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M:[:0*GZ'PP-3O:W8_5Y>L_/GYA78-5X*\TCOP!EA//RJ<:5ZaO<7_07)L"C$W 
MMWGP\B9E_>a:I<DGG'7&UYC?GMU,3;1R[Q:G+/6=CCI0YP/M'aYaA"FM-UKD 
MGP(O=:R+&$I;9_WX60**U3<4U'N!,GK/A,K.ZU9TUF\PV;5*>MUY??Z:5#$< 
M:[:K[Y3a;N3U!0FZ]C_VB+=<%*_\HBCV"ZH+:5\%C5F(_9L-3:a>:Z$$Q8_'= 
M3_WQ*]>:yS<i:.*0*R]*BE5J]RC=E*#5'VF6>>D7C<KK/,P=P'/]7YX:8B;_ 
ML=IC%KH&Y0NBJE:l_7S^4&I1 ;I+8\*(0WG_v:x>2T?\MaaUX/?7_D6"PM_''F 
M_9VUUW=Y^_:u\X>/N$\88-_Q3LN=_HT-P0F4('KJ[)E7X.y:5=:SU_\>GLB-S 

M;'Q'MaECHT#948F>ja*8S1Q:3H"U_0&NS_04WS_K T9,\YQ%0C;N7"YL28K 

M%,51.U.N/RC28=OC.M<3BHO\GC^-'&%8%A-F-#\1#ON'%^[KWO<TQH\a$ M 

M\:?0+: '>Y*SCC<I="a<BES:)3_6 '#J/O0"=.4\B'N6%TY4%''?78$C67L"(: 
M)-9Y1"O'#V74:/F0GH=D0Q"5\/T"*C_GNX'^?8H\6%$+2"SP=:FZ*%WT7Y\_ 
M4X+8/WR$]L8"KW+%N6BNJ0HJIB%*3i::x(S':1C'>CA(84H=H<C5VVY#V?NV 
M*525:5W3/.=6:QC"LETTUB,92^1<*-C9TFA]2B$,/aVEKI#5U0/7Z4-;%:)A 
MTU1I)GNH;M$J?'U''_NB*KD,QH.?:FCG44FT#3W")HCGJ+"CY4.01#M-+,#7H 
HY#W>;AT7)WCW$A10"KQH.DQ$]1ZJ#=C5*W>9aKNZ<\RFN^<_7_M.a^->2BE* 

MGY2W/  + I ?^MXEA ;; NA '(Q#U4" 6X18 :+C#'JRCZ%5&Ha-RWY#3J,' 90-^341  EC 
MS3I_UCM&F#:$C5D-C/8WG9:6;P90D*%-N5IC;aHDJ-G?,G9UZ$57H3NSY045 
M/=O>j:"^3-T0XO=R-58,OWS7XYU+F.?'?7D7R*YV#U?;.8.S/N:Ha$YUX#CS 
M/(<R0.KB3BCa_44/'?K3'9Z/$TUE1#!Ri:XEX,J'1TS4/CCFK10U/H$OU:KI 
M#5Y:'GM=K0;aaT/5T67,\^'8Y;('#W45:(aZKCUV?9M"$">()GKTU:$KTNl< 
MAZ'W;5:0%R;H'7UR'B.\K/40BRM&EM-22"O:\P#4_4MZ1F'9VX'SSV"Y0Yla 
MG'A>SW-#)4aW=8MV?E:*X>JMG0aZ1.3#:%J3:\XCLKKPW,P/<aY=;<IH\1>T 
MaZ;1..E?A?W0HWL8OaYB25PIZ;WR910I$OX$*HNLa<W:,/5,\P5;JF;jaNNN 
MC,%/;>B2*H$-E\aV7NJ8'H'#,D9Y!0#Za.6+N7VZ11;W]HRK*7.U:"V(C<Na 
HZ8#o:87>.;NJa,*OJS=R!MaH;>I!YH:KS/4H2FGGFH"S"K>3"*D5SaWW4'0# 
H-#NAR_9\D,-CGA*F.ZWC(''?]-?G\;G;17N::h!'M.\B0%]D8G'/.XFBHRMUU 
H$F[?H\+"8:/F!=VDYP0:KY_'::k#E/1'=??X_<%:'%<JONS?EU,0KV<ZB83W 
M>3F*=M8.N"jaiD1?7GV'<S1=$+KGWMCa:55a8H.V4??*=<:=F00#X%7/[K5: 
MJ>?PNOY$U'2T-#\.NB)=#APXD8=WM.//,4OPV*X88HP1E-?'DP!T=*0E7'=T 
M_Liaaa0?H#P : OK/ 'aDS\/!D[%Z)>3S.#D<ZZB!9!=F8'T=:315U/(?4;'ZPa 
MAYEE_YE)(RDV)W=KAZVP;P>VUVK::>a>TK7H5aK0D;5WK8W'*1IWZR+'_C(K 
M.M#ZZX8J"*JRNH%EEU8H]T8-T3F:>T(Hl%S"EYYFA#T>70Y*(:8Z:aVV:,/$ 
MC7%EPX8'VKa4'?VXC/2EZPNDK9GH>S0TKZ3a^?R*5A?v:?:T14\G3?H)D.8> 
MX[9ZKWH;IW?6:IV>M6P*CUKG_#CN'DCa'%(Z%u:FRA%'8=+!<CG02N:EE49$ 

M ! Y6  5*G1  ' 0YDU_ZLSL->#-84Sa''ZPV*UUFG;3/CVCBC#J%T5C  = \8' 1 VI  3D  : /N 
H$>0I+G=/A;GCHO*YSM#C,FV'Fa$Y4E:i:'=+jaw:<M[;::A'^5?:/IX<(%P^; 
MAX?UJE8+DaANKV;:L>=>9=C_/>Y[<0EM>FF;YM?ODC!-TB!)'<=Si:'C\Y(C 
Ma*DC=M\YH*=:=a8K<-A2*ZUa7F0==L1''::T:JZJ,jaCMT5W27/K"JI"H;R:) 
MZX_87MZ)4J>5T81MN4,;D>VP>79$W66+<:-,6Y3%PF:88>5UAE1)C8CFB0:a 
MN4XVSE_?#IWUV''%F;5/\B)C2'IS22'>Y!*(N4NM53)9Ja5IHCFaY8?VEL9G( 

M2A:/;*U*L9  + 9HWZ_6"7+:HM.>WG::2''zn<YINi;ELOH#0.OT_/;PF"\57a,M# 
HJ1P>UT8#aH+'SI5V%%*+ZPFKK2_U"8.8"B*PR"4\.a3W.a3=#:K-U5GG19.B 
H\Pi:  + E + ,%.  'Va7a>C0*#MYKHYW6:6\A!E'  :VOGK'4H1Z<6a0EHON,9LD:  .N0  = 
M%a5:z\-38]/O*,/ES1-A:2.#!O%8a'DKU5Z+:Ga.\:$KaJCS.E:8J0<LJOCF 
HGS*N*C*C/8MVSaXZX#JH,DS=8:0N_+A-47LUD1L8Z3<ZD"/!YW-<'88615>= 
H\;/"GYDKGV*H'P#H,6/T3>;39M7:;RS' ' C=591 C / . 5 /-Z# ' 8 Y" I #P#1 20a9> 
HNC#)Y5U+La!ZY[;>4$-\I!F<F_>(D%K'*AGZD53UI-C1)#:a:'0:%.(HG:'U! 
H::_(./5U79-36(D#+:x)C0VCLY_D-'Y7S.H38B535:V8aH-166MAB*YU>2;9 
riN%(\8#:=’o:8+==KI76X><>4RaCVa8%-'8%6B8JZJC'9S#0MUC0OSANF0?:R 
M;S8?8T:R\YFYZaCB^<*Z,3*IK'(H+:PS_^$508D7<EJ"CK=F)N614CUE8+!C 
HPS0,:%NKFC%#P:9JL'J!+*$\U98TSNM($'.HWRX<_E*6.Y3\)HTL(:xa:_I# 
M>La+.)3.VHTE-;N(K1N.XIHA7*:Y  + AX"''\PLR_%''a_909:'*!BI=B4UZHIMH 
M$\\:+U9MJ+HO9%_*5'ZDCZA90+CX,44PR$N6%3+?)=%S7*2Z%.O=;IHHF"$, 
MDX’X8V8L:>V?P!C<$: T<C 96+<S V H 2 S . C0120*SWTJ6'$":84NIVN+3J8=9/M 
M5?-8BT96L;F8PA)F[#8J*!Aai-Ea!P:a:M:X8L4F:Y#8;<!GW:NCP7)'IYPH 
MV42C%<#MM;-3'ai!\DNXT0H?7A5Fai=*:SA%IDX=4(=C)YH,34USISFZ]!2? 
MZ4>:L2OWO90:$VF1<S:HT$#M22KZ0^TY,L4aZC'O+,UYPYC!RG2a84X_UT<# 
M:?U-3]4UJB_/:aASKLBT><;aH[69RUCS(UJC\US5-!YW624;RnR_1>$-G9U8 

i:i:CHK:179acf351f4694fa6ab46c8de7c31d3b009f85d0fb32ea391c70e221  2752de8da]: 
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M;NPK^G0C2=8T_Z6M4K2.&R/Z_LZW! B9$ CTU PZ 4- A4 P L ' 7 : 3 Z ; J M R7% H 4M 5+ \ 

MB: CAY5&_:0+8T<S : A#<0 \ Y V? N+S 08 L S ] / , > V0 / C9* : ] -& D : L . X V " , C ! N C *0 V 
M0J.Ga'SX(J?:j_)FF3&'(T3XPJS?aXAUVS(LKI"8:ji:)IU;=RB*;A:S$a6HM 
MUF,7?:T'-%XE,/53BE>W4=JU-L#'_=R6N>6(9AaCEU%DCPZ\'=0LS2?0%=YY 
H'BC1#A#6>LX!2P->C/(W>9W;aGZ)\+aNZY&A38*=X8.>67!a"_RI.&'C#MFB 

H:MKG?'JR0.PFGK4FCaB:18 0G3/VNO'OU/H'ai\UaD(=1W0SE=0=CO<QRU= 

MCXH_?P+D="L5YOPU1JP!GSFI'0*$B\\S5F(,.,MN%G-SI3*O:SV\PU?RE,JA 
MUJ\/J4V*3&DN*26N42A0RQ'SQ),,R5<?I*/!8F:V!X,-!2T#E%!CKK("/?0= 
Ma:-_F8YQ%R':*DIE':VA?%(0O:6-C+KY%/ON+>C/-\R54#54NKN0<8?8'/#R 
M"5!:T8_PMF88C)S!aFLQ<NRG_I!U"1Z+"D6JRI=1%(Y1F''*7V<^<UHTM?YHF 
M=A054J5EH2W,M0\";-$3+CU<V!,XD8?P9B*S.CZW!:>'Z8IHF>*CDY_1*VLI 
MG_*4X*'OH-Q/8\9YD=)E*%KIX'$aON?1N#5L8:;2BL4_FSCYGY8KW0>'?AO2 
M78+:CH8W(KX8J.Oa:_NJTK5BR%<8XFQ15!EN'')*5:"G'0SCU?0=L=!*2[V/6 
M2_!R8XPZG?27\0(N\JB)TNHB8/U8<-IS(.O';I12A/3K>'*i:S'*G?<49VYA 
MEC:Z1,:*1B:iFQ8,Y'4_/D!5S4):a' 8^# Y_042 1 7 A ! > ' = Y D 8XT F $3 ) Z+*0 , C 
M-!\CK\V\>/2C_+a\5W-*i:$-+1<S:2F7P.,]<H/D,AF[Ga^M30K>Z/^W2(:) 

HM1 8:WY6)8a8-8X, 'GE/:D?Q<J<:\;'')08$DA\SCI^PG*I"?O_>EEZ*6O'<M. 
M6%._9)MQ6\C_9?JX*+ZS\OP(RO/,B#*AR==+Z>'TNQ3S0UN3''N)X%Y<N/<G3 
H)C2L?]*'''#R(_0E,I9WVC$JZB1?+4;3E3+H5NA3SABCD-.UF-_AUC-!_19?{ 
m:w2-^>/JR9">H+\TVM8,I0LS\.+1$ICUT6BAY$W'N:2393P**32GOO0\WC9J 
MYK+G ! : Z?H ! K " => A$67 Y<-4 D ' _ J 86=Z $# 5 -8 L_2= 'E;4.?17C:0MXa'#?:CEC 
MVXJKM:9E4ZMC-XV\WaLZaH8M;UJ;MO%3aTX#D+1$J9T=LS>YN,QZYG0Fa;LY 
MO8(HO';<'CS(f:5ZS1PZT)F;!';#J,*P'0#ZW.I4RH;*$/2OQ':)*S#MX53\ 
MM=%P''J8K8;1K*%PN,T.: H % S8Ha V ? ] F 8+6=+2 S$ / 7>G Z #G Y R>U ! 08Ha0<GA= 
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H#G6aaG+W;R+V3 'I90*$U7AZ'C2R\:MK!_NCS0NVG8PCE3<)7\!Fal==Z9=.7 

Ci:CHK:6235b6e018abff0c66495e51a8f35d7315fd690bba2cd691afbc986f5beff972b33 
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binaries. uue 


MVZ(CZDTC6O87<I"X9MC?N:NE=BXaHJ-$2Q0.L"P<S^X"A67&4'?V"!U&&KO_ 

HC ' 7T_F . 3D8#6 . ,U$SQD/6[T_M5 j:5W;0C  + X\Q''&9SU>[*QQXK2K$  = R7W1  "V* 
MR?AWA1OL=""VN1'n)16ZPL0?3Z$%X:H'/;J'3?_,/H=:/&2Y6F<V'VNQDJ&& 

MOS-(Xa+" JR ! 2>K><_%4B#W"Z#>W 'K8L$=CPI>EJ/D''#?^G3B:]TD[8\<)[#M 
M5i:UABRN1'=RVSIJ'_*E(lH_%GaQ<L<XJ\ja$U+C:'7'GUV6H"&YDRNLCVB6' 

ML0MT*1J  AO_VN  : Z_L0  = <''  ' 3 : C L ' OKG  ) TB<  ' H ' ' 6*  , 6 A4  L = = H X C a*  X3  C / 33B  DQ 
MZ:.X<3<5K9F<RUCJ)\Q/'T(:WEG3:-F'N+LMYPSJ'11:GM$5$#:QB;KH;M>X 
M$0*:  ! Z_*T_6R  + 0IEA1T*  + = 4 .&CE; LOCRDR ! - : & C G H>- Y / a = , + < ?>T07 . ARBN 
M8#OXZK5;NZK4*));0T;B)N9=WJ[;($!S#%'0.8I1:V;(OD%/\FNZSF62)N.T 
METY[:*<4.M  + #8-NX  + 80'/#H1Z  + L[:m$FNV!ZEV-J  + w:2!>#E8K':G(K!,\8  = K3 
MM. LBVGHR=-: ;M=T;K(=VMD?]j:b$G;5^:,()O08DHPJ+]6KMI)CYMN''\4.:i 
M7+JLJP*$:TU_8*W:8aN\9RV;:,0J_+%3i:\"2C6+^(Q:_PWRJ"KY*LHa%78*% 
MV8Y<_6"SYHR>(,aEJ<L09*TMK'9Z.W;SJUPGMRIV\TWU1;=S>M9MaC:_7X?2 
M/"#\AHE8S0::k9M=867*>EP+NCV2.98/KFL=\A+GC^19_2L\I:-CRGS*CZ'IC 
MTR3;4+S : ZK00>I\=[#/1 ' <QK9 J 3 / X 3 C 0 3 ; < C E #2 ; KC>U- C \ T X PM<* Z " J Y F : S 
MZKYAKON;+C#^CT37RTZGVUGQXVFGV''PTNYUZLCE?JUJLRS[/G93I*E9[Q#M+ 
M68GC12$2l*Za.>^H$a"-/6#.L35Z$9_\<$+C?%**U0.K'3KZ"4K0P<K'3WVK 
MVF'-'  .2IP-0OS''%.WEZE?"XK:>:  [ *8  + ? V38  = Q6  D ' ?;aMZML;H/_0E88B.''  = M 
M;B/;=1+7J_8*A8RCT9C'"ZBMEYGWO5Ba/L#97J/?/$''G<a(2C0WF'T*IC#T5 
M"Z:P.DHF\Y1/a'$=8P3Y!/;'K1JSQ6IIF(0%>L03W\N8*X68*P'PW:E-:9'Q 
M+6D$81 8^I8JQ(4:RP,**4 ' ' E . ZQ"$\ ! H G " P6 \ =PH S = 1 M$ : V /+88 L= \ C 3 0+- ! 
M$R#.NA($+G>,XJ_6HK('!)33.,M(JLZ'WVHF3PE'?,0$6)JY-K12:.X.48E5 
MVFD/W-'  . '47FJD-7''0/%V4:.#W)MP!QLL(*))SBO8:Rl3_OQB;7L0a  = Va>J ' 
MU2)Fi:791T<:9BF;J1NOHY(NZNG*/5\,'K'$/SCC_RPR'''-AORC/6UAGS8.3 
MYK\5MS?AVIK'0'\6V_8)N'U$UQ4MAMXS-(M_H8LQYIGR/3UCLP18W)>YV2R8 
M*a'-MTF+RXJCVVB:T"6ZC>5aG0P:aRUCPYF2-SCSAlO/,S\7S0!HXO/U9:LZ 
MClRPB3R  + 7$>B8$#.(*1;%E>%%\/!8IEA:T51D9*5iaQVP8' U>3  F + 9 + >J  C . : F 
M\>2Q,<>./ULDR7+."'\Y-VLDHQ/1G=?J^V04?J0;(WH"CYJ:(T?J?3(M<31$ 
M3"8/H:2>'%?:J>8_!M*?EU8,a,G3GS\LFYLP=>"KS+3Z>6RQ+E=$IR8*64L4 
MEG''Y<UFL8Z^QOO7Ha%0FLFSHC4,OKV58C$OO3DWa<G/YS%CZF5A5N<SODai 
MJ*9>%MM2703VZn_9SR\O#%FRF2V?C2" C3V;-R^EKK[$>NJ5W=RaQV( . M% : * 
MZ+%\JX3ANXXM9PK5\CMK)-KI:2T2:.RSHGV4TS-![C8W*L?E15:T">:LM4>K 
M,X(''/Ga6M3(N>F88FZDa''\R2EWG*I\Y<IK41FQJW8Q5Z3D,#MR'1ZOBEL*1U 
MZ'HZAM,:P;%<8TH:8L0D"H.R_#3%TF'2-8T%?',H-DZ%R9TAW!3'X:3=T$X; 
MLN3AC.NJP!7S%%0:7"52=.%"SRU*QJ84Z1B?=F5a*?D=ED300:IW":$358J8 
MHU24#7:Z'GF=la2M(505X+/W=;T/Z\3:XBBO*P.8<WZ=XX,6a'AM8"Y!CY,Q 
M\2EKLH3_Y7'/*:ANF'a! V-a :6\'''V;:8lXFV*#_DEL(DD%H%9M!'1:DKH(a8 
M_U5BET,9=9P6F#2/D6<W*R_9HX_8PR3'Z:PX#;:LYTC=V'K''GJ:)*"6%C"U? 
M8K:\1'4;*#ZPLRFCX)*3R/E'C:%!P-COOLSYDM23%$>0O9<330EC7JKL,L55 
MCZZZG;a/H>C'C'UP3=$;;S(N15!JR$\R786RKK):B'<=:S5\JEA![1;%/M2. 
MSTZ"\C0*T+\/a<F"VBLGZS8M"\GU8Na/30DC[alW'I8>!AX4*U8a/H830P03 
Ma8!19IXAM38+,UXLZ75LTLXR0\Z:?2)Y4ZBW1N!V'''XZSZAa)?6UH40-2aT% 
M5JJS,!=H1LCS8F%6!^,(B8  2)"VOY2''''2/I*"Wa)aiK(P3B^5/!.:#Z5N'#/  + 
M4938,V=W:N5NR'(.$>>+aa#:E*IZ27'''P0%T'%ZRGLBT$-C*C9ia8S0N/)?U 
M86_JI3,a3,'3C:i2UaTWV+KA%*)H:ECK/I9303T'\E_F$?a'G./N!U,_VKJ7 
M,$L?!*$D=<=A>ID6?9Z-6_4A,%SJ7=JVZ#0S!\3->_0.85>?>!?>-'+ZT'X, 
M:'a"E/8C0>BG,"3(:$9C5G3Y?3NC4\=\IN'':aN>SL>M?_-I/P/X/807G2"EY 
MY"/G9*UI!T'E_=JTVE5SIC'*3'.=E>NGHBJK/G='al0VaFYTZ8'Wa$15,09# 

M.!>D5G7>!A-$C2760'07F7G61HE.CR\2WA05?;AVNC a*W6S3U*Y'0<$W8 

MGALNZ:PaBX>L0_lBWK48a=;\3j\5*UCS''>B>4aUK8'7(8/6A!MBT8J<.2-3; 

M>"$$HUH\ ' CM3Z6R=>6/ ) ?a$YS6\ ' 3S: 'VB?*,DRKZXV1.W835a,2XS5GC#K; 
M:.R8SI+19Ja(;9;SI8F:AYLJ'-_(F893MVBV'S<M:J>?3FS+JL56K5$?4LA_ 
MY::!/<?CEUJJSKJZ3C)7IJ/0KJ7'=CS+F<(UX#>"'5)LW6JYO;L-LDPULVZ< 
MPaUAi:8XLPZA11ZA0Y27DN>FN2DH;D40Ua2"3M!$F6WDKFI"C;32HaVLZ2M<- 
M"R!C=>4:a>N<'LZ>TSG24  + $U7'''<E3>3$D5''X''a<C1JXUWXNZI5VZ3937J' 
M_a"X/S:JIE6C\7/?-DZ,8aKPOC3FECGOa$N>Z?*K8JJK)('Z:WWWKVM/8<Y> 

MK6FC3IA>BU;  = : #3 1 " 5 C , *9  3 3 " ? : 1 # Y7  + G " K7 V I 3 ? 1 +X C " % *H  + ?8< ) KKY  Y 4 
M+7J*\)L818\9W>'4-\XZ7(VY'?EZa?_CFH$"G?7+S+4'OCU)-3:L'N"K(=(X 

i:CCHK:dd563d5bf53278dea98f5c400ea59e7490df319f9d6ab5c1819dfc92e076f8f0033 
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MH-:'K50=AF49,;_P*9J%;#U7H_+S+*NQ+J#6PT"%<IT!_F;=A$D'!CNNQC36 

MIEF/y:0A,SC)</$O>;_.WOGJ?L.P8!C/:0%UMCVP3AJUHJ4*J,>U)C!'(ZZ; 

H \ . N2 )_U 'a>KRWD5BX/A,CJ  ?KG  = *?8 ! %0-60-DP;4CD* : ) H U E ; % GSK" , K \ BN N 
M"(!V$Qi:%,56%(8TFD\A+5\%M%Y;'#(DC_#NH' D9<+# Da>G3_L3QC \ J \ Z J 7N 
M?"&EC9C!<;Y1J*O/#NOUI\#IF:2U0P;X%_3G-J#YHM6Q%I)OH/_,VDIR;=%? 
MH?ALH3YOG%1K!V>,CK<H?8TUFV>MSNFJ!9C\%-\09=R"N-N*?*L1'13;.6X; 
M_P::>CKV?/+aK'Z._(^MCM'9J>C2#P$_,T30%#5J_"5KF17;XE!?JJF32KU* 
MC^.L>5;_L4F_3\:.(4E/EU:U;1:E7PVZ**)??/T_L!>\9HS4JA6C>HAD'0,! 
MRDWU'=WWLMFF0>A:S27&0948=?X=C<32'JN=D>?K^W3%P[-Z]ZS3ZG1HN_O7 
M4Y#C5PYH":WANKMFZW6<;2FNM8R:*aJ6?02YPP>HX3]K#7N>W7*&\!;T'.:B 
MXR7_YETEGE0AaM&NOANO:9NZ":H);2>&T.&;9X=#^G#_1Z=ET''=LQCX*D\2: 

MFKB"Z3,  CLQ%  ' al  U XO  A D I 7 : P ST  S Z>  J = * V + 8 C J 3 : _M  . P5  - ' C70:&>7TMECYQM 
MX,"L:F.H<8)aPY'*KY:::5%S_^D''K:!]R#3':jC1C!>LAZaRC??aHM=G-IHJ 

MU:0GC#9OT0S:;UI/3 RU-l?8'Y:P/,;5E$C\''!PJLJ[W0/CQT<'-,+J4#.0 

M>CV(#C;/C.Z/:WM'W04'GH^ZC,D?;U:Y%C''])I6?:RZA::Y*CFCK.I(II?,4 

M/L.>PK<";?H^=,!:\P9?ZEKE&CS#4'WD7FC/=Ta27$/R<.[2:#N-:4?>Y<L, 

HE  + ''K:41!:o<Mai''+.?/;C3N8S7X-:)F>.G4L_0ZT/E/HX:"[>R>7J  = :63YSEL 
MT3/,FM_N!X+$':UE7?GC&aC9:?L#:8a0<*2ANXRAJY+6GH:VB0$3X/#.SQD. 
MSSA:H7=YW<X=P<?+8'\S6G#KZ#\PW>:aC'C8SFL17(#'KV:H9S4+%6#(K/+3 
MBZX,8'6"X^?_#HWG/%H3N')?_G)-=F<CXFO%>##=+3UW+Y]G3/?B\Y?.6/Y= 
M>RA71$Z>^<aEII9?;\F7??AB_ZVB.>Z9UGN>G<C?]W[Y^C'VXWCX2#2/0ZT3 
M/Z8AR/C00V8XEC:7CWI_5Z7C_Z'?7:cVM8]:y6_'4-C>8;/WMG_+0-C?9X#J 
M;?9Z%WK[#07Y_\*G\A;0T=N4XVBH%'a3?^M'TTLHBZ6H"(9JG<E,:U5:''?J7 
M\C\+(?WC7Y2LKEPD8LCPB_=a[2X<CTG.!7ZDZCC9;9V'-J)aXH438%;Y4*JC 
M$:_03.K_?/SP$4;TB*:CKR''5Q"T9NYOBPVE93OCC./7CCaOGY'#29RB%44HZ 
H".-8L1.F/!M>0SY_J'8,1\=_EY.#+v:KQ!>%:<D't:v#(;0+>H<?*EX0=$$? 

M#HUMSXLB. C1QQ$\_5:ER07,_%KW*O8? '>F9U3XVH0>?4J3_U4=''ZA<C7A,ZQ 
M=0:a.QV4?;='087?8X\F0/F'W4?JP55'4XVM$NY#J.!O+"8O'CSN)*K.0_5P 
M2B?\)*##. S48"64VPZ :#N^:$C$0:";-#"V-:7\*>*U$BA%?Z^QLU-E! ^$V8% 
M\a^LQ?_(3=!5;SRFIQ/VKUZ:i:8NUP^=('(NIQ?N-.2,a9;U+8JT49W3,:K- 
MB.S?6:9AAZ%31%Z,_GOXWRFRG3*F/56/MWX03$*Z>1#\*3ZY[%%\y:)U^BZ% 
M/W3N3WWFJ+$?01%XE''::7!7'+8W:  ? C # *4 ' 00  ? ' AUO  : K F ; ? t E S4_0C  5 ^ 3 1 ? 6 
MC8^XKCU2CR''C=.QH*;BZ"#P0H5,*!B)Q#4>10(3"'G;i:*ACMT-B_OWC-O''N 
MFV  + W"9V4  + + «49?''.0BIU#96VF3  3"H8"8FU7%'8.06#LN_TPH#C,8T<NHa5' 
MECUZ%>A<%O?XR!H?3OK:=UV'T(?3<3J9;CB\ZZ/-"NCR2G+4S+C$*'R30C4; 
MCRa-)a%B50TL!Q8%. OT> A4_T8 J = XG " N H ) G2MB_<0 V0B  = <5 C L<+2 ; 3 *Z K* J J T 
MHTQ8;WYJ*U  '*  ! 7+!J081''H9GC72,a)B"BXCN!W%9,*+!aV(\(J.4)K///6:AC 
MWG9XH\KKZ_Y1  Z4#  = D0O2  ' J , Q/ 6 : 3 # X8<0 P'^QI % U_ " YS  A*  : , 8Z6N ZO0 E J 7>  ' 8 
H1L%HSC  = 13Q"\ZM/iOW\;3'<J  . N . *T  , W V<B  ' P Y0Z  2 Ua  YKX  F ? 0<  E 5 U P8  Z ? ' ?P%N 
M ' : 1 >F  + B,82>LM0>VP8>7:$W7HTC  = aP*z:_?*N0>V>3\; .RU73E!-5$'\=>PG 
ME_3HH, )_+.8M7 ! C 0>W>3 \ R C<7 V# S F 89T<0 ' E ! $_88%328' J91  FGaTD*%ROHE 
MK5C0H0\GQ*0;-%7*Y%  'aS?5D-%,N$BC(W#\6VW6I?,'I(\ . S ; ZG<8*%899 C K 
M-#>O6$GD2W\:>9<aKX0aSa8N$ZC=EOW*H63N?Pa7=LGFJB.\N:%"='2_GITY 
MCA:2  = 8(  = .H'':;N8,BJ<L9LD0  = 3CJZZD_":*0I:f<;T2CVHSUWU'_3?L3V''JV> 
MV''H',$'O!W!Y0<;LV8'K*a/M7*3/+L3V%N*XUK*(0D%>.ZXC6UV651?0OO!? 
MD?(*4A<8:T'QM.M>aE9'%C'  / 7_5>H<  ! 8H'' V A F Z 8*M  ■ 5 Z aM  ; C 1 % C%  Y8  Z / C L_  ? 
M,3E<Sa"Z!JLPV8R4W)0a'QGG.<<\+66Z8328Ca'R)%=(4B1T<CBHS84(PU8K 
H"L9'ZUF?a(XCH6LN_S,Z8.Z\U33DKK5:P8)9i:_  + >7H''V6UIS<  + 3Y '$)?(;;% 
MR8>)B5>88G1CK4,'a+TM9D<81A%PXBI*0R0?9'84P>G?Y#3_F=?GX)IIK36\ 
H-W2M9U>TG_CIE>LEZ:^3I/?*Z2$(<NB4?_C/I_:A?69##JN%RTE<4*T(7/\; 

M306\6  = /!DO\$YGM%5.6!L6W4EY"''aj;\/PX'%"*!C3CJVJ  = L''3ZE8(X"J.99 
HL:X^.JBA*!?'?SEIXE'=CJZ0V*CV<'>,X.WQ;.3YLE%/G-'0<49OAQN'[a%F 
M4109;6R*Ci:CVH'  G ' _K  " *7  V- E>2  5 * C W 1 N ? I G9a''  !,D(IN03#?\YK7K7/F2XH" 
MDWRJGL#VU<=$2'H3CZK0I8YB.PY+P;<.H3,/2U)'Z!5AQ=2L93<8LX8"CPC" 
H%$5.7)Z(C!84(Z_R23XJ).IKV#_"W(M*.5CBT?NJ/C1;7aMU%#;=!J(S4;8' 
H*K6HMN6ZN53_RX#?#N+5SGWYQI5HWV3NG/5Z\W;XUMYT*=YYV^KVUL#H6*MN 
HRV:SM5:35A680D:/([;^TJ'P:086U8A4YDF3QW,+.' K83= ? L* L ( J 6 5$42 V / 8 
M5C60X)>  = YJ)C  = 2C*  + 3; 54700.  JS6088'.SQ3CT$='Q  = >8$AEK1\HNKEEO2ZE 

C:CHK:4982784b97befcf2067e806f14cfede5077c0241c25107c91b4b16dbf6bdefb1733 
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MQD'5XN4H6ZW5'07:JR[%‘'W87&NI:  = 7#/7HBOP8ZBA\?U]h:(X,6/Z;=*7L  = KY 
M)\6Y=4G7E928O<WU1Z/RlC#YMS29ND,a\D/;WH"XVZCY0."*7S4a:\](L2K/ 
HK7BH.>;41)o:"':OP>.OO>%S_W0;?W<(aD'GQ6KU'EA\DP7SN_7F_GZU7A3W 
H1Ga%%TZ6(\9D;*T<FaNI5'Y(/<1H);K\A1E=8L,J_F4:/AI#5H90T%A:C=H" 
MQ(N%93VE"\0GPO0&QBHZ>\SS6R6R,VU%'5XCF(HJ^_*ZLB?7/;jY*'G\2!C1= 

MD08T7IP4a4  = 91 5-:7  + 4 :9ERMQ?5&U:R:  ) G 4 " * 5 X36& Y YO H B-> ) $ AM H ( W Z Z H / 
M71.C>;T+SN,6D7X27H1D?XJF$:N";3'+/^9<MB'8=):5X:=1Q02_(\J&'\&9 
Ma60+:D3Ga9,RCC'HN2LCILZ5<XQB?a8;9a."KH_IPNT%'+=GQLQ<K;HQ35QC 
MPEG/406E&<SK'%=V7>O&?\C8'N=(J^8L-YO-1):<KC)'XV/1KQEC".WBJD#/ 
M8+#-SG[YC=:;1A7),a_%?"68X6PP4%!>%:2<M4"AA#HS3/4!W<0)E/G;L)>? 

M&>TV)  F)Q8<9KC : A8F<0\C : R*'C5BT#)&;ZG50. 3va>R5#-9 " 1 9T ' ]V2N/ J I ! 
M1J!A;:+U(M=XT5G2DFO'<9?BG&N\HHI=1OQKEM!DKC-+<H\=V0O"R-ICSA=R 
MKIBM''R>K*73  ! X_8+ : G " =#*Q  ! J * C Y P E = P 5 F / 4 C 3 , % C X7  \ 3 . J >90 % B / L* 5< C + # 
M*:/=+:':(\8TF:<6."N7P*3O*LW-QOS0/2P)QKYB5BJC#3.?G/JG"H;2#AHW 
MD-,UYS'$!!S.NHA2?90IU9>8"ZWWV-*6EWSV7L6.GJ'JJ/+(L:,:5:&L2F#F 
MSVa40Q:KC^6=:2X3T7LJ,C,>\?:.4\:L?ZZ'8>RPL##GG'$"BI97''LF*'SVT 
MU2EV7IHU&a9#'%,C<8)#:)"]%9"33=NS-HHHY/UVFVL-1+V+*WS+:YJI=.>1 
MJFZ3DX:98UG:%ZG:BP19W_':.2\KGB''_#:XIS)>/:ND'?FK/*G2%)T0H,D- 
M5-,O9NM([SEZ=K>7jaQ_!MCS44&0%YV#B%L-J;5I/N&*_;U_Z\QK-,O-3<9) 
MU^KVI>VU7R#F\8H6a"G1;WFQ7"T7,=9E3HGW63EBY/a6&VX3JS*?E0?%%%D% 
H'K,PXV*H\H"Va(7);2CTB=04C?^LDN.N$BW_G)L3Y+J<=$SC1"OS2Y2M4>D; 
M:0='\XMMK1FQX'UJEEL*AJ6K!T*:$X%Xi:PVLX8i:PP)A!MQ4'a'V+F:aG(FP 
MUXFO:P$CW65Z*X%"6V1L/Y\87aT’OGU)J\1GV4>NFH9.:0=*ZBa*S#W7BOE3 
ML. 9 + -SSNJSP*V50 : 88Ta5aa ! X<]#21  :/JT3WP%KY* !2X'<*\D!S33NE**V:- 
Mj8C,<^W1(=<'(!_F092,W=R!T.?3aj^UYHa89WG!-*M?PGM+W.KO"WM=5.E: 

MY*  ! *8,X  ' : #7B$ : #<1 G 1 K6Ta+ F H G_$9T N-8 L_$0<U KA70RN I<Q3 X5 I 7Q \ 0 LB Y 
MAO)6F/CP0I,<\4?TSA*5BL\X*A8G:\0/P>C.MY'6>D>+?ADJB:l\;0*;53N8 
M?DT.?>?<-D;R8+FHja>8F**#,06K$\55":'/X#:i"a:F$L7M]E*?S62G8.$= 
M*)E2=V84:001 U*<0X0+9 . ! _<=M0 ' ' X+V 'N1\>52G>*\5N3*.:\BB2>\5G3./ 
MD-U2]T)OLO6GX%U';DB/!KJ0ZG;B;NFOQ^DXa+<CS_S*UM^TP;YG%7JM:9YG 

M#=F)ZV_=\ ' WB"]J>*N,M1 /*#'$SY_S:; +<1 I;MC6(;SR0I'7H09)5(JAYZ 

M5'57LA_(ZG,$GL*'H*y:5/9:n,*]X8;L"*)01"4T$#3QT%$G'!84MI$<=8+F 
M_Z ! C4N  ' D<**A_X3S3>CIDHC,G# :F12#aRH37;ZV  = H/KC;JA$J2ABY\z:=''C< 
M:ZW?8UUF',KE4I\';C3P=>6;5>Y#==_UJ1-N$%Q'U)J?7(T#3G2C6'-CBVZ9 
M ' L7978,8L  + *4?%Y]$07>A1>-. NC  : 1VC#7:.AGB9H!)6X'(H-VLTa.;>L%C!U 
M?.5_QKOD$S?JTO$?3O8'I%:XOCM*!?%0'.=:3#W;HC?;,;3J8?''"BKR>6IS 
M[Q*L?'<01BY=N7O19>8WZW.Z09BX*E,N:,=6"_'ON+0+A_Q_aY\Z1-X,5(DU 
M]3>AZ#Z(X'-V'7BC5-X*R''L:$SK')B!;XS2QKF<GL'A.ZD\\?SKa4<A90>R 
MZX:0L\>M=VB%)''-H=\PC1;0XP93ZZ=9?5#8YYS+"H73QCF\;F?4Z7J=T',: 
H<9La!D2?-?(;_DN'QJPE%#"+K>GY,;3'<T''SGHA.$IWS_N'ZL06'3DB-7'DP 
M"3QKF+66a]PKS:a7*$Z=3aW0a''B9VK-IY,G.3#/,V:V,/WI_#ECQCW5,+>L 
M/M0#7;*;VE9EJUZU.MVQCUVXD=>9FY6M;U":mX:MZ=R<0JY'8_B4L.O7RQG- 
M-EC-U-ICRZa_JS8Z7<=U+VP8A%?-2HVa78,;.'W#B.Da0CVY77YIFG-(!TV4 
M ; BF7 '!_(  YUX<'L  = < + SAVIN'' PFS6;!Ja/P7PH0U  = GCFCD''KYCF  ESC  I ES8U)N 
M,-)+*-Z_Y),?0=88RR3B'5>!HFCM8HVJW>E;%.B8U6_H#%1I#SP_Z+?YP%G. 
M009KQOKV7!GF8<Q/:<D?_?F'Q8K8H3X%*N8X9EaQ#.MK=>/aN#*M6+5A$#B= 
MNE6A:RWU:FJTIM/V1/NR'T*'.C?\!("*;E0HPa!\H#:M6GN:9A6<:s1T9R"> 

MaU,/1?ZI. 9>AQN?+XB 8Y . N'(4'"WB8>LVLH\A=JUH5L''?-JW'EJ56F"(:n 

MI:4:L5;8YQIS#"P-.SV9ZC>5>J5FC<+JOEC_0:W>JK'POE6+V_3WN888PJ4' 
M'5YC(KX6YGQ>W.75KZH-:a/2'%;EP*I'2Da$!BaP''''G6ZM28-:73N:'2>0!U 
Mi:=BC'E0LD]GKU(T8AH%"+MR8)7I4.;-DJ6K5,LW*L6E9:J%9:'4=W2C<-ICW 
MSU"FA_0W2N1%2WU"8ia,Y2FNFL46E/3K\2R>2*7:*6WXP"USM?YS"K:',(#J 
M^BY*_70C#>CAH\3?$'7a6U2,GYG6Ca$3ZG%4H*D(CK!aiA<0Y9''9''H)B_6>U 
M^a%4!+A*?<'*=B<4N8aR/K55MEJHJD(:7LVGFUD!1KLTHPCaT7%E*X8+_083 
MZN$.USAI'/:8SVZWVR=V6Wa*"_a9:"\VZ(=E>48GHaFM\0I340X:I_2?;9*N 
MP%8!.-CNK.S.CTZ_\a  = i:N'*6_-:*2/5_aZH0M*J:W_V  + 2JWVSi:7:*<KVC=-8 
MK=FP3YJ+A7W>'CN_#2Z:n,FS<ZK8'RG#:K5:5M88=/L>U)X=C)Y"WAXJ'X9% 
M-:5J?"0Y-0K_5a.%9]$$R,_E/?Z-*LS+5?6$?>AW83=P<a"2BMUG,_:V<:)0 
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M.ST'#0*L)<8S2*^0<M*CJX0ZZ&/''-%CNIS6C<>K8ITW'&7::MNND#GZGCJ?* 

MJ;RC<XF,':uK?C-P3KYE+WE=SJ\:h/XWFJ>G#H-97CN):0SI:*JY"?";*.27 

MJ!X<7*IR/.0N6=E'I.EA)a_,19*%$I>VW>C;C^C\5W!8Vi:CH53=:c7+'JSW 

H4E4=WJE6&1!0:*96GV%:uVG90&QOEFG;?X:L=UUL1?>$+'^'2>>6-=:mU'?/ 

MK0?6K+;+M7S:J9'9LF9PS'',3/?6XZE:=G!T>943CXICZE&OLH#+L8>-CZF<? 

M#(0*JM_'9PC1SU0*a"U'F;<N>5BQ9$<-'8Q1.UR0;><UT."<,P;N56V+!Ca8 

H8,4J'9:WV)C="?C>Z_UV\B93BJ:*Q?_P#*>%30UZ7U'(>^:u+?:.9AO_W+FX 

MJ=2QN_0*QH:>9*B/;MCU_#-TM6"P,:#7K/J_<W:_Q[:7\T<6+YV(H+\EWN(/* 

MG2H]D'JHY1_RC6%=BC+^1*B"V_BIK4NNYN_02S6??N:CSD<Z\;>T*_L55_/W 

M=*V+U?XWZ((=KL'3Z>.G&VULJ>9G8'7F2-ZZ#-SWK_YZPZQ N+0:_D4I]7" 

MT:CS)a,%:,_BK))?%%CY7>?:3*RBS)?IWE3RH<N6B=ZCZ0Q3YU56%V=LM"IV 
MWS\_XE/<F3)8(SW2E?Q'E3Y0:q_+#K&-HBW,PCF?0Y'+U9O.=W!U+_:7E?RK 
M-V?:<WWGX::63_:R9YU)U;:aY70!-12A2"\YJU>#356XM(9,/5*Ca'B;J_C_ 
M7UW%/£Y4n/H<7_;43(#\9>6/a/^C\O0C2:9BNB(KK,8T/??Y*W7JEM>7_X*aG 
H)<*DYBID>'1V86=']0(<GFa  = i:(+!.'[;H+'E)L8T;C  = <!:M"_0!7WOG_I7KR' 

M8_PCR) C_:>S-! C3ZD%O=44#90\4Aa-62*H?P: *8 .CB#4'L$$VPO6UR.06_E= 
MS>a0]\.'%V?_(4\J]9,'3D=+FH:0I#a55>"'*(X/Z2P*XB\=2P>IZT9.X/Ha 
MD:)$2+7Y,?JY%<'\X>RAZ'30"ONI\P:CS8/P2-\:Q\SLR!SQ*9EZ1\%'T/'1 
M*JK:/;'‘X:95''?5>6AR**,\'(P>-::kK:/\L  + %#V5GYFP(5^KHF!M2U'2U>PI% 
MTJi:3C7P7>M^0^DC<*V\,CLZ7*81IYCHRNC"N6?U^LTCU'JA5KaA;CYAUa*a" 
M817-5:#VP8RG6.  . 28  : > C I - L94^_  ' 8a  V P Y 5 3 Z 6 D *>*'' Z 964  ( 8 ; 9 ! '^23W0al3 
MBG!$G:',B;P4\>V*[_DHA40H-$:T0IRP2\?WDJL*">N4?RI*"’R%?\:*:3D\ 
M:]HG?!-915K<X),?EV#?  + a90>CT?AZB;\-5'"X5.a-$"U"D5BE''9UA-L(U0Z5 
MZW1#aY?R-\i::GRKHP%V.7GWa:Z8HL)>/V8HBTZL'aKGW0VF>^P'U9?a0(FEa 
H8*/X:.3C;GH%K'8Mi:61$-X1Z''PaE:">",?R:U<6'6<I  = B/(::3UZ'V'._J86 
M5U6,YO_AG*OZXNJJBHOE,J$K7O,N\A4%U'%Ta$)$9707\/7"W4$WG$C:/P"8 
M0+)AUC0C^J.NMH0';W>'05D=,/!U-H2>JN';^;PE.W%/>!2X%C#:''$TaZD/W 
M,H03'JO_=DaiDV(X"+[9G<!VTRP7RRZ>:(P/.B+:LB''8JKW:0Va;a\SM_A;J 
MC<S"SRU*NK;/H8JEL(5H!+CVKVFai"$%W("IAV%G'#:ESZ;X"K5B#_+H87jM 
H18  = >'88L4,/U  = N;8'  P*6T66S$'U-Z-K_,8_-#>VRBCIX?L5 :(  = ?J21'%*45: 

H#FCJ%"6 ' X"5WN_8(#NK=#F39TC%V7*1 =Z+9_T>DRJ .:0WGMTCPP)N:A<;aOW 
H'');?B:LRLUC  + aB<8LJ  = "4H(?/?(n?C!R0,J('KN  + V + J + 6''N\LHB12Z:_8-3H 
HCG"''>K'/V'6AX!]:7'  K_>V_XLN  :/\Ua.\1YF:,*7GD_;(Y?WKVC/aCB^*CJ) 
MN*N*HNEZKaWD"C#:;J,>WNV(-GNajBI:[;H>6Z8U*/K*/Y8T+N5384"N6.Z33 
MTA92-",/FHUJT,,3-TH:7=OKV-TSL.2;='VCPaD<:'CAL0#\R28?DU0F,80S 
Ma-92,  + a";i:#FLC!,l9l8$I0-WCG'9?WJ9:<)TVCa0Ha'RY2.O2'':=/BE2CYV 
M;"]*_C386NA0R'0JP71'BIC?0HZ0CSF-JK:<aE35-_I3LO#=$T/(.T,=6aH 
M)a  ' S*) ' 7\>#:UCFRW<YK^_6AW64 :*Y\ '_MKHZ5<E'K_%?/GW3G"C-B!LV9a6 
HG1>.<9GK_0"4+XYY3WLZ"FE(aCia=f1>N[7N,<8G;=#K0?F_#\9I0"L_X+DK0 
H./SA47_><2*#FTK_.0=CaH'L;GRC,:5V1I/\-TET3>:GCWXCB>,YPW\9=0ia 
HM#<35MPZ;3:  : , % X_U  7 ? % \ 8 ) 8 A ' * F8  F C T C 4M  ) ; S % ? J / ( * 3 9 Z<  3 A C ' 0- V8T \-7 

M3F_9_V.0U**3Z 1C07''V80:;?0</FF?_M-IN\%$ZMK!LV*-N?\5  + 6W/6(). 

MD8GV,V3*V80-A36ZE#L"SF539UZI3i:C  : DPI  ' WW ; H 8- 3 ? = 89 Va3  8>  3 H 5 F ' RKZ 
MIS4NaE<U'[;-ZIUH#8!2.DEK07GRJf1S?Sa8M?>P,4%NHXB>A7>IGBM>,.W;_! 
HSZ$333M*a\;R''a?:$(5A1,J5:M'(;2K*)U>78W4<WH$_XN.736Y%$>*PG*K' 
M_L^77N)<_;N;TMR$3NHZ03>F?;_/G/S3aSWH-J#=T;8I+F:-9CU6OBVi:(PK 
M3V^  ! =H_"1  NV-'S  ! 6Y_  + RPRKW  + 34LK9<)3W5GVG7CS7;*#BK_  = ; / ?;#8HI  F9F0 
MB?DHS/\KG,/>E735a0EC8*>Ei;'M2W=8J\IDK/-P!YJ46W==YL:5VK/FYU6B= 

M6*<0N  = *?a)X/$CU'HESWGC'  K?//8^  N0  + P%  L6  5 N , X7>1  > J * H P<>  Ra  \ : ;87)  PLD 
M$.8GC?8!Z0'G(,K#F1%<>2.NF\+C;A=_S0JH"K->3Z*' A>‘ZM+C^'8NV0,HY 
MN;3P_YXX?Z%a>=?'N-,CK9:V'3<'('D0*1JF:1C'K+P9Y3X5LPHa=;2U+#+J 
M0?3E<07HXDLHMP3,33O'>!VUYXLYJO\-2.8U8_/3!HW8L*HN=5KRWX:9U>+O 
MJja>B3HX(ZVX;BGU>'K#SD2C%6>(F534P;YG?J7:KULF9!8!=Y_58U8MMIY5 
MZa9:vi0,JMX8Z78V33?"'LIJVJA8+E8IUW7D.3.8HCU#S_PJIE'=5=M;9W4( 
M[=>/8W8S_CH*BWNK"J).a>1"L?AP/X6P:NN8+C1;K753NZBUI;-J59Da%_=% 
HV9X=YVF'!)<9>a0FJ*5OH1';SRa4TTO8=#*a9,W/<CWlT-$C59JI*;*GA.L; 
MK18*%2DH(1=FHI-:T+CV>5./4UED488W'-L_'\.=D2Ya/)X3SF#a_-C-,Z;G 
M8Z4a0<O2HJS5_N''S>CY4'W+L.X3J!318U0/0B:GW,=J=F*U%NS<WXCa7??SD 
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MWM6<=5:D1*TSELJY*BBZ(UYO$UUW_(8&%?0IE%1-J5/7CVE5SF;MN3F=3&=S 
MD%:'OX\R;C;&9J%FS+:HZO>L''$G4M/*G,,X*U/_BI*#8E0"8aABS:((aM+I> 
M6JRE+VND:y'N'=HLL;:(X!_88S0+J./9N\LR!-#H9QJY*2-=L-IC8>6BU9C/ 
M!8,7:];JIE+-9RO>F7'=&CA)6C.UI+C"OB]^D1-6'HAEQ0$ADL_X:86Y*K>3 
H==KJ?:QO+NS/K8W2'>UDO$+VJ0=/)\)QS$_4C5:2M*?EG'(Z1-XH\''VZCB) 
MZ7&\%%_T8:^]2,)PG:RV-=?9P-I<"A8'9R>,2E$\!HS<1+?*&=37TP5:5''5) 
M[(3K)::S.F73BA:09?F(3T!<02YFM!&\.UL/.P_%19Y0;6a+T"1"WP%=M7, 
Ma>G1RVG=.8:E'\8&H.)=TDSN  + 6;52U0:_T!&R!2.%#V! 2 3 E 2 3 \<  = V I B / ' <^ / 
MKD?)S’A:D9F=2SQ6YCVCG/'_9*66N$'L\;J"F[SF_U,<G"C-*C!B0>>=9<PL 
MQ6G+I3/0FE4+\IF?'K''JC6GQCFHN?*">3ABW9ED+<Y1J8/GI:ZZG<ZIM>FD 
M0l2*:<;?/7.*%.>408a_P%4#L4*T)14ZPYA,>L4,UR'5<<7LF1F-<"_/R*UL 
MS=0$IZ%C:V5<)RW3F#EZ;#,n>5EENPI.''+6S+<TVQa5^>H<4+J8:B(+3HEN 
M0*$'O0PP]L55$+7AZ'8?'=x:l$"BH5_+>!"AVHXHV<#KG*?8IWU8XFIUB1'] 

M6SIF  + Ri:SM*\4H7\]S8U41X/<  = <G/^/*H\1N:07ZS  + ^TIX  = CC"62WDI9V-RN. 
HKJ80D8,N/C/8P87WU*RW7F1_A1H<T!ZX=UJW#8<8*!ZH6^Ma'88#"):EC(_' 
M*(,UZY*'$I%ENH)RBH:G' :,28!4Q#F3D! .N?U<8A,2F:#V7-P-_#DZ)y::H0 
MC$AYKXYDi:$8lW,'\i:4D'/S_Q0BAJ/P3HK.B\!i;LZ?"DZEi:>":PJYaFC-OH5* 
M#aK9?G',U?RaR.a(M,8M3+DNJ4=!=,DQ_V"0N8O?3Z_"G\'^5SMNE,+ECWY+ 
MUJX09;a0O,_F,:%ZE:S^'  JHLP_Q2%  ! UY_-<%J%<6*,  YEKKI  83*6-#  ( ! N#  + " 
MA??35'8_<#OY.::*:6YR?)^I0J'.(26'Y%CD=A,*>Y'9\RG>6X?B42GK)6CE 
MQ173\84+K+aRGJHCBD##,<6B-+D)="G:2S?RW700<99(YW8V+_O'6DQ?:F]E 
MKK?\)\0INP,4H=<C2!RZ(a?I.D9M%#PZ0Y3a_3"FG6GGVC^?6O,8A6F,"W\M 
MZE;484IK\8)BQ3%B_FL?ANM0:*K34<A>""6/5I_+V4=:!Y>M>-9B)1N*CW_B 
H3!A<UGTWZ5*4L.-"F,"-(C>EOA<I_AUSIHC*WD+:RX0*.S_G2CZ?'V,<QM!K 
MI#;'A;:RT\"#C.5a/(I<6J4%9PVQ0813(9\O6B! EK70_->?Qa 'I253=R!EUG 
MY(W<:,)%;*XZJ-,:T55*(=G*Za6L2W!KR2+\]/J8E)6,YB:5KH:Y0<N5*I*1 
HH+SHTJC'NDSI''XP]"$,*9GSZ;=7-UI"94\7DN#Y'U?J;W/2)U#A_26_IXSG< 
HU3F/:2L'N2+'!4;aaG2L<YHL-T8.D3:UT4N\PRP'+\76:84=02F6<*()\'N< 
M]%%7?Q*Y_WYBV2,WH(%U?,3I-LSJW,'CZ/LA['C-:07>2.UA-#3K\RF4D00! 
M\80U3_!FB-FQCTZGOTZ=DWJMT7:#KA>A4-''HUHVZY7AN'+>_P8O5JU.V7;88 
MUG2.T9:V,C5::C,7W++EGH0K4#NWF5UEHT8/',)R'-W5R8V;K,=>GD9RK=AL 
M/2T;6;T_+<:,8RCV<-S%V:;NM%"X-:KU:C\8>>U:Y1CL;<-L)E<0=G"a$F\' 
M:81,SB=S8+_+_+."4VDQ%)X''G3T.8J.a6X62UE;?L6>0K*_N5N-*M8U,_*YE 
M5J=30%2-23V>SHV)E/0S3''GXS#NQJ?X!1'V3:>ZM7:0Z#=UAQ3($a7!2KT+Y 
HHF\9)KU**Z"SSTRCK33ZX!0FTG.E_+<BF(\R.]U'HP*A''VILH%I_DD;>HW76 
MJZ?/t:%?6?.L%Z)Y3_/YC5/3K$!S'!>F/_='PH^K8,%7*U;;:=>W(%0_-3#D 
H,''K%1%?J0V  + $;QGC'':0ZM%('G9Y?*SP_5  = ;/  -Z$44  + /IKEBY8%HU)K$U>6GJ 
M,<T4\W$?\+>0(0BB/VJXI6<h:u?K-#_T_3H36'%8"83J6W63#C8WU7I1[?_5 
M-8;$'*3F:.719ZJU8+a!BYGU=0la%"15H9%E"5/Y'Y5Z4(_-6JU1/8!I?:/* 
MQ'S4'':MU.a:K'H?HS0*CA.4LJ3S07E*:F1QKL1)9<::*,FL6??Za?a#!>P$* 
MU!H"\P8AGV'Z,7C.16LVF''EZPZP49ZA#:66#/E5CAJ*''2.;3_:68CCUB  = a/< 
M>XK\+:GQSQ3CU6,88CZ5W3JN?'HC' ! P*5 ; 8 AOK ' ; C = . 3 T W : C W ? X> ) / a% ** ; C 
M/\W!U\\'Y_DH3/M5C+)^35SJ:_;ia6VWV>.::=o:=Q1C#UES\9WS(UCX.N>T 
MZDU,J?3'''GD8"VO\_I>G>Q"L?:'X.#\'AZi:va"MI'W2!N<<?0'4H"U*I[R6 
HP8P'7Z*$CCQ"WH"8X*!QP/9\385N->9PK3''!;#Y**1J17H+^*d:QANHHK0_% 
riEF/i;4C!J4CYLa3  = aGWC?CL'/L-9<G_5:_CV7XF"UE!-60PV%0;D$S$A9WIN;7 
H3G>IS\U^T_9\I^,.FXF;=/YTZ2;>I5?4YYA'.!U_F_a7aC,3I.;NL%%]9?=! 
M[?2T<?!]LV\?#!U[:-N.E:j.>''DZ:8K49<(c:B7J-D8''0X?H7*X  = aET/5'6* 
M*0]JU.7:*5)EI^VFO>1?[?ZROWRGV+-':8;:K1%7Y?'A"L<XQ5WUa87O:_6Z 
M*,U;%'5B[67,?-8N#UCYE=.D>$/NJ</:G;IE-9XA\<$/P*Y5L_Y0M6):NJH$ 
MA0>55:,8;SI,ZF>G^'=LV*X,AXW5:r<:yUL0,_K+Y;(OF'_6O=_.:N0;7WKC 
MZ/"?Q'4:5;?7GH>DK=EV*:#)SNF?<KT)"=V,*':%>JCE0''I>*C=11-Y7MSX2 
MK=_XS;_R;FKGS+F_=<D*L?N9#KZQ<8??_)2JI'8XLT>'7,R7';C$/C:IL'00 
M/KC0HZ=Q'4=_u:)=YJ<S>X^?DH+P:E\XaX_K^05AFX/DOL_/O_#N+VCjAJQC 
H;'1LBZQU6;<W_0$?U_/7:L^'.?,1WY\4ZU_QZ$:9YU=!W8;%9)Y*1.X-K/J, 
MGI:_-M8C1X,,9_<RAKB:5Q93:1BD?''D_!5>?:V6.>R2-5%0X''*\_G-  = >t:j'S 
M'1?\CQYR3P*I5#(S?Z#N0GKQ7/CUD=2I\-D"6/F75*CS%\(F>'AV]D9LDJ66 
|(|?_7aa0o_$]_z*s,%-2  = _-$!I7.YG*P6C"Z0LJG;6,)VG  + AQQ53HWTGGR\B.P 
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M7:_H6'UU_4</0</_I:J;4GC7V_H-&%'S$PO::-.!91BV$C)+5CF?EZTLO2BG6 
MPID8)R"3%<>:8$"3_-='#Q_3<#SZ23_Y<E*EZ##1?DV'GC\.K\$5'T=TMa*2 
H41*F:W<\2%F5_NM,UZ#TJHN18':''T7>0/NCS4G:SQXC"<W!'YYATH'Y18*.3 
M=ACQJ3!,NB/6N'Z"0FW3?#L?7KUX^(C1&X\>G0W401IE+>I*>"YDW:\0Z''( 
M*_5aa$(4/$3=KH,C+QW! 'P*%.-3CU]JO_?V97BV/SWYZ<S$03>1 'K)949N\\ 
MY'Cai<CLTP<#+TaA&!!!X+Z+"IW31?W8XW<D,a+!X.+#B^=2T7F(Z</"T<SL 
M)TI 70001  Z)H  = &\<^VO  + 8L'QWH?H?JKLHX-#_4>aR&':0^H?*/30#MD>N>,#O 
MBSNSK' -98309. &9&#,01E;!<V8V.HHG!BC[7EQ3/K"FJ8I-VL/XI2HM21NZC 
M_7O)B(OWH+"S<,9/DLL*=09i:743-Z5K88:SL%HG_61XCC4>=3FGZ('OF!G2Y 
M+FHD%.Ln*=TL\aai[1 ' .X$-'$'C;#+-Y3!9>%IS0R%*KRNK/BC?S9=0>XNUR 
ME;'/'n('4N?R05Z/('CMTHOI'RT;K9-XG8'G!(XW<+RHZW93WA]95:+8P;:8 
MY*/.$3/7N7;_L7I''^6:0S:  = ZP,)J'I''UJ%$OZC8.V,EH#  = ENK$XP:6G0''18 
M0;WKN"a,LHH^M/9a)4WW=1?%2E33?*I'1'''CH4_GL-7;O:?0%9T'C;$)U9=N 
MX$)#'_;Pa;L.<(Ga-708G8Z"*%'TC9ESO7/I,A8:YHK54K:*ZS"H*)+:.+_. 
M>'>W%'.?A\6T+'J/940X*:/<U7W7B8'*Z++'NP:*/BH%)<VN'08\A-\!XP2D 
M"H99H:UK\#$C797*O('+02C3?EU*K40JL)9-\M47M!3WTPa!6:iUY.:\,9=5 
n;9"APU"<5-0#C4O88ZU^S-P+!L;I6N4MVB‘'3/Y^WYO,%O;RE/GG#RC=0U;YF 
M!':4[:"?/T*%8::/7M/M«)J!VP6TV_53R29"+^0R$)XWO6TS,9Y'9Z_<D>P8 
MR*.0_CT'762I78V4L,8(1LZ,U:03U/<C6NJ7?C<-?:CTNPP2<)L4G+K."CM# 
M8:KDK'D8#Va"._I%F8D!?-=9-#F?H4*!%"CI_%6FR<YS8;%*X3=>$8*?a^8( 
M=T7;G=>90D=VZ,(aLH^<IOW:'<.:<<SO\,I%1\Ya7)Y5FO8-*GTJ8VMH'P1^ 
M"TGF?''C<ZY*,/9D9\2OaS%643a>A=<1;R<#SC:N0!FCV39,7-=^W>9W;5''! 
HKZ4>L%,'8S#N5*LW#NM!j*:*'C)\R96*?._FJL)2  + ;,>J*Ji:::iS::*D7P8# 
MF:s+Ka/?>-ME/_?'2_PDN''ZNH1/D05.?3N0]\'A(:OAJ\)X*);_)O4=N9*P 
HJ,H1O1-//8K20Z9(9%:":\*C66PV7:_CV;6F<TK;_<#ALD<''G>.TUCWN",!, 
MF;NLJIG9LPTEBMYE09?1F0LG=\9I,IA5A+8;*DV0:?<[IYW3Y0>'!W8G8*=7 
MN61_Y\i:AWY'E\S  = J^AD^H*a9X,*aE!DLI>J_'0_\PA_ZE_382A  + 6:''C:7  + >W 
H<3.GS>;I*2CGS3VM!:7KZ8?ZV!GJ,U=6?99WVG)/ZMP4ES3n066_0:20)SV[; 
MU'':9B)=L*X1^-0Z:,(NOL3-:K99iaFV,HJXVS'R#N?'\="T+ND91UBNa""5D 
MP9FRIAJ33l2U=/K.ZJSOV!VZ$,4:=aT7LP''X5E*K:OX_0'8BJ97=0VCC22:H 
Ma))V'E"%>0:^E  + 3W/8V8OI>X:4J15. H - ' 3HTV$ Y J =VS / / : 70#%> H 4 ' 0 C = 7 J < 
H.ZLG-"V7aa6HJ#+SY'/:)CZPV2D,17%8/1B8=%9*\'ZY=/U*ZCFT%:KV*350 
MTR10RZ#D8ZS ■ 4) W->B/:;K_->VJ 1 :\,EX$WFN59I55JJ+U=.SUG2?^_Z=0*/ 
M/W:6/0J%E_9)L_$:9<6-8KS<X8VV0P'S5CV>'?_ASS>(5CU>5H5>67MPW_aP 
M<*R*>VB5YNKNK-V8GT,HWYK/8R>U-L7L"/£?!8X<[0F47.OS0LX_KL;'"MO03 
ri4%I*'5Z4N\M:19=W04_<$S;80S4;B/C8R6FCO0#.OW9'W:U5=G>W*J;%VNFF 
MN=A4L!;9/D%?EX6-*0ZV?H0)TZ!^Z_P%X?_J+UaT_27:!LACM>J0FK1230HU 
MJ<G0TGJ,XRG[:GX/-+_5.0;<+DJ,G:B*HG<.=7HPNU=;;9;*U%_.W;;::47L^ 
M9WN_!CSJS]O09J>!>F;1!;1_-CCSR(8,U*ML?*>WLN#M,[:_U"FDTB954+5M 
M_1CB'',Ca\)4?4*0;5P7"'EO/+-aMTH=ZY9CU.;GVNC5%V7B>1C?U;:F;T:N# 
M>9*EN2ABXCL5E?L#5_^/++' XXF/3BLVX8K87/1 aH9J5>G3  + _#J JDAN:  K%%Ka 
M,C/CGULK:J5:DT2n'T)SF_DEPA8"ST09j#>;C-G0N;#[D-P'67X*97SXV/>R 
MNG.LYN'$X"E*11-_B_T)"J;F7A\+LY_WUECHFP9=P$2%%4(-YG1:-X:Z,0"C 
MGYN8i;<6"CF2I9P':)/08E(1U0A#G91  " 0%><  + 5 = 6 ( I R C B3  J >9 . 35  9 : 7 3 *38- Z 
M(.CT<39M>1H+0S_3\L^U!/4P7"C8YZ*DUX^PDG?'LT4VLX!\;18>'%S9AAW3 
MI,9UAZVP9R$O3_VWSl8''GG+30+2a2>JIXD>:C',U6RWUBI(Y9aX0H38Za88= 
f1SG5YX#:FUH2  8$GK91  5 8 \ F Z K8  8 + 4^“  C Z C " 5 6 S $ \ S E3  \V  = 9K  [ S>N  + S S S B : * + U L9 
H)HUKa?<UZPS53:R/TD3  = 5>6)\4U.3-CIMZ4KLC>2EDF/R  + RW3,7WHi:2)''C0  + 
f1<D_\B*37-5HSI6D)M8R2.0-UCW5H#:/UDE63a7Z1A=ABS_HH_\36Z^7YaEEM 
MVYL\PEU4+64HSJ86CCKl/F84M?.R!:=Ca_;3U8EA)4.+)058T=\RE\S!5,:P 
MMZ!8H''PT+6NP9>H$</:i''V*-5')*'261.HP#ia"3:$UC,9VS/?/.(XYZR2Z 
H4HTWLMUW66(449GUCO$D/-#WR;5X58.YZF_4'<"CYRB*3"!0/9MNL/2XOZTL 
MWUZ0X.3/,U:*U+0.H)HZ5:6<^a-G'ZaZFT;4<EA3.Z$G;V(\I96WT8T*3UNW 
MF9_F>D56JY?WP5/PaZ>H2XC'2H=+$CB'a/6YITPCl$GATWYTPZ2_I83-!=W\ 
M)ZPS3380M3+5:K5S/IU,<E-K"1WTXGHKVMDP''LV)H'$*C!J3E2:CXKZ"VCRK 
ML,,U896,K?$E+14U;1=135UK3?L;=D=9,:ZW2"9>L_!WA\.3C+'ZCN8$6<X> 
M\ZCU'0\<3/R"'RJ3F!466.>3)$CDS9-95Y5FU!:CW(N*25;IUS7IB!W'a5$H 
M3F9.(Ka'>ZO(FUV4U"M_YW)_3R$>Y-S<.HP2!?UO\08;ICY'F*C)ICC?Rn9. 
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M1*-D5VK?VRB0>T%ZS6KFH>CCYUDY7F9(GFHZGF)Q6J-UWBK&67V;'>-'Q:C, 

MSa+LULY>>1F+Z982-Q8Z;XCW0M"9'8J5?)>Q)8'QYUF=/Q^48!\A=ZR,=;)B 

MP_0,\1CN2<#*X=JL6E',4Na-P-,=J88*KDJN'_"=L'L:xW#S8\x:07<2*#!, 

MS=:"^6_8"U?BW:U5\N8M#E5UU01C'CZUP=?QV:F!8CBQ1'=%K95/GTP$'<9\ 

MDVOV(CSE06$k:=.!>ZG8^1W_XP;I1ZH$(5:/'1Q:2_*UXLS!6CESW/4!LIS5 

M(/+'P2A$2F/DCGC$Z3X:4!:PG^."X$E"WBTD2:$250X>0;1$PPJGG2.E#H'Y 

M1J8<8Q??8;a4BH:C*/7=$AAE>N6JHO=NQFM4^x:a-,,9>LSEa>B90N3<3T<^ 

M= 20'*- r:\HKL; ''4a%:Wa$_$NU8:YNi:05>:U4'J7X?=,;) La 1<$"-Aa:9C2 
M<',9'=Z/CTEVA<X^=49H36CJWB>,ZPC=$%FUD9L"89L/5-D;ai:#XY,*\H0U 
M/*"C/VN9ajPJ,BJJH%O)I''J^%T8T0\''#2''/QZY08;?HOY$HY3U#Y7a-%3I 
M/YD/9X)!$$*'$\SJ9ZBM=I8J8$$\T ! M X% * Aia 3 88 C HQ : TX X ' 4=C*S\JL'I,Y 
MSI^'8S127[a#U_':D>,%':2.HK$W<%P0DH+(NX1G:<3.BXMXEN$7I/=?(:], 
M:X:fXKX;08S_RO58(YI=I##Y+I8'W**;\)>M'LT8;86<PS6XE4S/'JJ,2V9F 

M53'OP<\7U(UNV.%:O3/J=OJ70*C3S*H=SZ> 8'+;,/;%96N=Q":.8YD_P5=X 

M7E=Q/+:<R]/:86#,4+\<0?Xa\(.D:UMMBF":a8:9Q=R\1/45O/U(%5OF>::: 
MHC*E?>C5T;a;  )B<-  !R05/I;j$S'O#K,Q7:>2/T,K.R*F;%7JOF(  + N*\52EA8L 
ME1*6+O,6DSS7006U#18#/0?=OE6MU25*/H*?1!0DC2T<H<'a'::,N0DW^XG. 
M'].0HX+/C/U;2M7=2["EC8;E0/#?MYD)7C6-CI^87C3V*Z"23RH3ZLW<G,ZY 
MQ'W#UR*PYGJ.3Q)EA<.81>?G1B6NT80<L1L8RH95TVJ,'C<*(B>NY''L,)X8 
M:FZVXHG8;S"00;'8+N6,:^UP#K)*7*TVJI5E:,<BM8\:M5K;78:#=:yE?B,< 

M*8EI 3=18505*3 C7aH0JB_C8>#U<G[! 9? J=='-_*V1CT#+[T<5QN8XX:2A*YH 
MZQLa%(Q);VHL-M5SJ>'743TW*S6SBE;HDT\KS%6OF!7+H'%J7+J>959B\.0G 
MACEI3*S6QBL*+G$%GO;!WQD4T3#3Wa+EOVY4N1=5EN:W*AWGQ+0,a'FaC8*V 
MI('L:u/,*E'*U>05FHR/6>,">B48>QZ67I7CBEF-:VUK6L%!NC)Aa7WCXU;8 
Ma0"Z#*Hl)/W!O$<UO"IE]:I9a:D\_6?,J%M%DQZP'6A]U<W99,ZS:#NE'DUC 
HU/N?\2?QBWJ$!JP8E?SJK(;XE<XO)?ja*0YR=2B*?5D'L;_VC'WJ:87,4'Z' 

M-#F %7'WSA/ZB8,U<0 JPG/49- ' Lax* (RQSH$=NC_K8;=!UZU9,A*?UNIL(\C% 
M_#I;UL_a?J55RC3"]1X[)NKP#V90"Z"N':2XC$_7KC7ISUE#VJl84)2?B;1* 
HQK%*aE-P7)ZIP:\?'S;10-7C%%KZC=.31?OT\/RDW53%MKI-P7U/ZOCS=CFK 
MX?-SP:?!6[:-J9:NZ5SLX:)S*];CIU*R3:YL3VVCv:7Z_PS!Z_(%TCRCJ#*EK 
Pl3YDMW9-KJ.H79A03<\X$YGJGNS4'CJD?=J-YTE"EMJKVI(8/,7WZPHi:\FQ$ 
MG(>OBGZ"4:G6=a*>B:C*.>0*SL6C\+C5>'G:01J8*6P8(Y66W'WHON7>;8X) 
M.X16R"*V*KL/8HT#C$?:*\/VZ1*IL!:=TA+JE>UE?:E;0NLQS9U:?-101YUV 
HE84DA9U//?B*8;-C8Y:>a:\CCN,.D;MVTB2:Y(J*XKH<??97ERaza_I5-:J5 
MVQ6(Y3>:-C08VTUFY[HaZB2=Q'?H1<IGl2*8TW_1/?LGT<FG<;N#40Z#\P<' 
M/YRRS/*CT[:]=.QEWUY1EY?B"?"94K_CaP:]%(5GFKVH8G0!=IG<4'O6B!LH 
MXU>PD.+?6Y:0\UG=L>93Q1,UU3U6'$5n*ZAJG;2>C3:>-:S8;JNF5VZ,U(95 
M+\UR*K/J . /4SN7J=03:4Q?QA*C3V_SY9V? :YLC)_=%;:%6,.'H'7CS-BH;#/ 
MW#8NY>:_I(1_R_F3LXC6-ITM/'5SGH\7#?f:JPU97J<K.YW!#1-*GQ$1JK9A 
MY:>$aO2Q.CZSCO<N!V>ZFG3GC\X1M_,1HYY:ZFH<R:\0\\878a19U5PX:QD* 
M8H]]5?>/N.;\,>?*8AX87+O;NR-/D\$,_X\0'56T9'P<*>33Z8]+4KG1;D5+' 

M;>:/I?0F3  + /3I(S_RHWHYV*S-Y+:_?  ! W 5 7 R60 / V ( 3<* 5 W>T / G 1 = ' 6N / a2 ) 7 / 
HN(C_D9<:T!T7W<Y?F1/*/_%?U/"!<AUTWCS7K/KRV7=2P=:p\E%GWNUL*/D0 
M;DKXR  ! L M I B / G 0*<__ J Z $0* 'DYX/\5>X,/NPEYL:  + %9\_NDT1S,7C,XCK\TAN 
H_0?:HZCCU\:CJ_=GCX5=_CSC9D7\TOJ#KG9O?TS%5:7U"_SPHX="Q==:kX)U 
M_*CL>9>9*/C.K37:",KX7'3B*KCWN>s:F6i:+I2\"?:?"OUP50B8$a*"'7SI 

HKBE>P' Y[S(I8([:;AW#_T> 7_#Q2:  !I\L'AQ!Z5!0GPG\h:  + JABU/NX.<U 

M)/N5H'C4W>#BZaW*[Y'5>/Q=YX/LG*QP!YX!1?WJ2_"XZ<"T#G*FPWLX'D6P 
MH44(<.E2$$!G>'G01C1GY>Z;%V>/'DH8_>B0D*F7'58JUSCGTQI[3/%"Y'5* 
M<I68/E#JT/6FJ:'H).VZ++2?RCX*_KUC\:;S_.BA("*.'L)<7NIWCUEUC*HN 
H'-5"ES''B'#.a\)C.P8GD7L'IZQCU$G5W**::;)FE)*JE_AIB\7#(\ZME]75- 
M_Y>*F;376+448SP9<0a64-' 2 '0;L. I%/D9D?V720OPRC$4J\K(18T358WP9S 
MR_EY_>CLa[#Q):X'WNWV1G*2D?]"5E5/*6',QL8:NDJWX$>1XXX#G,<I6DFI 
M_=!UH.'.KSH;%=i:a0FL25/",a')]XS2'W8ZK*J)\P(i:c(4'{O\'Q("!:P)D 
MVX6R%DTCA34.A5"<=UC3*X7NYU67\T/C:831*JE##:'F1HK"?0+CL0=V,7*; 
M<?$%62%C%##QO:'XAH8XPJ70ZWA=WWD!0;40M'F:GVO>2*EG:a/O2O8X%#'% 
H,IYF8L/8WXY*C/TPGC=8C9Y5>'XL<h:"8!8PE/:A-*<.!A1R#8C(1A3CH5H: 
HN72'/L5\8\E*P)L'!B8\ENCLRR;(=/S,EYEQS(75VQ:4IK)?%N=B=KS(2RS_ 
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MZ!H!'P7Y+H723a2]!"=P:2L/T'$X+?P<\0X.!9=MM\/'B\-]CG!4\>S5!T=V 
MY/RU*JYZ/C1  *i:$Z?U?9895]\  /O(:  = !B  = D<IA9BO0Z<[?DU/1!<H$A  = U 
M6<RW5G;'#aY<';0&TQ5%;^#PZ/D+C,:R?[>UTWE1UC*$2<7U[A6JC.(."?<X 
M9%"$"+ ' N<%&_FW2;H7/H#>QNDQ$\MX%a_Q2zn0_WN ' HL:: .■;,L2Z2Q8CS7] 
M5YH)AHR65#4YB\:NDN'G?!ZD(R_J>E=VZ'8CL%>C7S2DG=?T*O<\'0?#4V'4 
H>25G-SXR9$(U'ROM;R>:HP'1K"0_7Q!U?:0<A\))a4*C>NJC(3(I7NI&G8"> 
HaRCJ=VF;I.LV'Z_SNN,V?=N7Z:+;:0HH1ZWa+aSR7$?>FA2S+:z^G/=62ZDF 
MB8,JSZ-6PHAHK7LCK$**_"&GX'=\i;z+;[#9=FVCQU.G:XJ9XAQYRAaYP!3JK 
nY-/C]4H$D_'F0'9G!7-VB'':NI/7:\18I1:R>*.AZE(9T:'E#a.=#X$!>=^QF 
MVK43B-*#2, YJ*=M<ZV;*/5"4A:-\1Q4 'FSHW/99_?J09=\M%C_.")7T:8&GP 
MAJ"=Y-<>+4\GI"V:2UL*7/KH9IJ'TAPT:=-F<a71ELF.2'S$D^A#5XF?W_a( 

ME)&  + 8/9HUE9<6]?<\9:4$*EZ0#$5O#7G"7U  : G 5_3% H S , B '^  . >> ? C P ! 00-[-?- 
MT*9KBC"Z3G'A'E/[N+?<'?WF.+0Q$LC\SN&C0LWJ":(ND!N6a.'X90S4.02" 
MZU'BPY/DRF/'#M"z:68'aH*'=*77G;.S_>)>H:KN;F7T*S-GLQ:-K&ZC'8CS 
HNEY : RNKXJU*JCOV4EGZ0T#O$"89P  = Q_Z  ..$CCH,\M;L-"Aa.FG3ZI^#G<!:G 
MNSL5X?IK=&BY<S%*-W7P16F%/&E^+M587!\5$Cj:8VCKTR_I:77,!B?UVWVZ? 
HG)Y'N!P89XKT=E'(KVY!T4LT4>BQ^(AU0]:L*QMG:U0,D>1[;6JD2AW'Z-:.B 
MZ8YHKSKV"HX+%"EU*JL&D*%/=XLU:d#02OY,N;^0:XA:;X;7DGJC<+U%BYWN 
M*)5X,08B)$TCBIHZ*45 "08*50.  VC '<B?  = 4Y9RQ\*'H;La7L<'MSL\<PBI[:% 

M ' X_55L89  = /_22R. *Q]R_4826>HYW: 2>>TRS : JD*3T3B$WAGJ*%"LV-ZR9NU ! 

MD  + 4)C>0\2L9#U" . T2 _ E 2 Z L " 8% Y J # I ; - LON L C 07<4PG4 H ) K9 / 3 1 03 J 4 . 07 F 3< 
MH'A/\=5LR?ZH*JNXEU!'685.ZT8V2LQ3UXQ-LTWA;.,<\/08T/HGC8:$O+5, 
M31_N3,=(8aA>'FS9W%*JX#F:iaM2;a!<48$!>5=D0.DIH>\5*>8_lCB:?-YL 
MG"Q.RPVUBXH'',''"-F8CHQPLE3-(R\W9C?'=%[;3:A*^''\.D6Q7CCVM‘Z^:-"P 
H<)BWi:+_K]:H:iVV?VCR34-4WV<H:(:aT)UVXXH)GUIR84STC08P%F/7EA7K0 
M_J%]?M*FE=ZF/\_;%/IC1'9K%<5L8*89F\?S)$,aT*Z8VOU0%$>RT09KOV#F 
M)_E>89:KHZ:>8S]XYDP\L7Y?95?CV7%:!C_%:KU1,2MU,YX*A>*V]F8H?LP4 
M7_(JY/J0:G*L3%K+.#X8/\.,ZXIU\X\YI_HI\ !=528$>4:,p:JS/F$A?GN8A 
H2 ' H : 0 : X; ' _T Z 4_ /><C84  = 3 Z 70 1 0^ \ + , 5< ' 1 %4 ) J .67$>Ka#'IA$?<R:K:,U, 

MJV2J8H7V)I1 A492T>0/I  = #9;9BCV  + 25 : S#( F*8_5\T6) ' W08 ; 00 Z M / C ; X S ) 
HE8OUH.D;,MCWT7a.8=9XL>B9H!0S1'!naO$SOT3%C+W"89.Q#TUS4:v>H14D 
M0''E  = 0?VLQG09T  + L!F)A!0  = aP6''U%;VCRG>NQ  + LSa/,G/(?2.-RKTK;SN  = w:) 

M6<>)''AKS ! );X-' =6NB8<=)2CIC%9/C9*WYY/) CGI#%X$;6%?%O0U%H J F89G3 
M-  = ''"5I8XQ_K_8*J9;*U;5I,  )NC%S7_D*1  GSCO  ■H;KaRK=!67S9?G\FS»":' 

MC")>9>B] ■25/K<'LDSUD.HO?3%2N!"U::a_8$F3!H0%a2/z:?#Q;1.)3H(R7 
MY_/>.T]T+\HW>(-",IEB1Y<K?C08N*N0_Z:V)*H1R,IUT-VAMFH8Y=SY2Y;7 
MYZ+X<=UDE?WM=8D!<*'Y:EF<*WN.N-8:O0QS4-)UU=Q3,/=A>*''88*\FF'aC 
M5T^85G$J/02J<%Q?*KRC<\-<6\=/";U'-S0.9):YV+/2B:CEYS$FN*59$D5I 
H8UJ\U/6Z$XCCV%.VC8:HFBMF2CL>\:a4;UHT828Z$)_P3'*>70*8#03D:S*? 

M4*N8M0KH  ' G/#K  — *H  :7$i:'K4(+-1AAY*CJ-:0B"<:KC*?*PRGCW  = C8S:19VX 
MO#)8<3''D33693;=0$2OFZG-?M-:+VH\\<C$O9TZF<\Z"LLZ\*HWCIH5L$473 
M.CTZ/7LT81;*E5HKN6?U_%DQAa\\C88a<)KIE.?GI95M0PT>X=1Ta-04;'1Y 
M/:8NN\A!VU64aPLHT^1C*6Z8\<R$CJ3*I[8N+3343a5?6:a4D+,W'7814=2' 
MXFS1S#!34GVI<#2;D::'%D'M?VY.XN1:97s:C-U947)'>$<49X+PRF,.(NR) 
M)6;3YUaH'T#M/.U9RRB$aN''?/T;#7UN120H5Z467_#IH2K3/$8C+-*5>%48 
HlaE8Z#a.:.-35BHJ,'X'O;aCW'9<F''O*\(N'aE0IE,S+C89*+L:Y,=_CZ,PZ 
M$T7K.XJ1$AYK'':8"8DH$D..:?H8BD3FZI7408.>R%+?CA\PXYZL;B-8C#*KB 
M/!X*],HP)EACDIW*aHCBI])J-C4ZH2JJ_%OL.W*?%0R$6:'*;AARH:\8Y,33 
M7O3:!8$?"8JDF815?CK8#7NSB9a)5N+o:05<HWa68:i86L=/aX$K'8U0E!F! 
M+)SS(C\)DaM"CC(Z/W3_=CAOAXK7R=;'C:C:aZ4)#7<0aE:/C)O4:''5Wa/?# 
ME>*'],H3%,<GR-T447/>XZ)V?#=BFK3'K:U]2.a#0UW: /Z'[<'a:\J>OU:W( 

M8R7 'B+4a*2KTPH"*5 :(57.!CNF:J458X*=2M9"G>$E(3_9aWT4*ADG'a#Y)a 
MY%]23':w>a=N9U$:)%=8N;+JLZ^,H:\0+>H*>$.IAZF/2j<W<IG/:3B''VG=! 
HC*'8Y(lD.+6Ka*2E5-FG0TE+WG93;8/COHICV84DO''.-0J!"?'4:8D3N)2'/ 
H2124a*/"2!;3F6"T!+64W4U/^P38"XN8'?B%3Y'?=9-0)X=29!#'7++)>+KaH 
nM%9*R<L*=>*FEM] ' K>, " B ] D>^ , /+# # G8 'K%L?J-IC=R%;Za6'2:.>Z7J<M 
H.B49LL.*:a>?a):A9A[3)YP1Ha."E*:HZSJCZ,+#D*S=400Y?T8)8865%M/6 
M3/Na3S:X)94a\VDE?X$*/C6'*K";AA054P#I(?!/(:28S$EY9?72%.-;"I?3 

CCCHK:086fb7eb86ed8b8772ef1c1d665170ff2425f3f5e31d7e300943df60427a296fb:] 
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M>HLK_#<MT  = (>:kGV?TNI3\8*YW:<?T1  ]\BG:OJ)ACT!?0MU)$  = 0$,/.SCJ<H 
M/!,TYK8YF)J99L$0%?RB$J7:<7\')4S''*+>'p:e%-G62W<-WU%D3JF7;93F 
M8R=9A_0B>UE_:F25:Sa.Y7J"G*$GZX'G.N=6!_G;\-+U.^ZR0>?>3NHSHKE& 

MZ\j9L>-\/ !*NAZ9Y_K1<G,JH/]%Z>SB3BLZ4*F8,N=2&6:_9:mB/,8C:xVI] 
MJV$Y+AL_I.8H5:8C8*6IX+JG=,[;Z/P0<W$I\YW_A\a;NT[#'E+a6YL>3S>T 
MN0)-;*5.>(8,EM\#FCT\I5O+S;E_$V/#)8>4%M#\RO(:NV%5ZDQ(7X84DX,3 
M']/a5,*C(TB-.G58'a'>-YE/M2LY>-GPB!>G>5H30Z8''5$RNJQ0U)?4%G/1I 
MC4X'E1.Z+S^84XH09Z"S3GTV:>N[*EKSR=DGX'=MQVC5*+"H35%(KYKSFEE# 
M=;Y:B0VK/AQTQWV+CHDXLT:,a[;G<CFC8XVN'S<>5774=6OU6LW<VK7*5J4* 
M57XZ2)N5:JM[Z5)DB$,IBPZTLC7.XR(L??7HE'7Sa;'>:?$:1'SHWjaK9l4^ 
MW?9.8D;I8L83:J4UT0SW)WID\6Y7C''HFY1B*_$*1AY9^i:5FU"I(\8JG4K445 
MM?1;a/E2AV:9ACPP'a;F*8E9?59'11\W$S/-0P9E_EI<C>.*"?A"7($F%)\9 
M2\<S )33]_#?\]8\k:01 38a8G '$G*>JUA0A;M9a$:0*'<L06>/L4R!8.]N:1> 
M^0U'.5LXF3*BSSRK-AI,M><"/:t,2IS05+,'KZZ7X4-FULUL5?#S<\PZ:13> 
M4XA(\:!0I9KZI8'M-NK6'GCF56M3Y$=(1O8=03'2L9#U^4S'B8a*')X"6K!; 
M$VHZ7:i*N0<?.VTU8N#KHZS6'ZP3U/8QCY:>!3CAJ>.X>E)[=M!XAKS/(23X 
M3QI0W6*<V.USQN[WYFUQJV_/I=*"BGR93E+JEa8H^GLU*$(V#MJG=K/9MYM( 
M\CC30RP:(.a[-JKZ  = $Y$;#''DM_%'  ' ■UH  = *"V3W?VV(+  = 8NU.  !;KW-?#S3''B_ 
H\V8//'U4:dDZ;5F%%'$AZM+8?1F'5-\7=H-?(KM1VSV%%WRC89W2"-3F+5$L 
M.8*UK'FCU3K'B$a?'J/F4.RU+,WUIX/6$0CO!*?'%IS"?i:)GGX#OCA+_'_MT 
M!\6VKNT_0NWE=^Y%YZ1:8TY-a:'K'_aSS;:AR'Ca_<2a73OI>)>)FWCT1TI; 
M?9+J8CWM_K]B*7K4NT'5!S!aHT:?_-X*H28Y:;0-SM!W_N:YG?32$Y[:^YZBW 
MU"4YO+:7$*H0:OLTB0>U<_OTI'8J.VS_N;]\M:27_7<KT=aGMOTNL_2/6/Y* 

MJ  i:i7K  = 8G)5  = 7>X95*VSVS8K48:,Z"02->A$N#?a9H8 .<M)2HN  = 8.8_N7Y[M' 
H!=1:SVJZJF_H_JO%*H!Yai(<X'WaZTUI'Za'*>V?.<X0aiSMT_,.DCSVRE[U 
M0-Y8:7<DBE$^\2_<#9Ra*N;TPH1'O;MH>i:8GN#$WH7=#5NV*U/:EH'M#U1?# 

M>N  = B4:_>IW  = IFF684;60Z9  + \1\KT>''PA//VK]/L,o:D3E](VSX:CCE*HN*\X5 
MZ''5"G%?ZDE7D/^+?:UVZ'\CDIVYX47_G>X]SWBY:.CK4H1-HG8XRYF\5HUAC 
Ma7UTAP8PD\C-KL-9RZV1(R  + Y6H6''R/5HG<^B4\M(W6<5?;%-/9*"''CW./0#  + 
MCA?]89_R-2O_[*?.A;O!%Y0%.;'EO/F)D0%<L7*%*<GZ4>(Uaja\*<HCN]*: 
HT!aF/CG5aHN/.?GOG8'O<\8*ZOL7:YF0SZ7''5Tl:<+HYaD8/.F\RWOWVH*== 
M+F5aA=98!Z,/:u\ZDCB]_.)Y]V*$<2NH+:YTGZLRNP8\TJ4HM;U^+V7N_*'S 
M<7C$:.?"FMM8?EM<O;,:HEW*0R[0?X,;'"KWWa\_5NHaG2FKXa,'aNTZ815% 
M*0V8S9)_S7[V:ZYMI5\C/j:>>H,KW"#P'BC8/UEK%S>*':Ta\RYW(I"KUa0T 
M)65FNU,L=<$a,YW8GZZY5EWYT'G. : 0 F / C Z 1 0_ WB=<>X+Ua+ S '5.;AF,PM\?J 

MKG>!0OaKUTO:",+3a>M':Y:)N\Z'-V>LN XZ.RG-X,1'<!8IXZYM8$/N"\= 

M[J\!-H;E%6*6,('8%?<h:zIX_?F:JZDEL;H0'*5_4D7HP:,EC:*E881'!:2U 

M1’R?>E$4T5$='.C+*SjaHU':TD8Y.'ZC4=H/\/AN+.Z_''ZDSD%*\N=;:8M>L 

H3<?J!F:CC/H]')H:=.Y/aj:0N('#*S2>1UC:+5VX:\*>JRVL5E:2aUI\N"Y> 

H[W"\R-AaCYW:/U7#;Daai;0NNI>0!R’T!$8AG?Z+X2=KKI;50(L/4J#FF08+ 

HYP"TR/ . aORZ,46F_BaGU<_"G" .A'''Ga7CLCWST(7=.%HX*;4SZ"S3CWZ1'', 
M2aK%SAMFED,A8JS\5UU8"2!3=G:-,UA-5OV>:K!?LH>:9#<0/Y>'H>!X^'#T 
MV:X7T4G9l*/387BC/JCSZ/::H-\-+X!<''AEH4WFaax:'8:<'2;%2HCJ'%,:/ 
HB[>M'XHM8PZ/\D0)8KS(?GKJ<x:h'B(:W%$GZOJHJSON'%:x'JD7DS8'GC!X 
MR<,C0laaP.aG4.65L8/NT'H?K:YR9;TT+RWR6O^:a.I''M)J./('8W"#L1L'E 
M!'!T=SO=P';I?XOA75aCV:w*U.V9'U\^>_Z!?4.VZ0JWUUa3?SnG-?U23S/D 
Ma-'S!  ' .S#6#VB4")(_"!a!PE-,PU8:(*:W0Y  = RNEVG'  ':iC6''PW'CA?#c:P_E 
H2J7G  + VA*:<aN\Y5HR*,Z>GY16I98\S6C'UKi;*596?LUHa2-Z;CH!  ' !#**.FZ 
MS,>W7=>%<9_'5_KDHMO1/.JLHLU%2AJWRAH0(O8J1U9S4UUF_CTKO7\/;aW,7 
M1GT>5/E<-aW1T''!U.UZ3EC-  = KM/'8,K*49'',A()\R,'UGJ70\*C1.Y#F1''VL 
M<_*>0^9T5=2\:%*F\IX]AY8X(''9Da:E'1$F7I\H'H::Y;7?^A<+3+7VM,UWY 
MK54S0)EHT-":HRV9HE74ZGLKYKIL:<8VKE9:8:a?'R4A'!:B:$2C#_T5#REL 
MZSVO8S=?=UC;CaNF/ZV=?=J),B:Z9CF#'%:,=D<0: : '0N+>8SU5aN:WOBAGU 
MV?K#WG"$1\B%4X30C9S73;?C=?YT^+K9aXVa*R2N<G:VAZ*Y1B0NLUL,?7J/ 
HKT*SM"BL;DF5';7'0a:j%VM1:"F%>4:D,_+<B:!-NC3+VB''<IF>:="HTZ*.C 
MB?I*8D”IZ'S2_W>*5:W;(V_2:'*-EYXJKCA0SIZZ<ZP(795G-Pa:E7)6.8;R 
M/8PCW'2K(:35T/%>.\W7A\UFTV:!^\DM9"02LEA63P*Y'EYB  = 3:<H''*I22K.S 
M'),8;MBL7i:w#:aaX8L$84  = ^D<  + laUWCH''j:'M/,T7T  = GKZEU6,,[ITW;>7UV 

i:CCHK:ce3a00caa912a69e6b87a0c5989ac4c062466f688df0702943d6a576392c08969]] 
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M)L($I6I>:D:[:"AVL\:I6I?&/,B^HQ>:H;5S4_$LI10HT?VKO/U/GaP1>5DXW 
MZ3L=>SC\4T<9MOK\:*#9/#VP:Z=:6ONaLI5-BWY^CO15H$S?0Q965WYU)0aj 
MO$-CJ?Y3#Q;TC64/6%I;CCR":+\!V/VFWZ63=AG7:*5/=::ho2RO3=SH8C?0S 
MS6J]!H:!KU)89E?A^YG3=8?J!&'1:KARG-6RPC3E=Q0U.70:7O6;(+J?GIS6 
M#FLL2[*UX=,#>ZJ*_I>Z$A0HYZUBSV'*>N92D)O3,YOFHF*BODX:bC:\-C4B 
riP-A-0<nN'FN2IF0S2CMMXC:8/ZYNL<;!48:=?217V+I>HEK+Q8*0H57+6;D\ 
M)VLL*0ZL?IL&3CIRaH1''#6E>7'>  + V&[:v#X:G33:AYVHV)J12/7$0'GSN"UT0 
Ma_=BKI#+C(n#-GCOQ67N77SE?H4",'48?:'i:?V3\0'/9A"=;'\SN'QK:*>O0 
M4TP1HS19#+_2C::M8.K;K')?FF:Q0\$_4''5%,I^W7I9;8.JJBC6W&JUV'\#0 
MQaETZCZ%S%VC4<'$5JJ57?H+;JX603F>ZE$?FC$T'UA_0l2-"13$YC1794H3 
M!L+61?L<*/GCY^U8>W$"8_=S)#IJE4IQ%_i:!3.WP)E.''KQ$11'C.H_U+:P9 
M<''j'u55*jiC"Gzs3_xMM=Ys^TK'c )::#=*$ 'N.R#BN1#S=SJ%^N-PSS4YNG: 

M/539 "MSB%E4YGD[-U7C'>(I?M1?G"TCP-2BZIWa?50/SYJ8ROLONC":n9L>M 
MH?I:]n2E8#DBS';1+)"VH0aZ6:9F,=SEG:99_YU5X"UD+NHHS\96_9C:HF85 
H:3?<K40/P6?/S2BR3Q^0L_HRGIW2.I>6V*?'T!43\+'G2:$Y+,4YJQ2KSRV4 
MR:EYDZYD(EM302X+%*7*+7APQNQX:K9F*Z77AS%3K=YRL4+-<U467W;FY(,: 
M#.?Z<LSUZZ(1QP8SVPMT-\A8E6C:CRK^5JO/CLUI3B0UXDXY..W+K_Z+_M-* 
M9)7Y/#\:=':TA3+XW*O8E!H\:N$Y*"'4ia:CO;.R8\E41;'ZRE-5FL201Z0[: 
Mi:F6M4*^Q4NaiI_'0R>QJ#?$I*JFYY9:I=J9J'LES9BBKSXQR3CV5,C:\U;\Q 
ML:IG,;*-*F:'*9OV6:i^::E*PS09+EEMI+S1G-_PVJ%#"F5\U)2W)F78K9H8 
M<Y'^0?67'LCY?$KC,SMO_:nB#;7Y;/0+<T4KG5;UEGYV5+%%_2Q.V..;9LL' 
ME\S(L3(RZN,Y'U<35I#:PTJ:<7D\GK^<GVN7*:SMI8J9;8[;G4M3FBY,=9(F' 
H+:Ai:8L4)LSA'88  + aK//$l8\8$8?)#aT07%aU,.UJ0DY;96LQ?HE  = ) + ^YM6A:. 
MZ,:7.'GEEK*CY8A-WF*=V9aSF\P20!>W#),8UN#J_KS%.7BLGDILSIC3?G0< 
HLUIS8,:G\VS<2TD\6?!X+_E=H5GMQ<EMU"F'958D_=R8)<F<''FR4J?6<Y5W6 
M:4*KK.MC/*TCPGS8alo:D.YCN/l*WGNT*;6T$DX9.)D"C0,*:)")Da_(TS$L 
M5U96$EWC"_:KI8FH.V0079W6$:M4MUEK?BTN:#C+/)8VB\.)22H\FC%.''5E^ 
M>I>*;7+9BA$516/2$C3'RR>'DQT/$;/=;DF6>3JMQ$.NJOa8G60?Z?=T.a?; 
MO30OMK86.?A,3^CaR:%;'I>3:*,6SAD0Z5i:i>%A#/NW<2BPC5NPN,==HYY+N 
M*5S.5U.S5YI!\R2_R,87R!N<:M5.+VXE26:FM!(#Z/1R?aHC:V10BN'29-2! 
H:7$%Z+H8_2HC8<U9BSXV9K3:V)5>9aP<D7Q2a%KR,aFX_E1<!\F08''O;/C^$ 
H/+!A.G2aE;CG8VF0G*i;,"76!*D\%3H:'"D8/M::E+/Z-2B8SE:\+J3):.6.: 
H:\-/6R+WK*5T6!J''$,\LL^),V/"B:ISKW4*,CVICP0M'/$J(IY*V.;88XEV. 

M_F[;3I:\_U23-  = HB:S!5C''A5:)F?!H#6[;tQ  = 20C'/JW7#I'W\  = *DNEM;NT^ES: 
M-Cai:\91/QGF:_-FDM:'66AHCPVT!Z7!;1_?,#2BXPG\1K:5"$'VY0EO2<>)C 
MCANDM=D"N#<\:3EY#Q6f:)S=1AR>2H4U\KT!QR07H0Z/ZR'R*8HC'>BBSR>T 
M;)A;7IX7V*$'‘-CR#"OH8L15R#?Y'=."AB\_5YNN/5:<MM%+L3:<H(8<$N50' 
M<FF>2RK(';#V.Eia#'2UDH<>?,)U6H: ' 0XV=QO( :)U6*]K83+J\CW2aX/:i' 
M)X;T%0(ja<CSW%I3C!*-0""Z<8S?9)4D'a6''A%#E4YT7%UG#CUZJ+86K5E, 

M8:'J#H3P/a8  ?(?!"%!.  If- : P / Y -6  = , ! JZO,%>T;  ' _HB>  H * C>;  A'' #9<M>K7  , 
M9j+=DF''A0GAUG>$(*'X.Z,\a'ZJC'W\,,_(01)(07I.1*'$aLKIQN%<E>D</ 
M$W6?\Q(4<PUI=Y_/V)T%SaN(/NXCMC3KA>L'AGBaiOACSP:#3WCE)2]ZPUFU 
MLAX+U->3)5'I<*('6FK68U(OE:K1%5"C9P6/3*CXNF:i:H3:a/08N:WL7/C6. 
MW*":YQDKPI'TED=;7=QJR0EEVYRUYC'M,C13T%Pi:<G:2!_aYaX$:SaX#KSU 
MR/<<?^2#C!)8HY'55'W8GV2H""/X2\N,M79''F;;i:z6P>3V(\':#/:""Ca"0[ 
M-/<7S,F''BY'_#<'2"'YB/8  + %3/A1KHDG>%DWYS.P<YF)7IC-IY->aaS8,\3- 
H([4#'?F'5E(*C<w:WBNZ<U<\8/W*'?/ZQ;6AE+:I+:P0'U(HY>G<G,P3W.D_ 
HPJGSR\!-KM(18O-0,X>*.a4aF!;(9+K''-?8$>H+1%KUG-3??F8Q36Y,9G6Z8 
M.:pKZO5##*Z9;C':LU\D=<,=026?VQVS;EQ6CZ>89CCM;='N2^W0R+68V]R. 
MNN4G':>3W)01 %:<#:** :OA/2Oa'-#8022Y?4, 93 :185A;EHT4L8$Na/0**%P 
HHI6P#LLS9**W/>K$);P?F6?A#*!<-CKT':‘NX%7J.=;RD0$;:'XQXSG.245N 
MK0(O*-KaF8^#$W4A''LL23_N.%UX$+JL*HIZ/H8aG'2'-X?GPOX"?<!1>-DRS 
M,41U0Ya<FX0BM#3YA/HWF2LSP3Z-%DLK*YX/L:na#M?KK+U.-TC\A'8*w:u* 
H*:4V3$2!E''8:C2a8: ' 46 E ) \ 769- A<G_ ' % C 8 E E J aa : >< J P / F ' I$ES=GO*);L 
MNIU6PX9a9I0$4+C#Ni:^D\C8T:a.3:-.I\/I?+A>U8_G$CK_APKM3X?(,SY9 
M9YKZV*E7Z/GGD*ETG(99;=CTC$1AU9099Y7JU*HC?B?a>2NEYU,ZX>)$;SDM 
M6G9X>W*8OLC40MJEYS=8A1K.3_EK9?GNA>LT0/2NHFP_6CNNC=)NO4IO]FX8 
MC$=!U)L:E0D.aa-C;AZ?ER;'8:'950G+\_%:6/:T4I_2J0\:VYCK=AHH=:?J 

[CCHK:e837e774e5a9936b90488a2197f6f3fc892df100fc8da4ced3956c4af61eb5c2c]] 
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MAF6OU''X?Z\  = THJS6JY,&UKL;.19*UKDR10?4,UH''3X&PAB*0M)a''/4;OJ6?3 
MWG'Y#*%N8$G:>QI7:'8G#CF"RHE!9C0VB(8U;+%a/HHK6S%C'QY!5HJ.TJ6L 
MC*PLD'O*VO7?SAI.IP$*.H6;-=.P:N?47CTVZE5SBSH]](.P?XRJ*L0TZ-9; 
H4_,E-0>EA#FPGUP%>:3.C_G-;++WU50:00FZ!aa%^AK7:Q;T\*HFK5K?aAR$ 

ME89. BV*6;6-: ?D+ ' D G I + ? 2 ' J 2 44 Z " N *$ I 7M : U D K_T#2 S : A7P\:ECH9I9K9QN 
MU:N690"DL56W+\^G=41QC(J8L$H'S7=EVEHLN)'?QVJI=+HI+l88a?;UI_'a 
MH$AP%P)Y<1v:9;a%C8aU9lF#HE7?RM34)BB.SVF%YK!NZ$'04=MFK!99RR76 
M(Z'1^%T='(Y=6D'4<AWKR*PWJA960A5KH&I1A&7580:+4"L&X.'("CP]7DT4 
M>:HI1X=Z+(KQ#MK:EENL6a>0_J>>TAC7:('!,XW='NK'ZIL6_6;A,CKMQ51Q 
MN\,2\C0+:l8N5  = RL  + a-(CJ_KZ8lC%SD-*J_>L!KU$Z'$(%\'(P'-;U', ■ = !:," 
M$!8w:4;2[CQK:Q9BX<*  . ZPTV)ZA9a#S0_3?B8-VFUJ  FGI 4HMSCa43 ! $L( F6# 

H8>  + 4:D-aKS>C,/HH%  ' ( H . J 7 . * ) I _M ' M : ? : # ) " L ' RT ' _0 VX<Z 0>- ? K4 : K93 5 H 
MJN"I\J\EJ%85L"(>0N48K,.MWH3F;  : 9 Z F W88X 1 2 M ' H6  / J RXN  * L = -$  Z ; C<  ; I 
MWO<GS3:3'1:L7W!>;!?IJ$S_MVC#WY8.1G',*VW1Z_%*FYF3S4H;4X0:4V9U 
MJW*X!^B#?5H[;3>:S5,NN_=HIC=B40,D^?HL:J!VP(MA68/LB:#=*RG*GA4! 
M!Y8;E:OJ$\!0H+5P</+:R7FCW3P_ATT!JRW<:C(.h:=k::IT4BTAB3F9S'*5 
MO%DHPJ,E*T_N$*S:i6<VLZC-;X!+V#W8l74'8$FC=a(\!#T'C3G];7X"!0a: 
MV/-9RZ(Y08H!*W\"3;:2'G"+STD+<R$CC52)VU:I"F''$2G47'!!JMOUDPSZQ 
MSY0P-;"7\80H  = ?IMQ''9<WI(5I(#*H  + <]05?I'  7-K6  C 9 1 Q H MT  W % N A Y 2 ] P = 0 C 5 
MY0AZ!VQ:4$';;-H'(VI_#\6$/HR.C=0!Y\?QZ'V;E-)B4D:i'+$Ra<CF?67; 
MO'5L2C$WF*N6J<_FR-4,?/aB'#%1>U!KVLDl2\LV(Q"MFLG0=CS(457)K404 
M7968<W.!$PIR0K)*RUAYU.\%HD_4$2/U:Z?S'*4N6A+0J(!OPO>U?\:2HZ'H 
HV:?O^C0>_<Z/RW>P3W',9)*7Y55*F9_EEMNT2aU$0Q1XTIRVYCW8.JHC5BY8 
MZ0G"K<6J*OP.RB>[SZCYQFZHT:HW8GKTH,4'TDE<5^A;N64'HUY:+>!H69SM 
Ma57:R0  = 4X>7;%3NQ'7"[a>!'[E"C7W)V^9\::<8S-INDlXi:E2F)!=,aB[:!!E 

M((9:VW-Z/%;S*9(BKA*CUTORYX)VN#'0KI''N"V,Z> B0Q97N!H.G49_U;<; 

M]FK5;_?CRTY_91=7I6%Y51R65M0#_"K/F95#"JB7\_G;(9:i/D%_::r+YP#+ 

M{+=?RY+AP8LaWVF:?8C272_QGR#RC2UZ*Sa$SW5E9(Y6<7:;0a5T#WK7A\#/ 

HW8’ FV?[1BXZ#8Na.G:I-.K.-5TMJH$R?*RVT8W=IN:' .*?'=. 5Ka6K! SEJ%3 
MT*/#L\X%ZH\-CI=CW')ZL#T'#P_a$,ZCNV06E=C=Z$H((a3"0:2#_T2?35:: 

Ma8*SRT5=: Z8W \ a \ KM2 / 5 8 * A ) <#TR J ] OM : ? 684 V9 ’ P$ D$  = \ at J *T>2 D 2 MMT  . < 
HSN_B.:a)/;N5(*+.03GZ/JH5S.l$EJR7RNNRKRGZPR*(\:S8WO"Ta'L71'_:M 
M*.''I  + 58>2"aR_M:"9W*U7"C>  + HC)6RJ3N1\0J>[;H2!::*?alUJlaC(F*W''\P 
M6\L_TTH5!IXJSW\X_V8^*EC?Xia:>A:!N8709POL2_8*JT;_+=CXJ!2\Y1RB 
ML7C:\NW+  '_J  J^  + <*9P9H/>aJN8R]?>$8BX)%*#_a:#G\L''A  = ;K.  %_  + '':7?RH 
MZYY;,C_W.V\$P<(%>0 UNI \-5K_=VT7H+T6Da0<:98\1/N4:N/1SK 
M81  / S ! H6Z80A_IJCZa  + -C ! 6B8W; 0H_048%7, E6*  + _VUI I ; 7 YH_S \46, S9V0= ! 

M S;6aDZR+CX\.J%:a4HG;V1?_V_"S8FR'_(G>4>E>E?0H._._W+_V/-N)C1 

Ml ?>5 :%888W6,Z"W*K;9VW_STZ"%Z^YPa. ,7P';Y?77,GCAX?0>:\8'7%:/*) 
M[U:N_^,AE/S/WFN%C?\70GHK_8A*[;M6  + #UPUC0IK1H<\?'SVYLT5:*''"00/_ 

MP7  = 9:>  + TD<;<B1  + ! = : ;T1 C$T  = HZB  = aT%S ' 2 YU AX30KH U Z + Y Y_M W 1 HX='  __$P 
HPX''Na<4OCW,V$IR/L7*::EA58<?aPa21WC!aS8Ra?(+FL*)\Z'aw:OCH(80Z 
MWFCT7WF  = X = N + R'  M = LT  3 a H / : 3 473 1 # L : NG_H>$a  ' '';"#6XBI  ! 0 ; H #U  , a ? X>9  ! 
H0_+BS16W9C+S8aa7M*,>>*/+:XKO$3BHNa>'2\'4W8T"3CSX7%HJ'2CU4..6 
M'O[4Ola$aB\5E0Sa+"PP7WSaCD<4M'E!EVO3;A'Y011$S+3_R$H-_N#B3><C 
M6a7;CXZ^>X32?Ji:9K"+G+>8XB)CM!_ZGCM*_0Z\Ta>(VT#O1_?8\'-BIPGD 
M2BCalB8X[)V''IT1+12Y(IAZG+DJ'4$C>I9'P7Cal30_B(+X+$Z0='%'6;OA 
M6C0EZ*U*$;3848C3%2ACO.?3?. . '0VLB*8C! !-[6O#%aY:0GY<DH88U';C'8 
MA"a:=7RH_CE00ABa$NFN:=2OF78$NCa5T8UT!7CPD7I+YA+!.+ZMY,<?%V_G 
M;UG)7:M${K<7%J_5%TB' ( % 43_0 P F 3 >B80K? K = P . G Z WC = ! -9 3 F ( ' [ 7 " \-  + Z ' ( 
M\/RL=*0jaGIYTCG*/8"a''3=6aG"aV.A7Y'NY'X$\$!T$7H6XOR./+N:L!\[5 
MM><84'9jTjaW:;HZ783.T"%SN;%*:Ea_6J4GD['(-HJ98U7ZL=<Z_X$V558_ 
H+_180P)>*D",I.I)Z-$HaH3"\S48W(EF*P*N(GC=H:66*-'8%T<*=7'YTGX4 
H8U#/3P#<1)%8('++?TH)K;70$a0"YW+I-."M80\7!8!3!2!"!!a[U*L8a7?F 
MN4F35J0W7C-_E3Ua!/IYI#)/"FC_?'!8,FWa:UC?\.iaNC2TUT8Y<RN-U.,4 
M";<4LS<"OL>%E0LOR/:(aE'27X<9-I*BA3$'ON)^F=TV^86N[PT5GK3WaW!H 
MV,<;"A9;-iaC$71A2I%'>P3VH2,GN'9A!-CU:%584'OHO(90CJ-=_^a./TE' 
H'P%=''K6AR$a5\a$"AHS3S>\V8"WD*I-YH,A.3VN)SP:T8!88CH/H$CH*7:" 

C[CHK:60caeb3a496fe985585e8b1c94738735e0fb83e183b967cb65f65ef988482fc0c33 
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MUW!J\.W7':3XW3#25SN\:'>9:l(>*UGMB]Q5HC9WX$'NGB5:W[:nD41'\_'%> 
H7KA[!=;.Q&8QaK2$\CK3>7WIN7:3_a;;K&BH.9X'OMMY)?I1C,0YY'<P!"PT 
MKC+W,S_CQ=YJ*9Q^1N.4%EK#?YT;\4CZR!*.0#':N2.Z#/UZ36/:?!W8_:+L 
MVJ\=NF$;;IE;E[3%GCT_/((N!SU]=PX9+=P9*!0_'=:26X!5QNN4*V$YT1N' 
M-RJ=1(*?':a'D%T;L4Y'K=-\?1DV;=%0E-!LNA0JO+C$>'':"G;!aWR'>%'S_ 
MN<CN#5G1X;_1R6)87$KF/D,:Y30*#0R:aj:*Y87a\J2T*.E5XYZYZ\[KY'47 
M,4FW>=K$N99D2*!$4;O#8F=P3'a!XS%]7S0C+V5='NLa.K]X(FXT*FDGI;<: 
ME';5B0Ma(*U(X'3P"-"=T<6:!WV(=-aV'XZa.8)'YHZ65''>2JYU"WH)2:%) 
HV%*"JX/">a$H(S^)+CVZBTMVH('!Z"J!L):KLTC=:?/TY+39;#1/DV2.8*R1 
MP:'%7HNY2<4-GJG8NP7<U'#%(PHDa'K0:P8:\v:i:\-![X1"::.31J]QKCW) 
M#C)D#C5N9$=K',TR31B]7RR+O8WN#:\YH'(**_7'82)<_TN_'S0.A>Z.8P// 
MLJ0(W%:?H?<GIP?LBa!]#(,!9HS_8.,"Q.QL0''^W>G?B)\M(U=?)SXF;>A?N 
M$8I!3L*H/!OH-9KQ?O.40O\:C<F!NHS:/OHCO8H=H%I6F8\#V+WZU(SO<,1: 
H_)GBa]:28(M<KT,/#%QQ.aZD2EP*<Z$a'M"/8'(,Q0PX%\$-0A0ZQ3W><S-? 
M!X.U8G:a3(SD=4G7_*K=<05NN7263H^^V$YCU7:'42YB?KaTGC;:IXU:;:HH 
M%"IJFU;2\?(J\Y\!K9D(8?$/$L68+9S:y\CF+(840W'\21'7W?/YMXUYJX$$ 
M!80:STL-=:D6;V#P*TR8V*T:=77#;;VGY8G++SX>H4)+?!$$O\B(CX7ZFO,^ 
M\]Y)N[VW:)\LSFN-=ALIITIU%:D2PXB/33.>ZY9Ii:uC"WT6T,4KLaU!LB<XF 
MYAM:2LCR%%?JZ"\V\%PV_5n2a/_EM'%a-YJU/2!U*L!UQ%.MHD#3-N-W258) 
HA[U*GR!:CS,.-'QEU,Z\O0';9DX*IP\9a.FT8^?'*VT_.VCL5NI/XRW.X6DF 
M0)2U)KHa-.:HCZ(N:DP6JWA6/U9EZ%:'U_39<?UX%L>FQ7:PMK%6HV*S5J\9 
M=6B\JC(a(ZTYWDLX9<:3^;+WD=X809$8.<-LZF41CHP89"8/D?V+5:E^7#?A 
M6:J^H%:K$(1'>K,2Q_7<E'.D4V,ZBZ>QU1+UA:oa!:T,QE:)HWE>NV3,5I#% 
n$)<,N+7GZC2>9K$) ')"XHJI"75A:Q\''E"9J:::;3*)XUKH1"I$YS$5'_MPP 
MCVD . 8-''2D]VCN(Q-UK$ '9a3N%FH;8"AC ' KL# S MR78=<aO A .EB7:Y*!EQ0,2" 
MD1,=Q<\I%,9IW>$M+G515E$H3-4NK"K,:9V5)DPC5\:56=>D8+!"!IQ5<Q:U 
M/,VUD)DT9U$O:]D',SH!+E<KXLQ580B:B?A.+*4RKWYA3$SV/$#E'%a4(':H 
HH. 8 "$%=-<$ :;MY%6;\%SHC<SXYZ2]W)VPLEK+R"#:?.WM8I%P038A48E!MX% 
MFKFTJNA8ID\HaQTG*E9LK?Q5/(GGYR_G2NNS\-H#5-)1IP=.I'#,"=31ILA? 
M%J?JCa%0A7*.!H.Z*HWXF1?BG(7LN=IJH5+=7BREEZSBCG-"C_<.X-HF\a:1 
M"a.MQS(K5<!AXJG!B!8CI\H0SX5:GVV(''C,T7\#APC%C8F8I$*:.6X9VI!S21 
M*(<5*.FBA:9$/4_=SDTa?38!U01J"'<PQG$R/*9)C85W2SU?,AYG>:A>:.'+ 
MD*aQSO(DHDV19Z>-TE0=HA!%:W"6A.MPCGE3Y8DU'$=3(-E0*2a9QRT^HXA" 
H/D44O*O2OalZ<_'=O+=Sa;$HVJD'2'TaMN1DMIVRI+41NXA%;\_I*802!80J 
Ma,U':[#(?MW*="KX.H"Z3(53NaN4"SV!,71<:!a+7+=FCXD58W%N)Y;80IA8 
H.:5>#:+>aN*RDM:H$"<585W10'8G#_H1Ta9:147575K6BN'':laZC8!HHC_4G 
M,ET#UCHF'XaYH\G$:PX8'-9A8C5V?''RN#.!4HEY.JFIJP"-#L"L%W2=ZG8:T 
ri\<LXF0H\78S%VD-''PF\9?$)B8:#  = /9_BZAGLK-0%T,AP!GP6''%B_'CN9YG:C 
MM''AZ$2"  + $JV^-102HSaja*7  + \YAF7.:WS%%H>:U;B'''4(6A31AiaCUGKNV-: 
MC*':$0UJT,S9+_J]V($/!6:TO%%XV6:-IUOBZX'\WTR4LF\IX2Tawa$X%''0? 
HKDL''JVI"BW"#>-%GJ17/VT)<O40OBO;_*9_BPI*?_UD5*/I2C . /T"XaZT1 X* 

MU*>"GC  = ia<);.\/>P(%)UD0)GHDE  + _37KM*''"Zi:.L*PSA8D\)$\:D-U3:NJ1 
MTaT03XBYRW1:1Z+$7\.('1X!(206?'>:9LV'<l2U=K,VCZ!6#?L*,-Z6C+R9 
H0_L#6I/;<'  ■ WJ4T/>( : 4 ' I , 2 \ 30* C 3K0* F " 5 C ZM*Z X9< E [ 4 C , _H7% ) : La$  ! C 
Ma7a>G ' C,>8H9aLjaT#B*(N;,UW$I8HW8'9A(T66 ' F #+G E L) < Y D Y " J T R< . 1 #W 
H,L9,W;A9L-I6JR7<-FA5B4O0-7MC4+:=?*U ! $2 ' ' 7 1 a>* / ; ( 2 87 Y0 ) 0M83-T 
MC99*C,!DW0OZ#J+\AFVaVU$-S398%=UU".S)/8H8O<"CB%P_O'X'$?H<R=/) 
H*B;Ba-AB/-N443>I9 ' D*27DE2"+1,:%'VHVN!Xja0#O'*(0!9':DYND.7<;< 

MB(,- ' . 2FHHPUB1=: 0T3T,9a 'NN4-Z88#Ea%6ZAZ$4P?#=<!aD'4'?U;)N>#I 
M+Z] : =-ZC)P8*814E8_J/U$HAH%8Z\*_8(<?v:aC/0L' FV'W6>F588\60TM*, 
HM3Y%;J{=LG0CU,HH"J#Y48C4_?3*'a$/8**G?aBE#,G:8'4'I30W+52=2jaE 
H(,X3_X'\+/UT*$4B,/1Y73"JBADX$7a"'FMa?T$T(/M.84H9FS;*D3VP(?D1 
H(0V#.ZJ"%N+2,aC8V)58L83GXUJ>.-0R6a:D+O+LK'06)+?T#(aa+*/aLNM! 
MEZaR<%.W8T7!*'28CZ:93PCP5ZAWMK3W#4Y,XH7aca2aA:X?N"YF":,1I:/0 
M>P79Aa3KZH8aa;.C]E=63]=ZEL=aj\C:#-P*7+!YKGY!ZWZX0)::8-*!!6C' 

HP" .76H5Z;CCLT( J_8CE7% ! J EH . C _ ' >=8U / " *B 5 F ? BU ] * , 7 / $*%T09_%+UB V ! 
HHX%*IGOA73KNB)[(:ZC_NGZGWa8:+.T6P?,SVa'0a*R)49l/Z:VJ,L*/)\A6 
H8:L68ai:'V;JNEU0Y#GG-1I\:!'68D[DV#AW(L#"(#P9#6,(5$a.K#B<6BT* 

i:[:CHK:fd0af61eabfc9afb98f83efd3295ba3bf872036730338fbeaf9bc69d5801  731  95:: 
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MU7*  + ].I>SKC/>5;#4V;HA8X/)=B3BH7H1?0aK2ER;UM&_;C2<J"N3"HNi:  + 7, 
M"DY#H,?.LG=:YK<!_,=X9;'61'Y5:,^B2]=_:30-"H4%E9G36:_=RW[-,LU: 
HU3!7-)[WZ2H:ZN/T:7E"AY=S<]HNP:,D_TC)>T(T(:13LI:=>0XC4=;H6JHP' 
M>7'2CGI7KUK4J5;'9:%=!i:#T,a0U)N67DU:<.5U'.Z'(#A-T+'.6B<L*3NJS 
M*F'HL*=HNDYL50!P,:SI=.%"_N6<KEWEMG+F;'(aL:R.P)a.6H*_KEaG?:>! 
MH*1A-(RX5FU\:''U6ZT")5*8X)/B1WS,K3Z?3'/3;<#*8TDE8295":VR-,R=C 
M1'i:YU(CK9I4:i2RZ-  = -HU%BK'_(8N\  = 3a^(A-TaL"^CH7!F5'':;$Y-'/;_I6 
MFI9-]1NC6J]/:W4#Z(T*-5$W3>AK6/7:<64:&U:E'<UCHC4#>GVJ;G:<KU69 
M.2'J*R!66*H#ZA0FW51<B44RA"(SK(WZR:IA<<*W4.V?'5*1_P*,<Z4:3V(Y 
M':'=/ZC4*_7CFK5K':H"A0YJ.*XVK(KD7*Z9U7J\A9'/ITF3SDU31M=,I.:1 
MRUI-BW8F!42?.ZC"70-'%1i:N%U8(E!RW+"J<;UQ;#5,L#LH/C69SZ"a_%"0 
MO=%4w:0/=AL5,;BH09-DUH',!K5BS:!+PEX#;%W)?'N:TDO)+89],a,Z'G2E 
M8MjaD3YHB86'B'GaPRB!T*\Z_9Y9QS,3Z8"I+.78V?Wa.ZP"*67:*/=U:Q>8 
MFP8M<PUF:318S>,/,_H+!Jla02>8G*N6:7M+/-BaKK$9D5:9>O6'x:aZ:4"8 
MH3$X..$_FB?0L61#S46I:?7(.E8X%\AG9$WS=:R'R_O4Q.%VUO7]N-DZAMWKZ 
M#I*UJV;?;a/K\*,#CPVG#:0,U<JA,:Q055'0C9F  + A_HMC5''U4MV:'_P(D''D- 
MV/iXTFN  = -NGZS:Q8"(2<V?#?:/>3D>EF*Z$N%051V*''P9H5BE-.K!2H/;WH$; 
MQP8i:C!H-M6N=G'/K\[)Q8C7:UI9*0;.$3A_6=DNR8+)744RN"HF[552<%'M> 
M''50Z)S!"4):M46-LYQ8C1R#UH>\n6GSQ.Z_.UW2EaCC,"0'Q3J'DSa"%3]+ 
MCN_Y)'$'#E9'9N6*BK8[>_#L%-X??>!0FGT:Q::k.*\=)TWA)4MGW23/)I:,2 
MNWY6:"?-L^<0/(.V5>9V0>?\:N*SM<?*7G7+J%:*N^JSVa/JKGUZZIS"U:-C 
M1\RFHQ?AI><$";7(>9T"GT8+C$813\S"C"/*N6Z;'16XSC52-;='+5.''S1. 
M'7RRC67;/NWU(1#RKK:<VL45Q:)+.<N#*U3D=2QM0C$/[:u/9R0*A$/$)ZX?L 
HL7X(+:_]03VK:l''CNPU9R_>>-:QZ8Q8WK%f:8?TASI1'\*3/,H_!JHC\=NE/ 
M5K3CTR6:9;*Y%$N._9JalO8/CSJ=9R\!8'H60a:P14:A'_JJG'DK:4Q*D;5O 
MD34LS4LM':L6>_.Y1J1'+4w:.DI8VO'CaZ0</G<</QSV$U8?:33l,;#I;\ZC 
ME3V44SJOCR$0*KF51.U\HIK+B5aCA.QN)$HTT$7X:(B%O744T0+1"H'>8BXD 
MQZS%JIUa.5)G9WJE-4=J;J;/PF4:))<[";>8Z+2P3GP^-X$WSC.0G>;E/G<Q 
MBGN7  + I'">QM:M'':FLM;><i:ZZ?8l  + U$.S8NC.2*-*:jI08\3W<A<YR0SG_aL* 
MB\0Z>N*L<Q?5Q9I6/Z85  = D<7L.!J(M<I  + #i:"H4a$!,S,:L6;LXWS'‘:'946?C 
M<I+_%_:3S:'G_)Y=B+:>A55%O'\R,C6I2SQW,K>6_'_'JHHWN!.)"/-0(KEX 
MHQW8]UDRI>0HN<G_#SHWFE4SLaP':5*C\%GA3AC"B>5%YU7F?)+_/\)?5Q'G 
M'WV8YNW*Z!7:h_'GCO::840%KO,'SN/NJ(WCYIA8X9:S7J'>F=!)C8CC_/''L 
M?ZZ$?MRC?K"5B:22NU!B\1'W_%*41,\<*:aU!:3;1Z(<\5UG<'"9#-Iu:T?! 
MX.KLN<BIG+$"2N:-HNI:yCL6;YS!0.3QZR'1YM=%:H<Z\>0-">U:P;TJF>E-> 
M#SYT?SKB9CT,-X%,H05LGU??Z6I^^='SCD9!A6*VY_S=K4='/W7>78A%FHOK 
HQT='CXZ>'U20M;8SAaS)=XP[D>:LKQ^?_?3Fa''!6!$7R?_T"=_YK)=$_14V, 
M;7#7a:aH%KQ0H!<1<WXM>C6W!J*ZSC:[;!)V3_U'2*V2:F/1SK%8H#MUP/$C< 
M\=JAX"KT?3KT)3Z<(-?C4( FKB: K2$_+AQ7-HQP#Dai9''J< ' B*e:GO#)P%0*: 
H<1>$"9=.CUW.#:aC)E!<AF//YS<K.8J'Y?QTA/X(JN4;K<K);!UH>/J:'W5( 

M<9D?4C 'P<J""a2J]$X04+58C2CRBP'.!S(VHW^2.Y/:PKC'8_P!V'_:I(NC1 
H#[U1$%8'1FXPZJ(D'B8C*' !BXA**:t:q'-' ' .U0</7SaD:RE5NZ5/%.9aKCK 
M-5aBia2;1Y  = > = :RF\8B4  = IV1=T8!J4La:G2-Ha%''8GY$  + ai:j%L_>0Y(61=>! 
MUN''7=#<!UCa"ZI#?:9(![%2Z+G1%O('#*CJ,'*8:s?=8P/8PC0;+KWaaU:8; 
MU'A%<W_S_I9(IH:C>VAa?GD-^DDDIC"(4Y-1E+H!E%D<nCX9*,G<T'N(1L'9 
HO>iHaa/asBB\ZHZ4WBG'JNJM_oav<?i;#_8wo:5+\3aa5aK9-8<v9#w4K:?pa 
MA=,CSJ4%ZA,'Y!6'0D:WX*$B1VO,B<:>$C<250J<JP:G\aZnBKH3"aaiH,,= 
M/+%;/RC$''a254=KP?DS'XDG!*LAaC3R%HB0-?aC"S=+UDY'K0MK136aT'C<# 
M%0!WS.T5L0L5:1F>%8:RACE:wj'\3C\J#a[%v:(\J_"(:XG.#?GYGSEi;'"84' 
MMTN?AA*D,1B>4-A/ZY0"O+Y/_;AF9:Na.*72%93V62X/W\Y_:''Ea6"_!<G^ 

M,.  + F>aNCKH<TBJ\\E]:YCW9H05aVG=<74,''ACZ8.*!Y6!6:T(=4/£F:,RC8#? 
HG5U)5I'N8'F_$78/$$*5DG[:jMZ*<#Z]81M'<N8P>\nD(%'(_F!U<B1C=B$:N 
M$3a\Z.PFCA$E-C516>X2:BST"EDNER6-)1"nCZ'DVB-V#a);TZ5K/PP<V.U< 
MPCZ)XG30ajYDTVW9=''V3MK"R;#a!8'<UU%N3RH.:'"L)7-+JV^K:i;8%4a/M 
M!,XCURMMD'R"JU./'W<,'Xi:087a_  = ''B!<EC0U)SZ3  = 3\_  = >./V0O%  = ;KVKH< 
M7+"%8;:Sj:aJH7PFE0jaH*"BTEOU1-<\0VEH-'lTa>#D-$A"_YK)63ZP!:''3 
M*]0M!$VZ/PK+7R/L=P2/M9U)KTG-0K"GWX070'_U<)>9Fa6/)\XH7P=K',aB 
HHBL:'PCB=#0=%*.7=)M]*)DP7'+HF3U:]RR/:C$XRY82j''36S-a>85S+HIBa 

[i:CHK:87038a50ab41  3622021  01  f99057abb2eb8bf5bb11c6aed9bc897850fa4965ff08:: 
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MDNQDF<Z?M-H':,S1-*6N.''X$7aj_Fi:'9:%VCV6W2A5XW[5.;:i!:o(<U0?'. 
MD51*U-9XR!HVP';S>N/V13::90C6,*!WS==C%WDSUT/6C2QU'?"\.J_I%L)3 
MI*DU'1MZ+.PQDZNR2F69]5AT3:H'H,)R1RL' \9P-L_<' (\C6ZHM!"/:CZ*7" 
M,HIBDPXH:_HUD\; ( ! A* ' / C 40 , U V H T I T<<2 3 3 >4 J S VG 3 ) G*=%< W H % Y0 Y U ) _43 
M/P7,PW-2>BDAXG'487/H.%#3L.W3$_O0/a?68*3a#R=#.1.4>!Z4KC\LRCQa 
M&3(FJW;SZEJJ7_la4>*T;8HK$:G0'\VVW6BT3VNG)\SBV*W='46'8Y:.J+,5 
M,V5K/JEG_A0R)*W.P3*J,%3?4*S;a=DDQ;T=Q*YWFM3G9K09H*\-!,F"'X''' 
MAWC%",Y<7,:D+G6?SXW;*J3GF$ZJA:7VIJ?8C)=^XHV2T*'Q21V?_J#1I0=+ 
MQW;L'XK'Fa<U;?"QQ7-YTW?a.2DL"N(DK=U.!*32TCB88E+\N906$O4;?''C3 
M10*\2/XS/0<KVDA63<3NVIWO^1)a.5'(3*'CV=F%DSF.'6V53F)Q#-Aa80SM 
MC"1X8'I0ELEJ3:X$I$?=62Y7S0(=Q8TP*Z'HL;-J=_HG_7:?PNKF^>E>!72* 
M"I12MNI_I'=3Z:IAG*$\RDI6DMZ?a,=8T-HD7F;N'.J)".Q8?>6H=6XU:J<6 
HK")9^a84D-W="A0?AL7L3;C,1D0JG8S$F*'*7I9=HYV#,\G=1;L!E$3C8'[C 
MDTJHM)N/5?$X-A?%L>aMK*;B2F)PQ1M0NGL43Z+J1WHN''2_P(^4Y49_3W\#F 
M63K391*)'Y!<.NT')P<LP,(.(E-5J8>U?[IAUE_!":0GJT6OCAG<)O)+Z;WZ 
MI0V6*3V+\U\[;7RSFC/#'[S9'3>UYXT!+QNS6*ZBKY8X1XV0?$(QA*LXI>7ZC 
MP<6<%6. F*1 Z-QW$9# ' 8a%CYBC18HL(#.  ' <_8 F . +S N A E78> I ; GU98 . \ + a : 05" 
MHSRV9FJ*i;"U6*;3+>T4=**FZ8PD8)77DF)X>FW%3%ELSJ*3'Z86!)'$\/38M 
H$3E/JSZ;5J2.Q+D; J (+»+:4>=T+DA)K451>=-5Y569_7! :a09;#5!7D%(_K 
MYK0.P'K8HP;47Z:L%<(Ca3'Z0X:_D#<4LP1ZaBF4*TA?Z.U37(a%aP6J*_SO 
H<=[,59D5>,QX8LS2;6-J  SA>  + >#h:7J  XWXC3BU8XA62X8MVA0NWE1 %" Y . YDO . 
MS%''8;8'+"3\2FX;[)H'NV,#=\98.5#W+4W5EG8LB3<.*!3YE«!N1'EZ#1Q/ 
MJ*.(FXAIH0U)CM5_J-_P+P;;;M86>G6AIY3Z=B817'>\*TISCJRla3%5T9aj 
H ' S\S-40E7MV?H ■1AE,'aC0UX?$RAMB/9#U6JOZ3.*KUO37(3.2'*.20O:C2, 
M:*a!ZS5!5GB"3+2AE('0INQ%HNY#(-HRK:4?14DK;K5;<XFFN7Z:T+a.:+=# 
HR1T5)KE<KLS>PE/UJ<JI,LU0>SZ='N/"PC:T8ARa-3.>-9=S>3KJ;716>?<S 
M)[T,W9;M()\HJ*H'MX5%;5K)<''>+DUR683>C!YCQDP:WF4aN92M8:^32."E 
M(B>+F<R8[**L)\8XKD31  4WJ$8C>2  = 703-\IPO5 '6*HR6%H ! / 0 ! C J +6 ; N L = \ 5 
MX_BNY4V9>1 KA+3 , S I Y++V J $8<BBW :%65EE8FT66/$77:''WF:#R.a>8H;7Q! 

MY/DKZWP1 ' )TPV[4LTCLS->+9-CG)Q$HXHBX03 : '((RPN8,FI.QP'XAH==M 
MC9')'$<D;XCWUa/HC**VYHFSG$WGE^P!4%P>T''RaC>TENaA3<L4.aWEQK9.S 
M!SWULR*Pa-!HaC/-*1**5Z"F'F3NTMFX:WAXLUVS-''K62PaQ3>HK_-N61Aa# 

M+C . ■ ' 96<aK6B2HCK97G8<I2TWT, !Z-3UR  + X-RO!:3.!  . V S I G 5 N : 3 1 99 C H_  = V 
MJ3<a%S/1 ;YK1#,VT'35$>Y)<LP8'.a;D1'$$^aHS<W*<9+XR4!3!:_?4C2N) 
MC8$YGO<2?8J.I-YZ%":BSY(/"BEBnK0WZ\/3H:RU1V34a)E$?'38I2IFAP2L 
H(-Z( \,5Ya340J : W\M>#S124D<ZD0CCLBNSGEN ' X. 0D7. RW$+aC ' %J V 4 ! =<1 
n-tt  ' P)%$0:$ZU"Y  + $*RI>  + +(=88<D3EPa-6J_8ESCT34  = LT,a9U#5#aAWXHW6 
M8  'TCaLY-Z08?LO$K$2TPP75480H4\/ . #_'4^4Z0>.'C\-(BV,G^9#3CD?\V0 
Ma%! :GP6HCH7.Z7#8ZBX*'O066.7!aY-'D(K7('O'8KUDD1W_F1 :88<)#5;6Z 
M2H3"aZX/;\W-*H83S)CO ! 38*?\W8$U8"a6TWBKT !8aP8,5'2RKEaOU08:2=G 
MGSa'*ECZ8<YCSKE8:FDa3?92R)C+K')Z'4#WZ6XKI;5a,7+\/J>W6RSU#78- 
M*FK_357TV+E8ZWD61 3C89X4-5LIA+aKV;8-$K1 ) 7$W F 0 Y E> " " H ' . /ELS;1 
M6MVGF'Ta2!'ZZ(VaHAUPZN8:VTMXY4XXGN>U\aG010L8_?(HA/HF$Z;7R*)% 
HP<\*>V84M$(01DF>I3PK8*'S_X"G=XN"a!1(AA)81?!LAI?X8;a>\?.^X4\4 
MZ"S,LU. :9Ca-88(";''U>,((ACZKHT'Z'X3 '-Z:Z"<D1CS;4H3H"LT?NZZ9<S 
MI(>2'jaGZ!alL!  J%U'<G\J(a.N''.P$09'‘1#,P#_K'0aCaXC#6YDKBFX%VB<4 
H%5Ya";K!V!*'<).3\,8CVJ/"X!J* — B)*3DI)RW3FDUU/94*_SNE#J($1AJN 
ri1UV_H,:0Ii:s(!R2"%9'85P$H;C0!I:  C KH  C F ; R2  E VTX  = 0T8  ? / '^_"ZWH789?" 

MR  + 4775R/*8Y-1 Y!?I0?8l:6,/7G5:ON\Bal  C-"1Z4RISaGWX8D>:U5)PJV.U 
M2XN!KGSI0a''I;'aaHa"*;A.JC*U(*"*9D:5T7\4NL7aWZ2E;'=4aL38+ZU8 
M/'G5YW1S3M!U8=#I=!U_.H!?)WT07,8G3Z=5$E=H8PZL(BHZTM^G\WaZ$4>: 
M0,94L./03"'GG*LXC*9P$H8\13/SDa82EZZa6V;3a*'HF?;1H;KGX"U>ID/B 
ri,$RF<2L'T;X;?a-aHHNB+_: Z"3*3,PKLDCI56U ! _NY<T-;95 . : C0R26B789V 
HTKLH$XYi:96,R6C6HDV5  = D>66Z!3R3;0W#KR?13X(Oj:H:KW:J+8Xja/9  = + 8W 
H4.1?128J3NI.8R?$)T:.  ; 00 E 3 5 ' a- D / I BG6 LU3*> 3 -8 A + ; , T = #OG U ; I XB3 2 C 
HGK*L65.C7IU6)S/LTZHRCZF'aPZ,DXF<'(%\*,9EaE'TG+;GK*D->(E'?:/2 
HZ/A3:LYa/8_I=#'R!F%(MS<M/S78RZ\T6;'? ! V ?8R Z+ P 3 X 3 U Z 3 Ra8Ua ? E 2 J T 
M2\R7%$D<5aK4SM2<5H>!ZRZ/$;;0L>>)H6;'_4W''JCLZ!K2Z7H6Y!_N#/(/P 

CCCHK:6b57e9bdccc438e511d8b5a2e491f60c58f925637c09dde1cebb51760d9d7793133 
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MR;0*A?Z+'9*2"OW5:Y,9a-UEB'"V)K'T!#H"4/HX2C&,4:''9%A'85I5NJaYA 
MD4K5,N(:=8;^L=CVYR9;G4S9,66F6S#+4_6M63%9W:12:U2A9P8,R7'%JAU3 
M3ZAGT"B95N-V;,KG<]/)1&4:h,/X-U/ ' & ; C W C 2 K, 5 DQ ' $ J K6+ D 5 0 D % R A \ ( T F 

MVZ  + # + Q0D2:]'WS$;2T/; !J(AF<UU0:x[aP(FJ-i:AQ!*S.XD\)a4<1%8!,H8 

H)AI)^V4-WB;TA3Y:"H38"3NC'''R.Z9/:YaL&;$9?Y)>AS.3:C.%F?JE"3L5 
M-N*'7'a*"I609Y;5:##3'.(",:a".#H"-!+a?EV?a:<F3OJJ5F:4(%A2.[!J 
MSGIH':<2-1AE**)78W+*LUFQ.OUMH(_>ON:S2S8-'?=C^_8SN\\0ZK4F8:e'C 
MH(8\a-UHG_1.P:J'  ! V [ [ I / T V<  S E9  Z #8  ( <C  W J U 6_BX'' K>  W E ' MD  . "T<  = JV#[YO 
MMINV?6+;_9-.WW;ZCYR*Ta2=c::'ZC,''6]<(G">T1X7+^<P"'N$7M4J-l8,/ 
MD)0X730:S46S9U,GVNTF7;4'80_'*$j:+’OZ1+?S"/HPT;HH5L7YH%*H'$!S 
MHR;GBD]JUBE4/:S#\\:L1=/766H.(P,75*!,X!<#%TQ!'7.+7C!K/(J]W.)C 
MHU(!/N"D  = GK:;)PNV8P66;  = EQUZ>K'I.K_:. 96 A3  3 8 PO0 VG  + > = ? , 3 A . T = YD7 
MG3.FCU70*'7SV:E=:WBV8S>:RY6;V$YJ.I:33.R%C)8J,DI!XX<X-.F*M*O3J 
M.a//%+DRNL:N>GCP?:UY"I):T^YW_ATR(%%G^/K232+/X;P0CI(S]CB7RVFS 
MJ#U(Z'SYV:$%$_9JP"W<V=0=?;!;**>80=0\0a%0EZ7=9A<29'=6RW<K8$.. 

M(.1*,7*1::' /I-96EAITL9J  C4:Q3GS5 JNCN-aV>\RNL-( !:h90/W0$L[KI  = F 
MX!X=\3GK'3#.'(:_BO$W'\859"EJ%,_/3QOLX:."E0:-IO;_J=/+4.*7TDS0 
M#E784109EZ_94AR;\6D:.\OC7/Q5AYV:lVN<G74N/-\9:h9PUNV?VRO\Q>X7 
M.1^N.7'<%:)NFG-TY;8";$.-B^Y2/U<::S=='[/H.EMKU,U''I6ZX-'M*4'4U 
MK-a;EP.M!%*#BSGCHSa7NN)?4:a.-<15,ZNNC0BJ'),O%>A#4%5'607*?Z=8 
MSV,AT1.4WI;r+#V>Z\GSK3NT.5\:>.;HJF/:.E3CF084>%I8+>6_=972'=Y5A 
M-T0*0:a.!(La8JP?H1>'lC^\>L7/S"U=5>AT,LYZ_G_/W*(->H'/ZW26=-CY 
Ml  978*5X5^.  <YTO'':*G88:8/,PBUFB  + NXGZ-#9/''E!E\0C'3J_H  + RV<:C_?[% 
M55<<XKGO/S'S8RW_G*2.E>:'[';N8\W\/0(RH7/C85,63(;A?’ AUD  FA_7TD  = 
M[;aSXaL#7B'<L*_>=XX>C;,8aHM.YRiaXG"^C?F2GX*NXRNa)E"8/70a0#,: 

MZ59B*ia  = 0.\JXRCW7>XL8^L 1<<WHAH<EC<J  A KVBL_>"J^:-SW9<C>  + %D'''!C 
M/?K0*>O1(UU18$8+S+8GN.Z'‘^aYM?2>N-DA$5]92JX>4a4?:'EA3C\:>4,.C 
MS ?=0V7O_ZBH;F:WUX:/W;Z[TE1EW</0%?NZW$K^-/W9XY'CI8azaT ';(,?<< 

ML_45 CV3 !Y>!#YZ?0CAX?/7KXB-  = >G:_*8Ha4FZGH( $75*1 C_S$*6%:f'' EXIT 
M5J?UCN(:ED?<7aET/XCFa'\<??=*G:'Y<Y8RW\P6G8'7/D4(K!0CDXX+3S0a 
MBaE%aHR_8''T*V)>(=,7#1Z\*787O6XZD6+^"SL'4LG'>0!T$'N0Oia'932DB 
MaCN*'WHN-0_5a\^DS?)'S%*8.<?6)=(FYC/*6G>3HBKaNWR0!N,1W25,VT/O 
HPD7E=>!U?8_G,A+U";7G7La?-BXPC\C>8X5$W%Ma!TK:$a+U1'I3/?C;L/0D 
HKA.%7-*%NX  + G*IUHY(8!XO$.SIH;K'HCD</VB''>0*M$''0L!F15)#8S*-8NH' 
MB,\/UJZ?#NAX388<WXWa%,+'\Ba-!7-';SYCT,'JUWH%Y;*>O7)O/C0HHAT7 
M$*A*W%)%S5''aUZ7  + JZW'=''ZK3a!H7  + #>HaHVa*L'Va87C!IA7,,HGS:Z#a0C 
MZ"?5P+(6RCGOG9':''G?Xa"a^6.A\#%=H.5K82#UR0/:a:00n>,0E=EII%)'0 
M++CN)<6*J5:RJ/F7HZM7+T2>(!.RD!U7::3L$-,Z;PE0DMU.<JS8P'Z:8+0K 
M<LaXHa/0(F)Y"134::*:"5VJ"T7+D%$(%#VE_aBF)Ca#'=/aB.:-<BKaX8a7 
M;\7#9;:)CEY+?,8J%M>Y$8WA%a0a0P8ABL)1X$"=aPOY':?HI’0H5/(KHa-S 
MCZHC*a:'FMTN6C'5X8:';CE6)56XLD8F<+Z"(F8*_.A6Z'DHN:"'A;.2JW;# 
M#L0;Z<X\!8'TBN.aWI\+K),8?(6P5S8,s:F_0W;Z_'4.VD7SC)%>EOS=F8O> 

M:  \ a7(5"/4G_a'8T$T9B8C-#"CGC  = I-na*=!R0GH'<RT2,Y:  . 6 " F ' W V> \ U S _0 
MRI5H'2:_8%9CF9%H)78-N2Y"!7JHOH:<L>='X(-04!\Z8(-Ta.;XT\7K+JK8 
M7C?TF0Y81\6TT''''S<L4^"YYIY8KNA  = 1(HaFCV%-2TRUH)W3<8Y70*L\>P'2V 
M8-#;X0'L;CR13:OCXG6G2;?7=>UF,W8OE<8-?*(+'%*4a+125O=2aG'+>+2D 
M]\-\SHPK<7D0;8>0582>aOD1L-(IW=HE%aa-G>LUC==-.I*Z.$OBV1LCA^*P 
M11V4"<"CWV>)JF"C'48:32_WED\X2aE#H"'*"T$907=;G;DPBJ55OaXC:PJ6 
M2'X'AD7-9K?I-IONZPCaH+2CO-+8<aO$*)!:?I3EZ;5*1>8T712,S$JX7=HM 
HC-<*U(X:>K)H4W5"6AN>_YHNAEL*C-..<^KXVC_F,//KXWNB!:C0"8I#:XA4 
ML)-%3IC<XE6#YVRH.5NL5$%0/.a*V*U'"=TG';>A5*$W'!Z#<?N%:WC%=.SAU 
M.ME3;;8GWAZaC8'MZ+,808EZ;C5617FlTa7N$M?_B\P#-+!/8H6)+CG>8U*X 
M(C<; ! EZ ' WA+]KFUWa; I^;3>=4UM0G>5 JGO4W^/0FHAa;79C"IL9=5C?S54IS 
M?Z,W;ZK*TR6](IR1DPS=)!DZCN,YnNU21'?:C$/0HWUP>EICL10X4::(28aN 
M-$7R<SB!%#8./$6-Pa8F<W8I_E._HVSW>S;:HA"S0VPW33lHNPF'RW;CA,)1 
HaC-0J%05-YF3.X?:LT8K)A3!";AI<2$S5=I4FG+L*%-:J7_B.'3IL8a%\'W0 
MHG3L#EUMU3B$CF7S5!aE'':'Wlaj<$.DKC/F>A"?X/,+>1?3C0$X9<N=R\a+ 
MAJD_:-I.YT^T.S2CIC9:>GBZ!X\7.555C-H=J*Z\ZH'8J>1<)1EBT4XH<P66 

nnCHK:d2ca6030dd0a7ab5aa37053748bf9d4f5db1e22f506999c61787f65a682ddd560]: 
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HLYT]J1:)C\QVJKY((G?H0Y.''CL')RX\.Y4;L!NX1-%0E<KN%F/"G8UN346/ 

M2[XGCP<\ <HDH'F)/?I-THG2=' Y \ E V_ W> E 1 =+>R V RQ1 >6 " ? G YX? 03 F C P E C 2 

ME<H_.5  = 9KC?Y24"//!/8v:r*IZ  = & + 7^'5$8CLM=:_Q<MXX/VF\A$C%20/.HL6: 
H,NHUa"\JJK2K"L<S1ZOZ5'2CT\O+&'aFK560Z$Z<8XY9aW31[:K7/V*US*OIO 
HC5[C''T:CUCBGJS"2'0(5NW73-!=%/7/B'J/Q,QR#(!j:"*X\X_II-WG'/_=D 
h:9<?G=72<2#>X?3MI7.RZGS?IL5^^L=3+$,,!+3X97\M+D0IIR!8(,T\IL?J 
riW5NYVD)58<(P7CaD"ai45/=/SL$0H2Z?SQL'8#0:U%WV-#EN'2BC*^C:049F 
HK:01Z5#>ACO(XD>*GV=2P:5B<7S)U4NQ>HB$$:QDZA)C'V5a5>IFI0(6E&*/ 
M!CJ8Z-a#D4DOQZH2<A=0_\CT*M2=UE\$8('$D\4JEVJ+a0R6>4SW>=>(CV/H 
M5<1;=7-F3'W."O)X0C5</S5Q%GHOL:-+IELA*'-41QU=?RS#FUK<9$SF19BJ 
M6C]8DM*<Q3-D180a8,W:<YC)2.P$',92"69*ZQUP!:Qa:a[,<<D4'9*<89A: 
ML8+5?-7=J6$BO<8"S\8D%NV3F-::>aXJZL8:iH"’3V4'M;O%4NJCT*)02(OF 
M6?:9C4QR4+TP! ; VP; 4QCTYK-+ 'L,4T8)ZNajQDP15JB0%:Z5=O+,#<<)80*: 
M1U-H,6=-31GQH6A\U83Z"A6,0TZCaa8RDC'5Ga-(T6KAT9AI;KZ^!\%AT=66 
MLK/<I=;5:H%J09'-;7AD<AH=HFZ5<RR%,7UJP*]%W4?*E.:CY:00K'a)P8H\ 

M,__EN: (ACU>XRI;6K,#\CV*5 '2a '+Y2:T+S5X7*#_r:/4,RG=N\9L38KPTDF 
M$B>9MKR5(CF1:>R!(!$6>49BR"P6ia6E=FDTK!CYV)PRT/3+.>,/MJFW<*B! 
M!\D:ISI:A!NE!B"WV$%F(7C7'B.:/F8>HWI(0:-Y8>>8"5ai)BKVAM94>R2a 
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M(=T,N_VJ+_9W_WEWMS:OG=<$78$U9H8?>%TA01Z;XD7RGU3FI,#.5X61<\8: 

M/+5P>-1 \UG'L9Z?G#,FP\*5!ZY#::2C8L8aS! ; ) E+<1 1<%804U . -^>C*a ' T ! 
MY8X*92-GU,?#R!W:0UI8_?ZP_\XN#O-TB.^OABMAX!28<H:#?C)XS+183O)5 
M*.8B7a?E#>_3M><ED;N.UAZ%C6N4XE16'=IU/W'R_TYMX9*<.07<aE)M_E0) 

M + N8*4K4TR8P3:CHWJRNY''?3  6UCKOa0<97'4S_Ci:K!  ,'"FW8'_:UFUE>U/K3V 
MKLYT'laWP8UU2L9ZE:>'SY$E7CRJK!G''CFCa?V2'=VGUZE<7W<'9\Z/#?1E' 
MXZ9=S=G0_;T6P(ZLA80GM!CV)7M>/'0AC#).\9:NW7=>;+C39\3=W/6-3L'6 
MlL877_-3,>"8ACJ?L?_5;NH'5YV?CK05'2KLSD<\>:'UaH\K3UW.>(L*YKUP 
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HQ  + Q05/i:YDQI  = H'GF[JN?'‘&,/s:c*I  + *J/J,G7KTX$D:a5.  V1-%FCCUFM0_R" 
M30>XG\7UA''YWQ2-E,  (\_J  \97UJ_0K«H#-Y4Y&^O4;5&X?9B(  )_>N7YX]  . a A 
MR/XWGa)<,-YP_8WU\_=0KC+_'ZCCHSC7I\"HK#D'VVN.:5AMRCL>^^LD.\\_ 
MXH^!G<&KCD_/'ST4DC_J^.L,'UX<,Z(9N';<0*_Y="**C'#2&WOK(+H.>1^G 
MV;X:z'Ra_D0=':V8'%$+*CDWID]++'\[":*C?N.HZ_)9+P#&-.):F>(;C_$' 
MF%4Y<16/_OKJ0:8GC<a6Y"UC:M6N%R2#Z*#:!S<<"G'C1\C\7+^GUJ)a=-%: 
M_D)6!'WK)YH%W3MF0G)EMTI/\-JETR<=WX$0"-5=/PD<Q!:t%$_\,;CE1_Q< 
M!\:aU0OM2L'X'LV)/F:$05ZC.U+\.'Z#1,ZC-01J.')?AJGK!F'X,X(VU-8Y 
M"S%P?CK3:C;;O!0'OJX#?,*99(FJC\ML7,.-CB)0N,;?H_,W4,Z'&4#J[P)Q 
M)/;V?:R-7??B3>>YE(3A-?">\4-9U9XB!,;:TaNaG/D<>HP=3M4>A/\I;JlC 
M,L5%0N>Fa+1R+H?Y::71A?M*1I1Z+/X>KCKZW2+HJW07R?#M<0YV_D/0;>_/ 
MJR0=*\F'\>C\TD\]L-UIYZ2=V$H#U+8O,/AK"ITH?/)!IHP\5#''A#9#2<[?' 
M\'84U/<aY/'JO;NIQ=7HFl-W'0-ZWX4?*6K,1.>\#(WR(P\I*MC4A5#ZC_#% 
MHC##<U8*#^G=a&FGaD_\a2-U[<.LK-v:#+1.P1TZ0XQ7BC<M./;HRA7J3-LW 
M.:8UZZ'=NC[;T(3'_Ka,9^[#CP<2'0AP9"<1QWL4'.0\(O_EY1T,2_M>\!LIT 
M9\(5*"NMB0BVS%H=>0-G:#,aW#1T73HM4,1SZ75>.RZ*;IS:4EN!(\5EKIQO 
MP6AE)''$<10XL*a\EWH/;:2HES$N=V4ESG&=2#Q.a*2\\WC:T1TD'VH+P&WCM 
M=(<NM+/%4Z:<!"'3X7/Q#aQHSK(R/?BX10+G<YHJT;'4'-(%Z\VNLADK7B-; 
MPMR5(aH_>G(0P='HI=[%:Z_CNC8JG:$G^1"a'FB*9+>HLFO0T?ZCYQU-06;7 
MalPR0T0F[HA6..L:,)\&WJ21*B+Q(9\:P5G#<VDL;=_K.+!2<'R("7BRHK$* 
M_XL:_5:o*H+;&A.06XEG#E!O)<Q:PaQ_5.J12P)JC)KNC!*Y#E"X0Y9&H$>X 
Mi:[H);4)  = J.UMT;N-ER'?UVTI;Z)8  + TaAY&GSaC  = 8W"'0D'':4L!,7?MT*AG1 
M_?U,X_/,aXQEQ\,>:+KC.;P,AQ1$VB0?*Y0GCSH;3&.5Q838GDBSB86C0:\5 
M"N'.D?+CO8P:+HV":SBQ/J%G.,'I;.2.^78<:'=T/>>UW?D3#:9C09?a7E?5 
M[3LU!01H^.YXDXZ'01]T!7HAN5?F$X0&+3C\!=\;JY*00L".$3JI#*$'VZ4U 
M_QJ'7/]/#EV0(0'8E>[R$;8&Y.!SKG/KZVREO;<O%ZN5<%$WU=523U?I>+<5 
M36%8L>$TU0#_ '1H9':041S15' =Q9Q[ 5M^ J 3+ ' 8KH !M2J7(7>/_J(',*5F_6/ 
M$OGD-9=<\Y%n9<8+H!I63(OC<JJ:B>\EPV"8>)>.Y:'$.8G3=CK:C9VXF_;* 

MMOH-NPXB >',EE288?"5$:$ERLF.H8JKa2?HEGW&M-1T&K7.;NX5)*\ZRW; 

M%"C9;,?7/FV##MYHG*AR0^W5#A%5a8]_9T:C":2;JQ2'B_F\N!2?,6%H;2N# 
MG^425_#5R9#-*5:.8_<  = *H-.VYT'‘';C;-H3''Z60#/J6'Z;#8%a%<'IW-_8W8 
MaU34P?_BDSW-5ZY72KD2QQEA9261YUVZPS2A-Q:-64*0#;K"Y9_aCF##5:-6 
MA9-'E5<U34NJV8"87a$93QQ:46ZX)=7"2.TDT3''Z3-,+;U1,U!-:7\/N$$'4 
MAP+2UW;S*_9I#=:"H)3W^8B_T;''8BC-:666<<$:>0W,#%?M_6,8W#CH'RWX' 
Ha'':D*4)PJI''NT?#T:.XF28']7HH\*\?,N!'2:R88U:\,/C+K)VVU<K/<Q:- 
M_)?6N95ADF>C4"ZT  = BU4O'<KNQ0FN/Y8S\'4;BCCT  + ,JF''aF0''6X)?$-!^L: 
M=Z'''83X_H_>Q1N;G;6#\VCQ";E/'3)>HSZ_8WP/\TH5DMN2:8E.0WD;:?886 
M-Q%9Y?Z2DQJ;.-0MMU;J"Wa3=.P.A.S>]2E\7Y::C>\IC8W4z:/C5:3;GE/; 
Ml4;Q:.T2K?2,,W>:-*\MSGEE5BC<?[GaL0U"N\I3/XZHZ_,%0K1;:3;D#LYK 
M+8KXIU,3"46TWU*"'RNP-X8AL2G;8:*?\:YJY_a/QS.8.IBHJG:8?SNNSCa8 
M+7F:'''A:CRMQ06)6IA7)%\6SQ:9N/U/'00#.K=%_8:.?50<2*H]a\9NSXQFB 
M8W6+8H:XI$F_61H0W3<KYG8:CL)Ua33+T''E,=/>-F6K!:4#IBIOF',O3+V[: 
MHFa+a?(J-N0'91,>!:AX:UC_L?!)\B8<8'+CT-V:Y":SaiS8a)Z2j\1TE650 
M*%=A=X+\4C.L6>M?ZPDO;WP)T+(XAU/OBP8U639UC=4L0#>\8#R9*O$?U<a' 
M8J66TAH8a76R9,''>K!9V1X^4;H-:RT_!7"JKR50<4>8:6X:CFI8)Y_OH#*61 
M#5"3R#aAZ+DIMV*3>?900!87'.Z5aCH_R.7/!:>Z;7$CT"8JHY,?a<3R?FY-) 
M;C:7$:8.S98KE2E?9DJ8aaL"MG2R7(CV0BFG%$NUTHCDX,\";KC)5Z8CN3H; 
M1<O9A%J?T_/7XB0A3Nj:w%CT87*F:%9*99?:J\"4a#4!INa*'+>"aF8B!E4R 
M==RP#0;_?/:Ri;3M:iLG.>!G.2W'!=U'98LXP<KHT<ZB%Y\J3V)HR7<D'6:nH 
H+*!2P*-;aO*'5KB/,8<::\#Kj:s+*/OBN7V''0JHHT_*.9#C9TG2YOK:3AG7 
M8'Z/*T''1DT;M7F-8B\EZ'4D43V>#a81S:'7H%E6$Wa.RV1C=+1/VR%,C1''V5 
MK>0ZBN;'P!B3B;D*HSC,%0R:*L153AP*-OA_4?3G_,\6U'',1EY6'5C'*!aKa 
M'%FW<N'06CDX"I3G-'H3aa=DWJ*HKN586SS#);''2Z'%Ga>:0'a7AG-Ta#*> 
MTa'PCW:[C8T=6Kaa*O/J-M+DaA,V0YYSI0SG$?U6D5Z66C?K:A''CC7/B=B\8 
HP[\^M12SU:87(6,'HI='<DR-I_B7+:TD7:8.JV5ai\0*D8aDS4?Y1*OCHi:+M 
MYaD308_":j0RF4SB5 :1S*A:Y"<'W1C0MX80L_a3<1_;0OJ6$GWO#a*;U8.0G 
MN39I;B8M>03YC"D/;E/<$5F51\_HIEI;:8G?H6UR"5$29HVED2];'V/^ZJ*#B" 
H'FKVPE[,J:S8K!'<8LF=9PZT*BWK2V:3"*I::KAYK30aca05i:<*"_5GT4(J1 
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M\ .>+DM70-4&*H%AKa*MZG)?5>+)8JOXE***O<Z .,":XUX*4BR0W/';L'C8Y> 
M?B6H+IK?6>:01\,.U/(U9Q,*ZR2a=8>\3<9RSWJM2FEO.FVQ*C#V"&'FO_aX 
H'%,!7P?H'T1^D,*B(><)Q:\4;?,(:-Q4V4NP&P'4/K\JL!M0aN<OaUMNI,'4 
MHDX:%>'ZZ,%ME=$%XDG!E6Q>P?BD:OH17''P0NPU(+O&*G,OaO_'"/:._ia" 
H_X1ZJJOO&VQ#/A)5KPS=*9AKK?>E,H*!6XR>J"DP&')C\:(L0<D3A'#T]:j( 
MLFJR^-7D6:.J8.I]48%)CaB.JBI=PS'"0UU3<SL8L*8Q)\%';aj<2<=:i/'B 
MB>1O2BMA."#'A%0' C a C J # ) & ' 5 5 /T 2 3 KG88 . 387T  + aO%M F ; / 6 / ) Z : /:DUX-_N 
Ma9:2H9E+49i:G/T7:xiI7-GM22HZ8E0K*JQ8=;=A?0"H6OP%;(V6WQ6V*[T#- 
M#X67DA/?08)_:2M1 " , C B Y* ) &# 0#3 R8 V H ^ V D ' )7D_:)B+3H.3L)IA(D\#9R;6 
M-R.SH[9U/?376#DT#V06IE"%D>a;E#$Q8SP=:8EU$HJ<BY'K_5IQ'a"W0/;= 
M-5UM<,V\#HI;(V\=(ELGZAHY?XL_6=%^2L(B/^;GlAT$UXD?C*_:;I2,4aK9 
M1XC')AZIZ8$'1Y/F]2Q(O81,LHKZ+Y5D0?.AVO,'NG!0BD=Q?>2/01''8,*% 

MaO-_=' :>:7A:C2AY_C-7>WJ )70( Z+D . Ba?NT:;OKS" ' H-<"1 ■ %L) ' ]8<P 
MAXK>WA9JWN0K2)Z5A6'NJ*72:G8\%X>!B[6?<':NXL._$NZ5X<ACY$8I;[6' 
M/*-0'8W#=VFVD,?KJ#6=F:(2SH7JP?+?P3#R4E:*a%) JRQHR+TBaH\PC*S9/ 
MADKOH4X.N-?2a)aGHL9axa?'^_=4/;7*aG0;R%DP5'7.K8K5X^<OHL#=aaZ3 
MU1  \KaN/LM*83.  E5,IH.8S: J9_GAa80O3GHX*3*OHa  + WP_+'  ;N8%S' A7CXX9# 
MCS8<:"VS$D_KE:?(^C+:7\^8/,5IB'XM<VFAR/WCBM:k=!Y_4F\F7>_28SGN 
H\,2JL  = 67:  : 4 ? \ 8a6988K5 X E Xa6 , 1 T> ) Y + 9B3 , = AB ) Z 8 \ 1 V_ \ 1 S W* ! S W H ' / 
HF6%5GE;C?A]4>'.D^Kja$81'RVi:#+J',KL%Z'H''8Pa,DT)3DT(V8'9P_1RE 
H<a-E6B,VXLK4W*(3  ' PI  + 2i:i"(U.D<9(SaH:  ; KX  Y-7#  " N8_4  : 5 / 99  L? '' 8 V Z $0 
M=8*Ka%5$"H9II=>7_) :%$:43/6-TP^a'7:A:KU>?52U4K2MUJa:#41\;=1J6 
M*?7'K#]=AN>,*"aR6'1*A_1,L9:=YC_8!\UZ!2TT#$8$F#6+;N08"aU8G=J* 
H(3C'YSIV*:/S0_FC6GK)+’'U(E'#%a:K_<?5^O8N5:$8"$(#C'<PZULPa"L# 
MO1N;aE,*HV:<_"UPNNO'SP'*H,''CJF**:0'\#U!%YTK\<=UBC/)'G'JHP/') 
MU7P5=a.P3JaTX//9'GVH<RWFa4F_!aLZ"H!=%9.6;3C/"l7K(/PX,0:-*'P6- 
M'Y_FKW2D+UETVC:LWULS=I>?Y?ZUJ+GXCC8LFG%/8\30?J?a%\($EN#O432% 
H'1Y=WC)FLaECa8LHELAG70NU^La/*8R8+WYH-%'!/N$8:P38=?Y/8N/S-M/P 
MV2Vaa*/8U?!?>A>#=F066S7H1K.-(Ka:#0)Y_3WW=HL>=0I(W+RSATY?30TK 
M57!6*R70)CHC7jaGG;-.L:58a(<00:KGY:2%4R27X! 78  I K_H<_aVN ]>#% D ! 0 
MH7,;U/M0?8<3R(_VK,8N2SPP#1:\CUFKT6HU9B=S:VZ=HUC2_UCG:->6(-D. 

mp)zj^a<o_ddcls:i:=eilj$*_/vv?-l#";r_;:lern6swf\o>'*ub,o=..*j) 

M)P"WP4KAW<C*D9##82=P:I_:;:=?n%750:ia2+N8YR2IA\I)\6*BGR+U3E'% 
M0*a''/SS:aTa_  = 8+'X'1M-8W'2YPALE->Z$2.E_Z  — ?_  + Wf1^\-87F#:HV!:i# 
MX!-FJCO=?X*(/!/aCV0\O\>8?N_8C:;-*: / E \ L> VTX888 l: 1 ! 0aTBM40P=L> 

M = ;K[1_NBG6H<  = 1 SCM/%,80VU;36a :="'TB,MH3:8LSI . S L_ I W = 32 LU$ #MN  ( W 
MCD"D'  . CHI  '>G$Pa/0V''>:LC;C59CWF)IA%GC:XPKa>' ?8I(9WIP'R8C,)7JE 
HEGXYRHK;64M,HDJ:_HH9VLZPWU\A#09D!U?A46,: RKT ( « W C 4>7$ D / *S : 71  ; 3 
M1+43RF"EY$3\DOA(%PL>/lYZKJ*W?YBaX0NLHRA1T!UFS;.G'L98*O2=5T#7 
HIONEPIT  ! 20K0BL_  = Z .a8HA'/6-3(W7?N3H#;(+_''?#H56?D"T0_0V.M?ZG? 

MLW  = 8V6?8>a$<''<-39*:  EI?S_I#  + 6/?"3H"Z8''5C"S  . V_ 

HJ;5O\V<NKUC079<T3_3BPX+?8G7C4??5V: ;0SIS_aHY< :830.A3><58#2*R0 
MW,W3L3K0O0M7U ' 5 0* J =_0  = " U 9 I R = 3 U-_a / K\ S ' ) 3 #B5 a H> Z BPaX . K-3>S C C K 
M="3$A4R)SMFa*UR5CU3ia?/.A=8J4.KNVG>NGK^0SW1?N2/3_=)Z\.'Y"*8> 
M/WK*XM58)Z"TCCX'\SS#9'ST3P07Sa\aV_*0G8_X\C?6C3%'S8F/=#73Z.'1 
H3V\^JL$;:U9K’V53*J^?_CV2?NNAG  ' , , K;  N7%  S WO  , / , X_-U  ) * ? P ) aC  = V \ ' E 
MU90.=R\>/GIX3%A.T%*5%^6SLE;A!P(<YV\/9\WK7"a*BMa70A2L1+':ZL7# 
MTE'NKCDSM8*"MaMIS'?AFDYJl8aC;0CISa"8PCTEC(U6^!DY3?a#U03W!A_. 
MGM/24H7_Z'a0.BZ(LEB25<(8X:ZJ=,a-4C>Z^#FB\S*K\VG,DN'1/9V=B2/' 
M;S4/54<0:T_BG?NP\$I3#G=2-PT3#SV ! DPBMUI ' (V+-RYM 'S3YU!*-1HE=D_ 
MCZ-*?ZAVP)Z-Z''*KGXNS;%Z_aC8"/1OCK"ZZ0$49'KJ^YE*3"<<)C/3AL0C 
M$IE*a,#NDVN'=CVP1J$<F.#T"a/P4.)'6JF?N*_>B+P:ZBaaC3.I?JUW2HJ4 
HTL+/7%F4WGG*CaR/(#2a3  = 8R31%C1  Y7<2FL39-03 .CSa;KE,$L<I6:-K"F* 
H9R>,0-8:I/WLW0\RC/=''>#M?+-CVEC\.T_4UCR>8C-,UC3'1C8^?!!CLR*6a 
M+aFX3Na>'ES+-93K=>LR8%UIBCB\3,I'CaYVWCBRSZK2'',?>_'=4%UX0A<)\ 
M*JKGDO%AU;>''FK:/a/$09?T_13X7=3aW005!O'0V_$VHN=\VNRHTM6F4G*? 
MGLCSUa3J6U='\FNIC?*, !_!$!, 083RB*3':T:B2$H).V-aaY8CGS(E!=4,aA 
H_J^Z)9"IYaOVY'W-F('./FI\J8:#Z5ZFM57F")E8X_,D"L8=3=8LL9_Z0\B' 

CCCHK: 267c6979d5f 281  debbe41 e25d84b1321  1 00f71b946ad94f2e88680e1c6ff44b0d3  3 
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M.>:(=Q,w:'4_a)4:7'2>-i:%G<VF4WR=05L\R+H7Q$KK[DODUEN!I%EG%O21L 
MaXCWIF':8O0_17NCH7O-:O5>,*0'A'X4'80:L8-<TVK^!.^:0RDO2V7O.8HW 
MLMJ0W*G],$<RF_JVS5G6_"IC3K-J?$BC!T6SU!V/a/=S7#\9T9F%PG0*6E&S 
MK=(R";C>"]:^>-1L9\  + TF7ZTVEDG0;?S''6*Y6F1U./DJCI;"A"D)+A\CQ:  = ! 
M'AQ*B/*U'S$Y6GA^2B-9_%EMI\'EB"T2H",\<":[(0BBGU.ZXG;2'WM_I3VM 
M,XT"50L?XKIEK3ZH00(B+#M:C{GK.P%^. Q2 Y H N C L>Q<_ AU P W / 3 NG82 H4 C TB L 
MH798069P$69UNHSI#ER%SM>P7ZCFL_AaTR<C6AAN'IP(9/82K'',Y7B2"3\PC 

M0:-5T6(''?Z>JCJH(y:-Z-SQZ<6HMT?X8<4:9SG? '';>-3B2i:#H/0/FNPK/1 

M#:!?F)Z9GNYY)<a98/AH4M00HZ5'$D6+(SZJ91.aN=-H/7IHBZ0IF9I92ZBV 

MaBC8)MK24a['KFPK&)I9A[jaU1;6#EGKU6JU"H?LE1FRC."2G&Za5J8P3:Q" 

MH=6a*JLR*ZOV?.><FY48#AWC9R.6P''Y8HBI09HZ\CW/.=[:088304_M#FC\W 

M^!I',-$Z7O]LQ8*C0I\VNA\?TCJ5.DT_LZKWa:JVGS.!U)1\)S)/\OU=)-9S 

MBCLHVP=E0VWa_j:02DFE*"IN?G=\[R;:20LI2H=S1*R0JMGl\A2JJ,W',#,BX 

MZ)289VB$';:8!CN'AWP5>06[_"BCVS?HFFL73\W/H%Z\,L$AJ%\P>Y5KCC(. 

H8*K.O>#^B)E"PYTS7:,FC>'<_GW37*67T-a=-+?)$P8J#!5P\B*VUV:L0N:a 

M<9[A:F0<KAF?1H2->F>^8OR,:2):QQ'G,#.38]GMC?IVO9YM9,a6?A0aY\9[ 

HU00D0UR#'T,.R(WMS;4%22EaiK;6BT"M%)#9,\7Q!3.UJa!XDF#a-Z.!TPa' 

MYLI  = ")<K('X'N($J5I\D'X0N_T7DU]i:87HL63+'(H)K["'A.'':6^0'N.PH:* 
M+La;N:B\?7.))L,PQYLaCZ*YFa_DNTWJ_2$9UJW8C49PPYRB*[R?K$ZD0T(J 
MOBUHWM8a!M#02+:'4UPA*-[:z-#19W\"X!7G0/)5CGV'%'9K?*SG0=Ra/Y-L8 
M7:OT#/"X;KRX1O,;7!/[''XC:?7#>IC93'%;JR$8D$62#0:WZ:<aXXR%):AC 
M;a:0=N!8QLD)VQLWUI'5?>W:^K/7KKUXHW%S<]>N5\#(!,$1;5Y:-6KaLTM/ 
MT>*\6MOP:*8A>"S7:N2UK"('F1SRF6O+UZ97WSV:0N[F*BXTa62L,'>UT/T6 
M!("UJBNa7+''2;G'NUa;CB//LUZXS0CS_'M:,7UT/KYEaY1KY./;iaZS;XY4- 
HNU(PYN0QBaVL8P*X>$/>aF3$-+-!aWZ^T!C<N#8H#\CWKB-+X,;8*HO7UE\< 
H9)K'2IU9RT1YQ8 — $+<G;':W0'=;C<-Na,':8US.!O7Y)40'*OWKZWUaX>OO 
MJ=$MTVU?(\<Z+13NJV0Q2#1%4.H)X1DZG70 ' % #=<_C A8 Z E 90 C 9X6$ 1 5\\ F ! 0 
M93E908'%!/SO!/$a'.'a''?+VO;H65H!V#J3?a"GS.TH):x'6'TY7EE8G,.C 
M*:,1*]S'S(8(IT,HQT:%' -6F66>:IGQ+H !XFIE;/9#0?"9-2GJ-B)8,'3#A8 
HU!-1G*_$=,YR"'<1=.CI:N3lAER#VF?T#8YY8;T'JHT>a($H.S*J1'L_?L)P 
M%"E:1GEX56CTNZC:'G2Y'FJ0K"2:A!GQCE,a]_6,,63JE>%8UYY9U5VIMa!$ 
H7<9SUW2$*0T4HaM55T3,?$4>O!BUN,8VKZ5;1KS=$F'':+SO>TBHYDMM7A;%8 
H05Y'E_7?W2YBY''#UBW4  ' , ? 3 E N + = : D C $<  = 70  3 Z Q ( C \ D = : F4XYE:)5LD#?>86A 
M8D0M7>,XC'a;O<N(HWR1?9I1ICaR=>;+_42YDC!MP%EW!)OVXV8MP9UY=#3a 
MOSM=T/89\0X1 LNU8HL8*K#NGX33%EP9#734_% .»YUY"AIC#A8:GI4<#$ZQR 
HZL4:S8:NR,\=PFLV8V4+5>QFJV3!.(V'.=V,,<RMYCF"Z;aHTTGRYBKC:\AE 
M"-IC/  + Aa''WNC5'Z2G  + V'L7)<94'4Y  + OF7'0Y?B0WC88;77#:310W1''T,/8"C 
ML:6Q;'UP9'.X=:MBa=4%SWH>60MXJISK=-5'P**QWB0/J*_O%M.GVVNV)<:M 
M;=$9/ ■ H#M  = 8%H7X8GNYTLYD$W605I8  = 7F1 4)E"GJ  F%X32$3>DRH63DQ6\- ! K 
MBCJ4OCL'"IIXZIIEIT-+9KBi:)HYMHH%XQV>;##,XJ0!2V.BG:84<*<;:40' 
M0EiaDC+NR8A#=3+JC0V<N;1Y)LaPT8QNKSKLB\J]<+3';X+,PX)_SH6>X5.U 
MO0*7AFUK\T:j#M_YD6#%KE5,+:0FO9JO%2U0VUX8T>+3D*<1TNBa81$)JF98 
M30=:(#7aO?A)5"38,R5_%aa>_ia(=$KAEE=*]WV1LY)XK>P*/BR6.+23CO?? 
M4!''7$>GA6#'*;,859NT'  8#  ; BKQXBT  Y9S  U E G ; # Z S R8#  2 N ) S « ' =3_%:hAPWC  ' 4 
M''i;:::#;K6;+>*Y9!/I  + 8J.Za'Z_'HB  = ,I8<QG_98L$K-08_S:%//"OYG!4P< 
MP9XAU9*/8*]'I3_FGT.5_0VN'+'O-=FHYH!GGT'R!>5MU\%':P5I5A9_1/=M 
M\66+Y+J9,80NXKJ(1S);7H3Ka; 7*522:' #8-0 ) $0 C # 5 5 5 79=T-P ! $\2: ' E>Z 
nGY8*A4#B6X*Y!\>1*-FU:8RA\+Q#(SG#>$)60SAPAlIY,!SG$$'Q?\8XHOK" 
H<7Q'ZLA*C(C9'I!.;+?*CTaUP:iCQKK577*:<)2'T)]KaR++*aFB<DYG'#,C 
M_U'C*6T=D>'/*'OC;09WQ:85'CP/4CG_aa8*AN7''8:4H2'LPDB=S2KCHLI'* 

M3  C A; ■ 1 R-  = G/VN_< !3>Z  + ZH"_7RE5SSAE!  ! V J 0 C 3 / : 3 ( QX-; <: Q< V : 8\ ' AF 
M-0;81 9TO3WA9T-<0ZGK,$ :''VVD<' K</C  = FY"QI$YMQ:1  H2,*5_  ! #?<CG)-8\ 
M-*<1''VCOCE,K**0H'a+F<7W,8\_;KD810BI0C;'?T2'SFI450A6.\=\0)1/E 
M3B'4!HR40) ' A S \ * ) =H Z E 80=X V8-<V9 : "K)?T<ZQ'LZT#,0KWR=L?4HL-L)^H 
M4UK0/:  ')O3H_3D5%H;  + 1I6TRR0ZE!  : !>9K'>:H_:3Q$LR-NH3GZCL;XZ.  ’0C 
M9X(L_/NT)L>K3:ZQYS>3CB/(\Y/(DECH-<CL;R.5’?'>S?5H-:C0XGXFZ9<9 
M,- ! 5K+<8-;E38*02L7<C5P3C<S : *-Q !G09T'P,-1LA*MKC*":R8:9(A-DV6S 
MTN#>##(NA</:5=P#8%6;QX$A)RL;Y$4?M/;(YU''?26:2.%I)8L/3X7:\aK(K 

::CHK:f75e5bee540dbc081c36b11a0932e20ba1f7461e5e178e086cbd720f3a54b406033 


354 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


MW2CJ<?9,,C8J\%CKMi:u#WIL!?AG0;&Q?=#:;5Z;a>92M$+6"_G.U&#$D''< 
M;S!O$D_#:XHEOP(_?0I%D*(XF5n=:&Q?6XT'X\85ZH:59T’;!IB+RCIQLST: 
M9;%DT'FA5DN_PNMQQ9a'R%PF:WDF7EE=1L%X():LS\3UU?',4R0'S8?HYFK< 
HC>5<LB>!IG=7(NCU:2"P#-FN=I.9+HC/TUWZ-HK$XTCJC3YDF6P^R%7->3'/ 
HT/DSP%17*O3?#%/'07BF*X$9&ZU<A30i:&NFCLD_\Y-5(CEY9U-B+'*.O3C-T 
M#"'V%6H(R’,\01S/'+%=IDY-4-9&GL804%>^'WH$Z%U-K\'0HR:a$0/4HRLK 
M\2H:$0!:E'J/D6YK*JBG5>"NG+WZ\,Q*,aTL'LQ\NC"8SQ#T9_'U8*a0V**K 
M4EW;60EBSS*aF4-MKL'AA$0*a-HST8T'\KLJ8NHKR>J'A:TJ%B'JNP=:9^EA 
MFMA^S\Q"KOW::#7FN%(;0-<B.O]:LOIQB10$08]K8E.N2E7NAV#'/9;7:FG: 
M1ZAA'YGWU\aOVCBVD0*RW6"8-N4?8-ENa%^",R\A\*/1HWHZV(;0^#:""/0W 
MDMZW;PRVN9(>a,$,9=W9ZFP,7N,WQBPVSB$Z''CJ*,NV;0QKSaUGG;\WC<IM 
M0(BYH  + S8EG5W'_ZN(*6L-?OX07X'A7D/TVMa3  + '';D\''O02N^QMCL:A:<W7YM 
M%?6:<1  : KBSDYIW80<6''Gri3*XL8C  : :N30WUA':(/_R''#?0LFNOIT58:I1P94* 
M#]QAYGYC<W-H<W/S?0/8BS=>#8ZXVV9JLUGCQBX'(G;W'EK86_DP;Ci:(!\Y 
MKYNYG8*6<\0A%Y<0P;GSXHLWJ'F4Z*._;FTWAJRN_JU=Q%%:M(;XD*$$.BO6 
MP:8)a2LR*6QV  : ; / 1 P , E T 3 ] > VW  Y'' 2 5 S Z X L8%'' KV  \ C P ?_  V-H  U U , % ! /YMB\C1  %0 
MC>ENWLL/;S01)KEVC=SN?G^U!RRC=*V%U97>ZL=1QZTGC’RN0+Y\O_$\:I4B 
M'''01T.FPW  = J*\:4;C8TZHE/KUWO]U?5>;?7C  + :#HJB!C''  H<7QC9S$1  ''=  ( ? A 
MT!E8I1?6;H(6=K2[W6AMMUJJ=;Y-(T4C0$VV:'<:JY\_9"C2"GHB5KBWSU92 
Hl)M>:SaZ%$:F5,)5HUR*U1M!=Q!A;.PP:a=/5'%3KD8_AUY9E8Y9NBCUR:06 
M_F . NI7)_80,7;HaR8*<$A;K)W ! N97Q$ 'YEIRI0\S/\]13)7:. KV+CUZ<U9J0 
H:Z\W8(VJ23XH6ZWF:'Y#D,Z%82NC+CC>IS0"7N2:'N8:+ZUIH5JF_.P*$QC? 
MHGWPH/%-*?2B,L]#,"18Za-")VaWYQHK7(3VHE8VU2?SN9H0:HTC0USP6K#- 
M%7$:,SP0Z',=(GKG.$U8RZ_??/X!#O$!<2VJBS/B>OHE+J_+C7W3\J#-_.Aa 
MY:;F_R%LUN<V7[:>E*6='=VX3:W7*D=>U2Ca?Q**PH"USA73E+"\:L/82<"L: 

M 1 <XH6#( ! PV3" ! JV. J ! $NA8Z4*_U(VMKK]PXD<R(<;; [T . K. H85v:lH0*68%] 
ri8$?K#$D%,,V9/8C  : J AA''8*J  CWCCUP.  4EKKIL8%>U\>ECBV<8Y{6R32a6?  ! LK 
M)V>0WK_?^.9S::( : + S G , 5 W Y8_ ' +5 " > ? K ' < . 3 \ 36 ? \ 1 )B ' N ' >G=V; W RM09W 3 ' 

ME<J  ?, J + *%  = B\8+' E9UJCT<$;AX<YDC[;PT*E>V_W3  4V^, F K4X3 V A A7< J A L I J 
M7E"_0GXI+.ZARXIAR+L3;\!6Y/,FZ2U3GS\/(6Y''3G?Q4X=MP13IM:JV1H=M 
M7'K$''MH.H3+*UPV'!ZCM+,Q"U:>*>53HC*AC,8*_8CVL/\C,;52$KN:2,-G" 
MTBB1.ZC*#a_NO*ZXHFK*aOU*.,9(1^"W.06'69'a3*NiaDB>MCD>?=M43W.R 
MI03 : 0*$: GT8>\,8=aj;,H8DK,[;WV35$I**HK' )H3aU=3Ua??JH?0YL/C-0M! 
M;?$MN8;[H=18TYZ'!A=(a_0D!VC==J!HYNaP7Y*%+C40S89Z8(DSDW''V!:_= 
M1U)T\P_:!?(V$FZ34V2BFBE4JP*63 ' L ) 0 C M I K37 / E , Y% C 0 D ) AO=N C 8 C $ , ^ ( 8 
l•l*:IODI\CR!7C9;\8;U1J-)\:CA*Wa;E"33ZG'T3#^UI>,"N;■(D/-5:IBX53#I 
M9IAK5351 72K#PK?1>S_F8E;>_H80,CEIW- ■ KX$I9: ' U" ' C XB80 "+#44-9 XO 2 
M%UJ.8?$'KaC/*52B>Y?"CSUE$,LaG*_0>8-i:!47:R._!$3"U)O=!K21G8PB< 

M0  + r:2NN  ' Z:B  + _"a3?*7%6S? '5Z*YJT  + ?PJ8<,XB-E''7' 1 JY:*/ .W. /_A#)X( 
MCP4**!N'U'_?0CX3S<<*I#>PK;-GAFRI"O7=K9LMF0U3K'')N<1Va21;IO43\ 
MUO%<P2'YaW/T0aZ;!ZW6X1CK_O-XIGWa/)Y%*HW/5#3/Z/E84<5ZaD:4:%''/ 

M*R)  [;PO*S  :a'  RFA  = ;:2$2"%"8  + = 3HY''0X-6EF4P*>VV_L,%X,,  FBI  H + 2S6W"$ 

MG5  = %*5RT  = T-8=. ;H_J  LVM**  = TBD '31I.3  88'=^C#E8H='1R3AWR/;'>\\'HC 
M>"I2/$8+O:,L-:*a*VBGC5V<*K02S3La(7"XGR.H8J3%33!BP>6#W09-DO9P 
Hi:$8XP08X;SFF17<65J )aB8$PXVM. Sa8(X6W>$;739K5T(,8FK>WAC3KZ ' E: 
M0,,:3#?YE_GND';U[N;:PGRE,FV?9.=$O>UIUN3TM:>DUP0:\(388?+1P39H 
H''')T\-RISVa=W#\*a'3X?I. ) VW0#G5HKFG8WB . <HJ DA3/UD . \,#BJH$)%>L$ 
H$Y+C.C0C\69^F.<YF:+(AC.K>:.9-W<;S6:ST63\$/3(1K:3L=UH(GMaOC5# 

M + Va>2R-GIK6UYYa2  3,S7.%RHi:W3  : F76TCa6WD1  ; ) Z M Z H W ; Ra46>6  ) Z 2 9 U Z^  3 
na;Y*?VXT8U3JMG8a<R2FLSX83;WH4X?\)/1SYN0!=+La\a:"9GD#L3+(FH,F 
MBGLWH<L\N/$:?.WL1 0T8 /<58_09>TG " 79N8 F0 ( 8 E_6Z I 5 a 3 . / 2 V \ = / $ " ' 
M>?5DHCZ+*JS-Z8?>8N;Y0;,UW(8>=PO31O3O?*Fa3>;N;N/N_GY''C_R'aATR 
Pia9B)4J79AIP-J0 ' L5YBEC9%7PG>TN>' 3-EK>9\2SU=I#RWM-\ . =;U"a: I0_3 
MZ#ZXG*_KN(5R8Z'5N/TaAU3R7?K,/\O\09"%'R3S8O0N'FYD#'AN9_7MC:R* 
ML8WRV:BX0DZ0X3W(0#6\_W*?'a0"'')DN>)W4='.#=8\83>a!a3H9)C_K$J2Z 
M\ ! 3\X5XRTX-S373N?8DC;X_48F<FL*U#4>*+0BFR*?8H8YTRDFBHK' LWF,YX 
H:8.=\XC7-_K338U:.0FP_=6-8BIGK:PW6B.-=D0U3(#YVZ*8R0?=E!8*<4(3 
M3lIF!'#SO'CO=1O**S);R2?D"O0IN5C92-=-a9a8;=P3+=V:GP#U%)W9=..5 

CCCHK: 94d3a6f 31 2bbc9f f 436df 9c451  22d994db4e3b5dcdb51  768da98edf e9ef C07b51 3 3 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


355 


binaries. uue 


M-$U9:WD#6)K#_SKKSG6:Y7,a,2.'=1VW?*VV?MT4:;93UHCP\ZS."AA265)X 
M7.RWaV<6K<3),N=O2U4V<()75l99T8IK3=,7NM,1LNH5J'''6(XVW8l3-0_U6 
MF<NUNVaL3,S4ZG)0-8; "6Y*aaG=U&3K4"73G^&E7',N'8'VZGMQUV#/]>B;: 
M,;+C8H)Q+O):;U.CWC)7L?.9^QW%aGE*7%/>=+W?-595O*;X)MGa63D?0*K, 
MHL;V3;N)U.I.' M8W # B ( #7Ba8 LB Z N 3 0% E 8 5 " &<3 ] - D V Z 9T8N^ '36YRG,:<L5K 
MVa%0\QX./#2*H),;'?'J,G<20P>BZ7'HQ6Z-A>.a:%54GW:Y'VFMKa.Y8YYF 
MQ#K9J*#M*$;K3C'BZ":*Q76<&H‘')GL6B’:WC(>H3LCXC$K5,P=4'#AHA<A7' 
MG1'1;i:i8%)NYY7BE-Qa.$B>A*9"F:9KNC#+B)8(AJWRD:M:(?$5a<J'2('-3 
MZ"T$C(Z+_>80U]0'DE020:Y/LUQ80,\U5+a.2(W>$Sa/8-)Y<:XUQ?G9H;?M 
M<DUJ'S7O3I_79]8C3V1'I76SIK/<J.Y!IEGYJH40LMHQ8,%-CE484,8,>GF> 
Ma02#MV.20)GPW7)D=>;M3AI!72,H'M8#12*MX09I1!H#)^QV'43317,SA>:F 
MDTA?>;;*N5?#,EK$"JIL>4TP4QEC>AC,H![8FB.8;2YZHT8'L4VR8/HT=!SJ 
M4CSQY%M4VD:\]0SB!^#D=J.D%SW9,3V+9F;T8N*F>):'2$,##FTJT>SVN"VO 
M936Q+1=7]B=Z?ZBZ"J78$+6V1^R%F)GC+':N1tV(;7,\0U+<F=L/$ED3!1LH 
MZFV'K4R*8R!>DGNB!=5VKCHA8?VH'8."KK:LC,K"C73\!IP;*'B;H'\<DP<+ 
M5Q'.R*IS^VDGKF — T_G.+%aY+\JE5:11F89MR_!DRYVM<WH'::#H)NU8B;V/ 
MBaD+/XDl/)SMU5DIW%8)I\=/:XE40Z!9HPAGa#/92QE;Q(QNML>5P6U=;;;= 
MQ(KK%CaN9\D*i:'RC4]Q5aL04=Z9.<>BJFS'"C3A4#"63:8R/V6D#H>;l:GT 
M<UCT'-EPDC:3+%K'<G6Y/ZF.+7-"M);<aMT;R%,=CUG2TWS-4P5?5FIA0_+: 
M9TUN7a$84XPT=U9\:$!\=GY2Y.J=L;QJJW/H'>6YL?4_9HWU\#5><AP48*aa 
M?!/8518CK9RIY9=H+2=>2Z<$B]6\<8Z=''Mi:77:CLZBXWG.Cai<L8":GJZ?) 
M*:jQU5_SE)*M:.S(5FX(3U2HYNIRQ:z(KS<<UWQWCT7GVB*2R81IUN)>39!] 
M/C<V.G:L]0FA?US1^_1+?8*)F[C-*/)YY!3*=Xa\''<>6G5HQPCAFC3MaYH<N 
HJaH  = VTQ<J[TW7V"<V*D/6VVaL:aU/ 3291 'BXYO' CGI  ?/*C73P9<:9%S?.W  + V 
MR=3L"Z0>58SRE!%F>H%0HH8C'B*UF??=-_;)DW^#j3$CCEXP!a:KF<8'a>HA 
M>*!(?/Y#T0Z77J8C3DTDPMKJD=6!%#'7U34^IG_9<_$.<X:W*:V\<2SZ'W#N 
MLV1CR,QUC.RHW*V85Y'1,)3=YPFIU<%Z>ZTW3N$.'DY=I563WA+PZRR)XEI3 
M.?",XCD%/_0HZ_$L-_.K37+%3O>08’QX?3A83Z+5#8_!5':0_%U)8NS!!346 
M''\#YCR'C<9#(^6=I5T3!!KZ/!/KA:G6P%5$E'3CT(4V\E0CJ%,J'\>I<I5K6 
M1-95KHWQ9641POY8FD:jA_0\;2AYU5:614)XN3W>S3A*)/ND6V->:H"9D'5" 
M2N0X)52JB6(R?IN'AZW\6H*=!A(YW8T'A3L)<H1"Kn-19TP26ML=QZ$U/18N 
MX17!UZXP<ABO1*OKC<8J'R0HO$%=VN-_Q'9!S'BY-E'W2H<LFR>-D390f1=D\ 

M3-  = = X0R|:a%$X;98;DA:QUE;1U.JPG4LNE_$ZT15NY5%;'249EP%  + TIOIHN)T 
MaO+*0%F3R"*<a[)LR'DEC3Q4GDO/52KY,/8+SII?)JN:SNZHR%IV3RFVPUDX< 
M3Q,C"L3ai9j'a8!. KW975B*8,E%, . Z 9#^G 3 <0 ; Z ? G U 2 Y7a0 . >-Q0GTT#>H 4 " 
M=8(+QI65F%[<:AS/)#8C0"LaV>9DBR_CT9'CI3>*S?EDFLF08)G8Y8Das91\ 
MKT0SW,C"7UY-I-H/8?:PGEV34_HD7A8-9_K#WUXai^D*5GMH2_#/7KC"!9V5 
HY0''OGH21-D''a#O/RBB*6aEJRYC/''29#NVN-#UJSG8B$Z3LS%.E21KO6Y"-,Z 
MIX9NK/<%>933A3RG*'54A8#FX<6C03-C$6"(-=T8;'-W;'PR\HBVD;TZV>'B 
M3'UA3/8>L80LL,O#;)T36OS_! Ka8=ACK3 !_*3NO09X;GAH+-EA=:I?-VTVNK 
M:Y9"U  + UK*,FL:;PU  + LZ\6JLIFGK.!$>\SBR2aRSIPE3$A8$;?i:(Z>)\;38?; 
MT?S-.JL75U7a'0a.K+AT_L46G/H8,IH;</+IS[>:AZUFWLH/R#4T_GYSN._G 
MX5#BMJRJNG=PD$.S37P39WX)LL*:''UHH!lc:340.<8;0VLN'$NMT+++8-I7= 
MG5LCNW?VL'Z>VVY\J='XTNT;-3)MAA10P_*_/=aF3YGNW13'CT,C'='30!=L 
M8F3GE384V58KT0*P5Z=76:n=PWn8WU18G$KTI(aPC\aT2UDaBLX=FM.CO+5_ 
HEVYZL$TOIX;_>%VC-H*>Z*L\I?OC'/#08(?#M'$3PDV*/JVPIW>;B(^TFaV. 
H^8'(!'/9*;A2\6aKY3::\'\6EC9WP%"SUL08(CX%G?W3F:?>NZ3L4Z".A5;, 
MC.C^VJK;H'BN;0)K4LX464L'YI34CA;(<PDXGGXZR36!=W>T7+;,RR7C;185 
MDU^0NE38>95G6ES3$(U9L3?E"KH_K#68jJ+a?$M)KDC2aC+P4*.P;7,:'S,G 
M=<' R( "a*P56*YaG4NCaa_' (491::A80+1?M:Na!R153'(8P(4U4_;COUU34S 
MS139BaSW5RR1<8'3*.  !\T  = 98WMWA=FF,S3$5GW\'XJT  + 2a>?6:/H'  'D>3\U4 
MS5M<)74!F8"1>7AZ=!''5E$'U7'a$<!''34BJC>\PL99U*l^$<*%*X3G79"2:6 
MUKaL:!O7  = 8Z  = KP,_7'ONFX6.,S(CGO_8YOT"T0/:>''-SS-aH6*aF:CAW%"H>^ 
M>>3^al4^>a8?0H<9aV*S6D:DL/XN\\P\N'G>I,''XXCN-V,:2!PHKB0EaR-)D 
MM6"N#83R0a)#?<!Y'F>3VT2C(AY0+>:1<'P08,E;VZ<I_)R\S27G><$3WV8J 
HJC\K3G''ZB!D31ZS3B_XRW<*'=T*2UA_a\L5N\3H11GKA0:CTI6/A;L(J_<L 
M(\('.Z\+BW"!-8E0'J3%**\R8JUJ3JNBa''ZA"RP8VL)DK>W=W[S%%L'D0VXF 
MaTK4FK7EW0>T8K3$\L430V\AaCN3HC_C*HJ:1"VF%A<4*U9NW"*4I7/G:W2O 

CCCHK:0cbe8022c34f66a1b17ce34ca53634384726b0eb6fcaa26746c4fba44a9b51 44833 


356 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


binaries. uue 


MWQ)%8LLP18*H>a]9M*W6<5LHRF/!;LQ\Z\XFIL,B(MN8#X(V.\J)I.N?NIN= 

MH$1R)F2D;Q;3%AR+5C(J_W#$&_55=P#M+5BJ-LJK%K5)P8!LHPaP,R!#5A$> 

H,  )HTQ*W2FSQB>_T-5 JEIB_\"S0 ' .C%/7SU.KL_0.G:^\I_54X?4-FR:o<71% 
M?#X'&?GQR.J: %OXT J C \-+4 ( - C H 4 Y E *_0 W , ( J 1 M-Z ? E9 5 / C = W I &+Q##+Z M WQE 
M.<I*YO4:U0»4E1 2<D"=/&H+)QFKK( P^:GDF#_?N;&iaB_%GZ)564$/UYFY9 
M%DA67$0FO7^B5RIZ_]S3AX)32\XC1SS/:4A=!%K21-D3/:/!?40laS:$a'E] 
H5*TLYC-*?>13Q0K/\+Fa4H\Z'+ZQ;\1K'DY+*i:C69JUHD='G80?'_$60_;6Z 
M5LSUN<9CE>-;BT9:G1"6,^:!Z/"TF3EWEE9IV72B"$/DXM)S8SP"K?Y!?<L( 
H0TaB''SZC:>.<\>'8J#UCCN2OY$'!A'')UT?&Y  = GC?8EV<T+)(''YIE),*?Q'N< 
MUaJ0$HD\;6P?($_;89:(LP'\Z0!?''#a  + A:N;:i:u(:UP1'%"R.&P<\MAYE3/. 
M8:$1#MP9S7/a<0>-FC<.V?\[S! F % # U M# 08 ? D6 3 *N MG>+>6 \ + DOR C # 7 / $ J = C 0 
MITWFU8F5Z,0Xa! TU * D 5 H ; +5 A_H $ / 3B*NQa6 C = 3 86 C 5 Y F 6 ; H 1 4 ; 596 ! %RKS/8 
M*DG9N(8_JH#-,8P9U8IOH5OXJ6U.^0\a'X+DE_??;!05C04H\C(;U;7,/,;- 
M:<SZN?=8-0^:3JO2-8<:3,:;Ari85;3?(WCO,13EB>H\5C. F.USHZOXC / YG60 
M)?GM9X)N''$6%WFFK!EEW;D./#:PRS'_(GM#G9S:VKJ_S?3>NKV\T<*E3K<J7 

MWVLT7FK<R?>+_;%9KW 'M1;#F/(UT"7N.?+''!SC4Z_2:P$X 9A3E/!AD3$#9 

HC6W\EV79=GVC#A !+;+4JaU8 ■MC*L5#8;9KZ;;Z1U886,BaPQ8D.,9lKKSAZ- 
M\*8;F\66a8C'Q?;(X,T;C$FB?5C+S!C'8^7CP9a5\8:6H7?HO*$.=5>8:.?[ 

MT$;9*QK8''OF35D[-YL-6WL+3-_D "n/(CMH<%1/4LT*D%II\KY34>,V7BW+ 

Ma8AFSNV'K6CZ%^KZWO9MJ<H"+I>S0:O%3)9F8RF*QaQ:!\T6JACB8O/,,C0Z 
MG3-TQ5J:3Z3+1!CX:DVJZ$HDU''DQ,C1/+Ma*'SIPX3)Z'LT"FU/3VR#EVJ2( 
M>.4R-H%5Z<J^(7EGID  + ''T2OPR:1ULD''G:>B0'P26:K,%XTaY  = 0472Y:_'#"U 
MNaR9 ■ 0ABaKA3 .(##!E;J/')$:8aT\ ! > / D 6 P C M VB8 5 C 06H+ A4> S=B3 I Z ; F0I* 
M''6a=W3JH2NZ*UW3E'1CC>M'W93;333XPH04^_9_NM,9E<A5GDCW*;V89ia,3 
MF>NaVW80GZ(HDa\HW%[,O2<Y0-2+O=Y*+*$>E753:K96$=#H=I/55*^!7A'3 
M/<%-'IXWHG*L'N'$A'43+HA$'OTR<::6'V03X^SEH8NFD+?=Z?9Z177<A',. 

M4F8  ■ SFF0,azX+)B8KV?CG-7-W(HPJ  ?<C<5%  = E3<$F0FJG''O  + 8' AK">1 HI5ZP 
M1ZFE''B2J3OH=CUL8H_"%E1=6KH:,I,0.:3N:BGC(<\09\RRM9_K6P'S3>FZ* 

M3H2a ! U9>a' A*S"a*_1 2 ' /P=<,08/4R*NLW;4"+. Y;3$VS*9 .08CL<X_Z'1A6 
M5WB#3D>49a' ?6DZ2GNR\- ! =BRa;D"K?*KEUaCJ8P+%';"VPTX8%*«\)X%2KM 
M01 #WNE$FGLP;R0. PJKA=f1H>83\+X5\>/0VC#C94S)AaFKY38AC5>-_?+/+"a 
M+F9$)^EUY>l2a='3FLH#YB=8ZOE66%M34!O8HH).?X'0$"-P'70.a93Ua91! 

M'W4*C$  = 8R#Sa<'/  = C3-!U$/6!C?<1.9T  = CL=!  SB;  U \ N Z [;>2  ) A>  V / L E C BE  =83 
HW3CN#T?RAHi:ZHI  + aC6P#C  + $ZS/L>*\\9M-26  ■Na:!B#-589G.HCXZCI;LH:S 
MW3>E:M\<WG5_I-X<M*S!I^OEX4aR3a5U\3MY+P962SH2VC;'=6Ei:$3.aSVLD 
H4./Z/4<18EI;_2a.FLHHZLJXE/A4E54X*TF'^L/LC8')B,P/V(=0J)6C*M9Z 
MASJMDPa8RL7B<4*K2)6Y5VF?-6KGC)P7J(\HZ*YXH5C7>0;:LZaB/*F\A8#L 
M+9;X>S3+a;*aUJP;:_2=*R_XBA'8S-6J*LHNa='*.M\\DPI/R#\6BY3?"4>A 
H9*X5/ZU91=3_"Z3"K8N5-07OL,S-,\ ! C 9= : G H LBKZ 8Z+G A ? ' P; D . K# S+>< ' : 
HZA8/BICZ9C56'V0;ZG=ZZ;HJ).)=9.aj-H>GL8CaE'+#W*-'L2=15'>3D$:J 
MWXOC-582#6W6:*8lNNJ=2aZJ9B.HPNH9KHK*ZJWZaF7<R83/Z(B.O,$)K$0> 

MK8aLXSR  ' !'=''''Fa4:G3*03J''/8L$)_  = KGL;2ZS53!20AY-AR5F7C2/5aaL\\ 
M:22F''Z"a6:7C.PS8BDU0*N' 6A8T48\N3U . SC ' H=#*a6K7<W0X6U8L; J AC0E4 
H1XJ  ■8:V39ZF"  ! ; 9 H*T$  Y'' AW-Z  + 9^  HG  X>8*N**^  N4  H89  J R<- W ES'' / 1 =H7  ( B " P 
M3X33UAZ-*+PR$*\-1' L"888CX08;L)<5R+=8V\Z+CP1 OE<aiH ! D«F93<\CE; 

MTS70 ! ' D23V/L>ZTYZ_M  + VHP4?83WTE3N J_ZNa^O, FG7:C(UP57'3U;K3I-,5 
M_.<aW,3*$J*DZ$4/-4S\9G*EB6N;,ZN)XUH3CY?N$#4X02YRH8Sa3J,LD3U'' 

Ha'  LWT6ZS/8J33Z2D,324I"LV_"/  .2ZA9GA  — 1 2 Pa$>''8  J 5 07 ' 4968Z  " G- F " L 
MKITE1I8A'<\8O3:M.ER9U.?"HD895SVR30#?a/'*!B.+K58:W:PalZP;)=EH 
H!-B*N?RT"V'D!8.DTWE2E5'?HYW;6:ZO3Z:-:6:[:O4>WP0PS6ZZa=aAaKZB_ 
MR;8XJM'6Z'1$F\Z+.JEJ\P(CHN=;!/H33X/"Z:_VLU:/CV85A=VDHH+C0"V! 
HN$F0GVZKVT48#?5_M\HA?EL/E(;;K,a8  = Z<9V>ZCXFP69) D ' HYGI1 KWAB'  N* 
M=J''a9X"K)SW?0IMSU'I\=86C)JZVY,3*C/P7W$\D<0"T0R.WP*\/*_BHZW6N 
HF).U1;VNa3H-9YA6EX",B/MB"ASZ  + JJJ_D(70$#''*2lDZ(V''H2'=ZP5HN.+B 
M"1"K:!GP'W,!DVaBMDK1OK$\-K.0BV(86(!'Fa!'a62+09''B"CO22V!52H:5 
HCJ4%A\UG?"U.DNDD7F6,"F!7'K!I)5GNK2"3;' 4Z_8W1 O0ABGUN4?aL3\SlC 
M3$"9Z'N3E9AY<a#a2/'  / H 1 $ S Z 3 X I LH<  VZO$  ; 7 P*  F 3 E = 6 5 I ( < F DH6  / ) X P W 
H>.0ZA3WCK;)>J5BBR"ia5IT73/R+PS2ZC3a/UP$''T6C-_Z;iaLL;\$.3#=6G 
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MON :\2WG+;6!.C&:E-%_a\9=9,<V,WBD=Q0 ! P ) - ] 0 : 1 4 PM<& S 4 'C-3WS_%$K 
M'_ZTQ1PWY=BEBGA9'\H0KAP95YE0XD^8,^U\m:y#/=1::UJM!PR*L98^%%E9 
MEI05Y/E,>G[9UVEGNM#.R?'':?:.>;6QOT!\PWNJWR>8JWZY(A$+N.1N?02:O 
H;MYJ0C\TS\F[SlLM<H/WN'XHK5PYXDN:<\Ui:u=3(/$(N,J[3:C;YW[T_V-=3 
MR)]NDV,:'.Z+#=IV\D"::'E6+HB'?4FF:T."!MMa$a9WV5W<IH71'X3PF=G: 
M0-22=IXYOLJPU=R81WJ=G%*Q-7O'C0)5MV5U]Z"U=P'5R"%=9QJ!F_R0:bS; 
MZ*''S#PVL*A2DR3#+NVTJ.C0X+]\'FY0K5 — IC6'4Y*B'4<;9Y.C]341G=n:l 
MY87*':a>AJ-UT*T03AJJ5C9V63/=8D5T')U3H%aO'=D9!A8G.G8/S/0FHS(% 
M6J48U'1K:NX*JT\AJOMCHN7Y4>-9].a08IB;6EAK86$1I+-"/X+K#,W=84NC 
M2K8?'L<*!3>Z9[\PNW!Q86VM8>H'2B:":<:-%A17'JTQEVa(?:9X3NY>2H?= 
M:*Q;%AG=67#SEJ!W7)G3,MU8-7Z_A<*X4ER(CCJ4WP<'',**,W9WY'P7J-:+ 
M#)$Q\''R;B/+B#L^,!#EC0MKS$#$3Y:_9$;Z:a'*FSV^*-JH!1<QO+%D:VBZK 
M7_DC9LHaY_B6K;/)?I#6"07VM  + 1TF>i::?J'=N?2:FZ];GEDX''a:*,:*H8;3H 
M78LX_YKZaP$C!GYAIXNE*Q"X>Y6#_,:KT)3$:::i_,*BK/)9H:jaP<9G/<V0 
MZRPN*9.,U48?U3:G%)72##D'C2-SZF#WSDWHNUY<$A(7S0AN/4/:/C_B."I8 
MAKM,3USZ'WA:*/8S9LR-F:#V%T:JA5+=w:Ti:0NACAaM"H6)=Z9W:1[RXR/. 
MH:7YU0C1;'E:LQZ][>  = 0H93i:^0*N#O1'+  + WBKLC'0-7V.SO")a3C4;A8NV*  = 
MDW*6X\S%PI*T?P=\_BRU2W-NBN?.$F,;\SQ>UYQ[SHX=VZ<QJB;SNUE]BSE= 
M6I:sZ^M::h^:?'JGZCKG6WIW8VAIU#V'2K5ZGI$C10:S<K4MM2'!4R)VXFX\4 
M?Z,W*N!  C*R2>VP  = aL2B%U:91  .HC:N  = <X5  + S%/29  + $!FDRF:B8  + B7L75Z5I_R 
MD5'!QEK<92'I>:FD;!4"VC(>D?'=K+^\_K+$_=AGSR23*RCUV1G''.Y3\NY$Y 
MFU./75P0:8!V0?0,;34V41<>],8+DIB"CB1UZ:><UU8OC32K;S'?a*H%V8!Z 
H!M6$<8?RM/QY1  ' =8  0 W # ; S 3 Q " _98Q  E ! ++ : IQW3Q#_3?>Y0/VXMC'C79F)'',$  + 
M.a^OB,?P-*U.GN0F"FJPl.T\J..:JU'3'\\(V6QQ35N'3N3+_30=9+CS>ZE% 
M8G!_\P4#%'_/:2ZE1CAFA0LC#2;+,$'_]H;P)h:xC,TJ.B'QX:/:SF/:)K(F 
MF$8.(J1KSS7VC$9-CIQ,\TCP_E.KR"BQCC/:2DS/Y#9,]19H+C<W6S(C:1?> 

MDGB^JVJ.  '<>%E01)8BAY5! LW8Z \ W80M C I *308Q0 N D<U<GQ / 3 ( >7 . V LS 8R9%_ 
M-">:)''+3RaVSVCRV%R-CU2K1<D!>467HB\)Y'C63'#NNFYD'21VYF6-$633J 
M$<=BA1=E885Z?\'3'L'+8"0BG,X-9/\SUZ(3HSFR$;aQ$JE-QV36\9N*S:PB 
M'YPH'ZB8''(228Q0,G$9U,)V!61/Q$U<5$T#_(*9G60R"_FB;*4<T.,HC?P=L 
M3P4Y=)/8438,$F7RU#7VR3'_B*,+$WSF!%:30SY[-!Y7-M;EB\K\6$>UX#%% 
MK"\4L%H'_CBW86$YRLYB%<),HEU%G:14<LSK'XW0IL**$CZ:RC4!P?\)!!N6 
M"D_\=3ASR>JN)B:$aEZ06:Z\A-ZPUPU433"l2TYVK3_,aF),2V7.'#7$7W:N 
M3T#=P:*/5/';'W03J?V7C5=)':N2-1UC38D>O3:X*Y$TCH.CF=-P[a*5H6/O 
MH>S("8>D;R#:Y88v:3HRV:";15C7P!=%0W*=/'Ca$\YUW)GT"7WW>K5O*B''O 
M3VO3C5IN=0VEAA'K/#%*QNNKU!?KLLI>+R0OIY(X*V'".CF57HQ;A3:aQK5// 
MJ:I%/FE-$''$"R4J76$==P_1;O8Z.OV,/*<*HH4)a\-%+9'>0'R'2BO7AZP' 
M$_788H,U65\9%1 "M+XE%3P: H ' 0aO D8H7+ ( >H ! PB_ ' 3$ ' S G8 F C C C : 3>K3 ; 1ST 
M,F,Y/7V)l8C"3)2XT*;'<?>JC7<a?N'#Ha562LP5/:K=Y9B<13'?J>!;31*Z 
H(0 ' ?)N^S?; F*PV\56CHA+-I_SI-2C0>a803a"_09''X8FFC6 ' >3-+8;6#,B0J 
M![;jZ(INL;H!4V+Ha8"40+48)C=/*#_4V7CNa8UKAD:G<';D/*'URA!NXA,?1 
H76CS4: \ % *+ : G , >989B L F>  ) ) 9aH F 0> ' >N> Y9 C \ # 1 / Na7- 1 * 5 H ! 2 ) 0 . H N " + . 2 U 
MDR.W/8F:2ST3aC3\0HY0+%YEKS>,.UK3SLULS;PST"7L-nLaC;"'GRWa'9Z? 
H!9$L8Z00.3H0A67#.  3G  ( " N Y$5T3I  R-  = *1  a$  J 0L1  :a8M''BJ#/5^,a:34X-'/# 
H%3:+\($ZS"+R>HPS"!N*=a2_%G>C$/>2B*TA2JHV1W$$R3aB>ZF/6%8/41'. 
H*!C0#C816"#'<)#GVY==A/NE+A$"6>4ND3U?R_,LZ4KVK(PZ6H\G,ja/.MUN 
H;RAW[:_<DJL#KJ1DS_UFC034!-;''PJ:SHOM''1*.UICJ3PW  + TI3Da06-9G5.3C 
Ma9^I8B1Z/Z$J;WCA0<R,$0>Z_X!7'C3GHZV"-C423L6P+E'2869_3+/7RC4_ 

M.  \+)*E0  + 8''LJa%7/UHG#D6''/*_  = -Z  — 4 C % C %3  V ; / / U6  \ 6aKR  2<K0  UU4 . 3 0 1 0 
MEEHYVCN'':L!W6K!Y9(;7aHP7''S213JBBSJ.R<A''3I'R'XG8%K3)G3I<\K4)? 
M$%H3aWXND?V35>8\+-2GG+'CNMYCa-=GU0?7UG*S_!97ZC9ZS"R<?H/3R=*7 
M*,R3G)8'N;:=?:N1"4H3ZA<_+aE'.53C1LO3I<3330''E#6\TYL#X%A$XLBC! 
HM3374/KCLK)6GN*W*UYA^6U)Na6-1PD"N*+VKFaPaGJ5:NDJU9/G8*''LZ6: 
HKa0MSa7LED7''Y!1_XB*GB148H6HXZL<383LNFZO6*F?KaAFJPI3!G-X=G-?K 
HDIT\**NZ3$  + E.CG30#D  = B.  F 0 ) 0 V \ \ ) > 3 C \ 3TBZ , L C MM Y / " KB* D . P20ia5V . 0 
MCaL_H75D.$GKU+"6-84VDV\$3E1N5:'FRIJZMDK?%7X0T%"E-75'HP0L(=I$ 
M%44:*,H8YK6XP_011%S;aN"SUFDZ'4Y='CMXW! / . - ) 0 1 $ D , K C 8#>7  = # . 9 ' > 5 
M>JB69<3:8PG7)//H<H(?a)L'CD9U,!H=;2?=JZRGVG%ZK+7?=8*KUGC5R+FT 
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MCE7K3896\AI7YZ(:UL:8'\E'Z#J0B"5JE>0($.r'9/+D?*Wa:C>.F,'a]YM' 
M$4+$VVM.$0(9WA&TASVNUWHEK'6C?6,Y.,I#:34+a^/TR3AAA2\=,4K1:]-J 
M;1:b%BG.ETZF9I";G!W0E9M?2GR'.  C , C NU  = M D USKKO  + G *6  , # ? l:  3 G 5 BOOQ  F $ , 
MEJYWLII8COX!3S2*?47SY6SF"5''U;\!/)HH6Q=90;C1;"60K6W0_MNWR&0G' 
HY5=\_aG1>=12UO:0$1(E0(>=#\/J=I;/)32ZV,:2R/>CR!KYL+,\G2!**A:H 
MSS%3'E?488G6:KH*;#^'BC<J34RE)a"W_16C4>ja_G(]3>U51WX3-G3CH09S 
MZR<&UDNB(UHW*S7X2_)]5!,=J-<;:.8AZX37D8,4:8;CC^':9'XMZ%5J?F]2 
M]NB:*C"LUF1/NTQ+aD<[S81F0-N9*%TZ7'FC\'?X6''%(_"P_#:C78H5_K!M# 
M*3P:(<0,5_5_:c*Q^PPE7P;?F>>5*a+:WJRPS^!GX2#BJ/D9_JP*UF:.'(NH 
M%O4$Y4!.Z<1(=DS.NTGA)_D<;RZ^H=A39%'-5>MC::1YCE5aHY'601"CJ<V9 
M</0L,?)0W$..66_N[.X?V%aRJH3LC]TQ_J8);NTTP),;%G'DH9DZ:'!(86'H 
nWOV<,SJESI/$.V;!=5A3:26.#Q>*(%T+*\WDPN*\!JC'T>40>GNS)=DYX5!H 
H;#G'=4]QB3"-7R*M06-,%<;V#UXOZJ'AA8,9#Q+;.K59$!VDF!<L.%8W.BV? 
MS-N(%Z?.NHa)L6091Z*7+G)(2"OH1"/Y2*+*(>+0G8$:CEa_S4=4TJ-;PW=G 
M1R*IALC<<ZB0P%'>V=':'ZJ%:GSCCM3).#62aE1KS::LV$O-C#B'>A.A9,E0 
MGZ)O  + 3U_DT6,-'K\]4UFLDCT^'N1"V*CQ[:  = .H  = *''R"C8O9U;:VO00?.H12._ 
M-Z>8K7N;$G8%  = 8(_<  + = aN9W.#''YK0'9A'1]!_,NX/XOX:_5ai:\CNFJUD$RUR 
M3%QJ,0U-0,'%UIT=R6I=X#)E7!"8T_0=5i:ajE+HIYEG1<$'C_$MKWC"1QaN\ 
M6ZXCDKMPOP$A'\0/"_6FFPV^#OA+/C-)K''/C,XTC:*\7Aa:"H.*G/+=KV1KD 
nG<P=YW=?K?>W^E0U=*L''R(>HE?-1G#N_+W)!LQ*CE$$aEAD:j:=,4UVS$.8J 
M8<PTZ.Y1,'\9T3.2Z7:?551F6/WG;KV8G'QF=<,KE.SS#\/6F8G=UUQ;6*A$ 

MP0+AW75 ' YAM9>'YSJ\\15EE:.#J027[\#S": L==X ? 0 U Y C QZ - / . I%_V ! X:8>K 
M?Y1MD6VNZWS!%V3D>XTUQ-2=)>D5JQ]410\'::U:OU_4K4$LC;S3'  :R  = #Z)0 
MYH8'FPU8H!98I5"KH!2YZOANW5JTB.?!'OV+AO/29PCR>PV6QT%JMZH8F'KK 
M8-4 '=58'D8ST'S1<L:G:H! ?>0 ■ZQ,>I/#:F."$<5-';V(>B+'9KP?GXaH45> 
MST?9%K]G8_'Y05:"\X:RJCC'U(>IJ\HV' ' ^ R V> I > ? 0# ; \ 'EF!EANDW.(''*;5 
H/7)8R4$B: ■ ' C+Q6.3JH=V:;*0D<^VZ'3NE;1/;VJM3-$I4,CI9YJP-!^<NP- 
MQ_HJ?H/EE3M$-<8)QEU(7+XVR-riX^HJVJ9Y — 0C;UI_QN#\UKS,+ZH8M\(#< 

H;6RTL)=3UI ' 9U_M I L_ ' # Y5 Z #a>9 J * C 9 F P% B9H ( X H8_9G I X $* ATX C 8 EB, N D H G 
HNAP0=8CT#a>JCR.Caj-\4>JJ*A'4T(>LDW$%:5F8QG:c:VHC?NZUD>Q,HWK2 
M8*K?1XaH(1H?*BNBQCBG'NS!WHX;>ZQ:9#1VP#9920LJQ\6Y(D5-;-0;=V\; 
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ri9;  3 ' K9VZ*6KUI  !QUB5Bi;O2:ZaNK)1D[<Z<:)9.4Qia3%WYK40/8U7\RLZ838 
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MWFO<V6L5T0ZN'5W=:=S<W-S<A>;',"HRT\a3FR"'Y?U+:VL[K2(2XJN&_QKK 

M0B\LWMH9[DN%(GJ6V?;NCE5?YPJ($B5!QM2>9+G93#M1Z>#:N*TC-ZW*C<*2 
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M)L<S)D?TU=>+'$61KZ;J!O/3AB,+\%7WFW<V507;OnBXP+&%OP55YGTS36XL 

MZR]P]AU?8XHCW,/:.SN\GRQ'D0" UF.[K24L'YaP4KAW*2S_B8^76CMW)/B 
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M$G:39a3)_=S31=SA(:3>N-P+U.ZKHI$HZHFB?ODl3;S!91VA98l3483E5)03 
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MCHB.XE?J<5L*-/<UVZP>ZX:*Y8PK3BG/>,I8'J8H!K"N+498E3=,5#%%A9NN 
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M\*K5-K8U)V#/AUI[PaF$J*.5:C8,?K-'*a-;0EX>#,aDLP1VBa=CaB$TJHaa 
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H.7=4/#9%(3%:%^Q8TMW'9aZ*DH$9HZHXHCDU*H274K'*?<CM7H'J5>*5G57K 
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HC+IOD;YD9'>LP6744SC6C_'U0T'7Y)HH,'#5*7DCDIVOM2O$DD;NG*FEHK98 
H9N>Z>'+3X8,D6-*A'R;1AT+W1\X.ABD2;FD\:\Q/D+538":)7U=DAZ:i?9>\ 
MGHB/,-!:$6%2Z_<'O/*=YQ%J<4H3'.5Y4V,DZI>0A='46*>\%5F%a6R%CGH= 
MM(8]HJV''"9D'aDYR/U=N-7_N:A1=,Y(E++HF1<5F:D5P+#0K8YS7RWB>H87J 
M"<B_XF0+'3''I6-F4ZB(Y6a5;1I0X'a4C>'Va/L5C1C)CJ*J7S!I7430V342A 
M'0?ER#A?+3)::5-EW:C)DLX8QM'Y/7Y*/=LG',D:FM3LH8KZ84\4.NH0<VS8 
M*:VGBTa9?0M>UV/,L>);3H^-D4YJ_'%2=ZM9H0A%IX=_8HKGa$KR$$;<WU?L 
MI3HZV-VYLWNP1U;C8Z'\A089aATH6?)0R)J8BT"V^)YZ'A,CSB:=0+ECH)FI 
M9(T+#+/34JN>?a.K%2:K\075%6CM*7C!YW"C;3V"8JU8?VS/:W(G6_"?GA'+ 
M7K0UD<='Oa5L;IYSVZ)0#G.;X_KSL::"1X;BD$UHKN,W>:%B(<"/."$02-#L 
MPD5E#/,9';C=G8$9P'MI8'L.V\PW(24.#K053;C$8_Z8Q-*G#_)C'(5?l:x+ 
M*Q0[$G=U_T0YUI18W//:p\ )2/S(A,:AEAPS35SE5DCR ! 0+BXB+AK5N4\?:X< 
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m:4KI,Z*^53,V4AZ,=7B/Q:*0-5F9VUC33>U:FU?':zyyb(8HJ*JJ/816=6"9 
MT76-A(N%«7:'XJ]UJ20SYIU88FO!OCUJOK+5K3MLK;%''ZUa3+.0U;''NZ1KO5 
M?_ ' D ! IH  + 1 D#:>,3WQSD0X<C3  + + H29<8R8UYS  ' 27'$#Z:_X9DRGFYTP)>X.=T 
M];Va646N_4#4Q9  !5P5'PaED;,E;,SW9;<*-N‘'UFE;C5NPCZL%.''',D;  + <2C- 
H8!0>.K<2L-Z)QAY/(':BJ(HZCC2ZC.P';,N?4%?%W6aL,Y>J-$'.6JC(_"6_ 

MTU7/RN7C1 ZPM4HW<8 .B\P?L5:XYS38\H_j2HQ:a07,F ' N C \ C M H ) F 9BU D R= F K 
Ha)D,WW!'S\\9^\')'HZD*Y*G5)?WH38^TCA3I'8C5DI7C' =<a6H . H W9B48 E B 
M38!1_KK:vD>,*:*,^\8'=  = W,C$1',-<23V9:;KVSPVR;?1''TNH$X:R74*8UVR 
M,2\:H\a3I+\;$5;Ua!RP[+9X6\KGTGC/['UC3!Z<'ZE66/1:/X15'VY!'>D5 
M/XWZ\,+<FIT'M:R>UGEF!YH=/*WL<;*F.:u.F0F::FC"$4N%aFH07L:_$]'Y 
M6U6a0'F-!:8YH7T8C4>Z_02j:,LPKSE7,UZ8AH-;Ca5Hl2X1?LE%H_E>n0UP 
MO'  $JH)  :Paa0HC,6MHa?:DX':3KS3YB5K!%<C"'N6ia8B06*;:N1Sa)"(!B  = 
MSPaaSG+U''ESA9'$6M!%6CV?$:N;YF;M%Y'8^/_-C83T0OC'‘\5GES-:<$O;* 
H#'N?9:7*CC1_;:*JR2:Z$HHR(_F4'3\+/KUHM+VNIVM$4)>8LNB'.HDR%aUX 
HRH%1*T+M,\F:6T0:jSBZ^F3$8Z<G:a74(\6_Y$K80*aK0H33"E\S_*E$F_F- 
H7T4H/Z<GZ''8DCCPYC_aUC('CL?<C1Y$)YN1RI;L9_M8L0P-PR(29*\_-.2>N 
M55AP.G;U!EE9,GG$''W78$a./'0KB:2=.P0MS$YL'C+/ER+9W1U8DH9YCPL"5 
M+#FUU_E>/:HBD(*a.\E.+/0VY=W4X%7(W,$>H7DZA8V>FL24C7!:'a+=W;aV 
M+MGG?MWBCKZB/-An3ROVa-‘'<8:XJJ'V0M\1O+A8V(+.HT8::v?'=H2NH\T!H 
M#0A"H(WJ;J)LR*9:PR5:60FC73#,a2)Y1#/2;':GY%ZAGaC1'GJ2aZia81L; 
MaRULZ"GCV<aCHUF3VB>/%09S'/J*>,HZ83.:T(.N*aiD'05''U?4UV0-=KD9: 
MJA6U7_$0\HY4''D*(%B;L5V<?-7?8+05'C8,#S2T*1V18*AL*1TMK.TUKFX8C 
MLD00CR0NS4=%-14Z'KN"K2JR.5E='M8IVYP7*KB;':P%U=;!SAIS7-3>9"NN 
HTHA:Ca*L7/RNP99C . C *_<T LC R_9 ; K8  : 4 V C # ? 00 C $ S BZ J -6a J :R%^%*:HCC1V 
M = V04P'  :C)5%1/S*'  ' % 0 ! 0* ' W_ J / , L7#9 S F / HH Z G6 X-6M_n ; + Z 5 : Z 1 :0%CW'T 
HTCX9G\<2#W-3RZ/>5 ' HNaOAU ! T$8 ; ; X# S 0>4 VT ) H5 U A \ B# 89H0 E . 1 FZ-UG+W 
M8B]  + 9G:0*>.aKO8BG4''G:_OI(  ' M4 \<*78*  U 1 -LL?<  / Y N 5 E ; _ L#8  A ; , 4H  / E>B 
M'6RE\7G. JC3#-AWUHGAG-A+G.CK;%aLR"U*KS1#H_8A-8!055C76JC8A(i:L 
MZZa==TZSNV766A4UY9X,: 'IHN3N\aC('$:U5\K#I\aHC/ENa*PY'"'HH%\G1 
H0#:7,M8:l9HWH555Z3MJZ1B_F?;:7,W)E>KR55MCG.V_2;:!'K'S!HCFA)#K 
H82NNVTJ7=3 !73G,4=%HS5H*A::F+0U:ajVFH::4#10'D":>8:<#*-:\*Z8\W 
M = /9%8=!7’3FH(YZY'UL;-Y' 8<8WC0AER%<81  X + P/_/R:9<Y8B\Y1Aa'P59L_ 

M(B/"2T69 ! M$>_' 2 :HZ05(aF,a2HR2TZD:4WX#4!AI>\T):X'':_'YU-G2%4I' 
M'!0RL*9C'\L!LU8:AUD57VI/(:M?,D)2T\OJ$C75BMaAVYV(+TH>/OaSJ'G. 

MM:  1 7X311 /,''LE>: PPEAS>"31 Y4RB5#ZP  = <2FaN657A*+I1 RKM: LI 1ZDS#;M0 
MM6,\4aL8\C:=1' ( -4 / D-N C $ : R2 a R-B3  ; 8 L E 8 + / M>3 C -<- '(US7\S(FXCG%J  + 

MF  = *86DY:2UPY%a, : V79 / U8 Y V A C) N ( 2 Z 0 ; ( 8 : 9 1 6 + 3 ' R . X ( 2 Z F_a : W W8 ' \MZ0 
M12>1P5.ZST12.;AC(\'':S'*ZHC3B<N4"R7JU+>*8$YDK/$LP9F!1/*86AU7% 
MDLP+MYB3#YWX/8";B06NU<*WNF9<)3R1U<A/K>4G3((+A7U8:T+-UZBWJS$Z 
M>F<U:\>'Fa4aPTK3/';ELG(BDR8(P\0MHI"1WAFN)%5W:8,*Z_U^+TG8*12L 
MM9^D)NBI'Y3ZFB5_FGN9*T(+KT!MF4Z0+FNUUB2a2#T*ZW=Bia*LI<.Z*7(/ 
M60\Ta'3HM:D,CYPN6_LUV7UH'82*27G0T,BC:8"E7909+_;#6<V9\3G7+9KP 
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H$FO)/*GO:C&)S!F)U<GOEI'-X#CaR.*?T(CXH+$Q/8P — Y*J$<*5>=H%2a_F 
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MYWW?iaSS/:7a_$7:T033Z?E?_()C/E7Z_% G8,.2L> 0. . :4R7*0\?T_.6 

MCD_M.>;W9TK33S\YYa3Fa\?_XG*G3DZ5aOL3a_R3,*/C3_Z98RKSX*,/TCIV 
MJW3\+\ZYYJ=*a*33FV0F%\;'M>3aS:_-CY3WZKIK9DJ?7_ZT:WZD=/SWZJYY 
ML7333,NN*  = S<*/CSKCGFRZ7G.?5/75,l3<  = #_ZMK6J7W_\U_i:9H/EMi;?\K3S 
MS7'I_3S*3==<\<?''SHPS>\ZI?;:KOFZ*;W/_3,U?[=T_84Z_F#I*#_0\;(9 

M/**%/W+-:y3NYX +3?\A3+U #/75,KC8*GNZYY7VD\?3ZG*RN=_\NA9SY8 

M.0:s6<\\7IH/ER3XY0=*aW3*a3-?+aW_X5.>:978U3_3+L\LE_K0M:_7,\>E 

MS %1SWSGTJ?-S_EF=\H'7_AKWKFYZ9*Z_/+GGFV3/D'0TAF>6D\U0YKS_a, 

MZ?-i:_3aSOU4Z_DK3,*W2\=_''YYYYK71\C53ZYH%2>S_Ri:saS5/K\A3N>*:G2 

M\=?*Y.33?J70F2NE\C\:*N;72I W!G?+)<*_XV'?!.6WL>_?,PW0**-G_=S 

ML6_*J3+YW7?[YK=+X*VWUGSSa=+X*n!?\,U,:?U_\8.**>72*Y_X0=*\6#K* 
M_'_YYGVEX3_XF83NN*/CCI:GNF3\IC=>I0*2;3Y8*_3PG?-,LG?_H7_'-'Y:. 
HS0W?_$SI_KCXHC[:YL=+GW5N*W?3D_G:6-\>E_JG\K8_\TO//_aW?7"ZOCL_H 
HFT*7U\=?HOLO??Z*_\XWOUKJKS_3[:WWSWM+X?OJ?*Z91*OYO_V***5SI*+U? 
M34VW3/UK7_=-KS1*K_Va;_ZD='_+_:=07BM3_LV!;Z9*aW\:! ?9Z_+P_<SHP 
M,Z7U\<N7'_-":?W\DY7'_'YY_CP;F%\0W=\70C\PGR_=W_%''H,K?7Z\$9a8 
MOW_NI<!\J+2*??VG'_/5TO8O-0+S1Z7K_X-_$)A*:;W\)W<#\WVGa\>3_SDP 
MK=+W6_\F,+=*GU3l!Z8C-w:>RW3.UR*HaS\5A>:AJ*/C?C0<FODKX */??"$! 
M0_KP*/C3GZ//SXZ/8SNA>;;40U_3<Fa*4!K_%_Z;T*2E\;KT#T/SCT0CN?>/ 
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H0G.Y='R9C+7?-*7UE(COE?KO]WXM-!\K/>*5WPK->NFX\6]"\SLE>_(c:t/3 
M7  ! Q_  ' F)S*  ! W/3$0G:  JLK#T;  F(Z7CGWG  'R<''__/V1'':W2\5_^*Y&Y5SI*:b<C 

M\XY2^R '?I^Z7CM*Y' Y ' TO ] -_CG$9>_  + > [ 0 WT8 F / %> : ; 3**5 ** 7/0] ]4S%? 

M+;7WE;,5<_GL*'E ^T5\TL7QY]_AC;'3UTHC;?-B0E/I?9_[:V]6S*#<_B]6 

MS.''5CG]IKV(:I?:6_U7%?.5\:?W]HXKYA5)CG\DJ9KUT_._/5,U,Z?M'RU6S 

M6SK>>KYJIDKW]^5/5<W?0E1:SWZV:GYYJ32*_MNJ>7II_+SA;U3-]SU4VG^^ 

M7C6_\>#X>+%7-7:4:L^<G3#_LG3\U7=.F&;I^/;')LP0E: UR?,1*F]:[\P 

M8;Y2.OZC_V'"_.72\0?^C81YLG3\4W\V85XK'5\Y-6E'‘JW1\]-3DB?O]U0*? 

M_/PS/S%I6a^.G_?).Y-F^9'QYY^DS?:9R^/C7R'C\C.E_ECJ3)JET0':PI3Y 

M[5  + CE7=.F5KI^$<*1L</C(]_:C-3YDJI L2U/FT  = +[N01/ILR:2N-QG3;I: 

H6Z7U:*M?G3+SI?EC:/J4*<U2>H'\CU/FTZ7U\J$_GS(720C1]Z3T_=+ZY\:, 

MFP''4ULL7EJ;-NTK[RRYM_D^6UI_??F+ZQ'C:y-NFS;72>G3KJ6GSZ=+Z<_#T 

MM+E4.O97IPUB'<5*3\>W2L=//S-MU0K'7Z#C:Z7CWZ#CITO'?T;'CY>.'WJ' 

M ' / 7\?^0Z/?NP%NM>_^A,_]>/_«U ! + 'P04'  ' ' ""#W5LPBSaBZ%!7R'  ' !9 

M<a$'%a'0'&EN<WlA;&PO:&5L<"]P9W'U,"YH;'!56'P'ESVa,R$XH#/H'*a# 

M[/UW?!/'$Sa,C::i-#I)9YTD]RIWXRH73'>Ya>G8F$['LB7;'EDRDFPP$"), 

H + P%30VaaA!Y("!"')''3FRDA)"&$$'ai)"'$M$"'P'-CMDB*C_/i:o)_/*_SS 
M_O/(G-#m:nW.S,I:.SLS.CG4;3:-+:H1>"A^U'Z,CPN_:pH508K+16%IJ=NJ< 
M1I/)(>5M)F2TU1JKJLQ&B<,I159+J='E;C';Y&Y?WF&0XAT6HRL*F8U.F=-> 
MJN!-1I<+&4LK*LTVEY,W5KLJ'%E*+58N6a6R5^:B4B.R6FM+S"7V":BDHM1H 
M*ZTP(H>QU85V.$L-%7:CTUPZ!HW%$E158C<Z3#GALH)2N\TUa"''UHZK:7'.I 
MH[9*XC))"\J,U587,EF,5GHYKa65E5G,2?EFJ\1:>119RBTNH2%S4J718C60 
MM+75Y4GUG,%L\C70WZ*=R.S(FU!E+;8i:S(XR/:)YIZ',8BLW.WY8-N0JLSO* 
M'/9*OJS:5HK"R\VV#+/C':0#D*8XPKBEQFS9AGJV198IR)B!S4Z+K3WZF[:<C 
MF\5I<?4VUVX;2_8UA:B<14X>771:S36CD-V4NH/OV1575RY4EYNE!J?$9AR( 
MS>-H=I?;7F:WV1WV$5aMT30HX*>a*J,%T\CIK*IP8)T9Ya*VN.H<<J."'H(" 
M"E7Q!0YSF;G0H1*:/HAK#N$JC*J2FCB'T3G,I3)+E>4SM=EJ+I6X!CCZI]EF 
M<LXV.VHV8;/+I<'(6680MIJ<EF/E-IHWNJK;4K+B>J>:TMP?.ZHZ(;ZLUNDJ 
MP"9G-5]597>$4JX*H]Y558'VIX(HBX/14951$146IZL".>S5Y14N'7Q'H=-5 
m:31328*J-N«R8J/5TH642CG1'#23GT''--U;87.-'4T-**4'.9!Y?82FM88^9 
M;;6.GXSHXX<P.N0<;W%5U-JK9</LU0QR1,3$N=NT26R3G)2$$4I*ZIK<)B4U 
f1.3  = 53Z8TC%06I6$*Z5/3D].  2TU%  RN  K Y = 6 D 9 R ! H ) W R8  S ; -KEM  , M ) G ) K = + ; I ? 9 
M'K5KW[y:<H?DCJC3B!80099E+)Z8K-<U)5:SL82W5:nR)+RQQ.FV6ZP1=9F0M 
n8*v:7'/Z/E1YNB699_4V:WF6K$!85X=J9]!932;3/+HO;3*%\XSN>P4_0QN$ 

M-D2^EV:>0 #5W]"U_2GA3YUIVMXUZ)<REA6UH2SRBKH;*-$5VZTV"0Z9:RK 

H'35^'''5<06=9CUO7TN;RX[14WXC>HCJ/=_JC7KB$;D36JIT5QA+SZ<C'M"D< 
HG7+:LVADH)Za._#SSM$:RE*{LJRN.,I=7I%E'6''L+49J1E=IKUZ";%G:$G.S 
MFJACE%8JSC(HJ)U!CY?,HC/Z]WD]H\LT;QNHIV>8U0M<L<Z]6?5+9TB,6=0G 
M$L?75)O7D=.(T=C%$N?8"W*T-8+1S50CG<5T'+HE12\BLUQ"Ca'O(T5?;U>? 
M-7T9-?9;B3D9_2'YY;"4?(^=63>G*]"PFRYCC5/BK1'H90P<'\.4Y'K#J;HJ 
M>RJC*S8:2HS60>J=)49'R<>T%W)8#I*48FFZQ8RV92\P3Y*PB-87$PK)G"7F 
MU9(2L]5RJ(M$BE9A1 N* / =N / LB9 ( - ) G , 4<KI VX / ' =47Z)Q44A9TF%9.SL$F0U 
M-,94F:u=,K>DER1C(>.PCXU"E".=-I=46ZPF?4FUL_8G=!NYC-DV1N_,KLV) 
M4)?:8\//''ESP8?7.\\P:2>E^3EI6C8>FXX.2TOF2?Va''*4?R0N)#J?D$]#WM 
M7VIV0$C-ECA<ENnE)=V5AI' ( 1 U<K-<Q D ) L5  + = TM R8#0 ( , 08% C WQ  + H ] / I 0 V$< 
M:_FQ.1+^):NS2-6Z]Y$_?X$)TA7HGL6A\;Z6P?SK,=-\Q*aD4JE3QI0P+O,$ 
M5VFQQ5%:;7U'_P0M>"31);UP-K_K''V%,H7Z$.E6"G8:AHa''DUNKB2ENI09)" 
M'%_90K+:YALCK_J8MU?:JG)'JE<5N"*]'WAKL]EESa8##815';HCUHKCaE%\ 
M5;:?5!^0>WQ./PKMDUJT!KFNV0"NI*,#"F(-.C5?!K:R(9VI""E;X-+HRG]A 
M3$]SaGG'YTA:4*i:)0Z'/6L:C2YU?ZT=)'-6E?W;F;;1:'R)S92,ISQ>,IBBI 
HGJ''JXRNDU7GZFN=FVV+IFSJY/HM_,^8%o:i6DZ.)E'TL=0HBO'VIU7%"NaH) 
MD;-JLHW65<865(;C%B0BA\M1+?4O/>\K0=:+2VL7RL;F?"C;a'E93>5*W4S- 
H9']:'‘  = L2f:2T:C4%!6.I?AI:.0G9'36XO";  ! 80*H  ' +5  M C WO  F^  K%_$WG  R S Z 43^ 
M:%GIZ7S6;;?E?I4_'5R3S;D,'Z=3^J3J:MJ9?XV0.BVC(/<G*B+S;L!#D_ES 
MQFI'1:P#_R#:569PYD:V,46R+_S2V#85F#%U1:7C!2K88QRUN19GDZ\PZXSG 
H]#CZC;QE.BN3A:8Q]R)1E=78$4EUHPFY.J)(6>D2EHFHMCB?5YB:=1EM6;=W 
ML9D  = CPXKBDUVDi;T4LlH0J  + TC.HSO,’ID,''?NLK\G,YL(QDEI\>\JZaVZ\;;< 
MGZ0F6N=M+'_U-GGCYaX<^-!4/3$aSZ?CGS[)C"8YKT7+,KSSaMaiL=ZOO22O 
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MS7/)6'S8WQ! [/J^WK"/+Z/*LNC8207TSSD7E ■>7''>8Q. H3>:h=0Y>-?5X?(I 
H8TK8Y_YYW\\(G ! N_*M!/$:5SW<(%BF9'K7F<3C:L0X''a%WXC1BL*a_).P7'6 
MN=<W3U=MLCN,'^6VO#:iW3S%D#BSW$'S,IW5[::9YaC%"DR?5_1JH0G_8)7FI 
MC-G'#':50:  = [:q+JMJ:B:'/0+FR27HI''4\IH*J,KBU2D'?<P_9G1A?):2$DGK 
M$2NW*)ZI'AF]B=-/U?VB^"ZaFHEP/)-;:\M''E67&R*_1>H6INW$M=l2l5H/C 
MY%+#NPJSU=3]SQ\4-/*AHHZW*QN*3Q3'JPZ-7:J80_DBA:-5YK;:JZIJR^S? 
M^<:C]+<5W6\JCCCR2K^\;<HR)[;6=K\_K_N<IR/*J0<%.LJJGP1^VRH'T=DJ 
MCRPUN'jpx9u#3?%:>B0  9aGS6[.Ki B>+C)_i  (8h:*);r:o,0>r:nhie+)(z7i 
MKQY20B-?W<#UI2\#"_= — &\U,WJESa<E!GS"Z".$&0VU0<%,>4C0S_DTKY95 
M6+S06(44E5GE2*:OK;"C+Q2.\"N*\?GV\6TT/7,_?A+]=CEGJ(5B%Y3E1-VC 
M0ZVUEFU2-R-%HQ53>I*>S.:\##+DSQGK3"<T+G-/6''ESN&*H-IV4274F-?)" 
M:PSE=W!0::%'HC')T$S2j$>*UA.*K97525DZ4:.EQF+JKV"KYG$&aiL:0?Z2 
M._V?!THY25"FHN<AJ5X3M-07R7''6''4  = HSS>\7CYa)NE8_G,0&5_aR_"''''F3' 
MK4[2H)>*KE/8Y<BWFZI_D?5TU;)CUGVE'&LV5:%>L8]#7E*A4L,F.>B]0BU) 
M0:%=$!IK=HZUV<=;'XUO48XZF : # KN / I<-< C R J G ' IY<A\,SB0'D*4):J/. :?3 
M:AG[NK^\\J#W1TRD?"$7(G$=H0F0%&-"4^4-H4I*C)6a+ZX%E2"CG4/C.TDW 
MX05:yX:V46X,J#2..1GZ=*PW&ONKY"VD1"$J+_1:I,JF>B'‘4T3:3]57Q?OJO 
|V|  + r4N4-'(\8G<N%(%^J'6VKYL<1':6X!JLRN1TEEIKIPMC90RI*04X(UZ*TW" 

MS%&Y;K*F; \**><+L$-W&U^+E52(SG? : NK*Z\4"EK",I’?83IR958JUSI'(YJ 
M:+TNI++ZNN++<K"8V4J75S:36(4JS509YK2MDT:6.6JY-HS'(PSO8F:WO#:6 
M: aA' 6E6_92IS*DY=HC+6:dN6?''IMLZ_m:u>87/F>"G3:C%<E-VG4KW:1 WGSS 
M2ZY8[2;*0\-W5"49G*#AV9^6>'?U9W2?2;ST,OCC6(G)?HRS:>_=WWK"%"8) 

MEia  = _<''HVa  = )''HMJPNPV:VW_i;s(X>WL.^8R^RIDK*CCCM)MET;B_-4C),P6W 

H#LK.L7:'95LX%%R6G>5U9U7] 9v:k''CI'0I>KD"9<j:_?LO86LL1>;QKT/! 

M8*^JX5C.YBJCS?R5/)++4FC0CTX7S9L+3OMP?'-S\XZ\HLIL_U6''!4WV:6\V 
M%<CTP3Q;;C$0$'AKC0(U<HJ%N7G66UYa\$/E5545WTN?5%74:NVC639;9>%V 
M*M.%BD7**FMU>9  + E'2\(66>!%_)2'':'a^  = 1 D : 96  3 * J F ZB  D8  ? C >4  + - D J F Z , 
M88?L1[KU*a!D;8W"5=6H,/YY6K80W?7=[:U.P*8SC)?SX87Y2aY?.,I^"an/( 
M\?$!.D0F1>8=,7G^!2>\1GPG''5!1\BU$(GN1K+++'82_*_:;*BO6Z)W.*07$ 
Ma!BFGA*U"NT,K'P<*DR!!KY\I7Z"<KU<H:P=3C%Z:VTN2J%<0140_?2L8;>R 
H!R_EO''%5.J-''5AF3HP/>655  = LHO_U[;8FC0CH"K  = CP*FK;JIVO%'.Y-R7'5; 
M3J);\HZ74F>HU0HVDC'‘Z:8'\>ZF:LI#12>'?>GPZ5,$Z5N"  = RR#G:a::R%H/; 
M4<.BD\QU?RG_W0,HH'7%!<N*G<4<6_RB?)ZF+=\Y)1!E\;:Z,_J7"6B:9#%= 
MBMMK9JB_")<5'S3/0K]DS  = <:R#*A<9Oa''P."Y-BL''TO>H"H41'?!YI/C7Q>A 
HKW;4HIIE/JO*9"P_=FO'0I6I4,F_:2?_GA\76/a=/S#+F:E29G9N:'C.#$2* 
M$ND+DQ(URCQ0+:\/E4:5^Z%K*\:8::+*'HLYDV".O.PLEQ9L1'\'NWV_4L?J 
HAa<X8?XWZ4!S(WN4_;WCP$-/XA-T,H/:<#Q09Aa8"(=6R>TA<GZH;IPNVLOU 
MB*QQ8KB?:v<P$'R/I8W</S8A'ZE863NU+I9QFET0!F1;b:6V>R%:rEV"/C/;Y 
M\V/_3_R?R81HX-NJ\"X7E8>4?%R\K/A3>G_8H11''0:Laj'9#4R'P(B3_aP_ 
MaED_<%2HTS+la";F'';US3M>I30SZP6</8C.;?+8X[<ZUS/BSJH%_AAEI0XG= 
H5*0BJQ2Q4YS>0)/:%63\'i;i:-_C9X."E3$7:L86QC9aSD;W1.W<39K!a".)E 
M>N='V<YD07'LX?''-S$3)!:iZ380"E6G*YBKG<I7UFH5Y(5C"Q*H<;60K0RR3 
M9-4E#JY:RF*75?:6*HRWC"1=JS!'0'I,<%:7S4>%D6',?=:T"Oa3BH'2!M:B 
MIW.2*F23[("$T;F*C%:(0Y)V';0-ZZ76I?PSN$I58?0C?9\B68%:9:_CH3Q) 
M85A>:Y4?1>;"0*-C*:<F3*DJ:J:T;5<6Y;NRBMY-*HH2LD'1EJI8:JX=EUHT 
M2EUAU_#CQH8453a<(=/5L\.+MMA==HH76*:DEW1J%-BK+*4NAX*\W<Na>K18 
HX9P)H+.XSa6aVG?9*:%%CFNLl'>GD-2=)!.,0"+'E-I;VE''T0Z'_Z.7*+)GK 
HC\/2HN-286'HT7;E%WJ6'I:77)VHN,//'TX_0A)5;?,*M'V2ZJHHY*X$#8)T 
M-V06ZT*RZBI==55UE>F-X.HJB=TV'YL=aYSFT11C8<L$XYi;6.WU89_*a9-:G 
M>*H_38;"-/a="9_87JZC)_=#U6: );K*SIE;0,?W0)J_HD8-?*GBU/CS82S^= 
M.Z_-#ZH-U=58C(,M*Y3F\=XU:a)J_'C6.<38V6%K3:_B8/XC;KRQRCG>Z'KA 
M)4BEJSTLF"1#S"7C7''(8>?\,[:iMn.M-0AHR0>%TU7GU(6680%'1>\_C3\9RU 
HEN$=X[v:6*_B(19;AC82M$(Z0L#B-'\YKai_264996/X)AG/2W43NW!#VK'L 
HCRRM<SX,6,K;'3.HWLaA8>\P5H$\WJT>9G8*QKC#"5:SPVFVEJ%E'Z=C$(H1 
M+DFG-I0$229FH/_#Y*5+C+"a'B#45S#'B/-G<M:0C*+"O#P488*1<).;592% 
MTHH(0W/Z3R0*8UJ$iaXG-T5#*_?-*D"GY,)-=R$'C98)0WJW/DRKQ10QX=:5 
MXFD2^aX0_"RH</2L-):;$2\T*::93.8)"/L*=P.'#2S*ZXN>*aN_B_H7:,Q! 

MaP/)SZ(''  + ?469aL5E%3JT<X2_'_"Y__:_  + *? ?S_''3S-X50LU'A,JX*!+EQ 

i:[CHK:0f97a9a45845c20585d2ae1cb550948587aef75e4b6347855f159d161f934b15a:] 
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M1;ai"/)Xal&BYZ)>J*'/L:W1\50SPM>M:z\+2A?4>R_F._TB)J4L(GP._V'' 

Ma8!/U'-D\</;:%O:M.V6E;N8QS4%SI>=F\^<OKCLG/+SI6''>0BC74&'X-7MV 

M;A_E]-Q\aR":W-R'$^+"VZNW=82??;W5W\QIOZ7$F&YC?UMVTC8-HTK2S>H, 

M;FlN9''*?  + I7(*K8=FSZUKX_/L(!05BC/->7:0+F4''=)CV7?Q$2<;\P9:$_#Y 
M-Z\->JWWD9D+M01:$3'KA_"EC:&%#S2:XII&:9*-W#>AYT9)V*14IJC(0##X 
M<E-3YZ6%0CMX:PN>*WW4>.?PF:3U67YYY3CURC%GRWC.WU9V9LRF;?SG9FZC 
MLRXJKR80<>068:DNKSNC>MTH6#10VRP^,:Y3X+9ACB)N*K:?IWZYHL02C8.S 

MZTXL8'-FBW5#V8DL;LC8B8N/;0O/# K1M9W798N'KEF_Qi:-Y6DCU8DY-:KC 

MWH,8S'L(6AF_:NNZM]\-V#9F7+L4AEWV6L".P-T!ZQEG*K'B,PNF5\3<+=04 

nZTPa]2Z_+F#1V^/BHI^Y02YNT;8.'<-3<S.YC14#4Z8SYY:NX9:=N_)=+X/I 

M\1'_*UV\?SYRY*YO8ZOBCa87ZES=BP:U:3:0::w28YON!!<FC+R6\_GZ.Q7= 

HB\MF;MN6:?:R86M.Y<a.KTA=\<GZ-8V'3\*'R_*6=8A;']!i:CZW9_'910:Y 

HRJ]';NYa<^7QN>G0;I'N:2$ +"I;.;L33//S,P^,?WT-_YO::3.>WO=ML'F 

MP<?CK/EC9LZ<?WK'LE4S;W0WS=C4YC;):/-\TY936\K.;"\:-?MG$YELGK_\ 
MUP]Z\O+EX9?_?_AT0VBDP/'#"=-;Z7"!^3/6K$Z7"/^W004]"G1MD_6ZCG:' 
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MP+> !P?F'a*T!3K40_F#Y/KX/_X)B;_TH8>2+'Z3(U1R+J^A7OJR3A/'"8<DL 
HX(5X6?NX(V404T3Y11:B\F:3R68V9UP.H/XC0SIZY-=Z)!3X;*C'H6a<,"'6 
nU;96BCZ8W2J_"B8F\#817T>)F(^E6''IZRX7GVA!?G$CGLK_'+7U0 ' *SS_WaT 
H3.W-LII/?8J)H_KY#3*3WNNF0BZiaHC'/GLL15:aEC!M%4L')X*43NLS59VB 
M28,NLH'-0='40C?C<7\R*K8_XSNEAaF*5P'3K\S,CN!.3C.A3N0L!HNM>I-Y 
HFJRCE0VaE!Y*26>R6Z66S,AJFRF'X?%CT#L1F2RN>H0=YLSV9?W>C,(_aZ8C 
MJ\REZN,VZPSM_$UTJ2^*KGT.X5J*+,8(G6L^?DHZ8CZ+-Z/ATFUIVaGG8>G7 
riT8FZ1K<_<ENCALW=SPX*YCLJ5/>NBaD2!,B/#R(*+:'6!^3P+V!3CaYZ:Z3: 
M/V9/';<-.%\\BM7"=)25;IZPH*HA3DZLZJ_'a2H=H30Z\)473'N1YHTMTW?! 

CCCHK: f 981 7f b60cae8df 5a40a9041 83eded3307c9e764b476f 3409f a8ba596d2bbb3a333 
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H+F,a2B$SK1C72&CZYUS/B+K[[Xa2_N0DF:I)a??>%.Y6$W6%K'V*?1CLGM?2 
M8>^P5/ ' [?ZM6IZ23_aJD6J0L/U_T& !<C7;RCC8"XD17aBZ#'4-P42ZVFES8" 
M,P(B48?9$G;C=;''XKC+N*)B\:S'^C<N'L8%TaKRK.NLO*5<.*%:Rai&/*&07 
MSY>KN  + ZJK<D1N%  — 1L  = = ,F1E<HKX:ajE8.E;-)V/#l3Lia<!SH#<.N_X.+6\ 
MSUFV*18Q2<LN^(_\N?UOGC5G#H5$)7(:+9K'N/"XE-N*!=BR#Q5<DD0*0%X9 
M)F'N>]:L$W<NSH7,Va#*-\!':''B8W3"=>Z,9X;T0<3T(H14PO$FP#!9PGTYH 
M0EPXD37NHXBF<!:!V'R54,HH.?9W(C?C\Ca9VN>6:5<*ZB7FW5CNADB>5_+* 
M;CY$MDU-L97*ER]5VJ*>4061KP4B:b*_#QK$$)X!:KE$V\"<!BYICCSO8CZQ 
M)7K'R6Z4SVPCC?Q0?aZ8GCD^U*EW6>UXNXU>O)3K<C:LTUV>N7W7''VCX)#9- 
M?0DV9S!?*;S'#'F,U.K1BOVFH%47PVTK'/:QQR=)P3C'\IE6!Y,316)XYB$? 
MJW9^L2)GO,+L*,TU.H<R02%NDYXMV'6L;Z5/Y(_:,/2*H4C'$G:a"4/:<3:% 
MU(_)ZIM(D%M0>F1 '^__J,)T:,N'6$aK<6D"TGD*'86"4Z*HERP\BC_DN($PE 
M4'6),F/)<U6J(06=$Y)?QZU5DR<+""aWN6=+/WW9H#C!-Q*a<P?:FHa#)BDW 
M + UHY47GV5N60 ! IBACUS&xDS  .TW'?#LWN[,R;E30SEC')7.5'Z,ERB#W'6#N 
M'C=K>=#%C8"G=/%JZJ:SL(U?'C,-RJY+=RDNQa+;YH#Z;a?Y9-TW\P+8H)i:Q 
H . J A[%NP(%0UE«&1 P!NXT#."=OQ/4$07SYQ$"M03I;P*1a';D.;!^!82GNXC 
M9,83&F;>2^FHYU-.D-SQF)00<C3"8VV(U3Y!*N>9<\_ZCNK;&%+QAZ*SH%AH 
MIE<>&A!BY\Z'I$K7RI;"R<F:PW=A*:2!5YY/F6_?K^'M=R-:aO!G:?Y)?\3X 
M3_:5;%$.2PA^*V*(LN<$!M_:6HJ[0>,/1YBC\'CaF>_C8*2'W4I."6SDE(3# 
H4MQ%0;I8C8DD,.81!'CHNaRW7-DE5O9=MYD1,K>4JH>^F=R?>,<0";8a'(O( 
M$N[XJ5)U).D(4QH:\+>:ODK'?'#X\L0P<96!K"V+59ZO]S!,TG\9IJN'8<Z3 
M ■ (3/%aF :+J \8-G-2V$%a41  \ RWXOK>J0I6(0:1%$T194VY26E: M>00ESUT<2L 
M(]5_YE[48LL<EI7U;KX_-QB_G);X,NB894\CKGZXECQ?\a*?H;0'ACW;a^G: 
M;<SN(,<7RF7:0?HVM#%*IHHT0I6BQ,.=P31FEP,CUSI"*UT;;':N>HFJ25?: 
MO5Y4Z_#<0C:\6]G%PQ,"..CI(a]/5/V/'=3-(U5)a:0EaNG+/G\GK'Q#F%34 
M7a-%Z2IDI0DZ515!R?>A;T:F.P4:$WY_2ZIJ>5#0AHBZ,D,-aL>.#'W\8  = CB$ 

M,WRLZ3! '_K2P3=(SV!4ZIV0PGCDLEWX;N-UK>\:NW/-#>7__ZM. : /0-5>(AZ 
MDj:)H78?L/*8YN0aFV)XN:+MHR-7;_;*6)8R.CP;G5419*.'?>3O=w:K#R\F 
M84-/]a_501 H)$\M*UCW%EX#QQ3V] .:7VHaAKQU/OG*a_*)K\.!+"a0N%:QP 
M:H4]E9.^"HD*0D+8VB6M8*#M*Y6I8<4IQ!>'CaM7!1(?$WJ/N!:'*N:=3IXU 
HHP_U?EW0J#8#EGK-FHA!$H?0W06%BR%7’W-D'R9+8UCYZ+0R7;3PaNC3#UXJ 
MKO7,:"8C55P#)''T,0$L]_JJN_XU!S/+'/4#(YV\)$V:F#_Y"'*O!8L\<R5Y" 
M:CP9C4:V?=V#S8B,!K2F$AC1%RDDQF,>Z2623NIH\0'$(:<?W;*6C*:N6.D6 
MS%3T4aRVKP(DB'1A_'U%S-'5,!:j!+OR<\'F9]M#+GZI1%Y0%B68W2"HQ,\% 
M6Y9GL*!4!A),#0Ei:,Q[Y'EX,E)SGVPGV"9937;6ZA%JS8,6B\8*(L,)EH;:9 
MaN4;'P95/aC5D'7F'SHX#*RV3!WW-B*.:;B(CW'D8OU(Z/Yn!%<'I\%B0%P: 
ML"E0#Ra;<'?B=!!]%F3!340Y[+"GR_'_B+ULC]aC!7XDA=aW'?\HV-*_'3-5 
MC%8BZT0B=08>;J$0KPHUYZK4aGT9N(+'F%>GN<,6B6,!M3;THUAR'T*Y>!+. 

M'8  = RU:a!l($B8.'8E[G493;E81;-A_0JA[W$8F6N_!  : QA4<%$SUKF8#BNZ  " P 
HN:i78(F86HP_L''$;X7I*8>")$W$3H$YCS6-K'1;;_')HRV>JWX?9F3Q8:L(U 
MHC'‘"’!ETQ(/LQO_ACQP/?Y,"<TBAG<//Y096XBBJ.#a)XKR.MB\;/4/RSBTEZ 
M%$;Da.B7:GVN9<6*$^5XU.  B->WZ  ) KZPEI:H9<<.S8!^#)1K58ED#3BQB%1XYX 
H9*;T/Z1_*:Y3B3:(a85DCP?QN9N!'2X6%''$A0#X0KGH"SZ;FEZJ4'A2V6OC: 
ri"\E]]6"K\:YVX9UU7*8-J<_KJ-<H  + -u:G\HQX'TJ05$''M)  JZ_;G8Y’  C / ! CX' 
HV%\>4():(EA,S((_J!C0;0%FVSY-CCQ*':j=aJCI!O2WU'aM/6a'=>6L)N1( 
M>,%C8A$I$A_Ua"!UZJa'J3W_aU2>!RE2((=(!4X-^!Ua"M'DH:'U44H6>K*( 
HC:R+<K<)E>YW?JYGU>F8,"[-IZ''FZ%.:^Q)19<+X*1/3F^D7C!A=*\$*QXC2 
M+Y'8BQY'0;;)HB7AZ,LU!*.'49;3TW^DV3LK$%R:D5ZG99H8NNO$<'3aCL_2 
M!4PJ%8*a24AZ3-E+FL2D9_"K0?I5C/IWS102UM'+/:7W=<-X0F88D5XO0TH4 
H>C_OJ/V\T8%)4'H_;2\=0WV\0'(9F+V'"CX%O'"59$RA98T<=$2#)'N_1AP; 
MG>#-WT70_#-B5\F'R''DB(2O%V!;9T!*6+a-FY_O%)"Y=)a:FKX*Y$#<88G_C 
M_6CP8:\8YQ39''S3YN(?8  = : ! _ : = S = 0 V-2 a*aa>  ' < J >_<5 S Q# 2 11 G ' ?;QFK90_P 
M!P/8NV'$J82*02V5Ba*1W'_6,KN'7?Z3V?,G1D*(5N0.H9C:A8<8/?Y/''''AE 
H#X_,('5B3lC*WaQWa%N"a/4!SaD39'K$:3G2Ta<G6a=4?Z9P^ZU,'\KI:W24 
M6VQ8B;6VJRZ,  + !XC$C$LHD?J(''S\V2  = TWT\>;!K<JWBJ056OD>\?K;G_/#LUM 
M$8RI7652/,?[VFGIEB42ZM13:BCaGP#S7P*W+-M7U%W)_$%: 124G/22<::\a 
MHWP//B0??7B*3.P(."T(-aR'I$3LD<a2$9CE)UM72+.EF=D_XC2JL""AJN>X 
MM?8/3QE:2#8+_FXW::;M'3YP>9%$KXV!7KH*_!X?T*%>8?!"'I^618V!/7'W 

C[CHK:f91d36ff9728596ef831fb4fc3b69f9d11858ac923fb287bf903a633d448fadfd:: 
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H%VRS_,Z#LITO)v:h%^/PC''3\H5%/HJO*X6NUOE"<CG097?U\!T)NT$'X3":J 
MA$"''4XU:2W5IQ1C?P8SLA*:Z:6<A1(\3'-_X+18Ya$D!YCQ(\)R?HMC=L)R2 
H'5021B;8Q-4W'"ZSL_:G:"GT:XS\2:%L>1\#GaXYC>3al)0I<:3C>NK\2C4% 
M8:+;DJB/RPE%;I_RD*T)_8=L/3UD(_GH]=."M#6CaK,#O?),$U(B_G0+18B7 
M,/K4K!0QR&1K:C7B8R2W$K,#/_VZ8C2,"D_3C!F4$7%:hZQAIFS75>\ODWI3 
M-0_;:j%V791Q,V9<E!4GLTPa3'[;7UQB()MSQ#9VGO;PY_+_X<:>'OXD!;1G 
MA#MVSBMO/VG*BKL5AI/-Z84*48W$U;66XH86;?aT.:Cx:=098.>>J$\)(&7$ 
MK7:7D%"HWQD/>7;:s\#L:iF8I,!QTC"N!08KX*8CF/'*'a)1S9E6KC'?>XE2 
HR/*78/O<^ES+_%(N/Q)^FKKS01X)&6*,_L!-,\D_TK)?'S7TP_IVK?TE5"5P 
MXQD/)?:=>D6*R1*T*C,4<*8S" !6:G6;7?Q8_")119Y%.!$9C_V6*N81/UD?$ 
H2EW"(P4$8!_%AaNGTPL++1J7\W)LQW'T3'S3=RX)N.,4=8)D<1;I8='Q):28 
M-I_UP+.%C,(DX"2a95a,+ME,P/A<N/+1):%GRHG>+"Z.D+;$C!AB5:Y0*+X5 
M%#-+0M)-R6?8EX<:)a/N — U::ZES+3B<_E"^!.+U*^8>25'%N':"4$8/aFU- 
M4D,G<>>KF0%W>LO6U[=I2?ia+;+8;8"/!,SLE'/L>W\IULF'A.O>BL?^\K:E 
Ma6L5C*P(+OCB=PK8a?G'E5R,9#>?HJO=Kaj[;P**J/1L$:x/F0U'/').EW%+A 
M,EJ_8PX,4/;F":E8_C'H+4aWVYSUU0ZSLYV28:u>iaLJM5>:'X>S$Q!a\>(> 
MP'7%#E3K783Z!.UAZL";8^"0+/H)PNV'Z=R>84K.3L%HS<YHP,W>_8V?AN3D 
M,5^5!  '4.8F>_$P'GZ%  + E.N4TLB,10'  ' '' I 0 C <#<H#  PBP  D 8#<  C 8 ; C 3 ; N6  / . W Y4 
M3A_8WXWZYKC_H;WY52<'H]n*!0;>4)[?VJ#$0SOZU'_'6W<IEN)!RY0\R^8. 
M3]NT;JCDVJH*::0$4'8*" ( ; #aaK ' R R P Z *4 C 8 F , KQa 8 !/5')X-5S\33! !0H./ 
M35?_8"SN9UB)6_MKU?E6'V>+LNW''I  + \607XBP'=N_>^''3P0R,G_#W'";*63H 
MC\;-a<DCN;4SCH;HUZ*AP(V\HW,IFYH27A''%F>%:370?0:  + S"’;XP\B_(  + C? 
Mj9!#SQ/<C$*1G(*879P7%W,BD>'?'+9GKa_9BH)!^8(20NCXN,H  + S0.H)UB6:j 
MXKS08FK%W%,KW1WK\MT*-8U)LB#+/T9h:!'+,IFMH4DN1:7<.3"D5ZD7XP6E 
MR8(KM3NJC'C\1>:D2N,$2V4UJDQRNAQF6SER50"#a2H"862)G<a5$=GA%X0A 
M2AJL0DNKFa.JBM-S#Z>5aQPXS6I_.?Ca9%H86=86E2$1NC\O$'"%:>4aFGNP 
M*6!QY(#8:D0I6)!6MS.IUU7309UF: C B7T  = <+ 1 * Z ( B \ M< Z 0 P3 'S:06H36T/,+ 
MK:$C0=a=="_(F,F<4(30>9_*F:/"2)aa\=4*2'JEQEX4)EUB?Q5C:99DXSUC 
MZJF>E57O>)EM8?XADJ_F'\TN0A_9!LSW,6V*8'Y6')NO"A,#ALaL3%I!OUUL 
H(>:;%_#="_<N8!,86FQ\5JS7P'*SS7Q(;?>V.9*HN")_C(N'2Z\K:B:J0:(E 
M%'BEDPWGE<89#*8$6*>%FFS8U !(=a8P;(:0H(F2#W9*WU-Z/DFCJ=C3?2>E' 
M>U6ZP>)T64J-Z\(<PLRE*DJ24''XPS0!%I<F,TV8N6B_AN' ' .,<HHH$WL!C2H 
M%4JT0:Q,$8<' J8T' C J 3 =M " J <B4_P " C G R J W3 H_ ' a . 4 ! B ) T A = # 2 08+ ) ? , 0$ : %* 
MV82U6SIB9_*EZ-^E"#\\HN;*CBF#YHS6\CR?7#JC,330_81_=D9XaWGLJH%I 
HQ2^SPS8I8L(al<H#a>R63 ! #7F0N+-8AU :?CZ1W/Tn+KA"SH,PL1U+C85+03Z 
M)<\DT4,IF-WS$4:4BA*CK\2\C9>$WAW'8F3E9>a+LC8HBL3MPn78C<2U0\'0 
MER0=RD335J (4K; A78+<\C ' Y3(<X?O00C3-"n/235UWSPS#>RF ' FJ?8'3SWDA 
H;A!$DH/M%.>EAU3HIZ'1I8C:V54N>U-X+48'5*DATHE06B:36>BH9:IDOE''a 
M5X'%0  = 3'‘'8.G22NK;4-4FMF:"_(!63$UB2J)"S9U4EX9X/52''DN'3#5O15,G 
M12'_.+B9"E08_SP1I('SHM,aK*;KaM>FUKHH7R8%0,\XPEa2:\_H$)?\2HaX> 
MKH$330G/?#$C;?AC'1,)'N2<#X*G,"' PX0<#<3 P_8 / Y X RU W$ H 0=# RB . 4 C =MT 
HV5:H,X43",X(5WT$$YJU:#82=/XCiaAF''7UYSF_T)^VBVDG/_\SW4R7>03.E 
HT:I-?\8_A>9\F(*V''!447.  ! C %#aG I / F8U  V ) Z Z*,  + , K ! $ 2 H A88 A0  Y X3 Oa H ! 

M8$3L'  H = al  A3  'aH6?  + 5C?N[;'  " + 1 7Ca$_RaBE^*1  R = APaOF  !''  + ML3J8#^0,(=B 
M$7L$.(S3=<*8WPTV0,1;5a>X/R*KR87'Vl$EJ,2-P+Y4#ai,\B=YR'"?KD?% 
MZ!I("G3G"PS!>8^M()AZ(('PB'6NIZ'ML?6=a"TLY+D!aKC1!8G$C(\B?K%? 

Ha'al  '?H?!  .N  = 1$,A78S:'BT8*L2a%7.1Z*6H<X,!U;U4<0<OHa9A)  + WC!8H! 
H)B<?\(NMB/5JlC7ANY#'NCE?"I4;AL-a8(J.\?X8P"V3"#.7^Y)?8XRS8?H- 
M8=J'0$4R.B.a-a_8^\!''a(\a3B,8Z*BVH217A7C2,MH;azCU5W<!9FXX%jaS 
M_*P=Oa8H0;"GYa,CS":32*VV4K/#(*ZF*aLalXT2aal$.LaEE+E.31;I.Y6Z 
M*Xa5Y)SH'(PN0U")W3X6T%WalH,O1**R:JNUXG+,:$*5U6BaF4U"Y6'XGCG\ 
MRFD8;2.i:w2UA/a':  U = " D<X  5 ?ava  L80 1 D.OA#.BMR780Z0?U2A:>%A??!,:;P 
M:35LJI(:.?5=C('5a'_*8V=+PK.;A4E?ia70Z(3Ei:87YH3(\(RA:C<+S$+' 
H->$:3=E=S.WH33%C86<V!<_3!$D\(I?R9al+8/9P'=,(4=C03\?,VAH''PH)L 
Maai0M1I=HKC!KH%Z0#\UB1RAa"Ha*N;,$'7I=DF5.2N\"83AT<97PX9YCB;4 
M4*Sa5!CNHDZ'7S;j:9HVUW3X<1VU6$5aBZJ$F;3\D/Y-S3F<^DG3^G/4:)_Z 
Maa'I*!CGU%N!*>4PA1<UJKV'HB>45:%E3PHLFMN=CG0YC*82<PGU!!J?\A.I 
MGH+3>;IK3AGa05O-=!TJI8TN6C*,VOJSGEV032\8G+7G/KZ,A^_5K$Z,_'UI 
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M5F#*QFA7"*i:AZPW$?8K9a0:$TM’5''SO:L8PSN:2W1Q2,09%aY\AaDC/,3MX 
MEZ6L]C#=:;!19I:68!#  + 03:"?$,;VOQV*);U16RP,9/:'e:k*66F_?ZI3>:nN 
MJ_?/;2([3GSGW-aV0>$GF\MZ-D?)+  = /a7'''CaN;:$L  + L38;F_YAJ^_'78%_%D 
M"5<'6K0$-11IT5  + $XA>3  + LC0119%XO/'CEJL7GEGA\0W.6.I:GEOV;H'  FP&OA 
HS,6&B*'R\W:S=8EN*C:UF''1:/<T3_2aD+;+<L<5H<_TC6:Z*<JR54!/_E%P% 

MYaMaW/N!  C0?\_5\1  ''6  5P,9;  A-NHE3«aV%\-3-^a<>N\Q35X,  ?Z3,-P5La>Z 
MU9:iWAVO6K0AZJ6J>WL?:6Fi:FNGZ<2's:D)FaM9+7D;?II426CG9U&4B4W.F 
M9'O1VR:IA,2LHa*$&D3B'I62=70#"9iaCPZCKD&B/B.H,SS19UY.%=090=LR 
MY8;?>"N-A\$GC/1)R;3VZ;G?,a>BPZ73Q:/LW*:$L2.]86BZE-=F<(190XBG: 
HC/XaOH#/+i:*6"MKHJ'HNN:i'T:!+aCLV1PE:8(.H!HKKI\*J#AC/0.a+:KGO 

M"YB");CK4,0Q'"**)L'Z<7#=D'RDA0S6_*/CE' "3WW9F/&H$?2NHG1R2>E 

H:^NBAZ*[B;B1%'2J;:_S33Z:a\%2[:*+C"'A&0Z"?H#?1_:"'#I1NH&7S-!/ 
H"/8$:9G,a$4BTH2::^CUK''=E=H8?S;YA">6R?,C***-WM<UI*'48*TNL"Z4_ 
n3X>T>)T2\&M"-XU9PDBAMZ" FQY5;;'=I4U(LCMX(">2D*4 ' 2 6 F UT% U WQaG3< 
MOZ??UZ*R)*!C'H'2W\L(I04%(H52I:P7_M:?>J9BTG>UOV1(OR_\9:]._93+ 
M5_W06*_N8?._H84:S( )4;T$7:<V4 !#%2-HL/BB#Q%,3?+T"/T3aWVR)\GDH? 

M/)X2*?T"E0;=% 2POn0!Y=LSPS,WN4OJG7$JB+MHP^%1UH4!>)42%aFP'6. 

MITaX8T0>;59(V:W'B%F!+CZUaAA^HFMEG">0)11-XBZ\U[Y''Q4JWG+CCW[8Q 
MC'AINGGJ2''+6\IEHN0I<5N?:waZ*_%)+,?BNVP-4:A%RYZH\8*%$*1D4O9& 
HJ(''LP!XPG%J!''BURCZJK  = W0:-$BBZE*$8_K''V83_%%"E  = WI-'0**aF,)UN# 
M48KPZ+?")2jKRVlG\I0SZZ<9AXCV#RJWU)A7!KCCY.aKLP+''0La?)(<CX#L 
MX,"AY$8A$X1VA<;3!4QC1>X/==\."LQ\'"2/a\UaSZ_%36M_5)LKRWF7C0*L 
M'NY(DG:S#Z/XZES'.ZY'HBZA$N$B;80$8D2VX*aFNH\Ya_PNU2$\\0;4LX+! 
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M'EWCVU0)JATB#a#1)43'NRM<+>;H=G+J!E'Klal1+='N8lY.B=$J#?9'C%7) 
M_B-GC>+*1*aH,C1\DAU#S)?.5.?.E_3%8>+))%.IUL?+R8XW8D_K,MaT[:a8S 
M\VXW:%C\aB=a'$*T.Y62V0N)G.M<;'IPK\:CN=C5G:+-a4IYX8#3TR'#*1Ea 
MTP/0F<'<:D+5$aW*VY4DC.50IA#_-:;FD_aS0UZWG.IY_?F#.Z.+G069E=B> 
MXYX$#2Z<8*0)>;H$W3O8N2EAa9^:6:j6VZ451EW\E$\2?CR5>'"90aa_)!:'' 
MCBR1+*4(/PDL\A'-;PZ64?OZU%GE:+V2-9BT060Z;L)$V19*?>"/:6:59G?OM 
M+a-3]VL6N5=^KCP4?%A0+=8#<PNX"KS<GRN$ !)/9)3-:K!\GAC( .306VV#HI 
MS4Z9[:S9NTY\U;i:YXH3K7/H;RNTN\''''Ra\'9GT3G/XN8MC$\35I:8:XTCU'8 
H7T5#,L/TOROC(6%ZF7$0<D! 0YV  = *G  = 6<  — 8 \ 1 V FT ' B F 0 E ; H J * I ■$2a9T_?)X 
M:9aN*-8/2C4:^GaMZIYP!K8/:.(6%WF:5M.U_4_*P7)>EC*J#1,HG*65?UG: 
M'*(D0O":\$5P1Y*H,/%3WB ! \Z/V2:_:TSHFU1?N/YY0C1#B4JFP154 
MH"P'7/7928K8<O\/O8:.HT/V*E7OS0Y=XG7K:J+O%R'%,<EA/ZBO!.;/*LEK 
HB7( ' , '>[_)%<*,=>/Z J1 K8<G_R0OZ !L:\:?0''N:NS/5G,:)8%Z*ajL,_V%0O 
Mai*'(L+J,L(TA,3'>=SB986EZE\47VSTYXRP)^1793YPCHG'a'+W*a4?a3?' 
M%%0)C,T9?ZJN=_<AF_+C=>'G0V8#-'‘EGE0..X!**68Y_<E=RPH?)CP/N_*6* 
MP:<$8SBa'_O8:+;?AHUi:)_5L)MCHNG3?(RA)3JP-85VD0!##:LZ$#-a24A' 
HG?4/<:jR_7JSMGA3T'?%aT*D\;FKLHL*Fa0/#a’JH68 ! Y " ARK_-_+0 ?M< Z Oa 
M"*>'"6HaA";XO%#C!E8:<JJL$4>#W9J0L$4TURFGNLI'JS1M"ANZ,R3=;/1W 
M6"WK56O=C"H8B?M\$+2OZ*17_.:'3L651E=ia0:ANSMSFA)N-/YK?.)EP*>- 
MOHa*< ' C7YS==>VZ . WVA,A2HR3. 9GK+>E Y* FB; 8%01 V '-3S$->.H!"7Na;a/V 
1*1356$*  :U>I0\#N/F!A1E>,  5 C<A\!N60C'%JM\2U-JWE?*7L"U?EHa0IE$%a"\ 

HR/ '7C4V]88V8K9E\U0>KD:yC5IC-U):-3!HYU60,V H%:y=A3.+'>:8' 
M9%_[:AaK61LV?VT8??WGaV5Aa,E!5C()#="72(-;5T$#!"V7S'YH9!C5LHOG 
M2R%/*AB'_%T?C,S%XDa"EOT('8)8#%D/C62[;iGZSK/AUDOHUZU-HFI:(6H01 
H%;$?;'PSM,/2$/SBSV3IZTFKZ!''2  + a:IY_C_aCX::798C%2Z  + ''/;<CaS)Ti:"X 
H8N#>5a0D>S$)''/5,''YAHB'*  = S8BD  + 716*PX+';'GW'.'G1IU  = aH78."]_C56 
MOC:w  + *:''TK6#/68B)X7(1'(!\O$6GPD4C"%3C*;?7DOO:6LHM5:;S,VY90''Z 
HH#jaN  + a836H?[6T0BZ-%R/KZHN:,44a-1Ei;:,  + "$X0SY4"a(B\"B!M/;2  + YHJ 
H4*6:8-G4U0WOCH$'U,X/B!aH2RU4<<$S\L)i:R=R'K_P3Aa>I/P)N*!H6(UAV 
H#8+ZS.0'':6a3K'HnaM?l9n7%aNG>U2O=!4a-9LaRR37H-+XB.H:K">#8X,%\ 

H-!3AYAC'*:=  + N5SK%N>Y3:2H8*<>'*N/<b:?f:$(-0T''I1ZFC#T.8Z'801F3? 
HaP'8Z:U<42P.=3?VW:8<U)S8:EV9GK'JR;G12\YN+SZ2!2F+C?.-",3E1W80 
H8\$ERl=ASZ*,a".9=_:2J8.X;)/($58EPC4R/PNCC3G,KSLBVWITC;LD;l9D 
HBC//)86?24TW=C3'<COAUD<YOa8E'>D"W>.I\%U^<K2B7WRB*DC?j:KINADV 
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H017S(;8T=$80'5Z08'1N8ZO6/NU('[E#31Y$?WE37:''60MHG9W>**CZ)N#F 
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MH5L8TC^C*E/?^90/-DRBFa%?3V4PE>RGCG393<9:I!7=(\#J,LAAE:F1W'F\ 
HD6(FBH'B/7.TK%'‘7".  ; V S J P%  Z< \ + D W *8KQ  . T ' 1 BV  ; S X P D 3 LQW*  Z J PH  , ^ 1 N ; ' 
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HG;#FI$  J + * = :D-  = ''*PN,DLAR#PUaE-98'':F0,H7(8''ST  ! MC  ! ;=IY>0AMC  + a . W 
M' :CXT33I;GI) \T-DS (UW_X9T-8+VY; (;B;IX7VDO0>YX8<ZZX>W-3AaZ\ ' ! / 

MFiavl  ?\»:56ALT5VG2;S.ZJ  J/;75AA-;F  !,T*G">'C%V<RF;\HN/_;8N5_F 
M*:3=HC\*\4L,:^XB=9*"!*?+:'L'<WF*"=_IWY<)2G9IHZ6JPNaP=N!_:D%C 
M2''T. a:e9Y;;;389; J;FG%*4);(")S">\L+97JTXS!>C0-a2S!9'91N<-9H$$ 

M=T+ . 4K/-Z+«8>P_TZ\64G)1 R>\02l0a#FCK/[VT_aa*F<CL_:$T"Y0a/?I?'' 
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HI #+0a49R<F_Z :8aD9TRY#3NN4;5)VMZ ! 7 , ? U ? 3-7Z W I 5H ) D$8H+5 Z ( Z 5 1 2 C = 
MV0<+2K>a8''BRW?:(U73M?NO=C?)?,[E1F*6=Xa/1*'JC"YC'H8,?'!L2H*Z$ 
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M$SF;-SCaH:CX/.FEEZ0C\,4=\J+/XA[;:#;NS88<'8NY2HU9DaN!0H+?#;#6Z 
M+-=JS/ZX.N9">ZDE''S$C:!VCS!!W_J2?ZB*.=D-OD[G,8HM#CZPa23,BHZ)= 
Hl6Ea>.\ZW\B!BN(WZ('2\\O1NNl8  = C(ZNZ-6UR0L''6Z,8P"C;_#E''J3)N3]A 
M'4._29DGF!U;2BW.>:)5;_A''<T?;]a8_9K$B,HC;\W>;=(/=EF2UV.Y3BC': 
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M^a0;CZ:GTUL.J3/Z7>H)K0!a<LC_(Y,JKT:I8Ba_':J1<2K\4*X"56^GI7RZ 
MS5)V)3$UB#L1C0_Y#GKV2/PC^H2R.W!=Z]M:>B?,".JFR.E2:D35+KO-7FDI 
MK8V-a#LLNITR*VHFaYB*)$F:aDC.X?ZYI#>:4X''ZaYX4_ZF8M,UHLDH=52; 
M8?D_<;X)Z?KNW#DD::,(?$\aH6^;H9!3:3<U8N2VMa3<9;H1>E0<-0(:2Y-1 
H*JZ>_!D0=D:'L8a$<1!V2D'ZN,5GY)_A/K?JP>C:!N!V+a*VUTaE1YE+R;<; 
MKNX;.E"^Y(7<+'8Z/FSG=1Z""\?TDX>>8/!ZI0MR2NU6ZVVSL?PLDO3KW27S 
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M ' ''6F  + *R*5"E*_WCP-*0\MT7&  = #a:6/KI  !XELC^"<_'XEN  = I*:0%GaQL;(:C< 

ME ' ( . J F*24Z . ESH$V<ZG9 .<4YC]DKT6H7ai_7PB%PI/<=:  : 73 ; % 7# H $0 V- ) C 

M\YF2V0_<RIUG?:_.2O:'SOG,XL<^ZS&(\ ":\3?Z"2VK'>N$236Q'&JJS?\ 
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M!UQTX'X34W[1=++8"Ha7Y;DR M"5IY8IKRXF#-781VS_I+ND-_))GL8?EB0 
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M$\"Cal H#"  : : 28(U8 ! -V<. 12"? . $8,,5,!SZQ’8*a!*XT"(HAG.J-;L01^MQ, 
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MK(aTB%'F_8,/SL0_46W;T0XPE%"0PaY''',[I/A7D(NZD9>H'#*3_'KVJ8*a2 
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M:C9:\?7:_9CANV""PUC>1A:.K0J?9;CZ28""%:2E8'W8P;E'9$G2;+:i*a0M 
MCT.L>-PF8:r1"GSK:UE'*$=VPN8'HR8%9+!^8XO;:x6'_ES'WND0SUY+9=G7 
ME"PC>PDL+6*0P,4>U,F;FN_35%($CC_69A'U=:"?BIFJ'G>!GWB'V5.""L89 
MT,*CA3R:B8:0.>;_Y.G7V?TW%PaS_ZX09Y_9I3DES(Ul9#6W:H099KH8RWa. 

CCCHK: 032996ee56777a3ba1 46f acl  8357d6f 34acd558d08d8f 950cl436a8f 6bf 56887f 9:: 
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MM6L7V<a*)J\;*31_6$!-0:CZ,7M(*]_FFR]AGX\(''A&V*9NRFP9_*EN0B:\/ 
M%B,I23RD2,4E<STK'AR)>"="ZA;2TJ*ZNH28?8>$:95:*'''#Q/$Z#AR?M'H 
M3Y:XWC%/JIOW53P*0V1#PSaR'RP1LN;-:_4Q?"R:Y=CCF!:>TR3'N*33V)WI 
H$26#;alT0\XNW2,_=D%NV'G,'=26K6!'R=FZ8Q''',\2SNY-U2X"9'TSD4_I* 
M$VS:P:Z7=VFKBU'C-AE8XMQ-_5JP)K><97UU?JS73BW*88MY;JFa.KS<%,7* 
M2-C&DL8$[-,T;6,MBG>!*GQ/3D2E8$=/0-\C#XE+I()5)W'SVP+)%G4_9FJL 
MX7LQ<$;<?4QP8 . Z>WZ()?"6?*R8?D?F5?)%CY0VYSU<3_;^2HOE//BH$U1)$W 
MB[#=:)93R6LF^_V=-K#47DF"=EW8WaKai)UN*9KTD=7.:N-aZ^N,MG.\2AT8 
M3,UDSLHGQ\aiDA$.#YD/HWV4,GF9H:AN<E?XVDNVU<QY4VS\#)JH^(C9YN:, 
M0HP!%#JSK(3Ra9'V4EFIT;F9,5JHM3X=$QFC#:X;A)TPQ5''F6(TF=WX)^P+/ 
MX<;8XK?G=)RI6-: H" . Va_*R#'8Y2F**8Z0GL397W'%ED0P:CI=' J$C3W0H"\ 
M*#;*:VK'#X#?>/";_-L.S!F7XAO63WN#'OVE8GOGL>Y;G8NIV</CN6W+4N05 
MO\HF5BJN+DP,=*PP+)*?>9))8"57)WW1CQJ.PHAOE*B,:+A'0W1N'28K0\6" 
MP)VZH]?6S<$W#'_ISR-W0-JD/K)9JU-SWH/VIWS"B]i;c:6V8F-_;-"/FT1"Y 
M>=6]H>$[(C*8/N:3%>_%W/,W;'W08MW$CCH3UGR^F8U4U,\';I1$P:K\1C+_ 
M*,-''X7C88+/IN#?O8,R0<YFaHXC1Pi:i6:?OPCO8>"U6A_T2:1\aa88F?T9 
M=9*\*KS87]N?"?\AN!!D$_HSP:3,K\ ! J M KZ F 8*Q% B# L ( $M :8K3aOX$$V7XK: 
M(8Z'.2+GW'!/BZV^'1+WG3T:Q+d:>7E>X/3M=Z8_-!D^;8A_M7K3=CYXQX+? 
M/]i:^6<V.NE$KYC$;a7,4R*JKa%M.*:G0/D82=D>::D)_Sa\,7!QLaZI4GXR- 
M0[U5MQ!K,?B\HP*0NM9S?Z%NHAE8UJP)#=87"SV":46K3$67_6aTaB21/8F] 
MH.Z06X(1<YP)11-a'BDL  + MVM(KGN*A8i::)Q"V07<6<$.  ( 3 0 64 ' 1 KQ>  A L?  8 M 2 
MP9U4]#[YK"TBP7S,Y;"$WZ*B(+VT>J_K9=QV>165E)<a\8^,V6-I)U<a8Y-T 
MS#'C/ZH<XEB29'1<?*\QMI'=*0'A'NC\53!H-:VF9_2"6I_(8B^6*CL2HNU> 

MS'  ![!EY102YEC016.BRZ'0PPB*RYBX:-a'  '*7H0ZDS]4U#U\:nCA1)WMPCCZ 
M.*FX?18:$H]/AI+)2:S80^!=HLaSE_=SUQS)Z_SL/;>!8G9R5EQX\#0<55UJ 
H-''%SH!"<'94a;:8BZ)UCMCF,EL6VSH%5JJYAX84($S<3B#04FD;_"-=%HO') 
H0?9.:+:ZC6F)"7WLI1:zC8O%OG>^;K'');8-8HH4-*_8$D:"D\A''(!8.OHL: 
H"VHZEW0%YK#'F)!H+CSIC!XZ62H_5"M4#0B4B;X1\PV:b-LGK^FIH*x:$9TG 
MHK9)VIVUN+8EA_*\CDSI9';:i%w:2?B8U)V<aY0a6U3%-OY>C%H":'=R'2C8 
M?/C/IP.:YEQ4L9*/8AVPHCa\IU(R)#a>F)JJ\'D)ME0.58'OU-)Q(H9$$YU% 
HZBA:0J;2SaA%>%V27+MYI9(9,FB'U\SBQ()C";?OI5Sla0Z8\6N\$H5Q\//O 
M'-ED)*X''DK;7N9>T(#H8  + ]\T''%XFC:  !+V5^JDC?VD!5TBN/T.O_)GZOlj:w// 
HI*DK2SPK%5\207Q+F8I8SA'8=Z1P(*;)EF(TDP26H#,K,/>I>*XA<2FM\^3% 
MD270JSC*HK;FHNK42FG'2:V2:6' B, 7 C = / 77T6M I " / ? -1 Q ? P> I W >H4% J S L D Z 
MLKA/)VH"98TUK94ATS(L>CB:==GN=_*,=5V(''\*=,JQ'SaXZ.F!K8KJ0<LBa 
H1.6=VaNX*F:X*CY'\0#6*P3#*PRD%_0HZ#W47.nLYI9133''U*98!?ODMQYT# 
MUC;C""P,\-9EL+*U':YYB]EGBHSG*<!>FL78;-JM.N7'CLFJI''!:PL!0.'4; 
HaRZ\S_8IV-?)7K)/ZT5WDU.%_HK79#Z !>/$FW\Y8KND:%<*\''TQ%MJ8AC%;T 
MD+)1C.T_a)ZI+*:%C[T_-CH:!_U!G?:+=$36)H4CJ?P$<:Q#98>_9>%Z"224 
M-5C*JQUFV*J#-3*W4Ca$_B-.07C ' T F A , H> ' 8BT V*K ) \ 5 * Z '$,:^,>+\:<,HP 
Ma3 !UGBIO0E85T4_)WE"-V!/%\'G'?CA;W'3Z?_\04A*a9)XBZH/%DUK6''.:" 
M:*7_C[#ZEP):T*G42)9HD*#S"E9P$_#<6)a018)-+/L+KJA(D#983G8#/H,- 
Ma8,8)  F*T$WD_E+)1X.  ) Z C 80  S #8  ( <G-<  P ' 1 4 ' E 6 " 8 S a ) X0  ) Na  H 2 + 98  . / P D L 
M9%C01 ;a_;3N  = SX9'  I9  + X63HF  ! A8  = L038.  I!9T!8  = aL(H-2CEY''G(a74S\$HT 
M$^20#3+\CFXY!2UOC2'G:I86D>CPOX$Y_K.+I^<KH:)ST::zCJT4)U%<#Y8C 
Ma(A9O.0(;GD#D"C9_0;#+F9T<''DZ1  L!30*'  " ZT_T  P ? A C H $ XHX  , 7W  , , 9 E 0 \ + 9 
HU7/X, !-\B;  ' HT ? D ; W*>$> L#  L F ! . ' I W0H93 N # I , C 5 N ' N8 W> , -B,  ai V " 
M5>30=^2W0(T.X?>A08#*XBKU'JONAVa4H8\"/+984#K)"30.0*-6)RH'T9!S 
M:.ia<HS"?;!-0AG<LAGZ''7U0(E\,_%9a)\CBTTUF8K*SU=E+=YR_RH;JF'W? 

M8;  (J  i:\TMVLT7i;  S)08)  (!  -W(  (8C0  ! 6%  1J  =Ka  L99  ; 2 E # G A = -K \<$  I M + 4 ; X ) W H \ 

M6B*' 5R?8:(a<XCa) F . axx'  8UHVM::68BaBG802* ! I(<$:L41*9)(\8D_",(0 
Mi;8.!F8'$?B.$K#F86R9G74?W\v:2M?<VW-LPX  + H:FBI  + #1''09a";2S3,c:/< 

MX  = 7J*;"40(1  ! =A7P  + 91 Y!\,8^*THG',_I7Y4TF,  + U(X!6Y:aP1047^)0HB''' 

MF8;/0! .>,^98M:G<7+F+ZD'7?#X=RJ(UE13<. :(>?/0ACL8?BHJHBD5$;0$N 
M9B9V=*)>**C!KE%JJR9X08'3I>932SIH"GC\(H_BV+_4aGG(C59I?H+>B'An 
M+*46E\Y: "USU7S9C$9>A)NCD=#DL ! 56" ' ;=4=:40_8, !aDJ,#B>#W\9JTFPE 
H_I5 '-)96K*82TC#U/F#JD106(  Ja'  K0UL3/M(-%-GTN( !0F2WYZ$C'H  = M/4;8 
MA#="*HF0ZC+*<5#FRX)IDATI1ZYY())0Y086/2\-NACW,8J-=XU_%-49(8I: 

CCCHK:9470a1fb7dd454c3d309f6eb1942aa6fae1e3b6ac52fec0bece902062393a6ef5:: 
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MW<NPR($%/;?;QSKG>LJ9P#FT3(\#++3*;T?H#PB\I0,\A!KAX<8?-0*/365W9 
MY6)1FZ-9M&9MY$*:Q4=3Z2FI98"/W — $:/JJ"ZZ:0P_$>:"02,;:8!*LEK'F 
H7AB=aD : X#UK74D?M4_7Y&IH+2LC1 : ' K0^ $$_0 U B* AQN V A / P^>aX44 LZ $ \ 0^ 
M_I&9S%+OT!1$3ADA)T2*>'C3!KI(D%'a3Q3W%-B;N>3RSIWO70_7F6WJ7_:F 
HY_0PV\QE#EC:CI9IWCI0$!S4SaC)?6&&PU=UY)a"%,+7a#N='(II<013/E,I 
M\V:,[FM,>V"0E*CX7#C4U1CKR'$C76?Z&.\*PY(MG,H?:V;J.P,C;RF#AZH+ 
MJ*Z\Z’OKY-'9/CHNa'_\A$=G^X4A:Y00D+70);1X1*''8]Qa)7SN:!)V-=6B8 
M7Z=18EaS4=H(7NCQB98YC=DGC;HOLR4471''C;:'=.A,A0RKY%)ULL55T3PSN 
MVKX1BS+U46R,JG06NDR8J'$_9RYG?_;E5!:$KH>'*&</LUC:%YCR&_RN.>LC 
MV6TIDG*0/O$IW!8;P5K7*+[_J\:'T5LS+W%(5=6;5D'=T'Y'7B_A5JL:GP%O 
M0CaRDAD2V\E,63.CG"1<L3>!XSZ!EB'#i:&X:Q0I3.Z?Z-8:W4/!-U)6I;CQ 
M<aiBKGR2aC7T6\S!9,W!(3EWH:i23!Sa:Z03ITV4?N$CF8]<_:aAS$%U*K9( 
MLRF%'6USC(/8+C:6"CJS;'+*F>G;28"EC>1U0*Q-/XDNXO/VNKP)5464,Q+M 
MH)<E''#802<[,9KA4G6*HS,C4^R3!70J,T(<K/05  = >M2i:/:/VG>a#'  P:$-TNY 
M30>CKR'')9/  + _!G:  / # V>N  R X S Y 3 A + 5 3 L = T 3 a$  F ) 5 PR6  8- V D E F 7B  ) U / ! ? ) ^ ? . ; ? 

MY<3E83UB>HV\T\.KL=X7(00>L)0,UA17Y'B_N7$W>V3\#'CC'EGA6:_Z9" 

MX6,!UKX)RCa=J?S5/K)'3-A5ORFE;33>HV28*MO(0-AE9N;1'9_N#G3[C71B 
M.\53CT=2J3N?O8"%+93A'X/VL<.'VC;CC,_><EG18MF5D7$#!N8#0%ZK\E;, 
M9.,'3A+a"SFRWP.*'DV/R4#R\3^V'>)#TCGHZ'7#E'KR-l54MZ)-,WF9RISP 
M>#\#$\:PJ_SQF/.I9.UW75L_$F-CU;85<0RQ+.P0LEN"8$PZ<4>3T*\MCK+. 
M[B$?W/La0-%Y-SL3Ci:<92ZPCR$H/Y  + LW2>>NSV  = H88C83/1SI#8ZRWE!\"E; 
M>GOa0/E9_Q"FYFWV8%OHS3;'\+BVOP=$;D!O^CGa;a4;'U',O7R883'Ea-5O 
MY:*8_Da;=CX'_26378:(-G[O'U,0:: \ -94 S L A E ( , _8$aK$ [ ! / ; W E% ; #+9 YQB 
MY;B836LBHP43_"8D''C;'1-:)(-U975YN=JYWO:NH,-J:I>61LIDKCT0<9,JK 
MK<9WJ882H3/B3)20<K/87,4V8%>?XF/AHZPP>625PVZ::i.PQ6IW/07CGK%/ 
H*$K'-L/'JD2HJH':C$XS):O->0KN!).YU8(RC38M*X/I!"SUJW>S0I:=_A:J 
M,%8YH_E2G;8ZO,+E#>E6?CH3:"«_a=0+X/PY+.89O?(/8>#<aF*=T2C,\ZOC 
M*R../)+/AI410N*+DHD1\/$9a>"_-7D$1D\2DHP$-7GQ,KI%E2%YH>a<1ID7 
M,.+D87-353U\+"UN4^$B8a2%GFL-3_Y.:8aZD58?)KYVBRR>_D;Z\\$YLIFF 
M$98  = ?.MBOGH''HCaHSUA:$>17?KHI?*?"%QAH0>'  + D'<\J)#/5H0"''SB\:_Q: 
H88AF9\^'?.8*BH0YX+;W323'QQ_0)33GC3?M29CGYS6\V.''+8=-3<TQFYU!+ 

MN6TA,3%01 4T !i:$5?D0>BJ8V!++D\P(,XK'847?<‘'6U_1ESY%#S?<#)$7+02 
M5XD)A#/.8U1'C,"NW+;PT.$%U(9''I*H"?'6,ZM>X4#KU:C*=0PYV=?Q8*;_- 
M3N7:48%$\1 17SY+)TH:wyT5IJ" .Q(8,8-R-W8B!B#"7ZM  + #(a''  ! 0Q3  + 8 3#O. 
MF?4G)RZ4D47,861)D!!5U#LF>8V_%!I(K5C=C30$K_=T;/;*$,WCS>%LSBVY 
MW6IR0V29L=1L*D?F346;3a?"W_,G';GBJR5(PZCVaj<#GPH=2(03ZK''";CF9 

MG>3HOB!8Z9,O880S 9S9X+HI_!1(-R*HX=2F6*a5F/0JIH13N''>W;Y9/!%W 

HLZ>:=NZ  + 6/;iI*ZaF3\>?C-NJNA48OGBG7CU*E5(0>L0/$BG'W?R%*:P\,F\Q 
H3a/$C8(<H35ECG?T3D09 '3"AATH\DX+$ 3+ GCND:9XBE$-5Y=S/T>2C 
M$3J?-_2RY.!!9V03+$ZY:WBP8CA87,Ta3:83RJ.;%UM\LJ*_K=HP/8TK'GY_ 
M.#4\;,4?H:KFP1$SE6G#'BL*I0B+WF;Q0!S2R8N"(7:1C#N"8I+"13X?7UCR 
M<0U''7+6Z=KG/X;"83SX?)PG9BE<,V:.:C=N8DGVE(%TDCKLBK>W^'+68961N 
H=T3)?N!RI3*+/NY" . WLK4 '*9;C!:7:+'!0%D4CAX!'EI«5_"#>(Sa3#CZ0\'' 
H.*/.F!NP%BFE588)HWA)$*I13")D)<5W"\4GNR*U*$*8<(7WPW>CaZY[G_E6 
MUTE/0L'\Z=$AC++V,!.="61BIDN-HC8FWC0;#H3^A;B_Y'VG55.=N<A*>XUY 
M'2UO%Q<:U*QH'9V$.'Aa(/3))03_>'G\L7a9HE'WE73+>\3)WKU+'GZ8RQBQ 

M').7( <:X(8IT3V2A8N$?);E3,?*3(O'L_884:V'1'%0'P:T9?%2-4SaKZ3 

M,",A!DWR*KVWXLDD;*G,_BFX#S';M73d:QS<.!+\\S!574.7I-D0Z:J(#6-V 
MJ5*+'Y,'3X?I[#3891Z#_'0!nAWaBa;58V8S0_.IH6.^''2FZ4VFHEX)V;aTL 
H5JB^55R  + C>9U4?X4TJ0VV)UV<%9R<1U.L;(89B$P;3H8EFaiY')C0PGi:BX+C 
H3,B!HPOZ=%ZOVBFC,3BX85$_)7=$E4'SFWO)Y%\M#GYGLI<H!XG53S'4*2"> 
MOi:B1BA_Za7BD>08)M!X6%=9;'X8a+*n5ZHD83CWL<6a/)R'\9,!30HZU(9ZB 
HJ>3='/N%:a09C<’*"ER3-VRCjKP2$SI5/+N3K%P82'6D4'RAWB=<3*.?9S:8 
MB6\_^<I31_:7N.4<Oa?<#J;MR0$8YH0088<%,aEK9.;'XU\'9GP6+X8"IOA1 
H<MME.3K'+HF?4#"a(.H<4\*''3HSA!'/\?55'77  = 35YW6CRVa0X6  + -(J''$:HV 
M(!)?W,\3OCAW1;33\E%RajNMTANYa:T0PY''0,a5U+X/0D83/9Y0'^WD6NW\' 
M'I!\">)!a=la_ZYD\''X$+2l8BL'30=6G$8:^9DPLJ)'/\E/Z7-FC8JE?PA5C 
MA1;((:,B)DIDH,01LaV"TI<W3R3FVL3HOHLaR)3OL%?)%,RMaZ'>$iaL3R#; 

C:CHK:1fc4791f1a6e95b1 008454881 41 9ef5c29ccbba660eca4e75dd22513cc1 52894033 
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H29_B*>(:9_:0GV_$FBBQN:#:5l3$U&VD(UJ"i:uC!>*Z$1*W/9X:)=CH7La: 
MS4UP$U"3JAB#Niaa]S$BQ\<U"?9XR9&'#EaAa3(O$DaN&/T"IOBA"H;B4$20 
M9?*TB(17NP4+G;H4Q+-V%=DHP'S=!3EaC"#W;H$$N*'"CV3!<B>;FXaM'5:P 
HRJG6,4a6_LGP0STD$GaWHYB70$(F#:'48LZ"a6LB'MHI'aj#a.D*;*#H"B&/ 
MBPQ%RGK6;DHN\NX8)*KI1Q"EZMC,!H:)aK*FM6(TEY0F.R$ZH3N=:"OFKG13 
MDDX\’a*X64'Z&.:3X$!DM=28'8)1R,CP%CF^(EA+50P#?QILa'L!:42'LZ%. 
M/)"0C)05#TPB4'135,N+VH1Y+:o\>A99I7T=*W9Z';MPX,1P1O<^HE-9'\\6 
MF5/).8CY)V#!5,RBH=A!S\9OJ+E/a*H"O6!=)j:"*BYSITI05,;C17A]?:J* 
M';BN>P2C>P-0CD4\L5_$74H$GUI*P*Q%(NDQUWNE;:AOGLNGG>6D=C[:.*BKK 
M_a!Z"9,GH9>.U!\Da!)Ca4#:SBW0E''aN(U'B$.JUYMON:-O%3/=Z>'K7DBC\ 
M=4YXPW0$C!0_7E(9<8/Q!Fa\P0\I<=>[!9OMA6!_3\02C<!aaC4:").9#MLC 
M5FIRU9.H  = #RT_#A>%CZ<XFS  + Ti::KR:GV1.$1Q  + O0*NE4S];)J?81CP  = N5C>A 
M5X7?V81V/<)37X8CP2SD>OY'40?"Z8P*aHHJ#$87<#M0,KV:C4ST8PK]J9*. 
MUIT"XNTaCRC\X#9P']I036HZC3J-JlTIFKQ6[:D#MA+9>TJVLlKTD*VV?"#)I 
M,5)*Q-v:+6>'"87VZUA!,'8ja7B\##C3<*U49#%"''(OZB2A6G0Z%5VA.HJQ 
HF9.8H4\$,0XL'EaME/B+H3R0)W2?BV#X=:T<\D005.!VV$L$9;TV4(+PFY!C 
HM=0*=4DNLZ/R.3VP'aG6N:6<5.:8;C9WU'X85IF:LQW7Z"._Q;80*$E>I8$/ 
MW'4\?"*6(A)ia:<"-ZK3Z)QP/aPI*,>7>!>.H++%-[;7M7#?8VP7LZP62C"_" 
H*0=-_41.'F%+3N=3<EBZ5!*C8^O')8FT8AWE<U%$CG%Z":3,PT:!E*'P.LP' 
MT34JM2O:8OBNDH0)^B7B'(G+N7ZFX!Y*>KKI!J0'YA2U"8W4L8S>V:K!^_aK 
M('U=ZXE,=K/31A:Z$-<'V".0<*K2ZZ)C: +Z EN Y Z 8<BP VB \ MBM++n , -<MKQ ! / 
H!794P4M*K10D'4/M82"Q(aB%WH+''7V4PEAM=9E.(-M<XACPM7K8!23-.XMX, 
M"?$0MUN17LB04BUO)#I(Z=WVJ1BZ:OW*="R1R!AN9SFPSX\Q>3Y7YC-4U1/U 
M>J80*+X\TC=?20592V1AK+3RV=:'H=*0J!C8H*CZZ.Z'#W/(ZZa:5!\7J63L 
M!M7''#Z'#(BJMT)K0K4")8M8_*ZD:iS  + W;^CJLSf1WEZ*  + [:G[I$^EC/D_A:a3- 
M'Na5::*F2<D"YCYQRA(>O.28EO8E9H:."''*A^>B7XCU1^.!U*7H.G0:2a(.V 
HJ]03M.8_H,P1'i:u$,''8  = #8S:  t3O0  : / T V G + 8977  E 2H  " 7 J 4Q  \ = 2 * ( 4 / FO  C / H 2 3 
H-U'UCV5G?=06$7\Z>=.C"-T=8=5RFN8/TM_IS5''YNPGZa-58NHJWU'Ma]KLV 
HN/''*Y'WZBA*4V52HM!ZXC_R!V:0>AFGS84KD6WB7HP$*/1MEKMV:#A72S.HR 
HYYN**09$-7P<804Y3K-QBZ.T0N,W.$0V\RJ698-,SO0UVFlCC-48Pa3F'Y'9 
MDO,Y8;Z=_!/*C/9'i:?Q8+:+Y9a9'#)8Q8G_'6ZVR+CC,+_"0:3H!)BO63G7+ 
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M(L+WW0).A$ZKY ' </#T0H-+=2,XW_52?\NS3W=P,:#65D#Z,L++BY?;H<6ZNA 
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MYE"Z,L#IZAZDWH12'8EC>.J9?Na$J4>D#U'_FGV'J "VTYV>6 ■7AA82Ba#JHT 
M:$B3\K2-8("T.C>/C-8*853H=R+,F7C0OD"$4.Z1>'>)38\17DCFTHXI(Wa? 
M8>55HUWLa$*-*5H8>(  ! K$  = ; + J G ) 83  = R ' \ M$  ; ''7ZK\ \ 3 $K=  ' 82  * / # LZ  *8  H E 0 : 
M<C2,A)3B87B\[ZALBL"#7RRPNB'CaS=a82!915'G9JZ./)=!CAC!06?B%7>T 
M; '4"_C(338'  .HC7$6!  ' C : 31 7U-5 J a ( 9 A C 8 L . U ; GT1 UT 1 S Y V = A C 1 B<B L5 " AN / 
MRE=B045'DNE6"':+3J>5G-3Z<C*FEKEVT8J7ZNJ82,0"MMG2LAO+C?AF(?;! 
HMPLC%\6LT*8\6$ZLZNA7*?C2SF\4$:Z4:  ( U 2 . T1J 7 ' 0% X ; XKN " M$ \ K^+ \ H E 2 
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M'N3N?7*W1?NFW49'51SJ . I/V**aa: _a ! C E I 0-9$O 3 7 V F ^ A, 'R97#a"4>B9L 
MCC/9D?L0!<M'M74)ja^J5Y,a9USJ#-PJ1HF!aj[/M',3I?*-O2*ZR*LW.8== 
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MGYHA6\#U  = %B,I\0>)LC Y1  ,Z^3)(LD. P0*40A6?AB:  (aQEL^?)NLK+.VF:7DI 
MF-M!:K9*R!."F8H'v:!<H$Z'PW:*01#7)*A.T-F'*8[''D=aX3$)QV,T2='A 
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M$3HJA!3=138!BCY%5URDa43PV=0J1/(/5*Y0AI<K)'<*=,YJHWa,TC?(46YA 
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M80=%H8/587F+#OBC:S,$GTGNKZLA9M-G3'U23L#aT3U.4aRY?E^R2H,$SEMU 
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H$S ! "El ?ai \2W-9 . 1 8$S4KO""O9  = IAD$K\BRG;6MGA23/4#Z0/2" : X*XF0X)3 
M<*R0%!3  + J""a'PZEH36GFU;,#7IGFD37C.,Ba; F_97 ' G 3M-Z Y Y'' E$-> ' > + A F 
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M:","5WC<_.Z(84PF7,T>;7\2:YI8C$SF_*P\(CSC88\3>JL7PIPAKH!<RHE3 
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MDH'GN(+H_3$5'9>43''C'5WSGG$:BZ60BYG!FPP8T9J!T3*C(LZ,aU1ABF;XK 
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M!86YO0+)>Ra7//R07(Y0='34%BE*V>S*S=*L\,\#?XB3THW21)7BE.R4X4B. 

M,%9Z2a8  5IU'i:D:NNHG89D?'  7-G L D ' * " R 5 C A*6a0 , <_X  F8G  : S C a 1 YaP A* #0 / ( 
H'(+'<K?"T5(P0P<01;1\JHJWF68SMK>\\);\;MT#BY2U5AN9X3(JXXICK9P; 
MU8<6>K1$)?:Z2?+NM0K)F8L7H6X4?"Ea/DKPa*\N*SK*I6/:2G>W''$\7=)L; 
H>8*a9<75G31>=%K72A'15R?UKA,07''>;8uaYa7?B"3%*9;0SLW6+:3P6R(4= 
M8P;AB=,5+_XL<JEa**/>XHWZN(GRa'/:484(D?R(6nA\9>:?\FT$?WN-X'57 
Ha+%EaZV1aY5M1BFUW3$Z+3Y0K"0a4^CDY>N%CHCNM72aCK49/,8;,Z4a1-03 
M23DJBE0Y*a$a$<8.F"_?>3051>ZV5L%Z#,;Z*J*3\#'HA6!a:._A!NRY<\97 
HXES/E%U"(.\8<X/8+E/390_3=';_<.OaG3.WZ5_\3A;<Ca)?la.C\?5AKJ*a 
M*(\1S?>-FI8,N_G7_,2OCS9JD$?ZF(C)1#PBGE8)8>3:.!)I*2*EX2#OR033 
ME3$,W9#$VW!(J3$2.K#EE:(KY?U=ZHR+I?4/VCNG1ESB>RCJG#JI?CSFGIZE 
M33<5H>*LD7FY16-,7$Z^$L'L-Ra*ZIXLa;')a8;)HE2SCCF0E_>JA97AX/P, 
M_8*1K2l85ZT!aWP#??9*\!NUEB4HG\0Razna9E,1$1H682C(R+#MC<S8JJ^' 
M%T>Da2VDE$)D-F5GY667Y$Dn2(ZWUV75<B(F32#BKA?=A-5BZW8H.'>\*32C 
M('334<GXCFYB!UF7P.ALE=<B3:LD>(B8Y2*=G=5"*;:aAKK?3-'<)8HMR0<; 
HM'E;)UE5>,a0P7?%1ZTEK9GaZ;*J3Y%$-"Z_8$*>*6<T9PIR8TZ"L[/R0?,7 
HHKG8HUZU2B.%O0O-)3D3B:_3,3'_2LX%%a?)G/5Sa)47#FJYTALAT>.S)N:. 
MCU$RGiaR%>3=3V3N3<'UZV3H!*SAC4a_4$+9j=//;C6Y#(.4'<2B<?AW2T816 
n9UAJ0"Ua/4>?VaaL.aTB=lC"_MUAAP3A:)9M*<0":/:Ka3O8=U)Z>aT:YS"P 
MI=1GC7>L-+7SN/FSYKH*OY%+'J3TZ.NM3/+>ZL5:!7'VU(>.TZ\aF$O8a-0N 
M%Y9E:#:8:)LO$Z',!RAPB-"V+M70G>X'+43Wa+V,8:$9$'C>67^TaX;C)+90 
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M&JQL>2ZXA0a$WG68B0C?I/?=SX&QK0=0K>!6N*E\YH6<*B%L7N:VK97ILW0: 
MOZZ1lA!Q;.0/FATM->TG>Ki:K>?'W'CV6%CNriTHPXH4KQ*CPA?IJ34$RD*5RX 
MR+WTV#NFJ=0aK9QT>VUPCESV06''04B??CCTCal6:LH#4BEJ#C4*DM75XF,W< 
M2;KOF%X_="IL3+Y-_WP+4._;PQQZWUXa2+T7WG8*3'*)*5!AM''GFaD]U#6- 
MYRLR.$PHJ++3(K=IKT !<H)ZNC$WT<\V-G2AaVNX08Aa\S>S ' . V+0KF\-CLS* 
M'!AV?'BQFVDL<:6^1HUWS:-'(S4a_DE94MX0#HW=3i:CT5;)1)K,I/_O=([+6 
HBLZO>FSZ036D1-B;#a:F33,\MLO\:UN]I4Ha6E</9E'/A#X#:73\?M/#.KU' 
M87JQVYW6/_F=U'W;US*/,,%J5SD2_R1"GW"FH)$"-%W(XNK(HRaVY%86E;:* 
H'TJK9:aB_T6?WTBWPH!>F0TB_N2HHQ"Z>+=FE:0P9I\PZ:6/W:1)W"1E28F$ 
M0'$FSA3C:i!LI>AY'DEX1W%)O+"^8!N?F8!6.CPDTH3LH/DNF4'' 0<+=E" . # 
M:A#0(:L<''KJ'R2Z3C=\)2:WB=RK$6")TSQ(6K2="_C0JU:N%A*W7U'XaD:3/ 
H78>/P\*U7LJ/$+Z?*U'DNZUWZA$B?71)/OM-94('T>\0I*1HF5(;7.8)OLD" 

M8<%  ! ! _0  ! "K7  = > + A#2O"^"EGX0HUTa !BE8P0?3%7A\?0P/4ZPOXM'!-aXRY  = Y 
HU/FC'%6:b$:*N,<’ TN?ZK8_XXT3L^J%##:eC% ' 5YBXA?;PM0T6+LL=U>aUYK 
M%?>NCM60(UT:#SF7:<KQ*%4a-8) ('FL:]*LC!<LCH$(F'=?$]/IYI+YNC3/> 
M,-7IC:''0*1CVBHH500*]\U'':BYEIW)M7^5.I;A>_9'$8"_175RR1B6N4M7+ 
M)CKHM:M6+W!L8'!0Al-;O6C=aT+7C^:KNFTEE3T<4$<?F#''O04IX874<LJ4R 
M''A5;8H?Yn_v:U5*_6-?C/UaPZ$6$A1TC>1  A<>4''.a.  !)WFZRSXaP*;3a  = *95 
M: HG : I, Ya=-C_?%6P\ FW+B' 6L3:/3 ! /K4;NK5TIDA\'#N('K0a(U^a0*7=*2: 
MH$H20#K:E+8AR:RUF:BALA8aAUC<5HNVK5'7!LE0>5LDW"<4*=Y)VTV1HHED 
M/H4Z'A-$YSHP<46*AHXD=XCX8<4#3E.<7CC3NA62:*VU><%8#T9a'X',8#06 
M0i:i7!-4""9>V'  :\K5S.  ! I70SS1  . ■t:?XG$"CPJ))$  = D;5C3T;>)1=II)49/ 
MF27J*RVS_*>V*+_0AD383-(6V(H!>?$LY6R*;EP*! =K$9]J(laT^=! R-,$i: 
Ma"T(aWX$-(5aB-PD#T8;NUSU ' 7Ua)A\Z(*TSN6S88a/W'BN,K%80a\-V#%YU 
M0BS.(SX/P14X6R?O'C+<CT!"J%8-$FPCH'80HR5D:.1<='1>G+0A:A!6F(WK 
MBXU'VV'EI3=P;6*\E2B)3/S2E8X1>41H+\XF:-DY!9%FO'/2!T0KN).I;VB; 

M;;-#:2aval w:f0#/ : AL_7Z45T:aPa$a83ZMlC '3H93B<5J%A'BO/7,2S5:8H 
M=8P8#D*A' /1>aAV: ' C 0 Z C* W+a2 5T8, \ 3 J 9 ) , #8 ? : <T# I G0 ! 0 ' N / 0<CT " . a / C 
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H("?YGN*4NK':DV2REY:BDLO>XVla7-T\K53Uja\2aA-85=#2PC=N)S''7"-H! 
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H''8LKB:CXB5a>RU$aZH+'ZR0YYHa/FZa*''AF12!?)KUV;*H\/aa4?NL3N  + 9 + ; 
H+')#G'$E\8BBK72:  '%3*".aP'  ';ZF/%*!)f:<'  '5\KE-?U_':EPTaY%-CV  + * 
M?=X?KY4YG2'K^0#X1AP(ATJ'3' 87 . C> . $2 D4$868A$KX1 41 \%9%6''a$2USK 
Ha3aX)a5/5A,A<: GN*%ER6:9H:l9*PEM0\<(U7E?ENYL?JLTC>  + UG"W>NE;  ' B 
H5>L(0C>"5JJY5H_H?G^a$P/6$_'N-9a7CDHCG2*.$688!45RTES^H>%+_#;l 
MR:15_+((D1Z!SA-U_GA'4B<C(,!>+:Y;$ZWa'#aj9!<-*Ha-_8<$1i;K1#A0* 
M(-)TBGUL)ua9,RX"4'YT8"KjaHL,BaX5(H8"J<,B-X8C1UI\8+L#3"8a6HYT 
MLZU#Z9SLX^8?CT#GB!:9**a)%830CV37!)WDZ1P0*a\G_$I^)3)AD%La2'*" 
M%"BK0$#=F_9)8!;:F:G86-G4;('8H\4:>0226(A$)*6!8S84!:.'<:Za_G;= 
H[7"L4=C*X%X<;63'0L:*B'?'R%;+6?II"2:9TN1>7(0#$0?B(T%B$H==I9?W 
H\Z7D<’PY)R-73O8U'!'C?7%)?DT^GBa'YBT"XK?T(5*HEW:L_Z+'\JVRL10P 
H;.0Y?O7T"-_!O#.%\>6*PIWE!'?JP,?S4H8;S\3V6=_3MJ$A/?AF*YHSRa:T 
H',(MCW-T^"%B  = $'5%L  = Ca'/5;$<H9ZH<G'i:(N;  S''. b:\268.  ;=KS'2;R9^5: 
M5FE+%aC>("-7SL'7R+!=AJW8Y9_D!N+/?66?I'IDS9L\HP$a:ZWPDN=I;4aP 
M>"8RS:R;6??B3$0FCa$10a;'P(..>,'+HXTNN/^W\F$'Y,0)8$=WWY_E/aa_ 

M' \T$UM*\GNP$0+HX? ("_S;_YC79>*KA7%356aK08$VGA7,>ZCXDHCHG3Z-) ) 
M2:TNFYPE%R\I*$)8*!) ! 0 3 I 0 C L L, Ea , R LO$#63 , + ' ! J UV-  + 3 = J S-5 ' #RP1 ^ ' 

MMC'OI*S’'HZAGTTPX 1,F-$T$XC2>8UN;aXH<0YI.K!a8J!CHE(=T)+2F=E+ 

M'F$;9?LH9$'IR;;IV;BD_MF_*?!EM?WNIYSKTaRSK5G?"PI8a<FL='Y=OAT. 
HPOPaG,3*E5HZV_#3T2lN>F3PC+3a3XNST>*++'Y%'9U5%H21_$8$M-Y-<SGJ 
HIDN8(H<a="*B''YPB?W,KBFR.(OYH5.Y$4PY)SD7YV6834,8JBAZ+'JB!2$/: 
M%W*=VV6"$PRF3 ■2<S6+0L\aEE9Y#Z(' XXP,/UaKH78VK<HN_-<Ba$\(*<9:+ 
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MT$E"6.X1HXCHT,8QPB.R3;2RK80161L7%1'3'L<(X5'V_1/): 5$K>R-[KV<" 
M7MVT3S16(;L5V94TT3&40C=0IK\-8RaT' 1 WL;1M*?LN$( :-6*0C0Z6#I$=*C 
H8RFV3G_Y>:4?6i;90;J  !_!:<(  \ 0OA$MV.*>\3?E#OZT9CB0PV'&HH%P/>AAL\C 
MJ'.(>*A!A!MN_C"8X+*C$NIYG-+4R*^:=S/XGHG4R,>T0EK4AVX2*TaAFQRP 
MP;!F!_6QHT1NDJ>5.94$Z98/V"D,N6aT<RJ9)(VC8NHZK::C;WC>l,$A\J/2 
MF,?DK2K_$T1[QC7%<"!HJY-4?DBYD*!-a:m875;.5H=J'<I7$8TJP8717C%- 
MIQ+4A\:u : 3J5+C=MN'!5-[7^7!_Z0I:^/-I'48%PT:d$;6GL8:_)VM_1T'CW 
M'4'"J,JL2)K#AI"C.RPX=P;AP6''2:c\4:a4,TOUV!0:)MLV.CC73N3]DYN? 
M]+CaG3E>WG+: !CG31YFD(JE<07#?'Y0aR!U'F""WP9N)VCBS;J3En*C+/ZVC 
H"(",QS*Y36D8XM'-^G6V ' X \ X<8# W : B+M9 ( G ! P82 E+WT AB844 R R \ = . G Y Y*C S 3 
M9R%, J>\XT(Ra45-IQJX6V'0'6#Z=LQ%/ZPQ$6,? . J^/ . ,0-3G_I8J J2EW07> 
MKQ.\YZ'8a0E+:aT1N:8IH;5$G$DLK53W$?N_;KSWATK2HOQ-<\Y:H;<X-B\, 
M-^)[8NDDB8Y)0[8(6O4R;_>(F#"_:i^2XER>6^3:QK=WM-:%<QNGN.l96*RS 
MG_C7YH'7UK8:\P8/;7LB1D3S/0A9?%"J! ] V F 6 Z 3 #-70 FQTW R \ $+=»+ . 1 1 N/P 
HK<028[I%SCZ"3GX ! . 6 KT>70 " A=8<5 Q%Q% : T A8M Y ( K_U *0 3 P9= / A5 \ PU*a C 
M226>71''.NY%EMSSF"F<"M%^CA^2;<DV8.'8'U[J'89Y:i44a2,SCj-R/ZUJ! 

M2B%3_K1U,.U  + Ya3FB-HR9'1>E>YR?<2lQ*J  L5W1  OZ  [ KOR6K7  - ' H<_r:2  ! ( . 
M(ED3Y0PY8LQ1Z8$%2FO:1F6TYP$80CN6RRF"')LMC6M#/\9SZ72m:!'/LTJ! 
M8G,63;-%L;5R1!66<C98Z\,LAC)K0)#S!9J)83G83l8;/KZ;HJ+:)PSaEH53 
M1/S+R_R%4I?MUWGM8HW6PRG>K^*P3T:?>*$/V:(aaFN"PUG/B3<3MF6T<-R' 
M=WRA,7CV7NS=JH94'54EA*"C)$,('V6h:r2HJX)*1PR2I?IM\TCR7.60L=DO 
M+/Z1Za3aY5O30BX344?>FVK9YG8*JKJ0B%/5;L1OI%.(-+H%<N".?.789$/! 
M_/UB>"UXFW/I""CTM,GYGI:6''G4=$3,,=1$Z"56?O6G<FY?369E8)K0/4H+= 
M>Y)VZB'G_/3'YY"NWZ.UQ,_7X2QY#R5O#TUH*X+/:T00'N%N0D\?G2JB71,' 
M'QVB0AE-_7VC;EALO9R2"-.C1"H:UX%^M*UG\Ra3FB$O.EC,T),0P833CDM* 
MJ0<MT3X,>?%aV6BK"UET,4)6J6W ' 3 #N^T1  a K_TPTH$ W6 Y ? H P + 3 Da / W2 ' E,G3 
Ma>Y*9\!=;GSCT"'<JE93CG9\3>W\FEJ#DE?Z"'6:XRY\Y%UGS!V:Y2BU!=OK 
MD9TT042S2  + 8alNK\T:Q.:Y<YUD3CK3)QM2' " 3$9 J 6 H a 3 - + W ( 7* F P3< 1 G C B H 4 
M5J)TPLJ4'x:G3LD""%8>'ND64\Z-)$)CBZ' BX P_T_* ( 3 0#  1 6 S DTT> " L* " D W Y 
Ml 5C2 ' Z3)YAR\1 Y"%;U:<W.$T,67M-W5"Q"EMU"FCP''XUJ"4>8 '()83_+:(H- 
M#[_K*8X8?9O*MGRLKP+!O$6QN0#EE807%YaG$326(NaGB%"-B/aKQ0H8E'!: 

M7LG3 :83LI0ELSF0:6HHPLGD(6-0G*. IH-Y5GU#29RD, :/AJ8TK\A9C/a/$41 
H3Y!S9"PB(8AHQ'C,3#*.E0$.W9'ILW/'22%!PXFTGX(3F!L=A2Z0WD'JL8L8 
H),B(HI)9V6:',KR#B,IXFY#<''B#  + ''HHZ3  + (VYF7M$F%a$JKZ  + %5XV!  N->MQ' 

M*YU1 _%V  ' UFB9% !-C,838-.  3DFC4:<  — + Z-IW  = >BCS  !SL\IT6'SI5  = TI  + \.FZ 
M((I#FRG.,<51!W0Eia(JTCQ?E=8.L'EHRRSE?6ZC'TNGS#6.L'2a6:41?%NG 
M#-V69 .336*M#a+79$Y1IE'8=20T1?3B(02Z7D8\G0\H:E3,FP+ZP$33Z3_;) 

M0GY  ' NY-U)''0VK^RW_S,D57N1  ' : HQ-2  F 3 H F / RO$QH  * " N : ;1_-EaHM''!SH-HY! 
MQA_G+/)P'';P0>^//:CQ\:-<-(EVQIZ_>$?/G4.\<HFZO\R+.R#W3868!*#': 
M9P"'0/6H?85M2'3?QDG+CBQ;U.'CVQ_?_C53*YPAOXJ\F2PWDH*)8#ZK!U<1 
M")R8:2NG'7">9NL(87?A.=+=W;AL3=?$*;M?4D58+//:?8$8W9>0_<CYE.9H 
HD  = D'-L<?$;_'DLYO$NM4GHZV^'>H:N01 " C 3 8 ; *- : $G ( 9*Q_Z HH Y3  = >%$ E ' KR 
M%H)  ( \ = 93_G1  RE)  (nKZ-W>6;$AJ  Fi:0X/C*WF;T-J  C_,  4-  = T*8  ) Z H B ( T_>  . 7 FG 
H,  = ZB788_-?3%(  + 3-XZ89-3/X9G-DCHUESF03CD1  M/9E>?NACaJ4%L0a:i " JC 
MUOD?'B<SP/:VRH>'9<NA"N*'8OD31'JAQ4''HU05..A3F>X%P%Q?IEA(AG\AQ 
MHHS",:24(T;0"_ai3"8,/4,7S:)VVI2Q_,aEKL)#-%B6IA5_)L85!,=S53** 

M2=K$H ' FNCB83>V/Q 'KHK4:;ZP3Ca33D*(H1F'A%G68B,0A"4._+Y/9\'2#W) 

M48H;a^ . "6BS5;"3BJ,V.$GI/9GE(I*-$L/XD''U"L3S7. /2XK1B8WK7)*,3HP 
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M8>_YU0HKB?C8S,HQCZ8Q*<D<_A*H8"($<3FZ%4(F$<;S_8Fa/4)6H"\-:Y!R 
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MIY9/T(s:_)'',B/!K38Z!:W*(3$%_N9HaC3"2,1(DK]7P7A,X.''G&HKBZ'&< 
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H%4MHG-8Z!$_'^U)00VOK/.2/'HUE7VKY>KZ1K\*BFWR#RJIN*+<>ri$;WI#MU 
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MGN=_DEO:_.$4L3ZBVH716_82.H0VRWS7ZX7Z*D4*K<SYY0?(8>1_9U#(z:gJ 
M;5R#55%OG5Q1JUTD%aiB?64HCKE7F*8(X:T37<\(0A'?X"'K194-BEU6K:PC 
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HUN*PEPP_U,:6  = SJHWJ3''23M%K5/a:C7_H$R08\<MJ(4UriE833.)S7.-OJ$7L 
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HV?P33R%SAP8**250G=K2U-JAH18>(J3*+6T3.,$O1*<W8-#7;2Y567Q0ED=> 
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M2,(/aP' ' '/8' ' ' '7' ! ' '<8=P17AC:":297,096YC<GEP="YB;7!56'P'ESVa 
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M=P8J=0C%4V_UGI''IU"62E_P3$FLX-ZSX<GFa3U :>KX^,6ND;??WY)-,a-_E7 
M-D*Sal'?K34R)0TXT0M'*$:\a#a)T'WRF!.I00L8+.I.LB''E6.39/7(Hala: 
M%V'RFFVB,N/8(2*UUD1Raa/SC'>/7L:0B1PZ00X"4$L#!  ! 0 8<, RB ) X 
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MPA8=,''a#Z '-S\0W8' '%E0*P!a')0S,C''A9O8,'%8B"2#0T0"a2!C','#a!I 
MD,A_,8  + X_aD"a2 ! ( " $B4$ PE F3N V T#-G A H / I C LZ 9T X ' TC / + RB D aa  ' 6 + 75W3T 
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HT1 "9 ' $>2laA9$6C1 9I8IHVRaL=C"RDI,$+0*80E)L)ATOBZ8%,9 ■ 6$( : LXV$ 

M ! 0L;P  = ; " . D6^( (COS : ($\a7'"  N;RACGWGG0N?3"H)aT/ 1 1 Y)8,Z>)a(3)4a( 
H<3X5N'$IA8D-R*0?6ZY*"HG;P'!XCEY0$\\?+F!M:36N#'=P\'%A8.#T3'3# 

MG''?H  = )C  = Z!riCC#'**S3aT1E,$*8/4  = ,"  + N8  = ?188).H)B8"139-**8U))<CH 
HJ'\%298A)N+2;FAJ,:5RG2NM<I)Ga:RL$<Z3F4C2W;1 5 \ % J I W . 20 La>#U- . H 
M+ajH)8JaC)=LBP=87Y0 ■*KP=Z"V3F!<"J80Z:RKD*!N'F+,B+ZI;)J=(B7P_ 

MO. Y_90WHL3;0HP7CA%86%A,TBLF*?GL#ZVV  = C ' 5 30 V7K" - ? HI J 33 E ; W- 1 9 W R 
M)3P23Z)2TI;*Y60$0>/+Y0RAUETRS'+*UG6*2L3''Y0-ZJZVC*TL"Z*,(_W8 
HC=HW\N+'4A/;WT\85S)4_0 ■ W+63C9a*K>#= ! SB3P, JAa9, ' F 3+M=$ ; E68 C_B 
HX#(R3P8_M>L  = V8 !#W/':\-IFa8  3_C;U\! 44TTHM''  : 31  ' $LI=66D7E : K;C\/ . 
HY/CF>WG4aJ6"';.E56<!4_962W\'4$L#!!0''''('8<,RB)>O")!VP$''-0" 

M' ' '4' ! ' '<8=P17AC:"3297,0<V5N9"YB;7!56'P'ESVa,\(1G3/H'''a#398_ 

M:ai  ! %,>_-_,8EN5FN5*$0TAS54#1  " 4_ " E H = 5BB A I C ( +-B ; 65 E86 ; / 6 1 +_P ' A 
MZL,  JBHVZCBF/,  (DV%E,  )_A,>A''_H7<  ! E ' S . 3 S / ? 3 YT W Ca C _-8B ? 5 U ( ' 4L  = 2 
M'ZD.""H3V''G_/T18ZASWZ'JTWF'*-CB\_(Y/'S98JS8_a\G)$ZS7!J_/5'\K 
MWZ*M-GC*\'H'78#'TH\-\F3>$2,O+0?I*:L#-J8' L<3D70+3BK) :-+;L7(39 
HTS$H''ZR4:Z7a,:W2''XaM3::ZKNI;*Hj:)XL>>VZ629U<;3MP?3-LF3LA^804 
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M^R)U<>A,N,"E+aBK,6V8'B<OMMC*'W_D9Z3MG;$$NPl82C'R6FQ0%Za\+C8L 
MC<$A.FICaFP(0SaNR3aY)%"03  9OUK##%37)' I $ J T WB8G PB*N 3 ( I V = 9 C C8 E ; 0 
MF2TS(W/^W0AZS*H/F='2WI)HO!)+W<W64DV1FV<8‘'1/E1S_"/.#Y+?%,-8\. 

M/\*I!  '-EEY?'AAMK.9"G/' Y9 / X F , Q*-  = D KKX 'C6Z-B -ZCE'+DGia 
MCW'ZTIH:="EaNA/)F0;X6XS=63Z;ZB0_07LUBRCBXB\%M#8AVZ*IA8G2U+'; 
MX'RU4*K2\;M<<7''5,D:O"C:C$'+MWY=6:0MV3>,T3N0<0CCQ()P<S_%8AI%. 
MH5:!_)2S8#A3VC2P(,4$5QYQE<Q>A"0''YKO8'C5;I)!+$6_=MV*4P\<B(IU- 
M:S;$  + >TBY1!W$<:=3C''YD'a.PC3SITF#W$?;:/JQ''TP%K,R'>!945Ba:VC!6 
MUL.>OCM4'(?0/$>'<8''V!#0"S/<"'A#6R3C(8G!GY6!LEB-RD30/\XYL8_46 
MA/8'0,O"F24%+3$T/1!9ZI665)O\R/<P:\8ICI'LGO(AU*G\+<VW*7/-B+OB 
M:3Q#V,F3EaH8)=2L\%NU9DFO;5KR'*aj?1,F(UUSN'533$'aD,'?'*0$F.?N'^ 

M ! S\8>8Sa_%. %$aVRlCPXaaA(+a9P0?#,\E0;; 'ZHX8E>H=3C*Z3.ZL'N</SD 
M6PJ75AX'H<P/$-PO$CI?-JN('T95%.CU*GI!E#0O!$,.>6/!$8'55Y1,H*NL 
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M,"#,HU1I>  = CFG:a3Z_G]L0Y]*5:%E9' PQW Y Z 0 W E ? % 6 / 0 S&4GG ; 30 ' ;/TZ9B< 
MT>Q!%(?+VH8Qa9+W!7_L:%V"*91K*BG!P/GZ:77BIY1+S1X5=T)'YZRTJR\' 
MVLDLC0%"Y6R_Y6TC4_-6%'2::_E',#*!6>7$3PGT%HRZ,,N%26:9ZFG6WXH3 
MC4,8*)#I6U,$0D2?&BPL?:/U*.K' LV> V5 N C Y J 6 E D I G> , , " .G0Y)=\*/-O'+' 
MJL1;5E:H8:$8::1#GPal0=U=L6E7a."/EU4A5_R+:>I**#L6F>-T:R4#?QL) 
M''E/V8a6S(NJ=>Q7K[D$S7#'5G]<?+3O9F3O-:A1/JY>:C5D%EOYBKA8$T03Q 
H*<'>[>S59*29NP3^!?<""Wa8:I\I0$%>F;,$D+9GTZ*KXYCD9"U'DHOQWVQ# 
M7BQYSE'N)>W>DW'3-.SW#H^anQDW,G\2"EEa*7!B??).ZGP' KB<1 Z*KKC">" 
MV<;QJN!3O>)$Y!8FK)a5?D?$?8J\!a-RZ838-/:a"*C9NFa&3GBK!00C>$#E* 
M_!$ISBF^Q'$3G0RP1N,"7_aaDT9OQOL>YIR.2UQ.8/Y%AQLN:!LC2A369B!T 
M"6*2> ' ;*XZ . YT,_R10(-+VYCN2SP704BC : 7K#U"?Q,%%;TWA:KR6X!<a?*%7 
M47P!.=N_I5\!WF:'\*031  ' C \ F W , Z 8K ) 48  + G-'' ( Z UH  ) L ? #$  + 7 ; - J K8  C E9  ' G E8 
HU3Q62S'<FQ0K$PIBI4;26BU2J(N5D83RT$D'^NT'T-H,T66-0.a:8;-G?5M7 
M$#TF4aj''RNACX[B*013Mi;jlZCNLH7TW#>9<)\S)P3.+KB2>T;SRX:iRM.0Z 
MK1?DCVR8U0RH\QI?J ' W U F 1 OG Z VKKV D E ! 7,aQ?0CB<U(<aY4PK:>XC%HZF8LO 
MMX ! 1 YK7J8HG/3BZ9H6%LR27'KQ4P*RIB' IGRSLH\aH2^CR/VHN:G\PAaV0-( 
M;"\aL?TP$ISVSI4,E=I^-WD+AYD$XU*UJP("/V0!!J)4]JWN2>W«XE'IE+TP 
M);'Z31^(82!\Q6#9/JZ/8$S'\=+.Q%"O0]"'1XL'/_EU*K-=H+$8<H2:CW-K 
M )>> HADROX, %',?,-/! 9, ■(#9V,LH>1\X5. T3 C 2 , 0 \ S G 6*B S VB6 , K7$>+ 3 \ > # C 
M90,S>*\81L"VKE — NR,V6T)YQA!W*KA"CPO70,8R7CJS8I!)WNKL=*=2:C)M 
MJ )U9+= ' ,IMJR7<CK; ' M6D^V%3=B ( I D : E #*_0 " M L5 S NM I B Z ) %$ V-H*%4 C < H P0 
MYKK:/VC/-3S?6xa]*(3V,W)8a$CN*_,")U,Z1*5X2a0+?H1A'P(F9ORM'D>J 
M#CP;K4_GJCTMA#EaT/aK):18/*AI8)FG\8;8"P*(VX,HH.;51(ZB:C4'0F<B 
M:Na'\)B7Ra"8DMT-*0EV'8O_?3XE/H1A_L)LD7\Y-<NJ+'/Q_O''3%CQ7A?\ 
M7B=CK#/\2X_%Ga0,=Ba=X=V8SLAWZ;'S*1ZZLYE^1L?:,0:RVZ;N1JE8J1UW 
M7K6JUQ>",ELY'^W-4%USXF;!Y_C=P=ZQ./QP<G!Q3.CD?'%E3?81>60N3WJ_ 

M ' 1 ^=:,3Ya8?#PQW9(85II-^ 'PG3IGZ?2H2!(6E7.HPX"$1':ZB$S79=J?_ua 
MV,*=NT\);MTMJM:F:NZRY\G\A#C"4)_9VVZL0:C8<93Z?!B*DGXC<:>?.1#C 
M*''N+7*3Z:HFWM"ABR:'S^WF[X"NA_$D=96$3'-?<)Y8=3B:2=DE"K+186!C_ 
MMC*AK8"KU2l60N!H"8>!.E8NZK1K3QLX\MTX!\''G7H)O_:7WNYZ(aY?\JN43 
M.C7:NP8/(-=(  + 00#M6LG8.,17''W/;1''NC:a5M\!QK4GP8?:B*O"4R8>_V(U% 
MRPNU9NG1WEP'\-18;BZ78G(UB\99#$X2JH,\EO>6*='W<W'_!U!  + 'P04'  ' ' ' 
M"''A1,PBH:U3CO'8''"T/;p'''a'0'$5U983R85!L=6=I;B:E;7-S98LO14Y# 

M3T1 )3D<N2%5  8#  1 . Z ' SKA:a,''a#Z'/%6ZM0VS84?DZ'_(<#:*%)X$L79ZD; 

M#:l<QUD#. (Z=.+Na*'):HFRN$J  F 0 5 %aW Z ' _ ? X462  + X K3 ; % F KAX22 R<- SON  3 < 
M>-C<W3F8?8"SC'>:":Y'"Z'\$"$%PD,(J1UFBO$)G+2ONT>'("0,,Z%I6!3( 

MaC49a30 ):<  = *'  '$M"5<1 E74KaRR<4A)2"3 ■ C%Z(B%95Fa  = ''9a923A ! Y#/KTa 
M+7_M$:6A8S+<C1BN::II,D9)!X<U*.:-FZ-R8C034R%a3B"TAa0"_a*99"%5 
MY92! D,Y$$aH4%$(D10+6/B'9A'$2aW.82:8UY3">P:6F3CC9J9"<RH83TA'I 
H'"=/M=G_>Z<Z#8_:O<CEa06<\Z!1;GA-$<%')'GE6EDX[:s*J"IA_I(DB*:LS 
M'HE?CCC2FZD-_/-3+J*YL[:VS_8)Z/*01="^N;CO3SN7I>?_7V:?X'3\:0Z>_ 
MCVPWW?Y*$TUAG$7( !43(ViaHBOP5.*.Z3#,2LT3(=AS#/8E1/Z/:)RI%PVNa 
MYRDU''RLHLT##WS0;6aE7;,(1P6!*I8'42'  E W^  + ZZ  0 R F D0>  ? ? . B + C NO  P Z G F N J 
M + GD/U<:/GZ'+aR-D<M_*'VC9''a  + MK4?*)''V  = + LZSY;79IK6UU  = R'V90Z4a'1 
M ■ #IZa4a*,PJ*4N/$7,a^MB*W8H80C-_G3MG54S8#A/ ■ YZNEP4:AUAiaC3$1$ 
M+BY-29a07ZJ9;El9B7G+K/=C3ZUG4VC5H3C=-,#Z8$--3C3 JT"RA3IK#8$94 
MY\IKa6/04VIGVSU(H!ZY'a81DI$)!4EU)KE3YS.<4L>=_;_"7:90"4P-5+J8 
M0DXP*00?;/';+"VY*PalGB66GCNT+V1"XIH==TUD^*'-2ZZC84G",*Z,?l3B 
M<E‘I":B?)*601L'AP'*K-CK5</',X8"6'N3DTOAUC_(6()S3S"8J3*8"2P4B 
MTVEF,a_*#/i/(I,2*XI8aYL<08)N-U<-0"(Z:WS(;$1(K'>aH0C*''A<3P\ZCX 
MH*65H8-Z6YR,3CGR8VS-42U6M=8U3^YA=;/_5W3C#7<.030E*! L591 2\/CBX 
MH1  7BZNUU$  : E28K  ! H ; KT3  W4CaR-6  / a C D ? + H B+ F6*7  AX  LU  Y RZ  'ZXRZM39=:OI:e 
MO*:8_'UU3Z,?aDSGX3<+xa.L87*>O_40''UUC*DaB(2/<S-O\G$_3"(1'GA-H 
HPS5TX0aSV2. /$_C,8A9$8C7D6$$a\5Na( "2 :8#3SJ7RA>,N) . G9#, 07=92 KW 
M:KS_WaX,K8LB=HZ9^C>3GHVC6"CJCRaRKa2"a;aN!(\:$VUS_(I(0TZaCV=X 
M;C'*Z.M283.9U;L,)CO>5Z1RO7GU#ZYO7MZ,UKM(;8$:C6-<FV08T*FD>':Z 
MIR4"5S88U#8,UK5<Wa7aM47$)<.CPUT;?/MH2PWL#CBZYHK$OC>G!GF!-0KN 
MM2H9*G>aEEIHJAFJ'FEZ4<L09WZ)D"''W>\LR#$F;"ZH#N,HEUaG"T53$807! 
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H805!"^N]EH]Gl9a31  !Q,X0  + -20'&\R/MYHa5J4HROZ5_&''  + +:  .>.G=(GQ 

HaES[:8PEH3KCUB+PZ&\/:S/U"];V0FZ"&<'.7,,+$='IU&,'5G$,?W]N8L'KX 
M]>LF**a_U*-UA/[EJ(HTHN_A43''F<'+>;U_::6FLP5QDSH:(/"-SA9T'=E#' 

MZ<S6 *,4"N-MA[%%+'DC:GI(8AI'8'HE258,4?=/T8NV$QGH:>9aE#a=RYT 

MWL%Y\2H7''  + PF/YKFCUR7F"YVB>0I),4J''H1T;V:LI/PG)GPK:-5aB2D>F1C  + 

M-'DI6#5UJ2a,!*XT]FPEX<'=EH0#<+"I.-RE-<A/CD;'ZKKaHH+EK1ZK$'5R 

MRV14RZIF=Z5>%.QNH0=A^:\V"B\\\%_6E)S?9RLI7[>B%&YB/,)*0TLKZHAS 

ME+"8],WJB'_PRCU_!Ua*KNQI]VKC:/_YH#LP38<)&HUYNCXR-V!4UKL5%V'/ 

MG*EDX)S/:4:C_'IM14*CaFW3SE!)M&*Y):c/RZ(%>0FFZ\E;*"/(P+:K*+:X 

M8W%/:_)6KUBGlUH7M!H+C)A0/'3)8R1/8DNJG6NXKY=1<+#K7MH4N\I>0a&,, 

MC13W92:,39*-I+N%06_VD-G'-9%H.K:HIK.M1C>AJ#UG*G$8=Y'',6!7NWF1C 

MW6D21.5HYX):"++#T'.<D'\.WQ+Z0L:EC,\8#:w](?UH:E&TNZD)/;A10#Via 

M+SD)8AO'3EJ2Q9K5S6:YD:R'=AQ#aB/,;V;YKj2)N+=W7OX'L6<H"06*&U-D 

MPU.PN(VES''1'''9$IV  = HYENGEJ5Z4"9BAP%<G740?:]i:#1TaB  + -PT  = 8*JKL. 

M:N5;!::)"\(Y)PD+C$T7_A&!\:Q*RCU::U&UH+9C_a7E(8O,!=#RC:X5*0:0 

M2P,$%'''''a'(43,(N3>UQHZ"P''S"P'""'$'!%=61O<F%0;'5G:6XO96US 

M<V1K  + TU)345465!%  + D-04%58#"'2.Z'SKA;a,*a#Z'/E6FUOVSa2_NP’''0_3 

M')#8J1VW!>[0C3?%I6D"! ,B++TZ06-P> 'D6B8S:RJ.HE: ::;_WXS0U*B9,FM 

MaV3OPV6QA4P.A\/AS#,OTG![;?0VV'8CRR,*DBE+(%,R:R+L1(.;IZ?' 18780 

M"TBS)/>S/!aiII*j!/)4P+W,9G"8!RKQX/!T'OOC8\BC0"2'/SC)*%#WZ0XM 

M,=0(4$3>7.S"7,X%<=:QX:B</_'2#'X#F8Ea%SZ)C!)IX#WTX=S/U#4R?=.' 

MU[_\\K=RP7Z>S52R"Q-?91F<>M%GE2<RTa)JDa,5/R3R9I;1TK3J!0"/C_LG 

M!^>GIW'<^8Y\$Q$%X*0Y7$19"A:^^)*+n%#,KZa2+Y8#a4W5WC_D7DBD._C/ 

M.UH''7%:;7_N+C/PP#P3\>F:./W0GCJ(B9713aYQC8:A\'G2a-W"W'7+9F6VX 

MHX7FJL/)U'_CYaT/KJ\-MV'OJ?CLP0(QE1%:aC<5TT2(;HR#;R"GH!_,T'AB 

MV(.SCR<G(_a.WY])EC3S,NG#G9(!;WP5>XDW0R*M=(W5CFED##PQSI+>Z)E$ 

Ma5HK2X27"3299K<AZYFI,'":'K*?9.Z17>W'>10*0#83Fa\O(\-+\VO3C(ri3 

HD<%, )*+//N<%P1  49a3ZUR$32C1  -<\0.  a !R,Na  = UZ8"RC(\$DFKCN>G5\> 

MCL)*a*)$<9Z!-LZ4:SPX'Q\??H!Ka:(B#X'R1Na5),$.7,X$/22:C?Y34SR% 

H3a%JH'3Pa?$B1M*1UZ%aR/#1T'$'?6E\!KZS7H5/A,M09Y$(2OTY0N\G-^FN 

M65"PH(7_.CC[-RD2\4Ha6H$TM0HBYV:G#YGXFO7!B^-0''JSZ/LaYXIQAA?HN 

M . )6L<  + 3"  ) ' Z1  =Q'‘4GXELa-(  );  ]Z  ' S :ax<06  Z $T  E * " BBX  L " PX2  H - 1 / D<DZY/G 

MD)LaaJ+ZT;>\/,SH%C=>C:S:*$]CP:I(=vaL9$1WB"3$TF=:"YJMK::9XQ8B 

M252R8:#)H1VCDFC=*_#QFC+P9UX"V\5H':aAJZ'JJ'HBO,=OZVN=ZCXXCPYH 

M48%\IE..=5W:'FaaC*;R/T)-W;F>=N'.X4W7+._!YB9T"V'U3RMD#V7ID#!V 

ML\a[TECV2%5!'CN  + 1 Q72 P Aa* R H *0 E H , % J 1 V 3 4 D _ + V D% U . :N'=aiA*GYF)5N% 

MW;Na9<].*ZJM:,aY<ZFLRa%KPQ4!*4BLPHYV2'N7+#EB>X?Q03,<P0$4Ca7< 

Ha)aB'XTa50az,_+v>\*-''Tn-YKzazc8ax>(2>"  'phorf"'/c$*'8<8ue+#7 

MKa:jB  + H$C6$ ' VI  Y>7)Q?K*_9H#-XL0*>"NDG !8TT:92,9"::$,T3H'6,URG$ 

MB;K#'";':;aX.L"P3AZ7H18'0-=,>)1A(9CR%)?,.!5'^$9$*4a?(L''la*+ 

M_PA5;aBP>+X*B+N87<?SE4#<G$TC ' a, FB=-T< !V?2%-X0%3\"2C)‘'UPMP4I7 

M>'-_t03M.,aTZ>N$P6CCP!SFDB+*QJBaS5aC-a%?>';EDA-A$'"3YFXYi:$'A 

MSD72G\==5XR*PZ)?9=>#%W0PBAW;<3;-SYR'\K>N?NY5K''9EE=>H6.,"*_'K 

MFRa;PM2AU]+JE/4*XW+B'';B)NL5S;0jaB_7F: ■Z.0<,#,aiU4=B7+WN8TL'6 

M<*L**,[>/]C%ZK'8a:S4aY40B'#S"5W/NT/7YYla:'c:B'3aT)KHC)>Ua,2: 

H93F1UY5/!6ZH5N%.DX+7P59NP!:'+;,aB#.4!?3!SB003Y?UIO*a$EDXG4/#- 

M/N0;,3>'1K4UVNH1"$:N98SYZEP.?!6JR!!WKE$_MUK(CL/al==LVWI).ajY 

M+%KVWW/V%U2;I4L60NC:'SYR8V,P)+UCD6:4>>0AaDE#TF:NHL\(W=?aWR0W 

M*2Z3-aG51PMRaOT.:s,LK8$44K)HY+#(0(\WA'B.\4\<Z)E1BP$O,: 6;C? 

M#P)T''#*<4ja%H?*K3#,Z<J/'ZZCL(a!a2F<jaCSaNaa+>4HL:AC0>X("K>!0 
M+Y8(=3C$Ua)E:RISS?4FIR?*\aa7H472a?WaK,$I-' VA:c%#*$_*T4)9B*+0 
ME2)Ka>CEa<=#"HaYCXLT:</1_LF$!J:>#%''GaG9%#8;'*P)<Z0%B_8\=Ti: 

MA0[DC !0N8EHC9#'89,MJi:9P<aH;/6.+aZA5-:s '+6''*EH6-9W9a\,Z  ' I : D) 
M2j\N*2RLai(')!PN"’  8 — 4-uaPU H-<9 N 2 5 ' 3 3 093 ' F ( 2 0 P> ; 93 V A " a0  + , F 0T 
M%J<LO0'(RG)G5DH;H)2CC97-SMG+(9OI/4.)4I8D3K?)C2\nFL=S83,12M-: 

MB/1-04#' HXjaP' C47N$CZ9  + aRF  . PaO03  . / BE;%''3F-3C+)a5\)>DC,Z?NBX 
H(=M?)5;42MU1,X%;PK<RJ%3G3'_3aEMLN\Z.a7S_$ZI1%:'(V=)RU'.W\+#E 
HXU0*C$941-KRD637UZN0aL*72C+aZH%J,7CC3LU"8%J I ;"3M</5F6YWZSRT3 
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MJ3/^1/;84!M.=/5(-8V'A3<*NIH80?"'P">INGT'AFJ*T=9D30N,6?S(:F%I 

H'5C\U0M"<"I"NXIL;")B9QVN8OV>_!Y!'SFQF>BTR2Y"\N$BX7Z6<3QV6"/A 

MUL;CHN5ICL2FV$'717>EPU5JFK;H6,85Y/->93.X_8U\R+'S^?A>/Z-=)IBD 

MRZ2P+TS";<GWHL8EX8\_P)FH=/D:-SCP0C\/J28C$\8L_'8%,=F'N79:f4A> 

M*;:GNNI''I3GQKY<Ml7aQ:XJ(+CE"B[ERBLD88*IS7+BS%3C7FI*MF4a-LS2U 

MB<0+Z<;"D4L;U*BX5+9:%C%JXEBUOI685HH6YX35C8;D!OYDX\H(:9ZOH<aQ 

H'HU_ia:>Z3Y-T?XPC6aH8CRV81];/M8VFUTN$50;MN$>"ZTWC9=8)VS''+*$* 

MTH\?NGi:L-FYZ?=CZ_=46;\_$KI*NG"4M)M>VP:+IK;91S0*7VERKa;4JP+$\ 

Ml C+EHC498-L8-4-\Q! Z/L$<=CQJ,PZ : /,^,4SYTZC*5_"PJK2L:8>C^:;8SA 
M6\UK688I:]VJEUZ^9?Z,XK_0I?3F$K$UDW=BA=S ! U , E ( A F 88 X_Q, U- , $-X / ' 

MQ(7»-Y[#S  '8a,S<0IL2$%0QKKLXW/\P.#\:''>T'80:  LEF,a/>N,Z^  ! *1  5QI 
M881*W1+TH*<E)C9Y::I\R=T!K7R$*:nFCE2IW:G*H\#F)DYHQP)g:3*X.,$/ 
H"M\2XYXFU)C6*S6PJVC;+Y7*_5W=B"T\Y-'*5R:<HI .$; j9nDL_J : A=BKCB7 
H*HVB\*?_ETX2*i:((?KJ)9"K*A%5GESU!HTaS?%ROZ*<;0RNX"-IZ(NC8Y;R3 
H26S#D8R"FECH((:qJ:CF36Y?NR:"TU0YJ;#8"GZE<1W-*'7P-8<JT\AE_$,W 
HO"ICZ_/WB)j:aC\7D0E>'^)\B+ZBS:_P$GQ1./MVW=VAZ'\HD//OY2:u)MK3O 
HXX1NVWMZ:jI_)GR.)Pai'!  ) (2\47  + _;-U  ' XU  08 1 $ ZTGT  = T 5 ( ; 3 * + V9  ?8''GT  / 

H = \,P<MZK:''HC7*$-L/HE#M  = 4PQ%..+3L;Y)>-6/8-:QLB'CR'%N'',RS>#L*3 
MSWB8XL3$A45>'')BG6,8t:01  5\J6a(  J?E)SR\E04H"HSAN)RY'  ^^S/'^al-'Q# 
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H;H5H,?+C3RYK8:PM0<'0.U'_4B$'"ACK8D6T9HJ-'C1?2K-"!14Z8''L9)FY9 
MJaS'U+XD[IEA9$)2A$0F<83\H(V'=9H:R!2T>P:FUGH19AW%aS'<)9REa>'L 
HZHVXN1*WTU$;'-;B(,P<4SR«::o'LRE6_F0;B'4'9G';XJ*VU1C%!HIWZ,^( 
Ha#0"0CI.T4P;! AGB+ C C V 5 R / < ' $ , H D0K< Y=3 C 1 C 0% D X #Z 'AT!V2'5U>C6;.L? 
M,DAF8FMF8\AH;K4U$':+C=Z!_,Y"4D6W';ADCC$=\5S99ia()PMOA5'L?:V0 
H#U:aY;J5F*UJXE;)$L*)-:HS56"H3D-</_J38X"R'IU'(H0a6#'UU''GF86Ka 
MCKDE8FG>Z'AN#)AG0SZ*W":'.0HN'T#'=B:''%('J<#G0*8:.+*:(S($G.)# 
H2S)D..*)0:+499+91GS9O?+4Ta8<4M8H8J$1SB7J!OMV"KX%.9'KV:i54P<1 

CCCHK:39d85fe8e7e4bc6b4e7f9ef3896aaf2bfc971918cf9ee81cb4f6f59f34f405cf13D 
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binaries. uue 


M!FWZa6F!;K.(W/.&9YYB3G#<4DD3HJJND3A$(:\AI$3.*6Y]='M!'S('N:RJ 

M3;>XC7=(31"^ja{,+CAC*Ri;4.7'&CLHaajY!'XB2*;&,,:_?';:GH^03V_/S 

M$/*7*M"XET730V5'_*!:.GUZ#9RL(a>).!R%6"34FE-i:i-!UIH:A.NB$]"V? 

MY'6S9423UD"a02NG2-V$3%H089:YaA2(1B'+\,C.!EZK3#:>64Q=9\WNX<I* 

HJXa"0+/-8DD'\"#$99E(a6C$PA%7M<DIQ':CP"(3SX2+R)4:&RB1'<>'6SVJ 

MC2''(#'56I<K%_('A33P*,CJ-CGV<CK:L)<?<.CaK.0HZ8"IBaK%\+:X9UXT 

M%8:a>B58R!SC3!M7(%E73.aY5EJAD8F*6H. !1?TQ(. '658r:d<3EU0V4*!6: 

M'7,D8Da21:LUI.Q;D\V#>V'AA3%KMB*'1D8OP0a)_T)F*HK/++!M'J8$6.?Z 

MF'+P-J"$8L?3a''1"K%  = *YG"FDNN)TJ0:''LaV"-C*I  + <$*.'$L2GG8%Q<%'LJ 

M!8TU>Y?L130D^B"1%)>Ka2L.=:]%6K/"9N_\BW!aPGOXP_QQTJ1/F.<!VS.> 

MCa?PYF3V88WV%")3P??U:),H\1,'+*8V,9LRF!2j8ST$XK0V2PP"N87IK(#P 

MUE2!3ZLY(-=''3'0>BX4%*HKL#J0=:ZAP4*CHOR4.aX6$BYI+S-I8N%"=H$1 

M8"P?8P84a*?:05*G'$*'8NF!'4I3PU-'VV0F:4N;*]J4C?*1BB+S1":-$5SZ 

MM=F\RUEMPDi:B\KQE:1!2$M'9!N.W4+"K?'=VUP:*81:"XU2NV  + S(?a(=U$W* 

HRD<%T23T=!0K(9ja/Q#\2VP5D*H'$<'N5^aK65I/#4BC)?85:>'$'?Ba=C8D 

M0TRA'-*"!5O7aNRD:P*7CHJ'(-.;a)T\G.2<XC>D(68PUEZa*2XT-Z25;;03 

MJG=B-<K8L!/5%'(.MS.MEKM2+X088BD7GRa'I%*K(8E85U#:?:O0;_J$aXYO 

M:=R’?En:G<$4ZSN=PGTF*aHPJI</D'CMaa\N7XG:778!!C=#2Z)E+Ga!T#W8 

M-ES2)>W1K79^JT=RJ[6JK?#*LO>E/MV3SJLO]2820/#F;'3=SO3F''OCVYO9Z 

M-!5'ER<"a8!OUR/LAEZ/a/'5Y71\,KH>G8BKR=8/HS0/)C%3NB9*3X#48-:? 

M#!5!U-aiA>8!!:8='Z.XED''0ZREaOI>*B>I<G%,'.T65:A,4XK_P,23X^GH 

M;EJ#RPSBZ,2>*9E3K1LG7H<F)IF:](:<D6<F$T:UaU.)E<"3GCFI4W#;0HV' 

Ma4.$''_>0:=*3B4;O=)5(A5,84-7:'8ZC — /M<FJ2$a(Y>*-6T$D0H!W\0ZGJ 

M%HNa=F:\,.#T_3G8K3\7T23,B,V/(6,H]SC24!!JH#C\M9!a3'I1:4JT"$#( 

MUF(V-AJK;>AF\D-295:I:8.46D.R-'‘E#?A>\4C2  1(\YA.-0;?FZBHAHL:AP\T 

M=aBB:34\NTUJ*#!0RaJ8$'19>0A.6Z#)'JZK:(+3VAT2,'G3C$H4*I5F-aE, 

MZ"3#1ZA*(?2JH*%/aH=7XV_%#DXR2,>'"HZ.PF$T8!B>JWD:K:2AY76a:w<C 

MU+OC"=a'_!02;;;DCV#x:_PM(H\C)/6D.ID5E''H!<JKB'=V'5=,ATH=,aHlN 

M:YWU'DIY'':4*722_YD8W!!1ZWGKTC8I.<1!I\:GIT1B*D3aZ0KJ8GC:N1B># 

M#36+*/GP=\H(X1>0 ' HIW*LBYF>; J28K*TJ,\/Z>"K;26UW.%M%) ! : H+_0><V 

M>D%5"aDXE4/XY!A0X1  + (5X'  / 0 5 N$ % \ ) * . 7 1 W V ( V- ' 3 4 C L>MM : R9 Z , X 1 2 , % 1 a 

MH6H)??\=N=_V3DJF[;C8->. ;H[8BL88!_8'#R0U<' .42A':+AGL82:8G'288 

MK'/55EZ;(0E])R01YRaUFaAD/WaaH376#U/UG#J%JH'VI%2E=2MJ070J3GO? 

M(-1'$;!va2E!PZ2*''6-ZBNJ.8B?E96aDM>8**%:']!I$A6'i::YI;8-?)R%<, 

MaS_'E_:*a=O'>8B10_795X-+?"TB>8DUOE'K::'R!WT\?CVY)_'EJC63n6:$ 

M9+.a]P(RV3K-?#7U_\'44^3ZN8XR="ZLVCYX_:6''ATU/F%*71)3%$;%G#::+ 

M"/Sn>L'5-;[:RA<?aV/TNJ?3UPa:9*RH#a-C5C0U1N''J]263O9F''GCS'V6!H_ 

HCCa9)R''ZS,><?EC8AA?+F/6C!Y\CZA7(EJ*  = 98T2"/0$>J)7UBD#$1zriPC.' 

M'0^_5XE:>Z5""_% ' J ; _ E # 1 _ \ ? ) , I C *<-  = B C \ : U E \ D P \ / " L-U . D F 3 0 ! ;>?_>G 

M4%04A*$IIGOO?H0:EB<aF,0'HIY38''8X3MJ>O8!,Ha5a7?<$WPZ3aiP-8O-: 

MT/6G%a^Za5\0::E'?LP'!L'C4#Y:08T2XE[A,TL(=;7_)<C28?CUaiRR%D(3 

HO'J*$Fa3HC/$-''B/#Aa\''L!!ZA'DC.(1EPa_2-+i;*OZ:_.G8T3G)5R_YC)<0 

MC;Z3C*YCR9J33#UAP*+!aD72<+OR>)KX5ID<DC5V,_85#;C''+U!+'P04' ' ' ' 

H'"  'A1,PB9T#''F)\,'  ' !F*'  ' ' 'a'0'$5U983R85!L  = 6 = I;B3E;7-S98LO4D9# 
M.#(R+D-04%58#"'2.Z'SKA:a,*a#Z'/-6OMS8C<1_EF>T?*P<F:LHTCJX6DC 
HC6C9L1 VY<4>2 '<N>3 !ME/*<:4$1%' N=CB%83_*_= !X##\2%/VCBI_!')+A:+ 
Ma;?:+?:XM[:-Y#W8'7C0FJC4UZ=064ITKF*58%\TTI58P8SA3>7H,;UX\_^O# 

HAS ! 1 : : C * : I ? F NO E Z J D PZ 4X= . 9#<KB0 ; 3 D C 2 J X3 C 7H<H / X>_- 3 !8._CR'aZ*_ 
H_DLK\L2I)C8\A//,UC6<IN9?MBG1D*H5>6U+L3'-;88Z8%S:8606K;6EOM(F 
MG:+J>:GK6AFX0(7S6HVH$KZUI5'  E KB  A Y ; HM  ; % ) C 4M  + Z S ' K Y_  3 _3  D''  : 034WAI 
HLFA7Y\KDJ ' \V4Z;85?'-AT95P4''/U*a*"SW49FR_*="D4a+=a?\>T_23S7N; 
M3C:2)ILV:."CJLZG''G)W\Ca>G*'%-EL8K.I2FRL>C(<UCJHTAN.PMP=Z+8\A 
HFZ95%<N-.W)V02Z2O%*.,SJJR7T:WMN!H3_jaVT^0S_5D$W2$G:N!1?O3YNJ 
M?J:^;RR=Wa'<3WJ/'G\S8!U>7%S<U_OaiR<X-+IKYG85I85,I2GKA(3?G;!( 
H>6%CYCMLCZH<C;514*5C-2Z52HH>_(P''_+"#8WXC18<03LY8<$G*/2%K-D+ 
HD8aP->ICC8.UMM<8#=K'E;C!%X*N'<*ZN,47H8O\C((>)\Ta?#)$"YZ-*'-0 
HA*?Y36HR!85%68RHaa) : %%-4I .86aA : A / " >- \ P D8> E6 D F 7 ( A ! _+K C -7 ; XT-X 
M.U'05*a#<TH3T16,7>H!?%WB/#a-?3E5J+!D'Y+*4H4-aK"S2GZ<;5$8*:''J 

CCCHK:3e54a993e01d913806d430569ad826faa131334b234b721677b459f222421273433 
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M0R>!Z0  = ''?'FV:^K  = VY_a.[;01%2;.''F%HA^YECZQP?A):%-?HO#  + -:DXOK?HW 

H;$.%&4H$$79UJav:9'>S. P9 \ S a0 " 5 9 ; 6 YQS W<V I 0 5 , 6 F X 2 ) C 7 : (/C37#UE\, 
H8EP9O?/TQ=OC-:x2Q#MK=VE%H"[1*]Z)O&>!1#C:P35ZF_=^WKRW(0-5G9;U 
M' ' '<D4B?<DQL\%NGI[K6Q;a*,D(LYHUS?"LG"6P:2K,2G)"MFVW+?8$*CK' H 
M!06*/P;6a:9HD&T;$KEX$H#LP9IA*"CC_IAMOVSa^)';60\D928TH0\'/3&% 
M%T!!TBRJ-YQAC?E'N>8DGFY6W)+,')PW4$6/UDDaCZSTA"C?$/C)"CP#aWB# 

M'SE\1,<N.S^S+C):)8U>\U$ ,W'‘=*/>!2C3$J-Q+;"T"5':EL+/L4$E>025 

ML8QN%Q2>_+J1WCTT"K2?NE8T(FI>N:3a.0-W5X'<'PF/91i:;N04^:Ul#X<WH 
M/H)MV. X% !+  + RBa\a*_KD""U> .A'IIWZK3UH($3'-\CW3S8$' aULMV>GWT1  )X 
M\''2$>ja(LZ_5#=a9G$J>9JHW*CFNLXFO'a/1HP'8UE:*3+GT*U)UO(GEYB2 
MK_WR7K'7!(?#.P4O  + E'2#1/F;!WMA-a9R0["O7'''.:A"EUSLBT''>3U1VS7D8 
M]S  . TXZ$_7)GH/7K'  TO  = E : :9C1%I%A67LE-B  = WIGL5C'C_K;X:8\6MFL::6I:e 

MB'Y6B/WN-'8SHF5Yl[TP0PaO?9)WPH.-Y"5a.%PP8A*EU/56;V'3D/H3 H4 

MLa,LHW(49PS.HK:n6EB1!R#7I<IJI/YTS'8*!)TU94G;Y43F8l*(6TBK53+# 
MFaPN%<*Y5%B!,aWB$:5PDTZUHRT0!.%X7%5'HM4N8#:/"H:aD'*>#N;9\8M7 
M;XXA0S$FYCAaZ*WE_O\N(XG%ORXG,>5ULa)EC<N7AC%?8>+8EV/GU+#:>ZF# 
M8aj"n\2,W#98!'T_2*$<'B_.7!0>GDGC!0*$/%UP$ACa;XO8,(=T$2U.RF15 
M=<CE0B:B5)+?"aM)LK,-E7_1GNI)6D,UL<TTI\UTHC8' RZ: F,l:8%_Z>/2.N 
M90:=PUS!M9'?:1ER1CK8+SaS*;6ZS!KEHG8:3'V2'4S7URLB.TJC"XFCW?>' 
M$<LX6J$!+PII,ZTY%*+>)VT2C:1\ZEaX0*C8$"::z9Sa'.^a=.*GKC%AC572 
M53V1:EVY.T1-X>*B8%8!5XBY*BE)8KaNA\L#72I,-PH_$:%O6CTKXO7X0Z,a 
M."aO.:6M;:U=/E8;1,P57AFXO'0A*ZBA6G'::N40MYT)4H_N(V+#5=7%\8I' 
H0N%.:8%1(K.$BCX;8T11  7#  \ - LE  # R*  E * [ 4X_  E I 0PU  K8  J - A'^KZ  R + + 2 Z<G  ; 5 N 
H+:'_aH>CP-H5!X.N:/[B(+2%5M)R<:a2-%:V*3$SaP#DNVM.;1G#S2J'FaCL 
MF+S<7)3U^:*8H3NC>>1#6aS7D/F10IAK)*GE86O'G*/Z'_G>N41'=8LM,\'Z 
M9\ '>D5-L2L<$ ' %C)3)T;CWR"1 M850VV4H !W*ALBC'?2WH$G(PN*R0$YPPa!6 
M8;a'3^''#F$?7'Y?A!0MWN^#,%8WB,2*S3!1"W(2i:z(\TGWA=+=C)'\7UE<8 
M1D,a!6.G6DMP_/\' 3 T NHB A7 ( C V + C # \ + 3 ' K ( C J % \ 5 $ Y 1 S Y- / 3 3 * . >-3 / 8*-$ J 
M%ZC4J1K!/U5I0<***?EG/K8(GR\2/'L-a_7A,X!%aG'!A8GSY1BV<6";BIVB 
MM#=8N*12CSC>:y8SL28V6' '3SDEA%7R=$0 !RT?(*!<NYKI1TZ\C=J',5$WMP 
M=+3(89=MK3la%a7A1*""C+?'-Z,V;+Fri\ACVWlV*CJW/.X-'M+'0E8a)#9Da 
MU'EM8I4Y<7ai:DaS1=0U$S  = -*f1?5FJ.=<EEaLZ+'aBU4<  = ,LU  + /<V0ORC:Y\U 
HBC58N9$Un=?: 3 +$N-*# P C Y ' 9 J * \ aB<$U E ? " ->a ■#4VI#\\.0%83'"*095IHZ 
H2,.YD3F%l3.I:8K,V$YSOH85:H;aY'i:FG*2ajD?$YH;0=0XO_JJS'C=HI1$; 
MY8#_H:T;LH[:\>.  5W%X0%"3SA  = V(69XTHVHWV.X^I  ! J C % X 6_3  J S K ! -Z  3 + - = 8 ? 
MG2lYC7N(3aTW\I:KTM"BC:?(#D:0UYITIC-'',,6-RY!'U_5al4L2)YHHa3TL 
H%-G?(7/U+. 1 ,=AL_"%G%3ECNA80>Y8%0C9S  ! E 438%  = #a \ J X E + 8 : =NU9 S a ; <K 
M*06,NJXCa6H;T23T' 0ZT2<?K?00' ' . ; = EB J +B<8X ZT0*< ? ? K ' 6 F 3 2 8HB F S : T 
H39=YS""S%/.(HDS,ITNN#VTGT1P*=:.S69'X#40;'/CH<P8R+YF0G_5XTW'V 
M_aUS05=  = 4>_$L  + 2 . W-WZ8,09L;a_P(V  = V1  KCAJ  C : DA/"9JDT<$Ta#KH8aKa- 
MBK:$CN$.'T=.PA=6(UB8P*?8V0\G8CI/E8+A_O*VR,AOK>H:Y5,PTI\T76CT 
HB=CJ . GFBU05a?_D%Hl8+VK?aG(7T28<YVJ3''R3L*N7BNH$SI*? : XZS$?IP. A 
H9/^9=C??U(>2-l8P8,H'ST9$Y6CK-R)8CVC/L=28H5'aNR485CS78!5//\'"! 

M'T$'%D;1 ;=<V=='4L3UAJ-V9\/01*P?CBI3*FWY_L=XV#'a.37^$a_aP>C1# 

M+  • C0B ! _4-C)"6KMGA0%D#aH  + V*89W(  . U3 ■P^GL'L2YX0FO6'Z%C6N6BY!'  = . 
M*SW*\#<(62%;65P'T:$5X5HMZ"#8F$0\xa2D3WXL:)Ha$VJ,I$2 !*3-08ZB( 
HJT,O37*:FNN(P'WGE52*AL)6FJM5YMA(GI;26/Z4*1_*a3K0ES*$/U\8=X!\ 

MC6"$K$  = ;0P5;R//+! ?I\;K8D5C7JE"P  = 1 3 3%HFRF-*:GC  = -IW.%4C6N\  + <a4 
HKE8XT3L60Y-1 D 3-74 C + ) ># C V W [ = XX / ; ; UO H_4 ) ? 3 ; - ? 2 K Y S aOTO-K0 1 ' T94T 
M/GU  + 4Z7(2;2HS/?WLJFJ"8:8IP[:V'_Y)Ka6CI  + VA>0;Z8>C:^ES_8UFMriC(3 
MZaHTJ9+V*Pa+N?+6YS6UM+"<,E4C%\9)6L04FG8)CDKIYD*)KET 'TIM43U, / 
M#C:77+8CIGaH)azaZ9U2H$/3_,RC>TDa*$!SD5_/Z[+#B<F6N'KWRHH\Z0D9 
l1N"%EaSa2TR5_OX+G.D5HC5?N+aaNH;2BOai86(B*a:VEE4+63(+>H;>:+DA) 
MY'E*W%'K/$Ra'!FD1J8MGO"S3,'%Z8TA ' _ : >G 3 S K=<a F / % $ , 7 S 3 Y Y A 3 / + 3 <0 
M>)  E$  ! " (X  ! "9/_*VGS  = ZX0'  ,/H1+:T7$$07H2I'‘J6MZ6;8-/PK_)G''''B.><#/ 
M474B.3V'',-N=G<K7%aPa+-_a7,W1ZB$;/;4%IZ,WA+10U,OT.,,5%2\ID;<% 
H_VBRZZW'5CXCU9)E*TVCB"*/9T53"S$Uaa38G:-3?<!Z0G40X9;EL'B0,MF7 
M,GMP1I>;T(B)' SVT' URa%-$G/\BU !5<_3$4  = 3 38C3 ! , 2 J 8 / $90B6aE H a'' K* ? 
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H<-8B/*#aE3B !KENN_a:02P,$%'''''a'(43,<N1WP9HI!0''(P\''lP'$'!% 
M=61O<F%0;'5G:6XO96US<V1K+U)&0SaR,BYC55a,')(CH#.N%J'SZ'/H'\57 
M;4_C1A#*CL1_&.FD"J*0Z$YJU8/3j90&'14!RLN7GDYHL=?Q%GO7K-<)^?=: 
M9G>=V!''.7J0J\a'\,CLC\SS/S(C'a^TM&A'=-SIQRNB:G"&A4DFET*IJ"L%/ 
MR60T/9E.Z/+XZ.=WCRB7(I6V'O':N%X54HM2:d>34;Y*=RIJ1Y-4.9GNT*:- 
ML:2W/PCI[?0W/ZUH#AN78[M/5XEQCJ9"_V4:BS#JM<F%L2%"D9H*0BBSIJ3$ 
M(%9CU4ai4<#UPBKGI*:C)5TY.9>6?C-62SL*3HY,M81Q:GC_&'7:<7-X>G0* 
MG=*)3CHY74F=PG:92NVP*VX>&EF04/HaRUI4:D_IS/SRT(B"34?X\:%U,=:> 
MVMYZHS*=RHPFTZO;a,WM)SS%(Z7EDZ=LK9.B04H?5.VL%.4H_TCC,:DLW%)2 
MB+KNVF4: ._/$;GMKO&( C"6CYZ%H2G;D'3DK33,Uaa75*SX9(N%KBai3#.Q8# 
M%BT';'*W0#TX"\8C.DSG0B>2*a-;8%TQU<$aXR7TDC)3%&;!'A<Y)%!7(I&1 
M#'K_SLZ0)_MTG4MJ:0B'UERN:LJB)'G7%NL'NCHK)!Q:4"\ENi;32-6'W1A5^ 
M,;:.MNRLWH\62571YY.S\?G-:i?ZA!CA<"=S0*?,7KS<Y2aB3L$?,PCPK$B< 
M%]C:_:6/H89VaV%BM!-*\Z6'V\,QI+.;TU/02-):TZHQ_j9F+FL?&C;)E'68 
MVNBD-5Z4Y()W!CJ'Q:>3RS82%('W'L785C2P6<)RBB:WWF'GO!iac:v#KBHB 
Ma5C0/MH7-U9ZQ?HUTQ,%6'<_:J:-SSZ"Ul9-G*D*$TS$ES:*8U":B-)Z+<#1 
M)A#J>U4MZIA3\EKN8Y*E5%F9..A?9#X*J#1IK$5N'?J8C*LW,+=V4C:X09-^ 
MS9U$a_*:a+'$S46ACG=H7L2-QF3=TJ(=)4>$CM:IFI5#SJH":i;:.CL\0)Y3' 
MS"NT6S6[;+Q;'0X,:i/QMP!N;0a#]$;HEGRT,/M#!V3%S>:A\8?N1XUTC8"a; 
MM*.%H)*K"TUDU8BX0>E^,J\D?KWVNR'MR4.CD"K38YVN8UO'U:;<H"7-T'ZX 
M4U+,_*$QB.X6.Q2KNGN6OJF4#$=*S"?a4./0'C3=U'T'3OG8T?XHCO'V$O;J 
MBVM;C?AV'W9*7B?3H=\,>X3U'8>T4%#9\Q4OP)C"_6??/9\IB'NO30+*K\#< 
M45<WE%X(>+!16AYaQC>IEA%?!,4'EX[E1P/$\4V(/VOU8S#OL/*=$'''":0_O 
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M10GWK?Q,BKLC^W>!0+OM'Q!=?I/X0ZB*78'+=+;$O.VV$<M85;CO-3\'1HZW 
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M38TMA-C,ENA6WCRYK4"D" "a*V8G : 0 " Z Z , 1 NO CT  + 1 " : G I Y / 3 Y E 3 DHK<W ( C 4 
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MWT/a;\K\/((PaC" ",((PaO#!0!BY"(1  AA88I8?aCT/9(H%ZB8CGEA;C\a/C( 
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M;848EFPXCC:*<50#0\P'BQZ$KC$a>Q!ZN'].(JHajB"J(*KLGUM8:$%H06A! 

M:-D+aXWaaN""-+G\#B\Q5C/>UR?0F\IW_6'KCDWa42$a<\S[)>88HB"(67<" 
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Ma>6_H0>]CDBV-FQK_W(?YDVY5Y%=/N\JKZ"!Q6YRW2EG:9<DVHG6<\FD8DE6 

M%H*A>VJL6'_4"8X8EOD:G3G[0,K_'U!-h'P04' ' ' '<1,PB([EN*B8%' 
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M-rAC5A^W1YX$.RC7U-i-R_aY.CW7U5,8,?4a2Z  = AG9XK\#9W  = GYV30N\;K3'N7X 
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H-R1 "=YL(K>>Sri/NRF+NH*K"0/Y6Oa8#\S:;_2K9*>*. H.-*0L5=3H ' CGB. 49 
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MQ%'7/=El;\DR.V5'**CA>K8WDU"C-T:-NW/4N/X0:aS.4$,8YNSTS\\D>MF7 
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M>QD<VaS$1 A3<_J%RS  FZ#H>KEB*#UG#8 ! A = >KSTC JD;  ! H ( KI - " 0# " T C>$ 48 Y8 
M" ' 2H84. 2* . ■ T/ZAA1L*)4#D. R8JH%) YY>7 . M3UVV*TSa4KTZ /VM . 0X/D3BSF 
H9.9$T629*9)0I+=:N:nZ5M=k:3)>G.X6C)(.R4R/88D_.#:j=0HW,'H(P18; 
H4V'86N#'Q?;Y83E8*'YaL+J<FD;J"DP:*IYGTQ0(ZDQC0D)T\T'W$C'P'MN) 
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M0T4PEPa5P5P*Q '57R4\12:.>(I ! +> ( I a-M4 I 8G F Z+8 " Y 3 ( 8# I C E ) $<N F -$6 L 
MD,QD<XQ\%I/+527T3D16VEJCTU5J<)W9F! K+2 Y* V80K3 XT ? 2 E ' K10CC9B4BM 
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M56:)8D046+G’9'7C;ZBS5C8Y3a^9($N5:8N-_4-#85Q_1*L*0K3/KZ>G?7JM 
M''I#a!'W":;#  + _';JE<YOAUY?:SDAJ3M8*MG7'5SYi:*Y49%TGC_aL<.<Z/.-4 
M7\\HJA<'!J9?MB'#J8/;T94"Z6)RB-8G#3)a61EJ9,?N6J/^L$F/9’W2Z53U 
M;V6%$#/C3L.3H(DH0<!M)^.6’CW/+,58>,;%/NGA/1?H8GT1<I%A/'6"XD(C 
H""A.83(DX9:/S4$G%QI;#I;UB+_F,?#=<!858''(1Vi:#6+<S*TMWKEZ?0'RT 
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M#I38X4THC<*;4!J#2Z"L%Z1(8F8WH23(;B*DL/,<WM+ACT_8+D'*MBJ)NYH( 
M$G6Y28Q$/+NF',8aOTF<IOY9*T>:0'CVC=_)4NN?)%8*T6C-C>00K=^>,'ZJ 
MT5B=X9M:YI,4J32*)+W)*(3E%-?,<3S_D4I31\I0Z8WR154$E7Z;5'I-*8M- 
HH+JP3,8SaF</DV?SM22?9RD9'3i:/IHZ2X=ENiaVKaF>_39X55"JH3("H-/_) 
H8Y3**=3\)U0*+E%DTEM!I8)*!94**GT-*DV>4U0PZ>WA4RE3C)+AT5ZKT3<$ 
MC0H:%30J:/2%-+I''I,OG4,HUAT''AZ:9G:73P6>D(8A4T*FA4T.a+:33_!9a2 
H*B5\<_A4FNaNADD'=WUY) ) A4 , *Ea4 L8 D+V32 W+<%*41 *Z> ; PB33=CaR3CI2K 
H8_%07S"I8%+ ! I"3ETE ' NZ3-\*J5\\UU0: ?8;IK"RH<A) !9,*)A5,''ai,NNV+ 
niI1N#l3($\L: !0ODWJC)6N#0%YR>J4SHD$>H:_' !L'a=(G2(T/'2T)%_2Y,? 
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Ma9W8CLa0KT\=Oa0/*O#87;C>HUN*/*AVE7J'L3KU>/,OYTK#W+NRFZZ4FIOG 
M2a#6T/-'''<%:_R)NCE?F8'U%!  3SYS<108TZ:a8  + 6;TYR#A  = M2MX897?KWY ! 3 

H39/W/U!  + 'P04' '=1,PB)4,\9CX0'  '"-X0$'"P'0'Z!  ■48HE>7,N;6%K 

H55a,')(CH#.J%J'SZ'/H'‘'V  = ''V_BUA+'?VZO_'*G  = Z5MJEO()GHCMZM8*aF0 
HI>$1  ' = F3>a4)8?N$N'  ' ; LDT>K? J_WC8-P6#C  F*  = aV8''DU1  K/G(  = 3SF?  FS/CU 
M'ZNKLJE;^IW-20R1#W2#FZaMCai 5 9 Y=<X Z 9 D<X4U Z L6 K, J NH ' _X0 5M ' -H 6 2 S 
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M:/KR*H8_6.aGYE52?I08W1+OC?I4IEYNMXN79=;0F:aK=VI_9+H5,\OaLGJG 

M<B7/Z-CNI-''5K4*LW467U^>*BPW2M2/4'**I_C,ZVSa'9<LGF, AA40#T\ 
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MX'‘/S3N*\0;>:8IF\/>>‘'a*GC$NCG%%NHZ,U4ST34VL#5PL(J  :H''7/$JII  .OX/ 
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MZ,*?9B5A'$"'B$E*P.C7!4"QS"1AX*?I'aPP'%3N?%'.a=-#\$‘'C1X;ia$_6 

M;(?K6GSCCHA/P)N,5:(,?d:f4,K5*M-EL%JH:)BZ*6"BXFT/%;]>H.+U-U1L 

MG:-B%4aTO7EQGJ.732JTC%J83FKK:Q=''?0=DQ1LS<;aZT5W-4/29BJ-#<C-Q 
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M):;TNG''_Q,-X'C98LDLN(8Q?E:'CN_V=5LADWG:0OK2!A_>a:ASRL,MTN## 
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M:N$)-IR!?FG'WDS5X:5'C:89F=SX/8(!\?TE%SQZ?:M2C?4U9XYH;.+!a9') 
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MZD36*'a$=XJ.LG1!(+$:P'C*"a)902!%!8'=/O+L3GFV;$DaC+C+AYC)\E=Z 
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MNMLQ\''$'7ZS)5(K39.033G:2P=\  + \/E,I,  . DU_<$D.  . ( ! JCOQ'  ! P$TNNV-L5C 
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M"''L/:'SL'8=,U!+'0(5'Q0''''('%0#RB(#8U$CGP'''#X!''';'’P''''' 
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M'''('%0#RB)R;,>20a'''#X!''':''P''''''''''$"Da8()''!%=61O<F%0 
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M'a''%0',''''''''''!'I(%;*P8'4$=0=' ) A>2:297,0: 6-0;C$N : 6-05 5a ( 
M'(<:H#,3'ITS4$L!'A4#%'''''a'Ba/*CE=;$HZZ#a''2''''!0'#''''''' 
M'0''0*2!E?P8'%!'4'1R87DO4F5S+W1E9#$N=V%V55a('(<3H«,3'ITS4$L! 
n'A4#%'''''a'Ba/*(BI?L7GM$a''FDa''!0'#'''''''''''0*2!D0L''%!’ 
M4'1R87D04F5S+W1E9#(N=V%V55a( '(<DH#,3'ITS4$L!‘A4#%‘''''a'Ba/* 
M(HT^Z>!)80''VB,''!0'#'''''''''''0*2!P!X''%!'4'1R87DO4F5S+W1E 
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M9#,N=V%V55aC'(<:H#,3'ITS4$L!'A4#%'''''a'Ba/*(aK('l8C'0''=a( 
I«|I  !8'#'  ■ ■ ' ' ' ■ ■ ■ ' '0*2!2sa'  '%!  '4'1R87D04F5S  + W1E9%:B  = RYB;7!56'a 

MASVa,Q,"G3-02P$"%0,4'  ' *'\HBBT?(C0H!  ' ' !V'a'  ' 'P','  ' ' ' ' ' ' 

M''!'I(&R.0<'4$=0=' ) A>2 3297, 0=85 D7V)W7S,R>#,R>#$V+F)H<% 58" ' " 
M/:'S%'*=,U!+'0(5'Q0''''('(H#RB**!15Q8',''#8('''9''P'''''''' 
M'$"Da0DC!P!01U!T<F%Y+U)E<R3T961?8v:L;W(N8FUP55aC'(<:H#,4'ITS 
M4$L!'A4#%'''''a'Ba/*(IVL:I*J'P''-aa''!D'#'''''''''''0*2!L#X' 
H'%!'4'1R87DO4F5S+W1E9%3C;VQO<BYI8v:56'a'ASVa,Q0"G3-02P$"%0,4 
M'''""#G5LPB'G+*)I\’''‘'Q'''&'',''''''''''!'C8SA0a<':6YS=&%L 
M;"]E87-Y+VEN<W1A;&PN;F-B55a( ')4:H#,!.*'S4$L!'A4#%'''''a'YU;, 
M(E<GK/8I'P'  ' '(('  ' '.S'  If  ' ' ' ' ' ' ' ' ' ' '0.VIADH'  '&EN<W1A;&P096%S>2:i 
M;G-T86QL+FUD<%58"  "■5/:'S’3Ba,U!  + '0(5'Q0 3 6 S " *6V  11  # V4  J 08 
M'  ' !4#0'9'  'P'  ' ■ ’ ' ' ' ' ' '$"Da?5-!P!I;G-T86QL  + T5X=')A<R3K97EG96XN 
M879I55a(')83H#,1.*'S4$L!'A4#%'''''a'3U;,(LX(NA05\a''67(!'!8' 
„^iiiiiiiiii.0*2!co(-'8EN<W1A;8PO:85L<"3P9W'U,"YH;'!56'a'ESVa 
M,R$XH #-02 P$"%0, 4'''' "'IF#, HB4PH-JFT''"'*'0''%a', 

MI('GY'X'<8  = P17AC:"3297,O0E545$3.+D)-4%58 7/:  'SP!8  = ,U!  + '0(5 

M'Q0 88, RB*!;(Z;Da'''/8''''6''P''''''''''$"Da9CE#a!P9W!% 
M>8-H+U)E<R3A981 K97DN8FUP55aC ')<3H#/'$9TS4$L!'A4#%'''''a'9aS* 
H(KJC  + I>#'  ' ' '3a'  ' ' !0'#'  ' ' ' ' ' ' ' ' ' '0*2! ;N8.  ' ' !G<$5X8Va04F5S  + V)0 
H=8aN8FUP55a( ')<3H#/'$9TS4$L!'A4#%'''''a'9PS*(N^7N#8"''''3a'' 
,«|i  !<■#■  1 1 ■ ■ ■ 1 ■ 1 ■ '0*2!, ^<.  ' ■ IG<$5X8vaO4F5S  + VlE8W)Y<'0N8FUP55a( 
M')<3H#/l$9TS4$L!'A4#%'''''a'9PS*(M-(Pa^#''''3a'''l<'#''''''' 
M' ' ' '0*2I*N<. ' ' !G<$5X8VaO4F5S+V5N8W)Y<'0N8FUP55a(')<3H#/!$9TS 
H4$L!'A4#%'''''a'9PS*(I'F=CB(''''3a'''!<'#'''''''''''0*2!PNa. 
M''!G<$5X8Va04F5S  + W! G<8H E>7 , N 8 F U P5 5 a ( ')<3H#/!$9TS4$L!'A4#%''' 
H''a'9PS*CGCM/\=8''''3a'''!8'#'''''''''''0*2!C^D.'' !G<$5X8Va0 
M4F5S  + W!G<8YO  = RYB;7!56'a'ESVa,\(1G3-02P$"%0,4'  ''""IG#,HBU4G( 
M=ND!''!4!a''%'',''''''''''!'I($KZaX'<8=P17AC:"3297,0<F5A9"YB 
M;7!56'a'ESVa,\(1G3-02P$"%0,4' ''""!G#,HB7KPB0=L!''#4'a''%'', 
M'  '''''''''  I 'I(%6:'X'<8  = P17AC:"3297,0<V5N9"YB;7!56'a'ESVa,\(1 
HG3-02P$"%0,4 ' ''""!H#,HBA/"(B(,'''#V''''%'',''''''''''!'IC%S 
M[aX'<8=Pl ZAC : "3297,0<VEG;BYB;7 I 56'a'ESVa,\,1G3-02P$"%0,4'''' 
M"'  !I#,HBR,6EK/8'  ' '"('a'  ' '0','  ' ' ' ' ' ' ' ' ' ! 'I($X[PX'<8  = P:V5Y<V5R 
M = F5R  + U!  '48HE>7-E<G9E<BYE>'  !56'a'I#Va,\81G3-02P$"%0,4'  ' ' ""  'A 
M1,PB.8>3.V(('  ■ 'Y  + P'  ' 'P','  ' ' ' ' ' ' ! ' ' I 'I(ZY\'X'175D;W)A48QU9VEN 
M + V5M<W-D : R3 "549465 ! % + D-04%58"  ' "1  . Z ' SKI  : a,U I + ' 0C5 'Q0 ''''(' "%$ 
MS"(%\5W(4P(''"a('''=''P'''''''$''$"Da2CY#a!%=61O<F%0;'5G:6XO 
M96US<V1  K+T)51  El  94$4N2%58" '"1.Z'SK1:a,U!  + '0(5'Q0 ''''(' "%$S"  + B 
M0D3!*Q<' '/M1'''a''P'''''''$''$"Da<;:#a!%=61O<F%0;'5G:6XO96US 
H<V1 K+T5 . 0T3$24Y'+D-04%58"'"1.Z'SK1:a,U!+'0(5'Q0 ''''(' "%$S"*A 
MK5..\'8''+07'''>''P'''''''$''$"Da3\3#P!%=61O<F%0;'5G:6XO96US 
M<V1K+T5.0T3$24Y'+DA56'a'D3Na,ZX6H#-02P$"%0,4'  ' ' ' A1 , PB Y- [ 7 

M8CH+'  '#,+  ' ' '(  ' ',  ' ' ' ' ' ' ' ! ' ' ! 'I(/!;C8a\'175D;W)A48aU9VEN  + V5M<W-D 
M:R3-24U%5%E012Y#4%!56'a'OCNa,ZX6H#-02P$"%0,4'  ' ' ' A1 , PBB  + $ A 

M/50/;'  "'#$0'  ' 'a','  ' ' ' ' ' ' I ' ' I 'I($#)a\'175D;W)A48QU9VEN  + V5H<W-D 
M:R3-24U%5%E012Y(55a(')(CH#.N%J'S4$L!'A4#%'''''a'(43,(GZC!XHO 
H$'  ' '=$H'  ' !\'#'  ' ' ' ' ' ' '0'  '0*213 "L/'$5U983R85!L  = 6 = I;B3E;7-S98L0 
H4D9#,3aT-RY#4%!56'a'DCNa,ZX6H#-02P$"%0,4'''""  ' A1 , PBQ ' \W#  + D + 
M'  '"N)0'  ' '0',  ' ' ' ' ' ' ' ! ' ' I 'I($D/'\'175D;W)A489U9VEN  + V5H<W-D:R32 
Ml  0,9.  #0W  + OA56  ' a ' OCNa,ZX6H#-02P$"%0,4  ' ' ' ' A 1 , PB9T#'' F ) \ , ' ' I F 

M*'  ' ' 'a','  ' ' ' ' ' ' ! ' ' ! 'I($H2'\'1750,-U)A489U9VEN  + V5M<U-0:R3210,X 
M,C(N0U!055a(')(CH#.N%J'S4$L!'A4#%'''''a'(43,CN1WP9HI!0''(P\' 
■0*2!$u4/'$5U983R85!L=6=I;B3E;7-S98LO4O9#.#(R 
M+OA56'a'OCNa,ZX6H#-02P$"%0,4' ' ' '"' 'A1,PBJOa(/?,+' ' !<+0' ' '0', 
M' ' ' ' ' ' ' ! ' ' I 'I(886a\ '175D;W)A48QU9VEN+V5M<W-0:R3E;7,M=VEN+FA5 
M6'a'OCNa,ZX6H#-02P$"%0,4'''""'A1,PBCH*!/=T4''#S7'''('','''' 
M'  ' ' ! ' ' ! 'I('$9a\'1750;W)A48aU9VEN  + V5M<W-0:R3F:6QE,3aT-RYC<'  15 
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M6'a'DCNa,ZX6H#-02P$"%0,4'  ' ' ""  'B1,PB)"[;!0N,#'  ' "Jtf'  ' ' '3',  ' ' ' ' 
M I (' 0>P\ ' 1 75D;W)A4&QU9VEN  + V5H<W-D : r: F : 6Q E , 3aT-R Y H 5 5 a ( 

M')(:H#.0%J'S4$L!'A4#%'''''a''$3,(M*('3K:$P''!ZP!'!''#’'''''' 
M'0'  '0*2!  'H'/'$5U9&]R85! L = 6 = I ; BYM86M56 ' a ' DCNa,Za6H#-02P$"%0,4 
m I .......  %5)  I '■!'  I ($VE  ' \ ' 2V5Y<V5R 

M=F5R4W5P<&:r=" YM86M56' a 'DCNa,Za6H#-02P$"%0,4'''""'=1,PB!G'F 
M%#T)''#U6a''#'’,'’'''''!''!'I(&>F0\'4$  = 04F5C:7'N;6%K5  5a(')(i: 
MH#.I%J'S4$L!'A4#%'''''a'' 43, (B5#/&>^$ 

M0*2!%:,/'%!'4&ME>7,N;6%K55a(')(CH#.J%J'S4$L!'A4#%'''''a''43, 
M(ABFV)CO"P''/KD'''P'#''''''''0''0*2!#  + 0/'%!  ' 48-M9&QG+ F U A : U 5 8 
M"'"2.Z'SJ1:a,U!+'0(5'Q0''''('"!$S"+U*67&la4''-0:'''-''P''''' 
M''$''$"Da37'#P!01U!P:  ' ) A<V4 N ; 6 % K5 5 a ( ')(CH#.K%J'S4$L!'A4#%''' 
M''a''43,(E=%A#\("'''530''!''#''''''''0''0*2!HL4/'%!'4&ME>7-E 
M<G9E<BYM86M56'a'DCNa,ZH6H#-02P$"%0,4'  ' ' ""  'al,PBR:?5;X,,' 
MU0''"P','''''''!''!'I('\S0\'4$=0=')A>2YM86H56'a'DCNa,ZL6H#-0 
M2P$"%0,4'  ' ' 'al,PB'VaB'CT+'  ' ! )QP'  '"P',  ' ' ' ' ' ' ' ! ' ' ! 'I(&XVa\' 
M48  = P = V-T>" YM86H56 ' a ' DCNa,ZL6H#-02P$"%0,4 ' ■ > "■  ' ' al , PB1 _ = 6-Ua% 
M''#P'a''#'','''''''!''!'I(8NYa\'5')E94ai<W0N;6%K55a('),CH#.K 
H%J'S4$L!'A4#%'''''a'9QO*(BLT7TEM'0''Qa0''!0'#''''''''0''0*2! 
M0.P/'%!'4%=#5%aO4TA%3$Q%6%0N4D5'55a('),[H#.V+)TS4$L!'A4#%''' 
M'  'a'YE;,(KA<CL  = \'a'  '20D''!0'#''''''''0'’0*2!C*T/'8EN<W1A;8PO 
M96%S>2:P9W'N<F5G55a('),[H#,'.*'S4$L!'A4#%'''''a'YU;,(KVU_.a_ 
M!0''$Aa''!a'#''''''''0' '0*2!K?'/'8EN<W1A;8PO96%S>2:i;G-T86QL 
M+FUA:U58"'"3.Z'S'3Ba,U!+'0(5'Q0''''('8,,RB(,5?C4A0''')'''''3 
|.i|..p..  .....$.  ■ $"0  33  + 9#  P ! P9W  I %>8-H  + W I G<$  5 X8  VaN<  F 5 G 5 5 3 ( ' ),CH#  . Z 
M$9TS4$L!'A4#%'''''a'($3,(MIGW,#W#'''):X'''L'#''''''''0''0*2! 
M^/8/''!G<$5X8VaN;6%K55a('),[H#.K%J'S4$L%!a'''"’J'*H'UC4''"a$ 
$$>■■■>!  G 


end 
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CONFIG.  H 


/*  config.h.  Generated  a u t oma t i ca L L y by  configure.  */ 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* config.h  --  Configuration  for  PGPLib.  This  fiLe  contains 

* the  configuration  information  for  PGP,  and  it  shouLd  be 

* incLuded  in  aLL  PGP  source  fiLes. 

* $Id:  CONFIG. H,v  1.8  1997/06/02  18:26:10  phiLipn  Exp  $ 

*/ 


/* 

Define 

t 0 

empty  if 

the  compiLer  does  not  support  ' 

const'  variabLes 

/* 

#u  nde  f 

const  */ 

/* 

Define 

to 

'Long'  if 

< sy s / t y p e s . h>  doesn't  define. 

*/ 

/* 

# u n d e f 

off 

_t  */ 

/* 

Define 

t 0 

'unsigned 

' if  <sy s / t y pe s . h>  doesn't  defi 

n e . * / 

/* 

//  u n d e f 

size_t  */ 

/* 

Define 

i f 

you  have 

the  ANSI  C header  fiLes.  */ 

#define  STDC_ 

HEADERS  1 

/* 

Checks 

for 

various 

specific  header  fiLes  */ 

#define  HAVE_FCNTL_H  1 
#define  HAVE_LIHITS_H  1 
^define  H AV E_S T D A RG_ H 1 
^define  H A V E_S T D L I B_ H 1 
#undef  HAVE_UNISTD_H 
#undef  HAVE_S YS_I0CTL_H 
#undef  HAVE_SYS_TIME_H 
^define  H A V E_ S Y S _T I M E B_ H 1 
#undef  HAVE_SYS_PARAH_H 

/*  Check  if  <sys/time.h>  is  broken  and  ^includes  <time.h>  wrong  */ 

#undef  TIME_WITH_SYS_TIME 

/*  Checks  for  various  functions  */ 

#define  H A V E_G ET H RT I H E 0 
#define  HAVE_CLOCK_GETTIHE  0 
#define  H A V E_C LO C K_G ETR E S 0 
Sdefine  HAVE_GETTIMEOFDAY  0 
^define  H A V E_G ET I T I M E R 0 
#define  H A V E_S ET I T I H E R 0 
#define  HAVE_FTIHE  1 

/*  Define  "UNIX"  if  we  are  on  UNIX  and  "UNIX"  is  not  already  defined  */ 

#if  def i ned ( un i X ) ||  def i ned ( __un i x ) ||  defined  (__unix ) 

#ifndef  UNIX 
//define  UNIX  1 
#end i f 
//end  i f 

//if  (_HSC_VER>  = 1 000)  &S  def  i nedC_WIN32) 

//define  _POSIX_  1 
//define  pcLose  _pcLose 
//define  popen  _popen 
//define  strcasecmp  stricmp 
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#define  strncasecmp  strnicmp 
#end i f 


/*  Tags  for  exported  functions  */ 

#if  d e f i n e d ( _ W I N3 2 ) ! de f i n e d ( N 0 D L L) 

# if  d e f i n e d ( PG P L I B ) 

M define  PGPExport  __decLspec(  dllexport  ) 

# else 

# define  PGPExport  __declspec(  dLLimport  ) 

# e n d i f 

U if  def i ned C PGPTTYLIB) 

ft  define  PGPTTYExport  __decLspec(  dLLexport 
ft  else 

ft  define  PGPTTYExport declspecC  dLLimport 

ft  e nd i f 

ft  if  def  ined(PGPKDBLIB) 

ft  define  PGPKDBExport  __decLspec(  dLLexport 
ft  e L s e 

ft  define  PGPKDBExport  __decLspec(  dLLimport 
ft  e n d i f 

U if  def i ned ( SPGPLIB) 

ft  define  SPGPExport decLspecC  dLLexport  ) 

ff  e L s e 

ft  define  SPGPExport decLspecC  dLLimport  ) 

U end i f 
#e  L se 

ft  define  PGPExport 

# define  PGPTTYExport 
ft  define  PGPKDBExport 
tf  define  SPGPExport 
#end i f 


) 

) 

) 

) 
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ERRS.H 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#ifndef  _ERR_H 
#de-fine  _ERR_H 

#define  SUCCESS  0 


//define  E R R_  U S E R_NOT_  F 0 U N D 1 

//define  ERR_RECORD_TOO_LARGE  2 

//define  E R R_  F I LE  _ E R RO  R 3 

//define  ERR_N0_MEM  4 

#define  E R R_U N KN 0 W N_ R E S OU R C E 5 

//define  ERR_VALUE_NOT_FOUNDnn  6 

Sdefine  ERR_BAD_PARAM  7 

//define  E RR_M  A P I _ D L L_  F A I LU  R En  8 


#endif  //  ERR_H 
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PGPRcptDigHelp.h 


/*:  PGPRcptD LgHe Lp . h - defines  constants  for  help  file  */ 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//  Rec  DLg  has  heLp  IDs  ranging  from  3000-3999 


#define  I D H _ I D D_R E C I P I E NT D LG 
#define  IDH_IDCANCEL 
//define  I D H_  I D C _ C H E C K_  A S C 1 1 
//define  I D H_  I D C _ C H E C K_S  I G_  F I L E 
//define  I D H_  I D C_  E D I T_P  AS  S PH  R A S E 
#define  IDH_IDC_PROGRESS_VALIDITY 
//define  I D H_  I D C_R  E C I P I E NT_  L I ST 
#define  I D H_  I D C _U S E R_ I D_ L I ST 
//define  IDH_ID0K 

#define  I D H_ R S A D S A R E C W A R N I N Gn  n n 
//define  I D H_  R S A D S AS  I G W ARN  I N G 


3000 

3001 

3002 

3003 

3004 

3005 

3006 

3007 

3008 

3009 

3010 
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PGPRecip.h 


// 


//n  Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 
// 

//n  PG PRe c i p i en t D i a L og . h - Recipient  Encryption  DiaLog  Headers 
// 


#definenPGP_PASSPHRASE_SIZEnn 
#def inenPGP_USER_ID_SIZEn  n 

#define  PG P_ E N C R Y PTnn  n n 
^define  PGP_SIGNn  b n n 
#define  PG P_ A S C I I _ A R MORnn  b 
#define  PGP_CREATE_SIG_FI LEdb 
^define  PG P_ AT LE AS T 0 N E R S AK E Y n 

#define  D I S AB LE_ AS C 1 1 _ A RMO Rnn 
^define  D I S AB LE_C R E AT E_ S 1 G_ F I LEi 
//define  D I S AB  LE_  A UT0_  P0P_  D I A LOG 

//define  R C PT_D  LG_  E R RO  R_S  U C C E S S n 
//define  RC  PT_D  LG_  E R RO  R_  F A I LU  R En 
//define  RC  PT_D  LG_  E R R0R_  V E R S I 0 Nn 

//define  RCPT  DLG  VERSIONn  b 


255 

256 

n 

0X00000001 

n 

0x00000002 

n 

0x00000004b 

Q 

0x00000008n 

n 

0X0000001 0 

n 

0X00000001 

a 

0x00000002n 

0x00000004 

Q 

0X00000000 

n 

0X0000000 1 

n 

0x00000002 

n 

0X0101 

typedef  struct 
{ 


RECIPIENTDIALOGSTRUCT 


D 

USHORTn 

sVersnon;n 

n 

// 

Version  Number  For  The  Structure 

in  form 

n 

n n 

n n n 

n 

/ /n 

n 0x C H i Ve r s i on3 C LoVe r s i on  3 

n 

n n 

n n n 

n 

/ / 

so  version  1.0  = 0x0100  and  1.1  = 

0X0101 

n 

HWNDn 

hwndPa  rent ; 

nn 

II 

Parent  Window  of  the  Re c i p i e n t D i a L ogn 

D 

char*n 

szTitLe;n 

n 

II 

String  to  be  dispLayed  in  TitLe  Bar  of 

n 

n n 

n n n 

n 

II 

the  DiaLog 

n 

DWORDn 

dwPGPF  Lags; 

OD 

II 

bit  fLags  indicating  the  default 

state 

of  a L L 

n 

n Q 

n n Q 

Q 

II 

diaLogs  options  on  the  way  in  and 

what 

the 

n 

n n 

n n n 

n 

II 

user  chose  on  the  way  out 

n 

DWORDn 

dwDisabLeFLags; 

nil 

bit  fLags  used  to  disabLe  certain 

options 

n 

n n 

n n n 

Q 

II 

in  the  di a Log 

DWORDb 

dwNumRecipients; 

// 

How  many  items 

are  contained  in  the 

n 

n 

fl 

B 

B 

B 

// 

szRecipients  fi 

eLd; 

char*n 

szRecipients 

II 

A NewLi ne  ' \n ' 

de  L i mi  ted 

List  of  aLL  the 

n 

B 

B 

B 

B 

n 

II 

User  Ids  the  caLLer  wants 

to  have 

□ 

B 

B 

B 

B 

B 

// 

already  selected  when  the 

DiaLog  appears 

n 

B 

B 

B 

B 

B 

// 

On  return  this 

wi L L be  a 

NewLine  '\n' 

Q 

B 

B 

B 

B 

B 

// 

delimited  List 

of  KEY  IDS 

for  the  caLLer 

Q 

B 

B 

B 

B 

B 

// 

to  encrypt  to. 
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Q 

c h a r *H 

szPassPhrase;n 

// 

The  user's  passphase  for 

use  in  signingn 

n 

c h a r *n 

szSigningKey; 

// 

The  signing  key  to 

use  in 

hex  format  non 

a 

// 

delimited 

Q 

1 ongn 

HashAlg,-n  n 

// 

The  hash  algorithm 

of  the 

signing  key 

>RECIPIENTDIALOGSTRUCT,  *PRECIPIENTDIALOGSTRUCT; 

#ifdef  __cpLusplus 
extern  "C"  { 

#endifn  //  __cpLuspLus 

/* 

In  Order  to  use  the  PG PR e c i p i e n t D i a L o g , the  programmer  must  first  create  a 
RECIPIENTDIALOGSTRUCT. 

I recommend  zeroing  out  the  structure. 

Fill  out  the  sVersion  field  with  the  appropriate  Version  Number,  which  in 
this  case  is  0x0101.  ( R C PT_ D LG _ V E R S I 0 N is  defined  for  your  coding  pleasure) 

hwndParent  is  the  Parent  Window  of  the  Dialog..  NULL  is  a valid  value  and 
will  make  the  dialog  a top  level  window. 

□ n n n 

If  you  wish  to  customize  the  Title  displayed  in  the  Dialog  pass  in  a pointer 
to  a string  in  the  szTitle  field.  If  you  wish  to  leave  the  title  as  the 
default  "Recipients  Encryption  Dialog"  then  pass  in  NULL  for  this  field. 

To  have  certain  options  Pre-Selected  for  the  user,  fill  out  the  dwPGPFlags 
field  with  the  appropriate  bits.  Each  bit  set  will  cause  that  option  to  be 
selected.  When  the  function  returns  the  bits  will  be  set  to  reflect  the 
options  chosen  by  the  user  in  the  dialog. 

It  is  sometimes  desirable  to  disable  certain  options.  If  you  wish  to  Disable 
any  of  the  options  set  the  appropriate  bits  in  the  d w D i sa b I e F I a g s field. 


d wN umR e c i p i e n t s specifies  the  expected  number  of  PGP  encrypted  recipients  on 
the  way  in  and  the  total  number  actually  selected  on  the  way  out. 


szRecipients  is  a New  Line  '\n'  delimited  list  of  all  the  User  Ids  the 
caller  wants  to  have  already  selected  when  the  Dialog  appears.  There  should 
be  the  same  number  of  User  Ids  as  is  indicated  by  d wN umR e c i p i e n t s . 

EXAMPLE:  "Mark  B.  Elrod  <e I r odSpg p> \ n B r e t t A.  Thomas  <ba t Bpg p . c om> \ n " 

On  return  this  will  be  a New  Line  '\n'  delimited  list  of  KEY  IDS  for  the 
caller  to  encrypt  to.  Unfortunately  it  must  return  these  with  that  silly 
special  BYTE  at  the  beginning  for  Simple  PGP  API  callers.  Death  to  the  Simple 
PGP  API  ! ! ! ! 

EXAMPLE:  C0x02]"0xDEADBEEF\n0x12345678\n" 

:i:CHK:00377ccceee4f77cc555550eee66e844A8577a222b0008f112298cff00647b7c9]] 
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NOTE:  The  list  should  be  allocated  with  pgpMemAlloc  and  will  be  disposed  of 
by  PG PR e c i p i e n t D i a I og  and  replaced  with  the  returned  list  of  recipients  on 
which  the  caller  is  responsible  for  calling  pgpMemFree. 


szPassPhrase  will  contain  the  user's  passphase  for  use  in  signing. 
NOTE:  szPassPhrase  should  be  a freed  with  pgpMemFree. 


RETURN  VALUE:n 

PG PR e c i p i e n t D i a I og  returns 
PG PR e c i p i en t D i a I og  returns 
PGPRecipientDialog  returns 
n wrong  version. 


RCPT_DLG_ERROR_SUCCESS 
RCPT_DLG_ERROR_FAILURE 
RCPT  DLG_ERROR_VERSION 


i f 

the 

user 

presses 

OK  . 

i f 

the 

user 

presses 

CANCEL 

i f 

the 

structure  is 

the 

Any  Questions  E-mail:  e I r odS)  pg  p . c om 
Changes  by  wjbSpgp.com  3/18/97 

Recipient  Dialog  now  checks  user  names  and  tries  to  match  on  the 
key  rings  automatically.  If  it  has  trouble,  it  pops  the  recipient 
dialog.  Otherwise,  it  outputs  a list  of  KeyIDs  without  popping  any 
dialogs  at  all.  The  programmer  can  overid  this  automatic  behavior 
by  setting  the  D I S AB LE_ AUT0_P0 P_ D I A LOG  flag  in  d w D i sa b I e F I a g s . This 
will  cause  the  dialog  to  be  popped  no  matter  what. 

By  "trouble"  we  mean  if  any  of  the  user  names  could  not  be  matched, 
that  is,  the  entire  user  name  did  not  match  any  user  name  on  the  key 
ring,  or  an  email  address  in  one  of  the  keys  in  the  keyring  did  not 
match  the  email  address  in  the  user  name.  "Trouble"  also  means  if  any 
of  the  validities  on  the  matched  keys  are  zero.  We  give  the 
user  the  chance  to  double  check  whether  he  wants  to  encrypt  the  message 
to  those  people . 

After  all  the  selections  have  been  made  (whether  the  dialog  was 
popped  or  not)  the  recipient  routine  does  a final  check  to  see  if 
DSA  and  RSA  keys  were  combined  in  the  recipient  list.  If  so,  it 
warns  the  user  and  may  pop  the  dialog  if  he  wants  to  change  things 
a round . 

Other  changes  in  the  recipient  dialog  include  graphical  dragging  of 
user  IDs,  MACish  italicised  and  striked  out  text  in  the  list  view,  and 
images  associated  with  each  username. 

wjbapgp.com  3/24/97 

Added  in  Message  Recovery  Key  support  based  on  Mark  Weaver's 
Macintosh  code.  Also  added  in  custom  sorting  routine  to  use  library 
sort  call  instead  of  standard  Microsoft  ListView  sort.  Updated  the 
recipient  list  to  use  Brett  Thomas'  keyserver  menu  routine.  Changed 
name  to  PGPRecip.h  to  conform  to  8.3  braindead  I n s t a I I s h i e I d limitation. 

wjbapgp.com  4/3/97 

Got  rid  of  minimum  validity  bar  as  per  mac.  Added  combo  box  displaying 
C:CHK:c4444dffff44850dddaacc4636f66fd6a15aaa892bb267711701455cc5b7270di:] 
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private  keys  to  select  your  signing  key  from.  Added  two  more  parameters 
to  the  calling  structure: 

szSigningKey  //  This  string  returns  a 64  bit  0x  hex  KeylD 

HashAlg  //  This  long  returns  the  hash  of  that  key 

//  (as  per  elrod's  request) 

wjbcDpgp.com  4/20/97 

Redid  entire  dialog.  Did  not  change  header  to  ensure  compatiblity 
with  other  modules.  Unfortunately,  this  should  eventually  be  changed. 
*/ 


UINT  PGPExport  PG PR e c i p i e n t D i a I og ( PR E C I P I E NT D I A LO G S T R U C T prds); 

#ifdef  __cplusplus 
} 

#endifn  //  __cplusplus 


nCCHK:8444b0000151117757d7542cfc:3 
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// 


//n  Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 
// 

//n  PG PRe c i p i e n t D i a L og . h - Recipient  Encryption  DiaLog  Headers 
// 


#definenPGP_PASSPHRASE 

_SIZEnn 

255 

#definenPGP_USER_ID_SIZEn 

s 

256 

#def i ne 

PGP_ENCRYPTnn 

n 

n 

n 

0X00000001 

#de  f i n e 

PGP_SIGNn  n 

n 

n 

n 

0x00000002 

#d  e f i n e 

PGP_ASCI I.ARMORnn 

□ 

a 

0x00000004n 

# d e f i n e 

PGP_CREATE_SIG 

_FILEnn 

n 

0x00000008q 

# d e f i n e 

DISABLE_ASCII_ 

ARMORnn 

n 

0X00000001 

#def i ne 

DISABLE_CREATE 

_SIG_ 

FILEnn 

0x00000002a 

# d e f i n e 

DISABLE_AUT0_P0P_DIAL0G 

0x00000004 

#def i ne 

RCPT_DLG_ERR0R 

_SUCCESSn 

n 

0X00000000 

#d  e f i n e 

RCPT_DLG_ERR0R 

_FAILUREn 

n 

0X00000001 

#def i ne 

RCPT_DLG_ERR0R 

_VERSI0Nn 

n 

0x00000002 

#d  e f i n e 

RCPT_DLG_VERSIONn 

n 

n 

0X0101 

Q D 


typedef  struct 


RECIPIENTDIALOGSTRUCT 


n 

USHORTn 

sVersion;n 

B 

// 

□ 

Q D 

B B B 

B 

// 

n 

n o 

B B B 

B 

// 

n 

HWNDn 

hwndParent; 

BB 

// 

□ 

cha  r*n 

szTitLe;n 

B 

// 

n 

B n 

B B B 

B 

// 

n 

n 

DWORDn 

dwPGPF  Lags; 

BB 

// 

n 

B B 

B B B 

B 

// 

n 

B B 

B B B 

B 

// 

n 

DUORDd 

dwDisabLeFLags; 

n// 

n 

B B 

B B B 

B 

// 

n 

DWORDs 

dwNumRecipients 

;// 

n 

B B 

B B B 

B 

// 

n 

cha  r*n 

szRecipients;n 

// 

n 

B B 

B B B 

B 

// 

n 

B B 

B B B 

B 

// 

n 

B B 

B B B 

B 

// 

n 

B B 

B B B 

B 

// 

a 

B B 

B B B 

B 

// 

n 

c h a r *n 

szPassPhrase;n 

// 

in  form 


OxCHiVersionDCLoVersionD 


//  Parent  Window  of  the  Re c i p i e n t D i a L og i 


in  the  diaLog 


A NewLine  '\n'  deLimited  List  of  aLL  the 
User  Ids  the  caLLer  wants  to  have 
aLready  seLected  when  the  DiaLog  appears 
On  return  this  wiLL  be  a NewLine  '\n' 


//  The  user's  passphase  for  use  in  signingn 
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}RECIPIENTDIALOGSTRUCT,  *PRECIPIENTDIALOGSTRUCT; 

#ifdef  __cpLuspLus 
extern  "C"  { 

#endifn  //  __cpLuspLus 

/* 

In  Order  to  use  the  PG P R e c i p i e n t D i a L og , the  programmer  must  first  create  a 
RECIPIENTDIALOGSTRUCT. 

I recommend  zeroing  out  the  structure. 

Fill  out  the  sVersion  field  with  the  appropriate  Version  Number,  which  in 
this  case  is  0x0101.  ( R C PT_ D LG _ V E R S I 0 N is  defined  for  your  coding  pleasure) 

hwndParent  is  the  Parent  Window  of  the  Dialog..  NULL  is  a valid  value  and 
will  make  the  dialog  a top  level  window. 

□ n n a 

If  you  wish  to  customize  the  Title  displayed  in  the  Dialog  pass  in  a pointer 
to  a string  in  the  szTitle  field.  If  you  wish  to  leave  the  title  as  the 
default  "Recipients  Encryption  Dialog"  then  pass  in  NULL  for  this  field. 

To  have  certain  options  Pre-Selected  for  the  user,  fill  out  the  dwPGPFlags 
field  with  the  appropriate  bits.  Each  bit  set  will  cause  that  option  to  be 
selected.  When  the  function  returns  the  bits  will  be  set  to  reflect  the 
options  chosen  by  the  user  in  the  dialog. 

It  is  sometimes  desirable  to  disable  certain  options.  If  you  wish  to  Disable 
any  of  the  options  set  the  appropriate  bits  in  the  d w D i s a b L e F I a g s field. 

d wN umR e c i p i e n t s specifies  the  expected  number  of  PGP  encrypted  recipients  on 
the  way  in  and  the  total  number  actually  selected  on  the  way  out. 

szRecipients  is  a New  Line  '\n'  delimited  list  of  all  the  User  Ids  the 
caller  wants  to  have  already  selected  when  the  Dialog  appears.  There  should 
be  the  same  number  of  User  Ids  as  is  indicated  by  d w N umRe c i p i e n t s . 

EXAMPLE:  "Mark  B.  Elrod  <e I r odSpg p> \ nB r e t t A.  Thomas  <ba t Bpg p . c om> \ n " 

On  return  this  will  be  a New  Line  '\n'  delimited  list  of  KEY  IDS  for  the 
caller  to  encrypt  to.  Unfortunately  it  must  return  these  with  that  silly 
special  BYTE  at  the  beginning  for  Simple  PGP  API  callers.  Death  to  the  Simple 
PGP  API ! ! ! ! 

EXAMPLE:  C0x02:"0xDEADBEEF\n0x12345678\n" 

NOTE:  The  list  should  be  allocated  with  pgpMemAlloc  and  will  be  disposed  of 
by  PGPReci pi entDi a log  and  replaced  with  the  returned  list  of  recipients  on 
which  the  caller  is  responsible  for  calling  pgpMemFree. 


szPassPhrase  will  contain  the  user's  passphase  for  use  in  signing. 
[[CHK:aa1118add77dff22333800d4559e8ee91111666cf3355a8fddff92eee820d559a]] 
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NOTE:  szPassPhrase 


should  be  a freed  with  pgpHemFree. 


RETURN  VALUE:n 


PGPRecipientDiaLog 
PGPReci pi entDi a Log 
PGPRecipientDiaLog 
n wrong  version. 


returns 

RCPT_ 

DLG_ 

ERROR. 

SUCCESS 

i f 

the 

user 

presses 

OK. 

returns 

RCPT_ 

DLG_ 

ERROR. 

FAILURE 

i f 

the 

user 

presses 

CANCEL 

returns 

RCPT_ 

DLG_ 

ERROR. 

VERSION 

i f 

the 

structure  is 

the 

Any  Questions  E-maiL:  eLrod51pgp.com 
Changes  by  wjb51pgp.com  3/18/97 

Recipient  Dialog  now  checks  user  names  and  tries  to  match  on  the 
key  rings  automatically.  If  it  has  trouble,  it  pops  the  recipient 
dialog.  Otherwise,  it  outputs  a List  of  KeylDs  without  popping  any 
dialogs  at  all.  The  programmer  can  overid  this  automatic  behavior 
by  setting  the  D I S AB LE_ AUTO_ PO P_ D I A LOG  flag  in  d w D i s a b L e F L a g s . This 
will  cause  the  dialog  to  be  popped  no  matter  what. 

By  "trouble"  we  mean  if  any  of  the  user  names  could  not  be  matched, 
that  is,  the  entire  user  name  did  not  match  any  user  name  on  the  key 
ring,  or  an  email  address  in  one  of  the  keys  in  the  keyring  did  not 
match  the  email  address  in  the  user  name.  "Trouble"  also  means  if  any 
of  the  validities  on  the  matched  keys  are  zero.  We  give  the 
user  the  chance  to  double  check  whether  he  wants  to  encrypt  the  message 
to  those  peop  L e . 

After  all  the  selections  have  been  made  (whether  the  dialog  was 
popped  or  not)  the  recipient  routine  does  a final  check  to  see  if 
DSA  and  RSA  keys  were  combined  in  the  recipient  List.  If  so,  it 
warns  the  user  and  may  pop  the  dialog  if  he  wants  to  change  things 
a round . 

Other  changes  in  the  recipient  dialog  include  graphical  dragging  of 
user  IDs,  MACish  italicised  and  striked  out  text  in  the  List  view,  and 
images  associated  with  each  username. 


*/ 


UINT  PGPExport  PG PRe c i p i e n t D i a L og C P R E C I P I E NT D I A LOG STRU CT  prds); 

#ifdef cpLuspLus 

> 

#endifn  //  __cpLusplus 


[;CCHK:888899fe6888aabb9c4e6444b10c1ccfd434407333eee6606240393e4:: 
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//  : 
II 
II  n 
II 
/* 

* 

* 


PGPcomdIg.h  - include  file  for  PGP  common  dialog  DLL 
$Id:  PGPcomd Ig . h, V 1 . 7. 2.1  1 997/06/09  1 5 : 54:48  dgal  Exp 

Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights 


$ 


reserved. 


* $Id$ 
*/ 


#ifndef  _PGPCOMDLGH 
#define  _PGPCOMGLGH 

//  options  bits 


#def i ne 

PGPCOMDLG 

_ASCIIARMORn 

n 

a 

0X0001 

#d  e f i n e 

PGPCOMDLG 

_DETACHEDSIGn 

n 

n 

0x0002 

II  flag 

bits 

#d  e f i n e 

PGPCOMDLG 

_RSAENCRYPTn 

n 

n 

0X0001 

//  return  codes 

#def i ne 

PGPCOMDLG 

_OKn  n a 

n 

u 

0 

# d e f i n e 

PGPCOMDLG 

_CANCELn  n 

n 

n 

5001 

#def i ne 

PGPCOMDLG 

_LIBERRORn  n 

n 

n 

5002 

#d  e f i n e 

PGPCOMDLG 

_MEMERRORn  a 

u 

□ 

5003 

#def i ne 

PGPCOMDLG 

_ALREAD YOPENn 

n 

a 

5004 

#def i ne 

PGPCOMDLG 

_NOSECRETKEYSn 

Q 

n 

5005 

#def i ne 

PGPCOMDLG 

_NOn  n n 

n 

n 

5006 

#d  e f i n e 

PGPCOMDLG 

_EXPIREDn  n 

n 

n 

5007 

//  eva  I expire  codes 

#define  PG P C OM D LG_ EN C R YPT S I G N EX P I R E Dn  n 1 
^define  PGPCOMDLG_ALLEXPIREDn  n n n 2 


//  broadcast  message  used  to  inform  others  of  keyring  changes 
#define  R E LO A D KE Y R I N GM S Gn  ("PGPH  R E LO A D KE Y R I NG " ) 


#ifdef  __cplusplus 
extern  "C"  { 

#end i f 


II 

//n  PG P c omd  I g H e I p Abou t - 

//n  Post  Help  About  dialog  with  button  for  browser 
//n  launch  to  specified  URL. 

// 


1 la 

Entry  parameters 

/ /n 

n 

hWndPa  rentn  - 

lla 

n 

s zVe  rs i onn 

//n 

a 

n n 

a 

1 In 

n 

n n 

a 

II  n 

n 

szLinkTextn  - 

! In 

n 

n n 

a 

! In 

n 

n n 

a 

! In 

□ 

s z L i n kn 

a - 

! In 

n 

n n 

a 

II 

handle  of  parent  window 

string  containing  version  information 

to  be  displayed 

NULL  =>  use  default  version  string 
text  to  be  displayed  on  link  button 
(should  be  <=  “20  chars), 

NULL  =>  use  default  ("PGP.com") 

URL  to  which  to  j ump 

NULL  =>  use  default  ("http://www.pgp.com/") 


C[CHK:a46f732baacffc4118ee0f2e3e3a446355e1113188658c36730d6db1679488cf9:: 
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//n  Returns  PGPCOMDLG_OK 
// 

UINT  PGPExport  PG P c omd L g H e L p Abo u t (HWND  h W nd Pa r en t , LPSTR  szVersion, 
nnnnnnnn  LPSTR  szLinkText,  LPSTR  szLink); 


// 

//n  PG P comd I g Na g - 

//n  Post  nag  dialog  with  button  for  browser 
//n  Launch  to  specified  URL. 

// 


//n 

/ /n 
/ / n 
/ /n 
//n 
//n 

//B 


Entry  parameters 
B hWndParentB  - 

B szLi nkTextn  - 

none 
D a n n 

B szLinkBn 

o □ n Q 


handle  of  parent  window 

text  to  be  displayed  on  Link  button 

(should  be  <=  “20  chars), 

NULL  =>  use  default  ("Order  Now!") 

URL  to  which  to  jump 

NULL  =>  use  default  ("http://www.pgp.com/") 


// 


//B  Returns  PGPCOMDLG_OK 
// 


UINT  PGPExport  PGPcomdlgNag  (HWND  hWndParent,  LPSTR  szLinkText,  LPSTR  szLink); 


// I 

//b  PG P comd I g C h e c kKey R i ng s - 

//b  check  key  rings  for  problems  and  query  user  if 
//b  necessary. 

// 

//b  Entry  parameters  : 

//n  n hWndParentB  - handle  of  parent  window 

//n  n bPorceSueryB-  TRUE  =>  always  ask  user 

//b  n n n b FALSE  =>  only  ask  user  if  problems 

// 

//b  Returns  PG P C OM D LG_C AN C E L if  user  presses  the  CANCEL 
//b  button.  Application  should  exit  in  this  case. 

// 

UINT  PGPExport  PG  P c omd  L g C h e c kKey  R i ng  s (HWND  hWndParent,  BOOL  b F o r c eClu  e r y ) ; 


// I 

//b  PG P c omd L g P r e f e r e n c e s - 

//n  post  PGP  preferences  property  sheets. 

// 

//b  This  function  posts  the  "PGP  Preferences"  property 
//b  sheet  dialog  boxes.  Appropriate  calls  are  made  into 
//b  the  pgpkeydb  Library  to  set  the  preferences. 

// 

//b  Entry  parameters  : 

//n  n hWndParentB  - handle  of  parent  window 

//n  a i S t a r t s h e e t B-  zero-based  index  of  property  sheet 

//  page  to  display  initially 

// 

//a  This  function  returns  PGPPREF_OK  if  all  was  OK  or 
//a  PGPPREF_CANCEL  (if  the  user  presses  the  cancel  button) 
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//  or  one  of  the  above-defined  error  constants. 

// 

DINT  PGPExport  PG P c omd L g P r e f e r e n c e s CHWND  hWndParent,  INT  i S t a r t s h e e t ) ; 


// I 

//n  PG Pc omd L g Ra ndom  - 

//n  collect  random  data  from  key boa r d / mo u s e . 

// 

//n  Entry  parameters  : 

//n  n hWndParentn  - handle  of  parent  window 

//n  n uNeedednn  - bits  of  entropy  needed 

// 

//n  This  function  returns  either  PG P C 0 M D LG_C AN C E L (if  the  user 
//  presses  the  cancel  button)  or  PGPCOMDLG_OK  or  one 
//n  of  the  above-defined  error  constants 
// 

UINT  PGPExport  PG P c omd I g R a n d om  (HWND  hWndParent,  DINT  uNeeded); 


II 

//n  PGPcomd I gGe t Ph r a s e - 

//n  get  passphrase  from  user. 

// 


//n 

Entry  parameters 

/ /n 

n 

hWndParentn  - 

/ /n 

n 

szPromptn 

//n 

n 

pszPhrasen  - 

//a 

Q 

Q n 

B 

II  n 

n 

n n 

B 

! la 

n 

pKeySet 

BB  - 

! la 

□ 

o n 

B 

! la 

n 

ppKeyn 

B - 

! la 

n 

n n 

B 

! la 

□ 

n B 

B 

! la 

Q 

B B 

B 

Ha 

n 

szKeyl D 

BB  - 

Ha 

n 

B B 

B 

Ha 

n 

uOptionsn 

Ha 

n 

B B 

B 

Ha 

n 

B B 

B 

Ha 

n 

u F L a g SB 

B - 

Ha 

Q 

B B 

B 

// 

handle  of  parent  window 

message  string  to  be  displayed  to  user 
pointer  to  receive  address  of  buffer  which 
will  contain  passphrase.  The  caller  should 
deallocate  this  buffer  by  calling  PGPcomdlgFreePhrase 
pointer  to  PGPKeySet  which  contains  current  keyring 
NULL  =>  hide  key  selection  combo  box 

pointer  to  buffer  to  receive  pointer  to  selected  key. 
if  buffer  contains  key  on  entry,  this  will  be  default, 
buffer  should  be  set  to  NULL  to  use  keyring  default  key. 
NULL  =>  hide  key  selection  combo  box 
string  containing  keyid  of  key  to  use  as  default, 
may  be  empty  or  NULL. 

pointer  to  buffer  which  contains  and  will  receive 
options  bits 

NULL  =>  hide  option  checkboxes 
flag  bits 

PGPCOHDLG_RSAENCRYPT  =>  encrypting  to  RSA  key 


//n  This  function  returns  PG P C OH D LG_C AN C E L if  the  user 
//  presses  the  cancel  button.  PGPC0MDLG_0K  if  no  error, 
//n  Or  one  of  the  above-defined  error  constants. 


// 


UINT  PGPExport  PG P c omd I g G e t Ph r a s e 


a a a 
a a a 
n a a 


a a n 

D n n 

n n □ 


(HWND  hWndParent,  LPSTR  szPrompt, 

n LPSTR*  pszPhrase,  PGPKeySet*  pKeySet, 

n PGPKey**  ppKey,  LPSTR  szKeylD, 

n UINT*  uOptions,  UINT  uFlags); 
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// I 

//n  PG P c omd L g F r e e P h r a s e - 

//n  wipe  and  deallocate  phrase  buffer. 

// 

//n  Entry  parameters  : 

//n  n szPhrasen  - passphrase  buffer  to  wipe  and  deallocate 
// 

VOID  PGPExport  PG P c omd I g F r ee Ph r a s e (LPSTR  szPhrase); 


// 

//n  get  descriptive  string  for  error  code 
// 

//n  Entry  parameters  : 


/ /n 

n 

i Coden  n 

- error 

code 

returned 

by  pgp  or  simple 

Library  routine 

//a 

□ 

szStringn 

- buffer 

t 0 

be  filled 

with  descriptive 

error  message 

/In 

n 

uLenn  n 

- length 

0 f 

buffer  in 

bytes 

// 

//n  This  function  evaluates  iCode.  If  iCode  warrants  an  error 
//n  message,  the  buffer  is  filled  with  the  message  and  the  function 
//n  returns  TRUE.  If  no  message  is  warranted,  the  function  returns 
//n  FALSE. 

// 

BOOL  PGPExport  PG P c omd I g E r r o rTo S t r i n g (INT  iCode,  LPSTR  szString, 
nnnnnnnnnnn  UINT  uLen); 

// I 

//n  putup  error  messagebox  (if  necessary) 

// 

//n  Entry  parameters  : 

//n  a iCoden  n - error  code  returned  by  pgp  or  simple  library  routine 
// 

//n  This  function  calls  PG P c omd I g E r r o r To S t r i n g to  evaluate  iCode. 

//a  If  PG Pc omd I g E r r o r To S t r i ng  returns  TRUE,  a message  box  is  posted 
//n  containing  the  descriptive  text.  Otherwise  no  messagebox  is 
//n  displayed.  This  function  returns  the  value  returned  by 
//a  PG Pcomd I g E r ro rToS t r i ng . 

// 

BOOL  PGPExport  PG P c omd I g E r r o r Me s s a g e (INT  iCode); 


// 

//n  convert  signature  result  code  to  message  string 
// 

//a  Entry  parameters  : 


i S i gna t u re  Coden  - code  returned  by  signature  checking  routine 
szSignern  n - string  representation  of  signer  key 
s z S i gna t u re  Da t en-  string  representation  of  signature  date 
s zHe s s a g eBu f f e r - buffer  to  receive  translated  text  message 
uBufferLenn  n - length  of  buffer  in  bytes 


//a  n 
//n  n 
/ /n  n 
/ /n  n 
/ /n  n 
// 

//n  This  function  converts  code  and  signer/date  strings  into  a 

//n  single  message  string.  Returns  TRUE  if  successful,  FALSE  otherwise. 

// 
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BOOL  PGPExport  PG P c omd L gT ra n s L a t e S i g n a t u r e Re s u L t ( 
n n n n n n n INT  i S i g n a t u r e C od e , LPSTR  szSigner, 

n n n n n n n LPSTR  s z S i g na t u r e Da t e , 

a n n n n n n LPSTR  szHessageBuffer,  UINT  uBufferLen); 


// 

//n  Post  Splash  screen 
// 

//a  Entry  parameters  : 


/ /n 

n 

hWndParenta 

n 

- handle 

of  parent 

window 

(if  NULL, 

//n 

n 

Q 

n 

n 

n 

screen 

will  not 

be  dismissed  until 

/ /n 

n 

□ 

n 

n 

n 

PGPcomdlgSetSplashParent 

is  called 

/ / n 

n 

n 

Q 

n 

n 

with  a 

non-nu  1 1 

value 

//n 

n 

u M i 1 1 i 

secondsB 

- milliseconds  to 

display 

splash 

// 

UINT  PGPExport  PG P c omd L g S p L a s h (HWND  hWndParent,  UINT  u M i L L i s e c ond s ) ; 


//a  Inform  splash  screen  who  its  parent  is 
// 

//a  Entry  parameters  : 

//n  a hWndParenta  a - handle  of  parent  window 
// 

UINT  PGPExport  PGPcomdlgSetSplashParent  (HWND  hWndParent); 


//a  Broadcast  message  that  indicates  that  the  keyring 
//a  has  been  changed  and  that  others  should  reload  from 
/ /a  disk. 

// 

//a  Entry  parameters 
//a  a IParama  a 
linn  n n n 

linn  a a a 

linn  n n n 

linn  a a a 

/ / n n a n n 

// 

VOID  PGPExport  PG P c omd I g No t i f y Ke y r i n g C h a ng e s (LPARAM  IParam); 


- 32  value  which  is  passed  along  as  the  LPARAM 
of  the  broadcast  message.  Current  usage 
is  to  set  this  to  your  process  ID  or  your 
window  handle  so  that  you  can  ignore 
your  own  messages,  if  you  want.  Set  to 
zero  to  ensure  all  recipients  process  message. 


//a  Returns  TRUE  if  the  beta  or  eval  has  expired,  and  displays  a message  box 
//  Returns  FALSE  and  does  nothing  if  it's  still  valid 
// 

//a  Entry  parameters  : 

//n  n hwnda  n Parent  of  window  so  we  can  show  the  MB. 

//a  n a a a NULL  is  acceptable. 

// 
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BOOL  PGPExport  PG P c omd L g I s E xp i r e d (HWND  hwnd); 

// I 

//n  Returns  TRUE  if  the  evaluation  has  expired,  and  displays  a message  box 
//  If  the  eva I is  partially  expired,  the  nag  screen  will  be  displayed 
// 

//H  Entry  parameters  : 

//n  n hwndn  n Parent  of  window  so  we  can  show  the  MB  or  nag  screen, 
//a  anna  NULL  is  acceptable. 

//n  a nindexa  a Type  of  expiration  to  test:  Encrypt/Sign  or  All 
#ifdef  EVAL_TIMEOUT 

a BOOL  PGPExport  PG P c omd I g E va I E x p i r ed  (HWND  hwnd,  int  nindex); 

# e I s e 

n #d e f i n enPG P c omd  I g E va  I Exp i r e d ( X , y ) n FALSE 

#endifa  //  EVAL  TIMEOUT 


// I 

//a  PG P c omd I g S i g n D S A E n c r y p t R S AWa r n i n g - 
//n  Post  warning  dialog 
// 

//n  Entry  parameters  : 

//a  a hWndn  - handle  of  parent  window 
// 

//a  Returns  PG PC OM D LG_OK,  PG PC OM D LG_C AN C E L,  or  PGPC0MDLG_N0 
// 

LRESULT  PGPExport  PG P c omd I g RS A D S AM i x Wa r n i ng  (HWND  hWnd); 

// I 

//n  PG P c omd I g Ad ve r t i s erne n t - 

//a  Post  Help  About  dialog  with  button  for  browser 
//n  launch  to  specified  URL. 

// 

//a  Entry  parameters  : 

//a  a hWndParentn  - handle  of  parent  window 

//a  a uindexa  a - index  specifying  which  (!)  ad  to  display 

// 

//n  Returns  PGPCOMDLG_OK 
// 

UINT  PGPExport  PG P c omd  I g Ad ve r t i s emen t (HWND  hWndParent,  UINT  uindex); 


#ifdef  cplusplus 

> 

//  e n d i f 

#endifn  //_PGPCOMDLGH 
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/*:  PGPcomd L g H e L p . h - defines  constants  for  help  file  */ 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

* 

* $Id$ 

*/ 


/ * base 

vaLue  for  comdLg  entries:  1000  */ 

# d e f i n e 

IDH_PGPCDCHECK_CHECKDIALOGn  n 1000 

# d e f i n e 

IDH_PGPCDPHRASE_HIDETYPINGn  n 1010 

#def i ne 

IDH_PGPCDPHRASE_PHRASEn  n n 1011 

#def i ne 

IDH_PGPCDPREF_ENCRYPTDIALOGnn  1100 

# d e f i n e 

IDH_PGPCDPREF_ENCRYPTTOSELFnn  1101 

#d  e f i n e 

IDH_PGPCDPREF_USEFASTKEYGENnn  1110 

#d  e f i n e 

IDH_PGPCDPREF_FILEDIALOGn  n 1200 

# d e f i n e 

IDH_PGPCDPREF_PRIVATEKEYRINGn  1201 

#d  e f i n e 

IDH_PGPCDPREF_SETPRIVATEKEYRINGn1202 

#def i ne 

IDH_PGPCDPREF_PUBLICKEYRINGnn  1203 

#def i ne 

IDH_PGPCDPREF_SETPUBLICKEYRINGn  1204 

# d e f i n e 

IDH_PGPCOPREF_EMAILDIALOGn  n 1300 

#d  e f i n e 

IDH_PGPCDPREF_ENCRYPTPGPMIHEn  1301 

#def i ne 

IDH_PGPCDPREF_SIGNPGPMIMEn  n 1302 

#d  e f i ne 

lDH_PGPCDPREF_PASSCACHEENABLEn  1303 

# de  f i n e 

IDH_PGPCDPREF_PASSCACHESECONDSn  1304 

# d e f i n e 

IDH_PGPCDPREF_WORDWRAPENABLEn  1305 

#def  i ne 

IDH_PGPCDPREF_UORDWRAPCOLUMNn  1306 

#def i ne 

IDH_PGPCDPREF_ENCRYPTBYDEFAULTn  1307 

#d  e f i ne 

IDH_PGPCDPREF_SIGNBYDEFAULTnn  1308 
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/*:  PGPkeysHelp.h  - defines  constants  for  help  file  */ 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

* $Id$ 

*/ 


#d  e f i n e 

I DH 

_PGPKEYS 

_HIDETYPINGn  n 

120 

#d  e f i n e 

IDH 

_PGPKEYS 

_0LDPHRASEn  n 

121 

#def i ne 

IDH 

_PGPKEYS 

_NEWPHRASE1n  n 

122 

#de  f i n e 

IDH 

_PGPKEYS 

_NEWPHRASE2n  n 

123 

#d  e f i n e 

IDH 

_PGPKE YS 

_CHANGEDIALOGn 

1 24 

#def i ne 

IDH 

_PGPKE YS 

_DELETEKEYn  n 

1 30 

#def i ne 

IDH 

_PGPKE YS 

_DELETEALLKEYSn 

131 

#def i ne 

IDH 

_PGPKE YS 

_DONTDELETEKEYn 

132 

#def i ne 

IDH 

_PGPKE YS 

_CANCELDELETEn 

1 33 

#def i ne 

IDH 

_PGPKE YS 

_CREATENEWKEYn 

1 40 

#def i ne 

IDH 

_PGPKEYS 

_NEWUSERIDn  n 

141 

#def i ne 

IDH 

_PGPKE YS 

_KEYSIZEnn  n 

142 

#def i ne 

IDH 

_PGPKE YS 

_SETKEYTYPEn  n 

143 

#def i ne 

IDH 

_PGPKEYS 

_KEYNEVEREXPIRESn144 

#def i ne 

IDH 

_PGPKEYS 

_SETKEYEXPIRESn 

145 

#def i ne 

IDH 

_PGPKEYS 

_CREATEDIALOGn 

1 46 

#d  e f i n e 

IDH 

_PGPKEYS 

_KEYIDn  n n 

1 60 

#def i ne 

IDH 

_PGPKE YS 

_CREATEDATEn  n 

161 

#def i ne 

IDH 

_PGPKEYS 

_KEYTYPEnn  n 

162 

#def i ne 

IDH 

_PGPKEYS 

_KEYEXPIRESn  n 

163 

#def i ne 

IDH 

_PGPKEYS 

_VALIDITYn  n 

1 64 

#def i ne 

IDH 

_PGPKEYS 

_VALIDITYBARnn 

165 

#def i ne 

IDH 

_PGPKE YS 

_TRUSTn  n n 

1 66 

#def i ne 

IDH 

_PGPKEYS 

_TRUSTSLIDERnn 

1 67 

#def i ne 

IDH 

_PGPKE YS 

_FINGERPRINTnn 

1 68 

//define 

IDH 

_PGPKEYS 

_ENABLEDnn  n 

1 69 

//def  i ne 

IDH 

_PGPKEYS 

_CHANGEPHRASEn 

1 70 

//def  i ne 

IDH 

_PGPKEYS 

_AXI0MATICn  n 

1 71 

//def  i ne 

IDH 

_PGPKEYS 

_PR0PDIAL0Gn  n 

172 

//def  i ne 

IDH 

PGPKEYS 

_MRKAGENTn  n 

173 
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//:  PGPphrase.h  - include  for  PGP  common  passphrase  routines 
II 

II  "a  $Id:  PG  Pp  h r a s e . h , V 1.5  1 997/05/28  1 5:45:20  pbj  Exp  $ 

// 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#ifndef  _PGPPHRASEH 
#define  _PGPPHRASEH 


#def i nenPGPPHRASE 

_0Kn  B 

n 

n 

0 

#d  e f i n e 

PGPPHRASE 

_USERCANCELn 

o 

5501 

#de  f i n e 

PGPPHRASE 

_MEMERR0Rn 

n 

□ 

5502 

# d e f i n e 

PGPPHRASE 

_LIBERR0Rn 

n 

n 

5503 

#def i ne 

PGPPHRASE 

_KEYRINGERRORn 

n 

5504 

#ifdef  __cpLuspLus 
extern  "C"  { 

#end i f 

// I 

//n  PG PG e t Ca c h edPh r a s e - 

//n  get  passphrase  from  cache  or  user. 

// 

//n  Entry  parameters  : 

//b  b hundn  b b - handle  of  parent  window 

//b  b szPromptn  b - message  string  to  be  displayed  to  user 

//b  n b F o r c e L)  s e r I n p u t - TRUE  =>  force  dialog  box  regardless  of  cache 

//b  b pszBufferB  b - variable  to  receive  pointer  to  buffer  with  phrase 

// 

//b  This  function  returns  one  of  the  above-defined  values. 

//b  If  PG PPH R A S E_0K,  PG PG e t C a c h ed Ph r a s e has  allocated  a buffer, 

//  filled  it  with  the  passphrase,  and  returned  a pointer  to  the 
//n  buffer  in  pszBuffer. 

// 

//  Important:  the  caller  must  call  PG P F r e e Ph r a s e when  the  phrase 
//  is  no  Longer  needed! 

INT  PG PGe t Ca c hedPh r a se  (HWND  hWnd,  LPSTR  szPrompt,  BOOL  b F o r c e U s e r I n pu t , 

B B B B B B LPSTR*pszBuffer),- 


//b  PG P Pu r g e C a c h ed Ph r a s e - 
//b  purge  passphrase  cache. 

// 

//n  returns  TRUE  if  cache  thread  is  still  active 
//n  B B FALSE  if  cache  thread  has  terminated 
// 

//b  (can  be  called  repeatedly  to  poll  for  thread  termination) 
// 

BOOL  PG P Pu r g e C a c h e d P h r a s e (void); 
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// I 

//n  PG PQu e ry C a c h e S e c s Rema i n i ng 

//n  Returns  number  of  seconds  remaining  until  cache  expires 
INT  PG PQu e ry C a c h e S e c s R ema i n i ng  (void); 

// I 

//n  PG PG e t S i g n C a c h ed P h r a s e - 

//n  get  signing  key  passphrase  from  cache  or  user. 

// 

//n  Entry  parameters  : 


//n 

£I 

hwndn  a 

a 

- handle 

of  parent  window 

//n 

n 

szPromptn 

a 

- message 

string  to  be  displayed 

to  user 

//n 

n 

bForceUserInput 

- TRUE  => 

force  dialog  box  regardless  of  cache 

//n 

n 

pszBuffern 

a 

- variable  to  receive  pointer  to 

buffer  with 

phrase 

/ /n 

a 

szKeyl Don 

a 

- string 

buffer  to  receive  KeylD, 

mini  mum  1 9 

chars 

/ /n 

a 

D Q n 

a 

NULL  => 

do  not  display  key  selection  combo 

box 

//n 

u 

puLHashAlgn 

a 

- points 

to  buffer  that  receives 

hash  algorithm  value 

//n 

n 

o n n 

a 

NULL  is 

OK. 

//n 

n 

uOpt i onsn 

a 

- pointer 

to  buffer  which  contains  and  will 

receive 

/ / n 

n 

n n n 

a 

options 

bits. 

//n 

Q 

a n n 

a 

NULL  => 

hide  option  checkboxes 

/ / n 

n 

U F Lagsn  a 

a 

- flags  bits. 

/ /n 

n 

a a a 

a 

PGPCOMDLG_RSAENCRYPT  =>  encrypting  to  RSA 

key C s ) . BB 

// 

// 

//n  This  function  returns  one  of  the  a bo v e-d e f i n e d values. 

//n  If  PGPPHRAS E_0K,  PG PGe t C a c h ed P h r a s e has  allocated  a buffer, 

//  filled  it  with  the  passphrase,  and  returned  a pointer  to  the 
//n  buffer  in  pszBuffer. 

// 

//  Important:  the  caller  must  call  PG P F r ee P h r a s e when  the  phrase 
//  is  no  longer  needed! 

INT  PGPGetSi gnCachedPhrase  (HWND  hWnd,  LPSTR  szPrompt,  BOOL  b F o r c e U s e r I n p u t , 
n n n n n n LPSTR*  pszBuffer,  LPSTR  szKeylD,  ULONG*  pulHashAlg, 

n n n n n n DINT*  uOptions,  UINT  uFlags); 

// I 

//n  PG P Pu r g eS i g n C a c h e d P h r a s e - 

//n  purge  signing  key  passphrase  cache. 

// 

//n  returns  TRUE  if  cache  thread  is  still  active 
//n  n n FALSE  if  cache  thread  has  terminated 
// 

//n  (can  be  called  repeatedly  to  poll  for  thread  termination) 

// 

BOOL  PG PPu r g e S i g n C a c h ed Ph r a s e (void); 

// I 

//n  PGPQuerySignCacheSecsRemaining 

//n  Returns  number  of  seconds  remaining  until  signing  key  cache  expires 
INT  PGPQuerySignCacheSecsRemaining  (void); 
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// 

//n  PG P S e t C a c h e d P h r a s e 

//n  Called  to  set  phrase  in  cache. 

INT  PG P S e t Ca c h ed Ph ra s e (LPSTR  szPhrase); 


// 

//n  PGPSetSi gnCachedPhrase 

//n  Called  to  set  phrase  in  cache. 

//INT  PG P S e t S i g n C a c h e d Ph r a s e (LPSTR  szPhrase); 

// 

//n  PG  P F r e e P h r a s e - 

//n  wipe  and  deallocate  the  passphrase  buffer. 

VOID  PG P F r ee P h r a s e (LPSTR  szPhrase); 

#ifdef  __cpLusplus 

> 

#end  i f 

#endifn  //  PGPPHRASEH 
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//:  PGPprefs.h  - include  for  PGP  preferences  dialog  DLL 
/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

* $Id$ 

*/ 


//  return  codes 


# d e f i n e 

PGPPREF 

_CANCELn  a 

n 

n 

0X0000 

#def i ne 

PGPPREF 

_0Kn  n n 

n 

n 

0X0001 

#def i ne 

PGPPREF 

_RINGFILESMODIFIEDn 

0x0002 

// I 

//n  PGPpref sPropertySheet  - 

//n  post  PGP  preferences  property  sheets. 

// 

I la  This  function  posts  the  "PGP  Preferences"  property 
lla  sheet  dialog  boxes.  Appropriate  calls  are  made  into 
//n  the  pgpkeydb  library  to  set  the  preferences.  Thus, 
lla  this  function  assumes  that  library  is  up  and  running 
lla  and  that  pgpLiblnit  has  already  been  called. 

// 

lla  Entry  parameters  : 

lla  n hwndn  n - handle  of  parent  window 

lla  n startsheetn  - zero-based  index  of  property  sheet 

//  page  to  display  initially 

// 

lla  This  function  returns  either  PG P PR E F _C AN C E L (if  the  user 
//  presses  the  cancel  button)  or  a bitwise  OR  of  the  above- 
//  defined  constants: 

// 

lla  n PGPPREF_OKh  n n n n - user  pressed  OK  button 

//n  n PGPPREF_RINGFILESMODI FIEDn  - the  user  changed  the 

lla  nnnnnnnn  the  keyring  file  settingsn 

// 

// 

d e c I s pe c ( d 1 1 i mpo r t ) U I NT  PG Pp r e f s P r ope r t y S h e e t (HWND  hwnd,  int  startsheet); 
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//  TreeList.h  : header  for  TreeList  custom  control 

//  This  file  partially  derived  from  COMMCTRL.H  by  Microsoft  Corp. 

// 

// 

//n  $ld:  TreeList. h,v  1 . 3 1 997/05/09  1 5:42  : 1 7 pbj  Exp  $ 

// 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

* $Id$ 

*/ 

#ifndef  _ I N C _T R E E L I S T 
#define  _ I N C _T R E E L I S T 

#ifndef  NOUSER 


// 

//  Define  API  decoration  for  direct  importing  of  DLL  references. 
// 

#ifndef  W I N C OMM CT R L A P I 

#if  ! d e f i n e d ( _ C OH CT L32_ ) &S  d e f i n ed ( _W I N 32 ) 

^define  W I N C OHM CT R L AP I D E C LS P E C _ I M PO RT 
#e  I s e 

Sdefine  W I N C OHM C T R L A P I 
#end i f 


#endif  //  W I N C OHM C T R L A P I 


// 

//  For  compilers  that  don't  support  nameless  unions 
// 

#ifndef  D UMM Y U N I 0 N N AM E 
#ifdef  NONAMELESSUNION 
#define  D UMM YU N I 0 N N AH E u 

^define  D UMM YU N I 0 N N AM E 2 u2 
#define  D UMM YU N I 0 N N AH E3  u3 
#e  I s e 

#define  DUMH YU N I ON N AH E 
^define  D UMM Y U N I ON N AH E2 
^define  D UMM Y U N I ON N AM E 3 
#end  i f 

#endif  //  DU  MM  YU N I ONN AM E 


#ifdef  _WIN32 
#include  <pshpack1.h> 
Send  i f 


Sifdef  cplusplus 

extern  ”C"  { 

Send  i f 


//======================================================================= 

// 

//  Users  of  this  header  may  define  any  number  of  these  constants  to  avoid 
//  the  definitions  of  each  functional  group. 

// 

//  NOTREELIST  Custom  control  which  is  hybrid  of  TreeView  and  ListView 
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// 

//================ 

#include  <prsht.h> 


# i f de  f 

#def i ne 

# e L s e 

._cpLuspLus 

SNDHSG  : : S e n d Me s s a g e 

#def i ne 

#end i f 

SNDMSG  SendMessage 

void  WINAPI  I n i t T r e e L i s t C on t r o L (void); 


// = 

= Ranges  for  control  message  IDs  

#d  e f i n e 

TLH_FIRST  0x1000  //  TreeList  messages 

// = 

= WH  NOTIFY  codes  (NHHDR.code  values)  

#def i ne 

TLN_FIRST  (0U-100U) 

# d e f i n e 

TLN  LAST  (0U-199U) 

//====== 

= TREELIST  CONTROL  =============================================== 

# i f nd  e f 

NOTREELIST 

#ifdef 

.WIN32 

#def i ne 

#d  e f i n e 

UC_TREELISTA  " T r e e Li s t C t r 1 3 2 " 

UC  TREELISTW  L " T r e e Li s t C t r 1 3 2 " 

#ifdef  UNICODE 

^define  WC  TREELIST  WC_TREELISTW 


^e  1 se 

ttdei  i ne 

#end i f 

WC_TREELIST  WC_TREELISTA 

#e  1 se 

#def i ne 

#e nd i f 

WC_TREELIST  " T re e L i s t C t r 1 " 

//define 

TLS_HASBUTTONS  0x0001 

//define 

TLS_HASLINES  0x0002 

//define 

//def  i ne 

TLS_LINESATROOT  0x0004 

TLS_AUTOSCROLLn  n n 0x0008 

//def  i ne 

TLS_PROMISCUOUSnn  n 0x0010 

typedef 

struct  _TLITEM  FAR*  HTLITEM; 

//define 

TLIF_TEXT  0x0001 

//define 

TLIF_IHAGE  0x0002 

//define 

TLIF_PARAM  0x0004 

//define 

TLIF_STATE  0x0008 

//define 

TLIF_HANDLE  0x0010 
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#define  TLIF 

_DATAVALUEn  n n 

0x0020 

^define  TLIF 

_NEXTHANDLEnn  n 

0x0040 

#define  TLIF 

_PARENTHANDLEn  n 

0x0080 

#define  TLIF 

_PREVHANDLEnn  H 

0X0100 

#define  TLIS 

.FOCUSED 

0X0001 

#define  TLIS 

.SELECTED 

0x0002 

#define  TLIS 

.EXPANDED 

0x0004 

#define  TLIS 

.BOLD 

0x0008 

#define  TLIS 

.ITALICSn  n n 

0X001 0 

^define  TLIS 

.VISIBLEn  n n 

0x0080 

typedef  struct  _T L_T R E E I T EM A { 

UINT 

mask; 

HTLITEM 

hitem; 

UINT 

state; 

UINT 

stateMask; 

LPSTR 

pszText; 

i n t 

cchTextMax; 

i n t 

i Image; 

i n t 

iSeLectedImage; 

i n t 

cChi Ldren; 

LPARAM 

L Pa  ram; 

} TL_TREEITEMA,  FAR  * LPT L_T R E E I T E M A ; 

typedef  struct  _T L_T R E E I T EM W { 

UINT 

mask; 

HTLITEM 

hitem; 

UINT 

state; 

UINT 

stateMask; 

LPWSTR 

pszText; 

i n t 

cchTextMax; 

i n t 

i Image; 

1 nt 

iSeLectedlmage; 

i n t 

cChi Ldren; 

LPARAM 

L P a r a m ; 

} TL_TREEITEMW,  FAR  * L PT L_T R E E I T E M W ; 


#i  f def 

UNICODE 

#def i ne 

TL.TREEITEM 

TL.TREEITEMW 

#def i ne 

LPTL.TREEITEM 

LPTL.TREEITEHW 

#e  L s e 

#def i ne 

TL.TREEITEM 

TL.TREEITEMA 

#def i ne 

LPTL.TREEITEM 

LPTL.TREEITEMA 

#end i f 

#d  e f i n e 

TLI.ROOT 

( (HTLITEM)0xF  F F F0000) 

//define 

TLI. FIRST 

( (HTLITEM)0xFFFF0001 ) 

#def  i ne 

TLI.LAST 

( ( HTLITEM)0xF  F F F0002 ) 

//define 

TLI. SORT 

((HTLITEM)0xFF  F F0003) 

typedef 

struct  .TL.INSERTSTRUCTA 

{ 

HTLITEM  hParent; 

HTLITEM  hlnsert After; 

TL_TREEITEHA  item; 

} TL_INSERTSTRUCTA,  FAR  * LPT L_ I N S E RT S T RU CT A ; 


C[CHK:8ccdd5f81  7336b1  55561  4d2aa9529c7f41a066f4bb721  1 1 583cca19e11b9f905f:: 


450 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


TreeList.h 


typedef  struct  _T L_ I N S E RT ST RU C T W { 

HTLITEM  hParent; 

HTLITEM  hInsertAf ter; 

TL_TREEITEMW  item; 

> TL_INSERTSTRUCTW,  FAR  * LPT L_ I N S E RT ST R U C TW ; 


#ifdef  UNICODE 
//define  TL_INSERTSTRUCT 
//define  LPT  L_  I N S E RT  ST  RU  CT 
#e  L se 

//define  T L_  I N S E RT  ST  R U C T 
//define  LPT  L_  I N S E RT  ST  R U C T 
//end  i f 


TL_INSERTSTRUCTW 

LPTL_INSERTSTRUCTW 

TL_INSERTSTRUCTA 
LPTL  INSERTSTRUCTA 


#define  T LM_ I N S E RT I T E M A 
^define  T LM_ I N S E RT I T E M W 
//ifdef  UNICODE 
//define  T LM_  I N S E RT  I T E M 
//else 

//define  T LH_I  N S E RT  I T EH 
// e nd i f 


(TLM_FIRST  + 0) 
(TLM_FIRST  + 50) 

TLM_INSERTITEHW 

TLM  INSERTITEHA 


#define  T r e e L i s t _ I n s e r t I t em ( h wnd , Lpis)  \ 

(HTLITEH)SNDMSG( (hwnd),  T LM_ I N S E RT I T E M , 0,  \ 
n (LPARAM)(LPTL_INSERTSTRUCT)(Lpis)) 


#define  T Ln_ D E LET ET R E E (TLM_FIRST  + 3) 

//define  T r e e L i s t _ D e L e t eT  r ee  ( h wn  d , bFree)  \ 

(BOOL)SNDHSGC (hwnd),  T LM_ D E LET ET R E E , bFree,  0) 


//define  T LH_D  E LET  E I T E M (TLM_FIRST  + 1) 

//define  T r e e Li  s t _ D e L e t e 1 1 em  ( h wn  d , hitem)  \ 

(BOODSNDMSGC  (hwnd),  T LH_  D E L ET  E I T EH  , 0,  ( LP  A R AH  ) ( HT  LI  T EH  ) ( h i t em  ) ) 


//define  TLH_EXPAND  (TLH_FIRST  + 2) 

//define  T r ee  L i s t _ E xpa  n d ( h un  d , hitem,  code)  \ 

(BOODSNDHSGC  (hwnd),  TLH_EXPAND,  ( WP  A R AH  ) c od  e , \ 
n ( LPARAH) ( HTLITEH) (hi  tern) ) 


//def  i ne 
//def  i ne 
//define 
//define 
//define 


TLE_COLLAPSE 
TLE_EXPAND 
TLE_TOGGLE 
TLE_COLLAPSEALLnn 
TLE  EXPANDALLn  n 


n 


□ 


0x0001 

0x0002 

0x0003 

0x0004 

0x0005 


//define  T LH_S  ET  I H AG  E LI  ST  (TLH_FIRST  + 9) 

//define  T r ee  L i s t _ S e 1 1 ma  g e L i s t ( h wn  d , himL)  \ 

( HIHAGELIST) SNDHSG ( ( hwnd),  T LH_ S ET I H AG E L I S T , 0,  \ 
n (LPARAH) (UINT) (HIHAGELIST) (himL)) 


//define  T LH_S  E L E CT  I T EH  (TLH_FIRST  + 11) 

//define  T r e e Li  s t _S  e I e c t ( h und  , hitem,  bdeseLect)  \ 

(HTLITEH)SNDHSG( (hwnd),  T LH_ S E L E CT I T EH , ( W P A R AH ) bd e s e L e c t , \ 
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n ( LPARAH) ( HTLITEM) ( h 1 t em) ) 

#define  TLM_SELECTCHILDREN  CTLM_FIRST  + 20) 

#define  T r e e L i s t _ S e L e c t C h i L d r e n ( h w n d , hitem)  \ 

(HTLITEM)SNDMSG( (hwnd),  T LM_ S E L E CT C H I L D R E N , 0,  \ 
a ( LPARAM  )( HTLITEM) ( hi  tern) ) 

#define  T LM_ I T E R AT E S E L E C T E D (TLH_FIRST  + 21) 

#define  T r e e L i s t _ I t e r a t e S e L e c t e d ( h wnd , proc)  \ 

(HTLITEM)SNDMSG( (hwnd),  T LM_ I T E R AT E S E L E CT E D , 0,  ( LP A R AM ) ( p r o c ) ) 


^define  TLM_GETITEMA 
#define  TLM_GETITEMW 


CTLM_FIRST  + 12) 
(TLM_FIRST  + 62) 


#ifdef  UNICODE 

#define  TLM_GETITEM  TLM_GETITEMW 

#e  L s e 

^define  TLM_GETITEM  TLM_GETITEMA 

# e n d i f 


#define  T r e e L i s t _G e t I t em ( h wnd , pitem)  \ 

(BOOL) SNDMSG (( hwnd)  , TLM_GETITEM,  0,  ( LP A R AM ) ( T L_T R E E I T EM  F A R* ) ( p i t em ) ) 


#define  TLM_SETITEMA 
#define  TLM_SETITEHW 


(TLM_FIRST  + 13) 
(TLM  FIRST  + 63) 


#ifdef  UNICODE 

#define  TLH_SETITEM  TLM_SETITEMW 

#e  L s e 

#define  TLM_SETITEM  TLM_SETITEMA 

# e n d i f 

#define  T r e e Li s t _ S e t I t em ( h wn d , pitem)  \ 

(B00L)SNDMSG( (hwnd),  TLM_SETITEM,  0,  \ 
n ( LPARAM)  ( const  TL_TREEITEM  F A R * ) ( p i t em ) ) 


#define  TLM_GETFIRSTITEM  (TLM_FIRST  + 18) 

#define  T ree Li s t _Ge t F i r s t I t em ( h wnd ) \ 

(HTLITEM)SNDMSG( (hwnd),  T LM_G E T F I R ST  I T EM , 0,  0) 

typedef  struct  _TL_COLUHNA 
{ 

UINT  mask; 
i nt  f mt  ; 
i n t c X ; 

LPSTR  pszText; 
int  cchTextMax; 
int  iSubItem; 
n UINT  iDataType; 

} TL_COLUMNA; 

typedef  struct  _TL_COLUMNW 
{ 

UINT  mask; 
int  f mt ; 
int  c X ; 
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LPWSTR  pszText; 
int  cchTextHax; 
int  iSubItem; 
n UINT  iDataType; 
> TL_COLUMNW; 

#ifdef  UNICODE 


# d e f i n e 

TL_C0LUHN 

TL_C0LUHNW 

#e  L se 

#d  e f i n e 

TL_C0LUHN 

TL_C0LUHNA 

# e n d i f 

#def i ne 

TLC_DATAN0NEn 

n 

s 

0X0000 

#d  e f i n e 

TLC_DATASTRINGn 

n 

n 

0X0001 

#def i ne 

TLC_DATAL0NGn 

n 

n 

0x0002 

#def i ne 

TLCF_FHT 

0X0001 

# d e f i n e 

TLCF_WIDTH 

0x0002 

#def i ne 

TLC  F_TEXT 

0x0004 

# d e f i n e 

TLC  F_SUBITEH 

0x0008 

#def i ne 

TLC  F_DATATYPEn 

n 

n 

0X001 0 

#d  e f i n e 

TLC  F_DATAHAXn 

n 

□ 

0x0020 

#def i ne 

TLC  F_DATAVALUEn 

n 

n 

0x0040 

#def i ne 

TLC  FHT_LE  FT 

0X0000 

#def i ne 

TLC  FHT_RIGHT 

0X0001 

ttdef  i ne 

TLC  FHT_CENTER 

0x0002 

#def i ne 

TLCFHT_LINBARn 

n 

□ 

0x0004 

#def i ne 

TLC  FHT_L0GBARn 

n 

n 

0x0005 

#def i ne 

TLH_SETCOLUHNA 

(TLH_FIRST  + 26) 

#def i ne 

TLH_SETCOLUHNW 

(TLH_FIRST  + 96) 

#i f def 

UNICODE 

#def i ne 

Uelse 

TLH_SETC0LUHN 

TLH_SETCOLUHNW 

ttdef  i ne 

#endi f 

TLH_SETC0LUHN 

TLH_SETCOLUHNA 

^define  T r e e Li s t _ S e t C o L umn ( h wnd , iCol,  pcoL)  \ 

(BOODSNDMSGC  Chwnd),  TLH_S  ETCOLUMN,  ( W P A R AH  ) ( i n t ) ( i C o L)  , \ 
n ( LPARAH) ( const  TL_C0LUHN  FAR*)(pcoL)) 


^define  T LH_I N S E RT C 0 LUMN A 
^define  T LH_ I N S E RT C 0 LUHN W 
#ifdef  UNICODE 

tf  define  T LM_  I N S E RT  C 0 LUHN 
Uei.se 

U define  T LH_ I N S E RT C 0 LUH N 
#endi f 


(TLH_FIRST  + 27) 
(TLH_FIRST  + 97) 

TLH_INSERTCOLUHNW 

TLH_INSERTCOLUHNA 


^define  T r ee L i s t _ I n s e r t C o L umn ( h wnd , iCoL,  pcoL)  \ 

( i nt )SNDHSG( ( hwnd),  T LH_ I N S E RT C 0 LUHN , ( WPARAH ) ( i nt ) ( i Co L ) , \ 
n (LPARAH)(const  TL_COLUHN  FAR*)Cpcol)) 


#define  T LH_G ET C 0 LU HN W I DT H CTLH_FIRST  + 29) 
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#define  T r e e Li s t _G e t C o L umn W i d t h ( h w nd , iCoL) 
(int)SNDMSG((hwnd),  TLM_GETCOLUHNWIDTH, 

#define  T LM_ E N S U R E V I S I B LE  (TLM_FIRST 

#define  T r e e L i s t _ E n s u r e V i s i b L e ( h w n d , hitem) 
(BOOL)SNDMSG((hwnd),  TLM_ENSUREVISIBLE, 


\ 

(WPARAM) ( i nt ) ( i CoL  ),  0) 

+ 28) 

\ 

0,  ( LPARAH) ( HTLITEM) ( hi t em) ) 


typedef  struct  _N M_T R E E L I S T A { 

NHHDR  hdr; 

UINT  flags; 

a UINTn  n index; 

TL_TREEITEMA  itemOLd; 

TL_TREEITEMA  itemNew; 

POINT  ptDrag; 

} NM_TREELISTA,  FAR  * L P N M_T R E E L I S T A ; 

typedef  struct  _N M_T R E E LI S T W { 

NMHDR  hdr; 

UINT  flags; 

a UINTn  n index; 

TL_TREEITEMW  itemOld; 

TL_TREEITEMW  itemNew; 

POINT  ptDrag; 


} NH_TREELISTW,  FAR  * LPNM_T R E E L I S T W ; 

#ifdef  UNICODE 

# d e f i n e 

NH_TREELIST 

NM_TREELISTW 

#def i ne 

LPNM_TREELIST 

LPNH_TREELISTW 

# e 1 s e 

#d  e f i ne 

NM_TREELIST 

NH_TREELISTA 

#def i ne 

LPNM_TREELI ST 

LPNH_TREELISTA 

# e nd i f 

#d  e f i ne 

TLN_SELCHANGEDA 

(TLN_FIRST-2) 

#d  e f i ne 

TLN_SELCHANGEDW 

(TLN_FIRST-51  ) 

#def  i ne 

TLC_UNKNOWN 

0X0000 

#d  e f i n e 

TLC_BYHOUSE 

0X0001 

#def  i ne 

TLC_BYKEYBOARD 

0x0002 

# d e f i n e 

TLC.HULTIPLEn  n n 

0x0080 

#def  i ne 

TLN_HEADERCLICKEDA 

(TLN_FIRST-3) 

#d  e f i ne 

TLN_HEADERCLICKEDW 

(TLN_FIRST-52) 

#de  f i ne 

TLN_BEGINDRAGA 

(TLN_FIRST-7) 

#d  e f i n e 

TLN_BEGINDRAGW 

(TLN_FIRST-56) 

#def  i ne 

TLN.KEYDOWN 

(TLN_FIRST-12) 

# d e f i n e 

TLN_CHAR 

(TLN_FIRST-13) 

typedef 

struct  _TL_KEYDOWN  { 

NMHDR  hdr; 

WORD 

wVKey; 

UINT 

flags; 

> TL_KEYDOWN; 


#ifdef  UNICODE 

^define  TLN_SELCHANGED  T LN_ S E L C H A NG E D W 
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a TLN_HEADERCLICKEDW 
TLN_BEGINDRAGW 

TLN_SELCHANGEDA 
n TLN_HEAOERCLICKEDA 
TLN  BEGINDRAGA 


typedef  struct  _TL_LI STITEHA 
{ 

UINT  mask; 
n UINT  state; 

n UINT  stateMask; 

HTLITEH  hitem; 
int  iSubItem; 

LPSTR  pszText; 

LONG  LDataValue; 

> TL_LISTITEMA; 


#define  TLN_HEADERCLICKEDn 
#define  TLN_BEGINDRAG 
#e  L se 

^define  TLN_SELCHANGED 
^define  T LN_ H E A D E R C LI C KE Dn 
#define  TLN_BEGINDRAG 
# e n d i f 


typedef  struct  _T L_ L I S T I T EM W 
{ 

UINT  mask; 
n UINT  state; 

n UINT  stateMask; 

HTLITEM  hitem; 
i nt  i Subitem; 

LPWSTR  pszText; 

LONG  LDataValue; 

> TL_LISTITEMW; 

#ifdef  UNICODE 

^define  TL_LISTITEM  TL_LISTITEMW 

# e L s e 

#define  TL_LISTITEM  TL_LISTITEMA 

# end i f 


^define  T LM_S ET LI  ST  I TEH A CTLH_FIRST  + 7) 

^define  T LH_S ET L I ST  I TEHW  (TLM_FIRST  + 77) 

#ifdef  UNICODE 

^define  TLM_SETLISTITEH  T LH_S ETLI ST  I T EH W 

#e  L se 


ttdeiTne  TLH_SETLISTITEH  T LM_  S ETLI  ST  I T E M A 
# end i f 

#define  T ree Li s t _Se t Li s t I t em ( hwnd , pitem)  \ 
n (int)SNDHSGC(hwnd),  T LH_S ET L I ST  I T EH , 0,  \ 
n ( LPARAH) ( const  TL_LISTITEM  F A R* ) ( p i t em ) ) 


#end i f 


#ifdef  __cpLuspLus 
} 

#e nd i f 

#ifdef  _WIN32 
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#incLude 

# e n d i f 

<poppa  c k . h> 

#end  i f n 

//NOUSER 

#endi f n 

//_INC_TREELIST 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

BOOL 

SimpLePGPErrorToStringCchar  *ErrorMessage, 
n n n n n unsigned  Long  E r r o r M e s s a g e Le n , 

n n n n n int  S i mp L e R e s u L t ) ; 


BOOL 

TransLateSignatureResuLtCchar  *SignatureResuLt, 
n n n n n n char  *Signer, 

n n n n n n char  * S i g na t u r e D a t e , 

n n n n n n intSignatureCode); 
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/* 

* PG P V e r s i on . h n-  version  and  VERSIONINFO  strings  for  PGP  modules 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

Wdefine  PG P V E R S I 0 N S T R I NGn  "5.0" 

^define  PG P V E R S I 0 N M A J 0 Rnn  5 
#define  PGPVERSIONHINORnn  0 


#d  e f i n e 

PGPCOHPANYNAMEn 

n ' 

'Pretty 

Good 

Privacy, 

Inc.' 

#definenPGPCOPYRIGHTn 

\ 

□ □ 

"Copyright  \251 

1997 

Pretty 

Good 

Privacy, 

Inc. 

ALL  Rights  Reserved 

# d e f i n e 

PGPTRADEMARKSn 

n ‘ 

'Pretty 

Good 

Privacy, 

PGP, 

PGPp  L ug i n " 

#def i ne 

PGPPRODUCTNAMEn 

n ' 

'PGP  for 

Personal  Privacy" 

Ci:CHK:6ec00777bb49fe45  784743ef:3 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#ifndef  PG PKE Y S E R V E R S U PPO RT_H 

#define  _ PG PKE Y S E R V E R S U PPO RT_ H 


#define  KS_NO_G ET_KE Y Sn  n 1 
#def i nenKS_NO_SEND_KEYSnn  2 
^define  KS_N0_ S E TT I N G Sn  n 4 
#define  KS _N0_G ET_ N E W_KE Yn  8 
#define  KS_ALLn  n n n 0 

#def inenKS_ID_STARTnn  n 5300 
#define  KS_ID_ENDn  n a 5400 


^define  KS_ 1 D_ I S _ I N_ R ANG E ( x ) (x  >=  KS_ID_START  &&  x <=  KS_ID_END) 
typedef  unsigned  Long  KSERR; 

#define  KS_ERR_BAS Enn  n n n n 3000 

#ifndef  SUCCESS 

^define  SUCCESSnn  n n n n n 0 

#endif  //SUCCESS 


#def  i 

ne 

ERR_ 

UNABLE_T0_L0AD_ 

LIBRARYn 

a 

KS_ 

ERR 

_BASE 

+ 

0 

# d e f i 

ne 

ERR_ 

NO_FUNCS_AVAILABLEn 

n 

a 

KS_ 

ERR 

_BASE 

+ 

1 

#def  i 

ne 

ERR_ 

LIBRARY_N0T_L0ADEDn 

a 

a 

KS_ 

ERR 

_BASE 

+ 

2 

#def  i 

ne 

ERR_ 

BAD_PARAHn  n 

n 

n 

a 

KS_ 

ERR 

_BASE 

+ 

3 

#def  i 

n e 

ERR_ 

FUNCTI0N_N0T_IN 

_LIBnB 

a 

KS_ 

ERR 

_BASE 

+ 

4 

#def  i 

nenERR_ 

USER_N0T_F0UNDn 

n 

n 

a 

KS_ 

ERR 

_BASE 

+ 

5 

#def  i 

ne 

ERR_ 

USER_CANCELnn 

n 

a 

a 

KS_ 

ERR 

_BASE 

+ 

6 

# d e f i 

nenERR_ 

KEYRING_FAILUREnn 

n 

a 

KS_ 

ERR 

_BASE 

+ 

7 

# d e f i 

nenERR_ 

MALLOC_FAILUREn 

n 

a 

a 

KS_ 

ERR 

_BASE 

+ 

8 

#def  i 

ne 

ERR_ 

DATA_WAIT_TIHEOUTn 

a 

n 

KS_ 

ERR 

_BASE 

+ 

9 

# d e f i 

ne 

ERR_ 

S0CKET_ERR0Rn 

n 

a 

a 

KS_ 

ERR 

_BASE 

+ 

1 0 

# d e f i 

ne 

ERR_ 

N0_MEM 

KS_ 

ERR 

_BASE 

+ 

1 1 

# d e f i 

ne 

ERR_ 

H0ST_N0T_F0UNDn 

n 

a 

o 

KS_ 

ERR 

_BASE 

+ 

1 2 

#def  i 

ne 

ERR_ 

UNABLE_T0_0PEN_ 

SOCKETn 

n 

KS_ 

ERR 

_BASE 

+ 

1 3 

# d e f i 

n e 

ERR_ 

HANY_N0T_F0UNDn 

n 

a 

n 

KS_ 

ERR 

_BASE 

+ 

1 4 

# d e f i 

ne 

ERR_ 

N0_RESP0NSE_FR0H_SERVERnn 

KS_ 

ERR 

_BASE 

+ 

1 5 

tfifndef  KEYSERVER_DLL 


/*How  it's  expected  you'LL  use  these: 

★ 

*LoadKeyServer( ) ; 

* 

*Cln  Message  Loop] 

* 

*n  HMENU  hPopup; 

it 

* case  WH_INITDI ALOG : 

* case  WM_CREATEUINDOW: 

*n  { 

*n  n if((hPopup  = C r ea t e Popu pMe n u ( ) ) ) 
*n  n { 
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*n  n n BuiLdHenu(KS_ALL,  hPopup); 

*a  n } 

*n  a break; 

*n  > 

★ 

*a  case  WM_CONTEXTHENU : 

*n  { 

*n  n T ra c kPop u pM e n u ( h M e n u , ...); 

*n  n break; 

*n  > 

★ 

* 


* n 

case 

1 Wfl 

_C0MMAND  : 

*n 

*n 

□ 

s w i 

tchCLOWORDCwParam)  ) 

*n 

a 

{ 

*n 

n 

n 

default  : 

*n 

a 

n 

a 

BOOL  UpdatedKeys; 

*n 

n 

n 

n 

if(KS_ID_IS_IN_RANGE(LOWORD(wParam))) 

n 

n 

a 

{ 

* n 

n 

n 

n 

n ProcessKeyServerMessageCCLOWORDCwParam)) 

*n 

a 

n 

a 

n n n n n n n SUpdatedKeys); 

* n 

n 

n 

n 

n ifCUpdatedKeys) 

*n 

n 

n 

Q 

n n UpdateDisplayC); 

*n 

o 

a 

□ 

> 

*n 

a 

u 

n 

break; 

* n 

n 

y 

*n 

n 

break; 

*n 

> 

GetSeLectedKeysC ), 


* 


*CEnd  Message  Loop] 
★ 


*UnLoadKeyServerSupport  C ) ; 
* 


*Note  that  GetSeLectedKeysC)  and  U pda t e D i s p L a y ( ) are  the  application 
*p rog r amme r ' s responsibility. 

*/ 


/*Load  the  keyserver  DLL.  Returns  SUCCESS  if  all  OK, 
*ERR_UNABLE_TO_LOAD_LIBRARY  if  it  can't  find  the  DLL,  or 

*ERR_NO_FUNCS_AVAI LABLE  if  it  can  find  the  DLL  but  can't  find  any  useful 
*functions  in  it. 

*/ 

KSERR  LoadKeyserverSupportCvoid); 


/*UnLoad  the  keyserver  DLL.  Returns  SUCCESS  if  all  OK,  or 
* E R R_LI BR AR Y_N0T_ LO A D E D if  you  didn't  have  a previously  successful  call  to 
*LoadKeyServerSupport ( ) . You  can  probably  ignore  the  return. 

*/ 

KSERR  UnLoadKeyserverSupportCvoid); 


/♦Builds  a popup  menu  for  the  keyserver  support. 

★ 

* F u n c t i on s D e s i r ed  is  made  up  of  the  bitwise  flags  KS _NO_G ET_KE Y S , 
*KS_NO_SEND_KEYS,  KS _N0_ S ETT I N G S or  KS_ALL.  Position  is  the  point  in  the 
♦menu  at  which  you  want  the  keyserver  functions  to  be  inserted. 

♦Use  OxFFFFFFFF  if  you  wish  them  to  be  at  the  end. 

* 
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♦Returns: 

* 

*n 

n 

SUCCESSnn  n 

□ n 

on 

all  OK 

*n 

n 

ERR_ 

BAD_PARAMn 

n n 

i f 

hMenu  is  NULL 

*n 

n 

ERR_ 

LIBRARY_N0T_ 

LOADEDn 

i f 

LoadKeyserverSupportC ) 

hasn't  been 

*n 

n 

n 

n n n 

c n 

successfully  called 

*a 

*/ 

Q 

ERR_ 

FUNCTI0N_N0T 

_IN_LIB 

i f 

the  DLL  doesn't  support 

this  function 

KSERR  Bu i L dMe n u ( u n s i g n ed  Long  F u n c t i o n s De s i r ed , HMENU  hMenu,  UINT  Position); 

/*As  above,  but  takes  a second  handle  to  a menu  which  is  used  to  create  a 
*sub-menu.  Same  returns.  It's  assumed  you  do  the  CreateMenuC)  and 
* F reeHenu ( ) on  both  the  parent  and  sub  menus. 

*/ 

KSERR  Bu i L dSubMenu ( un s i gned  Long  F u n c t i on s D e s i r e d , 
n n n n HMENU  hParentMenu, 

n n n n HMENU  hSubMenu, 

n n n n UINT  S u bM e n u Po s i t i on  ) ; 


/*Processes  a Key S e r ve r Me s sa g e . Commandid  should  be  the  LOWORD  of  wParam  on 
*a  WM_COMMAND  message.  SeLectedKeys  should  be  a character  string  containing 
*a  List  of  email  addresses  or  keyids  seperated  by  newlines.  UpdatedKeys  is 
*a  pointer  to  a boolean,  which  contains  TRUE  if  the  keyserver  made  any  changes 
*to  the  key  files,  or  FALSE  if  it  did  not.  NULL  is  acceptable  for  this 
♦parameter  if  you  don't  care.  SeLectedKeys  may  also  be  NULL  if  no  keys  are 
♦selected  or  this  metaphor  is  not  appropriate  for  this  application. 

* 

♦Returns: 

* 

♦n  n SUCCESSnn  n n n on  all  OK 

♦n  n ERR_LIBRARY_NOT_LOADEDn  if  Loa d Key s e r ve r S uppo r t C ) hasn't  been 

♦naannaaD  successfully  called 

♦n  n ERR_FUNCTION_NOT_IN_LIB  if  the  DLL  doesn't  support  this  function 
♦/ 

KSERR  P r o c e s s Key S e r V e r M e s sa g e ( H WN D hwnd, 

a □ □ □ Q □ D unsigned  long  Commandid, 

n n n n n n n char  * S e L e c t e d Key s , 

n n n n n n n BOOL^UpdatedKeys); 


KSERR  Proces sKey Se r ve r Mes sageKR ( H WN D hwnd, 
a □ □ n □ a n unsigned  Long  Commandid, 

n H n n n n n char  ♦SeLectedKeys, 

n n n n n n n BOOL  ♦UpdatedKeys, 

n n n n n n n PGPKeySet^  p S o u r c e Key S e t , 

n H n n a a a PGPKeySet^pDestKeySet); 


KSERR  S e t u pKey S e r ve r S e t t i ng s Pa g e ( P ROPS H E ET P AG E ♦pPSP); 

KSERR  Ge t Key se rve rVa L ue s ( c ha r ♦Keyserver,  unsigned  short  ♦Port,  BOOL  ♦AutoGet); 


#endif  //#ifdef  KE Y S E R VE R_ D LL 


#endif  //#ifdef  __ PG PKE YS E R V E R S U PPO RT_H 
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//  PGPbuiLd.hn  - common  preprocessor  symbol  definitions  for  controlling 
//n  n n n build  variations 

// 

//n  $id:  pgpBuild.h, V 1.1. 2.1  1 997/06/1  2 1 5:22:09  pbj  Exp  $ 

// 

//  PGP_NO_RSA_OPERATIONS 

//  if  defined,  PG P_ N 0_ R S A_0 P E R AT  I ON S creates  a version  of  PGP  which 
//  can  understand  RSA  keys  (can  be  imported  to  keyring)  but  cannot 
//  generate  them,  sign  or  verify  with  them,  or  encrypt  to  them. 

#define  PGP_N0_RSA  OPERATIONSn 


CCCHK:1 050771 ffd944fe9b4:: 


462 


Pretty  Good  Privacy  5.0^"  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


win32/KeyserverSupport/ 


KeyserverSupport/ 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


463 


mam.c 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#incLude  <windous.h> 

#incLude  <assert.h> 

#incLude  <stdio.h> 


# i n c L ude 
#incLude 
#i  nc  Lude 


. .\incLude\config.h" 

. .\incLude\pgpkeydb.h" 

. . \ i nc  LudeXpgpkeyserversupport . h 


typedef 

i n t 

( 

__cdec  L 

typedef 

i n t 

( 

__ c d e c L 

typedef 

i nt 

( 

__ c d e c L 

n n 

n 

n 

a a 

typedef 

i n t 

C 

__cdec  L 

typedef 

i n t 

( 

__ c d e c L 

typedef 

i nt 

( 

cdec  L 

typedef 

i n t 

( 

__  c d e c L 

n n 

n 

n 

n n 

*PGKS_BUILD_MENU)( unsigned  Long,  HMENU,  UINT); 
*PGKS_BUILD_SUB_MENU) (unsi gned  Long,  HMENU,  HMENU,  UINT); 
*PGKS_PROCESS_MSG) (HWND,  unsigned  Long,  char  *,  BOOL  *, 
n n n n PGPKeySet  *,  PGPKeySet  *); 

*PGKS_SETTINGS_PAGE)(PROPSHEETPAGE  *); 
*PGKS_DISPLAY_KS_ERROR) (HWND  hwnd,  unsigned  Long); 
*PGKS_START_PUT_KEY_INFO_THREAD)(void  *); 

*PGKS_GET_KE YSERVER_VALUES ) ( cha r *,  unsigned  short  *, 
n n n n n n n BOOL  * ) ; 


typedef  struct  Key s e r ve r F u n c s 
{ 

n HMODULE  hKSDLL; 
a PGKS_BUILD_MENU  BuiLdMenu; 
n PGKS_BUILD_SUB_MENU  Bu i L d S u bM e n u ; 
n PG KS _ PROC  E S S _M S G P r o c e s s Key  S e r v e r M e s s a g e ; 

n PGKS_SETTINGS_PAGE  S e t u pKey S e r ve r S e t t i n g s Pa g e ; 
a PGKS_DISPLAY_KS_ERROR  D i s p L a y KS E r r o r ; 

n PGKS_START_PUT_KEY_IN F0_THREAD  S t a r t Pu t Key  I n f oT h r ea d ; 
n PGKS_GET_KEYSERVER_VALUES  G e t Key s e r v e r Va L u e s ; 
>KSPR0CS; 


static  KSPROCS  KSProcs  = {NULL,  NULL,  NULL,  NULL,  NULL,  NULL>; 


#define  KEYSERVERDLLn  n n 

#define  KS_BUI LD_MENUn  n n 

#define  KS_PROCESS_MESSAGEn  n 
#define  KS_BU I L D_S UB_M E N U 
#define  KS_S ETT I NG S _P AG En  n 

^define  KS_D I S PLA Y_KS_ E RRO Rnn 
#definenKS_GET_KEYSERVER_VALUESn"GetKeyserverVaLues" 

//define  KS  _ ST  ART_PUT_KE  Y_  I N F 0_T  H R E A D " S t a r t Pu  t Key  I n f oT  h r e a d " 


'pgpks.dLL" 

'PGPkeyserverBui LdMenu" 
'PGPkeyserverProcessMessage" 
'PGPkeyserverBui LdSubMenu" 
'PGPkeyserverSetupKeyServerSettingsPage' 
'Di spLayKSError" 


//define  KS_G  ET_KE  Y Snn  1 
//def  i nenKS_SEND_KEYSn  2 
//define  KS_S  ETT  I NG  Snn  4 

KSERR  Loa d Key s e r ve r S uppo r t ( VO i d ) 

{ 

n KSERR  ReturnCode  = SUCCESS; 
n /*Load  the  Library*/ 

n i f (( KSProcs . hKSD L L = Loa d L i b r a r y ( KE Y S E R V E R D LL ) ) ) 
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□ 

a 

Q 

Q 

n 

Q 

n 

n 

□ 

n 

Q 

□ 

n 

□ 

n 

n 

n 

n 

□ 

n 

□ 

n 

n 

n 


{ 

n /*Grab  the  functions:*/ 

n i f ( (KSProcs . Bui  LdMenu  = ( PG KS _BU I LD_H E N U ) 

n n n G e t P ro  c Ad  d r e s s ( KS  P ro  c s . h KS  D L L , KS  _BU  I L D_M  E N U ) ) && 

a ( KSProcs . Bui  LdSubMenu  = ( PG KS_BU I L D _S UB_M E N U ) 

n n n G e t P ro c Ad d re s s ( KS P r o c s . h KS D L L , KS_BU I LD_ S UB_M E N U ) ) SS 

n ( KS P r o c s . S e t u pKey S e r V e r S e 1 1 i ng s Pa  g e = ( PG KS_S ETT I N G S_P AG E ) 

n n n G e t P r o c A d d r e s s ( KS P r o c s . h KS D L L , KS _S ETT I NG S_P AG E ) ) S& 

n ( KS P ro c s . P r o c e s s Key S e r V e rMe s s a g e = ( PGKS_ PRO C E S S_M SG  ) 

n n n G e t P ro c Add r e s s ( KS P r o c s . h KS D L L , KS_PR0 C E S S _M E S S AG E ) ) &S 

n (KSProcs . Di spLayKSError  = ( PG KS _ D I S P L A Y_KS _ E R R 0 R ) 

n n B Get ProcAddress (KSProcs . hKSD L L , KS_D I S P L A Y_KS _ E R RO R ) ) SS 

B ( KS P r o c s . G e t Key s e r ve r Va L u e s = ( PG KS _G ET_KE Y S E RV E R_ V A LU E S ) 

B B B GetProcAddress(KSProcs.hKSDLL,  KS_G ET_KE Y S E R V E R_ V A LU E S ) ) && 

B ( KS P r o c s . S t a r t Pu t Key  I n f oT h r e a d = ( PG KS_S T A RT_PUT_KE Y_ I N F 0_T H R E A D ) 

B B B Get ProcAddress (KSProcs . hKSD L L , KS_S T A RT_PUT_KE Y_ I N F 0_T H R E A D ) ) ) 

B { 

B B ReturnCode  = SUCCESS; 

B } 

B else 

B B ReturnCode  = E R R_N 0_ F U N C S_ A V A I L A B L E ; 

> 

else 

B ReturnCode  = ERR_UNABLE_TO_LOAD_LIBRARY; 


B return(ReturnCode); 
} 


KSERR  UnLoadKeyserverSupport(void) 

{ 

B KSERR  ReturnCode  = SUCCESS; 

B /*Have  we  Loaded?*/ 

B i f (KSProcs . hKSD L L) 

B { 

B B F r ee Li b r a ry ( KS Pro cs . hKS D L L ) ; 

B B mems e t ( 8KS P r o c s , '\0',  s i z e of ( KS P r o c s ) ) ; 

B > 

B else 

B /*Phi Lsophi ca L point:  we  could  Load  the  Library  if  they  caLL  us 

B B *without  having  Loaded  it  (not  here,  obviously;  it  would  be  dumb 

B B *to  Load  it  to  unload  it).  However,  we  don't  want  to  encourage 

B B *peopLe  not  to  call  the  Load/Unload  set  (ie,  people  who  call  just 

B B *Popu L a t e Key s e r ve r He n u ( ) probably  won't  follow  that  up  with  a call 

B B *to  Un Loa dKey s e r ve r S u ppo r t ) . If  calling  F r e e Li b r a r y ( ) weren't  the 

B B *Right  Thing,  I'd  remove  Load/Unload  and  just  Load  on  the  first  call. 

B B * / 

B B ReturnCode  = E R R_ LI BR A R Y_N 0T_L0 A D E D ; 

B return(ReturnCode); 

> 

KSERR  Bui LdMenu(unsi gned  Long  F u n c t i on s De s i r e d , 

B B B B HHENU  hHenu, 

B B B B UINT  Position) 

{ 

B KSERR  ReturnCode  = SUCCESS; 


C[CHK:b829a1ab55637a74c5dad540063379bbccdefe2403e835faa9772feaeecade738]] 
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assertChMenu); 


Q 

□ 

n 

n 

□ 

n 

n 

Q 

n 

a 

n 

Q 

n 

a 

□ 

n 

□ 

n 

B 

B 


i fChMenu) 

{ 

n /*Ensure  we're  Loaded*/ 
n i f CKSProcs . hKSD  L L ) 
a { 

n B /*Make  sure  the  DLL  has  this  func*/ 
a o i f ( KS P r o c s . Bu i L dMe n u ) 

B B { 

B B B char  bufferC1024J; 

° n n sprintfCbuffer,  "hMenu  = %Lx;  Position  = %Lx",  hMenu,  Position); 

n n B ReturnCode  = KS P r o c s . Bu i L d M e n u ( F u n c t i on s D e s i r e d , hMenu, 

n B B B B B B B B B B Position); 

B B > 

B B else 

ana  ReturnCode  = E R R_ F U N C T I 0N_ N 0T_ I N _ LI B ; 

n > 

else 

n ReturnCode 


B 
B 
> 

else 

n ReturnCode 


ERR  LIBRARY  NOT  LOADED, 


ERR_BAD_PARAM; 


return(ReturnCode) ; 


KSERR  Bu i L d S u bMe n u ( u n s i g n e d Long  F u n c t i o n s D e s i r ed , 


□ 

n 

□ 

n 

HMENU 

hParentMenu, 

n 

a 

n 

n 

HMENU 

hSubHenu, 

n 

n 

u 

n 

UINT 

SubHenuPosi tion) 

a KSERR  ReturnCode  = SUCCESS; 

n a s s e r t ( h Pa r e n t He n u ) ; 
n assert(hSubMenu); 

a i f ( hPa rentHenu  &&  hSubHenu) 
n { 

a a /*Ensure  we're  Loaded*/ 

a a i f ( KSProcs . hKSD L L ) 

B B { 

n n B /*Make  sure  the  DLL  has  this  func*/ 

n n B i f ( KS P r o c s . Bu i L d S u bMe n u ) 

“ ° ° “ ReturnCode  = KSProcs. BuiLdSubMenuCFunctionsDesi red. 


s 

n 

a 

□ 

n 

□ 

□ 

n n n 

□ 

n 

hParentMenu, 

a 

a 

n 

n 

a 

n 

n 

n Q n 

n 

a 

hSubHenu, 

a 

n 

n 

n 

a 

n 

D 

El  n n 

n 

a 

SubHenuPosi tion) ; 

n 

n 

El 

e 1 

se 

n 

n 

Q 

n 

ReturnCode 

= ERR_FUNCTI0N_ 

N0T_ 

IN_LIB; 

n 

a 

> 

Q 

a 

else 

ana  ReturnCode  = E R R_ L I B R A R Y_N 0T_ LO A D E D ; 
n } 
n e L s e 

a B ReturnCode  = ERR_BAD_PARAM; 
n return(ReturnCode); 

CCCHK:ff34fa57a3aadae770627b008eeeede9bbddd3975ae2eB^92950ae2ccefdc8c183D 
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> 


KSERR  P r o c e s s Key S e r ve rMe s s a g e ( H W N D hwnd, 
n n n n n n n unsigned  Long  C omma nd I d , 

n n n n n n n char  *S e L e c t e d Key s , 

n n n n n n n BOOL  *U pda t e d Key s ) 

t 

n KSERR  ReturnCode  = SUCCESS; 

n i f ( U pd a t e d Ke y s ) 

n n *UpdatedKeys  = FALSE; 


n if(KSProcs.hKSDLL) 
n { 

n n /*nake  sure  the  DLL  has  this  func*/ 
n n i f ( KS P r o c s . P r o c e s s Key  S e r ve  r Me  s s a g e ) 

Q n n ReturnCode  = KS P r o c s . P r o c e s s Key S e r ve r Me s s a g e ( h wn d , 


n 

n 

n 

n 

u 

n 

n 

Et 

a 

n 

□ 

n 

n 

n 

Commandld, 

n 

n 

□ 

D 

n 

n 

n 

n 

a 

Q 

a 

n 

n 

n 

SeLectedKeys 

n 

n 

n 

n 

n 

□ 

n 

n 

n 

n 

n 

n 

n 

n 

UpdatedKeys, 

n 

n 

□ 

n 

n 

Q 

n 

□ 

n 

n 

n 

□ 

Q 

n 

NULL, 

n 

n 

n 

n 

n 

a 

n 

Q 

n 

n 

u 

n 

n 

n 

NULL) ; 

n n else 

n n n ReturnCode  = E R R_ F U N CT I 0N_N0T_ I N_LI B; 
n } 


n else 

n H ReturnCode  = E RR_ LI BR A R Y_N 0T_ LO A D E D ; 


n return(ReturnCode); 

> 


KSERR  ProcessKeyServerMessageKRL HWND  hwnd. 


n o □ D □ n n 

D Q D n □ a n 

□ n n n n D n 

□ n D n D n n 

n D o n □ D n 

{ 

n KSERR  ReturnCode  = SUCCESS; 


unsigned  Long  Commandid, 
char  *Se LectedKeys, 

BOOL  *UpdatedKeys, 
PGPKeySet*  pSou rceKeySet , 
PGPKeySet*  pDestKeySet) 


n if(UpdatedKeys) 
n n *UpdatedKeys  = FALSE; 


□ 

□ 

□ 

□ 

□ 

n 

□ 

□ 

n 

n 

n 

□ 

Q 

a 


if(KSProcs.hKSDLL) 

{ 

n /*Make  sure  the  DLL  has  this  func*/ 
n if(KSProcs.ProcessKeyServerMessage) 


□ 

o 

ReturnCode 

= KSProcs . 

ProcessKeyServerMessageChwnd, 

n 

n 

n 

n 

n 

D n 

B 

B 

B 

B B 

B 

Commandid, 

u 

□ 

n 

n 

o 

n n 

B 

B 

B 

B B 

B 

SeLectedKeys, 

n 

n 

n 

n 

D 

n n 

B 

fl 

B 

B B 

B 

UpdatedKeys, 

n 

n 

n 

□ 

n 

n n 

B 

B 

B 

B B 

B 

pSourceKeySet 

n 

n 

n 

n 

D 

n n 

B 

B 

B 

B B 

B 

pDestKeySet); 

n 

e L 

s e 

n 

n 

ReturnCode 

= ERR_ 

FUNCTION, 

N0T_ 

IN_LIB; 

> 

e L se 
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n n ReturnCode  = E R R_ L I BR AR Y_ N0T_ LO A D E D ; 
n return(ReturnCode); 


KSERR  SetupKeyServerSetti ngsPage(PROPSHEETPAGE  *pPSP) 

{ 

a KSERR  ReturnCode  = SUCCESS; 

n assert(pPSP); 

Q if(pPSP) 

n { 

n n /*Ensure  we're  Loaded*/ 

n n if(KSProcs.hKSDlL) 

n n { 

n n n /*Make  sure  the  DLL  has  this  func*/ 

n n n i f ( KS  P r o c s . S e t u pKey  S e r v e r S e 1 1 i n g s Pa g e ) 

n n n n ReturnCode  = KS  P r o c s . S e t u p Key  S e r v e r S e 1 1 i ng  s Pa  g e ( p P S P ) ; 

n a a else 

n n n n ReturnCode  = ERR_FUNCTION_NOT_IN_LIB; 

n n > 

n n else 

n n n ReturnCode  = E R R_ L I B R A R Y_ N0T_ LO A D E D ; 

n > 

n else 

n n ReturnCode  = E R R_B A D_ P A R AM ; 


return(ReturnCode) ; 


KSERR  Ge t Key se r ve r Va L ue s ( c ha r *Keyserver,  unsigned  short  *Port,  BOOL  *AutoGet) 
{ 

n KSERR  ReturnCode  = SUCCESS; 
n char  foo[I2563,  *pKS; 

n unsigned  short  bar,  *pPort; 

n assert(AutoGet); 


i f ( Key se  rve  r ) 


a 

B 

pKS  = 

Keyserver; 

a 

else 

a 

Q 

pKS  = 

f oo; 

n 

ifCPort) 

a 

n 

p Po  r t 

= Port; 

a 

else 

B 

n 

pPort 

= & b a r ; 

B 

if(AutoGet) 

B 

< 

B 

B 

/*Ensure  we're  loaded*/ 

B 

B 

i f (KSProcs . hKSD  L L ) 

B 

B 

{ 

B 

B 

n /*Hake  sure  the  DLL  has  this  func*/ 

B 

B 

a i f C KS P r 0 c s . G e t Key s e r ve r Va L u e s ) 

B 

B 

B B 

ReturnCode  = KS P r o c s . G e t Key s e r v e r Va L i 

B 

B 

n else 
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□ 

Q 

n 

□ 

D 

a 

n 

n 

> 

void 

{ 

n 

□ 

n 

n 

□ 

n 

□ 

> 

void 

{ 

n 

n 

n 

n 

n 

□ 

a 

} 


a n n ReturnCode  = ERR_FUNCTION_NOT_IN_LIB; 
n } 
n else 

n n ReturnCode  = E RR_ LI BR A R Y_N0T_ LO A D E D ; 

} 

else 

n ReturnCode  = ERR_BAD_PARAH; 
return(ReturnCode) ; 


D i s p L ay KS E r r o r ( H WN D hwnd,  unsigned  Long  ReturnCode) 

/*Ensure  we're  Loaded*/ 
i f (KSProcs . hKSD  L L ) 

{ 

a /*Hake  sure  the  DLL  has  this  func*/ 
n i f ( KS Proc s . D i sp L ay KS E r r o r ) 

n n KSProcs. DispLayKSErrorChwnd,  ReturnCode); 

} 


StartPutKeyInfoThreadCvoid  *pThreadArgs) 

/*Ensure  we're  Loaded*/ 
if(KSProcs.hKSDLL) 

{ 

n /*Make  sure  the  DLL  has  this  func*/ 
n if(KSProcs.StartPutKeylnfoThread) 

n n KS P r o c s . S t a r t Pu t Key I n f oT h r ea d ( pT h r e a d A r g s ) ; 

> 
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/* 

* Dragitem.c  Routines  needed  to  create  images  for  the  ListView  drag 

★ 

* Since  we're  using  ownerdrawn  Listboxes,  we  have  to  do  aLL  this  ourselves. 

* These  routines  build  the  ImageList  used  with  drag  operations. 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

*/ 

#include  "precomp. h" 

HBITHAP  Custom_Merge (HWND  hwnd,HBITMAP  A c c umBmp, H B I TH A P NewBmp, 

int  NewY,int  RetX,int  RetY,int  *AccumY) 

{ 

RECT  bmpRect; 

HDC  hd c , h d c D e s t , h d c S r c ; 

HBITMAP  hBmp; 

bmpRect . Left=bmpRect . top=0; 

bmpRect. right=RetX; 

bmpRect. bottom=RetY; 

hdc  = GetDC(hwnd)  ; 

hdcSrc  = CreateCompati bLeDC(hdc)  ; 

hdcDest=CreateCompatibLeDC(hdc); 

hBmp=CreateCompatibLeBitmap(hdc,RetX,RetY); 

ReLeaseDC(hwnd,hdc)  ; 

SeLectObject(hdcDest,hBmp); 

FiLLRect(hdcDest,&bmpRect,(RecGbL(GetParent(hwnd)))->BackBrush); 

SeLectObject(hdcSrc,AccumBmp); 

Bi t B I t ( hd c Des t , / / handle  to  destination  device  context 

0,  //  x-coordinate  of  destination  rectangle's  upper-left 

0,  //  x-coordinate  of  destination  rectangle's  upper-left 

RetX,  //  width  of  destination  rectangle 

*AccumY,//  height  of  destination  rectangle 

hdcSrc,  //  handle  to  source  device  context 

0,  //  x-coordinate  of  source  rectangle's  upper-left 

0,  //  y-coordinate  of  source  rectangle's  upper-left 

SRCCOPY); 

SeLectObject(hdcSrc,NewBmp); 

Bi t B L t ( hd c Des t , / / handle  to  destination  device  context 

0,  //  x-coordinate  of  destination  rectangle's  upper-left 

NewY,  //  x-coordinate  of  destination  rectangle's  upper-left 

RetX,  //  width  of  destination  rectangle 

RetY-NewY,//  height  of  destination  rectangle 

hdcSrc,  //  handle  to  source  device  context 

0,  //  x-coordinate  of  source  rectangle's  upper-left 

0,  //  y-coordinate  of  source  rectangle's  upper-left 

SRCCOPY); 

DeLeteDC(hdcSrc); 

DeLeteDC(hdcDest); 

C[CHK:68430b911dd15829cc14661018aa1177338ce015e53388b8d6fb1144c1574997e:: 
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DeleteObjectCAccumBmp); 

DeLeteObjectCNewBmp); 

* A c c u m Y = R e t Y ; 

return  hBmp; 

> 


HIMAGELIST  Ha ke D r a g I ma g e ( H WN D h wnd D r a g F r om, i n t *Left,int  ‘bottom) 

{ 

int  iCount,  i,  index,  uState,  result; 

POINT  pnt; 

HIHAGELIST  hDraglmage; 

HBITHAP  NewBmp, AccumBmp; 

RECT  rcitem; 

int  Lastx,Lasty; 

int  DragXsize,DragYsize; 

hDragImage=0; 
i ndex=0; 

//  How  many  items  are  there? 

iCount  = Li s t V i e w_Ge t I t emCoun t ( hwnd D ra g F r om ) ; 

forC  i = 0;  i < iCount;  i++  ) //  Loop  through  each  item 

{ 

uState  = Li s t V i ew_Ge t I t emS t a t e ( hwnd D rag F r om  , i,  LV I S_ S E L E CT E D ) ; 

if(  uState  ) //  If  this  item  is  selected  we  want  to  move  it 

{ 

result  = List\/iew_GetItemRect(hwndDragFrom,i, 

&rcItem,LVIR_BOUNDS); 


pnt.x=rcltem. left; 
pnt .y=rcltem. top; 

NewBmp  = Owne r D r a w_C r ea t e D r a g I ma g e ( h wnd D r a g F r om, i ) ; 

i f ( i ndex==0 ) 

{ 

AccumBmp=NewBmp; 
lastx  = rcltem.  left; 
lasty=rcltem. top; 

*left=rcltem. left; 

*bottom=rcItem. bottom; 
DragYsize=rcItem.bottom-rcItem.top; 

} 

else 

{ 

AccumBmp=Custom_Merge(hwndDragFrom, AccumBmp, 

NewBmp, pnt. y-lasty, rcitem. right, rcitem. bottom-lasty, 
SDragYsize); 

} 

DragXsize=rcItem. right-rcitem. left; 

LCCHK: 1 9aa00b77773ba90259446cc7993822360007ccf f a61 bbe73d2c201334a853f58:: 
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i ndex  + + ; 

> 

} 

hDraglmage  = I ma g e L i s t _ C r ea t e CDragXsize,  DragYsize, 

I LC_riASK  I I LC_COLORDDB,  1,  1); 

I ma g e L i s t _ AddMa s ke d (hDraglmage,  AccumBmp,  G e t Sy s C o L o r ( C 0 LO R_W I N D 0 W ) ) ; 
DeLeteObject(AccumBmp); 

return  hDraglmage; 
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/* 

* Dragitem.h  Routines  needed  to  create  images  for  the  ListView  drag 

★ 

* Since  we're  using  ownerdrawn  Listboxes,  we  have  to  do  all  this  ourselves. 

* These  routines  build  the  ImageList  used  with  drag  operations. 

if 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 


HIHAGELIST  HakeDraglmageCHWND  hwndDragFrom,int  *Left,int  *bottom); 
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/* 

* KeyServe.c  Routines  needed  to  support  the  keyserver  context  menu 

* 

* ALL  of  these  routines  are  used  within  the  Listview  subcLass  handLer,  but 

* since  they  deaL  with  the  keyserver,  they  are  isoLated  in  this  fiLe  for 

* cLarity. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

#incLude  "precomp. h" 

#incLude  ".  ./pgpkeyserver/winids.h" 

/* 

This  context  menu  code  repLaces  the  normaL  heLp  context  menu  code  in  the 
main  diaLog  Loop. 

case  WH_CONTEXTHENU : 

ifCwParam  ==  (WPARAM)  h wnd R e c i p i e n t s ) 

{ 

SendMessage ( h wndRec i pi en t s,  WM_ PG P_ D 0_C ONT E XT_M EN U , wParam,  LParam); 

} 

e L s e 
{ 

WinHeLp  ((HWND)  wParam,  g _ s z H e L p F i L e , H E LP_C ONT E XTM ENU , 

(DWORD)  (LPVOID)  aids); 

> 

break; 

case  WM_PGP_GET_LE FT_HELP : 

WinHeLpChdLg,  g_ s z H e L p F i L e , H E LP_C ONT E XT POPU P,  I D H_ I D C_ R E C I PI E NT_ L I S T ) ; 
break; 

*/ 

void  G e t S e L e c t ed I t em s C H WN D hwnd,  char  **pszBuffer) 

{ 

LV_ITEM  Lvi; 
int  i Count,  i; 

UINT  uState; 

PUSERKEYINFO  pui  = NULL; 

assert(pszBuffer); 

*pszBuffer  = NULL; 

if(  ! L i s t V i e w_G e t S e L e c t ed C ou n t ( hwnd  ) ) 

return;  //  Exit  if  not 

> 

//  How  many  items  are  there? 

iCount  = ListView_GetItemCount(  hwnd  ); 

for(  i = 0;  i < iCount;  i ++  ) //  Loop  through  each  item 

uState  = ListView_GetItemStateC  hwnd,  i,  LVIS_SELECTED  ); 

if(  uState  ) //  If  this  item  is  selected  we  wanna  move  it 

{ 
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Lvi.mask  = LVIF_PARAM; 

Lvi.iltem  =i; 

Lvi.iSubItem  = 0; 

i f ( L i s t V i e w_Ge t I t em C hwnd,  &Lvi  )) 

{ 

pui  = (PUSERKEYINFO) Lvi . LParam; 
i f ( ! *pszBuf f er) 

if((*psz Buffer  = 

(char  *)  pg  pMemA  L L o c ( ( s t r L en  ( pu  i ->L)  s e r I d ) + 1)  * 
sizeof(char)))) 

{ 

strcpy(*pszBuffer,  pui->UserId); 

> 

> 

else 

{ 

i f ( ( *p s z Bu f f e r = (char  *) 

pgpHemReaLLoc(*pszBuffer, 

( s t r L en ( pu i ->U s e r I d ) + 
s t r L en ( *p s zBu f f e r ) + 2)  * 
sizeof(char)))) 

{ 

strcat(*pszBuffer,  "\n"); 
strcat(*pszBuffer,  pui->UserId); 


/*  Add  this  routine  to  the  Listview  Proc  message  handler  */ 


void  L i s t V i e wKey s e r ve r Rou t i ne ( H WN D hwnd,  UINT  msg, 

WPARAH  wParam,  LPARAH  LParam) 

{ 

HWND  hdlg; 


hdLg=GetParent(hwnd); 

SMitch(msg) 

{ 

case  UH_PGP_DO_CONTEXT_MENU  : 

{ 

if( ! (RecGbL(hdLg))->hPopup) 
f 

i f ( ( ( Re cGb L ( hd L g ) ) ->hPopup  = C r ea t ePopu pH e n u ( ) ) ) 

{ 

if(BuiLdHenu(KS_NO_SEND_KEYS,  (RecGbL(hdLg))->hPopup, 
0XFFFFFFFF)  ==  SUCCESS) 

{ 

InsertHenu((RecGbL(hdLg))->hPopup, 

0XFFFFFFFF, 

HF_BYP0SITI0N  1 H F_S E P A R ATOR , 

0, 

" ■■  ) ; 
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} 

InsertMenuC (RecGbL (hdlg) )->hPopup, 

0XFFFFFFFF, 

MF_BYPOSITION  | MF_STRING, 
ID_GET_LEFT_HELP, 

"What's  This?"); 

> 

> 

if((RecGbl(hdLg))->hPopup) 

{ 

T rackPopupMenuC (RecGbL (hdlg) )->hPopup, 

TPM_CENTERALIGN  | TPH_LE FTBUTTON  | 
TPM_RIGHTBUTTON, 

LOWORDC  LParam), 

HIWORDC  LParam), 

0, 

hund, 

NULL) ; 

> 

break; 

} 

case  WH_COMMAND: 

swi tch(LOWORD(wParam)  ) 

{ 

case  ID_GET_LEFT_HELP: 

{ 

HWND  hwndParent; 

i f ( ( hwndPa rent  = G e t Pa r e n t ( h wn d ) ) ) 

( 

SendHessageC hwndParent,  WM_PGP_GET_LEFT_HELP, 
0,  (LPARAM)hwnd); 

} 

break; 

> 

default : 

HWND  hwndRecpts  = hwnd; 

BOOL  UpdatedKeys  = FALSE; 

DWORD  d wN umRe c i p i e n t s = 0; 
char  * s z Re c i p i e n t s = NULL; 

GetSeLectedltemsChwndRecpts,  SszRecipients); 

ProcessKeyServerHes sage (hwnd, 

LOWORD(wParam), 
szRecipients, 
&UpdatedKeys) ; 


if(szRecipients) 

pgpFree(szRecipients); 


i f(UpdatedKeys) 

PGPcomdLgNoti fyKeyri ngChanges(GetCurrentProcessId(  ) ) ; 
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> 


> 


break; 

> 

> 

break; 


void  G e t No t Foun d I t ems ( H WN D hdlg,char  **pszBuffer) 
PUSERKEYINFO  pui; 

pui=(RecGbL(hdLg))->gUserLinkedList; 


> 


whi LeCpui !=0) 

{ 

if(pui->Flags&PUIF_NOTFOUND) 

{ 

if( !*pszBuffer) 

{ 

if((*pszBuffer  = 

(char  *)  pg pHemA L L o c ( ( s t r L e n ( pu i ->U s e r I d ) + 1)  * 

sizeof(char)))) 

{ 

St rcpy(*pszBuf f er,  pu i -> U s e r I d ) ; 

> 

} 

else 

{ 

i f ( ( *ps zBu f f e r = (char  *) 

pgpHemReaLLoc(*pszBuffer, 

( s t r L en ( pu i ->Use r I d ) + 
s t r L e n ( *p s zBu f f e r ) + 2)  * 
sizeof(char)))) 

{ 

strcat(*pszBuffer,  "\n"); 
s t r c a t ( *p s z Bu f f e r , pu i -> U s e r I d ) ; 

> 

> 


> 

pui=pui->next; 


int  LookUpNot FoundKey s ( HWND  hdLg) 

{ 

BOOL  UpdatedKeys; 
char  *s z Re c 1 p i e n t s ; 

UpdatedKeys=FALSE; 

szRecipients=0; 

GetNotFoundItems(hdLg,  &szRecipients); 

if(szRecipients!=0) 

{ 

ProcessKeyServerMessage( (RecGbL (hdLg) )->hwndReci pi ents, 
ID_GET_KEY, 
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szReci pi ents, 

SUpdatedKeys); 

if(szRecipients) 

pgpFree(szRecipients); 

i f(UpdatedKeys) 

PGPcomdLgNotifyKeyringChangesCGetCurrentProcessIdC)); 

> 

return  TRUE; 

} 
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/* 

* KeyServe.h  Routines  needed  to  support  the  keyserver  context  menu 

* 

* AIL  of  these  routines  are  used  within  the  Listview  subclass  handler,  but 

* since  they  deal  with  the  keyserver,  they  are  isolated  in  this  file  for 

* clarity. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*1 

^define  WM_PG P_G ET_ LE FT_ H E LP  WH_USER  + 53 

#define  UH_PGP_DO_CONTEXT_MENU  WM_USER  + 54 

^define  I D_G ET_ L E F T_H E LP  5986 

void  L i s t V i e wKey s e r ve r Rou t i ne ( H W N D hwnd,  UINT  msg, 

WPARAH  wParam,  LPARAH  LParam); 
int  LookllpNotFoundKeysCHWND  hdlg); 
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/* 

* ListSort.c  List  View  sorting  routine 

★ 

* Apparently  the  sorting  algorithm  used  in  PGPlib  is  somehow  different  than 

* Microsoft  employs  in  their  standard  listview  control.  This  makes  things 

* sometimes  confusing,  since  PGPkeys  follows  the  PGPlib  convention.  Albeit 

* bucking  PC  GUI  standards  SortEm  changes  the  listview  sort  to  comply  with 

* PGPlib  and  PGPkeys. 

* 

* Copyright  CC)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

*/ 


#include  "precomp. h 


int  CALLBACK  L i s t V i e wC ompa r e P r o c ( LP AR AM  IParaml, 

LPARAM  lParam2,LPARAM 


IParamSort) 


PUSERKEYINFO  pui1,pui2; 
PRECGBL  pRecGbl; 
int  result; 
int  *SortSub; 

BOOL  * S o r t A s c e n d i ng ; 
HWND  hwnd; 


hwnd=(HWND)lParamSort; 

pRecGbl=RecGbl(GetParent(hwnd)); 


if(hwnd==pRecGbl->hwndRecipients) 

{ 

SortSub  = &(pRecGbl->RSortSub)  ; 
SortAscending=&(pRecGbl->RSortAscending); 

> 

else 

{ 

SortSub=&(pRecGbl->USortSub); 

SortAscending=&(pRecGbl->USortAscending); 

> 


pui 1=( PUSERKEYINFO) I Pa  rami; 
pui2=(PUSERKEYINF0)lParam2; 

switch(*SortSub) 

{ 

case  HEADUSERID: 

{ 

if(*SortAscending) 

result=pgpUserIDStrCompare(pui1->UserId,pui2->UserId); 

else 

result=pgpUserIDStrCompare(pui2->UserId,pui1->UserId); 

break; 

} 

case  HEADVALIDITY : 

{ 

if(*SortAscending) 

result={pui2->Validity)-(pui1->Validity); 

else 

result=(pui1->Validity)-(pui2->Validity); 
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break; 

} 

case  HEADTRUST: 

{ 

if(*SortAscending) 

resuLt=(pui2->Trust)-(pui1->Trust); 

else 

resuLt=(pui1->Trust)-(pui2->Trust); 

break; 

> 

case  HEADSIZE: 

{ 

if(*SortAscending) 

resuLt=(atoi(pui2->szSize))-(atoi(pui1->szSize)); 

else 

result=(atoi(pui1->szSize))-(atoi(pui2->szSize)); 

break; 

> 


> 

return  result; 

> 

void  SortEmCHWND  hwndLView) 

{ 

ListView_SortItems(hwndLView,ListViewCompareProc,(LPARAf1)hHndL\/iew); 

} 
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/* 

* ListSort.h  List  View  sorting  routine 

* 

* Apparently  the  sorting  algorithm  used  in  PGPlib  is  somehow  di 

* Microsoft  employs  in  their  standard  listview  control.  This  ma 

* sometimes  confusing,  since  PGPkeys  follows  the  PGPlib  convent 

* bucking  PC  GUI  standards  SortEm  changes  the  listview  sort  to 

* PGPlib  and  PGPkeys. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  right 

★ 

*/ 

void  SortEmCHWND  hwndLView); 

#define  HEADUSERID  0 
#define  HEADVALIDITY  1 
#define  HEADTRUST  2 
#define  HEADSIZE  3 
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/* 

* ListSub.c  List  View  helper  routines 

* 

* These  routines  handle  the  listview  subclass  operations  and  also 

* do  some  of  the  needed  operations  on  the  linked  list  of  keys. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

ic 

*/ 


^include  "precomp. h 


LRESULT  WINAPI  My L i s t v i e wWnd P r o c ( H W N D hwnd,  DINT  msg, 

WPARAH  wParam,  LPARAM 

{ 

ListviewKeyserverRoutine(hwnd,msg,wParam,lParam); 


I Pa  r a m ) 


switch(msg) 


case  WM_LBUTTONDBLCLK: 

{ 

HWND  hwndUserlds  = 

GetDlgltemCGetParentChwnd),  IDC_USER_ID_LIST); 
HWND  hwndRecpts  = 

GetDlgltemCGetParentChwnd),  IDC_RECIPIENT_LIST); 


> 


HoveListViewItemsChwndRecpts,  hwndUserlds, 
hwnd  ==  hwndRecpts); 


break; 


n n 


case  WM_KEYDOWN: 

{ 

int  nVirtKey  = (int)  wParam; 
HWND  hwndUserlds  = 

GetDlgltemCGetParentChwnd), 
HWND  hwndRecpts  = 

GetDlgltemCGetParentChwnd), 


//  virtual-key  code 

IDC_USER_ID_LIST); 

IDC_RECIPIENT_LIST); 


ifC  CCnVirtKey  ==  VK_R I G HT ) | | C n V i r t Key  ==  VK_LEFT)|| 
CnVirtKey  ==  VK_DELETE))  &&  Chwnd  ==  hwndRecpts)) 

{ 

MoveListViewItemsChwndRecpts,  hwndUserlds, TRUE); 
break; 

> 

else  ifC  CCnVirtKey  ==  VK_R I G HT ) | | C n V i r t Key  ==  VK_LEFT)|| 
CnVirtKey  ==  VK_DELETE))  &&  Chwnd  ==  hwndUserlds)) 

{ 

MoveListViewItemsChwndRecpts,  hwndUserlds, FALSE); 
break; 

} 

break; 

> 


} 

//  Pass  all  non-custom  messages  to  old  window  proc 
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} 


return  C a L L W i nd o w P r o c ( ( F AR P RO C ) o r i g L i s t Bo x P r o c , hwnd, 

msg,  wParam,  LParam  ) ; 


int  Ad d L i s t V i ew I t em ( H WN D hWndLV,int  i I ma g e , LP ST R s zT e x t , LP A R AM  LParam) 
{ 

LV_ITEM  L vl t em; 

Lvitem.mask  = LVIF_PARAM  | LVIF_IMAGE  | LVIF_TEXT; 


Lvitem. LParam 
Lvitem. i Image 
n Lvitem. pszText 
Lvitem. i Subitem 
Lvitem. iltem 


= LParam; 
= i I m a g e ; 
= szText ; 
= 0; 

= 0; 


return  L i s t V i e w_ I n s e r t I t em  ( hWndLV,  SLvItem  ); 

} 


BOOL  Add L 1 s t V i e w C o L umn ( H WN D hwnd, char  ** C o L T e x t , i n t * C o L W i d t h , i n t num) 
{ 

LV_C0LUHN  L vc; 

RECT  rect; 

BOOL  ReturnVaLue  = TRUE; 

int  scroLLwidth  = Ge t Sy s t emM e t r i c s C S M_ C XV S C RO LL ) ; 
int  index; 

GetCLientRectChwnd,  &rect); 
for(index=0;index<num;index++) 


{ 

L VC . ma  s k 

= LVCF_WIDTH  1 LVCF_FMT  | 

1 LVCF_SUBITEM  | 

LVCF_TEXT; 

Lvc. pszText 

= CoLTextCindex]; 

L VC  . cx 

= CoLWidthCindex]; 

Lvc.iSubItem 

= index; 

i f ( i ndex  = = 0 ) 

L V c . f m t 

= LVCFMT_LEFT; 

e L s e 

L VC . f mt 

= LVC FMT_CENTER; 

Li  s t V i e w_ I n s e r t C o L umn ( h wnd , index,  &Lvc); 

} 

return  ReturnVaLue; 

> 

BOOL  Add  I ma g e sTo I ma g e L i s t ( H WN D h d L g , H I H AG E L I ST  *hlmage) 

{ 

HBITMAP  hBmp; 

*hImage=ImageList_Create(16,16,ILC_HASK,5,0); 

hBmp  = LoadBi tmap(g_hi nst,  H AKE  I NT R E S 0 U R C E ( I D B_ V A LR S A ) ) ; 

(RecGbL(hdLg))->g_VaLRSA= 

ImageList_AddMasked(*hImage,  //handLe  to  the  imageList 

hBmp,  //handLe  to  the  bitmap 
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RGBC255,  255,  255)); 


DeLeteObject(hBmp); 

hBmp  = LoadBi tmap(g_hi nst,  H AKE I NT R E S OU R C E ( I D B_ V A LD S A ) ) ; 
(RecGbL(hdlg))->g_ValDSA= 

ImageLi st_AddHasked(*hImage,  //handle  to  the  imagelist 

hBmp,  //handle  to  the  bitmap 
RGB(255,  255,  255)); 


DeleteObject(hBmp); 

hBmp  = LoadBi tmap(g_hi nst,  M AKE I NT R E S 0 U R C E ( I D B_U N KNO WN  ) ) ; 
(RecGbl(hdlg))->g_Unknown= 

I ma g e L i s t _ AddMa s ked ( * h I ma g e , //handle  to  the  imagelist 

hBmp,  //handle  to  the  bitmap 
RGB(255,  255,  255)); 


DeleteObject(hBmp); 

hBmp  = LoadBi tmap(g_hi nst,  H AKE I NTR E SOU R C E ( I DB_MU LT R S A ) ) ; 
(RecGbl(hdlg))->g_MultRSA= 

ImageLi st_AddMasked(*hImage,  //handle  to  the  imagelist 

hBmp,  //handle  to  the  bitmap 
RGB(255,  255,  255)); 


DeleteObject(hBmp); 

hBmp  = LoadBi tmap(g_hi nst,  H AKE I NT R E SO U R C E ( I DB_HU LT D S A ) ) ; 
(RecGbl(hdlg))->g_HultDSA= 

ImageLi st_AddHasked(*hImage,  //handle  to  the  imagelist 

hBmp,  //handle  to  the  bitmap 
RGB(255,  255,  255)); 


DeleteObject(hBmp); 
return  TRUE; 


void  Ma keRe I oadS t r i ng ( HUND  hwnd, DWORD*  pd wN umR e c p t s , char**  pszBuffer) 

{ 

LV_ITEH  Ivi; 
i nt  i Count  , i ; 

PUSERKEYINFO  pui  = NULL; 
char*  cp  = NULL; 

//  How  many  items  are  there? 

iCount  = Li s t V i e w_Ge t I t emC o u n t ( hwnd  ); 

*pd wNumRe c p t s = 0; 

i f ( i Count ) 

{ 

CCCHK:7711dd44a22ff33d7aaabb88d93eeddbb097aa55eddd10524ee5dd6650ea70dd4:] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


486 


ListSub.c 


*pszBuffer  = (char*)  pg pM emRe a L L o c ( *pszBuffer, 

iCount  * USERIDLENGTH  + 2); 


i f(*pszBuffer) 

cp  = *pszBuffer; 

*cp  = 0x00; 

for(  i = 0;  i < iCount;  i++  ) //  Loop  through  each  item 

{ 


□ n □ o 

n D Q Q 


n n n □ 

> 

} 

> 

> 

int  Wri teOutKeyIdsCPRECIPIENTDIALOGSTRUCT  prds^HWND  hwnd) 

{ 

LV_ITEM  Lvi; 
int  i Count,  i ; 

PUSERKEYINFO  pui  = NULL; 
char*  cp  = NULL; 
int  RSA,DSA; 

a DWORD*  pdwNumRe cp t s ; 
char**  pszBuffer; 

a pdwNumRecpts=&(prds->dwNumRecipients); 
a pszBuffer=&(prds->szRecipients); 

RSA=DSA=FALSE; 

//  How  many  items  are  there? 

iCount  = L i s t V i e w_G e t I t emC o u n t ( hwnd  ); 

*pdwNumRecpts  = 0; 

if(iCount) 

{ 

*pszBuffer  = (char*)  pg pn emRe a L L o c ( *pszBuffer, 

iCount  * KEYIDLENGTH  + 2); 


Lvi . mask  = LVI F_PARAM; 

Lvi.iltem  = ^ ; 

Ivi.iSubItem  = 0; 

i f ( L i s t V i e w_G e t I t em ( hwnd,  SLvi  )) 

{ 

pui  = (PUSERKEYINFO) Lvi . LParam; 

n i f ( (pui ->F Lags&PUI F_DEFAULTKEY)==0) 
n { 

strcat(cp,  pu i ->U s e r I d ) ; //  inefficient  but  easy 
strcat(cp,  "\n"); 

*pdwNumRecpts=(*pdwNumRecpts)+1; 
n > 

} 
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if(*pszBuffer) 

{ 

cp  = *pszBuf f er; 

*cp  = 0x02;  //  simple  PGP  ->  I N C LU D E_0 N L Y KE Y I D S 
cp  + +; 

*cp  = 0x00; 


forC  i = 0;  i < iCount;  i++  ) //  Loop  through  each  item 

{ 

Lvi.mask  = LVIF_PARAM; 

Lvi.iltem  =i; 

Lvi  . i Subitem  = 0; 

i f ( Li s t Vi ew_Ge t I t em ( hwnd,  &Lvi  )) 

{ 

pui  = (PUSERKEYINFO)Lvi.LParam; 

if((pui->FLags&PUIF_NOTFOUND)==0) 

{ 

if(pui->ALgorithm==PGP_PKALG_RSA) 

RSA=TRUE; 

if(pui->ALgorithm==PGP_PKALG_DSA) 

DSA=TRUE; 


> 


} 


} 


if(strstr(cp,pui->KeyId)==0) 

{ 

strcatCcp,  pui->KeyId);  //  inefficient  but  easy 
strcatCcp,  "\n”); 

*pdwNumRecpts=C*pdwNumRecpts)+1; 

> 


> 

} 

n if(RSA) 

n n prds->dwPGPF lags  I =PGP_ATLEASTONERSAKEY; 

n else 

n n prds->dwPGPF lags8="PGP_ATLEAST0NERSAKEY; 

if(RSA  &&  DSA) 

return  TRUE; 

return  FALSE; 

> 

int  WriteOutLinkedListKeyIdsCPRECIPIENTDIALOGSTRUCT  prds, 
n n n n n n n PUSERKEYINFO  RecipientLL) 

•C 

PUSERKEYINFO  pui; 
int  iCount; 
int  RSA,DSA; 
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n DWORD*  pd wN umRe c p t s ; 
char**  pszBuffer; 

n pdwNumRecpts=&(prds->dwNumRecipients); 
n pszBuffer=&(prds->szRecipients); 


RSA=DSA=FALSE; 


i Count=LengthOfLi st ( Reci pi entLL) ; 

*pdwNumRecpts  = 0; 

if(iCount) 

{ 

*pszBuffer  = (char*)  pg pHem R ea L L o c ( *pszBuffer, 

iCount  * KEYIDLENGTH  + 2); 


n 

a 

□ 

n 

n 


a 

a 

n 

□ 


(*pszBuffer)C0!]  = 2; 

(*pszBuffer)C1]=0; 

pui=RecipientLL; 

Mhi LeCpui !=0) 

{ 

ifCpui->Flags&PUIF_HATCHEDWITHRECIPIENT) 

{ 

//  PGP_PKALG_RSA  or  PG P_ PKA LG_ D S A 

if((pui->FLagsaPUIF_NOTFOUND)==0) 

{ 

if(pui->ALgorithtn  = = PGP_PKALG_RSA) 

RSA=TRUE; 

n if(pui->ALgorithm==PGP_PKALG_DSA) 

n n DSA=TRUE; 

n n i f ( s t r s t r ( *ps zBuf f e r , pu i ->Key I d ) = = 0 ) 

{ 

s t r ca t ( *ps zBu f f e r , pui->KeyId);  //  inefficient  but  easy 
strcat(*pszBuffer,  "\n"); 

*pdwNumRecpts=(*pdwNumRecpts)+1; 

> 

> 

> 

pu i =pu i ->next ; 

> 


> 

n ifCRSA) 

n n prds->dwPGPF  Lags  I =PGP_ATLEASTONERSAKEY,- 

n else 

n n prds->dwPGPF Lags&=“PGP_ATLEASTONERSAKEY; 

ifCRSA  as  DSA) 

return  TRUE; 

return  FALSE; 
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} 

int  LengthOfList(PUSERKEYINFO  ListHead) 
{ 

PUSERKEYINFO  pui; 
int  length; 

Length=0; 
pui=Li stHead; 

whi LeCpui  !=0) 

{ 

pui=pui->next; 

Length++; 

> 

return  Length; 

} 


void  F r ee  Li  n ked  Li  s t s ( PL)  S E RKE  Y I N FO  ListHead) 
{ 

PUSERKEYINFO  pui,oLdpui; 


pui=ListHead; 


whi LeCpui  !=0) 

{ 

oLdpui=pui  ; 
pui=pui->next; 

F r eeM RKL i s t s ( o L dpu i ->m r k ) ; //  Remove  the  HRK  Links 
free(oLdpui  ); 

} 
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/* 

* ListSub.h  List  View  helper  routines 

* 

* These  routines  handle  the  listview  subclass  operations 

* do  some  of  the  needed  operations  on  the  linked  list  of 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All 

* 

*/ 


and  also 
keys  . 

rights  reserved. 


BOOL  AddImagesToImageLi St ( HWND  hd lg,HIMAGELIST*  h I ma g e L i s t ) ; 
int  Ad d L i s t V i e w I t em ( H WN D hWndLV,  int  ilmage,  LPSTR  szText,  LPARAM  IParam); 
BOOL  Add L i s t V i e w C o I umn ( H WN D hwnd,char  ** C o I T ex t , i n t * C o I W i d t h , i n t num); 
LRESULT  WINAPI  My L i s t v i e w Wnd P r o c ( H WN D hwnd,  DINT  msg, 

WPARAM  wParam,  LPARAM  IParam); 
int  Wri teOutKeyIdsCPRECIPIENTDIALOGSTRUCT  prds,HWND  hwnd); 
int  W r i t e 0 u t L i n ked L i s t Ke y I d s ( PR E C I PI E NT D I A LOG S TRU C T prds, 
n n n n n n n PUSERKEYINFO  R e c i p i e n t L L ) ; 
void  FreeLinkedListsCPUSERKEYINFO  ListHead); 
int  LengthOf Li  St ( PUSERKEYINFO  ListHead); 

void  Ma ke R e I oa d S t r i n g ( H W N D hwnd, DWORD*  pd wN umRe c p t s , char**  pszBuffer); 
int  NoDefaultKeyWarningCHWND  parent); 

PUSERKEYINFO  Ge t Pu i Ba s e dOn C ombo I nde x ( PU S E R KE Y I N F 0 ListHead, int  index); 


:[CHK:6bbe63c7cce25f35928f9b3db481f9]: 
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/* 

* Hoveltem.c  List  View  movement  routines  that  support  HRK 

* 

* These  routines  use  the  algorithm  developed  by  Mark  W.  to  support  MRK 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

*/ 

^include  "precomp. h" 

//  HRKWarnPlease 
// 

//  Display  this  warning  if  the  user  removes  an  MRK'ed  key  from 
//  the  recipient  list. 

void  HRKWarnPleaseCvoi d) 

{ 

n MessageBoxCNULL, 

"Removing  the  message  recovery  agent  key  from  the  recipient  list  may\n" 
"violate  the  policy  established  for  other  keys  in  the  recipient  list.", 
n n "PGP  5.0  Wa rni ng",HB_0K I HB_ICONEXCLAMATION); 

} 

//  MoveMa r ked I t ems 
// 

//  Use  this  routine  after  you  have  marked  all  the  items  you  wish  to 
//  move  with  the  PUIF_HOVEHE  flag 

int  Mo V eMa r ke d I t ems ( H WN D src,  HUND  dest) 

{ 

LV_ITEM  Ivi; 
int  iCount,  i; 

PUSERKEYINFO  pui; 

iCount  = ListView_GetItemCount(  src  ); 


if(iCount==0) 

return  FALSE; 


for(  i = 0;  i < iCount;  i++  ) //  Loop  through  each  item 

{ 

char  s z U s e r 1 d C U S ER I D LE NGTH 3 ; 


Ivi. mask  = 
Ivi.iltem 
Ivi.iSubltem 
Ivi . pszText 
Ivi .cchTextMax 


LVIF_IMAGE  I LVIF_PARAM 

= i ; 

= 0; 

= szUserld; 

= s i z eof ( s z U s e r I d ) ; 


LVIF_TEXT; 


ListView_GetItem(  src,  &lvi  ); 


pui=(PUSERKEYINFO)(lvi.lParam); 


if(pui->Flags&PUIF_MOVEME) 

{ 

ListView_InsertItem  ( dest,  &lvi  ); 

> 
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} 

SortEm(dest); 

//  InvaLidateRectCdest, NULL, TRUE); 

for(  i = iCount-1;  i >=  0;  i--  ) //  now  delete  them 

{ 

Lvi .mask  = LVIF_PARAH; 

Lvi.iltem  =■!; 

Lvi.iSubItem  = 0; 

L i s t V i e w_G e t I t em ( src,  &Lvi  ); 
pui=(PUSERKEYINFO)(Lvi.LParam); 

if(pui->FLags8PUIF_H0VEME) 

{ 

L i s t V i e w_ De L e t e I t em ( s r c , i); 

} 

} 

SortEm(src); 

II  InvaMdateRectCsrc, NULL, TRUE); 
return  TRUE; 

} 

//  FreeMRKLists 
// 

II  Use  this  routine  to  free  the  MRK  Lists  allocated  during  startup 

void  F reeHRKLi St s C PMRKIN FO  ListHead) 

{ 

PMRKINFO  mrk,oLdmrk; 

mrk=Li stHead; 

whi Le(mrk!=0) 

{ 

oLdmrk=mrk; 
mrk=mrk->next; 
free(oLdmrk) ; 

} 

} 

//  AddMRKLink 
// 

II  Use  this  routine  to  form  MRK  Linked  lists. 

PMRKINFO  AddMRKLinkCPMRKINFO  h e a d , PM R KI N F 0 mrk) 

{ 

mrk->next=head; 
return  mrk; 

> 

//  FilllnPMRK 
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// 

//  Use  this  routine  to  fill  out  a newly  allocated  MRK  structure 

int  Fi I llnPHRKCPGPKey  *key, PMRKI N FO  mrk) 

{ 

s i ze_t  I en; 

char  szKeyldCKEYIDLENGTH]; 
len  = KEYIDLENGTH; 

pgpGetKeySt ri ng( key,  kPG PKe y P r opKey I d , szKeyld,  8len); 
KHConvertStringKeylD  (szKeyld); 
wsprintf(mrk->KeyId,  "0x%s", szKeyld); 

return  TRUE; 

} 

//  GetMRKList 
// 

//  For  each  userlD,  use  this  function  to  form  its  MRK  list 

PHRKINFO  GetHRKLi St (PGPKey  *basekey,  PGPKeySet  *allkeys) 

{ 

PMRKINFO  ret_mrk,mrk; 

PGPError  ret_val; 

PGPKey  *key; 
int  nth; 

n byte  mrkclass; 

ret_nrk=0; 
n t h = 0 ; 

d o 
{ 

ret_val=pgpGetHessageRecoveryKey(basekey, allkeys, nth, &key,8mrkclass, 
nnnnnnnnnn  NULL); 

if(key!=0) 

{ 

mrk  = (PMRKINFO)  mallocC  s i z e o f ( H R KI N F 0 ) ); 

if(mrk!=0) 

{ 

menset(mrk,0x00,sizeofCHRKINFO)); 

Fi  I lInPMRKC  key,mr k) ; 

n n n n m r k->m r kc I a s s = m r k c I a s s ; //  high  bit  on  for  warning 

ret_mrk=AddMRKLi nk( ret_mrk,mrk); 

> 

> 

n t h + + ; 

} while(key!=0); 
return  ret_mrk; 

) 

//  InitAllItems 
// 

//  Must  be  called  before  trying  to  move  anything.  Clears  the  moveme  flag, 
[CCHK:144cf455fae88611b8cc7bbdf8550ff6ef44d2c7c496daaa2266b99264598afd1]: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


494 


Moveltem.c 


//  and  checks  whether  item  is  on  Left  or  right  List 

int  I n i t A L L I t ems ( H WN D Left,HWND  right) 

{ 

LV_ITEM  Lvi; 
int  i Count,  i ; 

PUSERKEYINFO  pui; 

//  How  many  items  are  there? 

iCount  = ListView_GetItemCount(  Left  ); 

//  Loop  through  aLL  the  source  items 
for(  i = 0;  i < iCount;  i++  ) 

{ 

Lvi  .mask  = LVIF_PARAM; 

Lvi.iltem  =i; 

Lvi.iSubItem  = 0; 

ListView_GetItem(  Left,  &Lvi  ); 

pui=(PUSERKEYINFO){Lvi.LParam); 

p u i -> F L a g s &= ( ~ PU I F_HO V EM E ) ; //  Don't  move  unLess  we  match  it 
pui->FLags|=PUIF_LEFTLIST; 

} 

iCount  = Li s t V i e w_G e t I t emC ou n t ( right  ); 

II  Loop  through  aLL  the  source  items 
forC  i = 0;  i < iCount;  i++  ) 

{ 

Lvi. mask  = L\/IF_PARAH; 

Lvi.iltem  = ^ I 

Lvi.iSubItem  = 0; 

L i s t V i e w_G e t I t em ( right,  8Lvi  ); 

pui=(PUSERKEYINFO)(Lvi.LParam); 

pu i -> F L a g s 8= ( “ PU I F_HOV EM E ) ; //  Don't  move  unLess  we  match  it 
pui->FLags8=CPUIF_LEFTLIST); 


> 

return  TRUE; 

> 

//  FindMRK 
II 

II  Find  an  HRK  pui.  But  prefer  to  get  something  in  the  recipient  (Left)  List 
/ / first 

PUSERKEYINFO  FindMRKCHWND  h d L g , PM R KI N F 0 MRK) 

{ 

PUSERKEYINFO  pui; 

pui=(RecGbL(hdLg))->gUserLinkedList; 

[[CHK: 77071 0ff7aa34c7acc8833142233f82ae88338888ff55211abb44761158bdabe9]] 
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whi leCpui !=0) 

{ 

if((pui->FLags&PUIF_LEFTLIST)&&(!strcmp(MRK->KeyId,pui->KeyId))) 
return  pui; 
pui=pui->next; 

> 

pui=(RecGbL(hdLg))->gUserLinkedList; 

while(pui!=0) 

{ 

if(!strcmp(HRK->KeyId,pui->KeyId)) 
return  pui; 
pui=pui->next; 

> 

return  0; 

> 

//  The  FoLLowing  routines  are  based  on  Hark  W.'s  algorithm 

//When  a UserlD  "X"  gets  dragged  over  to  the  Left  side: 
void  D r a g MRKR i g h t To Le f t ( H UN D h d L g , PH RKI N FO  HRK) 

{ 

PUSERKEYINFO  pui; 

whi Le(HRK! =0) 

{ 

i f (pui =Fi ndHRKChd lg,HRK) ) //  Found  it! 

{ 

p u i -> r e f Cou n t ++;  //  No  drag,  but  should  be  there 
n n n i f ( HRK->m r k c I a s s&H RKC L A S S_HO VEU ARN I NG ) 

n n n n pu i -> F L ag s | =PU I F _H RKW ARN PLE AS E ; 

pui->FLags|=PUIF_HOVEHE; 

> 

HRK=HRK->next; 

> 

} 

void  D r a g U s e r XR i g h t To Le f t ( H WN D hd I g , PU S E R KE Y I N F 0 X) 

{ 

X->FLags|=PUlF_HANUALLYDRAGGED;  //  We  manually  dragged  this  entry 
X->refCount++;  //  It  has  priority  for  being  there 

X->FLags|=PUIF_HOVEHE;  //  Hove  it 

n X->FLags&=("PUIF_HRKWARNPLEASE); 

DragHRKRightToLeft(hdLg,X->mrk); 

> 

//When  a UserlD  "X"  gets  dragged  over  to  the  right  side: 
void  DragHRKLef tToRightCHWND  hd L g , PH RKI N F 0 HRK) 

{ 

PUSERKEYINFO  pui; 

whi  le(HRK!=0) 

{ 

i f (pui =Fi ndHRKC hd lg,HRK) ) //  Found  it! 

{ 
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pu i -> r e f C o un t ; //  No  Longer  priority  for  being  there 

pui->FLags&=(~PUIF_HRKWARNPLEASE); 

//  ONLY  if  refcount  <=0 

if  ( ( pu i -> r e f C o u n t <=  0)  8&  ( pu i -> F L a g sSPU I F_ L E FT L I ST  ) ) 

{ 

//  Stick  it  over  there.,  otherwise  no. 
pui->FLags&  = CPUIF_HANUALLYDRAGGED); 

B n a n 

pui->FLags|=PUIF_MOVEHE; 

> 

} 

MRK=MRK->next ; 

} 

} 

void  DragUserXLeftToRight(HWND  hd L g , PU S E RKE Y I N F 0 X) 

{ 

if(X->FLags8PUIF_MANUALLYDRAGGED) 

{ 

DragHRKLeftToRight(hdLg,X->mrk); 

> 

X-> r e f C oun t //  We  had  manually  dragged  it,  reduce  ref  count 
X->FLags8=CPUIF_MANUALLYDRAGGED);  //  No  Longer  dragged  by  hand 
a if(X->FLags8PUIF_MRKWARNPLEASE) 
n { 

n B X->Flags8=(~PUIF_HRKWARNPLEASE); 

B B MRKWarnPLeaseC); 

n > 

X->FLags|=PUIF_HOVEHE; 

> 

void  DragUserXCHWND  h d L g , PU S E R KE Y I N F 0 X,BOOL  LeftToRight) 

{ 

if(LeftToRight) 

DragUserXLeftToRight(hdLg,X); 

else 

DragUserXRightToLeft(hdLg,X); 

} 

//  Ho ve L i s t V i eu I t ems 
// 

//  Use  this  after  the  user  has  selected  items  and  you  want  to  move  them. 
//  Calls  the  functions  above  to  acheive  movement. 

int  Mo ve L i s t V i e w I t ems C H WN D Left,  HWND  right,  BOOL  LeftToRight) 

{ 

LV_ITEM  Lvi; 
int  i Count , i ; 

UINT  uState; 

PUSERKEYINFO  pui; 

HWND  src,dest; 

HWND  hdlg; 

hdLg=GetParent( Left); 
if(LeftToRight) 
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{ 

src=Left; 

dest=right; 

> 

else 

{ 

src=right; 

dest=Left; 

> 

if(  ! L i s t V i e w_G e t S e I e c t e d C ou n t ( src  ) ) 

{ 

return  FALSE;  //  Exit  if  not 

> 

InitALLItemsCLeft, right); 

//  How  many  items  are  there? 

iCount  = L i s t V i e w_Ge t I t emC ou n t ( src  ); 

for(  i = 0;  i < iCount;  i++  ) //  Loop  through  each  item 

{ 

uState  = ListView_GetItemState(  src,  i,  LVIS_SELECTED  ); 

if(  uState  ) //  If  this  item  is  selected  we  wanna  move  it 
{ 

Ivi.mask  = LVIF.PARAH; 

Ivi.iltem  =i; 

Lvi.iSubItem  = 0; 

Li s t V i e w_Ge t I t em ( src,  &Lvi  ); 
pui=(PUSERKEYINFO)(Lvi.LParam); 

DragUserX(hdlg,pui,LeftToRight); 

> 

> 


HoveMarkedItems(src,dest); 
return  TRUE; 

> 

int  I n i t i a L Mo ve Li s t V i e w I t ems ( H WN D Left,  HWND  r i g h t , PU S E RKE Y I N F 0 pui) 

HWND  src,dest; 

HWND  hdlg; 

hdLg=GetParent( Left); 

src=right; 

dest=Left; 

InitALlItemsCLeft, right); 

whi LeCpui  !=0) 

{ 

if(pui->FLags8PUIF_HATCHEDWITHRECIPIENT) 

{ 
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DragUserXChdLg,pui, FALSE); 

> 

pui=pui->next; 

} 

MoveMarkedItems(src,dest); 
return  TRUE; 
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/* 

* Moveltem.h  List  View  movement  routines  that  support  HRK 

★ 

* These  routines  use  the  algorithm  developed  by  Hark  W.  to  support  HRK 

★ 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

PMRKINFO  GetMRKLi St ( PGPKey  *basekey,  PGPKeySet  *allkeys); 
void  F r e eMRKL i s t s ( PH RKI N F 0 ListHead); 

int  MoveListViewItemsCHWND  left,  HWND  right,  BOOL  LeftToRight); 
int  Ho veMa r ked 1 t ems ( H W N D src,  HWND  dest); 

int  I n i t i a I Ho ve L i s t V i e w 1 1 ems ( H WN D left,  HWND  r i g h t , PU S E R KE Y I N F 0 pui); 
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/* 

* OwnDraw.c  ListView  draw  routines  to  a c c omm i d a t e i t a L i c s / s t r i keou t 

* 

* These  routines  use  the  ounerdraw  characteristic  of  the  standard 

* Listview  to  provide  custom  drawing  routines. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

#incLude  "precomp. h" 

void  C r ea t e D r a w E L erne n t s ( H WN D hwnd) 

{ 

DWORD  rgb; 
int  r,g,b; 

C Re c G b L ( h wnd ) ) ->g _ s t d ba r b r u s h = 

CreateSoLidBrush  (GetSysCoLor  ( C 0 LO R_3 D S H A DO W ) ) ; 

( Re c G b L ( h wn d ) ) ->g _ s p c ba  r b r u s h = 

CreateHatchBrushCHS_BDIAGONAL,  GetSysCoLor  (C0L0R_WIND0W)); 

( Re cGb L ( h wnd ) ) ->g_s e L t ex t pen  = 

CreatePen  (PS_S0LID,  0,  GetSysCoLor  (COLOR_WINDOWTEXT)); 

C Re c G b L C h wnd ) ) ->g _u n s e L t e X t pe n = 

CreatePen  (PS_S0LID,  0,  GetSysCoLor  CCOLOR_WINDOW)); 

rgb  = GetSysCoLor  ( C0L0R_BTN F AC E ) ; 
r = GetRVaLue  (rgb); 
r = 255  - ((255  - r)/2); 
g = GetGVaLue  (rgb); 
g = 255  - ((255  - g)/2); 
b = GetBVaLue  (rgb); 
b = 255  - ((255  - b)/2); 

( Re cGb L ( h wnd ) ) ->ba r bgb ru s h = CreateSoLidBrush  (RGB  (r,g,b)); 

(RecGbL(hwnd))->HighBrush=CreateSoLidBrush(GetSysCoLor(COLOR_HIGHLIGHT)); 

(RecGbL(hwnd))->BackBrush=CreateSoLidBrush(GetSysCoLor(COLOR_WINDOW)); 

} 

void  De L e t e D ra wE L emen t s ( H WN D hwnd) 

{ 

DeLeteObject((RecGbL(hwnd))->g_stdbarbrush); 

DeLeteObject ( (RecGb  L (hwnd) )->g_spcbarbrush) ; 

DeLeteObject( (RecGb  L (hwnd) )->g_seLtextpen)  ; 

DeLeteObject( (RecGbL (hwnd) )->g_unse  Ltextpen) ; 

DeLeteObject ( (RecGbL (hwnd) )->barbgbrush) ; 

DeLeteObject((RecGbL(hwnd))->HighBrush); 

DeLeteObject((RecGbL(hwnd))->BackBrush); 

} 

void  DrawBar(HWND  hwnd,HDC  hdc,RECT  *ptrBarRect, 

int  D a t a Va L u e , i n t Ma x Va L u e , BOO L SeLected) 

{ 

R E C T r c ; 

HBRUSH  oLdbrush, barbrush; 

HPEN  oLdpen; 

COLORREF  oLdbkcoLor; 
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CopyRect(&rc,ptrBarRect); 


if(SeLected) 


{ 


> 


FiLLRect  Chdc,  &rc,  (RecGbL(hwnd))->HighBrush); 

oLdpen  = SeLectObject  (hdc,  ( Re c G b L ( h wnd ) ) ->g_u n s e L t ex t pen ) ; 


else 

{ 

FiLLRect  (hdc,  &rc,  ( R e c G b L C h wnd ) ) ->Ba c kB r u s h ) ; 

oldpen  = SeLectObject  (hdc,  (RecGbL(hwnd))->g_seLtextpen); 

> 


oLdbrush  = SeLectObject  (hdc,  ( Re c G b L ( h wn d ) ) ->ba rbg b r u s h ) ; 

rc.top+=5; 
rc.  Left  + = 5; 
rc.bottom-=5; 
rc. right-=5; 

if  (rc. right  > rc.Left) 

{ 

Rectangle  Chdc,  rc.Left,  rc.top,  rc. right,  rc. bottom); 

> 


SeLectObject  (hdc,  oLdbrush); 

SeLectObject  (hdc,  oldpen); 

if  (DataVaLue  > MaxVaLue) 

{ 

barbrush  = ( Re c G b L ( h wnd ) ) ->g _ s p c ba r b r u s h ; 

> 

else 

{ 

barbrush  = (RecGbL(hwnd))->g_stdbarbrush; 
rc. right  = rc.Left  + 

( i n t ) ( ( ( f L oa t ) Da t a Va L ue  / ( f L oa t ) Ha x Va I ue ) 
* (fLoat)(rc.right-rc.Left)); 

> 


rc . top++; 
rc . L ef  t++ ; 
rc . bottom — ; 

if  (rc. right  > rc.Left) 

{ 

rc. right--; 

oLdbkcoLor=SetBkCoLor(hdc,GetSysCoLor  (C0L0R_3DSHAD0W)); 
FiLLRect  (hdc,  &rc,  barbrush); 

SetBkCoLor(hdc,oLdbkcoLor)  ; 

> 


// 

// 


OwnerDraw_CreateDragImage 
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//  This  routine  replaces  Li s t V i ew_C r ea t e D r ag Ima ge  since  that  routine 
II  breaks  (doh!)  under  ounerdraw.  It  returns  an  himagelist  associated 
//  with  the  selected  item  and  mimics  the  L i s t V i e w_ C r ea t e D r a g I ma g e 
//  routine 

HBITMAP  Owne r D r a w_C r ea t e D r ag I mage ( HUND  hwnd,int  selitem) 

{ 

DRAWITEMSTRUCT  Drawitem; 

HOC  hdc,hdcMem; 

HBITMAP  hBmp; 

RECT  rcEnt  ry; 
i nt  dx,dy; 

ListView_GetItemRect(hwnd, selitem, 8rcEntry,LVIR_B0UNDS); 
dx  = rcEntry. right-rcEntry.  left; 
dy=rcEntry.bottom-rcEntry.top; 

hdc=GetDC(hund); 

hdcMem=CreateCompatibleDCChdc); 

hBmp=CreateCompatibleBitmap(hdc,dx,dy); 

ReleaseDC(hwnd,hdc); 

SelectObjectChdcHem,hBmp); 

Drawitem. CtlType=ODT_LISTVIEW; 

D r a w 1 1 em . C t 1 1 D = 0 ; //  Don't  really  need  this 
Drawitem. i temID=seli tern; 

Drawitem. i temActi on=ODA_DRAWENTIRE; 

Drawitem. i temState=0;  //  No  highlights  or  anything 
Drawitem. hwndltem=hwnd; 

Drawitem. hDC=hdcHem; 

Drawitem. rcitem. left=0; 

Drawitem. rcitem. top=0; 

Drawitem. rcitem. right=dx; 

Drawitem. rcitem. bottom=dy; 

D r a w I t em . i t emD a t a =0 ; / / IParam  taken  care  of  in  DrawLVitem 

FillRect(hdcHem,&DrawItem. rcitem, (RecGbl(GetParent<hwnd)))->BackBrush); 

DrawLi stVi ewItemCSDrawItem) ; 

DeleteDC(hdcMem); 

return  hBmp; 

} 

// 

//  DrawLi stVi ewitem 
// 

//  This  routine,  given  a standard  Windows  LP D R A W I T EM S TRU C T , draws  the 
//  elements  of  our  custom  listview  (adapted  from  a routine  in  the  Microsoft 
//  Knowledge  base) 

// 

void  D r a w L i s t V i e w 1 1 em ( LP D R AW  I T EM  ST R U C T IpDrawItem) 

{ 

HIMAGELIST  himl; 

LV_ITEM  Ivi; 

int  cximage  = 0,  cylmage  = 0; 
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RECT  rcCLip; 
int  iColumn  = 1; 

UINT  uiFLags  = I LD_TR AN S P A R E NT ; 
PUSERKEYINFO  pui; 

HFONT  oLdFont; 

HUND  hdlg; 
int  width; 

hdLg=GetParent(lpDrawItem->hwndItem); 


//  Get  the  item  image  to  be  displayed 

Lvi.mask  = LVIF_IMAGE  | LVIF_STATE  | LVIF_PARAH; 

Lvi.iltem  = L p D r a w I t em-> i t em I D ; 

Lvi.iSubItem  = 0; 

if(ListView_GetItem(LpDrawItem->hwndItem,  8Lvi )==FALSE) 

return;  //  just  in  case  we  start  drawing  while  we're  half  setup 

II  (This  breaks  in  3.1,  maybe  not  Win32,  but  just  in  case) 

//  Check  to  see  if  this  item  is  selected 
if  ( I p D r a w 1 1 em-> i t emS t a t e S 0 D S_ S E LE C T E D ) 

{ 

//  Set  the  text  background  and  foreground  colors 

SetTextColor(lpDrawItem->hDC,  GetSysColor(COLOR_HIGHLIGHTTEXT)); 
SetBkColor(lpDrawItem->hDC,  GetSysColor(COLOR_HIGHLIGHT)); 

//  Also  add  the  ILD_BLEND50  so  the  images  come  out  selected 
uiFlags  |=  ILD_BLEND50; 

} 

else 

{ 

//  Set  the  text  background  and  foreground  colors  to  the 
//  standard  window  colors 

SetTextColorC lpDrawItem->hDC,  GetSysColor(COLOR_WINDOWTEXT)); 
SetBkColorC lpDrawItem->hDC,  GetSysColor(COLOR_WINDOW) ); 

> 

//  Get  the  image  list  and  draw  the  image 

himl  = L i s t V i e w_G e t I ma g e Li s t ( I p D r a w I t em-> h wn d I t em,  LV S I L_SH A LL ) ; 

if  (himl) 

{ 

Image  Li s t _D ra w ( h i m I , Ivi.ilmage,  I p D r a w 1 1 em->h D C , 

lpDrawItem->rcItem.  left,  lpDrawItem->rcItem.top, 
ui  Flags); 

//  Find  out  how  big  the  image  we  just  drew  was 

cxlmage=cylmage=16; 

lpDrawItem->rcItem.left+=cxImage; 

> 

//  Calculate  the  width  of  the  first  column  after  the  image  width.  If 
//  There  was  no  image,  then  cximage  will  be  zero. 
width=ListView_GetColumnWidth(lpDrawItem->hwndItem,0); 
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//  Set  up  the  new  clipping  rect  for  the  first  column  text  and  draw  it 
rcClip.left  = I p D r a wl t em-> r c I t em . I e f t ; 

rcClip. right  = I p D r a w I t em-> r c I t em . I e f t + width  - cximage; 
rcClip.top  = I p D r a w 1 1 em-> r c 1 1 em . t o p ; 
r c C I i p . bo 1 1 om  = I p D r a w 1 1 em-> r c 1 1 em . bo 1 1 om; 

pui=(PUSERKEYINFO)(lvi.lParam); 

oldFont=SelectObject(lpDrawItem->hDC,(RecGbl(hdlg))->g_hTLFont); 

i f ( (pui->Flags&PUI F_N0TF0UND)8&( (pui->Flags&PUIF_MULTIPLEFOUND)==0) ) 
oldFont=SelectObject(lpDrawItem->hDC, 

(RecGbl(hdlg))->g_hTLFontStrike); 

DrawItemColumn(lpDrawItem->hDC,pui->UserId, 

SrcClip); 

width  = Li stView_GetColumnWidthC  lpDrawItem->hwndItem,1 ); 

rcClip.left  = r c C I i p . r i g h t ; 
rcClip. right  = rcClip. right  + width; 

DrawBarChdlg, 

lpDrawItem->hDC,&rcClip,pui->Validity, 

2,(lpDrawItem->itemState  & ODS_SELECTED)); 

width=ListView_GetColumnWidth(lpDrawItem->hwndItem,2); 

rcClip.left  = r c C I i p . r i g h t ; 
rcClip. right  = rcClip. right  + width; 

DrawBarChdlg, 

lpDrawItem->hDC, SrcClip, pui->Trust, 

2, ( lpDrawItem->i temState  8 0 D S _ S E L E CT E D ) ) ; 

width=ListView_GetColumnWidth(lpDrawItem->hwndItem,3); 

rcClip.left  = r c C I i p . r i g h t ; 
rcClip. right  = rcClip. right  + width; 

DrawItemColumnC lpDrawItem->hDC,pui->szSi ze, 

SrcClip); 

rcClip.left  = I p D r a w I t em-> r c I t em . I e f t ; 

//  If  we  changed  the  colors  for  the  selected  item,  undo  it 
if  ( I p D r a w I t em-> i t emS t a t e 8 0 D S _S E L E CT E D ) 

{ 

//  Set  the  text  background  and  foreground  colors 
SetTextColorC lpDrawItem->hDC,  GetSysColor(COLOR_WINDOWTEXT) ) ; 
SetBkColor(lpDrawItem->hDC,  GetSysColor(COLOR_WINDOW)); 

> 

//  If  the  item  is  focused,  now  draw  a focus  rect  around  the  entire  row 
if  ( I p D r a w I t em-> i t emS t a t e 8 0DS_F0CUS) 

{ 

//  Draw  the  focus  rect 

DrawFocusRectC lpDrawItem->hDC,  SrcClip); 
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> 

SeLectObject(LpDrawItem->hDC,oLdFont); 

return; 

} 


II  Drawl t emCo  L umn 
// 

//  Given  a clipping  rectange  and  some  text,  see  how  well  we  can  fit 
//  it  in  there,  and  tack  on  ...  if  we  can't 

void  D r a wl t emC o L umn ( H DC  hdc,  LPTSTR  Lpsz,  LPRECT  prcCLip) 

{ 

TCHAR  s z S t r i ng C 2 5 6 3 ; 

//  Check  to  see  if  the  string  fits  in  the  clip  rect.  If  not,  truncate 
//  the  string  and  add 
I s t r c py ( s z S t r i n g , Lpsz); 

CaLcStringELLipsisChdc,  szString,  256,  prcCLip->right  - prcCLip->Left); 
//  print  the  text 

Ex t Tex t Ou t ( hd c , p r c C L i p-> L e f t + 2,  prcCLip->top  + 1, 

ETO_CLIPPED  I ET0_0PAQUE, 

prcCLip,  szString,  L s t r L e n ( s z S t r i ng ) , NULL); 

} 


//  Ca L c S t r i ng E L L i ps i s 
// 

//  Trial  and  error  routine  used  to  see  where  to  put  the  ...  in  our  string 
//  to  make  it  fit  within  a clipping  rectangle. 

BOOL  Ca L c S t r i ng E L L i ps i s ( H DC  hdc,  LPTSTR  LpszString, 

int  cchMax,  UINT  uCoLWidth) 

{ 

const  TCHAR  szElLipsisCD  = TEXTC"..."); 

SIZE  sizestring; 

SIZE  sizeELLipsis; 
int  cbString; 

LPTSTR  IpszTemp; 

BOOL  fSuccess  = FALSE; 

BOOL  fOnce  = TRUE; 

FARPROC  pGetTextExtentPoint; 

if  (fOnce) 

{ 

fOnce  = FALSE; 

pGetTextExtentPoint  = &GetTextExtentPoint; 

} 

//  Adjust  the  column  width  to  take  into  account  the  edges 
uCoLWidth  -=  4; 

{ 
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//  Allocate  a string  for  us  to  work  with.  This  way  we  can  mangle  the 
//  string  and  still  preserve  the  return  value 
IpszTemp  = (LPTSTR)  pg pM e mA I I o c ( c c hMa x ) ; 

IstrcpyllpszTemp,  IpszString); 


II  Get  the  width  of  the  string  in  pixels 
cbString  = I s t r I e n ( I p s z T emp ) ; 

(pGetTextExtentPoint)(hdc,  IpszTemp,  cbString,  &sizeString); 

//  If  the  width  of  the  string  is  greater  than  the  column  width  shave 
//  the  string  and  add  the  ellipsis 
if  ( ( U LONG ) s i z e S t r i n g . c X > uColWidth) 

{ 

( pGe t Tex t Ex t en t Po i n t ) ( hd c , szEllipsis,  I s t r I e n ( s z E I I i p s i s ) , 

SsizeEllipsis); 


while  (cbString  > 0) 

{ 

IpszTempC — cbStringT  = 0; 

! ( pGe t T e X t Ex t e n t Po i n t ) ( h d c , IpszTemp,  cbString,  & s i z e S t r i n g ) ; 


> 


if  ( ( U LONG ) ( s i z e S t r i ng . c X + s i z e E I I i p s i s . c x ) <=  uColWidth) 

{ 

//  The  string  with  the  ellipsis  finally  fits,  now  make  sure 
//  there  is  enough  room  in  the  string  for  the  ellipsis 
if  (cchMax  >=  (cbString  + I s t r I e n ( s z E I I i p s i s ) ) ) 

{ 

//  Concatenate  the  two  strings  and  break  out  of  the  loop 
lstrcat(lpszTemp,  szEllipsis); 

I s t r c py ( I p s z S t r i ng , IpszTemp); 

fSuccess  = TRUE; 

break; 


else 

{ 

//  No  need  to  do  anything,  everything  fits  great. 
fSuccess  = TRUE; 

} 


//  Free  the  memory 
pgpFree( IpszTemp); 
return  (fSuccess); 


//  Ma i n_0n D r a w I t em 
// 

//  Entry  function  for  the  message  handler.  Basically,  we  want  to  draw 
//  the  whole  thing  no  matter  what. 

BOOL  Mai n_OnDrawItem(HWND  hwnd,  const  D R A W I T E H S T RU C T * IpDrawItem) 


//  Hake  sure  the  control  is  the  listview  control 
[[CHK:9603322dd283b522824660508aa061a3d4313fd6e88383ddd900775ccbe69096f:] 


507 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


Own  Draw,  c 


if  ( lpDrawItem->Ct LType  !=  0 DT_ LI  ST V I E W ) 
return  FALSE; 

switch  ( L pD  r a wl  t eni->  i t emAc  t i on  ) 

{ 

case  ODA_DRAWENTIRE : 
case  ODA_FOCUS: 
case  ODA_SELECT: 

DrauLi stVi ewItemC (LPDRAWITEHSTRUCT) LpDrawItem)  ; 
break; 

} 

return  TRUE; 

> 

//  Ma i n_OnHe a s u r e I t em 
// 

//  Entry  function  for  the  message  handler.  We  need  to  get  the  width  and 
//  height  of  the  font  we're  using. 

void  Ma i n_0nH ea s u r e I t em ( H WN D hwnd,  M E AS U R E I T E H ST R U CT  * L pHe a s u r e I t em ) 

TEXTMETRIC  tm; 

HOC  hdc; 

HWND  hwndLV; 

HFONT  hFont; 

//  Make  sure  the  control  is  the  listview  control 
if  ( I pMea s u r e 1 1 em->C 1 1 Ty pe  !=  0 DT_L1 ST V I E W ) 
return; 

//  Get  the  handle  of  the  ListView  control  we're  using 
hwndLV  = Ge t D I g 1 1 em( hwnd , I pMea s u r e 1 1 em-> C t 1 1 D ) ; 

//  Get  the  font  the  control  is  currently  using 

hFont  = (HFONT)  (DWORD)  S e ndMe s s a g e ( h wnd LV , WM_GETFONT,  0,  0L); 

//  Set  the  font  of  the  DC  to  the  same  font  the  control  is  using 
hdc  = GetDC(hwndLV); 

SelectObject(hdc,  hFont); 

//  Get  the  height  of  the  font  used  by  the  control 
if  ( ! Ge t Tex t Me t r i c s ( hd c , &tm)) 
return; 

//  Add  a little  extra  space  between  items 
lpMeasureItem->i temHei ght  = tm.tmHeight  + 1; 

//  Make  sure  there  is  enough  room  for  the  images  which  are  CY_SMICON  high 
if  ( I pMea su r e I t em-> i t emH e i g h t < (CY_SMICON  + 1)) 

I pMea s u r e I t em-> i t emH e i g h t = CY_SMICON  + 1; 

II  Clean  up 

Re  I ea s e D C ( h wnd L V , hdc); 

} 
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/* 

* OwnDraw.c  ListView  draw  routines  to  accommidate  i t a L i c s / s t r i ke ou t 

* 

* These  routines  use  the  ownerdraw  characteristic  of  the  standard 

* Listview  to  provide  custom  drawing  routines. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

#define  CX_SMIC0N  16  //  Size  of  the  small  images 

#define  CY_SMIC0N  16 

HBITMAP  0 wn e r D r a w_C r ea t e D r a g I ma g e ( H WN D hwnd,int  selitem); 
void  DrawListViewItem(LPDRAWITEHSTRUCT); 

BOOL  Ca  I c S t r i ng E I I i ps i s ( H D C hdc,  LPTSTR  IpszString, 

int  cchMax,  DINT  uColWidth); 

void  DrawItemColumnCHDC  hdc,  LPTSTR  Ipsz,  LPRECT  prcClip); 

BOOL  Mai n_OnDrawItemC HWND,  const  D R AW  I T E M ST RU CT  * ) ; 
void  Ma i n_0nM e a s u r e I t em C H WN D , M E A S U R E I T E M ST RU CT  *); 
void  C r ea t e D r a w E I erne n t s ( H WN D hwnd); 
void  DeleteDrawElementsCHWND  hwnd); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//  VERSIONINFO  structure  which  a u t oma t i c a L L y incLude  version 
//  string  from  PGPversion.h 
// 

^incLude  <winver.h> 

#incLude  ". .\incLude\pgpversion.h" 


// 

//  Version 
// 


VS_VERSION_INFO  VERSIONINFO 
FILEVERSION  PGPVERSIONHAJOR,PGPVERSIONMINOR,0,0 
PRODUCTVERSION  PGPVERSIONHAJOR,PGPVERSIONMINOR,0,0 
FILEFLAGSMASK  VS_FFI_FILEFLAGSHASK 
#ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 
#e  L se 

FILEFLAGS  0x0L 
# e n d i f 

FILEOS  VOS UIND0WS32 

FILETYPE  VFT_DLL 
FILESUBTYPE  VFT2_UNKN0WN 
BEGIN 

BLOCK  "StringFiLeInfo" 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  "CompanyName",  PGPCOHPANYNAHE 

VALUE  " F i L e De s c r i p t i on  " , "PGP  Recipient  DiaLog\0 

VALUE  " Fi LeVersi on",  PG PV E R S I ON  ST R I NG 

VALUE  "InternaLName",  "PGPrecipientdLg\0" 

VALUE  "LegaLCopyright",  PGPCOPYRIGHT 
VALUE  "LegaLTrademarks",  PGPTRADEHARKS 
VALUE  "OriginaLFiLename",  "PGPrecip.dLL\0" 

VALUE  "ProductName",  PGPPROOUCTNAME 
VALUE  "ProductVersion",  PG PV ER S I ON STR I NG 

END 

END 

BLOCK  "VarFiLeInfo" 

BEGIN 

VALUE  " Translation",  0x409,  1200 

END 

END 
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//Microsoft  Developer  Studio  generated  resource  script. 

// 

#incLude  " resource. h" 

#define  APSTUDIO_READONLY_SYMBOLS 
// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 

// 

#incLude  "afxres.h" 

///////////////////////////////////////////////////////////////////////////// 
#undef  APSTUDIO_READONLY_S YMBOLS 


//  English  (U.S.)  resources 

#if  !def ined(AFX_RESOURCE_DLL)  ||  def i ned ( A FX_TARG_ENU ) 

#ifdef  _WIN32 

LANGUAGE  L ANG_ E NG L I S H , S UB L A NG_ E NG L I S H_ U S 
#pragma  code_page ( 1 252 ) 

#endif  //_WIN32 

///////////////////////////////////////////////////////////////////////////// 

// 

//  Dialog 
// 


IDD_RECIPIENTDLG  DIALOGEX  0,  0,  328,  236 
STYLE  WS_P0PUP  I WS_CAPTION  | WS_SYSHENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "Recipient  Selection  Dialog" 
CLASS  "PGPreci  pC  lass" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 


WS  THICKFRAHE 


DEFPUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

CONTROL 


CONTROL 


CONTROL 


GROUPBOX 


" OK", I D0K,1 57,21 5,50,14 

"Cancel",IDCANCEL,214,215,50,14 

"Help",IDHELP,271,215,50,14 

"List1",IDC_USER_ID_LIST,"SysListView32",LVS_REP0RT  | 
LVS_SHAREIHAGELISTS  | LV S_0 WN E R D R AW F I X E D | WS_BORDER  | 
WS_TABST0P,7,18,314,94,WS_EX_CLIENTEDGE 

"List2",IDC_RECIPIENT_LIST,"SysListView32",LVS_REPORT  | 
LVS_SHAREIHAGELISTS  | LV S_0 WN E R D R AW F I X E D | WS_BORDER  | 
WS_TABST0P,7,127,314,79,WS_EX_CLIENTEDGE 

"Text  Output",IDC_CHECK_ASCII, "Button", BS_AUTOCHECKBOX  | 
WS_TABST0P,13,218,57,11 

"Options",IDC_STATIC_OPTIONS_GROUP,7,209,138,20,BS_LEFT 


END 


IDD_WARNINGDLG  DIALOG  DISCARDABLE  0,  0,  226,  106 
STYLE  DS_HODALFRAME  | DS_CENTER  | WS_P0PUP  | WS_CAPTION 
CAPTION  "PGP  5.0  Warning" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

"OK",IDOK,51,88,50,14 
"Cancel",IDCANCEL,109,88,50,14 
"Help",IDHELP,169,88,50,14 
"Static",IDC_STATIC,7,7,212,75 


WS  SYSMENU 


DEFPUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

GROUPBOX 
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CONTROL  "Never  Show  Me  This  Warning  Aga i n " , I D C _ W A R N C H E C K, 

"Button",BS_AUTOCHECKBOX  | W S_T AB S TO P, 1 3 , 7 , 1 3 1 , 1 0 
LTEXT  "Sample  Warning  T ex t " , I D C _ W A RN I NGT E XT , 1 5 , 2 5 , 1 95 , 47 

END 


// 

//  DESIGNINFO 
// 


#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_RECIPIENTDLG,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  321 
TOPMARGIN,  7 
BOTTOMMARGIN,  229 

END 


IDD_WARNINGDLG,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTHARGIN,  219 
TOPMARGIN,  7 
BOTTOMMARGIN,  102 

END 

END 

#endif  //  APST U D I 0_ I N VOKE D 


#ifdef  APSTUDIO_INVOKED 
// 

//  TEXTINCLUDE 
// 


1  TEXTINCLUDE  DISCARDABLE 
BEGIN 

" resource. h\0" 

END 


2  TEXTINCLUDE  DISCARDABLE 
BEGIN 

"#include  ""afxres.h""\r\n 
"\0" 

END 


3  TEXTINCLUDE  DISCARDABLE 
BEGIN 

"^include  ""PGPrecV. rc""\r\n 
"\0" 

END 


#endif  //  APST U D I 0_ I N VOKE D 
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///////////////////////////////////////////////////////////////////////////// 

// 

II  Bitmap 
// 


I DB_VALRSA 

IDB_VALDSA 

IDB_UNKNOIilN 

IDB_HULTDSA 

IDB_MULTRSA 


BITMAP  DISCARDABLE 
BITMAP  DISCARDABLE 
BITMAP  DISCARDABLE 
BITMAP  DISCARDABLE 
BITMAP  DISCARDABLE 


resWvaLrsa.bmp" 
resWva  Ldsa  . bmp" 
resWunknown.bmp 
resWmuLtdsa  . bmp 
res\\muLtrsa . bmp 


// 

II  Icon 
// 


//  Icon  with  Lowest  ID  value  placed  first  to 
//  remains  consistent  on  all  systems. 
IDI_DLGICON  ICON  DISCARDABLE 

#endif  //  English  (U.S.)  resources 


ensure  application  icon 
"resWdlgicon.ico" 


#ifndef  APS T U D I 0_ I N VOKE D 
// 

//  Generated  from  the  TEXTINCLUDE  3 resource. 
// 

//include  "PGPrecV.rc" 


//endi  f 


//  not  APSTUDIO  INVOKED 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*:  PG PRcpt D L g He L p . h - defines  constants  for  heLp  fiLe  */ 

//  Rec  DLg  has  heLp  IDs  ranging  from  3000-3999 


^define  I D H_ I D D_ R E C I P I E NT D LG  3000 
^define  IDH_IDCANCEL  3001 
^define  I DH_I DC_C H E CK_ AS C 1 1 3002 
^define  I DH_ I D C_C H E C K_ S I G_ F I L E 3003 
^define  I DH_ I D C_ E D I T_P AS S PH R A S E 3004 
^define  I DH_ I D C _P ROG R E S S_ V A LI D I T Y 3005 
^define  I DH_I D C_R E C I PI ENT_LI ST  3006 
^define  I D H_ I D C _U S E R_ I D_ LI  ST  3007 
#define  IDH_ID0K  3008 
^define  I D H_R S A D S AR E C W A R N I NG  3009 
#define  IDH_RSADSASIGUARNING  3010 
#define  I D H_ I D C_ H I D ET YP I NG  3011 
^define  I D H_ I D C_ S I G N C OHBOBOX  3012 
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/* 

* RecKeyDB.c  Routines  needed  to  fetch  and  match  keys 

★ 

* Most  of  the  calls  to  PGPKeyDB  lib  are  isolated  here.  The  keys  are 

* read  in  from  disk,  and  matches  are  attempted. 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

*/ 

^include  "precomp. h" 

BOOL  Ad d L i n ke d L i s t t o L i s t V i e w ( H WN D h wnd L i s t , PU S E RK E Y I N F 0 Head) 

{ 

PUSERKEYINFO  pui; 
int  image, result; 

pui=Head; 

whi leCpui !=0) 

{ 

if(pui->Algorithm==PGP_PKALG_RSA) 

{ 

image=(RecGbl(GetParent(hundList)))->g_ValRSA; 

if(pui->Flags&PUIF_MULTIPLEFOUND) 

image=CRecGbl(GetParent(hwndList)))->g_HultRSA; 

} 

else 

{ 

image=CRecGbl(GetParentChwndList)))->g_ValDSA; 

ifCpui->Flags&PUIF_HULTIPLEFOUND) 

image=CRecGblCGetParent(hwndList)))->g_MultDSA; 

> 

if ((pui ->FlagsaPUIF_N0TF0UND)8i&((pui->Flags&PUIF_MULTIPLE FOUND )==0)) 
{ 

image=(RecGbl (GetParent(hwndLi st ) ) )->g_Unknown; 

> 

r e su 1 1 = AddLi s t V i ewi t em ( h wnd Li s t , image,  pui->UserId,  ( LPARAH ) pu  i ) ; 
pui=pui->next; 

} 

//  vErrorOut(fg_yellow," Added  all\n"); 

return  TRUE; 

> 

UINT  KMConvert F romPGPVa I i di ty  (UINT  u PG P Va I i d i t y ) { 
switch  ( u PG P Va I i d i t y ) { 
case  PGP_VALI DITY_UNKNOWN  : 
case  PGP_VALIDITY_INVALID  : 

//  case  PGP_VALI DITY_UNTRUSTED  : 

return  0; 

case  PGP_VALI DITY_MARGINAL  : 
return  1; 

case  PGP_VALI DITY_COHPLETE  : 
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return  2; 

> 

} 

DINT  KM C on ve r t F r omPG PT r u s t (DINT  uPGPTrust)  { 
switch  (uPGPTrust  & PGP_KE YTRUST_MASK)  { 
case  PGP_KEYTRUST_UNDEFINED  : 
case  PGP_KEYTRUST_UNKNOWN  : 
case  PGP_KEYTRUST_NEVER  : 
return  0; 

case  PGP_KEYTRUST_MARGINAL  : 
return  1; 

case  PGP_KEYTRUST_COHPLETE  : 
return  2; 

case  PGP_KEYTRUST_ULTIMATE  : 
return  3; 

> 

> 

int  Fi  L LInPUKPGPKey  * key  , PG  PU  s e r I D *u  s e r I D , PU  S E R KE  Y I N FO  pui) 

{ 

si ze_t  Len; 

char  szKeyIdCKEYIDLENGTH]; 
unsigned  char  bAxiomatic; 

pui->FLags=0; 

pui->refCount=0; 

Len  = USERIDLENGTH; 

pg  pGe  t U s e r I D S t r i n g ( u s e r I D , kPG  PL)  s e r I D P r opNa  me  , pui->UserId,  8Len); 
pu i ->U s e r I d C L en D = 0x00; 

Len  = KEYIDLENGTH; 

pgpGetKeyStringCkey,  kPGPKeyPropKeyld,  szKeyld,  &Len); 
KHConvertStringKeylD  (szKeyld); 
wsprintf(pui->KeyId,  "0x%s",szKeyId); 

pgpGetUserlDNumberCuserlD,  kPGPUserlDPropVaLidity,  8(pui->VaLidity)); 
pui->VaLidity=  KHConvertFromPGPVaLidity(pui->VaLidity); 

pg pGe t Key N umbe r ( key , kPG PKey P r opT r u s t Va L , 8 ( pu i ->T r u s t ) ) ; 

pui->Trust=  KMConvertFromPGPTrust  (pui->Trust); 

pgpGetKeyBooLean  (key,  kPGPKeyPropIsAxiomatic,  8bAxiomatic); 

if  (bAxiomatic) 

{ 

pui->Trust  = 

KMConvertFromPGPTrust  ( PG P_KE YT RU ST_U LT I M AT E ) + 1; 
pui ->Va  L i d i t y = 

KMConvert FromPGPVa L i di ty  ( PG P_ V A LI D I T Y_COM P LET E ) + 1; 

> 

pg pG e t Key Numb e r (key,  kPG PKey P r op A L g I d , 8 ( pu i -> A L g o r i t hm ) ) ; 

//  (fg_white,  "Reading  in:  %s  %s\n",  pui ->KeyId, pui -> Userid); 
return  TRUE; 
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> 

PUSERKEYINFO  A d d L i n k ( P U S E R K E Y I N F 0 h e a d , PU S E R KE Y I N F 0 pui) 

{ 

pui->next=head; 
return  pui; 

> 

void  GetUserCchar  *Re c i p i e n t L i s t , c h a r *User,int  UserNumber) 

{ 

int  index; 
int  start; 
int  end; 
int  Listindex; 

i ndex=0; 

Li stlndex=0; 

whi Le(RecipientListCindex]!=0) 

{ 

if(ListIndex  = = UserNuiiiber) 
break; 

if(RecipientListCindex]=='\n') 

Li  stlndex  + + ; 

i n d e X + + ; 

} 

start=index; 

whiLe((RecipientListCindex]!='\n')&8(RecipientListCindex]!=0)) 

{ 

i nd  e X + + ; 

> 

end=index; 

memcpy(User,&RecipientListCstart], end-start); 

UserCend-startIl  = 0; 

} 

PUSERKEYINFO  AddOn e N o t F ou nd ( c h a r *R e c i p i e n t Li s t , PU S E RKE Y I N F 0 *HeadUserLL, 
n n n n n n n int  index, int  flags) 

{ 

char  UserC2563; 
n PUSERKEYINFO  pui; 

GetUserCRecipientList, User, index); 

pui  = (PUSERKEYINFO)  maLLoc(  s i z eo f ( U S E RKE Y I N F 0 ) ); 

memset  (pui, 0x00, sizeof(USERKEYINFO)); 

strcpy(pui->UserId,User); 
strcpy(pui->KeyId,""); 
strcpy(pui->szSize,""); 
pui->\/aLidity  = 0; 
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pui->ALgori thm=PGP_PKALG_RSA; 
pui->Flags=fLags; 

return  AddLink(*HeadUserLL,pui ); 

> 

int  S t 1 c kl nUnf oundU se r Name s ( c ha r * R e c i p i en t Li s t , i n t NumRe c i p i e n t s , 

PUSERKEYINFO  * Re c i p i en t C h e c k , 

PUSERKEYINFO  *HeadUserLL) 

{ 

int  i ndex , R e t u r n Va L u e ; 

if((RecipientList=  = 0)  | | (NumRecipients  = = 0)) 
return  FALSE; 

Return\/aLue  = TRUE; 

for(index=0;index<NumRecipients;index++) 

{ 

if(RecipientCheckCindex]==0) 

{ 

*HeadUserLL=AddOneNotFound(RecipientList,HeadUserLL, index, 
n n n n n n n PUIF_NOTFOUND|PUIF_HATCHEDWITHRECIPIENT); 

Re t u r n Va L u e= F A LS E ; //  Not  all  matched! 

} 

> 

return  Re t u r nVa L ue ; 


BOOL  AddUsersToLi stsCPUSERKEYINFO  *HeadUserLL, 

DWORD  NumReci pi ents,  char*  Re c i p i en t L i s t , 
BOOL  EncSeLfOn) 

{ 

BOOL  ReturnVaLue; 

PGPKeySet  *set; 

PGPKeyList  *List; 

PGPKeylter  *iter; 

PGPKey  *key,*defauLtkey; 

PGPUserlD  *userID; 

PUSERKEYINFO  pui; 
int  Re c i p i e n t sHa t c h ed ; 

PUSERKEYINFO  * Re c i p i en t C h e c k; 

PGPError  Ope n Key R i ng E r r o r ; 
unsigned  char  EncryptToSeLf; 
unsigned  char  KeyRevoked; 
unsigned  char  KeyDisabLed; 
n unsigned  char  KeyExpired; 

unsigned  char  Key C a n En c r y p t ; 
unsigned  char  Ha r g i na L L y Va L i d Wa r n i ng ; 
int  Hu L t i p L e Found; 

BOOL  EncryptToSeLfSucceeded; 

UINT  uAlg; 

UINT  uKeyBits,  uSubKeyBits; 

PGPSubKey*  pSubKey; 


ReturnVaLue=TRUE; 

Ci:CHK:611b888ca4ccf2299f950e00e777599d9178858da4f3Af719088e5eff85ea74083] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


518 


RecKeyDB.c 


EncryptToSeLfSucceeded=FALSE; 

*HeadUserLL=0; 

Reci pi entsHatched=0; 

MuLtipLeFound=0; 

pgpLiblnitC); 

set  = pgpOpenDefauLtKeyRings( FALSE,  SOpenKeyRingError); 

i f(set==0) 

{ 

M e s s a g e Box ( N U LL, " C o u L d not  open  key  rings.  Please  set  your  " 
"public  and  and  privateXn" 

"key  ring  files  in  the  key  files  preferences.", 
"PGP  5.0  Error", 

MB_OK|MB_ICONEXCLAMATION); 

pgpLibCleanupl);  //  Really  bad!  Lets  get  out  of  here  now! 
return  FALSE;  //  Could  not  open  key  rings! 

> 


pgpGetPrefBoolean  (kPGPPrefHarginallyValidWarning, 

SMarginal lyValidWarning); 

pgpGetPrefBoolean  (kPGPPrefEncryptToSelf,&EncryptToSelf); 
defaultkey=pgpGetDefaultPrivateKey  (set); 

RecipientCheck= 

(PUSERKEYINFO  *)malloc(sizeof(PUSERKEYINFO)*NumRecipients); 
memset(RecipientCheck,0x00,sizeof(PUSERKEYINFO)*NumRecipients),- 

list  = pgpOrderKeySet(set,kPGPReverseUserIDOrdering); 
iter  = pgpNewKeylter(list); 


if(CEncSelfOn==FALSE)| | ( d e f a u I t ke y ==0 ) ) 

E n c r y p t To S e I f = F A LS E ; //  No  default  key?  Accept  for  now 

while  (key  = pg pKey I t e r Ne x t C i t e r ) ) 

{ 

pgpGe t KeyBoo I ean  (key,  k PG PKey P r o p I s Re vo ke d , &Key R e vo ked ) ; 


i f ( KeyRevoked ) 
continue; 

pgpGe t KeyBoo I ean  (key,  kPG PKey P r op  I s D i sa b I e d , &Key D i s a b I e d ) ; 

if(KeyDisabled) 

continue; 

n a pgpGe t KeyBoo I ea n (key,  kPG PKey P r o p I s E x p i r e d , &Key E x p i r e d ) ; 

i f(KeyExpi red) 
continue; 

a a pg pG e t Key Boo  I ea n (key,  k PG PKey P r o p C a n E n c r y p t , &Key C a n E n c r y p t ) ; 

if( !KeyCanEncrypt) 
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continue; 

uALg=uKeyBits=uSubKeyBits=0; 

pg pG e t Key N umbe r (key,  k PG PKey P rop A L g I d , SuAlg); 

if((uALg!=PGP_PKALG_RSA)a8(uALg!=PGP_PKALG_DSA)) 
conti nue; 

pg pG e t Ke y N umbe r (key,  k PG PKey P ropB i t s , SuKeyBits); 

if(uALg==PGP_PKALG_DSA) 

{ 

pSubKey  = pgpKeylterNextSubKey  (iter); 
i f ( pSubKey==0 ) 
continue; 

pgpGetSubKeyNumber  (pSubKey,  kPG PKey P ropB i t s , &u S ubKey B i t s ) ; 

> 

while  (userlD  = pg pKey I t e r N e x t U s e r I D ( i t e r ) ) 

{ 

pui  = (PUSERKEYINFO)  maLLoc(  s i z e o f ( U S E RKE Y I N F 0 ) ); 

memset  (pui, 0x00, sizeof(USERKEYINFO)); 

Fi L LInPUI(key,userID,pui ); 

if(pui->ALgorithm==PGP_PKALG_RSA) 

sprintf(pui->szSize,"%i",  uKeyBits); 

else 

s p r i n t f ( pu i -> s z S i z e , " % i / % i " , uKeyBits,  u S u bKey B i t s ) ; 

pu i ->m r k = G e t H R KL i s t ( key , s e t ) ; //  MRK  ADDITION!!!!! 

if(key==defauLtkey) 

{ 

i f ( (EncryptToSeLf)&(  ! EncryptToSelfSucceeded) ) 

pui->FLags|=PUIF_HATCHEDWITHRECIPIENT; 
n n n n B p u i -> F L a g s | =PU I F_D E F AU LIKE Y ; 

RecipientsMatched++; 

EncryptToSeLfSucceeded=TRUE; 

> 

> 

if(UserIsARecipient(pui,&MuLtipLeFound, 

Re c i p i en t L i s t , N umRe c i p i e n t s , Re c i p i en t C h e c k, 

B B B n HeadUserLL)) 

t 

pui->FLags|=PUIF_MATCHEDWITHRECIPIENT; 
RecipientsHatched++; 
i f (pui->Va  Li di ty  = = 0) 

ReturnVaLue=FALSE;  //  Pop  dialog  if  invalid 

if((MarginaLLyValidWarning)&8(pui->VaLidity==1)) 

ReturnVa Lue=FALSE;  //  Pop  dialog  if  marginal 

> 

*HeadUserLL  = AddLink(*HeadL)serLL,pui); 
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> 

} 

i f ( Reci pi ent sMat ched==0)  //  NO  HATCHES! 

ReturnVa  Lue  = FALSE; 

if(MuLtipLeFound!=0) 

ReturnVa Lue=FALSE;  //  Some  confusion  here.  Pop  the  dialog 
pgpFreeKeylter(iter); 
pgpFreeKeyList(list); 
pgpFreeKeySetCset); 

pgpLibCLeanupC); 

if(!StickInUnfoundUserNames(RecipientList,NumRecipients, 

Reci  pi  entCheck,HeadL)serLL)  ) 
ReturnVaLue=FALSE;  //  A USERNAME  WASN'T  FOUND! 

free(RecipientCheck); 

ifCNumRecipients==0) 

ReturnVa Lue=FALSE;  //  NO  RECIPIENTS! 

return  ReturnVaLue; 

} 

// 

//  big  endian  to  Little  endian  , swap  4 bytes  per  longword, 

//  n is  the  size  of  the  block  to  swap  in  bytes,  has  to  be  multiple  of  4*/ 
// 

void  S wa pEnd i a n ( c ha r *Lw,  int  n) 

{ 

int  i ; 

char  keepC4]; 


for(i=0;i<n;i+=4,Lw+=4) 


keepC0]  = *Lw  + + ;keepC13  = *Lw  + + ;keepC2Il=*Lw  + + ;keepC3]=*Lw; 
*Lw — =keepC0D;*Lw--=keepniD;*Lw — =keepC2D;*lw=keepC3D; 

> 

> 


//  Convert  KeylD  from  "string"  format  to  presentation  format 
//  NB:  sz  must  be  at  Least  9 bytes  long 

void  KH C on V e r t S t r i ng Key I D (LPSTR  sz) 

{ 

Long  first, second; 

Long  *f i r s t p t r , *se condp t r ; 


SwapEndianCsz,8); 


//  68000/Sparc  big..  x86  Little 
//  I thought  we  were  in  a Winte 


this  is  in  big 
world? 


firstptr=(Long  *)&szC03; 
secondptr=(Long  *)&szC4]; 


fi rst=*fi rstptr; 
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second=*secondptr; 

usprintf  (sz,  " %08 I X%08 L X " , f i r s t , s e c ond  ) ; 

> 

int  Abu 1 1 1 ngC h rsOK( cha r *cp,char  * Re c i p i en t L i s t , c h a r *user) 

{ 

int  userlength; 

char  e nd bu 1 1 , s t a r t bu 1 1 ; 

userlength=strLen(user); 

i f ( c p==Re c 1 p i en t Li s t ) //  Beginning  of  recipient  List 

{ 

en d bu 1 1 = c p C u s e r I eng t h D ; //  character  after  username 
startbutt='\n'; 

> 

else 

{ 

startbutt=cp[-1 D;  //  character  before  username 
endbutt  = cpCuserlengthII;  //  character  after  username 

> 

if(((startbutt=='<')| |(startbutt=='\n')| l(startbutt=='  '))&8 

((endbutt=='>')||(endbutt=='\n')||(endbutt=='  ')||(endbutt=='\0'))) 

return  TRUE; 

return  FALSE; 

> 

int  Ge t Use r s Ema i L ( c ha r *u s e r name , c h a r *ema i L a d d r e s s ) 

{ 

BOOL  endflag; 
char  *Lastspace; 

Lastspace=username; 

endfLag=FALSE; 

do 

{ 

if(*username=='S' ) 

{ 

endfLag=TRUE; 

} 

else  i f ( ( *use rname  = = ' ') | | ( *u s e r name  = ='<') | | ( *u s e r na me  = ='>')  ) 

{ 

if(endfLag==TRUE) 

break; 

Lastspace=username+1 ; 

> 

username=username+1 ; 

> 

whi  Le(*username!=0); 
if{endfLag==TRUE) 

memcpy(emailaddress,Lastspace,(int)Cusername-Lastspace)); 
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emailaddressCusername-Lastspace]=0; 

//  vErrorOutCfg_yeLLow," Email  Address  *%s*\n",emaiLaddress); 

return  TRUE; 

> 

return  FALSE; 

> 

int  U s e r I s A R e c i p i en t ( PU S E R KE Y I N F 0 pui,int  *Hu L t i p L e F ou n d , 

char*  R e c i p i e n t L i s t , DWORD  N umR e c i p i e n t s , 
PUSERKEYINFO  * R e c i p i e n t C h e c k , 
n n n n n PUSERKEYINFO  *HeadUserLL) 

{ 

int  index; 

char*  cp  = NULL; 

char  *cpindex; 

char  emaiLaddress[!256D; 

BOOL  WeGotMatch; 
char  *RecipIndex; 

BOOL  F ou nd A t Le a s t On e ; 

if((RecipientList==0) | | (NumRecipients==0)) 
return  FALSE; 

FoundAtLeastOne=FALSE; 

RecipIndex=RecipientList; 

do 

{ 

WeGotMatch=FALSE; 

cp  = s t r s t r i ( Rec i pi ndex,  p u i ->U s e r I d ) ; 


i f ( cp ! =0 ) 

{ 

i'f(AbuttingChrsOK(cp,RecipientList,pui->UserId)) 

{ 

WeGotMatch=TRUE; 

II  vErrorOut(fg_yeLLow," Matched  on  uhoLeXn"); 

> 

} 

else 

{ 

ifCGetUsersEmai L(pui->UserId,emai LaddressI) 

{ 

cp=strstri CRecipIndex,emai Laddress); 
i f ( cp ! =0 ) 

{ 

ifCAbuttingChrsOKCcp,RecipientList,emai Laddress)) 
{ 

WeGotMatch=TRUE; 

II  vErrorOut(fg_yeLLou," Matched  on  emailXn"); 

> 

} 

} 

> 
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if(UeGotMatch) 

{ 

i ndex=0 ; 

for(cpindex=RecipientList;cpindex<cp;cpindex++) 

if(*cpindex=='\n') 
i n d e X + + ; 

} 


n 

n 

n 

i f ( R e c i 

pientCheckCindexT==0) 

n 

n 

n 

i 

□ 

n 

o 

n 

FoundAtLeastOne=TRUE; 

u 

n 

n 

n 

Reel  pi entCheckC i ndex]=pui ; 

n 

n 

D 

> 

n 

Q 

n 

else 

D 

n 

n 

{ 

// 

keyid  don't  match 

n 

n 

n 

n 

i f(st  rcmpCReci pi entCheckCi ndex]->KeyId,pui->KeyId)  ) 

D 

n 

u 

n 

n 

□ 

o 

n 

n 

i f ( ( Reci pi entCheckC i ndex]->F  lags&PUI F_ALREADYINSERTEDMULTI ) 

n 

n 

n 

n 

n 

n = = 0 ) 

□ 

n 

n 

n 

n 

{ 

n 

Q 

n 

n 

n 

RecipientCheck[index:->Flags&=(~PUIF_MATCHEDWITHRECIPIENT); 

n 

n 

n 

a 

n 

RecipientCheckCindex:->Flags|=PUIF_ALREADYINSERTEDHULTI; 

*HultipleFound=*MultipleFound+1; 

s 

n 

*HeadUserLL=AddOneNotFound(RecipientList,Headl)serLL, index. 

n 

n 

o 

n 

a 

PUIF_M AT CHEDWITHRECIPIENT|PUIF_NOT FOUND  1 

n 

Q 

n 

n 

a 

n PUI F_MULTIPLE FOUND); 

n 

□ 

n 

n 

n 

> 

// 

RecipientCheckCindexD->Flags|=PUIF_MULTIPLEFOUND; 

// 

pui -> Flags |=PUIF_HULT I PLE FOUND; 

// 

FoundAtLeastOne=TRUE;  //  Different  ID  but  a match! 

// 

RecipientCheck[lindexII  = pui; 

// 

Commenteo 

1 out 

here,  since  we  only  want  to  display  one  multiple 

// 

user 

ID, 

not 

a 1 1 

of  them. 

n 

□ 

a 

n 

> 

□ 

n 

n 

> 

> 

Reciplndex=cp+1; 


> whiLe(cp!=0); 
return  FoundAtLeastOne; 

> 


CCCHK:fedde0b6cc372efc68668f3eeef2334ecb5dab6770071a907f6a]] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


524 


RecKeyDB.h 


/* 

* RecKeyDB.h  Routines  needed  to  fetch  and  match  keys 

* 

* Most  of  the  calls  to  PGPKeyDB  lib  are  isolated  here.  The  keys  are 

* read  in  from  disk,  and  matches  are  attempted. 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

BOOL  AddUsersToLi St s ( PUSERKEYIN FO  *HeadUserLL, 

DWORD  N umR e c i p i e n t s , char*  Re c i p i en t L i s t , 

BOOL  EncSelfOn); 

BOOL  AddLinkedListtoListViewCHWND  hwndList,PUSERKEYINFO  Head); 
void  KM C o n ve r t S t r i n g Key  I D (LPSTR  sz); 

PUSERKEYINFO  Ad d L i n k C P U S E R K E Y I N F 0 h e a d , PU S E R KE Y I N F 0 pui); 
int  U s e r I s ARe c i p i en t ( PUS ERKE Y I N FO  pui,int  *Mu  1 1 i p I e F o u n d , 

char*  RecipientList,  DWORD  NumRecipients, 
PUSERKEYINFO  * Re c i p i e n t C h e c k, 
n n n n n PUSERKEYINFO  *HeadUserLL); 
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/* 

* RecProc.c  Main  message  loop  for  the  recipient  dialog 

★ 

* This  message  loops  handles  all  the  operations  of  the  recipient 

* dialog,  except  those  that  are  done  in  the  listview  subclass. 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 


^include  "precomp. h 


//  Used  for  WinHelp 

static  DWORD  aldsCD  = { //  Help  IDs 

IDCANCEL,IDH_IDCANCEL, 

IDC_CHECK_ASCII,IDH_IDC_CHECK_ ASCII, 
IDC_RECIPIENT_LIST,IDH_IDC_RECIPIENT_LIST, 
IDC_USER_ID_LIST,IDH_IDC_USER_ID_LIST, 
IDOK,IDH_IDOK, 

0,0 

>; 

//  Used  for  header  controls  of  the  listviews 
^define  NUMCOLUHNS  4 


static  int  LV W i d t h [ N UMC 0 LUMN S : = C 2 6 0 , 50 , 5 0 , 7 5 > ; 

static  char  *RecColTextCNUMCOLUMNSD={" Recipients", "Validity", "Trust 
static  char  *UserColTextCNUMCOLUMNSD= 

{"Drag  users  from  this  list  to  the  Recipients  list", 
"Validity", "Trust", "Size"}; 

//  Used  to  calculate  the  placement  of  GUIs  due  to  a resizing 


^define  DLGMARGIN  4 
^define  BUTTONWIDTH  75 
#define  BUTTONHEIGHT  25 
^define  DIVIDEMARGIN  4 
Sdefine  BUTTONSPACE  10 
#define  BUTTONXM A RG I N 20 
^define  BUTTONYHARGIN  5 
#define  BUTTONSHIFT  5 
^define  OPTHARGIN  20 
#define  CHECKX  10 
^define  CHECKY  20 
^define  CHECKWIDTH  75 
^define  CHECKHEIGHT  15 
^define  MINDLGX  400 
#define  HINDLGY  275 


Size"}; 


int  Re s i z e Em ( H UN D hdlg) 

{ 

RECT  dlgRect,recipRect,userRect; 

RECT  listareaRect,buttonareaRect,optRect; 
int  divider; 

G e t C I i e n t Re c t ( hd I g , RdlgRect); 

if(dlgRect.right<MINDLGX) 
dlgRect . right=MINDLGX; 
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if(dlgRect.bottom<MINDLGY) 

dLgRect.bottom=HINDLGY; 

dlgRect.top+=DLGMARGIN; 

dlgRect.bottom-=DLGHARGIN; 

dLgRect.Left+=DLGMARGIN; 

dLgRect.right-=DLGMARGIN; 

CopyRectC&ListareaRect,&dLgRect); 

CopyRect(&buttonareaRect,8dLgRect); 

M stareaRect . bottom  = dlgRect . bottom- 

BUTTONHEIGHT-BUTTONYMARGIN-OPTMARGIN; 
buttonareaRect . top=dLgRect . bottom-BUTTONHEIGHT; 

divider=(int)((fLoat)listareaRect.bottoni*CfLoat)0.67); 

CopyRect(&reci pRect,&Li stareaRect ) ; 

CopyRect(&userRect,&ListareaRect); 

userRect.bottom=divider-DIVIDEHARGIN; 

recipRect.top=divider+DIVIDEnARGIN; 

CopyRect(8optRect,&buttonareaRect); 

buttonareaRect. Left=buttonareaRect. right-3*BUTT0NWIDTH- 
2*BUTT0NSPACE-BUTT0NSHIFT; 
optRect . ri ght=buttonareaRect . Left-BUTTONXMARGIN; 
optRect . top-=OPTMARGIN; 

MoveWindow(GetDLgItem(hdLg,  IDC_RECIPIENT_LIST), 
recipRect. Left, recipRect. top, 
recipRect.right-recipRect. Left, 
reci pRect . bottom-reci pRect . top, TRUE  ) ; 

HoveWindowCGetDLgItemChdLg,  IDC_USER_ID_LIST), 
userRect. Left, userRect. top, 
userRect.right-userRect. Left, 
userRect . bottom- userRect . top,TRUE); 

MoveWindowCGetDLgItemChdLg,  IDC_STATIC_OPTIONS_GROUP), 
optRect . Left, optRect . top, 
optRect . ri ght-optRect . Left, 
optRect . bottom- optRect . top,TRUE); 

HoveWindowCGetDLgItemChdLg,  IDC_CHECK_ASCII), 
optRect . Left+CHECKX, optRect . top+CHECKY, 
CHECKUIDTH,CHECKHEIGHT,TRUE); 

HoveWindowCGetDLgItemChdLg,  IDOK), 

buttonareaRect. Left, buttonareaRect. top-BUTTONSHIFT, 
BUTTONWIDTH,BUTTONHEIGHT,TRUE); 

HoveWindowCGetDLgItemChdLg,  IDCANCEL), 

buttonareaRect. Left+BUTTONWIDTH+BUTTONSPACE, 
buttonareaRect. top-BUTTONSHIFT, 

BUTTONWIDTH,BUTTONHEIGHT,TRUE); 

HoveWindowCGetDLgItemChdLg,  IDHELP), 
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buttonareaRect.Le-ft  + 2*BUTTONWIDTH  + 2*BUTTONSPACE, 
buttonareaRect . top-BUTTONSHI FT, 
BUTTONWIDTH,BUTTONHEIGHT,TRUE); 


InuaLidateRectChdlg, NULL, TRUE); 
return  TRUE; 


void  G e t H e L p F i L e ( c h a r *Path) 

{ 

DWORD  Size, Type; 

HKEY  hkey; 
int  PathLen; 
char  *EndOfPath; 

i f ( ERROR_SUCCESS  = = 

RegOpenKeyEx{HKEY_CURRENT_USER, 

"SOFTWAREWPGPWPGPWPGPkeys", 

0,KEY_READ,&hkey) ) 

{ 

Size  = 500; 

if(RegQuery\/aLueEx(hkey,"ExePath”,  0,&Type,(BYTE*)Path,&Size)  != 
ERROR_SUCCESS) 

{ 

strcpyCPath,  "C:\\"); 

> 

else 

{ 

EndOfPath=strstri (Path, "PGPkeys.exe"); 
if(EndOfPath!=0) 

*EndOf Path=0; 

//Add  a trailing  backslash  to  the  path  if  there  isn't  one  there  already. 
PathLen  = s t r I en ( Pa t h ) ; 

ifCPathLen  S&  PathCPathLen  - 15  !=  '\\') 

strcatCPath,  "\\"); 

> 

RegCloseKey(hkey); 

> 

strcat(Path,"PGP50.hlp"); 


> 

void  R e I oa d R i ng s ( H U N D hdlg) 

MakeReloadString((RecGbl(hdlg))->hwndRecipients, 

&((RecGbl(hdlg))->prds->dwNuniRecipients), 

&((RecGbl(hdlg))->prds->szRecipients)); 

ListVieu_DeleteAllItems((RecGbl(hdlg))->hwndRecipients); 

ListView_DeleteAllItemsC(RecGbl(hdlg))->hwndUserIDs); 

FreeLinkedLists{(RecGbl(hdlg))->gUserLinkedList); 

AddUsersToLists(&(CRecGbl(hdlg))->gUserLinkedList), 

(RecGbl(hdlg))->prds->dwNumRecipients, 

(RecGbl(hdlg))->prds->szRecipients,TRUE); 

AddLinkedListtoListView(CRecGbl(hdlg))->hwndUserIDs, 
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(RecGbl(hdLg))->gUserLinkedList); 

InitialHoveListViewItems((RecGbL(hdLg))->hwndRecipients, 

(RecGbL(hdLg))->hundUserIDs, 

(RecGbL(hdLg))->gUserLinkedList); 


BOOL  WINAPI 

{ 


Re  c i p i e n t D L g P ro  c ( H WN  D hdLg,  DINT  uMsg, 
WPARAM  wParam,  LPARAM 


L Pa  r a m ) 


if(uMsg==PGPM_RELOADKEYRING) 

ReLoadRings(hdlg); 

switch(uHsg) 

{ 

case  WH_INITDIALOG : 

{ 

R E C T r c ; 

LOGFONT  Lf; 

BOOL  AutoKeyLookUp; 

InitRecGbL(hdLg,(PRECGBL)LParam); 

InitCommonControLsC); 

//  need  to  save  away  the  pointer  to  our  structure... 

CreateDrawELementsChdLg); 

II  save  some  hwnds 
( Re c G b L ( h d L g ) ) ->h wnd R e c i p i e n t s = 

GetDLgItemChdLg,  IDC_RECIPIENT_LIST); 

( Re c G b L ( h d L g ) ) ->h wnd U s e r I D s = 

GetDLgItem(hdlg,  IDC_USER_ID_LIST); 
(RecGbL(hdLg))->hHndOptionASCII  = 

GetDlgltemChdLg,  IDC_CHECK_ASCII); 

origLi stBoxProc= 

SubcLassWindow((RecGbL(hdLg))->hundRecipients, 

MyListviewWndProc); 

origLi stBoxProc= 

SubcLassWindou((RecGbl(hdLg))->hHndUserIDs, 

MyListviewWndProc); 

SystemParametersInfo  (SPI_GETICONTITLELOGFONT, 

sizeof (LOGFONT),  &Lf,  0); 

( R e c G b L ( hd L g ) ) ->g_ hT L F on t = C r ea t e F on 1 1 nd i r e c t (&Lf); 
Lf.LfItaLic  = ILf.LfItalic; 

( Re c G b L ( h d I g ) ) ->g_h T L F on 1 1 1 a L i c = C r e a t e F on 1 1 nd i r e c t (8Lf); 
Lf.LfItaLic  = ! L f . L f 1 1 a L i c ; 

Lf.  LfStrikeOut=TRLIE; 

C Re cGb L ( hd L g ) ) ->g_hTLFon t S t r i ke  = C r ea t e F on t I nd i r e c t (8Lf); 


ifC(RecGbL(hdLg))->prds->szTitLe) 

{ 

SetWindowTextChdLg,  (RecGbL(hdLg))->prds->szTitLe); 

> 

//  eLse  they  did  not  provide  a titLe  so  keep  defauLt 
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Button_SetCheck((RecGbL(hdLg))->hwndOptionASCII, 

(BOOL)((RecGbL(hdLg))->prds->dwPGPFLags  & PG P_ AS C 1 1 _ A RMO R ) ); 


if  ( 
t 

> 


(BOOL)((RecGbL(hdLg))->prds->duDisabLeFLags  & 
DISABLE_ASCII_ARHOR)  ) 

EnabLeWindow((RecGbL(hdLg))->hwndOptionASCII,  FALSE); 


if((BOOL)((RecGbL(hdLg))->prds->duDisabLeFlags  & 
DISABLE_ASCII_ARHOR)) 


{ 


> 


EnabLeWindoH(GetDLgItem(hdLg,  IDC_STATIC_OPTIONS_GROUP), 
FALSE); 


i f(  ! AddImagesToImageLi st (hdlg^&C (RecGbl (hdLg) )->hIniageLi st  ) ) ) 
{ 

EndDiaLogChdLg,  FALSE); 

} 

else 

{ 

ListView_SetIiiiageList((RecGbL(hdLg))->hwndRecipients, 

( RecGbl  (hdLg))->hImageList,  LVSIL_SHALL); 

Li stVi ew_SetImageLi st( (RecGbl (hdlg) )->hwndUserIDs, 

( RecGbl  (hdlg))->hImageList,  LVSIL_SMALL); 

} 

if(!AddListViewColumn((RecGbl(hdlg))->hwndRecipients, 

RecColText,LVHidth,NUHCOLUMNS)  | | 
!AddListVieuColumn((RecGbl(hdlg))->hwndUserIDs, 

UserColText,LVWidth,NUMCOLUMNS)  ) 

End D i a I og ( hd I g , FALSE); 

} 


(RecGbl(hdlg))->RSortAscending=TRUE; 

(RecGbl(hdlg))->RSortSub=0; 

(RecGbl(hdlg))->USortAscending  = TRl)E; 

(RecGblChdlg))->USortSub=0; 

AddLinkedListtoListView((RecGblChdlg))->hwndUserIDs, 

(RecGbl  (hdlg) )->gUserLi nkedLi st ); 

InitialHoveListViewItems((RecGbl(hdlg))->hwndRecipients, 

(RecGbl(hdlg))->hwndUserIDs,(RecGbl(hdlg))->gUserLinkedList); 

ResizeEni(hdlg); 

GetUindouRect  (hdlg,  6rc); 

SetWindowPos  (hdlg,  NULL, 

( G e t Sy s t emHe t r i c s ( S M_C X S C R E E N ) - (re. right  - rc.left))  / 2, 

( Get Sys t emWet ri cs ( SH_C YSCREEN ) - (rc. bottom  - re. top))  / 2, 

0,  0,  SWP_NOSIZE  I SWP_NOZORDER ) ; 

GetKeyserverValues(NULL,NULL,8AutoKeyLookUp); 
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i f ( Au t oKey Loo kUp ) //  Go  to  keyserver  for  not  founds 

ShowWindowChdLg,SW_SHOW); 

SetForegroundWindowChdlg); 

LookUpNotFoundKeys(hdlg); 

} 

else 

{ 

SetForegroundWindow(hdLg); 

} 

return  TRUE; 

} 

case  WM_SIZE: 

ResizeEm(hdLg)  ; 
break; 

} 

#define  ptrNMHDR  ( ( LPNH H D R ) L Pa r a m ) 

#define  pt rNH_LI STVI EW  C ( NM_LI STVI EW  *)LParam) 

#define  p t r T V_ D I S P I N FO  ( ( T V_ D I S P I N F 0 *)LParam) 


case  WM_N0TIFY: 

{ 

switch  ( pt rNMH DR->code  ) 

{ 

case  LVN_BEGINDRAG : //  Sent  by  ListView  when  user 
f //  wants  to  drag  an  item, 

int  dx,dy, Left, bottom, result; 

POINT  pnt; 

( Re c G b L ( hd L g ) ) ->h wnd D r a g F r om  = p t r NHH D R->h wnd F r om ; 

if( !ListView_GetSeLectedCount( 

(RecGbL (hdLg) )->hwndDragFrom) ) 

{ 

break;  //  Exit  if  not 

> 

resuLt  = ImageLi st_DragShowNoLock( FALSE)  ; 

(RecGbL (hdLg)  )->hDraglmage  = 

MakeDraglmage( (RecGbL (hd  Lg) )->hwndDragFrom, 
8Left,&bottom); 


SetCapture(hdLg); 

pnt.x  = ((NP1_LISTVIEW  *)LParam)->ptAction.x; 
pnt .y=( (NM_LISTVIEW  *) LParam)->ptAction.y; 

dx=pnt.x-Left; 
dy=pnt .y-bottom; 

resu  Lt  = ImageLi  st_Begi  nDrag(  (RecGbL (hdLg) )->hDragImage, 

0,dx,dy); 
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HapWindowPoints((RecGbl(hdLg))->hwndDragFroni,hdLg, 

(LPP0INT)&pnt,(UINT)1); 

ImageList_DragEnter(hdLg,pnt.x,pnt.y); 

resuLt=ImageList_DragShowNoLock(TRUE); 

(RecGbL(hdlg))->bDragging  = TRUE; 
break; 

} 

case  LVN_COLUMNCLICK:  //  Sent  by  ListView  when  user 
{ //  clicks  header  control 

int  *SortSub; 

BOOL  * S o r t A s c end i ng ; 

if(ptrNHHDR->hwndFroni==(RecGbl(hdlg))->hwndRecipients) 

{ 

SortSub=8( (RecGbl (hdlg) )->RSortSub) ; 
SortAscending=8((RecGbl(hdlg))->RSortAscending); 

> 

else 

SortSub=8C(RecGblChdlg))->USortSub); 

SortAscending=8((RecGbl(hdlg))->USortAscending); 

> 

if(*SortSub==ptrNM_LISTVIEW->i Subitem) 
*SortAscending=!(*SortAscending); 

> 

else 

*SortAscending=TRUE; 

♦Sort Sub=ptrNH_LISTVIEW->i Subitem; 

} 

SortEm(ptrNHHDR->hwndFrom); 

break; 

> 

}//  switch 

break; 

} II  case 

case  WM_SYSCOLORCHANGE : 

{ 

DeleteDrawElements(hdlg); 

CreateDrawElements(hdlg); 

SendHessage((RecGbl(hdlg))->hwndRecipients, 

WM_SYSCOLORCHANGE,0,0); 

SendMessageC (RecGbl (hdlg) )->hwndUserIDs, 
UH_SYSCOLORCHANGE,0,0); 
break; 

> 
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case  WM_DRAWITEM : 

{ 

Hain_OnDrawIteiii(hdLg,(LPDRAWITEMSTRUCT)  L Pa  ram); 
return  TRUE; 

} 

case  WH_HEASUREITEM : 

Main_OnMeasureItem(hdLg,(LPHEASUREITEHSTRUCT)  L Pa  ram); 
return  TRUE; 

case  WM_HELP: 

{ 

char  szHeLpFiLeC500II; 

GetHeLpFi LeCszHeLpFi Le); 

WinHeLp  ( ( ( LPH E LPI N FO ) L Pa r a m ) -> h 1 1 emH a n d L e , szHeLpFiLe, 
HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 

break; 

} 

/* 

case  WH_CONTEXTMENU : 

WinHeLp  ((HWND)  wParam,  g_ s z H e L p F i L e , H E LP_ C ONT EXTM E N U , 

(DWORD)  ( LPVOID ) aids  ) ; 
b r e a k ; 

Replaced  with  this  for  keyserver 

*/ 

case  WH_CONTEXTMENU : 

{ 

if((wParam  ==  (WPARAH)  ( ( Re c G b L ( h d L g ) ) -> h wn d R e c i p i e n t s ) ) | | 
(wParam  ==  (WPARAM)  ( ( Re c G b L ( h d L g ) ) ->h wnd U s e r I D s ) ) ) 

{ 

SendMessagel (HWND)uParam, 

WM_PGP_DO_CONTEXT_MENU,  wParam,  LParam); 

} 

else 

{ 

char  s z H e I p F i I e C 5 00 3 ; 

GetHeLpFi Le(szHeLpFi Le); 

WinHeLp  ((HWND)  wParam,  szHeLpFiLe,  H E LP_ C 0 NT E XTM E N U , 
(DWORD ) (LPVOID)  aids  ); 

I 

break; 

} 

case  WM_PGP_GET_LE FT_HELP : 

{ 

char  szHeLpFiLeC500D; 

GetHeLpFi Le(szHelpFi Le); 

if(LParam  ==  (LPARAM)  ( ( R e c Gb L ( h d L g ) ) -> h wn d R e c i p i e n t s ) ) 

W i nHe L p ( hd L g , szHeLpFiLe, 
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HELP. CONTE  XT  POPUP,  IDH_IDC_RECIPIENT_LIST); 
ifdParam  ==  (LPARAM)  ( ( R e cGb  L ( h d L g ) ) ->  h wnd  U s e r I D s ) ) 

Wi nHe Lp( hd Lg,  szHeLpFiLe, 

HELP.CONTEXTPOPUP,  IDH_IDC_USER_ID_LIST); 

break; 

> 

/*  End  Replacement  */ 

case  WM.DESTROY: 

{ 

ImageList_Destroy((RecGbL(hdLg))->hImageList); 

DeleteDrawELements(hdLg); 

DeLeteObject((RecGbL(hdLg))->g_hTLFont); 

DeLeteObject((RecGbLChdLg))->g_hTLFontItaLic); 

DeleteObject((RecGbLChdLg))->g_hTLFontStrike); 

if((RecGbL(hdLg))->hPopup) 

{ 

DestroyHenuC (RecGbL (hdlg) )->hPopup); 

} 

SubcLassWindow((RecGbLChdlg))->hwndRecipients,origListBoxProc); 

SubcLassWindow((RecGbL(hdlg))->hwndUserIDs,origListBoxProc); 

FreeRecGbL(hdLg); 

End D i a L og ( h d L g , FALSE); 
break; 

} 


case  WM.MOUSEHOVE : 

{ 

if  ( ( RecGb L ( hd Lg ) )->bD ragg i ng ) 

{ 

int  result; 

//  drag  the  item  to  the  current  mouse  position 
resuLt=ImageList_DragMove(LOWORD(lParam), 

HIWORDC  LParam) ); 

> 

break; 

> 

case  WM.LBUTTONUP: 

{ 

if  C ( Re cGb L ( hd L g ) ) ->b D r a gg i ng ) 

{ 

HUND  hwndTarget;  //  window  under  mouse 

POINT  pt; 
int  result; 

//  Release  the  mouse  capture 
ReleaseCaptureC  ); 

//  Clear  the  drag  flag 
(RecGbL(hdLg))->bDragging  = FALSE; 
resuLt=ImageList_DragShowNoLock(FALSE); 
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ImageLi st_DragLeave(hdLg); 

ImageLi st_EndDrag( ); 

ImageList_Destroy((RecGbL(hdLg))->hDragImage); 

pt.x  = LO WO R D ( L Pa r a m ) ; //  horizontal  position  of  cursor 

pt.y  = H I WO R D ( L Pa r a m ) ; //  vertical  position  of  cursor 

C I i e n t To S c r e e n (hdlg,  &pt); 


//  First,  check  to  see  if  there  is  a valid  drop  point. 
hwndTarget  = W i ndo w F r omPo i n t ( pt  ); 


//  make  sure  everything  is  going  in  the  right  direction 
i f ( ( ( h wndTa r g e t ==  ( R e c G b I ( h d I g ) ) -> h wnd R e c i p i e n t s ) || 

(hwndTarget  ==  ( R e c G b I ( h d I g ) ) -> h wnd U s e r I 0 s ) ) 

&&  (hwndTarget  !=  ( R e c G b I ( h d I g ) ) -> h wn d D r a g F r om ) ) 

{ 


MoveLi stVi ewltems( (RecGbl (hdlg) )->hwndReci pi ents, 
(RecGbl (hdlg) )->hwndUserIDs, 
(RecGbl(hdlg))->hwndDragFrom== 

(RecGbl(hdlg))->hwndRecipients); 


} 


break; 

} 


case  WM_COHMAND: 

{ 

swi tch(wParam) 

{ 

case  IDC_CHECK_ASCII : 

{ 

(RecGbl(hdlg))->prds->dwPGPFlags''=  PGP_ASCII_ARHOR; 
Button_SetCheck((RecGbl(hdlg))->hwndOptionASCII, 
(BOOL)((RecGbl(hdlg))->prds->dwPGPFlags  & 
PGP_ASCII_ARHOR)  ) ; 

break; 

> 


case  IDOK: 

{ 

int  RSAandDSA; 

RSAandDSA=WriteOutKeyIds((RecGbl(hdlg))->prds, 
“ ° ° ° n n (RecGbl(hdlg))->hwndRecipients); 

if(RSAandDSA) 

if(RSADSARecWarning(hdlg)==FALSE) 

break; 

EndDialog(hdlg,  TRUE); 
break; 

> 


case  IDCANCEL: 
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{ 

E nd D i a L og ( h d L g , FALSE); 
break; 

} 

case  IDHELP: 

{ 

char  s z H e L p F i L e C 5 00 D ; 

GetHeLpFi LeCszHeLpFi Le); 

UinHeLp  (hdLg,  szHeLpFile,  HELP 
IDH_IDD_RECIPIENTDLG); 
break; 

} 

} 

return  TRUE; 


> 

return  FALSE; 
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/* 

* RecProc.c  Main  message  Loop  for  the  recipient  dialog 

* 

* This  message  loops  handles  all  the  operations  of  the  recipient 

* dialog,  except  those  that  are  done  in  the  Listview  subclass. 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

BOOL  CALLBACK  R e c i p i e n t D L g P r o c ( H W N D hdLg,UINT  uMsg, 

WPARAM  wParam,LPARAM  LParam); 

void  GetHelpFileCchar  *Path); 

PRECGBL  A L I 0 c R e c G b L ( VO i d ) ; 

int  Ini tRecGbl (HWND  hwnd, PRECGBL  pRecGbl); 

PRECGBL  RecGbKHWND  hwnd); 
int  F r e e R e c G b L ( H W N D hwnd); 
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/* 

* WarnProc.c  Main  message  Loop  for  the  warning  dialog 

* 

* This  message  Loop  handles  aLL  the  operations  of  the  warning 

* dialog.  Its  a bit  trickey,  since  it  includes  some  routines  to  tack 

* on  our  "global"  variables  to  the  USERDATA  portion  of  the  window 

* (for  reentrancy) 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 
*/ 

^include  "precomp. h" 

#define  WARNREG  "SoftwareWPGPWPGPLib" 

^define  WARN_REC  1 
^define  WARN_SIG  2 

static  char  RS A D S A r e c C 3 =( 

"You  have  mixed  RSA  and  D S S / D i f f i e- H e L L ma n keys  " 

"in  your  recipient  List.  " 

"Users  of  PGP  versions  prior  to  5.0  may  not  " 

"be  able  to  decrypt  this.\n\n" 

"Are  you  sure  you  want  to  do  this?"}; 

PWARNGBL  A L L ocUa r nGb L ( VO i d ) 

{ 

PWARNGBL  pWarnGbl; 

pWarnGbL  = (PWARNGBL)pgpMemAL  Loc(si zeof(WARNGBL) ); 
memset  (pWarnGbL,0x00,sizeof(WARNGBL)); 

return  pWarnGbl; 

> 

int  I n i t Wa r nG b L ( H WN D hwnd, PWARNGBL  pWarnGbl) 

{ 

SetWindowLong(hwnd,GWL_USERDATA,(Long)pWarnGbl); 
return  TRUE; 

} 

PWARNGBL  WarnGbKHWND  hwnd) 

{ 

//  V E r r o r Ou t ( f g_y e L L o w , " % L X ",hwnd); 

return  (PWARNGBL)GetWindowLong(hwnd,GWL_USERDATA); 

} 

int  F r e e Wa r nGb L ( H W N D hwnd) 

{ 

PWARNGBL  pWarnGbl; 
pWarnGbL=WarnGbl (hwnd) ; 
pgpFree(pWarnGbl); 
return  TRUE; 

} 
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BOOL  WINAPI 

{ 


Wa r n i n g D L g P r o c ( H W N D hdLg,  DINT  uHsg, 
WPARAM  wParam,  LPARAH 


L Pa  ra m ) 


switch(uMsg) 

{ 

case  WM_INITDIALOG  : 

{ 

Ini tWarnGbL (hd  Lg, (PWARNGBL) LParam) ; 

SetWindowText(GetDLgItem(hdLg,IDC_WARNINGTEXT), 

(WarnGbL(hdLg))->gWarnText); 

Button_SetCheck(GetDLgItem(hdlg,IDC_WARNCHECK), 

*((WarnGbLChdLg))->pWarnCheck)); 

return  TRUE; 

> 


case  WM_DESTROY: 

{ 

FreeWarnGbl(hdLg); 

E n d D i a L og ( hd L g , FALSE); 
break; 

> 

case  WM_COHHAND: 

{ 

swi  tchCwParam) 

{ 

case  IDC_WARNCHECK: 

{ 

*C(WarnGbLChdLg))->pWarnCheck)= 

!*(CWarnGbLChdLg))->pWarnCheck); 

Button_SetCheck(GetDLgItem(hdLg,IDC_WARNCHECK), 

*(CWarnGbL(hdLg))->pWarnCheck)); 

break; 

> 

case  IDOK: 

{ 

End D i a L og ( hd L g , TRUE); 
break; 

> 

case  IDCANCEL: 

{ 

End D i a L og ( hd L g , FALSE); 
break; 

} 

case  IDHELP: 

{ 

char  s z H e L p F i L e C 5 0 0 ] ; 
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GetHeLpFi LeCszHeLpFi Le); 

WinHeLp  ( h d L g , s z He L p F i I e , H E LP_ C ONT E XT , 
(UarnGbL(hdLg))->gIDH); 
break; 


> 

return  TRUE; 

} 

} 

return  FALSE; 

} 

int  Re  a d Ua r n i ng s ( VO i d ) 

{ 

DWORD  Size, Type; 

HKEY  hkey; 
int  Warnings; 
int  RegVaLue; 

Warnings=0; 

i f ( ERROR_SUCCESS  == 

RegOpenKeyEx(HKEY_CURRENT_USER,WARNREG, 

0,KEY_READ,&hkey) ) 

{ 

Size=sizeof(int); 
i f ( ERROR_SUCCESS== 

RegQueryVaLueEx(hkey,"Warning_FLags",  0,&Type, 

(char  * ) & ( Reg Va L u e ) , &S i z e ) ) 

{ 

Warnings  = Reg\/aLue; 

} 

RegCLoseKey(hkey); 

> 

return  Warnings; 

> 

void  W r i t e Wa r n i ng s ( i n t Warnings) 

{ 

HKEY  hkey; 
i f C ERROR_SUCCESS  == 

RegOpenKeyEx(HKEY_CURRENT_USER,WARNREG, 

0, KEY_ALL_ ACCESS, &hkey)) 

{ 

//  vErrorOut(fg_yeLLow,"Writing\n"); 

RegSetVaLueEx(hkey,"Warning_FLags",  0,REG_DWORD, 
(BYTE*)8Warnings,sizeof(int)); 

RegCLoseKey(hkey); 

} 

} 

int  RS ADS ARe cWa r n i ng ( HWND  hwnd) 
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int  ReturnVaLue; 
int  Warnings; 

BOOL  WarnCheck; 

PWARNGBL  pWarnGbL; 

Warnings=ReadWarnings(); 

WarnCheck=(BOOL)Warnings&WARN_REC; 

i f(WarnCheck) 

return  TRUE; 

pWarnGbL  = AL  LocWarnGbL ( ) ; 

pWarnGbL->gIDH=IDH_RSADSARECWARNING; 

pWarnGbL->pWarnCheck=&WarnCheck; 

pWarnGbl->gWarnText=RSADSArec; 

ReturnVaLue=DiaLogBoxParam(  g_hinst, 

MAKEINTRESOURCE(  I D D_W A RN I NG D LG 
hwnd, 

(DLGPROC)  Wa r n i n g D L g P r o c , 
(LPARAM)  pWarnGbL); 

i f ( (WarnCheck)&&(ReturnVa  Lue) ) 

WriteWarnings(Warnings|WARN_REC); 

return  ReturnVaLue; 

} 
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/* 

* WarnProc.h  Main  message  Loop  for  the  warning  dialog 

•k 

* This  message  Loop  handles  all  the  operations  of  the  warning 

* dialog.  Its  a bit  trickey,  since  it  includes  some  routines  to  tack 

* on  our  "global"  variables  to  the  USERDATA  portion  of  the  window 

* (for  reentrancy) 

* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

*/ 

int  R S A D S A Re c Wa r n i ng ( H WN D hwnd); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc. 

* 

* $ld$ 

*/ 


#include 

#incLude 

^include 

#include 


<windows.h> 

<stdarg.h> 

<direct.h> 

<stdio.h> 


ALL  rights  reserved. 


BOOL  SizeSet  = FALSE; 


DWORD  E r r o r Ou t ( c ha r * text, WORD  attrib); 

DWORD  LogCchar*  text,  ...); 

DWORD  E r r o r 0 u t ( c h a r * text, WORD  attrib) 

{ 

n DWORD  N umBy t e s W r i t t e n ; 
n CONSOLE_SCREEN_BUFFER_INFO  csbi; 
a COORD  CursorPos; 

H COORD  ScreenSize; 

a HANDLE  console; 

n ALLocConsoLeC); 

n SetConsoLeTitLeC" Debug  Console"); 
n console  = G e t S t d H a nd I e ( ST D_OUT PUT_ H AN D L E ) ; 
ifCconsole  ==  I N V A L I D_ H AN D LE_V A LU E ) 

n n HessageBox ( NULL, " Inva I i d Handle  Returned  by  G e t S t d Ha nd I e ( ) " , 0, HB_0 K ) ; 

n if(!SizeSet) 
n { 

n n ScreenSize. X = 80; 

n n ScreenSize. Y = 50; 

n n S e t C on  s o I e S c r e e nBu f f e r S i z e ( c on  s o I e , S c r e e n S i z e ) ; 

n n Si zeSet  = TRUE; 

n } 


n ifCattrib) 

n n S e t C o n s o I eT e X t A 1 1 r i bu t e ( c o n s o I e , a 1 1 r i b ) ; 

n W r i t e F i I e ( c o n s o I e , text,  s t r I e n ( t e x t ) , 8N umBy t e s W r i 1 1 e n , NULL); 

n i f ( * ( t e X t + s t r I e n ( t ex t ) ) ==  '\n') 

n { 

o n G e t C o n s o I e S c r e e n Bu f f e r I n f o ( c on  so  I e , Scsbi); 

n n CursorPos  = c s b i . d w C u r s o r Po s i t i on ; 
n n CursorPos. X = 0; 

n n CursorPos. Y +=  1; 

n n S e t C on  s o I e C u r s o r Po s i t i on  ( c on s o I e , C u r s o r Po s ) ; 

n } 

n return  NumBytesWritten; 

> 
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DWORD  vErrorOut (WORD  attrib,char*  text,  ...) 

{ 

n va_List  argptr; 
n DWORD  NumBytesWritten; 
n CONSOLE_SCREEN_BUFFER_INFO  csbi; 
a COORD  CursorPos; 

COORD  ScreenSize; 
a HANDLE  console; 
n char  OutputC32*1024  + 2Il; 
n int  size; 

n //initialize  argptr 

n va_start(argptr,text); 

a size  = w vs p r i n t f ( Ou t pu t , t e x t , a r g p t r ) ; 
n va_end ( a rgpt  r ) ; 
a AllocConsoleC); 

a SetConsoleTitleC" Debug  Console”); 
a console  = G e t S t d Ha nd I e ( ST D_0UT PUT_H AN D LE ) ; 
a ifCconsole  ==  I N V A LI D_H AN D LE_V A LU E ) 

a a nessageBoxCNULL," Invalid  Handle  Returned  by  GetStdHandle()",0,MB_OK); 

a if(!SizeSet) 
a { 

a a ScreenSize. X = 80; 

a a ScreenSize. Y = 50; 

a a S e t C on s o I e S c r e e nBuf f e r S i z e ( c on s o I e , S c r e en S i z e ) ; 

a a SizeSet  = TRUE; 

a > 

a if(attrib) 

a a SetConsoleTextAttribute(consoLe,attrib); 

a W r i t e F i I e ( c on s o I e , Output,  size,  SNumBy t e s W r i 1 1 en , NULL); 
a Log  (Output ) ; 

a i f ( * ( t ex t + s t r I e n ( t ex t ) ) ==  '\n') 

a { 

a Ge t C on  so  I e S c r ee nBu f f e r I n f o ( con  so  I e , Scsbi); 

a a CursorPos  = csbi.duCursorPosition; 

a a CursorPos. X = 0; 

a n CursorPos. Y +=  1; 

a a S e t C o n s o I e C u r s o r Po s i t i on ( c on  so  I e , C u r s o r Po s ) ; 

a } 

a return  NumBytesWritten; 

> 

DWORD  LogCchar*  text,  ...) 

{ 

a va_list  argptr; 
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n HANDLE  file; 

n char  OutputC32*1024+2D; 

n DWORD  NumBy t e s W r i t t e n ; 

n DWORD  size; 

n char  f i I e na me C H AX_P AT H ] ; 

n char  *Path  = filename; 

n static  int  opened  = 0; 

n //initialize  argptr 

n va_start(argptr,text); 

n size  = u v s p r i n t f ( 0 u t pu t , t e x t , a r g p t r ) ; 

n va_end(argptr); 

o _getcwd(filename,  MAX_PATH); 

n strcat  (filename,  "Wiff.log"); 

n //n  MessageBoxCNULL, filename, "Name  of  the  log  file",MB_0K); 

n if(!opened) 

n { 

n n opened  = 1 ; 

n n file  = fopen  (filename,  "u"); 
n > 

n else 

n { 

n n file  = fopen  (filename,  "a"); 

n > 

B NumBytesWritten  = fprintf  (file.  Output); 

B fclose  (file); 

B return  NumBytesWritten; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//  Header  File  for  console  error  output 
//  Mark  Elrod 

//  Monday,  February  12  5:58  a.m.  Yikes!!! 


//  foreground  colors 
^define  fg_bluenn  n 

#define  fg_greenn  n 

^define  fg_redn  n h 

#define  fg_or3nge  n 
//define  f g_b  r i t e_g  r e e n 
^define  fg_navy_blue 

#define  f g_unc_b I uenn 
//define  fg_cyannn  n 

Q n D n n □ 


FOREGROUND_BLUE 

FOREGROUND_GREEN 

FOREGROUND_RED 

FOREGROUND_RED  nn  | 

FOREGROUND_GREEN  n | 
FOREGROUND_BLUE  n | 

FOREGROUND_BLUE  n | 

FOREGROUND_BLUE  n | 

I F0REGR0UND_1NTENSITY 


FOREGROUND_INTENSITY 

FOREGROUND_INTENSITY 

FOREGROUND_INTENSITY 

FOREGROUND_GREEN 
FOREGROUND_GREEN  n\ 


//define  fg_purple 
#def i ne  f g_pi nk 
n El  Q n n 


n FOREGROUND_BLUE  n | F 0 R E G ROU N D_ R E D 

FOREGROUND_BLUE  n | F 0 R E G ROU N D_ R E D n\ 

n I FOREGROUND_INTENSITY 


//define  fg_puke 
//define  fg_yellowEi  n 
n □ D n n n 


FOREGROUND_GREEN  a \ F 0 R E G ROU N D_ R E D 
FOREGROUND_GREEN  ei  | F 0 R E G ROU  N D_  R E Dn  \ 

I FOREGROUND_INTENSITY 


//def  i ne  f g_whi  te  n 

EI  D n n □ n 

//define  fg_grey  a 

//define  fg_dk_grey 
//define  fg_black 


F0REGR0UND_RED  n|  F 0 R E G RO UN D_B LU E n \ 

I FOREGROUND_GREENn  | F OR  EG ROU N D_ I NT E N S I T Y 
F0REGR0UND_RED  ei  | F 0 R EG  R 0 UN  D_B  LU  E | F 0 R EG  RO  U N D_G  R E E N 

FOREGROUND_INTENSITY 

BACKGROUND_BLUE  | B AC  KG RO U N D_G R E E N | B AC  KG ROU N D_R E D 


//define  fg_hiliten  n 


FOREGROUND_INTENSITY 


//background  colors 

//define 

bg_b  1 ueEin 

Q 

//define 

bg_g  reenn 

Q 

#def i ne 

bg_redn  n 

n 

BACKGROUND_BLUE 

BACKGROUND_GREEN 

BACKGROUND_RED 


//define  bg_orange  ei 
//define  bg_b  r i t e_g  r e en 
//define  bg_navy_blue 


BACKGROUND_RED  n|  B A C KG RO UN D_ I NT E N S I T Y 
BACKGROUND_GREEN  n | B A C KG R OUN D_ I NT E N S I T Y 
BACKGROUND_BLUE  n | B A C KG ROUN D_ I NT E N S I T Y 


//define  bg_unc_b  I ueEiEi 
#define  bg_cyannn  n 
n n n n n EI 


BACKGROUND_BLUE  n | B A C KG ROU N D_G R E E N 
BACKGROUND_BLUE  n | B A C KG ROU N D_G R E E N a\ 
I BACKGROUND_INTENSITY 


//define  bg_purple 
#define  bg_pink 
n n n D n 


n BACKGROUND_BLUE  ei  | B AC  KG  ROU  N D_R  E D 

BACKGROUND_BLUE  n | B A C KG  ROUN  D_R  E D ei  \ 

n I BACKGROUND_INTENSITY 


#define  bg_puke 


BACKGROUND_GREEN  a | B A C KG ROU N D _ R E D 
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#def i ne 

bg_yeLlown 

n 

BACKGROUND_GREEN  n | BACKGR0UND_ 

REDn 

\ 

□ □ 

□ □ D 

n 

1 BACKGROUND_INTENSITY 

#def i ne 

bg_ w h i t e 

n 

BACKGROUND_RED  n|  B A C KG RO U N D_B LU E 

n \ 

□ Q 

□ Q D 

n 

1 BACKGROUND_GREENn  | BACKGROUND. 

INTENSITY 

#de  f i ne 

bg_g  rey 

□ 

BACKGROUND.RED  n|  B A C KG R 0 U N D_B LU E 

1 

BACKGROUND 

#def i ne 

bg_dk_grey 

BACKGROUND.INTENSITY 

#de  f i n e 

bg_bLack 

FOREGROUND.RED  n|  F 0 R EG RO U N D_B LU E 

n \ 

n n 

n n n 

n 

1 FOREGROUND.GREENn  | FOREGROUND. 

INTENSITY 

#def  i ne 

bg_h i L i t en 

n 

BACKGROUND. INTENSITY 

DWORD  V E r r o r 0 u t ( WO R D attrib,  char*  text,  ...); 
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/* 

* main.c  PG P r e c i p i e n t . d i a L o g entry  routine 

★ 

* This  is  the  entry  routine  for  the  DLL  as  well  as  the  main  entry 

* call  for  the  recipient  dialog.  The  main  routine  gets  the  keys  off 

* of  the  disk,  tries  to  match  them,  and  then  decides  whether 

* to  pop  the  dialog  or  do  things  silently  and  automatically. 

* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

#include  "precomp. h" 

BOOL  WINAPI  DllMain  (HINSTANCE  hinstDll,  DWORD  f d wRea s on , LP VO  I D IpvReserved) 
{ 

switch  (fdwReason)  { 

case  DLL_PROCESS_ATTACH : 
g_hinst  = hinstDll; 

//vErrorOut(fg_white,"DLL_PROCESS_ATTACH\n"); 

break; 

case  DLL_THREAD_ATTACH : 

//vErrorOut(fg_white,"DLL_THREAD_ATTACH\n"); 

break; 

case  DLL_THREAD_DETACH : 

//vErrorOut(fg_red,"DLL_THREAD_DETACH\n"); 

break; 

case  DLL_PROCESS_DETACH : 

//vErrorOut(fg_red,"DLL_PROCESS_DETACH\n"); 

break; 

> 

return(TRUE); 

} 

DINT  PGPExport  PG PR e c i p i e n t D i a I og ( P R E C I P I E NT D I A LOG STRU CT  prds) 

{ 

UINT  ReturnValue  = RC PT_ D LG_ E R ROR_ F A I LU R E ; 

BOOL  DialogReturn  = FALSE; 
int  RSAandDSA; 
int  PopDialog; 

PRECGBL  pRecGbl; 

PUSERKEYINFO  g U s e r Li n ked L i s t ; 

assert(prds); 

LoadKeyserverSupportC); 

PopDialog=TRUE; 

if((prds->szRecipients==0)&&(prds->dwNumRecipients!=0)) 
return  RCPT_DLG_ERROR_FAILURE; 

i f ( p r d s-> s Ve r s i on  !=  0x0101) 

{ 

return  R C PT_ D LG_E R ROR_V E R S I ON ; 

} 

PGPM_RELOADKEYRING  = RegisterWindowf1essage("PGPH_REL0ADKEYRING"); 
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ifCAddUsersToListsC&gUserLinkedList,  prds->dwNumRecipnents, 

prds->szRec i pi ents,TRUE) ) 

{ 

PopDi a Log  = FALSE; 

DiaLogReturn=TRUE; 

RSAandDSA  = Wri teOut  Li nkedLi stKeyIds (prds,gUserLi nkedLi st ) ; 


> 


i f ( RSAandDSA) 

if(RSADSARecWarningCNULL)== FALSE) 
PopDi a Log=TRUE; 


prds->hundParent=0; 

if((PopDiaLog) | | (prds->dwDisabLeFLags&DISABLE_AUTO_POP_DIALOG)) 

{ 

n n WNDCLASS  wndcLass; 

pRecGbL=ALLocRecGbL(); 

pRecGbL->prds=prds; 

pRecGbL->gUserLi nkedLi st=gUserLi nkedLi st; 
n wnd c L a s s . s t y L e = 0; 

a wndcLass. LpfnWndProc  = (WNDPROODefDLgProc; 

a w nd  c L a s s . c b C L s Ex  t ra  = 0; 

a unde  Lass . cbWndExtra  = D LG W I N D 0 W E XT R A ; 

a wn d c L a s s . h I n s t a n c e = g_hinst; 

a wndcLass. hicon  = Loadicon  Cg_hinst,  nAKEINTRESOLJRCE(IDI_DLGICON)); 

a wndc Lass . hCursor  = LoadCursor  (NULL,  IDC_ARR0W); 

a wndcLass. hbrBackground  = NULL; 

wndc Lass . LpszMenuName  = NULL; 
a un d c L a s s . L p s z C L a s s Na me  = " PG P r e c i p C L a s s " ; 

RegisterCLass  C&wndcLass); 

DiaLogReturn  = D i a L ogBox Pa r a m C g _ h i n s t , 

MAKEINTRESOURCE(  I D D_ R E C I P I E NT D LG  ), 
prds->hwndParent, 

(DLGPROC)  Re c i p i e n t D L g P ro c , 

(LPARAH)  pRecGbL); 

> 

if(DiaLogReturn) 

{ 

ReturnVaLue  = R C PT_ D LG_ E R RO R_S U C C E S S ; 

} 


FreeLinkedLists(gUserLinkedList); 

UnLoadKeyserverSupport ( ) ; 
return  ReturnVaLue; 

> 

//  In  order  for  the  recipient  diaLog  to  be  reentrant,  these  sneaky 
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//  routines  are  used  to  put  our  "global"  variables  as  a structure  linked 
//  to  the  USERDATA  portion  of  each  r e c i p i e n t d i a I og  ' s window. 

PRECGBL  Al locRecGb I ( voi d) 

PRECGBL  pRecGbl; 

pRecGbl=(PRECGBL)pgpHemAlloc(si2eof(RECGBL)); 
memset  (pRecGbl, 0x00y.sizeofCRECGBL)); 

return  pRecGbl; 

> 

int  I n i t Re cG b I ( H WN D hwnd, PRECGBL  pRecGbl) 

{ 

SetWindowLong(hwnd,GWL_USERDATA,(long)pRecGbl); 
return  TRUE; 

> 

PRECGBL  RecGbKHWND  hwnd) 

{ 

//  vErrorOut(fg_yellow,"%lX  ",hwnd); 

return  (PRECGBL)GetWindowLong(hwnd,GUL_USERDATA); 

} 

int  F r ee R e c Gb  I ( H WN D hwnd) 

{ 

PRECGBL  pRecGbl; 
pRecGbl=RecGbl (hwnd); 
pgpFree(pRecGbl); 
return  TRUE; 

} 
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precomp,  h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*  + + 


Modu  L e Name : 

precomp. h 
Abstract: 

This  fiLe  incLudes  aLL  the  headers  required  to  buiLd  the  dLL 
to  ease  the  process  of  buiLding  a precompiLed  header. 

Author: 


Revision  History: 


__*/ 

#ifndef  _PREC0MP_H 
#define  _PREC0HP_H 

#define  WIN32_LEAN_AND_HEAN 
#define  PGPLIB 


//  Project  defines 
#define  STATUS_FAILURE 
#define  STATUS  SUCCESS 


0x0000000 

0x0000001 


//  System  headers 


#incLude 
SincLude 
#incLude 
#incLude 
#incLude 
# i n c L ude 
#incLude 
#incLude 


<wi ndows . h> 
<uindowsx.h> 
<commct  r L . h> 
<stdLib.h> 

<s  t d i o . h> 
<stdLib.h> 
<assert . h> 
<string.h> 


#incLude  "resource. h" 

//  PGPLib  headers 

#incLude  "..\incLude\config.h" 

#incLude  ". .\incLude\pgpTypes.h" 

#incLude  ". .\incLude\pgpKeyDB.h" 

#incLude  "..\incLude\pgpMem.h" 

//  DLL  headers 

#incLude  ". .\incLude\PGPkeyserversupport.h' 
#incLude  ". .\incLude\pgpcomdLg.h" 

#incLude  ". .\incLude\PGPRecip.h" 

//  Project  headers 
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^include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 
//include  " 

//endi  f // 


structs.h" 
strstri  .h" 
ListSort.h" 
KeySe  rve . h " 
Hovel t em . h " 
OwnDraw . h" 
ListSub.h" 
RecProc . h" 
RecHelp.h" 
RecKeyDB.h" 
resource. h" 
strstri .h" 
Dragitem. h" 
WarnProc  . h" 
conerror.h" 

PREC0HP_H 
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resource,  h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 

*/ 

//{{NO_DEPENDENCIES>> 

//  Microsoft  DeveLoper  Studio  generated  incLude 


/ / Used 

// 

by  PGPrecip.rc 

//define 

IDD_RECIPIENTDLG 

101 

//define 

IDB_INVALUSR 

102 

//d e f i n e 

I DB_VALUSR 

1 03 

#def i ne 

I DB_UNK0WNUSR 

1 04 

//define 

IDD_WARNINGDLG 

1 04 

//define 

I DB_VALRSA 

1 05 

//d e f i n e 

I DB_VALDSA 

1 06 

#def  i ne 

IDI_DLGIC0N 

1 06 

//define 

IDB_UNKN0WN 

1 07 

#def  i ne 

I DB_HULTDSA 

108 

//define 

IDB_HULTRSA 

109 

//def  i ne 

IDC_USER_ID_LIST 

1 001 

#d  e f i ne 

IDC_RECIPIENT_LIST 

1 002 

//define 

IDC_CHECK_ASCII 

1 003 

//  d e f i n e 

I D C _ W A R N C H E C K 

1 005 

#def i ne 

I DC_WARNINGTEXT 

1 006 

//define 

IDC_STATIC_0PTI0NS_GR0UP 

1007 

//define 

IDC_STATIC_USRINSTR 

1008 

//d e f i n e 

IDC_STATIC_USRVAL 

1 009 

#d  e f i ne 

I DC_STATI C_USRTRUST 

1 010 

#def i ne 

IDC_STATIC_USRSIZE 

1011 

//define 

IDC_STATIC_RECHEAD 

1012 

//d e f i n e 

IDC_STATIC_RECVAL 

1013 

#def i ne 

IDC_STATIC_RECTRUST 

1014 

#def i ne 

IDC_STATIC_RECSIZE 

101  5 

//def  i ne 

IDC_STATIC_USRVAL2 

1016 

II  Next 

defauLt  vaLues  for  new  objects 

// 

#ifdef  APSTUDIO_INVOKED 
#ifndef  APSTUDIO_READONLY_SYHBOLS 
#define  _APS_NEXT_RESOURCE_VALUE 
//define  _ APS_N  E XT_  C OMM  AN  D_  V A LU  E 
//define  _ APS_N  EXT_  C ONT  RO  L_  V A LU  E 
//define  _ A PS  _N  E XT_S  YH  E D_  V A LU  E 
#end  i f 
// e nd i f 


1 07 
40001 
1013 
101 


f i L e . 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

SincLude  <stdLib.h> 

char*  strstriCchar  * inBuffer,  char  * inSearchStr) 

{ 

char*  c u r r Bu f f Po i n t e r = inBuffer; 

whiLe  ( * c u r r Bu f f Po i n t e r !=  0x00) 

{ 

char*  compareOne  = c u r r Bu f f Po i n t e r ; 
char*  compareTwo  = inSearchStr; 

whiLe  ( t o L ou e r ( * c ompa r eO n e ) ==  t o L o we r ( * c ompa r eT wo ) ) 

{ 

compa  reOne  + +; 
compa  reT wo  + +; 
if  (*compareTwo  ==  0x00) 

{ 

return  (char*)  currBuffPointer; 

> 

} 

currBuffPoi nter++; 

> 

return  NULL; 

} 
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strstri.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

char*  strstriCchar  * inBuffer,  char  * i n S e a r c h S t r ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

"k 

* $Id$ 

*/ 

#define  KEYIDLENGTH  20  //  FormerLy  12 
^define  USERIDLENGTH  512 
^define  SIZELENGTH  10 

#define  PU I F _N0T F OUN D 1 

#define  PUIF_HOVEHE  2 

^define  PU I F_H AT C H E D W I TH R E C I P I ENT  4 

#define  PUI F_HANUALLYDRAGGED  8 

^define  PUI F_LEFTLIST  16 

#define  PU I F_HU LT I P LE FOU N D 32 

//define  PUI  F.HRKWARNPLEASE  64 

//define  PU  I F_  A LR  E A D Y I N S E RT  E DHU  LT  I 128 

//define  PU  I F_  D E F AU  LTKE  Y 256 

//define  HRKCLASS.HOVEWARNING  128 


typedef  struct 

_MRKINF0 

i 

char 

KeyldLKEYIDLENGTHT; 

n by t en  n 

mrkc  Lass; 

BOOL 

HRKFoundHatch; 

struct 

_HRKINF0  *next; 

> HRKINFO,  *PMRKINF0; 

typedef  struct 

r 

_USERKEYINFO 

DWORD 

ALgorithm; 

DWORD 

Va  L i di ty; 

DWORD 

T rust; 

DWORD 

F Lags; 

char 

UserldCUSERIDLENGTH: 

char 

KeyldCKEYIDLENGTHD; 

char 

szSi zeCSIZELENGTH]; 

PHRKINFO 

m r k; 

i nt 

ref  Count; 

i n t 

i Image; 

struct 

_USERKEYINFO  *next; 

> USERKEYINFO, 

*PUSERKEYINFO; 

typedef  struct 
{ 

HI  MAG  ELI  ST  h Drag  I mage; 

BOOL  bD  raggi ng  ; 

HWND  hwndDrag From; 

DWORD  g_barcoLor; 

HBRUSH  g_stdba rbrush; 

HBRUSH  g_spcbarbrush; 

HPEN  g_seLtextpen; 

HPEN  g_un s e L t ex t pe n ; 

HBRUSH  barbgbrush; 

HBRUSH  HighBrush; 

HBRUSH  BackBrush; 
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HFONT  g_hTLFont; 

HFONT  g_hTLFontItaLic; 

HFONT  g_ h T L F on t S t r i ke ; 

int  g_VaLRSA; 

int  g_\/alDSA; 

int  g_Unknown; 

int  g_HultRSA; 

int  g_MuLtDSA; 

HMENU  hPopup; 

PRECIPIENTDIALOGSTRUCT  prds; 
PUSERKEYINFO  g U s e r L i n ked L i s t ; 
HIMAGELIST  hImageList; 

HWND  hwndRecipients; 

HWND  hwndUserlDs; 

HWND  hwndOptionASCII; 

BOOL  R So r t A s c e nd i n g ; 
int  RSortSub; 

BOOL  USortAscending; 
int  USortSub; 

} RECGBL,  *PRECGBL; 

HINSTANCE  g_hinst; 

UINT  PGPM_RELOADKEYRING; 
WNDPROC  o r i g L i s t Box P ro c ; 

typedef  struct 
{ 

int  g I DH; 

BOOL  *pWarnCheck; 
char  *gWarnText; 

> WARNGBL,  *PWARNGBL; 
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Res/ 
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PGPWCTX/ 


wln32/PGPWCTX/ 
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CTXMENU.DEF 


LIBRARY  pgpwctx 

DESCRIPTION  'PGP  Shell  Extension' 


EXPORTS 

Dl ICanUnloadNow 
Dl  IGetClassObject 


32 

33 


;DLL  unloading 
;Component  object  model 
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Ctxmenu.cpp 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


// 

MODULE : 

// 

// 

PURPOSE 

// 

II 

// 

// 

// 

// 

// 

ctxmenu . cpp 

ImpLements  the  IContextMenu  member  functions  necessary  to  support 
the  context  menu  portions  of  this  sheLL  extension.  Context  menu 
sheLL  extensions  are  caLLed  when  the  user  right  cLicks  on  a fiLe 
(of  the  type  registered  for  the  sheLL  e x t e n s i on-- s e e SHELLEXT.REG 
for  detaiLs  on  the  registry  entries.  In  this  sampLe,  the 
relevant  fiLes  are  of  type  .GAK)  in  the  ExpLorer,  or  selects 
the  FiLe  menu  item. 


#incLude 

#incLude 

# i n c L ude 
#incLude 

# i n c L ude 


<tchar.h> 
<wi ndows . h> 
<process.h> 
<assert  . h> 
<stdio.h> 


extern  HMENUn  n 
extern  HMENUn  n 
extern  HMENUn  n 
extern  HINSTANCEn 


hPLaintextMenu; 
hEncryptedMenu; 
hKeyfi LeMenu; 

g_ hmodT h i s D L L ; //  HandLe  to  this  DLL  itseLf. 


#define  PGPLIB 


#i 

Ui 

#i 

#i 

tti 

#i 

#i 

#i 

#i 

#i 

#i 

#i 

#i 

#i 

Ui 

Ui 

Ui 


n c L ud e 

". .\incLude\config.h" 

n c L ude 

"..\incLude\PGPRecip.h" 

n c L ude 

".  .\incLude\pgpkeydb.h" 

nc  L ude 

". .\incLude\pgpphrase.h 

n c L u d e 

". .\incLude\pgpcomdLg.h 

n c L ude 

". .\incLude\pgpmem.h" 

nc  Lude 

"resource. h" 

n c L ud e 

" p r i V . h " 

n c L ude 

"pgpwctx.hpp" 

n c L ud e 

"pgpCodes . hpp" 

n c L ud e 

"def i ne . h " 

n c L ude 

"SheL  LAddKey.h" 

n c L ud e 

"SheLLEncryptSign.h" 

n c L u d e 

"SheL  LDecryptVeri fy. h" 

n c L ude 

"SheLLEncryptSend.h" 

n c L ud e 

"SheLLVerify.h" 

nc  L ude 

"working. h" 

#define  N ON C ON C U R R E NT 


typedef  struct  _pg p t h r ea d c o n t r o L 
{ 

n UINT  ActionCode; 
n STGMEDIUM  Medium; 

#ifdef  NONCONCURRENT 
n HANDLE  h PG PC TX S ema p h o r e ; 

# e nd i f 
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>PGPTHREADCONTROL; 


#define  STACK_SIZE  0x8000 
//define  PGPCTX  SEMAPHORE 


■PGP  50  CONTEXT  M E N U_ S EM A P HOR E ' 


void  CaLLPGPThreadCvoid  *Arg); 

HRESULT  Cal  LPGP(STGMEDIUH  *pMedium,  UINT  ActionCode); 

extern  HINSTANCE  g_hmodT h i s D L L ; 
extern  HANDLE  hPGPThreadMutex; 


FUNCTION:  C S h e L L Ex t : : Que r y C o n t e x t He n u ( H M E N U , UINT,  UINT,  UINT,  UINT) 

PURPOSE:  Called  by  the  shell  just  before  the  context  menu  is  displayed. 
This  is  where  you  add  your  specific  menu  items. 


PARAMETERS  : 
hMenu 
i ndexHenu 
idCmd First 
i dCmtLast 
u F I a g s 

RETURN  VALUE; 


COMMENTS : 


Handle  to  the  context  menu 

Index  of  where  to  begin  inserting  menu  items 
Lowest  value  for  new  menu  ID's 
Highest  value  for  new  menu  ID's 
Specifies  the  context  of  the  menu  event 


// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

// 

LRESULT  CALLBACK  InvisiProcCHWND  hwnd,  UINT  msg,  WPARAM  wParam,  LPARAM  IParam); 

STDMETHODIHP  C S h e I I E x t : : flu e r y C o n t e x t He nu ( H H E N U hMenu, 

UINT  i ndexHenu, 

UINT  idCmd First, 

UINT  idCmdLast, 

UINT  uFlags) 

{ 

ODSC"CShellExt::aueryContextMenu()\r\n"); 

n DWORD  FileAttr; 

char  szMenuTextC643  = 
char  szExtC64I]; 
n char  * pExt; 

n char  * pSlash; 

BOOL  bAppendItems=TRUE; 
n i n t i = 0 ; 

n hParentMenu  = hHenu;n  //  save  for  DeleteHenuC)  in  ReleaseC) 


n //  return  if  we  don't  have  a file  name 
n if  ( m_s z F i I e U s e r C I i c ke dOn C 0 D ==  '\0') 

return  Re s u 1 1 F r omS ho r t ( 0 ) ; //return  zero  items  added 
n //  no  context  menu  entry  for  folders  and  system  files 
a FileAttr  = G e t F i I e A 1 1 r i bu t e s ( m_ s z F i I e U s e r C I i c kedOn  ) ; 

n if  (FileAttr  & F I LE_ ATT R I BUT E_ D I R E CTOR Y ||  FileAttr  S F I LE_ ATT R I BUT E_S Y STEM ) 
return  ResultFromShort(0);  //return  zero  items  added 


n //  get  file's  extension 
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n pExt  = s t r r c h r ( ni_  s z F i L e U s e r C L i c ke  d 0 n , '.');n//  get  Last  period  in  file  name 

n //  get  Last  backsLash  in  fiLe  name 

n pSLash  = strrchr(m_szFiLeUserCLickedOn, 


□ 

□ 

Q 

n 

n 

n 

□ 

□ 


□ 

n 

D 

n 

□ 

n 

n 

□ 

n 

a 


if  (!pExt  II  pSLash  > pExt)n//  if  no  period  or  sLash  foLLows  period 
n *szExt  = '\0'; 
e L s e 

n strcpyCszExt,  &pExtC1D);n  n //  copy  fiLe's  extension  w/o  the  period 
ODS(szExt); 

0 D S ( " \ r \ n " ) ; 

if  ((uFLags  & 0X000F}  ==  CMF_NORMAL)  //Check  ==  here,  since  CHF_NORMAL=0 
{ 

ODS("CMF_NORMAL...\r\n"); 
strcpyCszHenuText,  "&PGP"); 

> 

e L s e 

if  (uFLags  S CMF_VERBSONLY) 
f 

ODS("CHF_VERBSONLY...\r\n"); 
strcpyCszHenuText,  "SPGP"); 

> 

e L s e 

if  (uFLags  & CMF_EXPLORE) 

{ 

ODS("CHF_EXPLORE...\r\n"); 
strcpyCszMenuText,  "&PGP"); 

> 

e L s e 

if  (uFLags  & CHF_DEFAULTONLY) 

{ 

ODS("CHF_DEFAULTONLY...\r\n"); 
bAppendItems  = FALSE; 

> 

e L se 

{ 

char  szT  empC32!] ; 

wsp r i n t f ( s zTemp,  " u F L a g s ==>%d \ r \ n " , uFLags); 

ODS("CHF_defauLt.  . .\r\n"); 

ODS ( szT  emp ) ; 
bAppendItems  = FALSE; 

> 

i f (bAppendItems  ) 

{ 

if  (_strnicmp(szExt,  "pgp",  3)  ==  0 
n n II  _s t r n i cmp ( s z Ex t , "asc",  3)  ==  0) 

n { 

n n CreateEncryptedMenu(idCmd First); 

n > 

n e L s e 

n { 

n n i f ( _s t r n i cmp ( s z Ex t , "sig",  3)  ==  0) 

n B { 

n B B C r ea t e Ve r i f yMenu ( i dCmd F i r s t ) ; 

B B > 
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s 

□ 

□ 

else 

n 

n 

n 

{ 

n 

Q 

□ 

n 

if(_strnicmp(szExt, 

" be  x p k ' 

N 

II 

II 

1 1 

n 

Q 

n 

n 

_strni cmpCszExt, 

"aexpk' 

',  5)  ==  0 

1 1 

n 

n 

n 

n 

_strni cmpCszExt, 

" pu  b k r ' 

II 

II 

m 

s 

1 1 

a 

n 

n 

n 

_strni cmpCszExt, 

" p r V k r ' 

II 

11 

m 

s 

1 1 

n 

n 

a 

n 

_strni cmpCszExt, 

"pkr". 

3)  ==  0 1 1 

tt 

n 

n 

n 

_strni cmpCszExt, 

" s kr " , 

3)  ==  0) 

n 

Q 

n 

n 

{ 

tt 

n 

n 

n 

n C r e a t e Key f i L eH e n u C i d C md F i r s t ) ; 

n 

n 

n 

n 

} 

n 

n 

n 

n 

else 

n 

n 

n 

n 

a CreatePLaintextHenuCidCmdFirst); 

n 

n 

o 

} 

n 

Q 

> 

n 

s 

BOOL 

InsertRet; 

n 

n 

i n t nn 

n n i Me n u 1 1 emC  0 u n t = G e t M e n u 1 1 emCoun  t ( tiM e nu  ) 

n 

o 

i ntnn 

n n i Posi t i on 

= 0XFFFFFFFF; 

a n MENUITEMIN FOn 
n n TCHARn  n n 


Menulteminfo; 

s2StringInfoC255Il; 


for  ( i nt 


0;  i < 1 Menu  1 1 emCount ; i++)  { 


n n n Me n u 1 1 emi n f o . c b S i z e = s i z e o f ( H EN U I T EM  I N F 0 ) ; 

n n n Menulteminfo. fMask  = MIIM_TYPE; 

n n n M e n u I t emI n f o . w I D = 0; 

n n n M e n u I t emi n f o . h S ubMe n u = NULL; 

n n n Me n u I t emi n f o . h bmp C h e c ke d = NULL; 

n n n Me n u I t emi n f o . h bmpUn c h e c ke d=  NULL; 

n n n Me nu I t emi n f o . d w 1 t emDa t a = NULL; 

n n n Menu  1 1 em I n f o . d wTy p e Da t a = s z S t r i n g I n f o ; 

n n n Menu  1 1 em I n f o . c c hn  n = s i z e o f ( s z S t r i ng 1 n f o ) ; 

n n n if  ( G e t M e n u 1 1 emi n f o ( h He n u , i,  TRUE,  &Menu 1 1 emi n f o ) ) { 

n n n n if  ( He n u I t emi n f o . f Ty pe  ==  HFT_STRING)  { 

n n n n n if  ( He nu I t emi n f o . d wTy pe Da t a &S 

n n n n n n n !stricmp(MenuItemInfo.dwTypeData,  "Se&nd  To"))  f 

n n n n n n //  found  Send  To 

n n n n n n for  (int  j = i+1;  j < i M e n u I t emC ou n t ; j++)  f 

n n n n n n n Me n u 1 1 emi n f o . c b S i z e = s i z eo f ( M E NU I T EH  I N F 0 ) ; 

n n n n n n n He n u 1 t emi n f o . f Ma s k = MIIM_TYPE  | HIIH_DATA; 

nnnnnnnif  ( G e t He n u I t em I n f o ( h He n u , j,  TRUE, 
nnnnnnnnnnnn  &He n u I t em I n f o ) ) { 

nnnnnnnnif  ( M e n u 1 1 emi n f o . f Ty pe  ==  H FT_S E P AR ATOR ) { 
nnnnnnnnn  iPosition  = j+1; 
nnannaonn  break; 
naannunn) 
nannunny 

D n Q n n D > 


if  (iPosition 


0XFFFFFFFF)  { 


n //  no  end  separator  was  found,  just  Send  To, 
n //  so  add  a separator 
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□ 

a 

B 

n n n Q 

AddMenuSeparatorChMenu,  i+1); 

n 

n 

B 

n u □ n 

iPosition  = i+2; 

n 

a 

B 

n n n } 

n 

n 

B 

n n n break; 

n 

a 

B 

n n } 

Q 

Q 

B 

a > 

a 

a 

B 

} 

a 

a 

} 

n 

n 

InsertRet  = I n s e r t M e n u ( h He n u , 

n 

a 

□ 

n n n Q 

a iPosition, 

n 

a 

B 

□ B n n 

a MF_STRING  | H F_B Y POS I T I ON  | 

n 

n 

B 

n n n □ 

a CUINT)hSubMenu, 

n 

n 

B 

□ non 

a szMenuText); 

n 

n 

i f 

( ! InsertRet) 

a 

a 

{ 

n 

a 

B 

char  ECC64!]; 

n 

□ 

B 

DWORD  ErrorCode 

= GetLastErrorl); 

n 

Q 

B 

_ltoa(ErrorCode, 

EC,  16); 

n 

D 

B 

ODS("InsertHenu 

fai led!\r\n"); 

n 

n 

B 

ODS(EC); 

n 

Q 

B 

0 D S ( " \ r \ n " ) ; 

n 

a 

B 

SubMenuItems  = 0 

/ 

n 

B 

} 

n 

B 

e L 

s e 

n 

B 

□ 

ODS("InsertMenu 

succeeded!\r\n"); 

n 

B 

i f 

(iPosition  !=  0xFFFFFFFF)  { 

a 

B 

n 

AddMenuSeparatorChHenu,  iPosition+1 ); 

n 

B 

} 

return  ResuLtFromShort(SubHenuItems); 


return  NOERROR; 


// 

//  FUNCTION:  C S h e L L Ex t : : I n vo ke C omma nd ( LPCH I N VOKE C OMH AN D I N FO ) 

// 

//  PURPOSE:  Called  by  the  shell  after  the  user  has  selected  one  of  the 
//  menu  items  that  was  added  in  Que r y C on t e x t Me n u ( ) . 

// 

//  PARAMETERS: 

//  Ipcmi  - Pointer  to  an  C M I N VO KE C OMM AN D I N F 0 structure 
// 

//  RETURN  VALUE: 

// 

// 

//  COMMENTS: 

// 


STDMETHODIMP  CShellExt::InvokeCommandCLPCMINVOKECOMMANDINFO  Ipcmi) 
{ 

a PGPTHREADCONTROL  *pTC  = NULL; 

ODS("CShellExt::InvokeCommand()\r\n"); 


n HRESULT  hr  = E_INVALIDARG; 
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//If  HI  WORD ( L pcmi -> LpVe rb  ) then  we  have  been  called  programmatically 
//and  IpVerb  is  a command  that  should  be  invoked.  Otherwise,  the  shell 
//has  called  us,  and  LOWOR D ( I p cm i -> I pVe r b ) is  the  menu  ID  the  user  has 
//selected.  Actually,  it's  (menu  ID  - idCmdFirst)  from  Que ry C on t ex t M e n u ( ) . 
n if  ( ! H I WORD ( I p cmi ->  I pVe r b ) ) 

{ 

DINT  idCmd  = LOWO R D C I p cm i ->  I pVe r b ) ; 

a n if((pTC  = ( PG PT H R E A D C 0 NT R 0 L *)  pg p A I I o c ( s i z eof ( PG PT H R E A D C ONT RO L) ) ) ) 
n n { 

n n n pTC->Medium  = medium; 

#ifdef  NONCONCURRENT 


n 

D 

B 

HANDLE 

hPGPCTXSemaphore  = NULL; 

n 

n 

B 

BOOL 

DidCreate  = FALSE; 

D 

a 

B 

if  ( ! 

(hPGPCTXSemaphore  = Ope n S ema p h o r e ( S EM A PH  0 R E_ A LL_ AC C E S S , FALSE 

n 

n 

B 

B 

fl 

fl 

n n n n n n n PG P C TX_ S EM AP HO R E ) ) ) 

n 

n 

B 

i 

n 

n 

B 

B 

hPGPCTXSemaphore  = C r ea t e S ema ph o r e ( NU LL,  0,  1, 

a 

n 

B 

B 

B 

B 

n n n n n n n PG P CTX_S EM APH 0 R E ) ; 

n 

n 

B 

B 

DidCreate  = TRUE; 

n 

□ 

B 

> 

a 

n 

B 

if (hPGPCTXSemaphore) 

n 

n 

B 

n 

n 

B 

B 

if(DidCreate  ||  Wa i t F o r S i ng  1 e 0 b j e c t ( h PG PC TX S ema pho r e , 0) 

□ 

n 

B 

B 

B 

fl 

n n n !=  W A I T_T I H EO UT ) 

n 

n 

B 

B 

{ 

D 

n 

B 

B 

B 

pTC 

->h PG PCTX S ema pho r e = hPGPCTXSemaphore; 

#endi f 

□ 

n 

B 

B 

fl 

s w i 

tch  (idCmd) 

n 

□ 

B 

B 

fl 

Q 

n 

B 

B 

fl 

n 

case  0 : 

n 

B 

B 

B 

B 

B 

n break; 

n 

n 

B 

B 

B 

B 

case  1 : 

□ 

B 

B 

B 

B 

fl 

if  ( St r cmp ( SubMenuType,  "Encrypted")  ==  0) 

n 

B 

B 

B 

B 

B 

{ 

□ 

B 

B 

B 

B 

fl 

n pT C -> A c t i on C od e = PGP_CODE_DECR YPT; 

o 

B 

B 

fl 

B 

B 

> 

Q 

B 

B 

B 

fl 

B 

else 

n 

B 

B 

B 

fl 

B 

{ 

n 

B 

B 

B 

B 

fl 

n if  (strcmp(SubMenuType,  "Keyfile")  ==  0) 

□ 

B 

B 

B 

fl 

B 

n { 

□ 

B 

B 

B 

B 

B 

n n pT C -> A c t i 0 n C ode  = PG P_ CO D E_ A D D_KE Y S ; 

□ 

B 

B 

B 

fl 

B 

n > 

n 

B 

B 

fl 

B 

B 

n else 

Q 

B 

B 

fl 

fl 

B 

n { 

n 

B 

B 

B 

fl 

B 

n n if  ( s t r cmp ( S u bMenuTy pe , "AddKeys")  ==  0) 

n 

B 

B 

fl 

B 

B 

n n { 

n 

B 

B 

fl 

B 

B 

n n n pT C-> A c t i on  Cod e = PG P_C0 D E_V I E W_KE Y S ; 

n 

B 

B 

fl 

fl 

B 

n n > 

Q 

B 

B 

B 

fl 

B 

D D else 

n 

B 

B 

B 

fl 

B 

n n { 

n 

B 

B 

fl 

B 

B 

n n n i f ( s t r c mp ( S u bMen uTy pe , "Verify")  ==  0) 

n 

B 

B 

fl 

fl 

B 

n n n < 
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n 

n 

a 

□ 

n 

n 

n n B n pTC-> A c t i o n C od e = PG P_ C 0 D E_ V E R I F Y_ S I G 

n 

n 

n 

□ 

n 

□ 

n n n J 

n 

a 

n 

Q 

n 

n 

n n n else 

n 

tt 

n 

□ 

n 

n 

D □ □ { 

□ 

u 

n 

n 

a 

□ 

anna  pT C-> A c t i on C od e = PG P_ C 0 D E_ E N C R Y PT ; 

n 

n 

s 

n 

n 

s 

n n n } 

n 

n 

H 

n 

a 

n 

n n > 

u 

n 

n 

□ 

n 

u 

B } 

n 

n 

n 

n 

n 

n 

> 

n 

n 

n 

□ 

n 

n 

hr  = NOERROR; 

□ 

□ 

n 

□ 

n 

n 

break; 

n 

n 

n 

Q 

□ 

case 

1 2 : 

n 

□ 

n 

n 

d 

□ 

if  ( s t r cmp ( S u bHe n uTy pe , "Encrypted")  ==  0) 

n 

n 

o 

n 

n 

n 

B pTC->Acti onCode  = PGP_CODE_VERI F Y; 

n 

n 

n 

n 

n 

n 

else 

n 

Q 

n 

n 

n 

n 

B pTC->Act i onCode  = PG P_ C 0 D E_S I G N ; 

n 

Q 

n 

□ 

□ 

n 

hr  = NOERROR; 

n 

n 

n 

Q 

u 

□ 

break; 

n 

n 

n 

n 

u 

case 

3: 

n 

□ 

D 

n 

a 

a 

pTC->Act i onCode  = PG P_ C 0 D E_ E N C R Y PT_S  I G N ; 

n 

n 

n 

n 

n 

B 

hr  = NOERROR; 

D 

n 

n 

n 

a 

B 

break; 

Q 

n 

n 

n 

n 

case 

4 : 

n 

n 

n 

Q 

Q 

B 

pTC->Act i onCode  = PG P_ CO D E_ E N C R Y PT_S E N D ; 

n 

n 

□ 

n 

n 

B 

hr  = NOERROR; 

n 

n 

n 

□ 

n 

B 

break; 

□ 

a 

o 

n 

n 

> 

n 

n 

n 

n 

n 

ifChr  ==  NOERROR)  //We  found  a good  'un! 

Q 

n 

n 

Q 

D 

n 

n 

Q 

a 

n 

B 

hPGPThreadHutex  = CreateHutexCNULL,  TRUE,  NULL); 

□ 

n 

n 

□ 

□ 

B 

pTC->Medium  = medium; 

n 

n 

n 

n 

a 

B 

//  encrypt 

n 

n 

□ 

n 

u 

B 

_beginthread(Cal  IPGPThread,  STACK_SIZE,  (void  *)  pTC), 

□ 

n 

n 

Q 

□ 

> 

# i f d e f 

NONCONCURRENT 

n 

Q 

n 

o 

> 

Q 

n 

n 

n 

else 

/*We  only  get  here  on  wait  timeout.*/ 

n 

n 

n 

□ 

{ 

n 

o 

a 

D 

□ 

MessageBoxCNULL,  "You  may  only  encrypt/decrypt/verify  " 

n 

n 

n 

a 

a 

B 

B n "one  file  at  a time.",  "PGP  Busy",  HB_0K); 

□ 

n 

D 

a 

> 

n 

n 

n 

y 

#end i f 
n n > 

> 

return  hr; 

> 

void  C a L L PG PT h r ea d ( VO i d *Arg) 

{ 

/* 

n *Make  our  own  Local  copy  so  that  when  our  parent  expires, 

n *our  data  is  stiLL  good: 
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n * / 

n PGPTHREADCONTROL  *pTC  = ( PGPTHREADCONTROL  *)  Arg; 

n CaLLPGP(&CpTC->Hedium),  pTC->ActionCode); 

#ifdef  NONCONCURRENT 

n R e L e a s e S ema p h o r e ( pT C-> h PG P C TX S e ma p ho  re , 1,  NULL); 

n CLoseHandleCpTC->hPGPCTXSemaphore); 

# e n d i f 


n pgpFree(pTC); 

n Re L e a s eHu t ex ( h PG PT h rea d M u t e X ) ; 

n _endthread(); 

} 

// 

//  FUNCTION:  C S h e L L Ex t : : G e t C omma nd S t r i ng ( U I NT  idCmd, 

//  UINT  uFLags, 

//  UINT  FAR  *reserved, 

//  LPSTR  pszName, 

//  UINTcchHax) 

// 

//  PURPOSE:  Called  by  the  shell  as  the  mouse  passes  over  a menu  item, 
//n  n n n Displays  a help  string  on  the  Explorer  status  bar. 

// 


STDMETHODIMP  C S h e I I E x t : : G e t C omma n d S t r i ng ( U I NT  idCmd, 

UINT  uFlags, 

UINT  FAR  *reserved, 
LPSTR  pszName, 

UINT  cchMax) 

{ 

n charn  n msgC2563; 

n OSVERSIONINFO  Version; 

ODS("CShelLExt::GetCommandString()\r\n"); 
n 0DS("Max  message  length:  "); 

n ODS<_ltoa(cchHax,  msg,  10)); 

n 0DS(''\r\n"); 


switch  (idCmd) 
{ 

case  0 : 

n n n break; 


n 


n 

□ 


□ 

n 


□ 


n a 

n □ 

□ n 


case  1 : 

if  (strcmpCSubMenuType,  "Encrypted")  ==  0) 
n n strcpyCmsg,  "Decrypt  this  encrypted  file."); 

n else 

if  (strcmpCSubMenuType,  "Keyfile")  ==  0) 
n n strcpyCmsg, 

n n n "Add  keys  from  this  file  to  the  default  public  keyring."); 

n else 

if  ( s t r cmp ( S ubM e n uTy p e , "AddKeys")  ==  0) 
n n strcpyCmsg,  "Add  the  keys  in  this  file  to  your  keyring"); 
n else 

a o strcpy(msg,  "Encrypt  this  file."); 

break; 
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n □ 

n n 

□ □ 


case  2 : 

if  ( s t r cmp ( S ubMenuTy pe  , "Encrypted")  ==  0) 
n n strcpyCmsg,  "Verify  this  file's  encrypted  signature."); 
n else 

B B strcpyCmsg,  "Sign  this  file  with  an  encrypted  signature."); 
break; 


case  3 : 

strcpyCmsg, 

B B "Encrypt  this  file  and  sign  it  with  an  encrypted  signature."); 
break; 


#ifdef  ENCRYPTSEND 
case  4 ; 

strcpyCmsg,  "Encrypt  this  file  and  send  it  to  an  email  recipient."); 
break; 

#end  i f 

> 

ODS(msg); 

ODSC"\r\n"); 

n //  return  the  help  string 

B //  get  OS  type 

n Ve r s i on . d wO S V e r s i o n I n f o S i z e = ( D WO R D ) ( s i z eo f Version); 

B G e t Ve r s i on E X ( 8 Ve r s i on  ) ; 

B if  ( Versi on . dwPlatf ormid  ==  V E R_P L AT FO RM_ W I N 32_NT ) b //  if  WIN  NT 

B { 


□ 

u 

// 

first 

set  empty  string 

n 

□ 

MultiByteToWideChar(CP_ACP,  0,  -1, 

n 

n 

n 

n 

n B B ( LPW ST R ) p s z N a me , cchMax  / 2); 

a 

□ 

// 

then 

convert  string 

o 

Q 

i f 

(cchHax  / 2 > s t r 1 en { ms g ) ) b //  if  room  for  message 

n 

Q 

n 

n 

n 

i f ( 

! ( Mu  1 1 i By t eToWi deC ha r ( C P_ACP,  0,  msg,  -1, 

n 

n 

n 

B 

n B B ( LPWSTR ) ps z Name,  cchMax  / 2))) 

D 

n 

n 

{ 

# i f d e f 

_DEBUG 

n 

n 

a 

n 

char  buf1C40]; 

#end i f 

□ 

n 

a 

a 

ODS("MultiByteToWideChar()  failed.\r\n"); 

n 

Q 

a 

a 

ODSC  "Error  Code  is:  "); 

D 

n 

a 

a 

ODS(_ltoa(GetLastError(),  bufi,  10)); 

n 

n 

n 

n 

0 D S ( " \ r \ n " ) ; 

n 

a 

n 

> 

n 

n 

> 

Q 

a 

else 

□ 

a 

a 

ODS  ( 

"Buffer  is  not  large  enough  for  me s s a g e . \ r \ n " ) 

#i f def 

_DEBUG 

a 

a 

W i d e C ha  r ToM u 1 1 i By  t e ( C P_A C P , 0,  ( LPC W STR  ) p s z Na me  , 

□ 

□ 

a 

n 

B B -1,  msg,  sizeof  msg,  NULL,  NULL); 

n 

n 

ODS(msg) 

/ 

n 

o 

0 D S ( " \ r \ n " ) ; 

#end  i f 

n 

} 

n 

e 1 s e B 

//  WIN  95 

n 

a 

□ 

// 

make 

sure  the  help  string  isn't  too  long 

u 

n 

// 

first 

set  empty  string 
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□ 

s 

strcpyCpszName,  ""); 

D 

Q 

//  then  copy  string  if  there 

' s room 

□ 

n 

if  CcchMax  > s t r L e n C ms g ) ) a 

//  if  buffer  Larger 

than  string 

D 

n 

a StrcpyCpszName,  msg); 

n 

n 

else 

□ 

o 

a ODSC" Buffer  is  not  Large 

enough  for  message. 

, \ r \ n " ) ; 

Q 

n 

n 

ODSCpszName)  ; 

a 

n 

0 D S C " \ r \ n " ) ; 

n } 

n return  NOERROR; 

} 

void  C S h e L L Ex t : : C r ea t e E n c ry p t edMe nu ( U I NT  idCmdFirst) 
{ 

n MENUITEHINFO  Iteminfo; 
n char  HTextC64]; 

n Iteminfo. cbSize  = sizeof  Iteminfo; 
n Iteminfo . f Mask  = HIIH_TYPE  | MIIM_ID; 
n 1 1 emi n f o . f Ty pe  = MFT_STRING; 

n Iteminfo. wID  = idCmdFirst; 
n I t emI n f o . h S u bMe nu  = NULL; 

n I t emi nf o . hbmpC h ec ked  = NULL; 

n I t emi n f o . h bmpU n c h e c ked  = NULL; 

a Iteminfo. dwItemData  = 0; 
n I t emi nf o . dwTy pe Da t a = MText; 

n Iteminfo. cch  = 0; 


n strcpyCSubMenuType,  "Encrypted"); 
n hSubHenu  = C r e a t e Popu pHenu C ) ; 

/ *a 

n I t emi n f o . f Ty pe  = MFT_STRING; 

n Iteminfo. fHask  = MIIH_TYPE  | MIIH_STATE; 
n Iteminfo. f State  = H F_ D I S AB L E D ; n //  for  title  Line 

n strcpyCMText,  "Pretty  Good  Privacy"); 

n I n s e r t Hen u I t em ( h S ubHenu , 0xffffffff,  TRUE,  Sltemlnfo); 

n I t emi n f o . f Ty pe  = H FT_S E P A R ATO R ; 

n I n s e r t He nu I t em ( h S ubMe n u , 0xffffffff,  TRUE,  &ItemInfo); 

*/ 

a I t emi n f o . f Ty pe  = MFT_STRING; 

a Iteminfo . fHask  = MIIH_TYPE  | HIIH_STATE  | MIIM_ID; 
a Iteminfo. fState  = MFS_ENABLED;a  n //  for  command  lines 
a 

a ++ I t emi n f o . w I D ; 

a strcpyCHText,  "SDecrypt  / Verify"); 

a InsertHenuItemChSubHenu,  0xffffffff,  TRUE,  Sltemlnfo); 

/* 

a ++ I t emi n f o . w I D ; 

a StrcpyCHText,  "SVerify"); 

a InsertHenuItemChSubHenu,  0xffffffff,  TRUE,  Sltemlnfo); 

*/ 
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n SubHenuItems  = 2; 

> 

void  C S h e L L E X t : : C r e a t e Ve r i f y H e n u ( U I NT  i d C md F i r s t ) 

{ 

n HENUITEMINFO  Itemlnfo; 
n char  MTextC64D; 

n Itemlnfo. cbSize  = sizeof  Itemlnfo; 
n Itemlnfo. uID  = idCmdFirst; 
o I t emi n f o . h S u bM e n u = NULL; 

n Itemlnfo. hbmpChecked  = NULL; 
n 1 1 emI n f o . h bmpU n c h e c ke d = NULL; 

n I t emi n f o . d w I t em Da t a = 0; 

n Itemlnfo. dwTypeData  = HText; 
n Itemlnfo. cch  = 0; 

n strcpyCSubMenuType,.  "Verify"); 
n hSubMenu  = C r ea t e Pop u pHe n u ( ) ; 

/ *n 

a Itemlnfo. fType  = HFT_STRING; 

n Itemlnfo. fMask  = niIM_TYPE  | MIIH.STATE; 

n Itemlnfo. fState  = MF_DISABLED;n  //  for  title  Line 
n s t r cpy ( MTex t , "Pretty  Good  Privacy"); 

n InsertHenuItemChSubMenu,  0xffffffff,  TRUE,  Sltemlnfo); 
n Itemlnfo . fType  = M F T_ S E P A R ATO R ; 

n InsertMenuItemlhSubHenu,  0xffffffff,  TRUE,  Siteminfo); 

*/ 

n Itemlnfo. fType  = MFT_STRING; 

a Itemlnfo. fMask  = niIH_TYPE  | HIIH_STATE  | HIIH_ID; 
n 1 1 emi n f o . f S t a t e = H F S_ E N AB L E D ; n n //  for  command  Lines 

B 

n ++ 1 1 emi n f o . w I D ; 

n strcpyCHText,  "SVerify  Signature"); 

n I nse r t Menul t em C h SubMenu,  0xffffffff,  TRUE,  &ItemInfo); 

B 

n SubMenuItems  = 2; 

} 


void  C S h e I L Ex t : : C r ea t e Key f i L e Me n u ( U I NT  idCmdFirst) 
{ 

a MENUITEMINFO  Itemlnfo; 

B char  MTextC64II; 

n Itemlnfo. cbSize  = sizeof  Itemlnfo; 
n Itemlnfo. uID  = idCmdFirst; 
n Itemlnfo. hSubMenu  = NULL; 
n Itemlnfo. hbmpChecked  = NULL; 
o 1 1 emi n f o . h bmpU n c h e c ke d = NULL; 

n Itemlnfo. dwItemData  = 0; 

n Itemlnfo . dwTypeData  = MText; 

n Itemlnfo. cch  = 0; 
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n s t r cpy C SubMenuTy pe,  "KeyfiLe"); 

n hSubHenu  = CreatePopupMenuC); 

/ *n 

n I t emi nf o . f Type  = HFT_STRING; 
n Iteminf o . f Mask  = HIIH_TYPE  | HIIH_STATE; 
n I t em I n f o . f S t a t e = M F_ D I S AB L E D ; n //  for  title  line 
n strcpyCMText,  "Pretty  Good  Privacy"); 

n I n s e r t Me n u I t em ( h S u bHe n u , TRUE,  Sltemlnfo); 

n Itemlnfo.fType  = MFT_SEPARATOR; 

a I ns e r t Menu  1 1 em ( h SubMenu,  0xffffffff,  TRUE,  Sltemlnfo); 

*/ 

n Itemlnfo.fType  = MFT_STRING; 

n Iteminfo. fMask  = MIIM_TYPE  | HIIM_STATE  | MIIM_ID; 

n I t emI nf o . f S t a t e = M F S_ E N AB L E D ; n n //  for  command  lines 

n 

a ++ I t emi n f o . w I D ; 

n strcpyCMText,  "&Add  Keys  to  Keyring"); 

n InsertMenuItemlhSubHenu,  0xffffffff,  TRUE,  Sltemlnfo); 

n 

n SubMenuItems  = 2; 

} 

void  C S h e I I Ex t : : C r e a t e V i e wKey r i ng Me nu ( U I NT  idCmdFirst) 
f 

n MENUITEMINFO  Iteminfo; 
n char  HTextC64]; 

n Iteminfo. cbSize  = sizeof  Iteminfo; 
n Iteminfo. wID  = idCmdFirst; 
n I t emi n f o . h S u bMe nu  = NULL; 

n Iteminfo. hbmpChecked  = NULL; 
n I t emi n f o . h bmpU n c h e c ke d = NULL; 

n Iteminfo. dwItemData  = 0; 
n I t emi n f o . d wTy pe Da t a = HText; 

n Iteminfo. cch  = 0; 

n s t r c py ( S ubM e n uTy pe , "AddKeys"); 

n hSubMenu  = C r e a t e Popu pMe n u ( ) ; 

/ *n 

n Itemlnfo.fType  = MFT_STRING; 
n Iteminf o . fMask  = HIIM_TYPE  | HIIM_STATE; 
n Iteminfo. fState  = MF_DISABLED;n  //  for  title  line 
n StrcpyCMText,  "Pretty  Good  Privacy"); 

n I n s e r t M e nu I t em ( h S ubHe nu , 0xffffffff,  TRUE,  Sltemlnfo); 

n Itemlnfo.fType  = MFT_SEPARATOR; 

n InsertHenuItemChSubMenu,  0xffffffff,  TRUE,  Sltemlnfo); 

*/ 

n Itemlnfo.fType  = MFT_STRING; 

n Iteminfo. fMask  = MIIM_TYPE  | MIIH_STATE  | MIIM_ID; 
n 1 1 emi nf o . f S t a t e = M F S_ E N AB LE D ; n n //  for  command  lines 
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□ 

n ++ItemInfo.uID; 

a s t r c py ( HTex t , "&Add  Keys  to  Keyring"); 

a InsertMenuItemChSubHenu,  Oxffffffff,  TRUE,  SItemInfo); 
□ 

a SubMenuItems  = 2; 

> 

void  C S h e L L E X t : : C r e a t e P L a i n t ex t Me n u ( U I NT  idCmdFirst) 

{ 

a MENUITEMINFO  Iteminfo; 
a char  HTextC64]; 

a 1 1 em I n f o . c b S i z e = sizeof  Iteminfo; 
a Iteminfo. wID  = idCmdFirst; 
a 1 1 emi n f o . h S u bMe n u = NULL; 

a Iteminfo. hbmpChecked  = NULL; 

a Iteminfo . hbmpUnchecked  = NULL; 

a I t emI n f o . d w I t em D a t a = 0; 

a Iteminfo . dwTypeData  = MText; 
a Iteminfo. cch  = 0; 

a s t r c py ( S u bMe n uTy pe , "Plaintext"); 

a hSubMenu  = C r e a t e Po pu pHe n u ( ) ; 
a 

/* 

a Iteminfo . f Type  = HFT_STRING; 
a Iteminfo . f Mask  = MIIM_TYPE  | MIIM_STATE; 
a I t em I n f o . f S t a t e = M F _ D I S AB LE D ; a //  for  title  line 
a strcpyCHText,  "Pretty  Good  Privacy"); 

a I n s e r t Menu  1 1 em ( h SubMenu,  0xffffffff,  TRUE,  SItemInfo); 


a Iteminfo . f Type  = M FT_S EPARATOR; 

a I n s e r t M e n u I t em ( h S u bM e nu , 0xffffffff,  TRUE,  SItemInfo); 


*/ 

a Iteminfo. fType  = MFT_STRING; 

a Iteminfo. f Mask  = MIIM_TYPE  | MIIM_STATE  | HIIH_ID; 
a I t emi n f o . f S t a t e = M F S _ E N AB L E D ; a n //  for  command  lines 
a 

a ++ Iteminfo. wID; 
a s t r c py ( MTe X t , "SEncrypt"); 

a I n s e r t M e n u I t em C h S u bM e n u , 0xffffffff,  TRUE,  SItemInfo); 

a 

a ++ItemInfo.wID; 
a strcpyCMText,  "SSign"); 

a InsertMenuItemChSubMenu,  0xffffffff,  TRUE,  SItemInfo); 
a 

a ++ItemInfo.wID; 

a s t r c py ( MTe X t , "ESncrypt  and  Sign"); 

a InsertMenuItemChSubMenu,  0xffffffff,  TRUE,  SItemInfo); 


#ifdef  ENCRYPTSEND 
a ++ I t emi n f o . w I D ; 

a strcpyCMText,  "Encrypt  and  SenSd"); 

a InsertMenuItemChSubMenu,  0xffffffff,  TRUE,  SItemInfo); 
a 
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n SubMenuItems  = 5; 

#e  Lse 

n SubMenuItems  = 4; 

# e nd i f 

> 

HRESULT  Ca L L PGP( STGHEDIUH  *pMedium,  UINT  ActionCode) 
{ 

n LONG  Ret  = NOERROR; 

n char  s z F i L e Pa t h C H AX_ P AT H D ; 

n BOOL  bEncrypt  = FALSE; 

n BOOL  bSign  = FALSE; 

n UINT  cbFiLes  = 0; 

n UINT  i = 0; 

n UINT  ReturnCode  = ST ATU S_S U C C E S S ; 
n RECIPIENTDIALOGSTRUCT  R e c i p i e n t D i a L og S t r u c t ; 
n char  *Passphrase  = NULL; 

n HWND  hwnd; 

n hwnd  = GetForegroundWindowC); 


n i f ( PG Pc omd L g I s E X p i r ed C h un d ) ) 

n n r e t u r n ( Re  t u r n C od e ) ; 

n if  ( pHed i um->h G L oba L ) 
n { 

n n cbFiLes  = D r a gClue  r y F i L e ( ( H D RO  P ) pMed  i um->hG  L oba  L , (UINT)-I,  0,  0); 
n } 


a memsetC&RecipientDialogStruct,  '\0',  sizeof(RecipientDiaLogStruct)); 

n //Get  the  name  of  the  first  file  the  user  has  clicked  on 
n if  (cbFiLes  SS  ActionCode  !=  PG P_COD E_ EN C R Y PT_S EN D ) 

o /*We  want  different  Logic  for  encrypt  and  send  - it  does  its  own 

n *DragQueryFiLe  stuff  so  that  it  can  send  aLL  files  at  once 
n * / 

n { 


n 

n 

f 0 r ( i 

= 0; 

i < 

cbFiLes  &&  ReturnCode  ==  ST ATU S_S U C C E S S ; i++) 

n 

Q 

< 

□ 

n 

a 

i 

fCDragQueryFi Le(CHDROP)  pHedium->hGLobaL, 

' / 

szFi LePath, 

sizeofCszFi LePath))) 

D 

n 

a 

{ 

n 

n 

a 

n 

s w i 

tch(ActionCode) 

a 

n 

n 

n 

< 

a 

Q 

n 

a 

a 

case  PGP_CODE_ENCRYPT_SIGN : 

a 

□ 

Q 

a 

u 

< 

a 

a 

n 

o 

Q 

B 

bEncrypt  = TRUE; 

a 

n 

□ 

a 

a 

B 

bSign  = TRUE; 

n 

c 

n 

a 

n 

B 

/*FinaL  i !=  0 is  a flag  to  teLL  S h e L L E n c r y p t S i g n ( ) 

n 

a 

n 

o 

n 

B 

*whether  it  should  ignore  the  password  var  or  not. 

n 

a 

Q 

a 

Q 

B 

*The  idea  is  that  it  will  ignore  it  the  first  time 

□ 

□ 

n 

a 

B 

B 

*(and  hence  ask  for  the  user's  passphrase)  and  then 

n 

n 

D 

a 

n 

B 

*not  ignore  it  on  subsequent  calls. 

s 

n 

n 

a 

B 

B 

*/ 

n 

Q 

n 

a 

B 

B 

ReturnCode  = S h e L L E n c r y p t S i g n ( h wnd , 
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n 

B 

B 

fl 

B 

B 

B 

fl 

B 

B 

fl 

B 

B 

szFi LePath, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

NULL, 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

B 

B 

bEncrypt, 

B 

B 

B 

fl 

fl 

fl 

B 

B 

B 

B 

fl 

B 

B 

b S i g n , 

B 

B 

fl 

fl 

B 

B 

fl 

fl 

B 

fl 

fl 

B 

B 

FALSE, 

B 

B 

B 

fl 

fl 

fl 

fl 

fl 

B 

B 

B 

B 

B 

FALSE, 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

TRUE, 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

fl 

B 

B 

&RecipientDiaLogStruct, 

B 

B 

fl 

fl 

B 

B 

fl 

fl 

B 

fl 

B 

fl 

B 

i ==  0, 

B 

B 

B 

B 

fl 

fl 

B 

fl 

fl 

B 

B 

B 

B 

SPassphrase) ; 

B 

B 

fl 

B 

fl 

fl 

break; 

B 

B 

B 

B 

B 

} 

B 

B 

B 

B 

B 

case  PGP_C0DE_ 

ENCRYPT : 

B 

B 

B 

B 

B 

{ 

B 

B 

fl 

fl 

B 

B 

bEncrypt  = 

TRUE 

B 

B 

B 

fl 

fl 

B 

ReturnCode 

= SheLLEncryptSi 

gnChwnd, 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

szFi LePath, 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

fl 

B 

B 

NULL, 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

fl 

B 

bEncrypt, 

B 

B 

fl 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

fl 

b S 1 g n , 

B 

B 

fl 

B 

fl 

B 

B 

fl 

B 

fl 

fl 

B 

B 

FALSE, 

B 

B 

B 

fl 

fl 

B 

B 

B 

B 

B 

fl 

fl 

B 

FALSE, 

B 

B 

fl 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

TRUE, 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

fl 

B 

&RecipientDiaLogStruct, 

B 

B 

fl 

fl 

B 

B 

fl 

fl 

fl 

fl 

B 

fl 

B 

i ==  0, 

B 

B 

B 

B 

fl 

fl 

fl 

B 

fl 

B 

fl 

fl 

B 

SPassphrase); 

B 

B 

B 

B 

fl 

B 

break; 

B 

B 

fl 

fl 

B 

> 

B 

B 

fl 

fl 

B 

case 

; PGF 

'_C0DE_ 

SIGN  : 

B 

fl 

B 

B 

B 

{ 

B 

B 

B 

fl 

fl 

fl 

b S i g n = 

TRUE; 

B 

B 

B 

B 

fl 

B 

ReturnCode 

= S he L L En c ryp t S i gn C h wnd. 

B 

fl 

B 

fl 

fl 

B 

B 

B 

fl 

fl 

fl 

B 

B 

szFi  LePath, 

B 

B 

fl 

B 

B 

fl 

B 

B 

fl 

fl 

B 

fl 

B 

NULL, 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

fl 

B 

fl 

bEncrypt, 

B 

B 

fl 

B 

fl 

fl 

B 

B 

fl 

B 

B 

fl 

fl 

b S i g n , 

B 

fl 

fl 

B 

B 

B 

B 

fl 

B 

B 

fl 

B 

fl 

FALSE, 

B 

B 

fl 

fl 

fl 

fl 

fl 

B 

fl 

fl 

B 

B 

B 

TRUE, 

B 

B 

B 

B 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

TRUE, 

B 

fl 

B 

B 

fl 

B 

fl 

B 

B 

fl 

B 

fl 

fl 

&RecipientDialogStruct, 

B 

fl 

fl 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

i ==  0, 

B 

fl 

B 

B 

fl 

fl 

B 

fl 

B 

B 

B 

B 

B 

SPassphrase) ; 

B 

B 

B 

B 

B 

B 

break; 

B 

fl 

fl 

B 

fl 

> 

fl 

B 

B 

fl 

B 

case 

PGP_CODE_DECRYPT : 

B 

fl 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

ReturnCode  = S h e L L D e c r y p t Ve r i f y ( h wn d , 

fl 

fl 

B 

fl 

B 

B 

nnnnnnnn  szFiLePath, 

B 

fl 

B 

B 

B 

B 

nnnnnnnn  FALSE, 
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□ 

□ 

n 

B 

B 

B 

B fl 

fl 

B fl  fl 

fl 

B 

FALSE, 

o 

Q 

B 

B 

B 

B 

B B 

B 

B B B 

fl 

B 

SPassphrase 

Q 

Q 

B 

B 

B 

fl 

B B 

fl 

B B B 

fl 

B 

i ==  0); 

n 

n 

B 

B 

B 

fl 

break 

r 

a 

n 

B 

B 

B 

> 

n 

D 

B 

B 

B 

case 

PGP. 

CODE. 

VERIFY: 

n 

Q 

B 

B 

B 

i 

u 

n 

B 

B 

B 

B 

ReturnCode 

= She L L Dec ryptVeri f y ( hwnd. 

u 

Q 

B 

B 

B 

B 

fl  B 

fl 

B B B 

B 

B 

szFi LePath, 

u 

n 

B 

B 

B 

B 

B fl 

B 

B B B 

B 

B 

TRUE, 

n 

n 

B 

B 

B 

B 

fl  B 

B 

fl  B fl 

B 

fl 

FALSE, 

n 

u 

B 

B 

B 

fl 

B fl 

B 

B B fl 

fl 

B 

SPassphrase 

□ 

n 

B 

B 

B 

fl 

fl  fl 

B 

fl  B B 

B 

B 

i = = 0 ) ; 

□ 

n 

B 

B 

B 

B 

brea  k 

/ 

Q 

n 

B 

B 

B 

> 

□ 

n 

B 

B 

B 

case 

PGP. 

CODE. 

VERI FY.SI6 : 

n 

n 

B 

B 

B 

{ 

Q 

n 

B 

B 

B 

fl 

ReturnCode 

= S he  1.  L De  c ry  p t Ve  r i f y ( h wnd. 

n 

n 

B 

B 

B 

B 

B fl 

B 

fl  B B 

B 

B 

szFi LePath, 

n 

n 

B 

B 

B 

fl 

fl  B 

fl 

B B fl 

fl 

fl 

TRUE, 

n 

Q 

B 

B 

B 

fl 

B fl 

fl 

fl  fl  fl 

fl 

fl 

FALSE, 

n 

s 

B 

B 

B 

B 

B fl 

B 

fl  B fl 

fl 

fl 

SPassphrase 

Q 

n 

B 

B 

B 

fl 

fl  B 

fl 

B B B 

fl 

fl 

i ==  0 ) ; 

n 

Q 

B 

B 

B 

B 

break 

/ 

n 

□ 

B 

B 

B 

> 

n 

n 

B 

B 

B 

case 

PGP_ 

CODE. 

ADD. KEYS  : 

n 

□ 

B 

B 

B 

i 

n 

n 

B 

B 

fl 

fl 

ReturnCode 

= S he L L De c ry p t Ve r i f y ( hwnd. 

n 

n 

B 

B 

fl 

B 

fl  fl 

B 

fl  B fl 

fl 

fl 

szFi LePath, 

Q 

n 

B 

B 

fl 

B 

B B 

B 

B fl  B 

fl 

fl 

FALSE, 

n 

Q 

B 

B 

B 

B 

fl  fl 

B 

B B B 

fl 

fl 

TRUE, 

n 

n 

B 

B 

B 

fl 

fl  fl 

B 

fl  B B 

fl 

fl 

SPassphrase 

□ 

□ 

B 

B 

fl 

B 

fl  fl 

B 

ABB 

B 

B 

II 

M 

s ■ 

n 

Q 

B 

B 

fl 

fl 

break 

Q 

D 

B 

B 

B 

> 

n 

H 

B 

B 

fl 

case 

1 PGP_ 

CODE. 

VIEW. KEYS : 

□ 

n 

B 

B 

fl 

{ 

n 

n 

B 

B 

B 

fl 

Me s s a g e Box ( h wnd , "Not 

Yet 

Implemented.  . 

n 

□ 

B 

B 

B 

fl 

fl  B 

fl 

HB_0K) ; 

□ 

n 

B 

fl 

fl 

fl 

ReturnCode 

= STATUS_FA1LURE; 

n 

n 

B 

B 

B 

B 

break 

r 

n 

n 

B 

B 

fl 

> 

n 

a 

B 

B 

> 

II  S W 1 

t c h 

n 

D 

B 

> 

//  i 

fCDragQueryFi Le 

'Note . 


> //  For 
if(Passphrase) 

{ 

n PGPFreePhrase(Passphrase); 

> 


n n 1 f ( Re c i p i e n t D i a L og  S t r u c t . s z Re c i p i e n t s ) 

n n { 
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n n n pg  p F r e e ( R e c i p i e n t D i a L og  S t r u c t . s z R e c i p i e n t s ) ; 

n n } 

n > //  If  cbFiLes 
n else 

n { 

n n i f (ActionCode  ==  PG P_ C 0 D E _ E N C R Y PT_ S E N D ) 

n n { 

n n n ReturnCode  = S h e L L E n c ry p t S e n d C h wn d , ( H D R 0 P ) pHe d i um-> h G L oba L , 

nnnnnnnnnnn  cbFiLes); 

n n > 

n > 

n ReLeaseStgMediumCpMedium); 
n return  Ret; 

} 


BOOL  C S h e L L E X t : : Ad  d He  n u S e pa  r a t o r ( H M E N L)  hHenu,  int  iPosition) 

{ 

n HENUITEHINFO  M e n u I t em I n f o ; 
n BOOLn  n bRC; 

n MenuItemInfo.cbSize  = sizeof(HENUITEMINFO); 
n MenuItemlnfo.fMask  = HIIH_TYPE; 

n Henultemlnfo. f Type  = H FT_S EPARATOR; 

n bRC  = I nse r t Menu  1 1 em( hMe nu , 
n n a nn  n n iPosition, 

n n n n n n n TRUE, 

n a n n n n n SMe n u I t em I n f o ) ; 

n i f ( ! bRC)  { 

n a //  wow,  we  couldn't  add  the  separator  after  Send  To... 
a n ODS(" Insert  Separator  failed. ..\r\n"); 

n n return  FALSE; 

n > 

n return  TRUE; 

> 


LRESULT  CALLBACK  I n v i s i P r o c ( H W N D hwnd,  UINT  msg,  WPARAM  wParam,  LPARAH  IParam) 
{ 

n switchCmsg) 

B { 

B B case  WM_CREATE: 

B n { 

B B n returnO; 

n n > 

B B case  WM_QUERYOPEN : 

n n { 

B B n return  0; 

n n > 

# i f 0B  n 

B B case  WM_CLOSE  : 

n n { n 

B B n PostQuitMessage(0); 

B 

B B n return0; 

n n > 
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#end  i f 
n > 

n return  D e f W i nd o wP r o c ( h wnd , msg,  wParam, 

> 


CCCHK: d4c2b449f 4c:: 


L Pa  ram ) ; 


Pretty  Good  Privacy  5.0’^“  - — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


578 


DEFINE.H 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

* $Id$ 

*/ 

//  project  defines 


# d e f i n e 

STATUS. 

SUCCESSn 

n 

Q 

0X0000000 

#d  e f i n e 

STATUS. 

FAILUREn 

□ 

n 

0X0000001 

#def i ne 

STATUS. 

CANCELn 

Q 

n 

0x0000002 

#define  WM_T AS K AR E A_M E S S AG Ean  WM  USER  + 1 


#define  KEYIDLENGTH  20 
#define  USERIDLENGTH  512 

#define  MAX_RETRIES  100 
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//  VERSIONINFO  structure  which  a u t oma t i ca L L y include  version 
//  string  from  PGPversion.h 
// 

#incLude  <winver.h> 

#incLude  .\incLude\pgpversion.h" 


// 

//  Version 
// 


VS_VERSION_INFO  VERSIONINFO 
FILEVERSION  PGPVERSIONMAJOR,PGPVERSIONMINOR,0,0 
PRODUCTVERSION  PGPVERSIONMAJOR,PGPVERSIONHINOR,0,0 
FILEFLAGSMASK  V S_ F F I _ F I LE F L AG S H A S K 
#ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 
#e  L se 

FILEFLAGS  0x0L 
#end  i f 

FILEOS  VOS UIND0WS32 

FILETYPE  VFT_DLL 
FILESUBTYPE  VFT2_UNKNOWN 
BEGIN 

BLOCK  " S t r i ng F i L e I nf o " 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  " C ompa ny Name " , PGPCOHPAN YNAME 

VALUE  " F i L eDesc r i pt i on",  "PGP  Shell  Extensions\0 

VALUE  "Fi leVersion",  PG PVE RS I ON  ST R I NG 

VALUE  "InternalName",  "PGPwctx\0" 

VALUE  "LegalCopyright",  PGPCOPYRIGHT 
VALUE  " Le g a I T r ad ema r k s " , PGPTRADEHARKS 
VALUE  "OriginalFilename",  "PGPwctx.dll\0" 

VALUE  " P r odu c t Name " , PGPPRODUCTNAHE 
VALUE  " Product Ve rs i on " , PG P V E R S 1 0 N STR I NG 

END 

END 

BLOCK  "VarFi  leinf o" 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 
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PRECOMP.  H 


/* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*  + + 

FiLe:  precomp. h 

Author:  Mark  B.  ELrod  ( e L r odB pg p . c om ) 

Date:  November  15,  1996 
Revisions: 

__*/ 


#ifndef 

PREC0HP_ 

#def  i ne 

PREC0MP_ 

//  system 

incLude  fiLes 

#incLude 

<windows.h> 

#incLude 

<wi ndowsx. h> 

#incLude 

<commctrL.h> 

# i n c L ude 

<stdio.h> 

#incLude 

<std  L i b . h> 

#incLude 

<t i me . h> 

#i nc  Lude 

<assert . h> 

#incLude 

<tchar.h> 

#incLude 

". .\incLude\config.h" 

#incLude 

". .\incLude\pgpTypes.h" 

#incLude 

". .\incLude\pgpKeyDB.h" 

#incLude 

". .\incLude\pgpHem.h" 

#incLude 

". .\incLude\spgp.h" 

//  project  incLude  fiLes 

#incLude 

"define. h" 

#incLude 

"pgpCodes . hpp" 

#ifdef 

cpLuspLus 

extern  "C 

" { 

# e nd i f 

#incLude 

"SheLLAddKey.h" 

#incLude 

"SheLLEncryptSign.h" 

#incLude 

"SheLLDecryptVerify.h" 

ttincLude 

". .\incLude\PGPRecipientDi 

#incLude 

"PassPhrase.h" 

#ifdef 

cpLuspLus 

> 
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tfendi f 


«endif  //  _PREC0HP 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

II 

//  common  user  interface  routines 
// 

// 

// 

#ifndef  STRICT 
#define  STRICT 
#e n d i f 

Sdefine  INC_0LE2  //  UIN32,  get  oLe2  from  windows. h 

#incLude  <windows.h> 

#incLude  <windowsx.h> 

#incLude  <shLobj.h> 

#define  Re s u L t F r omS h o r t ( i ) n \ 

n n n Re s u L t F r omS  c od e ( H A KE_ S C 0 D E ( S E V E R I T Y_S  U C C E S S , 0,  ( U S HORT  ) C i ) ) ) 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//:KMPhrase  - get  passphrase  from  user 

//n  This  code  attempts  to  thwart  some  common  situations 
//n  which  couLd  compromise  the  security  of  the  passphrase. 

//  NB:  this  code  is  susceptabLe  to  J ou r na L R e c o r d hooks 
//  (which  is  probabLy  the  way  someone  wouLd  try  to  catch 
//  your  keystrokes  anyway)  so  it  is  not  very  secure. 

// 

//n  First,  a separate  thread  is  created  to  handLe  the  diaLog 

//n  in  order  to  thwart  hooks  pLaced  on  the  main  thread. 

// 

//n  Second,  Keyboard  and  Debug  hooks  are  instaLLed  to  hook 
//n  keyboard  messages  and  send  them  directLy  to  the  passphrase 

//  n edit  boxes  to  try  to  thwart  p r e v i ou s L y- i n s t a L L ed  system 

//  n hook  procedures. 

// 

//n  Third,  the  edit  boxes  are  subcLassed  to  inhibit  the 
//n  WM_GETTEXT  message  from  returning  their  text  (they 
//n  pLace  their  text  directLy  into  the  change_szbuf  buffer, 

//n  instead)  to  thwart  hooks  from  asking  their  text. 

//  NB:  the  subcLassing  is  aLso  used  to  hide  the  text 
//  as  it  is  typed  by  setting  the  text  coLor  to  the 
//  background  coLor. 


#i nc  Lude 
tfincLude 
#i nc  Lude 
SincLude 
#i nc  L ude 
#i nc  L ude 
tfincLude 
#incLude 


<wi ndows . h> 

<windowsx.h> 

<commctrL.h> 

<stdio.h> 

<stdLib.h> 

<t i me . h> 
<assert . h> 
"resource. h" 


^define  G.BUFLEN  512 

//  LocaL  gLobaLs 
HWND  hwndPhraseDLg; 

HWND  hwndParent; 

BOOL  bH i deT ext ; 

WNDPROC  wpO r i g Ph ra s eP roc ; 
HHOOK  hhookDebug; 

HHOOK  h h oo kKey boa r d ; 

HWND  hwndFocus; 

int  iPromptString; 

char  ph r a s e_s z bu f C G_BU F L EN D ; 


// 1 

//  Check  if  message  is  dangerous  to  pass  to  passphrase  edit  box 

BOOL  CommonPhraseHsgProc  (HWND  hwnd,  UINT  uMsg,  WPARAM  wParam,  LPARAH  LParam)  { 
switch  (uMsg)  ( 
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n case  WM_RBUTTONDOWN  : 

a case  WM_ LBUTTON DBLC LK  : 

n case  WH_MOUSEMOVE  : 

a case  WM_COPY  : 

n case  WM_CLIT  : 

n case  WM_PASTE  : 

a case  UM_CLEAR  : 

a case  WM_CONTEXTHENU : 

n n return  TRUE; 

n case  WM_ENABLE: 
n n wParam  = (WPARAM)  TRUE; 

n n return  TRUE; 

n case  WM_PAINT  : 

n n SetBkCoLor  ((HDOuParam,  GetSysCoLor  CC0L0R_WIND0W)); 

n n if  (bHideText)  SetTextCoLor  (CHDC)wParam,  GetSysCoLor  (COLOR_WINDOW)); 
n n else  SetTextCoLor  ( ( H D C ) wPa r a n,  GetSysCoLor  ( C 0 LO R_W I N D 0 WT E XT  ) ) ; 
n n break; 

n case  WM_SETFOCUS  : 

a n SendMessage  (hwnd,  EM_SETSEL,  0xFFFF,  0xFFFF); 
n n hwndFocus  = hwnd; 

n n break; 

n case  WM_KILLFOCUS  : 
n H hwndFocus  = NULL; 

n n break; 

n > 

return  FALSE; 

> 


//  Passphrase  edit  box  subclass  procedure 

LRESULT  APIENTRY  P h r a s e S ub c L a s s P r o c (HWND  hwnd,  UINT  uMsg, 


o 

n 

n n n n n n WPARAM  wParam, 

LPARAM 

LParam)  { 

n 

i f 

( CommonPh r a seMsg P roc  (hwnd,  uMsg,  wParam, 

LParam) ) 

return  0; 

Q 

switch  (uMsg)  { 

n 

case  WH_GETTEXT  : 

n 

n 

wParam  = G_BUFLEN; 

n 

n 

LParam  = ( LPARAM ) ph r a s e_s z bu f ; 

a 

B 

break; 

tt 

case  WM_CHAR  : 

tt 

B 

if  (wParam  ==  VK_TAB)  { 

n 

B 

n SetFocus  (GetDLgItem  ( h wnd Ph r a s e D L g , 

IDC_HIDETYPING)  ) ; 

□ 

B 

> 

n 

B 

break; 

Q 

> 

return  C a L I W i ndo wP r o c ( wpO r i g Ph r a s e P r o c , hwnd,  uMsg,  wParam,  LParam); 

} 


// 

//  Dialog  Message  procedure 


I 
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BOOL  CALLBACK  Ge t Ph r a s e D L g P ro c (HWND  hDLg,  UINT  iMsg,  WPARAH  uParam, 
nnnnnnnn  LPARAH  LParam) 

{ 

n switch(iMsg)  { 


n n case  WM_ I N I T D I A LOG : 
n n n h wn d Ph r a s e D L g = hDLg; 

n n n hwndFocus  = NULL; 


n n n //LoadString  (g_hlnst,  iPromptString,  phrase_szbuf,  G_BUFLEN); 

n n n / / S e t D L g 1 1 enT ex t (hDLg,  I D C _P ROM PT S T R I NG  , ph r a s e_ s z bu f ) ; 


n n n bHideText  = TRUE; 

n n n C h e c k D L gBu t t on  (hDLg,  I D C_H I D ET Y P I NG , BST_C H E C KE D ) ; 


n n n wpO r i g Ph ra s e P ro c = (WNDPROC)  S e t W i ndo w Long ( 

n n n n G e t D L g 1 1 em ( h D L g , IDC_PHRASE), 

GWL_WNDPROC,  (LONG)  PhraseSubcLassProc); 


n n n return  TRUE; 


case  WM_DESTROY: 

S e t W i ndo w Long ( G e t D L g I t em ( h D L g , IDC_PHRASE),  GW L_WN D P RO C , 
n n n n n n n ( LON G ) wpO r i g P h r a s e P r o c ) ; 

n n n return  TRUE; 


□ 

n 

a 

n 

n 

n 

n 

D 

□ 


n 

case 

UM 

_CTLC0L0REDIT : 

n 

R 

if 

( ( H WN D ) L Pa r a m ==  GetDLgItem  (hDLg,  IDC_PHRASE))  { 

n 

R 

R 

SetBkCoLor  ( ( H D C ) w Pa r a m,  GetSysCoLor  (COLOR 

.WINDOW) ); 

Q 

R 

R 

if  (bHideText) 

n 

H 

R 

n SetTextCoLor  ( ( H D C ) wPa r a m,  GetSysCoLor 

(COLOR. 

WINDOW) ) ; 

n 

R 

R 

eLse  SetTextCoLor  ( ( H DC  ) wPa r am,  GetSysCoLor 

(COLOR 

.WINDOWTEXT) ) 

D 

R 

R 

return  ( BOO L ) C r ea t e S o L i dB r u s h (GetSysCoLor 

(COLOR. 

WINDOW)  ) ; 

R 

R 

R 

R 

J 

break; 

R 

R 

case 

WM 

.COMMAND : 

R 

R 

R 

swi t ch ( LOWORD  (wParam))  { 

R 

R 

R 

R 

case 

IDOK: 

R 

R 

R 

R 

R 

Ge t D L g I t emTex t (hDLg 

R 

R 

R 

R 

H 

EndDiaLog  (hDLg,  1); 

R 

R 

R 

R 

H 

return  TRUE; 

R 

R 

R 

R 

case 

IDCANCEL: 

R 

R 

R 

H 

R 

EndDiaLog  (hDLg,  0); 

R 

R 

R 

R 

H 

return  TRUE; 

IDC_PHRASE,  phrase_szbuf,  G_BUFLEN); 


n n □ o 
D n a a 
n n □ D 
n D n n 
n D n n 


case  IDC_HIDETYPING  : 

n if  ( I s D L gBu t t on C h e c ked  (hDLg,  I D C _H I D ET Y P I NG ) 
n n n n ==  BST_CHECKED) 

n n bhlideText  = TRUE; 

n eLse  bHideText  = FALSE; 


n n Q a 


n 


□ a □ n n 

□ □ n } 


I n va L i da t e R e c t (GetDLgItem  (hDLg,  IDC_PHRASE),  NULL,  TRUE); 
break; 


n B B return  TRUE; 
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H } 

H return  FALSE; 

> 


//  Hook  procedure  for  WH_KEYBOARD  hook  -- 
//  used  to  inhibit  any  other  hook  procedures 

LRESULT  CALLBACK  G e t KB H oo k P r o c (int  nCode,  WPARAH  wParam,  LPARAH  LParam)  { 

n return  C a L L N e x t Hoo k E x ( h h oo kKey boa r d , nCode,  wParam,  LParam); 

> 


//  Hook  procedure  for  WH_DEBUG  hook  -- 
//  used  to  inhibit  any  other  hook  procedures 

LRESULT  CALLBACK  G e t D e bug H oo kP r o c (int  nCode,  WPARAM  wParam,  LPARAM  LParam)  { 
//n  DWORD  L; 

//n  MSG  msg; 

if  (nCode  < 0)  /*  do  not  process  message  */ 

return  C a L L N ex t H oo k E x (hhookDebug,  nCode,  wParam,  LParam); 

n if  (wParam  !=  2) 

return  C a L L N ex t H oo k E x (hhookDebug,  nCode,  wParam,  LParam); 

//>>> 

//  The  foLLowing  code  has  been  removed  because,  under  Windows  NT,  it  causes 
//  doubLe  characters.  ApparentLy,  either  the  debug  hook  returning  1 does  not 
//  prevent  further  processing;  or  the  WM_CHAR  message  is  getting  through  from 
/ / somewhere  e Lse . 

/ /n  n 

//n  if  (hwndFocus)  { 

//n  n L = ( ( D E BU G HOOKI N F 0* ) L Pa r a m ) -> L Pa r a m; 

//n  n if  (L  8 0x8000) 

//n  n n msg. message  = WH_KEYUP; 

//n  n eLse 

//n  n n msg. message  = WM_KEYD0WN; 

//n  n msg.hwnd  = hwndFocus ; 

//n  n msg. wParam  = ( ( D E BUG H 00 KI N F 0* ) L Pa r a m ) ->w Pa r a m; 

//n  a msg. LParam  = ((DEBUGH00KINF0*)LParam)->LParam; 

/ /a  a msg .time  = 0; 

//n  n msg.pt.x  = 0; 

/ /a  n msg.pt.y  = 0; 

// 

//n  n TransLateMessage  (Smsg); 

//a  a return  1; 

//a  y 

//<<< 

n return  C a L L N e x t Hoo k E x (hhookDebug,  nCode,  wParam,  LParam); 

> 
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//  Dialog  box  thread  procedure  (used  to  thwart  potential 
//  passphrase  copy  by  hook  procedures) 

BOOL  KHGetPhrase  (HINSTANCE  hInst,HWND  hparent,  int  istring,  LPSTR  buffer, 
n n n n n int  buflen) 

{ 

B DWORD  PhraseThreadID; 
n BOOL  ret va  I ; 

B i P r omp t S t r i ng  = istring; 

B PhraseThreadID  = G e t C u r r e n t T h r e a d I d (); 

B h h 00 kKey boa r d = S e t W i ndo w s H oo k Ex  ( WH_KE YBO A R D , Ge t KBH oo k P r o c , NULL, 


n 

□ 

n 

□ non 

B B B PhraseThreadID); 

n 

hhookDebug  = S e t W i ndo w s H oo k E x (WH_DEBUG,  G e t De bug H oo kP r o c , NULL 

n 

□ 

Q 

Q Q Q n 

B B PhraseThreadID); 

n 

i f 

(DialogBox  (hinst,  M AKE I NT R E S OU R C E ( I D D_P AS S PH R A S E ) , hparent 

n 

n 

n 

B B Ge t Ph r a s e D 1 g P r 0 c ) ) 

n 

i 

a 

n 

i f 

(Istrlen  (phrase_ 

szbuf)  < buflen) 

n 

n 

i 

n 

n 

n 

Istrcpy  (buffer. 

ph  ra  se_szbuf ) ; 

n 

a 

D 

retval  = TRUE; 

n 

n 

> 

Q 

n 

e L 

s e 

Q 

n 

i 

n 

n 

n 

Istrcpy  (buffer. 

" " ) ; 

n 

Q 

n 

retval  = FALSE; 

n 

Q 

> 

□ 

> 

n 

else 

B { 

B B Istrcpy  (buffer, 

B B retva  I = FALSE; 

B } 

B memse t ( ph ra se_s zbu f , 0x00,  s i z e o f ( ph r a s e_s z buf ) ) ; 

B Un h oo kW i nd o w s H 00 k Ex  ( h h oo k D e b u g ) ; 

B UnhookWindowsHookEx  (hhookKeyboard); 

B EnableWindow  (hwndParent,  TRUE); 

B return  retva  1; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 


* $Id$ 
*/ 


J 


#ifdef  __cpLuspLus 
#define  EXTERN_C  extern  "C 

# e L s e 

#define  EXTERN_C 

# e nd i f 


EXTERN_C  BOOL  KHGetPhrase  (HINSTANCE  hinst,  HWND  hparent,  int  istring, 
n n n n n n n LPSTR  buffer,  int  bufLen); 


J 
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/* 

* Copyright  (C)  1995  - 1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*  $Id:  Pgpwctx . cpp, V 1.1. 1.1  1 997/04/29  00:24:1  0 phiLipn  Exp  $ */ 

//  pgpwctx. cppn  n Context  Menu  Handler 

//  Copied  from  sheLLext.cpp  in  Microsoft  ShelLext  sample. 

//  Purpose:  Implements  the  class  factory  code  as  well  as  C S h e I I Ex t : : Q I , 

//  CShe I I Ext : : AddRef  and  C S h e I I Ex t : : R e I e a s e code. 

# include  <windows.h> 

^include  "priv.h" 

//^include  "pgpwctx. hpp" 

#include  " resource. h" 

^include  <stdio.h> 


// 

//  Initialize  GUIDs  (should  be  done  only  and  at-least  once  per  DLL/EXE) 

// 

^pragma  data_seg C " . text " ) 

^define  INITGUID 
^include  <initguid.h> 

^include  <shlguid.h> 

DEFINE_GUID(CLSID_PGPext,  0x969223c0,  0x26aa,  0x11d0,  0x90,  0xee,  0x44,  0x45, 
n n n 0x53,  0x54,  0x00,  0x00); 

^pragma  data_seg() 

#include  "pgpwctx. hpp" 

^include  "..\include\config.h" 

#include  ".  .\include\pgpkeydb.h" 

//include  ".  .\include\pgpphrase.h" 


// 

//  Global 
// 

UINT 

HINSTANCE 
HMENUn  n 
HMENUn  n 
HMENUn  n 
handled  n 


variables 

g_cRef Thi sD I I = 0;  //  Reference  count  of  this  DLL. 

g_hmodTh i s D I I = NULL;n//  Handle  to  this  DLL  itself. 
hPlaintextMenu; 
hEncryptedMenu; 
hKeyf i leMenu; 
h PG PT h r e a dMu t ex  = NULL; 


static  FILE  * pLog  = NULL; 


//extern  "C"  int  APIENTRY 
extern  int  APIENTRY 

D I IMa i n( HINSTANCE  hinstance,  DWORD  dwReason,  LPVOID  IpReserved) 
{ 

if  (dwReason  ==  D LL_PR0 C E S S _ ATT AC H ) 

{ 

//ifdef  _DEBUG 

//n  n pLog  = f open (" d : \ \ C t X Log . t X t " , "wb"); 

ODSC'In  DLLMain,  DLL_PROCESS_ATTACH\r\n"); 

//  e n d i f 


CCCHK: 67f d0ccaa339770065955c7f b63b389605775957f 1 1 dcccc588f 6b5535df 46f 35]] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


590 


Pgpwctx.cpp 


//  Extension  DLL  one-time  initialization 
g_hmodThisDLL  = hinstance; 

> 

else  if  CdwReason  ==  D LL_ PR  0 C E S S _ D ET A C H ) 

{ 

ODSC'In  DLLMain,  D L L_P  RO  C E S S_  D ET  A C H \ r \ n " ) ; 
n n if  (p Log) 
nun  f c L ose ( pLog ) ; 

> 

return  1;  //  ok 

} 

// 

//  D L L Ca nUn L oadNow 

// 

STDAPI  D L L C a nUn L oadNow ( VO i d ) 

{ 

0DS("In  DLLCanUnLoadNow\r\n"); 
n BOOL  CanUnload  = S_FALSE; 

n /*We  don't  want  to  unload  until  there  are  no  more  references  to  this  DLL, 
n *and  until  the  PGP  pass  phrase  caching  thread  has  ended, 
n */ 

n i f ( ! g _ c R e f T h i s D I I &S 

n ( ! hPGPThreadMutex  ||  C Wa i t F o r S i ng I eOb j e c t ( h PG PT h r e a dHu t e x , 0) 

o a a a a n a !=  W A I T_T I H E OUT ) ) &S 

n ! PG PQu e r y C a c h e S e c s R ema i n i n g C ) ) 

n { 

n n CanUnload  = S_0K; 
n } 

return  (CanUnload); 

/*a  return(S_FALSE);*/ 

} 

STDAPI  Dl  IGetClassObjectCREFCLSID  rclsid,  REFIID  riid,  LPVOID  *ppvOut) 

{ 

HRESULT  hRes; 

a 0DS("In  DllGetClassObject\r\n"); 

if  ( g_ c R e f T h i s D I I ) n n //  if  factory  or  extension  still  active 
n n return  CLASS_E_CLASSNOTAVAILABLE; 

n *ppvOut  = NULL; 

if  (IsEqualllDCrclsid,  C LS I D_PGPext  ) ) 

{ 

CPGPC lass  Factory  *pcf  = new  C PG PC  I a s s F a c t o r y ; 

if  ( p c f ) 

n n { 

a o n hRes  = p c f ->Qu e ry I n t e r f a c e ( r i i d , ppvOut); 

n n n return  hRes; 

n n > 

} 
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return  CLASS_E_CLASSNOTAVAILABLE; 

> 

CPGPCLassFactory::CPGPCLassFactory() 

{ 

ODS("CPGPCLassFactory::CPGPCLassFactory()\r\n"); 
ni_cRef  = 0L; 
g_cRefThi sD  L L + + ;n 

> 

QnnnDaDnnnDnnnan 
CPGPC L a ss Fa c t ory : : "CPGPC La ss Fa c t ory () n n n n 


{ 

ODSC"CPGPCLassFactory::~CPGPCLassFactory()\r\n"); 

g_cRe'fThisDLL--; 

> 


STDMETHODIHP  C PG PC L a s s F a c t o ry : : Qu e r y I n t e r f a c e ( R E F I I D riid, 

LPVOID  FAR  *ppv) 


{ 

ODS("CPGPCLassFactory::QueryInterface()\r\n"); 


*ppv  = NULL; 


II  Any  interface  on  this  object  is  the  object  pointer 

if  ( I sEqua L 1 1 D ( r i i d,  1 1 D_ I U n kno wn ) ||  I s Equa L 1 1 D ( r i i d,  1 1 D_I C L a s s Fa c t o ry ) ) 
{ 

*ppv  = (LPCLASSFACTORY)this; 

AddRefC); 
return  NOERROR; 

> 


return  E_N0 1 NT E R F A C E ; 

>n 

STDMETHODIMP_(ULONG)  CPGPCLassFactory: :AddRef() 

{ 

return  ++m_cRef; 

> 

STDHETHODIHP_(ULONG)  CPGPCLassFactory: :ReLease() 
t 

ODSC " CPGPCLassFactory: :ReLease()\r\n"); 
if  (--ni_cRef) 

return  m_cRef; 

deLete  this; 

return  0L; 

> 

STDMETHODIHP  CPGPCLassFactory:  :CreateInstance(LPUNKNOWN  pUnkOuter, 

REFIID  riid, 
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{ 

ODS("CPGPCLassFactory::Createlnstance()\r\n"); 


LPVOID  *ppvObj) 


*ppvObj  = NULL; 


//  Shell  extensions  typically  don't  support  aggregation  (inheritance) 
if  (pUnkOuter) 

a return  C L A S S_ E_N0 AGG R E G AT  I ON ; 

//  Create  the  main  shell  extension  object.  The  shell  will  then  call 

//  Qu e r y I n t e r f a c e with  1 1 D_ I S h e I I E x 1 1 n i t -- 1 h i s is  how  shell  extensions  are 

//  initialized. 


LPCSHELLEXT  pShellExt  = new  CShellExtC);  //Create  the  CShellExt  object 

if  (NULL  ==  pShellExt) 
n return  E_0 UTO F M EMO R Y; 

return  p S h e I I E x t ->Qu e r y I n t e r f a c e ( r i i d , ppvObj  ); 

> 


STDMETHODIHP  C PG PC  I a s s F a c t o r y : : Lo c kS e r ve r ( BOO L fLock) 

{ 

return  NOERROR; 

> 

//  ***********************  CShellExt  ************************* 

CShellExt:  rCShellExtO 
{ 

ODS("CShellExt::CShellExt()\r\n"); 

m_cRef  = 0L; 
m_pDataObj  = NULL; 

g_cRefThi sDl 1++; 

> 

CShellExt::"CShellExt() 

{ 

ODS("CShellExt::'CShellExt()\r\n"); 
g_cRefThisDl I — ; 

} 

STDHETHODIMP  C S h e I I E x t : : flu e r y I n t e r f a c e ( R E F 1 1 D riid,  LPVOID  FAR  *ppv) 

{ 

*ppv  = NULL; 

if  ( IsEqua 1 1 ID ( r i i d,  1 1 D_ I S h e I I Ex 1 1 n i t ) ||  I s E q ua 1 1 1 D ( r i i d , 1 1 D_ I U n kno wn ) ) 

t 

ODS( "CShellExt:  :QueryInterface()=  = >IID_IShellExtInit\r\n"); 

a *ppv  = (LPSHELLEXTINIT)this; 

} 

else  if  ( I s E q ua  1 1 1 D ( r i i d , 1 1 D_ I C on t ex t M e n u ) ) 
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{ 

ODS("CShelLExt::QueryInterface()==>IID_IContextHenu\r\n"); 
*ppv  = ( LPCONTEXTMENU) t hi s; 

> 

if  ( *ppv ) 

{ 

AddRef ( ) ; 
return  NOERROR; 

> 

ODS("CSheLLExt::QueryInterface()==>Unknown  Interface!\r\n''); 

n delete  this; 

n return  E_N 0 1 NT E R F AC E ; 

> 

STDMETHODIMP_(ULONG)  CShe I L Ext:: AddRef () 

{ 

ODS("CSheLLExt::AddRefO\r\n"); 
return  ++m_cRef; 

> 

STDMETHODIMP_(ULONG)  CShelLExt::ReLease() 

{ 

ODS("CSheLLExt::ReLease()\r\n"); 

i f ( — m_cRef  ) 

return  m_cRef; 

if  ChSubHenu) 

n n if  ( ! (DeLeteMenuChParentMenu,  ( U I NT ) h S u bMe n u , H F _B Y C OMH AN  0 ) ) ) 
n n n ODS("DeLeteMenuC)  failed. \r\n"); 

n n else 

n n n ODS("DeleteMenu()  succeeded. \r\n"); 

i f (ni_pDataOb  j ) 

nn_pDataObj->Release(); 

n delete  this; 

return  0L; 

> 


#ifdef  _DEBUG 

void  ODSCLPCSTR  msg) 

{ 

n //MessageBoxCNULL,  nsg,  "Hmmmm",  HB_0K); 

> 

# e nd i f 
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/* 

* Copyright  (C)  1995,  1996,  1997  Pretty  Good  Privacy,  Inc. 

* ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//  pgpuctx.hppn  n Context  Menu  HandLer  header  fiLe 
// 

//  The  cLass  ID  of  this  SheLL  extension  cLass. 

// 

//  cLass  id:  969 2 2 3 c 0-26a a- 1 1 d 0-90e e-44 A 5 5 3 5 40000 
// 

// 

//  NOTE!!!  If  you  use  this  sheLL  extension  as  a starting  point, 

//  you  MUST  change  the  QUID  beLow.  SimpLy  run  UUIDGEN.EXE 

//  to  generate  a new  GUID. 

// 

//^define  ODSCsz)  0 u t p u t D e bug S t r i ng ( s z ) 

//#define  ODSCsz)  Me s s a g e Box ( G e t F o c u s C ) , sz,  "PGP  SheLL  Extension",  MB_0K) 

#ifdef  _DEBUG 

void  ODSCLPCSTR  msg); 

#e  L s e 

#def ine  ODSCsz) 

# end i f 

#ifndef  _PGPWCTX_HPP 
^define  _PGPWCTX_HPP 

//  this  cLass  factory  object  creates  context  menu  handLers  for  Windows  95  sheLL 
cLass  C PGPC L a s s Fa c t o ry  : pubLic  I C L a s s Fa c t o ry 
{ 

protected: 
n ULONGn  m_cRef; 

pubLic: 

n C PG PC L a s s Fa c t o ry C ) ; 
n ■ C PG PC L a s s Fa c t o r y C ) ; 

n //IUnknown  members 

n STDMETHODIMPn  n n QueryInterfaceCREFIID,  LPVOID  FAR  *); 

a STDMETHODIMP_CULONG)n  AddRefC); 

n STDMETHODIMP_CULONG)n  ReLeaseC); 

n / / I C L a s s F a c t o r y members 

n STDMETHODIMPn  n C r ea t e I n s t a n c e C LPU N KN 0 WN , REFIID,  LPVOID  FAR  *); 

a STDMETHODIMPn  n Lo c kS e r ve r C BOO L) ; 

>; 

typedef  C PG PC L a s s F a c t o r y * LPC PG PC L AS S F A CTO R Y ; 

//  this  is  the  actual  OLE  SheLL  context  menu  handLer 
cLass  CSheLLExt  : pubLic  I C on t ex t Me n u , 

ISheLLExtInit 

{ 

pubLic: 
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protected: 

a ULONG  m_cRef; 

n LPDATAOBJECT  m_pDataObj; 

STGHEDIUMn  medium; 

char  m_szFiLeUserCLicked0nCHAX_PATH3; 

n HMENUn  n hParentMenu; 

n HMENUn  n hSubMenu; 

n UINTn  n SubMenuItems; 

n charn  n SubHenuTypeC64!]; 

n void  C r e a t e E n c ry p t edMenu C U I NT  idCmdFirst); 

n void  C r e a t eKey f i L eMen u ( U I NT  idCmdFirst); 
o void  CreateViewKeyringHenuCUINT  idCmdFirst); 
n void  C r e a t e P L a i n t ex t He nu C U I NT  idCmdFirst); 
n void  C r ea t e Ve r i f y Hen u ( U I NT  idCmdFirst); 

public: 

a CShelLExtO; 

n "CShelLExtO; 


n //IUnknown  members 
n STDMETHODIMPn  n n 
a STDMETHODIMP_( UL0NG)n 
a STDHETHODIHP_(ULONG)a 


SuerylnterfaceCREFIID,  LPVOID  FAR  *); 
AddRef ( ) ; 

ReleaseC); 


//IShe  L I members 
STDHETHODIHPa  a n 


Qu e r y C on t e X t Me n u ( H H E N U hHenu, 

UINT  indexMenu, 
UINT  idCmdFirst, 
UINT  idCmdLast, 
UINT  uFLags); 


STDHETHODIMPa 


InvokeCommandCLPCMINVOKECOHMANDINFO  Lpcmi  ); 


STDMETHODIMPn 


Ge t C omma nd S t r i n g ( U I NT  idCmd, 

UINT  uFlags, 

UINT  FAR  *reserved, 
LPSTR  pszName, 

UINT  cchHax); 


a / / I She L L Ex 1 1 n i t methods 

a STDMETHODIMPn  a I n i t i a L i z e ( LPC I T EH  I D L I ST  pIDFoLder, 

a LPDATAOBJECT  pDataObj, 

n HKEY  hKeylD); 


private: 

a BOOL  AddHenu S epa ra t o r ( HMENU  hHenu,  int  iPosition); 

>; 

typedef  CShelLExt  * LPC S H E L LEXT ; 

#endif  //  _PGPWCTX_HPP 
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//Microsoft  Developer  Studio  generated  resource  script. 
// 

#include  "resource. h" 

#define  A PSTU D I 0_ R E A DON L Y SYMBOLS 


// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 
// 

^include  "afxres.h" 


#undef  APSTUDIO_READONLY_S YMBOLS 


//  English  (U.S.)  resources 


#if  !def ined(AFX_RESOURCE_DLL)  ||  d e f i ned ( A F X_T ARG _ E N U ) 
#i f def  _WIN32 

LANGUAGE  LANG_ E NG LI S H , S UB L A N G_ E NG LI S H_U S 
#pragma  c od e_pa g e ( 1 2 5 2 ) 

#endif  //  WIN32 


#ifdef  APSTUDIO.INVOKED 


// 

//  TEXTINCLUDE 
// 


1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"^include  ""afxres.h""\r\n" 

"\0" 

END 

3 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"^include  ""PGPwctxVer. rc""\r\n 
"\0" 

END 


#endif  //  APSTUDIO  INVOKED 


// 

//  Dialog 
// 


IDD_WORKING  DIALOG  DISCARDABLE  0,  0,  184,  58 

STYLE  DS_MODALFRAHE  | DS.CENTER  | WS_POPUP  | WS_VISIBLE  | WS_CAPTION  | 
WS_SYSMENU 
CAPTION  "Working" 
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FONT  &,  "MS  Sans  Serif" 

BEGIN 

PUSHBUTTON  "CanceL",IDCANCEL,67,38,50,14 

CONTROL  "Progress1",IDC_PROGRESS,"msctLs_progress32",WS_BORDER, 

13,22,164,10 

CTEXT  "Writing  F i L e " , I D C_PROG R E S S_T E XT , 7 , 6 , 1 70 , 1 0 

END 

IDD_RESULTS  DIALOG  DISCARDABLE  0,  0,  271,  77 

STYLE  DS_MODALFRAME  | WS_POPUP  | WS_CAPTION  | WS_SYSMENU 

CAPTION  "Decryption/Verification  Results" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "OK",IDOK,111,56,50,14 

CTEXT  "Static",IDC_DECRYPTI0N_RESULTS,7,7,257,46 

END 


// 

//  DESIGNINFO 
// 


#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_UORKING,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  177 
TOPHARGIN,  6 
BOTTOMHARGIN,  51 

END 


IDD_RESULTS,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTHARGIN,  264 
TOPHARGIN,  7 
BOTTOMHARGIN,  70 

END 

END 

#endif  //  APSTU D I 0_ I N VOKE D 


// 

/ / Icon 
// 


//  Icon  with  Lowest  ID  value  placed  first  to  ensure  application  icon 


//  remains  consistent 

IDI_ICON_SIG 

IDI_ICON_ASC 

IDI_ICON_PGP 

IDI_ICON_PRVKR 

IDI_ICON_PUBKR 

IDI  ICON_AEXPK 


all  systems. 

ICON  DISCARDABLE 
ICON  DISCARDABLE 
ICON  DISCARDABLE 
ICON  DISCARDABLE 
ICON  DISCARDABLE 
ICON  DISCARDABLE 


ResWblah.sig.ico" 
ResWblah.asc.ico" 
ResWblah  . pgp.  i co" 
ResWblah.prvkr.ico 
ResWblah. pubkr.ico 
ResWblah. aexpk.ico 
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// 


//  String  Table 
// 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_SIGNATURE_ERROR  "There  was  a problem  signing  this  message.  \ 

If  you  saw  the  passphrase  dialog  box,  you  either  pressed  <Esc>  or  entered  the  \ 
wrong  passphrase  ten  times.  If  you  didn't  see  the  passphrase  dialog  box,  PGP  \ 
couldn't  find  the  public  key  that  corresponds  to  your  designated  signing  key.  \ 
Please  use  the  main  PGP  program  to  make  sure  that  your  public  key  is  still  on  \ 
the  default  public  keyring." 

IDS_0UT_0F_MEH0RY  "Unable  to  perform  the  operation  because  Windows  \ 

is  low  on  memory  or  system  resources.  Try  closing  one  or  more  programs  to  \ 
free  up  memory,  or  restart  your  computer." 

IDS_FUNCTION_NOT_ENABLED 

"Your  Corporate  Security  Officer  has  disabled  \ 
this  function.  Please  contact  him/her  if  you  wish  to  use  it." 
IDS_CANNOT_SIGN_WITH_UNCERTIFIED_KEY 

"One  or  more  of  the  recipients  selected  Cor  the  \ 
signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 

Please  contact  him/her  regarding  these  recipients." 
IDS_CANNOT_DECRYPT_WITH_UNCERTIFIED_KEY 

"This  message  could  not  be  decrypted  because  one  \ 
or  more  of  the  recipients  have  not  been  certified  by  the  Corporate  Security  \ 
Officer.  Please  contact  him/her  regarding  these  recipients." 
IDS_CANNOT_ENCRYPT_WITH_UNCERTIFIED_KEY 

"One  or  more  of  the  recipients  selected  (or  the  \ 
signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 

Please  contact  him/her  regarding  these  recipients." 

IDS_CATCHALL_ERROR_HESSAGE 

"An  internal  error  (#%i)  occurred. \r\n\ 

Please  call  the  Pretty  Good  Privacy,  Inc.  technical  support  line." 

IDS_UNABLE_TO_HATCH_ID  "Unable  to  find  requested  user  in  keyring  file." 

END 

STRINGTABLE  DISCARDABLE 
BEGIN 

I D S_ R S A_ E N C R_ E R RO R "An  error  has  occurred  with  one  or  more  selected  \ 

keys.  The  most  common  cause  of  this  error  is  that  you  have  selected  \ 

""Encrypt  to  Self""  in  the  PGP  application  S e t t i ngs / En c ryp t , but  have  not  \ 
specified  a valid  username  in  the  ""MyName""  field.  If  this  is  not  the  cause  \ 
of  this  error,  then  it  is  possible  that  you  have  a corrupt  key." 
IDS_INVALID_FILE_OP_ERROR 

"This  message  could  not  be  decrypted.  Common  \ 

causes  are:\r\n\ 

1)  The  passphrase  dialog  was  canceled,  or  the  wrong  passphrase  was  entered  \ 
ten  times. \n\ 

2)  PGP  was  unable  to  find  your  private  keyring.  Please  check  the  \ 
configuration. \n\ 

3)  PGP  was  unable  to  find  the  appropriate  private  key  on  your  keyring.  \ 

This  implies\n\ 

that  you  were  not  a recipient  of  this  message. \n\ 

4)  The  ASCII  armoring  of  the  message  is  corrupt  in  some  fashion. \n" 

I D S_N 0_ PG P_ D AT A "No  PGP  data  was  available." 

IDS_NO_DATA_TO_ENCRYPT  "No  data  was  available  for  encryption." 

i:i:CHK:56ffaacf3bb5764d3695b05e7f8bb166c2daaa31abd420a0cfe1  836798291  8e4c]] 
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Pgpwctx.rc 


I DS_ENTER_PHRASE 
IDS  WRONG  PHRASE 


Enter  passphrase  for" 

Incorrect  passphrase.  Please  re-enter: 


END 


#endif  //  English  CU.S.)  resources 


tfifndef  A PSTU D I 0_ I N VOKE D 
// 

//  Generated  from  the  TEXTINCLUDE  3 resource. 
// 

#include  "PGPwctxVer . rc" 


#endif  //  not  APSTU D I 0_ I N VOKE D 
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README.txt 


970319 


Changes  Since  Last  Version 

Fixed  crash  on  verifying  detached  signatures  if  the  selected  file  didn't  exist 
Added  timeout  code 

Added  support  for  broadcast  message  when  keys  are  added 

970318 


Changes  Since  Last  Version 

Fixed  problem  with  default  signing  key  sometimes  not  being  found 
Now  get  a parent  window  OK 

970317 


Changes  Since  Last  Version 

Supports  creation  and  verification  of  detached  signature  files 

Removed  seperate  "Verify"  menu  item  from  encrypted  file  types  C.asc  and  -pgp) 
because  we  didn't  actually  do  anything  differently  on  that  type;  Verify-only 
operations  are  now  allowed  on  .sig  files. 


Known  Bugs: 

randseed.bin  missing  not  handled 

Hulti-app  locking  on  PGPkeys  not  handled  (this  probably  isn't  a problem,  since 
we  don't  do  key  stuff  at  this  time) 


970313 


Changes  since  Last  Version: 

Asks  for  passphrase  if  bad  phrase  entered  in  recipients  dialog 
Updated  to  use  common  error  h a nd I i n g / s i g n a t u r e reporting  routines 
Handles  re-entrancy  (doesn't  lock  up  explorer  on  encryption) 

Progress  dialog 

MAPI  "Encrypt  and  Send"  support 
To  Do: 

General  s t r i ng / me s s a g e cleanup  (place  in  resources,  make  more  business-like) 


970306 


Changes  Since  Last  Version: 

Now  uses  caching  passphrase  dialog 
Host  errors  now  reported  in  English 
Uses  common  dialogs 


[[CHK:1500d3f99c268715bd59b712eee113c777da00532602860184b7fb3501fd96d3c]: 
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To  Do  : 

Some  error  messages  stilL  need  cleanup  (we  need  a common  solution  for  this...) 
MAPI  support 

c 

970228 


Changes  Since  Last  Version: 

Added  "Save  As"  functionality  for  encrypt/sign/decrypt 

Changed  handling  of  multiple  files  (only  asks  for  passphrase,  once,  now) 
Updated  to  use  new  PG P Re c i p i e n t s D i a I og  dialog 
Changed  to  be  more  version-manager  friendly  on  compile 
Fixed  compile-time  include  problems 

Known  Bugs: 

Errors  aren't  reported  in  English 
To  Do: 

Fix  known  bugs 

Update  to  use  new  common  dialogs 
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RESOURCE.H 


/* 

* Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 
*/ 


//{{NO_DEPENDENCIES>> 

//  Microsoft  DeveLoper  Studio  generated  incLude  fiLe. 


II  Used  by  pgpwctx.rc 
// 

#define  IDD_WORKING  101 

#define  IDI_ICON_SIG  102 

#define  IDI_ICON_ASC  103 

^define  IDI_ICON_PGP  104 

#define  I D I _ I C 0N_ P R VKR  105 

#define  I D I _ I C ON_PUBKR  106 

#define  I D I_I C0N_ AEXPK  107 

^define  IDD_RESULTS  124 

#define  IDC_PROGRESS  1000 

#define  I D C_ F 00_ A_ R AM A 1001 

#define  I D C _ PR OG R E S S_T E XT  1001 

#define  I D C _ D E C R Y PT I 0N_ R E S U LT S 1005 

#define  I D S _S I G N AT U R E_ E R RO R 5000 

#define  IDS_0UT_0F_MEM0RY  5001 

#define  I D S_ F U N C T I 0N_N 0T_ E N AB L E D 5002 


#define  I DS_C ANN0T_S I GN_W I TH_UNC ERT I F I E D_KE Y 5003 
#define  I D S_C A N N 0T_ D E C R Y PT_W I T H_ U N C E RT I F I E D_KE Y 5004 
#define  IDS  CANNOT  ENCRYPT  WITH  UN C E RT I F I E D_KE Y 5005 

5006 

5007 

5008 

5009 

5010 

501 1 

5012 

5013 

5014 


109 
40001 
1002 
101 

#end  i f 


#define  IDS_CATCHALL_ERROR_HESSAGE 
#define  I D S _U N AB L E_T0_H AT C H _ I D 
^define  I D S _R S A_ E N C R_ E R RO R 
^define  IDS_INVALID_FILE_OP_ERROR 
#define  I D S_NO_ PG P_ D AT A 
#define  IDS_NO_DATA_TO_ENCRYPT 
#define  I D S _ E NT E R_PH R A S E 
^define  IDS_WRONG_PHRASE 
//define  I D S_  F I L E C 0 P Y E R RO  R 

//  Next  defauLt  values  for  new  objects 
// 

//ifdef  APSTUDIO_INVOKED 
//ifndef  APSTUDIO_READONLY_SYHBOLS 
//define  _ AP  S_  N E XT_R  E S OU  R C E_  V A LU  E 
//define  _APS_NEXT_COMMAND_VALUE 
#define  _ A PS _N E XT_C ONT RO L_ V A LU E 
#define  _ A PS _N E XT_ S YH E D_ V A LU E 
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ResultsDig.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc 

* 

* $Id$ 

*/ 

DINT  D i s p L a y D e c r y p t i on  Re s u L t s ( H WN D hwnd,  char 


CCCHK:604d3f5f CC9553: 


ALL  rights  reserved. 
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ShellAddKey.cpp 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  <windows.h> 

#incLude  <assert.h> 


#incLude 

#incLude 

#incLude 


".  .\incLude\config.h" 

". .\incLude\pgpkeydb.h" 
".  .\incLude\pgpcomdLg.h 


#incLude  "define. h" 
#incLude  " S h e L L Ad d Key  . h 


UINT  S h e L L Add  Key ( H W N D hwnd,  char*  szFiLe,  BOOL  D i s p L a y E r r o r ) 

{ 

n UINT  ReturnVaLue  = S T AT U S_ F A I LU R E ; 
n PGPKeySet  *RingSet; 

n PGPKeySet  *NewKeySet; 

n PGPFiLeRef*  fiLeRef; 
a PGPError  error  = PGPERR_0K; 

n assert(szFiLe); 

pgpLiblnitC); 

RingSet  = pg pOp e n D e f a u L t Key R i ng s ( T R U E , NULL); 

n if(RingSet) 
n { 

D n fiLeRef  = pgpNewFiLeRefFromFuLLPath(szFiLe); 

i:CCHK:604d3eeaaaa44883333bb444422990066bb221111aaaa33333333ff446d8dc5da:] 
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n □ 

ifCfi LeRef) 

n n 

{ 

n n 

n NewKeySet  = pg p I mpo r t Key F i L e ( f i L e Re f ) ; 

D n 

n i f ( NewKeySet  ) 

D n 

n < 

#if  la 

//>>>  pre-existing  code 

n a 

Uelsen 

n n error  = pg p AddKey s ( R i ng S e t , NewKeySet); 

//>>>  PGPcomd L gfiue ryAddKey s changes  ... 

n a 

a n error  = PGPcomdLgQueryAddKeys.Chwnd,  RingSet,  NewKeySet); 

n n 

n n ReturnVaLue  = ST ATU S _C AN C E L; 

#endifn  //<<<  PG P c omd L gSue ry Add Ke y s changes 


□ n 

n n ifCerror  ==  PGPERR_0K) 

n Q 

n n { 

n n 

n n n error  = pg p C omm i t Key R i ng C ha ng e s ( R i ng S e t ) ; 

D □ 

Q □ n 

n a 

n n n ifterror  ==  PGPERR_0K) 

D Q 

n □ n { 

n a 

n n n n M e s sa g eBo x ( h wnd , "Keys  Added  Successfully",  "PGP", 

□ n 

n n n n n n n HB_0K  | HB_ I C ON  I N F ORH AT  I ON ) ; 

n n 

n n n n PG Pc omd 1 g N o t i f y Key r i ng C h a nge s ( C 1 on g ) h wnd ) ; 

n a 

n n n n ReturnValue  = ST AT U S_S U C C E S S ; 

Q n 

D n a > 

n a 

an} 

n a 

a n pgp F reeKeySet ( NewKeySet ) ; 

n a 

a > 

D n 

a pg p F r e e F i 1 e Re f ( f i 1 e R e f ) ; 

n n 

> 
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ShellAddKey.cpp 


n n pg p F r e e Key S e t ( R i ng S e t ) ; 

n > 


n pg  p L i b C L e a n u p ( ) ; 


n ifCerror  !=  PGPERR_OK  &&  D i s p L a y E r ro r ) 
n { 

n n PG P c omd L g E r r o r H e s s a g e ( e r r o r ) ; 

n > 


n return  ReturnVaLue; 

> 


[[CHK:337777eeeeee22669999dd0fcb4bc5:: 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#i  f 0 

#ifdef  __cpLuspLus 
extern  "C"  { 

# e n d i f 
#endi f 

UINT  She L L AddKey ( HWND  hwnd,  char*  szFiLe,  BOOL  D i s p L a y E r r o r ) ; 

#if  0 

Sifdef  __cpLuspLus 

> 

//  e n d i f 
#end i f 
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ShellDecryptVerify.cpp 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  <windows.h> 

#incLude  <assert.h> 

#define  PGPLIB 


#incLude  "..\incLude\config.h" 
#incLude  "..\incLude\spgp.h" 
#incLude  ". .\incLude\pgpkeydb.h" 
SincLude  ". .\incLude\pgpphrase.h 
extern  "C"  { 

SincLude  ". .\incLude\PGPRecip.h" 
#incLude  ". .\incLude\PGPcomdLg.h 
} 

#incLude  "..\incLude\pgptnem.h" 
SincLude  "..\incLude\errs.h" 


#incLude  "define. h" 
#incLude  "ResuLtsDLg.h" 
#incLude  "working. h" 
#incLude  " resource. h" 
#incLude  "sheLLaddkey.h 


extern  HINSTANCE  g_hmodThisDLL; 


UINT  APIENTRY  0 pe n F i L e Name H oo k P r o c (HWND  hdLg,  UINT  uiMsg,  WPARAM  wParam, 
n n n n n u n a n LPARAMLParam); 


vo i d 
c n 
□ n 
n □ 


Ge t F i L eRef s ( c ha r *InputFiLe, 
n n char  *OutputFiLe, 

n n PGPFiLeRef  **InputFiLeRef, 

n a PGPFiLeRef  **0u t p u t F i L e R e f ) 


BOOL  Ge t 0 r i g i na L F i L eRef ( HWN D hwnd, 
n n n n H n char  *InputFiLe, 

° n n n n n PGPFiLeRef  **OriginaLFiLeRef); 


BOOL 
n n 
a □ 
□ n 
Q n 


SaveDecryptedOutputFi LeCHWND  hwnd. 


Q 

n 

o 

a 

B 

char 

*InputFi Le, 

n 

a 

n 

a 

B 

char 

*0utputFi Le, 

n 

□ 

a 

n 

B 

char 

*Temp  F i L e , 

Q 

a 

n 

B 

B 

BOOL 

IsEncrypted) ; 

BOOL 
a □ 
n n 
Q n 

D □ 


GetDecryptPh 
n □ a 

n □ □ 

nan 
□ □ □ 


raseCHWND  hwnd, 

char  **EnteredOrCachedPhrase, 
unsigned  Long  * Pa s s Ph r a s e Le n , 
unsigned  short  *Pa s s Ph r a s e C ou n t 
char  *Key F o r Ph r a s e ) ; 


extern  "C"  UINT  PGPExport  SheLLDecryptVerifyCHWND  hwnd. 


n 

B 

B 

B 

B 

B 

char* 

InputFi Le, 

n 

□ 

B 

B 

B 

B 

BOOL 

JustVeri fy. 

n 

B 

B 

B 

B 

B 

BOOL 

Primari LyAddKeys, 

B 

B 

B 

B 

B 

B 

char 

**PassPhrase, 
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n n n n n n BOOL  I s F i r s t C a L I W i t h T h i s Pa s s ph ra s e ) 

{ 

n char  TempFiLeCMAX_PATHD,  statusC32D  = "Decrypting/Veri-fying"; 
n PGPFiLeRef  * I n pu t F i L e R e f = NULL,  *Ou t pu t F i L e Re f = NULL, 

B n n n *0 r i g i na L F i L e Re f = NULL; 

B BOOL  IsDetachedSi g = FALSE,  IsEncrypted  = FALSE,  UserCanceL  = FALSE; 
B BOOL  I s Con V e n t i ona L = FALSE; 

B Boolean  IsEyesOnly  = FALSE; 

B UINT  LibReturn  = PGPERR_OK,  ReturnVaLue  = ST ATU S_ F A I LU R E ; 

B INT  SignatureStatus  = 0; 

B unsigned  short  Pa s s Ph r a s e C o u n t = 0,  RetryCount  = 0; 

B unsigned  Long  PassPhraseLen  = 0; 

B HWND  hWorkingDLg; 

B char  S i g n e r C 1 0 24 3 , S i g na t u r e D a t e C 1 02 4 D , S i g n a t u r e R e s u L t Bu f f e r C 1 0 2 4 3 ; 
B char  *pPhraseToUse; 

B UINT  AddKeyRet u rn; 

B a s s e r t ( I n pu t F i L e ) ; 

B assert(PassPhrase); 

B //  Check  for  expiration 

B if  ( PG P comd L g E va L Ex p i r ed ( h wnd , PG PC  OH D LG_ A LLE X P I R E D ) ) 

B { 

B B PG P comd  L g E r r o r Me  s s a g e ( PG  P C OH D LG_ E X P I R E D ) ; 

B B return  ST ATU S _ F A I LU R E ; 

B } 

B if(!*PassPhrase) 

B B pPhraseToUse  = "\0"; 

B else 

B B pPhraseToUse  = *PassPhrase; 


B AddKeyReturn  = S h e L L AddKey ( h w n d , InputFiLe,  P r i ma r i L y Add  Keys); 


B Get Fi LeRefs ( Input Fi Le, 

B B B B T emp  File, 

B B B B &I npu t F i L eRef , 

B B B B 80 u t pu t F i I eRe f ) ; 

B do 

B { 

B B /*First  time  through,  we  assume  this  is  a non-detached  signature,  and 
B B *that  they  don't  want  to  JustVerify.  For  program  simplicity,  we 

B B *actuaLLy  do  write  out  the  verified  sig  file;  if  they  select 

B B *JustVerify,  we  just  don't  pop  the  save-as  dialog,  and  merely  delete 

B B *the  verified  sig  when  we're  done. 

B B * / 


B B 
B B 
B B 
B B 
B B 
B B 
B B 


if(IsDetachedSig) 

{ 

B UserCanceL  = Ge t 0 r i g i na L F i L e Re f ( h wn d , 
BBBBBBBBB  InputFile, 
nBEBBBBBB  8 0 r i g i n a L F i L e R e f ) ; 
B strcpyCstatus,  "Verifying"); 

) 


B B i f ( I s En c ry p t ed  88  lUserCancel) 
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□ 

a 

{ 

n 

a 

a 

/*I f it 

IsEncrypted 

(th 

is  is  known  because  a previous 

call  to 

Q 

a 

a 

*verify  has  said  " 

hey. 

this  is  the  wrong  passphrase!' 

'),  then  we 

u 

a 

a 

*need 

to  ask 

the  user 

for  her  phrase: 

n 

a 

a 

*/ 

u 

a 

a 

i f 

(IsConventional) 

n 

a 

a 

a 

UserCanceL 

= G e t D e c r y p t P h r a s e ( h wn d , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n PassPhrase, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a & Pa  s s P h r a s e Le  n , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n & Pa  s s Ph  r a s e C ou  n t , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n " decryption 

a 

a 

a 

else 

a 

a 

a 

a 

UserCanceL 

= G e t D e c r y p t P h r a s e C h un d , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n PassPhrase, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a &Pa s s Ph ra se Len , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n &Pa s s Ph ra se Count , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n " your  private  key 

a 

a 

a 

pPhraseToUse  = 

*PassPhrase; 

a 

a 

a 

strcpyCstatus, 

"Decrypting"); 

a 

a 

} 

a 

a 

i f ( 

lUserCanceL) 

a 

a 

{ 

a 

a 

a 

hWorkingDlg 

= 

WorkingDLgProcThread(g_hmodThisDLL, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n n hwnd. 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n a status. 

a 

a 

a 

a 

a 

a 

a 

a 

a 

n n InputFiLe); 

a 

a 

a 

i f ( 

! IsDetachedSig) 

a 

a 

a 

T 

a 

a 

a 

a 

Li bReturn 

= S i mp L e PG PR e c e i ve F i L e X ( h wnd , 

a 

a 

a 

a 

a 

a 

a 

a 

a 

InputFi LeRef, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

Ou t pu t F i 1 eRef , n n n 

a 

a 

a 

a 

a 

a 

a 

a 

a 

pPhraseToUse, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

PassPhraseLen, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

(int  *)  &Si gnatureStatus, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

Signer, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

sizeof(Signer), 

a 

a 

a 

a 

a 

a 

a 

a 

a 

CUCHAR*)SignatureDate, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

sizeofCSignatureDate), 

a 

a 

a 

a 

a 

a 

a 

a 

a 

SlsEyesOn  Ly, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

FALSE, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

(SPGPProgressCal LBack)  UorkingCal Lback, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

hWorkingDlg); 

a 

a 

a 

> 

a 

a 

a 

else 

a 

a 

a 

{ 

a 

a 

a 

a 

Li bReturn 

= SimpLePGPVerifyDetachedSignatureFi LeXChwnd, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

OriginalFi LeRef, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

InputFi LeRef, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

&Si gnatureStatus, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

Signer, 

a 

a 

a 

a 

a 

a 

a 

a 

a 

sizeof(Signer), 
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Q n n 
n □ D 
n n D 
non 
B n n 
B B n 
B B B 


B B 

B B 

B B 

B B 

B B 

B B 

> 


B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
fl  B 
B B 
B B 


(UCHAR*)  Si gnatureDate, 
sizeof(SignatureDate), 

NULL, 

FALSE, 

(SPGPProgressCaLLBack)  WorkingCaLLback, 
hWorkingDLg); 


B B B 


Pos  t Me  s s a g e C h Wo  r k i ng  D L g , WH_€IUIT,  0,  0); 


B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 


switch(LibReturn) 

i 


fl 

case 

PGPERR 

_0K: 

B 

fl 

ifCSignatureStatus 

!=  KERNEL_EXIT_0K_N0SIG  && 

fl 

B 

SignatureStatus 

!=  KERNEL_EXIT_0K) 

B 

B 

B 

B 

fl 

ifCPGPcomdLgTransLateSignatureResuLtC 

B 

B 

B 

fl 

fl 

B 

B 

n SignatureStatus, 

fl 

B 

fl 

fl 

B 

fl 

B 

n Signer, 

B 

fl 

fl 

B 

fl 

B 

fl 

n SignatureDate, 

fl 

fl 

fl 

fl 

B 

fl 

fl 

n S i g na t u r e Re s u L t Bu f f e r , 

fl 

fl 

fl 

B 

fl 

fl 

fl 

n s i zeof ( S i gna t u r e Re su L t Buf f e 1 

B 

B 

fl 

i 

fl 

B 

B 

fl 

MessageBox(hwnd, 

fl 

B 

B 

fl 

B 

B 

SignatureResultBuffer, 

B 

fl 

B 

fl 

B 

fl 

"Signature  Result", 

B 

fl 

B 

fl 

fl 

B 

HB_0K  1 MB_IC0NIN FORMATION); 

B 

B 

fl 

> 

B 

fl 

> 

fl 

B 

ReturnVa  Lue 

= 

STATUS_SUCCESS; 

fl 

B 

break; 

B B B B 
B B B B 
B B B B 
B B B B 


case  SIMPLEPGP_BADKEYPASSPHRASE : 
B IsEncrypted  = TRUE; 
n I s C 0 n ven t i on a L = FALSE; 

B break; 


B B B B 
B B B B 
B B B B 
B B B fl 


case  SIMPLEPGP.BADCONVENTIONALPASSPHRASE: 
B IsEncrypted  = TRUE; 

B IsConventionaL  = TRUE; 

B break; 


fl  B fl  B 
B B fl  fl 
fl  B B B 


case  SIHPLEPGP_DETACHEDSIGNATURE FOUND: 
B IsDetachedSi g = TRUE; 

B break; 


B B fl  fl 

B B B B 

fl  fl  B B 

fl  B B fl 

fl  B B fl 

fl  fl  B fl 

B fl  fl  B 


case  SIMPLEPGP_NOPGPDATA: 

case  SIMPLE PGPRECEIVEFILE_1SKEY: 

B i f ( ! P r i ma r i L y AddKey s &&  ( Add Key Re t u r n ==  ST ATU S_ F A I LU R E ) ) 
B B PG P c omd L g E r r o r Me s sa g e C L i b Re t u r n ) ; 

B else 

B B UserCancel  = TRUE;  /*FaLL  out  of  the  Loop*/ 
n break; 


B fl  B fl 

B fl  B fl 

fl  fl  fl  B 

fl  fl  B B 


default: 

B i f ( ! P r i ma r i I yAddKey s &&  ( Ad d Key Re t u r n 
n i 

B B PG P comd I g E r r o r Me s s a g e C L i b Re t u r n ) ; 


STATUS.FAILURE) ) 
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n 

□ 

n 

n 

n 

n 

n 

□ 

a 

a 

n 

Q 


n 

n 

n n n ++RetryCount; 

n 

n 

n n > 

n 

n 

n n else 

n 

a 

n n n UserCancel 

= TRUE;  /*FaLL  out  of 

the 

n 

n 

n n break; 

n 

n 

> 

Q 

> 

> w h 

i Le( (Li bReturn  ==  SIMPLEPGP_ 

DETACHEDSIGNATUREFOUND 

1 1 

n 

LibReturn  ==  SIHPLEPGP_ 

BADKEYPASSPHRASE  | | 

n 

n 

LibReturn  ==  SIHPLEPGP_ 

BADCONVENTIONALPASSPHRASE) 

n 

n 

! UserCance  1 && 

n 

RetryCount  < M A X_ R ET R I E S ) ; 

n if(InputFiLeRef) 

a n pg p F r e e F i I e Re  f ( I n p u t F i L e R e f ) ; 

n i f ( Ou t pu t F i I e Re f ) 

a n pgp F ree F i L e Re f ( Ou t pu t F i L eRe f ) ; 

n 1 f ( 0 r i g i na L F i L eRef ) 

n a pgpFreeFiLeRef(OriginaLFiLeRef); 

n if(LibReturn  ==  PGPERR_OK  &S  (lUserCanceL  SS  lJustVerify  S&  ! 1 s D e t a c h e d S i g ) ) 
n { 

n n UserCanceL  = S a ve D e c r y p t e d 0 u t pu t F i L e ( h wn d , 


n 

n 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

InputFi Le, 

□ 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

NULL, 

n 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

TempFi Le, 

a 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

IsEncrypted); 

n > 
n else 

n n _u n L i n k C T emp F i L e ) ; 


returnCReturnVaLue); 


/*Returns  TRUE  if  the  user  hit  cancel*/ 
BOOL  G e t D e c ry p t Ph ra s e ( H W N D hwnd. 


char  ** En t e r edO r Ca c hedPh r a s e, 
unsigned  Long  * Pa s s P h r a s e Le n , 
unsigned  short  *Pa s s Ph r a s e C oun t , 
char  * Key F o r P h r a s e ) 

FALSE; 

FALSE; 


n n D Q □ 

n □ n n Q 

n n □ □ Q 

□ n n a a 

{ 

n BOOL  UserCancel 

n BOOL  ForceEntry 

n char  PhraseTitleC2563; 

n assert(EnteredOrCachedPhrase); 
n assert(PassPhraseLen); 

n i f ( * E n t e r e d 0 r C a c h ed  P h r a s e ) 

n { 

a a PG P F r e e Ph  r a s e ( * E n t e r edO  r C a c h e d Ph  r a s e ) ; 

n n * E n t e r edO r C a c h ed Ph r a s e = NULL; 

n > 

a i f ( Pa s s Ph r a s e C ou n t &&  * Pa s s P h r a s e C ou n t > 0) 
n { 
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n n Loa d S t r 1 n g ( g _h modTh  i s D L L , I D S _WRON G_P H R A S E , PhraseTitLe, 

n n n n n s i z eof ( P h ra s eT i t L e ) ) ; 

n n ForceEntry  = TRUE; 

n > 
n else 
n { 

a n Loa d S t r i ng ( g_hmodT h i s D L L , I D S_ENT E R_ PH R A S E , PhraseTitLe, 

n n n n n s i z e o f ( Ph r a s eT i t L e ) ) ; 

n n Lstrcat  ( P h ra s eT i t I e , Key F o r Ph ra s e ) ; 

n } 

n i f ( PG P c omd L g G e t Ph r a s e ( h wnd , 


n 

n 

Q 

PhraseTitLe, 

n 

□ 

n 

EnteredOrCachedPhrase, 

n 

n 

n 

NULL,  NULL,  NULL,  NULL,  0) 

!=  PGPPHRASE_0K) 

n { 

n n UserCanceL  = TRUE; 

n } 
n else 
n { 

n n *PassPhraseLen  = (unsigned  Long)  s t r L e n ( * En t e r edO r C a c h ed Ph r a s e ) ; 
n } 

a i f ( Pa s sPh ra s eCoun t ) 
n n ++(*PassPh raseCount ) ; 

n return(UserCancel); 

> 

BOOL  S a ve D e c r y p t edOu t p u t F 1 L e ( H W N D hwnd. 


n 

n n u u 

n 

n 

char 

*InputFi Le, 

a 

n n n n 

n 

n 

char 

*0utputFi Le, 

Q 

n □ D n 

n 

Q 

char 

*Temp  F i L e , 

n 

i 

n 

n n n n 

char  * p ; 

n 

n 

BOOL 

IsEncrypted) 

n 

int  FiLeStart  = 

0, 

F i L e Ex t en s i on S t a r t = 0; 

n 

n 

char  FinalFiLeC 

BOOL  UserCance  L 

_max_path: 

= FALSE; 

= "\0 

n a s s e r t ( I npu t F i L e ) ; 

n a s s e r t ( Temp F i L e ) ; 

n ifCIOutputFiLe  ||  COutputFiLe  &S  !*OutputFiLe)) 
n { 

n n char  TitLeC64D  = "Save  Verified  File  As"; 

n n char  DefauLtExtensionC_HAX_PATHD  = "\0"; 

n n i f ( 1 s En  c ry  p t ed  ) 

n n n s t r c py ( T i t I e , "Save  Decrypted  File  As"); 

n n s t r c py ( F i na L F i L e , InputFiLe); 

n n p = s t r r c h r ( F i na L F i L e , '.'); 

n n i f ( p ) 

n n { 

n n n *p='\0'; 

n n > 
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n n ifCCp  = strrchrCFinaLFiLe,  '\\'))) 

n n n FiLeStart  = p - FinaLFiLe  + 1; 

a n if((p  = StrrchrCFinaLFiLe,  '.'))) 

n n n FiLeExtensionStart  = p - FinaLFiLe  + 1; 

n n OPENFILENAME  SaveFiLeName  = { 


n 

n 

□ 

n 

a 

B 

B 

sizeofCSaveFi LeName), 

n 

Q 

n 

□ 

B 

B 

B 

hwnd. 

n 

□ 

n 

a 

n 

B 

B 

NULL, 

n 

n 

n 

a 

B 

B 

B 

"ALL  FiLes  ( * . * ) \ 0* . * \ 0 \ 0 " , 

n 

n 

n 

a 

B 

B 

B 

NULL, 

Q 

□ 

n 

n 

B 

B 

B 

0, 

n 

a 

Q 

n 

B 

B 

B 

1, 

Q 

n 

n 

n 

B 

B 

B 

FinaLFi Le, 

n 

o 

n 

Q 

B 

B 

B 

MAX_PATH, 

n 

□ 

n 

n 

B 

B 

B 

NULL, 

n 

n 

s 

a 

B 

B 

B 

0, 

n 

n 

n 

a 

B 

B 

B 

NULL, 

n 

n 

n 

a 

B 

B 

B 

T i t L e , 

a 

n 

D 

n 

B 

B 

B 

0FN_EXPL0RER  | 0 F N_0 V E R W R I T E PROM PT 

n 

n 

a 

Q 

B 

B 

B 

OFN_HIDEREADONLY  | 0 F N_ EN AB LE H OOK 

a 

a 

n 

Q 

n 

B 

B 

OFN_NOREADONLYRETURN, 

a 

a 

□ 

□ 

Q 

B 

B 

Fi LeStart, 

o 

n 

□ 

n 

a 

B 

B 

Fi LeExtensionStart, 

a 

a 

D 

s 

□ 

B 

B 

DefauLtExtension, 

n 

a 

n 

n 

n 

B 

B 

NULL, 

n 

a 

Q 

n 

B 

B 

B 

OpenFi LeNameHookProc, 

n 

n 

n 

n 

B 

B 

B 

NULL}; 

n n UserCanceL  = ! G e t S a ve F i L e ^ a me ( 8 S a v e F i L e Na me  ) ; 

n } 
n e L se 
n { 

n n strcpyCFinaLFiLe,  OutputFiLe); 

n } 

n ifCIUserCanceL) 
n { 

n n CopyFiLeCTempFiLe,  FinaLFiLe,  FALSE); 

n n _unLink(TempFiLe); 

n } 
n e L se 
n { 

n n _un L i n k ( Temp F i L e ) ; 

n } 

n r e t u r n ( U s e r C a n c e L ) ; 

} 

BOOL  G e t 0 r i g i na L F i L e Re f ( H WN D hund, 

n n n n n n char  *InputFiLe, 

n n n n n n PGPFiLeRef  **0 r i g i n a L F i L e Re f ) 

{ 

n char  OriginaLFiLeCHAX_PATH  + 13,  *p; 
n char  * p D e f a u L t E x t e n s i on ; 

n unsigned  short  FiLeStart,  FiLeExtensionStart; 
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n BOOL  UserCanceL  = FALSE; 

n a s s e r t ( I n p u t F i L e ) ; 
n a s s e r t ( 0 r i g i na L F i L e Ref  ) ; 

n strcpyCOriginaLFiLe,  InputFiLe); 

n if((p  = s t r r c h r ( 0 r i g i na L F i L e , '\\'))) 

n n FiLeStart  = p - OriginaLFiLe  + 1; 

n else 

n n FiLeStart  = 0; 

n //  Get  rid  of  the  .sig  extension 

n ifCCp  = strrchrCOriginalFile,  '.'))) 

n { 

n n *p='\0'; 

n > 

n //  Don't  add  any  default  extensions  to  the  file 
n pDefauLtExtension=0; 

n FiLeExtensionStart=strLen(OriginaLFile); 

n OPENFILENAHE  0 r i g i na L F i L e Na me  = { 


Q 

B 

B 

B 

B 

B 

sizeofCOriginalFi LeName), 

n 

B 

B 

B 

B 

B 

hwnd. 

Q 

B 

B 

B 

B 

B 

NULL, 

n 

B 

B 

B 

B 

B 

"ALL  Files  ( * . * ) \ 0* . * \ 0 \ 0 " , 

n 

B 

B 

B 

B 

B 

NULL, 

n 

B 

B 

B 

B 

B 

n 

B 

B 

B 

B 

B 

Q 

B 

B 

fl 

B 

B 

OriginaLFi Le, 

n 

B 

B 

B 

B 

B 

HAX_PATH, 

n 

B 

B 

B 

B 

B 

NULL, 

n 

B 

B 

B 

B 

B 

0, 

n 

B 

B 

B 

B 

B 

NULL, 

n 

B 

B 

B 

B 

B 

"Select  Signed  File", 

n 

B 

B 

B 

B 

B 

OFN.OVERWRITEPROHPT  | 0 F N_H I D E R E A DON L Y 

n 

B 

B 

B 

B 

B 

n OFN.FILEHUSTEXIST  | 0FN_EXPL0RER  | 

Q 

B 

B 

B 

B 

B 

n OFN_PATHHUSTEXIST  | 0 FN_ENABLEH00K, 

D 

B 

B 

B 

B 

B 

Fi LeStart, 

n 

B 

B 

B 

B 

B 

Fi LeExtensionStart, 

n 

B 

B 

B 

B 

B 

pDefauLtExtension, 

n 

B 

B 

B 

B 

B 

NULL, 

n 

B 

B 

B 

B 

B 

OpenFi LeNameHookProc, 

n 

B 

B 

B 

B 

B 

NULL}; 

n iflGetOpenFi LeNameC&OriginalFi LeName)) 
n { 

n n *0 r i g i na L F i L eRef  = pg pNe w F i L e Re f F r om  F u L I Pa t h ( 0 r i g i na L F i L e ) ; 
n } 
n else 

n n UserCanceL  = TRUE; 

n r e t u r n ( U s e r C a n c e L ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

* $Id$ 

*/ 

/*The  idea  with  I g n o r e Pa s s p h r a s e is  that  it  allows  the  calling  function 
*to  pass  in  a non-existant  passphrase  the  first  time,  let  S h e I I D e c r y p t Ve r i f y 
*set  it  (by  calling  the  passphrase  dialog)  and  then  use  it  for  subsequent 

* c a I I s . 

*/ 

#ifdef cplusplus 

extern  "C"  { 

#endi f 

UINT  PGPExport  S h e I I D e c r y p t Ve r i f y ( H W N D hwnd. 


n 

n 

n 

n 

Q 

n 

char 

* InputFile, 

□ 

n 

n 

n 

D 

Q 

BOOL 

JustVeri fy. 

□ 

n 

n 

n 

n 

□ 

BOOL 

Primari lyAddKeys, 

D 

n 

n 

n 

Q 

n 

char 

**PassPhrase, 

□ 

o 

n 

n 

n 

n 

BOOL 

IsFi rstCal  IWithThi sPassphrase); 

#ifdef cplusplus 

> 

#end i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

it 

* $Id$ 

*/ 

#incLude  <windows.h> 

#incLude  <assert.h> 

SincLude  "..\incLude\config.h" 

#incLude  " . . \ i n c L ude \ s pg p . h " 
extern  "C"  { 

#incLude  ". .\incLude\pgpkeydb.h" 

#incLude  ". .\incLude\pgpcomdLg.h" 

> 

SincLude  "define. h" 

//incLude  "working. h" 

#incLude  "resuLtsdLg.h" 

UINT  APIENTRY  Op e n F i L e N ame Hoo kP r o c (HWND  hdLg,  UINT  uiHsg,  WPARAH  wParam, 
n n n n n n n n n LPARAMLParatn); 

UINT  S h e L L Ve r i f y Sepe r a t eS i g ( H WN D hwnd, 
n n n n n n n char  *szFiLePath, 

□ n n a n Q n HMODULE  hmodT h i s D L L > 

{ 

n UINT  ReturnCode  = ST ATU S _ F A I LU R E , VerifyResuLt  = 0; 
n int  S i gna t u r e S t a t us  = 0; 

a char  OriginaLFiLeC_HAX_PATH!],  *P/  DefauLtExtensionC_HAX_PATHD  = ".txt"; 
n int  FiLeStart,  FiLeExtensionStart; 
n FIWND  hUorkingDLg  = NULL; 

n a s s e r t ( s z F i L e Pa  t h ) ; 
n a s s e r t ( hmodTh i s D L L ) ; 

n //  Check  for  expiration 

n if  ( PG P c omd L g E va L Ex p i r ed ( h wnd , PG PC OMD LG_ A LLE XPI R E D ) ) 
n { 

n n PG Pcomd L g E r r o r He s s a g e ( PG PC  on D LG_EXPI R E D ) ; 

n n return  STATUS_FAILURE; 
n } 

n s t r c py ( 0 r i g i na L F i L e , szFiLePath); 

a if((p  = s t r r ch r ( 0 r i g i na L F i L e , '.'))) 

n { 

n B *p=  '\0'; 

B B ifCCp  = s t r r ch r ( 0 r i g i na L F i L e,  '.'))) 

B B { 

B B B s t r c py ( D e f a u L t E X t en s i on , p); 

B B } 

B } 

B ifCCp  = s t r r c h r ( 0 r i g i na L F i L e,  '\\'))) 

B B FiLeStart  = p - OriginaLFiLe  + 1; 

B if((p  = s t r r c h r C 0 r i g i na L F i L e , '.'))) 

B B FiLeExtensionStart  = p - OriginaLFiLe  + 1; 
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n OPENFILENAHE  0 r i g i n a I F i L e Na me  = { 


Q 

a 

Q 

B 

B 

B 

sizeofCOriginaLFi LeName), 

□ 

n 

□ 

B 

B 

B 

h wn  d , 

n 

a 

B 

B 

B 

B 

NULL, 

n 

n 

B 

B 

B 

B 

"ALL  FiLes  ( * . * ) \ 0* . * \ 0 \ 0 " , 

n 

n 

B 

B 

B 

B 

NULL, 

n 

n 

B 

B 

B 

B 

0, 

Q 

n 

B 

B 

B 

B 

1, 

n 

a 

B 

B 

B 

fl 

OriginaLFi Le, 

n 

u 

B 

B 

B 

fl 

MAX_PATH, 

s 

n 

B 

B 

B 

fl 

NULL, 

n 

n 

B 

B 

B 

fl 

0, 

n 

n 

B 

B 

B 

B 

NULL, 

n 

Q 

B 

B 

B 

B 

"SeLect  Signed  FiLe", 

n 

n 

B 

B 

B 

fl 

0FN_0VERWRITEPR0MPT  | 0 F N_H I D E R E A D 0 N L Y | 

Q 

Q 

B 

B 

B 

B 

n OFN_FILEMUSTEXIST  | 0FN_EXPL0RER  | 

n 

n 

B 

B 

B 

fl 

n OFN_PATHMUSTEXIST  | 0 F N_ EN AB L E H OOK, 

Q 

a 

B 

B 

B 

B 

Fi LeStart, 

n 

u 

B 

B 

B 

B 

Fi LeExtensionStart, 

□ 

n 

B 

B 

B 

B 

DefauLtExtension, 

n 

n 

B 

B 

B 

B 

NULL, 

n 

n 

B 

B 

B 

B 

OpenFi LeNameHookProc, 

n 

n 

B 

B 

B 

B 

N U L L > ; 

n 

ifCGetOpenF 

i LeNameC&OriginalFi LeName)) 

n 

i 

n 

n 

PGPFi LeRef 

*0riginaLFi LeRef  = NULL,  *SignatureFi LeRef  = NULL; 

Q 

n 

i nt 

Si gnatureSTatus  = 0; 

□ 

n 

char  S i g n e r C 1 02 4 ] , S i g na t u r e Da t e C 1 0 2 4 D , S i g n a t u r e R e s u L t Bu f f e r C 1 02 4 ] ; 

□ 

Q 

1 f ( ( 0 r i g i na L F i L e Re f = pg pN e w F i L e Re f F r om F u L L Pa t h ( 0 r i g i n a 1 F i 1 e ) ) ) 

n 

□ 

n 

n 

B 

i f ( ( S i gna t u re F i L eRef  = pg pN e w F i L e Re f F r om F u L L Pa t h ( s z F i L e Pa t h ) ) ) 

n 

n 

B 

i 

a 

n 

B 

B 

hWorkingDLg  = Uo r k i n g D L g P r o cT h r ea d ( hmodT h i s D L L , 

n 

a 

B 

B 

B 

B 

n n n n n n hwnd. 

n 

n 

B 

B 

B 

B 

n n n n n n "Verifying  Signature", 

n 

n 

B 

B 

B 

B 

n n n n n n szFiLePath); 

n 

D 

B 

B 

VerifyResuLt  = S i mp L e PG P Ve r i f y D e t a c h ed S i g na t u r e F i L e X ( h wnd , 

n 

n 

B 

B 

B 

fl 

n n n OriginaLFiLeRef, 

n 

n 

B 

B 

B 

B 

n n n S i g na  t u r e F i L e Re  f , 

n 

n 

B 

B 

fl 

B 

n n n & S i g n a t u r e S t a t u s , 

n 

n 

B 

B 

B 

fl 

n n n NULL, 

o 

n 

B 

B 

B 

fl 

n n n 0, 

n 

n 

B 

B 

B 

B 

B a a Signer, 

n 

Q 

B 

B 

B 

B 

nun  s i z e 0 f ( S i g n e r ) , 

n 

n 

B 

B 

B 

B 

B B n (UCHAR*)  S i g na t u r e D a t e , 

n 

n 

B 

B 

B 

fl 

B B B s i z eo f { S i g na  t u r e Da  t e ) , 

n 

n 

B 

B 

B 

fl 

n n n NULL, 

n 

Q 

B 

B 

B 

B 

n n n FALSE, 

D 

n 

B 

B 

fl 

B 

o n n ( SPG PPr og r e s s Ca L L Ba c k ) Wo r k i ng C a L L ba c k 

D 

D 

B 

B 

fl 

B 

n n n hWorkingDLg); 

n 

n 

B 

B 

PostMessageChWorkingDLg,  WM_QUIT,  0,  0); 

n 

Q 

B 

B 

i f ( Ve  r i 

fyResuLt  ==  KE R N E L_ E X I T_0K ) 
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o 

□ 

Q 

□ 

n 

Q 

n 

n 

B 

ReturnCode 

= STATUS.SUCCESS; 

n 

Q 

Q 

□ 

B 

i 

fCPGPcomdLgTransLateSignatureResultC 

Q 

n 

n 

n 

B 

B 

B 

B 

n n n S i g n a t u r e S t a t u s , 

S 

n 

□ 

Q 

B 

B 

B 

B 

n n n Si gner. 

Q 

□ 

D 

□ 

B 

B 

B 

B 

n n n S i g n a t u re  Da  t e , 

n 

u 

□ 

a 

B 

B 

B 

B 

n n n S i g n a t u r e R e s u L t Bu f f e r , 

n 

□ 

tt 

□ 

B 

B 

fl 

B 

n n n s i z e of  ( S i g n a t u r e Re  s u L t Bu  f f e r ) ) ) 

n 

n 

a 

B 

B 

{ 

Q 

n 

a 

B 

B 

B 

MessageBoxChund, 

n 

o 

n 

B 

B 

B 

B 

B 

SignatureResuLtBuffer, 

□ 

n 

n 

B 

B 

B 

B 

B 

"Signature  Result", 

n 

D 

n 

B 

B 

B 

B 

B 

MB_0K  1 MB_IC0NINF0RHATI0N); 

n 

n 

n 

B 

B 

> 

n 

n 

o 

B 

> 

Q 

□ 

n 

B 

else 

n 

n 

n 

B 

B 

PG  Pcomd  L g E 

rrorMessageCVeri fyResuLt); 

n 

a 

n 

> 

n 

a 

> 

n > 
n else 

n n ReturnCode  = ST ATU S_ F A I LU R E ; 

n r e t u r n ( Re t u rn Cod e ) ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

* $Id$ 

*/ 

#incLude  <uindows.h> 

#incLude  <assert.h> 


#incLude  <stdio.h> 
//include  <stdLib.h> 
//include  <mapi.h> 


#i nc  L ude 
//include 
//include 
#incLude 
//include 
//include 
#incLude 


”.  .\incLude\errs.h" 

".  .\include\config.h" 

".  .\incLude\pgpkeydb.h" 
".  .\incLude\PGPRecip.h" 
”.  .\incLude\pgpphrase.h" 
".  .\incLude\pgpcomdlg.h" 
".  .\incLude\pgpmem.h" 


//include  "ShelLEncryptSign.h 


#define  DELIMITER 


UINT  Shel  LEncryptSendlHWND  hWnd,  HDROP  hDrop,  UINT  NumFiles) 
{ 

n unsigned  short  FileNum  = 0; 

n char  F i I e Pa t h C _M AX_ P AT H + ID,  *p L i s t Of F i L e s = NULL, 
n n OutputFi LeC_HAX_PATH  + 1 D ; 
n UINT  ReturnCode  = SUCCESS; 

n R E C I P I E NT D I A LOG S T RU C T R e c i p i e n t D i a L og S t r u c t ; 
n char  *Passphrase; 


n assertChDrop); 


n //  Check  for  expiration 

a if  (PGPcorndlgEva  lExpi  redChWnd,  PG  PC  OM  D LG_E  N C R Y PT  S I G N E XP I R E D ) ) 
n { 

n n PGPcomd L g E r ro rMes sag e C PGPCOM D LG_EXPI RE D ) ; 

n n return  SUCCESS; 
n > 


forCFileNum  = 0; 

n FileNum  < NumFiles  &S  ReturnCode 
++Fi LeNum) 


==  SUCCESS; 


Q 

n 

n 

F i L eNum, 

Q 

n 

n 

Fi LePath, 

n 

D 

n 

sizeofCFi LePath))) 

ifCDragQueryFi leChDrop, 
n 
n 
n 
{ 

n tmpnam(OutputFiLe); 
a i f ( ! s t r r c h r C 0 u t pu t F i L e , 
n n strcatlOutputFile, 


a a strcatCOutputFile,  "asc"); 
a n i f ( ( R e t u r n C od e = S h e L L E n c r y p t S i g n ( h W n d , 
annnnnaa  n FilePath, 
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a 

a 

a 

a 

a 

a 

a a a 

a 

OutputFi le. 

a 

a 

a 

a 

a 

a 

a a a 

a 

TRUE, 

a 

a 

a 

a 

a 

a 

a a a 

a 

FALSE, 

a 

a 

a 

a 

a 

a 

a a a 

a 

TRUE, 

a 

a 

a 

a 

a 

a 

a a a 

a 

FALSE, 

a 

a 

a 

a 

a 

a 

a a a 

a 

FALSE, 

a 

a 

a 

a 

a 

a 

a a a 

a 

SRecipientDiaLogStruct, 

a 

a 

a 

a 

a 

a 

a a a 

a 

(FileNum  ==  0), 

a 

a 

a 

a 

a 

a 

a a a 

a 

&Pa s s ph r a s e ) ) ==  SUCCESS) 

a 

a 

a 

{n 

a 

a 

a a a 

a 

nan 

a 

a 

a 

a 

/*If 

this  is  the  first 

time  through,  ALLoc  and  copy:*/ 

a 

a 

a 

a 

if  ( ! 

pListOfFi Les) 

a 

a 

a 

a 

{ 

a 

a 

a 

a 

a 

i 

fCpListOfFi les 

= 

(char  *)  pg p A L L 0 c ( s i z eo f ( c h a r ) 

a 

a 

a 

a 

a 

a 

a a a 

a 

n n * ( s t r L en ( Ou t pu t F i L e ) + 

a 

a 

a 

a 

a 

i 

a 

a 

a 

a 

a 

a 

strcpyCpListOfFi Les,  OutputFi Le); 

a 

a 

a 

a 

a 

> 

a 

a 

a 

a 

a 

e 

L s e 

a 

a 

a 

a 

a 

{ 

a 

a 

a 

a 

a 

a 

ReturnCode 

= ERR_NO_HEri; 

□ 

Q 

n 

□ 

n 

a 

n 

n 

D 

n 

n 

Q 

n 

n 

n 

Q 

Q 

n 

n 

n 

n 

n 

n 

n 

□ 

n 

a 

n 

n 

n 


n 

□ 

n 

n 

c 

□ 

n 

Q 

n 

Q 

Q 

Q 

n 

n 

a 

n 

Q 

Q 

D 

n 

n 

Q 

n 

n 

n 

a 

a 

a 

a 

a 

> 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

> 


a > 

> 

else 

/*Not  the  first  file;  reALLoc  and  stick  the  new  after  the 
*oLd  followed  by  a delimiter  character 
*/ 

/*+2  is  so  that  we  have  room  for  the  NULL  and  the 
*semicolon  we*re  going  to  add  as  a delimiter  between 
*f i I es  . 

*/ 

i f ( C pg p Rea  I I o c < ( VO i d **)  &p Li s t Of F i I e s , 
a a a a sizeof(char)  * 

a a a a ( s t r I e n ( 0 u t pu t F i I e ) + 2 + 

a a a a a s t r I e n ( p L i s 1 0 f F i I e s ) ) ) ) ) 

i 

a strcatCpListOfFiles,  DELIMITER); 
a s t r ca t C p L i s t Of F i I e s , OutputFile); 

> 

else 
L 

a ReturnCode  = ERR_N0_MEM; 

> 


a 
a 
a 
a 
a 
a 
a 
a 
a 
a 
a 
a 
a 
a 
> 

else 

a ReturnCode  = ERR_VALUE_NOT_ FOUND; 
> 


a if(pListOfFiles) 
a i 

a a i f ( R e t u r n C od e ==  SUCCESS) 

a a { 
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□ 

□ 

a 

HINSTANCE 

hMAPIDLL  = NULL; 

n 

n 

a 

LPMAPILOGON  pHAPILogon  = NULL; 

Q 

n 

a 

LPMAPISENDDOCUMENTS  pM A P I S e nd Do c umen t s = NULL; 

n 

Q 

a 

LPMAPILOGOFF  pMAPILogoff  = NULL; 

n 

□ 

a 

LHANDLEnn 

n n L hM  A P I S e s s i 0 n = 0; 

□ 

n 

a 

if((hMAPIDLL  = Loa d L i b r a ry ( " M A P I 32 . D L L " ) ) ) 

n 

a 

a 

i 

□ 

a 

a 

a 

i f (( pHAPI Logon  = (LPMAPILOGON)  G e t P r o c Add r e s s C h H A P I D L L, 

□ 

a 

a 

a 

a 

a 

nnnnnnnnn  " M AP I Log  on  " ) ) SS 

n 

a 

a 

a 

(pMAPILogoff  = (LPMAPILOGOFF)  G e t P ro c Ad d r e s s ( h M A P I D LL, 

n 

a 

a 

a 

a 

a 

nnnnnnnnn  "MAPI Logof f " ) ) S& 

□ 

a 

a 

a 

(pMAPISendDocuments  = (LPMAPISENDDOCUMENTS)  G e t P r o c Ad d r e s s ( 

Q 

a 

a 

a 

a 

a 

n n n n n hMAPIDLL,  "MAPISendDocunents"))) 

n 

a 

a 

a 

{ 

□ 

a 

a 

a 

a 

i f 

( pM A P I Log  on ( ( U LONG ) h Wnd , n / / main  menu  window 

n 

a 

a 

a 

a 

a 

n n n NULL,n  //  no  profile  name 

n 

a 

a 

a 

a 

a 

n n n NULL,n  //  no  password 

u 

a 

a 

a 

a 

a 

n n n M A PI _ LOG 0N_U I , n n //  Logon  dialog  box 

n 

a 

a 

a 

a 

a 

n n n (ULONG)0,n  n //  reserved 

n 

a 

a 

a 

a 

a 

n n n & L hM A P I S e s s i on ) n / / session  handle 

n 

a 

a 

a 

a 

a 

n ==  SUCCESS_SUCCESS) 

a 

a 

a 

a 

a 

i 

u 

a 

a 

a 

a 

a 

pM A P I S e n d Do c ume n t s ( ( U LO NG ) hWnd, 

n 

a 

a 

a 

a 

a 

n n n n DELIMITER, 

n 

a 

a 

a 

a 

a 

n n n n p L i s 1 0 f F i L e s , 

a 

a 

a 

a 

a 

a 

n n n n NULL, 

n 

a 

a 

a 

a 

a 

n n n n (ULONG)0); 

n 

a 

a 

a 

a 

a 

pMAPI Logof f (( ULONG  ) L h M A P I S e s s i on , (ULONG)  hWnd, 

n 

a 

a 

a 

a 

a 

n n n (ULONG)  0,  (ULONG)  0); 

n 

a 

a 

a 

a 

> 

n 

a 

a 

a 

> 

n 

a 

a 

a 

else 

a 

a 

a 

a 

{ 

n 

a 

a 

a 

□ 

ReturnCode  = E R R_M AP I _ D L L_ F A I LU R E ; 

o 

a 

a 

a 

> 

n 

a 

a 

a 

FreeLibrary(hHAPIDLL) ; 

n 

a 

a 

> 

n 

a 

a 

else 

D 

a 

a 

i 

a 

a 

a 

a 

ReturnCode  = ERR_HAPI_DLL_FAILURE; 

n 

a 

a 

> 

n 

a 

> 

o 

a 

pgpF 

ree ( pLi 

stOfFi Les); 

n > 

n if(Passphrase) 

n n PGPFreePhrase(Passphrase); 
n r e t u r n ( R e t u r n C od e ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

UINT  She L L Enc rypt Send ( HWND  hWnd,  HDROP  hDrop,  UINT  NumFiLes); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 
*/ 


#incLude 

<windows.h> 

#i  nc  Lude 

<assert.h> 

#incLude 

<st  ri ng . h> 

#incLude 

<stdLib.h> 

# i n c L ud e 

<wchar.h> 

#incLude 

".  .\incLude\config.h" 

#incLude 

".  .\incLude\spgp.h" 

extern  "C 

" { 

#incLude 

".  .\incLude\PGPRecip.h" 

#incLude 

".  .\incLude\pgpkeydb.h" 

#incLude 

".  .\incLude\PGPcomdLg.h" 

#incLude 

". .\incLude\pgpphrase.h" 

#incLude 

". .\incLude\pgpFi LeRef  .h 

#incLude 

". .\incLude\pgpmem.h" 

#i  nc  Lude 

"define. h" 

#incLude 

"SheLLEncryptSign.h" 

#incLude 

"working. h" 

# i n c L ud e 

"resource. h" 

extern  HINSTANCE  g_hmodThisDLL; 

UINT  APIENTRY  Op e n F i L e N ame Hoo k P r o c (HWND  hdLg,  UINT  uiHsg,  WPARAH  wParam, 
nnnnnnnnn  LPARAM  LParam); 

void  Ge t F i L eRe f s ( c ha r *InputFiLe, 
n n n n char  *OutputFiLe, 

B n n n PGPFiLeRef  ** I n p u t F i L e R e f , 

n n n n PGPFiLeRef  **OutputFiLeRef); 

BOOL  Sa veOu t pu t F i L e ( H WN D hwnd. 


Q 

□ 

Q 

n 

char  *InputFiLe, 

Q 

s 

n 

n 

char  *TenipFiLe, 

Q 

n 

n 

□ 

char  *OutputFiLe, 

□ 

n 

n 

n 

UINT  Actions, 

□ 

D 

n 

Q 

BOOL  DidSign); 

BOOL 

Ge t Re c i p i en t s I n f 0 ( H WN D hwnd. 

n 

Q 

a 

n 

B 

RECIPIENTDIALOGSTRUCT  *prds 

n 

n 

n 

n 

B 

DWORD  PGPFLags, 

n 

n 

n 

n 

B 

DWORD  D i s a b L e F L a g s ) ; 

BOOL 

G e t S 1 

g n Ph r a s e ( H W N D hwnd. 

u 

□ 

n 

n 

char  **En t e r edO r Ca c hedPh r a s e. 

n 

□ 

Q 

n 

unsigned  Long  * Pa s s Ph r a s e Le n , 

u 

□ 

n 

B 

unsigned  short  * Pa s s P h r a s e C ou n t 

□ 

n 

□ 

n 

char  *szSignKey, 

n 

n 

n 

n 

UINT  *Actions, 

n 

n 

n 

B 

UINT  uPhraseFLags); 

UINT 

S h e L L E n c ry p t S i g n ( H WN D hwnd. 

n 

□ 

□ 

B 

B 

char*  szInputFiLe, 

n 

n 

n 

B 

B 

char*  s z 0 u t pu t F i L e A r g , 

n 

n 

n 

B 

B 

BOOL  Encrypt, 
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n 

□ 

Q 

n 

a 

BOOL 

Sign, 

n 

n 

n 

n 

a 

BOOL 

bDefauLtASCIIArmor, 

□ 

n 

n 

n 

a 

BOOL 

bAL  LowDetachedSig, 

n 

n 

n 

D 

a 

BOOL 

bAL  LowASCIIArmor, 

n 

Q 

D 

a 

a 

PRECIPIENTDIALOGSTRUCT  pRecipientDiaLogStruct 

n 

Q 

n 

□ 

a 

BOOL 

IsFirstCaLLWithThisRecipientDiaLogStruct 

n 

n 

Q 

a 

a 

char 

**PassPhrase) 

{ 

n UINT  ReturnVaLue  = ST ATU S _ F A I LU R E , LibReturn  = 0; 
n char  szOutputFiLeCHAX_PATH3  = "\0",  DefauLtExtension[4D  = "\0", 
a n *pOutputFiLe  = NULL,  *p; 

n PGPFiLeRef  * I n pu t F i L e Re f = NULL,  *0 u t p u t F i L e Re f = NULL; 
n HWND  hWorkingDLg  = NULL; 
n BOOL  Sa ve F i L eNameOK  = TRUE; 

a char  S i g n Key C KE Y I D LE NGT H + 33  = "\0";n  //  = {0x02,  0x00>; 

n BOOL  UserCanceL  = FALSE,  IsText  = FALSE; 
n UINT  Actions  = 0; 

n unsigned  short  Pa s s Ph r a s e C o u n t = 0,  RetryCount  = 0; 
n unsigned  Long  PassPhraseLen; 


n a s s e r t ( s z I n pu t F i L e ) ; 

n assert(pRecipientDiaLogStruct); 


n //  Check  for  expiration 

n if  (PGPcomdLgEva LExpi redChwnd,  PG PCOH D LG_ E N C R Y PT S I GN E X P I R E 0 ) ) 
n { 

n n PG  P comd  L g E r r o r He  s s a g e ( PG  PC  OH  D LG_  E X P I R E D ) ; 

n n return  STATUS_FAILURE; 

H > 

n p = strrchrCszInputFiLe, 

n i f ( p ) 

n { 

n n if(stricmp(p,  ".txt")  ==  0) 

n n n IsText  =TRUE; 

n } 


n i f C I s F i r s t Ca L L W i t hTh i s Re c i p i en t Di a L og S t r uc t &&  Encrypt) 
n { 

n n DWORD  PGPFLags  = PGP_ENCRYPT,  DisabLeFLags  = 0; 

n n i f ( bDe f a u L t ASC 1 1 A rmo r ) 
n n n PGPFLags  |=  PG P_ A S C I I _ ARHOR ; 

n n i f { ! b A L L o w A S C 1 1 A r mo r ) 

n n n DisabLeFLags  |=  D I S AB LE_A S C I I _ ARHOR ; 

n n UserCanceL  = G e t Re c i p i e n t s I n f o ( h wnd , pR e c i p i e n t D i a L og S t r u c t , PGPFLags, 
□nannannnn  DisabLeFLags); 

n y 

n ifCIUserCanceL) 
n { 

n n Ge t F i L eRef s ( s z I npu t F i L e , 
n n n n n s zOu t pu t F i L e , 

n n n n n & I np u t F i L e R e f , 

n n n n n &0 u t p u t F i L e R e f ) ; 
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n 

u 

do 

Q 

n 

{ 

Q 

n 

n 

if(Sngn) 

□ 

n 

n 

n 

□ 

n 

n 

i f C ! Enc  rypt ) 

n 

n 

n 

n 

{ 

n 

n 

n 

a 

Q 

UserCancel  = G e t S i g n Ph ra s e ( h u n d , 

Q 

a 

n 

a 

Q 

n 

a a n a a PassPhrase, 

n 

a 

n 

a 

n 

Q 

a a a o a & Pa  s s P h r a s e Le  n , 

u 

n 

□ 

n 

c 

□ 

a a a a a &Pa s s Ph r a s e C o u n t , 

n 

D 

n 

n 

□ 

n 

n n n n n Si gnKey, 

n 

a 

n 

n 

n 

n 

n n n H n SActions, 

n 

n 

Q 

n 

n 

n 

n n n a a 0); 

□ 

n 

n 

n 

> 

n 

n 

□ 

n 

e L 

s e 

Q 

Q 

n 

c 

f 

□ 

n 

Q 

n 

Q 

BOOL  uPhraseFLags  = 0; 

n 

□ 

Q 

□ 

n 

i f 

(pRecipientDiaLogStruct->dwPGPFlags  8 

H 

n 

n 

n 

n 

n 

a PGP_ATLEASTONERSAKEY) 

o 

n 

n 

n 

D 

i 

a 

n 

s 

□ 

□ 

u 

uPhraseFlags  |=  PG PCOM D LG_ R S A E N C R Y PT ; 

n 

□ 

D 

□ 

n 

y 

n 

n 

n 

n 

n 

n 

a a a a 

u 

n 

n 

n 

□ 

UserCancel  = G e t S i g n Ph r a s e ( h wnd , 

a 

D 

n 

n 

n 

Q 

a a a a a PassPhrase, 

n 

n 

□ 

□ 

n 

n 

a a a a a &Pa s s Ph r a s e Le n , 

D 

□ 

□ 

n 

Q 

B 

n n a a a & Pa s s P h r a s e C ou n t , 

n 

n 

n 

Q 

n 

B 

a a a a a SignKey, 

n 

D 

n 

Q 

□ 

B 

a a a a a NULL, 

n 

n 

n 

n 

n 

a 

n a a a a uPhraseFlags); 

n 

n 

a 

n 

Q 

i f 

( ( pRe c i p i en t D i a 1 og S t rue t->d wPGP F 1 ag s S PGP_ASC I I_ARH0R ) 

n 

□ 

a 

n 

Q 

B 

a a ==  PGP_ASCII_ARHOR) 

Q 

n 

n 

n 

n 

< 

n 

Q 

n 

a 

n 

B 

Actions  1=  PGPCOMDLG_ASCIIARMOR; 

n 

n 

n 

n 

Q 

> 

n 

n 

Q 

Q 

> 

□ 

n 

n 

> 

n 

n 

n 

else 

□ 

□ 

n 

i 

n 

n 

□ 

n 

if(*PassPhrase) 

□ 

D 

Q 

n 

n 

n 

D 

n 

n 

PGPFreePhrase(*PassPhrase) ; 

n 

□ 

n 

n 

n 

*PassPhrase  = NULL; 

n 

n 

n 

n 

> 

a 

□ 

Q 

n 

PassPhraseLen  = 0; 

n 

n 

n 

n 

*PassPhrase  = NULL; 

n 

n 

□ 

n 

i f 

( ( pRe c i p i en t D i a 1 og S t ru c t->d wPGP F 1 ag s & PG P_ A S C 1 1 _ A RHOR ) 

a 

n 

□ 

n 

n 

B 

a ==  PGP_ASCII_ARMOR) 

a 

n 

Q 

n 

{ 

a 

a 

□ 

n 

□ 

Actions  1=  PGPCOMDLG_ASCIIARHOR; 

n 

□ 

a 

□ 

> 

n 

n 

n 

> 

u 

Q 

n 

if  C ! 

UserCancel) 

n 

n 

□ 

{ 

n 

n 

n 

n 

hWo  r ki n 

gDlg  = Wo r ki ng D 1 g P r 0 cTh r ead ( g_hmodTh i s D 1 1 , 

a 

n 

n 

n 

n 

B 

a a a a a a hwnd. 
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n 

B 

B 

B 

B 

B 

B 

n a n n n "Encrypting", 

n 

B 

B 

B 

B 

B 

B 

n n n n n szInputFiLe); 

n 

B 

B 

B 

if(Encrypt) 

n 

B 

B 

fl 

n 

B 

B 

B 

fl 

LibReturn  = S i mp L e PG PE n c ry p t F i L e X ( h wn d , 

n 

B 

fl 

fl 

B 

B 

fl 

InputFi LeRef, 

n 

B 

fl 

B 

B 

B 

fl 

OutputFi LeRef, 

Q 

fl 

B 

B 

B 

fl 

B 

Sign, 

n 

fl 

B 

fl 

fl 

B 

B 

FALSE, n n n //  Wipe  It? 

Q 

B 

fl 

B 

B 

B 

B 

(pRecipientDiaLogStruct->dwPGPFLags 

n 

B 

B 

fl 

fl 

B 

B 

n n & PGP_ASCII_ARMOR)  ==  PG P_ AS C I I _ ARMO R , 

Q 

B 

fl 

fl 

B 

B 

B 

IsText,nn  n //  Text  Mode  = On 

n 

B 

B 

fl 

fl 

B 

B 

FALSE, n on//  Not  IDEA  only 

n 

B 

fl 

fl 

B 

fl 

fl 

TRUE,n  no//  Use  untrusted  keys 

n 

B 

B 

fl 

fl 

B 

fl 

FALSE, n no//  Not  for  your  eyes  only 

Q 

B 

fl 

fl 

B 

fl 

fl 

pRecipientDiaLogStruct->szRecipients, 

n 

B 

B 

B 

B 

fl 

fl 

Si gnKey, 

n 

B 

fl 

B 

B 

B 

B 

strLenCSi gnKey ) , 

n 

B 

B 

B 

B 

B 

B 

*PassPhrase, 

B 

B 

fl 

B 

fl 

fl 

fl 

PassPhraseLen, 

B 

fl 

B 

B 

fl 

B 

B 

NULL,  //IDEA  password 

B 

B 

B 

fl 

B 

B 

B 

0, 

B 

B 

fl 

B 

fl 

B 

fl 

NULL, 

B 

B 

B 

fl 

fl 

fl 

fl 

NULL, 

B 

B 

fl 

B 

fl 

B 

fl 

FALSE,  //Not  Local  Encode?? 

B 

B 

B 

fl 

B 

B 

fl 

(SPGPProgressCaLLBack)  WorkingCaLLback, 

B 

B 

fl 

B 

fl 

fl 

fl 

hWorkingDLg); 

fl 

fl 

B 

fl 

> 

fl 

fl 

fl 

fl 

else 

B 

fl 

fl 

fl 

< 

B 

fl 

B 

B 

fl 

LibReturn  = S i mp L e PG PS i g n F i L e X ( n 

B 

B 

B 

B 

B 

fl 

□ 

hwnd,a  no//  handle 

B 

B 

fl 

fl 

fl 

B 

B 

InputFi LeRef, 

fl 

fl 

fl 

B 

fl 

fl 

fl 

Output  F i LeRef, 

fl 

□ 

fl 

fl 

fl 

B 

B 

(pRecipientDiaLogStruct->dwPGPFLags 

fl 

H 

fl 

B 

fl 

B 

B 

n n n & PG P_ A S C I I _ ARMOR ) ==  PGP 

_ASCII_ARM0R 

B 

fl 

fl 

B 

fl 

fl 

fl 

IsText,nn  a //  TextMode  = On 

B 

fl 

B 

B 

B 

B 

B 

(Actions  & PGPCOHDLG_DETACHEDSIG ) 

B 

fl 

fl 

fl 

fl 

fl 

fl 

n n n n n n ==  PGPC0MDLG_ 

DETACHEDSIG, 

B 

fl 

fl 

fl 

fl 

B 

B 

(Actions  & PGPC0MDLG_ASCIIARM0R) 

fl 

fl 

fl 

fl 

fl 

fl 

B 

n n n n n n ==  PGPC0MDLG_ 

ASCIIARMOR, 

fl 

fl 

B 

fl 

B 

fl 

fl 

SignKey,n  n //  Signer  Id  (char*) 

fl 

fl 

fl 

fl 

B 

fl 

fl 

s t r L en ( S i gnKey ), n //  s t r 1 en ( S i g ne r 

Id) 

B 

fl 

B 

fl 

fl 

fl 

fl 

*PassPhrase, 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

PassPhraseLen, 

fl 

□ 

B 

fl 

B 

B 

B 

NULL, 

B 

fl 

fl 

B 

fl 

fl 

fl 

FALSE, 

fl 

fl 

B 

B 

fl 

fl 

fl 

(SPGPProgressCaLLBack)  WorkingCaLLback, 

B 

fl 

fl 

B 

B 

fl 

fl 

NULL) ; 

fl 

B 

B 

fl 

> 

fl 

fl 

fl 

fl 

Po s t Me s s a g e ( h Wo r k i ng D l g , WM_QUIT,  0,  0); 

fl 

fl 

fl 

> 
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n 

n 

n 

n 

□ 


B 

n 

B 

B 

switch(LibReturn) 

{ 

B 

B 

B 

case  0 : 

B 

B 

B 

n ReturnVaLue  = ST AT U S _S U C C E S S ; 

B 

fl 

B 

n break; 

n n n 
n D □ 
n n a 
D Q n 
□ n n 


case  SIMPLEPGP_RNGNOTSEEDED  : 

n i f ( PG P c omd L g Ra n dom  (hwnd,  S i mp L ePGPRa ndomNeeded ( hwnd ) ) 
n n n ==  PG PC OM D LG_ C AN C E L) 
n n UserCanceL  = TRUE; 
n break; 


n n n n case  S I M P L E PG P_B A DKE YP A S S PH R A S E : 

n n n n n break;  /*Do  nothing*/ 


n n a Q 
n Q n n 
n □ n a 
Q □ □ c 


default: 

a PGPcomdLgErrorHessage(LibReturn); 
n ++RetryCount; 
n break; 


a 

Q 

n 

n 


□ 


n n > 

n >uh i Le ( ( Li bRet u rn  ==  S I M P L E PG P_B A D KE YP AS S PH R A S E || 
n n n LibReturn  ==  S I M P LE PG P_RN G NOT S E E D E D ) && 

n n n lUserCanceL  SS 

n n n RetryCount  < M A X_ RETRIES); 


n n pgpFreeFiLeRef(InputFiLeRef); 
n n pgp F r ee F i L eRe f ( Ou t pu t F i L e Ref  ) ; 


n a i f C ! U s e r C a n c e L ) 
n n { 

n n n UserCanceL  = S a veO u t pu t F i L e ( h wn d , 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

szInputFi Le, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

szOutputFi Le, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

szOutputFi LeArg 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

Actions, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

Sign); 

n n } 

n > 


n return  ReturnVaLue; 

> 


BOOL  Ge t Re c i p i en t s I nf o ( H WN D hwnd, 

a a a a a R E C I P I E NT D I A LOG STR U CT  *prds, 

n n n n n DWORD  PGPFLags, 

o a a a a DWORD  D i s a b L e F L a g s ) 

C 

n BOOL  UserCanceL  = FALSE; 

a UINT  Reci pi entReturn  = R C PT_ D LG_ E R ROR_ SUCCESS; 


n assert(prds); 


n do 
n { 

n n memsetCprds,  '\0',  sizeof(RECIPIENTDIALOGSTRUCT)  ); 
n n p r d s -> s Ve r s i on  = R C PT_ D LG_ V E R S I ON ; 

[:CHK:0d57004c1500f77a9fcc8085bb9991c8e51b9699aaabb37e466bb3b44d2765807]: 


629 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


ShellEncryptSign.cpp 


n a p r d s-> h wn d Pa r e n t = hwnd; 

a a prds->szTi t Le  = "PGP  - Key  Selection  Dialog"; 
a a p r d s ->d hPG P F I a g s = PGPFlags; 

a a p r d s ->d w D i s a b I e F I a g s = D i s a b I e F I a g s ; 

a a Re  c i p i e n t R e t u r n = PG PR e c i p i en  t D i a I og  ( p rd  s ) ; 

a a i f ( Reci pi ent Return  ==  R C PT_ D LG_E R RO R_ S U C C E S S &&  ! p rd s ->d wN umR e c i p i e n t s ) 

a a a He s s a g e Box ( N U LL, a "In  order  to  Encrypt  you  must  chooseXn" 

n a a a a a a a "at  least  one  recipient.",  "No  Recipients", 

aaaaaaaa  HB_0K | MB_ I CO N W A RN I N G ) ; 
a > wh  i I e ( Re  c i p i e n t R e t u r n ==  R C PT_ D LG_ E RROR_S  II C C E S S 8& 
a a ! p r d s ->d wN umRe c i p i e n t s ) ; 

a i f ( Re c i p i e n t Re t u r n !=  RC PT_ D LG_ E R RO R_S U C C E S S ) 

a a UserCancel  = TRUE; 

a r e t u r n ( U s e r C a n c e I ) ; 

} 


BOOL  Ge t S i gnPh ra se ( H WN D hwnd, 

a a a a char  ** E n t e r edO r C a c h ed P h r a s e , 

a a a a unsigned  long  *Pa s s Ph r a s e Le n , 

a a a a unsigned  short  *Pa s s Ph r a s e C oun t , 

a a a a char  *s2SignKey, 

a a a a UINT  *Actions, 

a a a a UlNTuFlags) 

{ 


a BOOL  UserCancel  = FALSE; 
a BOOL  ForceEntry  = FALSE; 
a char  Ph r a s eT i t I e C 2 5 6 D ; 


a a s se r t ( En t e r edO r Ca c hedPh ra se ) ; 
a a s s e r t ( Pa  s s Ph  r a s e Le n ) ; 

a a s se r t ( sz S i gnKey ) ; 

a i f ( *En t e r edO r Ca c h edPh ra se ) 

a { 

a a PG  P F r e e P h r a s e ( * En  t e r edO  r Ca  c h ed  Ph  r a s e ) ; 

a a * En t e r e do r C a c h e d Ph r a s e = NULL; 

a > 


a i f ( Pa s s Ph r a s e C o u n t &&  *Pa s s Ph r a s e Coun t > 0) 

a { 

a a Loa d S t r i ng ( g _hmodT h i s D I I , I D S_W RONG_P H R AS E , PhraseTitle, 

a a a a a s i zeof ( Ph ra seTi t I e ) ) ; 

a a ForceEntry  = TRUE; 
a } 
a else 

a a Loa d S t r i ng ( g _hmodT h i s D I I , I D S_ENT E R_PH R AS E , PhraseTitle, 

a a a a a s i z eo f ( Ph r a s eT i 1 1 e ) ) ; 


a i f ( PGPGe t S i gn Ca c hedPh r a se  (hwnd. 


n 

n 

a 

n 

□ 

a 

n 

PhraseTitle, 

D 

n 

n 

n 

n 

n 

a 

ForceEntry, 

n 

n 

n 

n 

n 

n 

n 

EnteredOrCachedPhrase 

a 

□ 

n 

n 

a 

n 

n 

szSi gnKey, 

o 

n 

□ 

D 

tt 

n 

n 

NULL, 
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n n n n n n n Actions, 

n n n n n n n uFLags)  !=  PG P PH R AS E_0 K ) 

n { 

n a UserCanceL  = TRUE; 

n > 

n else 

Q { 

n n *PassPhraseLen  = (unsigned  long)  strLen(*EnteredOrCachedPhrase); 

n } 

n i f ( Pa s s Ph ra seCoun t ) 

n n ++(*PassPhraseCount); 

n return(UserCanceL); 

} 

void  G e t F i L e R e f s ( c h a r *InputFiLe, 
n n n n char  *OutputFiLe, 

n a a a PGPFiLeRef  ** I np u t F i L e R e f , 

n n n n PGPFiLeRef  **0u t p u t F i I e R e f ) 

{ 

n char  s zTemp Pa t h C H AX_P ATH D ; 

n assert(InputFiLe); 

n assertCOutputFile); 

n assertdnputFileRef); 

n a s s e r t ( 0 u t pu t F i L e R e f ) ; 

n GetTempPath  ( s i z e o f ( s z Temp  Pa t h ) , szTempPath); 

H if  ( ! Ge t Temp F i I eName  (szTempPath,  "PGP",  0,  OutputFiLe)) 
n { 

n a strcpyCOutputFiLe,  "Wpgpfoo"); 
n } 

n *InputFileRef  = pgpNewFileRefFromFuLLPathClnputFile); 
n *0u t pu t F i L eRe f = pg p N e w F i L e Re f F r om F u L L Pa  t h ( 0 u t pu t F i L e ) ; 
n a s s e r t ( *0u t pu t F i L e R e f ) ; 

> 


UINT  APIENTRY  Ope n F i L e Na me Hoo kP r o c (HWND  hdlg,  UINT  uiMsg,  WPARAM  wParam, 
nnnnnnnnn  LPARAH  LParam)  { 
n switch  (uiMsg)  ( 
n case  WH_ I N I T D I A LOG  : 

a a S e t F o r eg r ou nd W i ndow  (GetParent  (hdlg)); 

n n break; 
a > 

a return  0; 

> 


BOOL 

a 

□ 

a 

n 

n 

□ 

n 

□ 


MyCopyFiLe  (char  *szDes,  char*  szSrc)  { 
if  (!CopyFile  (szDes,  szSrc,  FALSE)) 

{ 

a MessageBox  (NULL, 

a n "The  selected  output  file  could  not  be  written. \n 

a a "The  drive  may  be  full  or  write-protected.", 

a a "PGP  File  Write  Error", 

a n MB_0K  | MB_ICONHAND  | HB_SET FOREGROUND); 
a return  FALSE; 


a > 
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n return  TRUE; 

} 


BOOL  S a V eOu t pu t F i L e ( H WN D hwnd. 


n 

n 

n 

n 

char 

*InputFi  le. 

n 

n 

D 

n 

char 

*TenipFi  le. 

n 

n 

n 

n 

char 

*0utputFi le. 

n 

Q 

n 

n 

UINT 

Actions, 

n 

n 

n 

n 

BOOL 

DidSign) 

\ 

n 

char 

*P 

r 

n 

i n t 

Fi leStart 

= 0, 

Fi  leExtensionStart 

n char  Fi na L F i L e C_MAX_PATH D = "\0"; 
n BOOL  UserCanceL  = FALSE; 


n a s s e r t ( I npu t F i L e ) ; 

n assert(TempFiLe); 


n 1 f ( ! Ou t pu t F i L e ||  (OutputFiLe  &S  ! *0 u t pu t F i L e ) ) 

D { 

n n char  TitLeC64!]  = "Save  Encrypted  File  As"; 
n n char  D e f a u L t E x t en s i on C _M AX_P AT H ] = ".pgp"; 


n n if(DidSign) 

n n n strcpy(TitLe,  "Save  Signed  File  As"); 


n n s t r cpy ( F i na L F i L e , InputFiLe); 


n n 

a D 

n □ 

□ □ 

□ □ 

Q n 

n n 

D n 

□ n 

n D 

n n 

n Q 

□ 

□ n 


if((Actions  S PG PC  OH D LG_ D ET A C H E D S I G ) ==  PG PC  OH D LG_ D ET AC H E D S I G ) 

{ 

n strcpyCDefauLtExtension,  ".sig"); 

n strcpyCTitle,  "Save  Seperate  Signature  File  As"); 

> 

else 

{ 

a ifCCActions  & PG PC  OH D LG_ A S C 1 1 A RHOR  ) ==  PGPC OH D LG_ AS C 1 1 ARHO R ) 
n < 

n n strcpyCDefauLtExtension,  ".asc"); 
n } 

> 

strcatCFinaLFi  le,  DefauLtExtension); 


n n do  { 


n n n ifCCp  = s t r r c h r ( F i na L F i L e , '\\'))) 
n n n n FiLeStart  = p - FinalFile  + 1; 


n n n if((p  = s t r r c h r ( F i n a L F i L e , '.'))) 

n n n n F i L e Ex t e n s i on S t a r t = p - FinalFile  + 1; 


n n n OPENFILENAHE  SaveFileName  = { 


Q 

B 

B 

B 

B 

B 

B 

sizeofCSaveFi leName), 

n 

B 

B 

B 

B 

B 

B 

hwnd. 

B 

B 

B 

B 

B 

B 

B 

NULL, 

B 

B 

B 

B 

B 

B 

B 

"PGP  Files  (*.asc;*.pgp)\0*.asc;*.pgp\0 

B 

B 

B 

B 

B 

B 

B 

n "All  Files  (*.*)\0*.*\0\0", 

B 

B 

B 

B 

B 

B 

B 

NULL, 

CCCHK:3668f6ac4fcb933033de111566aa0e8b61de0609988991cc8552dfd323fd110d3:: 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


632 


ShellEncryptSign.cpp 


n 

n 

n 

a 

a 

a 

n 

0, 

□ 

n 

n 

a 

a 

o 

□ 

1, 

Q 

n 

n 

n 

a 

n 

n 

F i na  L F i L e , 

n 

Q 

□ 

□ 

n 

a 

n 

MAX_PATH, 

u 

□ 

n 

n 

Q 

n 

n 

NULL, 

tt 

n 

□ 

n 

n 

a 

a 

0, 

n 

n 

n 

a 

□ 

Q 

n 

NULL, 

n 

n 

□ 

n 

n 

n 

□ 

Title, 

n 

n 

n 

a 

a 

n 

n 

0FN_EXPL0RER  | 0 F N_0 V E R W R I T E P ROM PT  | 

Q 

a 

□ 

D 

o 

n 

□ 

OFN_HIDEREADONLY  | 0 F N_ E N AB L E H OOK  | 

n 

a 

n 

n 

a 

Q 

n 

OFN_NOREADONLYRETURN  | 0 F N_N0 C H AN G E D I R 

n 

a 

a 

a 

□ 

n 

a 

Fi  leStart, 

□ 

n 

a 

a 

a 

Q 

p 

Fi  leExtensionStart, 

a 

Q 

a 

n 

a 

n 

p 

DefaultExtension, 

n 

n 

a 

n 

a 

n 

p 

NULL, 

a 

n 

a 

n 

a 

□ 

p 

OpenFi leNameHookProc, 

a 

a 

a 

n 

a 

n 

p 

NULL>; 

a 

a 

D 

UserCancel 

GetSaveFi leNameC&SaveFi leName) ; 

a 

□ 

> 

n n while  (lUserCanceL  &&  !MyCopyFile(TempFiLe,  FinaLFile)); 

n > 
n else 
n { 

n n s t rcpy C F i na L F i I e,  OutputFiLe); 

n n HyCopyFiledempFile,  FinalFile); 

n > 

n _u n L i n k ( Temp F i L e ) ; 

n r e t u r n ( U s e r C a n c e L ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

* $Id$ 

*/ 

/*The  idea  with  I g no r e Pa s s ph r a s e is  that  it  allows  the  calling  function 
*to  pass  in  a non-existant  passphrase  the  first  time.  Let  S h e L I E n c r y p t S i g n 
*set  it  (by  calling  the  passphrase  dialog)  and  then  use  it  for  subsequent 

* c a L L s . 

* 

* s z 0 u t pu t F i L e can  be  NULL,  in  which  case  the  user  will  be  prompted. 

* 

*/ 


UINT  S he L L Enc ryp t S i gn ( HWND  hwnd. 


n 

Q 

n 

n 

n 

char* 

szInputFile, 

n 

n 

n 

n 

n 

char* 

szOutputFileArg, 

n 

D 

□ 

n 

a 

BOOL 

Enc  rypt , 

n 

□ 

o 

n 

n 

BOOL 

Sign, 

n 

n 

Q 

n 

n 

BOOL 

bOefaultASCIIArmor, 

n 

n 

n 

n 

Q 

BOOL 

bAl  lowDetachedSig, 

□ 

D 

n 

D 

D 

BOOL 

bAL  LowASCIIArmor, 

n 

n 

n 

n 

□ 

PRECIPIENTDIALOGSTRUCT  pRecipientDialogStruct 

n 

n 

o 

n 

Q 

BOOL 

IsFirstCalLWithThisRecipientDialogStruct 

n 

n 

n 

n 

□ 

char 

**PassPhrase) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


// 

// 

MODULE : 

shexinit.cpp 

// 

PURPOSE : 

ImpLements  the  I S h e L L E x t I n i t member 

function 

necessary  to  support 

// 

// 

// 

the  context  menu  and  property  sheet 
extension. 

po  r t i 0 i ns 

of  this  sheLL 

#incLude  <windows.h> 

#incLude  "priv.h" 
#incLude  "pgpwctx.hpp 


// 
// 
II 
// 
// 
// 
II 
II 
// 
// 
// 
// 
II 
II 
II 
! ! 
// 
// 
II 


FUNCTION:  C S h e L L E x t : : I n i t i a L i z e ( LP C I T EM  I D LI  ST , LPD ATAOB J ECT,  HKEY) 

PURPOSE:  CaLLed  by  the  sheLL  when  initializing  a context  menu  or  property 
sheet  extension. 

PARAMETERS : 

pIDFoLder  - Specifies  the  parent  foLder 

pDataObj  - Spefifies  the  set  of  items  selected  in  that  foLder. 
hRegKey  - Specifies  the  type  of  the  focused  item  in  the  selection. 

RETURN  VALUE: 

NOERROR  in  aLL  cases. 

COMMENTS:  Note  that  at  the  time  this  function  is  caLLed,  we  don't  know 

(or  care)  what  type  of  sheLL  extension  is  being  initiaLized. 
It  couLd  be  a context  menu  or  a property  sheet. 


STDMETHODIMP  C S h e L L E x t : : I n i t i a L i z e ( LP C I T E M I D L I S T pIDFoLder, 

LPDATAOBJECT  pDataObj, 
HKEY  hRegKey) 

{ 

FORMATETC  fmte  = (CF.HDROP, 

n (DVTARGETDEVICE  FAR  *)NULL, 

n DVASPECT_CONTENT, 

n -1, 

n TYMED_HGLOBAL 

n }; 

n HRESULT  hres  = 0; 


ODSC"CSheLLExt::InitiaLize()\r\n"); 

//  Initialize  can  be  caLLed  more  than  once 

if  (m_pDataObj) 
n m_ pDataObj ->ReLease(); 

II  dupLicate  the  object  pointer  and  registry  handLe 
[;[CHK:604d3c2e6cee991ddd13ca3bde580190365a77d130f19fb58844eeddd463d4ca7]] 
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if  (pDataObj) 
f 

n m_pDataObj  = pDataObj; 
n p D a t a Ob j -> Add R e f ( ) ; 

> 

//  get  the  file  name 

n m_szFi LeUserCLi  ckedOnCo:  = '\0';n  //  start  with  empty  string 

n medium. tymed  = T YH E D_H G LOB A L; 
n med i urn . pU n k F o r R e L e a s e = NULL; 

n med i urn . h G L oba L = NULL; 

n if  (m_pDataObj)  //Paranoid  check,  m_pDataObj  should  have  something  by  now... 
hres  = m_p D a t a 0 b j ->G e t D a t a ( & f m t e , &medium); 

if  (SUCCEEDED(hres)  ) 

{ 

//Find  out  how  many  files  the  user  has  selected... 

UINT  cbFi les  = 0; 
if  ( med i urn . h G I oba  I } 

cbFiles  = DragQueryFile(CHDROP)medium.hGlobal,  (UINT)-I,  0,  0); 

//Get  the  name  of  the  first  file  the  user  has  clicked  on 
n n if  (cbFiles) 

n n n D r a g Qu  e r y F i I e ( ( H D RO  P ) me  d i urn  . h G I oba  I , 

0, 

m_szFi  leUserCli ckedOn, 
sizeof(m_szFileUserClickedOn)); 

n n 0 D S C m_s  z F i I e U s e r C I i c ke d 0 n ) ; 

n n 0DS("\r\n"); 

n > 

n return  NOERROR; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $ld$ 

*/ 

#incLude  <uindows.h> 

#incLude  <assert.h> 

#incLude  <stdio.h> 

#incLude  <string.h> 

//#incLude  "gLobaLs.h" 

//#incLude  "stdafxs.h" 

extern  HINSTANCEn  g_hmodT h i s D L L ; //  HandLe  to  this  DLL  itseLf. 

#incLude  "..\incLude\config.h" 

#incLude  "..\incLude\spgp.h" 

#incLude  "resource. h" 


BOOL 

SimpLePGPErrorToStringCchar  *ErrorMessage, 
a a a n n unsigned  Long  E r r o r M e s s a g e Le n , 

° n n n n int  S i mp L e R e s u L t ) 

{ 

n BOOL  ReturnCode  = TRUE;  //Assume  there  is  an  error 
n char  TemporaryBufferC1283; 

a a s s e r t ( E r r o r H e s sa g e ) ; 

n a s s e r t ( E r r o r Me s s a g e Le n ) ; 


o s w i t c h ( S i mp L e Re s u L t ) 
n { 

n n //We  don't  want  to  say  anything  on  CanceLs,  or  if  we  get  here 

n n //on  success,  somehow: 

n n case  S I H PL E PG PKE Y S E L_C A N C E L : 

n n case  KE R N E L_C AN C E L_0 N_BU S Y : 

a n case  KE Y S E L_ C AN C E L_0N_BU S Y : 

n n case  S I H P L E PG P E N C R Y PTBU F F E R_KE Y S E LC AN C E L : 

a a case  S I HP L E PG P S I G NBU F F E R_KE YS E LC AN C E L : 

n a case  S I M P LE PG PO P E N PUBLI C KE YRI NG_U S E R C AN C E LO NT AS KBU S Y : 

n n case  S I M P LE PG PO PEN  PR  I V AT E KE Y R I NG_U S E R C AN C E LONT A S KBU S Y : 

n n //The  kerneL  pops  up  a message  for  this  one,  so  we  don't  want  to 

n n //pop  up  a bonus  box... 

n n case  KE R N E L_ E X I T_0 K : 

n B case  KE RN E L_ EX  I T_0K_N OS  I G : 

° ° ° ReturnCode  = FALSE;  //There  wasn't  an  error  message 

B B B break; 


B B 
B B 
B B 
B B 
B B 
B B 


case  SIMPLEPGPRECEIVEBUFFER_INPUTBUFFERLENGTHISZERO: 


n 

LoadString(g_hmodThisDLL, 

n 

a n 

I DS_N0_PGP_DATA, 

ta 

n n 

ErrorMessage, 

□ 

Q 

n a 

break; 

ErrorHessageLen) ; 

B B case  SIMPLEPGPENCRYPTBUFFER_INPUTBUFFERLENGTHISZERO: 
a a a Loa d S t r i ng ( g_ hmodT h i s D L L , 

“ n B B B I DS_NO_DATA_TO_ENCRYPT, 
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□ no 

□ n Q 

n n case 

nan 
n n n 

n n n 

n n n 

n n n 

n n case 

n n n 

n n n 

n n case 

n n n 

n n n 

n n n 

n n n 


n n ErrorHessage, 

n n ErrorMessageLen); 

KERNE L_RSA_ENCR_ERROR: 

LoadString(g_hmodThisDLL, 
n n IDS_RSA_ENCR_ERROR, 

n n ErrorMessage, 

n n ErrorMessageLen); 

break; 

-100  : 

strcpyCErrorMessage,"No  PGP  e n c r y p t ed / s i g n e d blocks  i 
brea  k; 


-101  : 

strcpyCErrorMessage, 

n "Could  not  find  default  key  to  encrypt  to  self!\n 
n "Please  choose  a default  key  in  the  key  manager." 
break; 


n 


); 


message . 


); 


#if  0 


n 

n 

case 

SIMPLEPGPKEYSEL_KEYRING FI LENOT FOUND: 

u 

□ 

□ 

LoadString(g_hmodThisDll, 

u 

n 

n 

n D 

IDS_KEYRING_FILE_NOT_ FOUND 

n 

n 

a 

n n 

ErrorMessage, 

n 

a 

D 

n n 

ErrorMessageLen) ; 

n 

Q 

□ 

brea  k; 

#endi f 


n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 


case  KERNEL_SIGNATURE_ERROR : 

n //  Virtually  infinite  possibilities  for  this  error  code 
n //  1)  User  pressed  <ESC>  at  passphrase  dig 
n //  2)  User  tried  10  times,  still  bad  pwd 

n //  3)  "Can't  find  public  part  of  sign-key" 

n Loa d S t r i ng ( g_hmodTh i s D I I , 

n n n I D S_S I GN ATU R E_ E R RO R , 

n n n E r r o r He s s a g e , 

n n n ErrorMessageLen); 

n break; 


n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 


case  SIHPLEPGPSIGNBUFFER_NOTENOUGHHEMORYFORINPUTSTRUCTURE: 
case  SIHPLEPGPSIGNBUFFER_NOTENOUGHHEHORYFOROUTPUTSTRUCTURE: 
case  SIMPLEPGPENCRYPTBUFFER_NOTENOUGHHEMORYFORINPUTSTRUCTURE: 
case  SIMPLEPGPENCRYPTBUFFER_NOTENOUGHMEHORYFOROUTPUTSTRUCTURE: 
case  SIMPLEPGPRECEIVEBUFFER_NOTENOUGHMEMORYFORINPUT STRUCTURE: 
case  SIHPLEPGPRECEIVEBUFFER_NOTENOUGHMEMORYFOROUTPUTSTRUCTURE: 


n 

// 

Insufficient  memory 

n 

LoadStri ng(g_hmodThi sDl 1, 

n 

n 

Q 

IDS_0UT_0F_MEM0RY 

n 

n 

n 

ErrorMessage, 

D 

D 

Q 

ErrorMessageLen); 

n 

break; 

n n case  S I M PLE PG P S I GNBU F F E R_ F U N CT I ON N OT E N AB LE D : 
n n case  S I HP L E PG PR E C E I V EBU F F E R_ F UN CT I ON N OT E N AB LE D : 

n n case  S I M P LE PG PE N C R YPTBU F F E R_ E N C R Y PTNOT S I G N_ F UN CT I 0 N N OT E N AB L E D : 
n n case  S I M P LE PG PE N C R Y PTBU F F E R_ E N C R Y PT AN D S I G N_ F U N CT I ON N OT E N AB LE D : 
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n 

□ 

a 

LoadStri ng(g_hmodThi sD  L L, 

□ 

n 

a 

□ n 

IDS_FUNCTI0N_N0T_ENABLED, 

Q 

o 

a 

□ n 

ErrorHessage, 

n 

n 

a 

□ n 

ErrorMessageLen) ; 

□ 

Q 

a 

break; 

n 

n 

case 

1 SIMPLEPGPSIGNBUFFER_CANNOTUSEUNCERTIFIEDKEY: 

Q 

n 

n 

LoadString(g_hmodThisDlL, 

□ 

□ 

n 

a Q 

IDS_CANNOT_SIGN_WITH_UNCERTIFIED_KEY, 

Q 

n 

n 

□ n 

ErrorHessage, 

Q 

n 

n 

Q n 

ErrorMessageLen); 

Q 

n 

□ 

break; 

D 

n 

case 

SIMPLEPGPRECEIVEBUFFER_CANNOTUSEUNCERTIFIEDKEY: 

a 

n 

□ 

//  KeyCs) 

not  certified 

a 

a 

n 

LoadString(g_hmodThisDLL, 

a 

a 

n 

n n 

IDS_CANNOT_DECRYPT_WITH_UNCERTIFIED_KEY 

0 

a 

a 

□ Q 

ErrorHessage, 

a 

D 

a 

a u 

ErrorMessageLen); 

s 

a 

a 

break; 

n a 

□ n 

a D 

□ a 

Q n 

n Q 

□ a 


case  SIMPLEPGPENCRYPTBUFFER_CANNOTUSEUNCERTIFIEDKEY: 
n //  KeyCs)  not  certified 
n Loa d S t r i n g ( g_ h modi h i s D L L , 

n n n I D S_ C AN N0T_ E N C R Y PT_W I T H _U N C E RT I F I E D_KE Y , 

n n n E r r o r Me s s a g e , 

n n n E r ro  rM e s s a g e Le n ) ; 

n break; 


Q □ 

□ n 

□ D 

a □ 

□ n 

a Q 


case  KERNEL_INVALID_FILE_OP_ERROR: 
n Loa d S t r i n g ( g_ hmodT h i s D L L , 

n a a I D S_  I N V A L I D_  F I L E_OP_  E R R 0 R , 

n n n E r r o r Me s s a g e , 

n n n ErrorMessageLen); 

n break; 


□ D 

n n 

D D 

n n 

□ n 

□ □ 

a D 


default: 

//ALL  other  errors  are  internal  problems  (Like  NULL  pointers 
II  or  buffers  that  are  too  small)  and  should  never  be  returned, 
n Loa d S t r i ng ( g_ hmodTh i s D L L , 
n n n I D S_ C ATC H A L L_ E R RO R_H E S S AG E , 

ana  E r r o r H e s s a g e , 

n n n ErrorMessageLen); 


a n n 

Q n n 

□ n n 

□ n n 

ODD 


sprintfCTemporaryBuffer, 
n o ErrorHessage, 

n n SimpLeResuLt); 

s t r n c py ( E r r o r Me s s a g e , Tempo r a r y Bu f f e r , ErrorMessageLen); 
break; 


□ 


} 


n return(ReturnCode); 
} 


BOOL 

TransLateSignatureResuLtCchar  *SignatureResuLt, 
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n 

n D 

n □ 

n 

char  *Signer, 

a 

n n 

n n 

n 

char  *Si  gnatureDate, 

n 

r 

Q n 

n □ 

Q 

int  S i gna t u r e Code  ) 

1 

a 

char 

Conditiona 

lMessage[I255II  = "\0";  //This  is  for  the  cases  where  we 

a 

//sometimes  add  some  more  info. 

n BOOL  ReturnCode  = FALSE; 


n assert(SignatureResuLt); 
n assert(Signer); 
n assert(SignatureDate); 


n *SignatureResuLt  = '\0'; 


n 

D 

n 

a 

n 

□ 

n 

□ 

n 

n 


switch(SignatureCode) 

{ 


n 

D 

n 

n 

□ 

□ 

□ 


case  SIGSTS_VERIFIED_UNTRUSTED: 


D 

n 

a 

a 

n 

□ 

n 


spri ntf(Condi tiona  LMessage, 

n n " \ r \nWa rn i ng : Because  this  key  is  not  certified  " 

n n n "with  enough  trusted  signatures,  it  cannot  be  known 

n n n "with  high  confidence  that  this  message  was  " 

n n n "actually  signed  by  %s.", 

n n Signer); 

//Fall  through 


□ □ 

n n 

□ o 

n n 

n D 

n □ 

n D 


case  SIGSTS_VERIFIED: 
n s p r i n t f ( S i g na  t u r e R e s u 1 1 , 

n n n "Good  signature  from  % s . \ r \ n S i g na t u r e made  on  %s.\r\n", 

n n n Signer, 

n n n S i g na  t u r e D a t e ) ; 

n s t r c a t ( S i g n a t u r e R e s u 1 1 , C ond i t i on  a I Me s s a g e ) ; 

n break; 


n 

n 

case 

SIGSTS 

_N0TVERIFIED: 

n 

n 

n 

strcpyCSignatureResult, 

n 

Q 

n 

n 

"Could  not  find  a 

n 

□ 

□ 

n Q 

"this  message 

n 

n 

a 

break; 

public  key  to  verify  the  signature  on 
"); 


D 

a 

case 

SIGSTS_BADSIG : 

n 

a 

Q 

if(*Signer) 

Q 

a 

n 

n s p r i n t f ( S i g na  t u r e R e s u 1 1 

n 

a 

n 

else 

Q 

a 

n 

n strcpyCSignatureResult, 

"Bad  signature  from  %s!".  Signer); 
Unable  to  verify  signature!"); 


D n a 
nan 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n > 


if(*SignatureDate) 

{ 

n s p r i n t f ( Cond  i t i o na I He s s a g e , 
n n n " Signature  made  on  %s.\r\n", 

n n n S i g n a t u r e Da  t e ) ; 

n s t r c a t ( S i g na t u r e R e s u 1 1 , Cond i t i o n a I Me s s a g e ) ; 

> 

break; 


n i f ( * S i g na  t u r e Re  s u 1 1 ) 

n n ReturnCode  = TRUE; 
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o r e t u r n ( Re t u r n C od e ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


#define  PG P_C 0 D E _ E N C R Y Pin  n 

#define  PG P_C 0 D E _ S I G Nn  n n 
#define  PG P_C 0 D E _ E N C R Y PT_S I G Nn 
^define  PGP_C 0 D E _ D E C R Y PTn  a 

^define  PG P_C 0 D E _ V E R I F Ynn  n 

^define  PGP_CODE_ADD_KEYSn  n 
#define  PG P_C 0 D E_ V I E W_KE YSn  n 
^define  PGP_CODE_ENCRYPT_SENDn 
//define  PGP_CODE_VERI  FY_SIG 


2 

4 

8 

1 6 
32 
64 
1 28 
256 
512 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 
*/ 


UINT  S h e L L Ve r i f y Sepe ra t eS i g C H WN D hwnd, 
n n n n H n n char  *szFiLePath, 


a a □ n n 


n n HMODULE  hmodTh i s D L L ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


# i n c L ude 

<wi ndous . h> 

#incLude 

<commctrL . h> 

#i  nc  Lude 

<assert.h> 

ttincLude 

<process.h> 

#i nc  Lude 

<stdio.h> 

//i  nc  Lude 

". .\incLude\config.h 

#incLude 

". .\incLude\spgp.h" 

#i nc  Lude 

". .\incLude\pgpmem.h 

ttincLude 

"resource. h" 

#incLude 

"working. h" 

typedef  struct  _wdplt 
/ 

a 

HWND 

hWorkingDLg; 

□ 

HWND 

h H 0 d ; 

n 

HWND 

hPa  rent; 

n 

HANDLE  hSemaphore; 

Q 

char 

♦Action; 

n 

char 

* F i L eName ; 

n 

BOOL 

CanceLPending; 

n 

f L oa  t 

LastUpdate; 

>WDPLT; 

Sdefine  PG PM_P ROG R E S S_U PD AT E WM_USER  + 100 
void  Wo r ki ng D L g P r o c La un c hT h r ea d ( VO i d *Args); 


BOOL  CALLBACK  Wo r ki n g D L g P r o c (HWND  hDLg, 
n n n n a a n DINT  uHsg, 

Q □ n □ n n D WPARAM  wParam, 

n n n n n n n LPARAH  LParam) 

{ 

n BOOL  ReturnCode  = FALSE; 
n WDPLT  *pTh r ead A r g s ; 


n 

switch 

( uMsg  ) 

n 

n 

a 

case  Wn 

_INITDI ALOG : 

D 

n 

□ 

n 

n 

SendDLgItemMessage 

(hDLg,  IDC_PR0GRESS, 

PBM_ 

SETRANGE 

U 

□ 

D 

n 

n n n n 

MAKELPARAM(0,  100)) 

r 

n 

Et 

n 

SendDLgItemMessage 

(hDLg,  IDC.PROGRESS, 

PBM_ 

SETPOS, 

n 

D 

n 

if(LParam) 

n 

n 

n 

n 

n 

n 

n 

char  TitLeC256D; 

n 

Q 

n 

D 

S e t W i ndow  Long  ( h D L g , G W L_LI  S E R D AT  A , LParam); 

fi 

n 

n 

n 

pThreadArgs  = 

(WDPLT  *)  LParam; 

n 

n 

n 

n 

pT  h r ea  d A r g s->C  a n c e L Pe  nd  i ng  = FALSE; 

□ 

a 

n 

n 

i fCpThreadArgs 

->Action) 

n 

n 

n 

n 

{ 
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□ 

B 

B 

B 

B 

pThreadArgs->LastUpdate  = (float)  0.0; 

D 

B 

B 

B 

B 

i 

f(pThreadArgs->Fi leName) 

S 

B 

B 

B 

B 

n 

sprintfCTitle, 

n 

B 

B 

B 

B 

n 

n n "%s%s". 

n 

B 

B 

B 

B 

B 

n n pTh r ea d A r g s -> A c t i on , 

n 

B 

B 

B 

B 

B 

n n pThreadArgs->FileName); 

n 

B 

B 

B 

B 

e 

1 s e 

n 

B 

B 

B 

B 

B 

strcpyCTitle,  pThreadArgs -> Action); 

n 

B 

B 

B 

B 

B 

n D 

u 

B 

B 

B 

B 

SendHessageChDlg,  WH_SETTEXT,  0,  (LPARAM)  Title); 

n 

B 

B 

B 

} 

a 

B 

B 

> 

a 

B 

B 

SetFocus(hDLg); 

n 

B 

B 

SetActiveWindow(hDLg); 

n 

B 

B 

break; 

n 

B 

> 

u 

B 

case  PGPH_ 

.PROGRESS_UPDATE : 

n 

B 

□ 

B 

n 

char  fooC1024]; 

n 

B 

B 

i n t 

PercentCompLete  = 0; 

n 

B 

B 

float 

ftot,  fsofar; 

n 

B 

B 

if  ((pThreadArgs  = CWDPLT  *)  G e t W i n d o w Lon g ( h D L g , G W L_U S E R D AT A ) ) ) 

n 

B 

B 

<. 

n 

O 

B 

B 

ifC  !pThreadArgs->CanceLPending) 

n 

□ 

n 

B 

i 

a 

n 

B 

B 

B 

ifCwParam  !=  (WPARAM)  IParam) 

n 

B 

B 

B 

B 

i 

n 

B 

B 

B 

B 

B 

fsofar  = (float)  wParam; 

□ 

B 

B 

B 

B 

B 

ftot  = (float)  IParam; 

n 

B 

B 

B 

B 

B 

Pe  r c e n t C omp 1 e t e = (int)  ((fsofar  / ftot)  * 100.0); 

n 

B 

B 

B 

B 

B 

fsofar  /=  1024; 

n 

B 

B 

B 

B 

B 

ftot  /=  1024; 

n 

B 

B 

n 

B 

B 

i f(  ! pThreadArgs->LastUpdate 

Q 

B 

B 

n 

B 

B 

n n II  pTh r ea d A rg s->La s t Upda t e + 10  < fsofar) 

n 

B 

B 

n 

B 

B 

{ 

□ 

B 

B 

Q 

B 

B 

a pThreadArgs->Lastllpdate  = fsofar; 

D 

B 

B 

O 

B 

B 

n sprintf(foo,  "%.0fk  of  %.0fk",  fsofar,  ftot. 

□ 

B 

B 

n 

B 

B 

n n n PercentComplete); 

B 

B 

B 

n 

B 

B 

n SetDlgItemText(hDlg,  I D C_PR0G R E S S_T EXT , foo); 

B 

B 

B 

□ 

B 

n 

> 

B 

B 

B 

Q 

B 

B 

SendD IgltemMessage  (hDlg,  I D C_PR0G R E S S , PBn_SETPOS, 

B 

B 

B 

n 

B 

B 

n n n n n PercentComplete,  0); 

B 

B 

B 

n 

B 

} 

B 

B 

B 

n 

B 

else 

B 

B 

n 

B 

B 

B 

B 

n 

B 

B 

n 

SendD  IgltemMessage  (hDlg,  I D C _PR0G R E S S , PBM_SETP0S, 

B 

B 

n 

B 

B 

B 

n n n n n 100,0); 

B 

B 

Q 

B 

B 

B 

i f ( pT h r ea d A r g s S&  pT h r ea d A r g s-> F i 1 e N a me  ) 

B 

B 

n 

B 

B 

B 

n SetDlgItemText(hDlg,  I D C_ PROG R E S S _T E XT , 

B 

B 

B 

B 

B 

B 

n n n n n "Writing  Output  File..."); 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

} 

B 

B 

B 

B 

e L 

s e 

B 

B 

B 

B 
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s 

B 

B 

n n End D i a 1 og ( h D 1 g , 0); 

n 

B 

B 

n } 

n 

B 

B 

n ReturnCode  = TRUE; 

n 

B 

B 

} 

n 

B 

B 

break; 

n 

B 

> 

n 

fl 

case 

WM_CL0SE ; 

n 

B 

case 

WM_QUIT : 

□ 

B 

case 

WM.DESTROY : 

n 

B 

i 

Q 

B 

B 

End D i a 1 og ( h D Ig , 0); 

n 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

break; 

n 

B 

> 

D 

B 

case 

WM_COHMAND : 

n 

B 

{ 

n 

B 

B 

s w i t c h ( LOWORD  (wParam)) 

n 

B 

B 

{ 

n 

B 

B 

□ case  IDCANCEL: 

n 

B 

B 

n { 

B 

B 

B 

n n i f ( ( pT h r ea d A r g s = (WDPLT  *)  G e t W i n d ou Lon g ( h D 1 g , 

B 

B 

B 

QnnnnnnnEsnnn  G W L_U  S E R D AT  A ) ) ) 

B 

B 

B 

n n n pTh r ea d A r g s-> Ca n c e 1 P e n d i n g = TRUE; 

B 

B 

B 

n n else 

B 

B 

B 

n n n EndDialog  (hDlg,  0); 

B 

B 

B 

n n ReturnCode  = TRUE; 

B 

B 

B 

n n break; 

B 

B 

B 

n } 

B 

B 

B 

} 

B 

B 

B 

ReturnCode  = TRUE; 

B 

B 

B 

break; 

B 

B 

> 

B 

> 

B 

return  (ReturnCode); 

> 

//  Callback  routine  to  be  called  by  En c ry p t i on / D e c ry p t i on / S i g n i ng 

int  Wo r k i ng C a I I ba c k (void*  arg,  INT  SoFar,  INT  Total) 

{ 

n int  CancelHit  = FALSE; 
n int  ReturnCode  = 0; 

n WDPLT  *pThreadArgs; 

n if(arg) 
n { 

n n S e n d M e s s a g e ( ( H W N D ) arg,  PG PH_PROG R E S S _U P D AT E , SoFar,  Total); 

n n i f ( (pThreadArgs  = (WDPLT  *)  Ge t W i n d o w Long ( ( H W N D ) arg,  G W L_U S E R D AT A ) ) ) 
n n n CancelHit  = pThreadArgs->CancelPending; 
n } 

n if(CancelHit) 
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n n ReturnCode  = KE RN E L_ C A N C E L_0 N_BU S Y ; 

n return(ReturnCode); 

} 


HWND  Wo r k i ng D I g P rocTh r ea d ( HHODU LE  hMod, 
n n n n n n HWND  hParent, 

a n n n n n char  *Action, 

n n a a a a char  *FiLeName) 

{ 

n WDPLT  ThreadArgs; 
n Th r ea d A r g s . h Wo r k i n g D L g = NULL; 

n i f ( (ThreadArgs . hSemaphore  = C r e a t e S ema p h o r e C N U L L,  0,  1,  NULL))) 
n { 

n n ThreadArgs . hMod  = hMod; 

n n Th readArgs . hPa rent  = hParent; 

n a if(Action) 

a a { 

a a o i f ( ( Th r ea d A rg s . A c t i on  = (char  *)  pg p A L L o c ( s i z eo f ( c h a r ) 

naaaaaaaaaaaa*  ( s t r I e n ( A c t i o n ) + 1)))) 
n ° “ n s t r cpy ( Th r ea d A rg s . A c 1 1 on , Action); 

a a } 

a a else 

ana  Th r ea d A r g s . A c t i on  = NULL; 

a a i f ( Fi  L eName ) 

a a { 

° ° n i f ( ( Th r e a d A r g s . F i L e N a me  = (char  *)  pg p A L L o c ( s i z e of ( c h a r ) 

naaaaaaaaaaaa*  ( s t r L e n ( F i L e Na me ) + 1)))) 
n n a a strcpy(ThreadArgs.FiLeName,  FiLeName); 

a a } 

a a else 

n n a T h r ea d A r g s . F i L eNa me  = NULL; 

a a _beginthread(WorkingDLgProcLaunchThread,  0x8000,  (void  *)  &ThreadArgs); 

n a Wa i t F o r S i ng L e Ob j e c t ( Th r ea d A r g s . h S ema p h o r e , INFINITE); 

n } 


n return(ThreadArgs.hWorkingDLg); 

> 


void  Wo r k i ng D I g P r o c La u n c hTh r ea d ( VO i d *Args) 
{ 

n WDPLT  tArgs; 
n MSG  msg; 


a tArgs  = *((WDPLT  *)  Args); 


tArgs. hWorkingDLg 


a a 

a a 

a a 

a a 


a a 

a a 

a a 

a a 


CreateDiaLogParam(n 

tArgs . hMod, 

B 

B B 

B 

B 

HAKEINTRESOURCE(IDD_WORKING) 

B 

B B 

fl 

B 

tArgs. hParent, 

fl 

B fl 

B 

B 

(DLGPROC)  Wo r k i ng D L g P r 0 c , 

B 

fl  fl 

fl 

B 

( LPARAM)  St Args ) ; 
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n ((WDPLT  *)  Args)->hWorkingDLg  = tArgs.hWorkingDLg; 
n Re  L ea  seSema  pho  re  ( t A rg  s . h Serna  pho  re,  1,  NULL); 


Q 

n 

□ 

n 

a 

n 

□ 

□ 

a 

□ 

n 

□ 

n 

n 

n 

a 

□ 

n 


while  (GetHessage(&msg,  NULL,  (UINT)NULL,  (UINT)NULL)) 

{ 

n if  (msg.hwnd  ==  NULDn  //  if  thread  message 
n { 

null  send  message  to  main  window 

n n Pos t Mes sage C t Args . hWor ki ngD Lg,  msg. message,  msg.wParam,  m s g . L Pa r a m ) ; 

n > 

n else 

n { 

n n if  ( I s D i a LogMe s sage ( t A rgs . h Wo r ki ng D L g,  Smsg)) 
n n { 

n n n ; 

n n > 

n n else 

n n { 

n n n T r a n s L a t eHe s s a g e ( &ms g ) ; 

D n n D i s pa t c hMe s s a g e ( Sms g ) ; 

n n } 

n > 

> 


n i f ( t A r g s . A c t i on  ) 

n n pg p F r e e ( t A r g s . A c t i on  ) ; 


n i f ( t A rg s . F i L eName  ) 
n n pg p F r e e ( t A r g s . F i I eNa me  ) ; 


n _endthread(); 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

★ 

* $Id$ 

*/ 

BOOL  CALLBACK  Wo r k i ng D L g P ro c (HWND  hDLg,  UINT  uHsg,  WPARAM  wParam, 

n n n n n n n LPARAH  LParan); 

int  WorkingCaLLback  (void*  arg,  INT  SoFar,  INT  Total)  ; 


HWND 

WorkingDLgProcThreadCHMODULE  hMod, 

n 

n 

Q 

o 

B 

B 

HWND 

hParent, 

n 

n 

n 

a 

B 

B 

char 

*Action, 

n 

□ 

□ 

n 

B 

B 

char 

*Fi  LeNatne); 
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PGPcmdIg/ 


win32/PGPcmcllg/ 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

#ifndef  __PG PKE Y S E R V E R S U PPORT_ H 
#define  PG PKE Y S E R V E R S U PPORT_H 


Sdefine  KS_NO_G ET_KE Y Sn  n 1 
#def i nenKS_NO_SEND_KEYSnn  2 
#define  KS_NO_SETTINGSn  n 4 
//define  KS  _NO_G  ET_N  E W_KE  Yn  8 
//define  KS_ALLn  n n n 0 

//def  i nenKS_ID_STARTnn  a 5300 
//define  KS_ID_ENDn  n n 5400 


//define  KS_I  D_I  S_I  N_RANGE  ( x ) (x  >=  KS_ID_START  S&  x <=  KS_ID_END) 
typedef  unsigned  Long  KSERR; 

//define  KS_ERR_BAS  Enn  n n n n 3000 

//ifndef  SUCCESS 

//define  SUCCESSnn  n a n n n 0 

//endif  //SUCCESS 


#define  ERR_UNABLE_TO_LOAD_LIBRARYn  a 
^define  E RR_N 0_ F U N C S_ AV A I L AB LEn  a n 
//define  E RR_  L I BR  A R Y_NOT_  LO  A D E Dn  a a 

//define  E RR_B  A D_  P AR  AHn  a n a n 

//define  E R R_  F U N CT  I ON_NOT_  I N_LI  Bna  a 
#def i nenERR_USER_NOT_FOUNOa  a a a 

//define  E RR_U  S E R_  C AN  C E Lna  a a n 

//def  i nenERR_KEYRING_FAILUREna  n a 


KS_ERR_BASE  + 0 
KS_ERR_BASE  + 1 
KS_ERR_BASE  + 2 
KS_ERR_BASE  + 3 
KS_ERR_BASE  + 4 
KS_ERR_BASE  + 5 
KS_ERR_BASE  + 6 
KS_ERR_BASE  + 7 


//ifndef  KEYSERVER_DLL 


/*How  it's  expected  you  ' L L use  these: 
★ 


*LoadKeyServer(); 

it 

*Cln  Message  Loop] 

* 

*n 

it 

HMENU  hPopup; 

* 

case 

WH_INITDIAL0G : 

* 

case 

WH_CREATEWINDOW: 

*n 

{ 

*n 

a 

ifCChPopup  = C r ea t e PopupMenu ( ) ) ) 

*n 

n 

{ 

*n 

a 

a Bu i L dMenu ( KS_ALL,  hPopup); 

*a 

a 

> 

*n 

D 

brea  k; 

*n 

> 

* 

*n 

case 

WM_CONTEXTHENU : 

*n 

< 

n 

Tra c kPopupMenu ( hHenu,  ...); 

n 

break; 
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*n  > 
* 

* 


*n 

case  WM 

_C0MMAND : 

*n 

*n 

D 

swi tch( LOWORD(wParam)  ) 

*n 

n 

*n 

n 

n 

default  : 

*n 

n 

□ 

□ 

BOOL  UpdatedKeys; 

n 

n 

n 

if(KS_ID_IS_IN_RANGECLOWORD(wParam))) 

*n 

n 

□ 

n 

{ 

*n 

c 

a 

Q 

n ProcessKeyServerMessage(CLOWORD(wParam)  ) 

*n 

□ 

u 

n 

n n n n n n n SUpdatedKeys); 

*n 

n 

n 

n 

n i f ( UpdatedKeys ) 

*n 

n 

Q 

n 

n n UpdateDisplayl); 

*n 

□ 

n 

n 

> 

*n 

Q 

Q 

n 

break; 

*n 

D 

> 

*n 

n 

break; 

*n 

y 

GetSeLectedKeysC), 


* 


*CEnd  Message  Loop!] 
* 


*UnLoadKeyServerSupportC); 

* 


*Note  that  G e t S e L e c t e d Ke y s ( ) and  U pda t e D i s p L ay ( ) are  the  application 
*programmer ' s responsibility. 

*/ 


/*Load  the  keyserver  DLL.  Returns  SUCCESS  if  all  OK, 

* E R R_UN AB LE_T0_ LO A D_ LI BR A R Y if  it  can't  find  the  DLL,  or 

*ERR_NO_FUNCS_AVAILABLE  if  it  can  find  the  DLL  but  can't  find  any  useful 
*functions  in  it. 

*/ 

KSERR  LoadKeyserverSupport(void); 


/*Unload  the  keyserver  DLL.  Returns  SUCCESS  if  all  OK,  or 
*ERR_LIBRARY_NOT_LOADED  if  you  didn't  have  a previously  successful  call  to 
* Loa d Key S e r ve r S u ppo r t ( ) . You  can  probably  ignore  the  return. 

*/ 

KSERR  UnLoadKeyserverSupport(void) ; 


/*Builds  a popup  menu  for  the  keyserver  support. 

* 

*FunctionsDesi red  is  made  up  of  the  bitwise  flags  KS_N 0_G ET_ KE Y S , 
*KS_NO_SEND_KEYS,  KS _ N 0_ S ETT I N G S or  KS_ALL.  Position  is  the  point  in  the 
*menu  at  which  you  want  the  keyserver  functions  to  be  inserted. 

*Use  0XFFFFFFFF  if  you  wish  them  to  be  at  the  end. 

* 

*Ret  u rns : 

* 

*n  n SUCCESSnn  n n n on  all  OK 

*n  n ERR_BAD_PARAMn  n n if  hMenu  is  NULL 

*n  n E R R_ LI BR A R Y_N0T_ LO A D E Dn  if  Loa d Key s e r ve r S u ppo r t ( ) hasn't  been 

*nnnnnnnn  successfully  called 

*n  n E R R_ F U N C T I 0N_N0T_ I N_ L I B if  the  DLL  doesn't  support  this  function 
*/ 

KSERR  Bu i I dHenu ( uns i g ned  long  F u n c t i on s D e s i r e d , HMENU  hMenu,  UINT  Position); 
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/*As  above,  but  takes  a second  handle  to  a menu  which  is  used  to  create  a 
*sub-menu.  Same  returns.  It's  assumed  you  do  the  CreateMenuC)  and 
*FreeHenuO  on  both  the  parent  and  sub  menus. 

*/ 

KSERR  Bui IdSubMenu ( uns i gned  Long  F u n c t i on s D e s i r ed , 


n 

n 

HMENU 

hParentHenu, 

a 

n 

HMENU 

hSubHenu, 

n 

n 

UINT 

SubMenuPosition); 

/♦Processes  a Key S e r ve r He s sa g e . Commandld  should  be  the  LOWORD  of  wParam  on 
*a  WM_COMHAND  message.  SelectedKeys  should  be  a character  string  containing 
*a  List  of  email  addresses  or  keyids  separated  by  newlines.  UpdatedKeys  is 
*a  pointer  to  a boolean,  which  contains  TRUE  if  the  keyserver  made  any  changes 
*to  the  key  files,  or  FALSE  if  it  did  not.  NULL  is  acceptable  for  this 
♦parameter  if  you  don't  care.  SelectedKeys  may  also  be  NULL  if  no  keys  are 
♦selected  or  this  metaphor  is  not  appropriate  for  this  application. 

* 

♦Returns : 

* 

♦n  n SUCCESSnn  n n n on  all  OK 

♦n  n ERR_LIBRARY_NOT_LOADEDn  if  LoadKey s e r v e r S u ppo r t ( ) hasn't  been 

♦nnnnnnnn  successfully  called 

♦n  n ERR_FUNCTION_NOT_IN_LIB  if  the  DLL  doesn't  support  this  function 
♦/ 

KSERR  P r o c e s s Key S e r ve r Me s s a g e ( H WN D hwnd, 

□ n n □ Q D n unsigned  Long  Commandld, 

n n n n n n n char  ♦SelectedKeys, 

n n n n n n n BOOL  ♦UpdatedKeys); 

KSERR  Se tupKeySe rve rS et t i ng s Pa ge ( PROPS H E ETPAG E *pPSP); 

#endif  //#ifdef  KE Y S E R V E R_D L L 

#endif  //#ifdef  __ PG PKE Y S E R V E R S U PPORT_ H 


C[CHK:f126e32222227e3f5bad3d7b4d058ccceedd77c30efd:: 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


654 


PGPads.c 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//zPGPads.c  - dispLay  Advertisement  diaLog(s) 

// 

//n  $id:  PGPads.c, V 1.3  1997/05/09  16:25:43  pbj  Exp  $ 

// 


#incLude  " pg p c omd L g x . h 
n 

//define  XINCREHENTn  6 
//define  YINCREHENTn  10 
//define  EDGEWIDTHn  6 


//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  CHAR  g_szbufCG_BLIFLEND; 


//  LocaL  gLobaLs 
static  HWND  hWndParent; 
static  CHAR  szWebLinkC128]; 
static  CHAR  szWebLinkTextC64]; 
static  HBITMAP  hBitmapAd; 
static  HPALETTE  hPaLetteAd; 
static  UINT  uXsize,  uYsize; 
static  UINT  uXpos,  uYpos; 


//n  Dialog  procedure  for  Advertisement  dialog 

BOOL  CALLBACK  Ad v e r t i s erne n t D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 

° n n n n n n LPARAM  LParam)  { 

a HOC  hoc,  hMemDC; 

n PAINTSTRUCT  ps; 

n HBITMAP  hBitmapOLd; 

n HWND  hWndControL; 

n RECT  rc; 

n UINT  uX,  uY; 

n switch(uMsg)  { 

a case  WM_ I N I T D I A LOG  : 

n n SetWindowPos  ChDLg,  HWND_TOP,  uXpos,  uYpos,  uXsize+6,  uYsize,  0); 

n n hWndControL  = GetDLgItem  ChDLg,  IDCANCEL); 
n n Ge t C L i e n t R e c t (hWndControL,  &rc); 

n n uY  = uYsize  - YINCREMENT  - rc. bottom; 

n n uX  = uXsize  - XINCREHENT  - rc. right; 

n n SetWindowPos  (hWndControL,  NULL,  uX,  uY, 
a a a a e,  0,  S W P_N 0 S I Z E | S W P_N0 Z 0 R D E R | S WP_N 0 A CT I V AT E ) ; 

n a hWndControL  = GetDLgItem  (hDLg,  I D C _W W W LI NK ) ; 
n n G e t C L i e n t Re c t (hWndControL,  &rc); 

n n uY  = uYsize  - YINCREMENT  - rc. bottom; 

a a uX  = uX  - XINCREMENT  - rc. right; 

n n SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

[:!:CHK:604ef01ddbbb011bd33df66446222f006ed402cccee6221  e22a338d769424caa2:] 
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n n n n 0,  0,  S WP_NO S I Z E | S W P_NO Z OR D E R | S WP_NO A CT I V AT E ) ; 

n n SetDLgItemText  (hDLg,  IDC_WWWLINK,  szWebLinkText); 

n n return  TRUE; 


a 

D 

a 

Q 

n 

Q 

□ 

n 

□ 

Q 

□ 

□ 

n 

n 

D 


case  WH_PAINT: 

n hoc  = BeginPaint  (hDLg,  &ps); 
n hnemDC  = C r e a t e C ompa t i b L e D C ChDC); 
n if  ChPaLetteAd)  ( 

n n S e L e c t Pa L e t t e (hOC,  hPaLetteAd,  FALSE); 

u a ReaLizePaLette  (hDC); 

n n S e L e c t Pa L e t t e (hHemDC,  hPaLetteAd,  FALSE); 

n a ReaLizePaLette  (hHemDC); 

a } 

a hBitmapOLd  = SeLectObject  (hHemDC,  hBitmapAd); 
a BitBLt  (hDC,  0,  0,  uXsize,  uYsize,  hHemDC,  0,  0,  SRCCOPY); 
a SeLectObject  (hHemDC,  hBitmapOLd); 
a DeLeteDC  (hHemDC); 

a EndPaint  (hDLg,  Sps); 

a return  FALSE; 


n 

case 

WM 

_C0HHAND : 

a 

n 

swi 

t ch ( LOWORD 

(wParam) ) ( 

□ 

s 

case  IDC_WWWLINK  : 

n 

a 

n 

SheLLExecute  (hWndParent,  "open 

n 

n 

s 

a a a 

a 

SW_SH0WN0RHAL) ; 

n 

n 

n 

EndDiaLog 

(hDLg, 

0); 

n 

n 

n 

break; 

n 

n 

case  IDCANCEL: 

n 

n 

n 

EndDiaLog 

(hDLg, 

0); 

□ 

Q 

n 

break; 

n 

a 

> 

n 

Q 

return  TRUE; 

n 

> 

n 

return 

FALSE; 

> 


szUebLink,  NULL,  "C:\\", 


//a  Post  Advertisement  diaLog  with  button  for  web  Link 
//a  to  URL. 

UINT  PGPExport  PG P c omd L g Ad ve r t i s emen t (HUND  hWnd,  UINT  uindex)  ( 

a BITHAP  bm; 
a HDC  hDC; 

a INT  iAdBitmap; 

a INT  i NumBi ts; 

a hWndParent  = hWnd; 

a Loadstring  (g_hlnst,  IDS_FVURL,  szWebLink,  sizeof  (szWebLink)); 

a Loadstring  (g_hlnst,  I D S_ F VBUTTONT EXT , szWebLinkText, 
n a a a a sizeof  (szWebLinkText)); 

a hDC  = GetDC  (NULL);aa  //  DC  for  desktop 

a iNumBits  = G e t D e v i c e C a p s (hDC,  BITSPIXEL)  * G e t De v i c e C a p s (hDC,  PLANES); 
CCCHK:ffdff91ecb0c69c96be55dbb1a6177db492baccc8f994425c11b0c33c366be9daD3 
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n ReLeaseDC  (NULL,  hDC); 

° i AdBi tmap  = 0; 

n i f ( i NumBi t s <=  1 ) { 
n n switch  (uindex)  { 

n n case  0 : 

nan  iAdBitmap  = IDB_SPLASH1; 
n n n break; 

n a > 

a > 

n else  if  CiNumBits  <=  4)  ■( 

n a switch  (uindex)  { 

a a c a s e 0 : 

n a a iAdBitmap  = IDB_SPLASH4; 

a a a break; 

a a > 

a > 

n else  ( 

a a switch  (uindex)  ( 

a a c a s e 0 : 

n n n iAdBitmap  = IDB_SPLASH8; 

a a a break; 

a a > 

a } 

n if  (iAdBitmap  ==  0)  return  PG PC OM D LG_OK; 

n hBitmapAd  = Loa d R e s ou r c eB i t ma p (g_hlnst,  H AKE I NTR E S OU R C E (iAdBitmap), 
a a a a a a a a a a ShPaLetteAd); 

n GetObject  (hBitmapAd,  sizeof(BITHAP),  (LPSTR)&bm); 

n uXsize  = bm.bmWidth; 

a uYsize  = bm.bmHeight; 

n uXpos  = (GetSystemHetri cs  ( S M_ C X F U LLS C R E E N ) - uXsize  - EDGEWIDTH)  / 2; 

n uYpos  = (GetSystemHetri cs  ( SH_C Y F U L L S C R E EN  ) - uYsize)  / 2; 

a DiaLogBox  (g_hlnst,  M AKE I NTR E SO U R C E ( I D D_ A D V E RT I S EH E NT ) , hWnd, 
a a a a a Ad ve r t i s erne n t D L g P r o c ) ; 

n DeLeteObject  (hBitmapAd); 

a DeLeteObject  ( h Pa L e t t e Ad ) ; 

a return  PGPC0HDLG_0K; 

} 


:[CHK:55bbd52d23941b300fcc407b55ff7500722c332cc2cc055c92154]] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

/ / : PGPch e c k . c - verify  integrity  of  keyring  files 
// 

//n  $Id:  PGPcheck.c, V 1.2. 2. 3 1997/06/06  14:38:56  pbj  Exp  $ 

// 

#incLude  "pgpcomdLgx.h" 

//include  <time.h> 

#include  ”..\include\pgpErr.h" 

#define  CANCELn  n 0 
//define  U S E S E LE CT E Dni 
#define  SELECTNEWn  2 

//  external  globals 
extern  HINSTANCE  g_hlnst; 
extern  char  g_ s z H e I p F i I e C M AX_ P AT H D ; 
extern  CHAR  g_ s z b u f C G_BU F LE N D ; 
extern  HWND  g_hWndCheckKeyrings; 


//  local  globals 

static 

CHAR 

szPubRingCHAX_PATH]; 

static 

CHAR 

szPrivRingCMAX_PATHD; 

static 

CHAR 

szPubRingBackupCMAX_PATHD; 

static 

CHAR 

szPrivRingBackupCMAX_PATHD; 

static 

CHAR 

szPubRingBackup0CHAX_PATH3; 

stati c 

CHAR 

szPrivRingBackup0CMAX_PATHD 

static 

BOOL 

bPubRing; 

static 

BOOL 

bPrivRing; 

static 

BOOL 

bPubRingBackup; 

static 

BOOL 

bPrivRingBackup; 

static 

FILETIHE  ftPubRing; 

static 

FILETIME  ftPrivRing; 

static 

FILETIHE  f tPubRingBackup; 

static 

FILETIHE  ftPrivRingBackup; 

static 

DWORD 

dwPubRing; 

static 

DWORD 

dwPrivRing; 

static 

DWORD 

dwPubRingBackup; 

static 

DWORD 

dwPrivRingBackup; 

static 

DWORD 

aldsCT  = {nn  n //  Help 

0,0 

>; 


// 1 

//  Convert  File  to  'C'  time 

VOID  F i I eT i meTo S t r i ng  (FILETIHE  ft,  LPSTR  sz)  { 
n FILETIME  f tLoca I ; 
n SYSTEMTIHE  St; 

Ci:CHK:604ed3c999b00c344d93d999c9328711f39aa26e44d57cc93111bff7d9227228d:: 
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n CHAR  szTmpC64:; 
n Istrcpy  (sz,  "???"); 


if  (FileTimeToLocaLFiLeTime  (&ft,  &ftLocaL))  { 


n n n NULL,  szTmp,  sizeof  (szTmp)))  { 
Istrcpy  (sz,  szTtnp); 

Lstrcat  (sz,  " 

if  (GetTimeFormat  ( LOCALE_USER_DEFAULT,  0,  &st, 
n n NULL,  szTmp,  sizeof  (szTmp)))  { 
n Lstrcat  (sz,  szTmp); 

> 


n 

□ 

i f 

( F 

n 

n 

n 

1 

n 

n 

n 

n 

n 

a 

n 

Q 

Q 

n 

Q 

a 

Q 

n 

n 

Q 

Q 

n 

n 

n 

n 

n 

n 

n 

n 

□ 

□ 

n 

n 

□ 

a 

> 

n 

n 

y 

n 

> 

//  get  file  information 

VOID  LoadFiLeInfo  (void)  { 
n U I N T u ; 

n HANDLE  hFi  le; 

n CHAR*  p; 

n //  public  key  ring  file 

a bPubRing  = FALSE; 

H u = sizeof  (szPubRing); 

n PGPcomd L g E r r o r Mes sa ge  ( pg pG e t P r e f S t r i n g ( kPG P P r e f Pub R i ng  , szPubRing, 
n szPubRingCuD  = '\0'; 

a hFile  = CreateFile  (szPubRing,  0,  F I LE_ S H A R E_ W R I T E , NULL, 
n n OPEN_EXISTING,  F I LE_ ATT R I BUT E_NO RH A L,  NULL); 

n if  (hFile  !=  I N V A L I D_ H AN D L E_ V A LU E ) { 
n n bPubRing  = TRUE; 

n n dwPubRing  = GetFileSize  (hFile,  NULL); 

n n GetFileTime  (hFile,  NULL,  NULL,  SftPubRing); 

n n CLoseHandle  (hFile); 

n > 

n //  private  key  ring  file 

n bPrivRing  = FALSE; 

n u = sizeof  (szPrivRing); 

n PGPcomd L g E r ro rHes sa g e ( pg pG e t P r e f S t r i n g ( kPG PP r e f P r i v R i ng , 
nnnnnnnnnnn  szPrivRing,  &u)); 
a s z P r i vR i ng C u 3 = '\0'; 

n hFile  = CreateFile  (szPrivRing,  0,  F I LE_ S H A R E_ W R I T E , NULL, 
n n 0PEN_EXI STING,  FILE_ATTRIBUTE_NORMAL,  NULL); 

a if  (hFile  !=  I N V A LI D_H AN D LE_ V A LU E ) { 
n n bPrivRing  = TRUE; 

n n duPrivRing  = GetFileSize  (hFile,  NULL); 

n n GetFileTime  (hFile,  NULL,  NULL,  SftPrivRing); 

CCCHK: 55331 dd80f66d5caec22222117d6aaed70008f4ca68557df7acc7d1bd4087cb93:: 
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n n CLoseHandle  (hFiLe); 

n > 


a II  public  key  ring  file  backup 
a b Pu b R i ng Ba c ku p = FALSE; 

n Istrcpy  ( s z Pu b R i ng Ba c ku p , szPubRing); 
n p = strchr  (szPubRingBackup, 

n if  (p)  { 

n n *p  = ' \0 ' ; 

n n Istrcat  (szPubRingBackup,  ".bak"); 


D 

n 

□ 

n 

n 

n 

o 

n 

D 


n hFile  = CreateFile  (szPubRingBackup,  0,  F I LE_S H AR E_ W R I T E , NULL, 
n n OPEN_EXISTING,  F I LE_ ATT R I BUT E_N0 RM A L,  NULL); 
n if  (hFile  !=  I N V ALI D_H AN D L E_ V A LU E ) { 
a a bPubRingBackup  = TRUE; 

n n d wPub R i ng Ba c kup  = GetFileSize  (hFile,  NULL); 

n n GetFileTime  (hFile,  NULL,  NULL,  8 f t Pub R i ngBa c ku p ) ; 
o n CloseHandle  (hFile); 

n } 

} 


a II  private  key  ring  file  backup 
n b P r i V R i ngBa c ku p = FALSE; 

n Istrcpy  (szPrivRingBackup,  szPrivRing); 
n p = strchr  (szPrivRingBackup,  '.'); 

n i f ( p ) { 

a n *p='\0'; 

n n Istrcat  (szPrivRingBackup,  ".bak"); 


D 

D 

n 

n 

D 

n 

n 

n 

a 

> 


n hFile  = CreateFile  (szPrivRingBackup,  0,  F I LE_S H A R E_W R I T E , NULL, 
n n OPEN_EXISTING,  F I LE_ ATT R I BUT E_NORM A L,  NULL); 
n if  (hFile  !=  I N V ALI D_H AN D L E_ V ALU E ) { 
n n bPrivRingBackup  = TRUE; 

n n dwPrivRingBackup  = GetFileSize  (hFile,  NULL); 

n n GetFileTime  (hFile,  NULL,  NULL,  SftPrivRingBackup); 

n n CloseHandle  (hFile); 

n > 

} 


// 

//  Check  for  suspicious  conditions 


BOOL  Ve r i f y D e f a u 1 1 Key R i ng s (void)  { 


n 

Q 

n 

a 

a 

□ 

D 

D 

n 

} 


if  (bPubRingBackup  ||  bPrivRingBackup)  { 
n if  (IbPubRing  ||  IbPrivRing) 
n n return  PG PE R R_G E N E R I C ; 

n if  ((dwPubRing  ==  0)  88  ( dwPubRi ngBa c kup  > 0)) 
n n return  PG P E RR_G E N E R I C ; 

n if  ((dwPrivRing  ==  0)  88  (dwPrivRingBackup  > 0)) 
n n return  PG P E RR_G E N E R I C ; 

} 

return  PGPERR_0K; 


CCCHK: C007bbc6c99e72ad9b844d1  4f d5771  f 0b884739993771  1 c07c80e06cccc94c138:: 
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// 1 

//  Query  for  use  of  backup  files  Dialog  Message  procedure 


UINT  CALLBACK  Qu e r y Ba c ku ps D I g P r o c (HWND  hDlg,  DINT  uMsg,  WPARAM  wParam, 
n n n n n n n LPARAM  IParam)  { 
n CHAR  szFormatC32]; 
n CHAR  s z D a t eT i me C 1 2 8 ] ; 
n CHAR*  p; 

a switch  (uMsg)  { 


n case  WM_ I N I T D I A LOG : 
a a g _h Wn d C h e c kKey r i n g s = hDlg; 


a □ 
n n 
n n 
a Q 
□ □ 
a Q 
n Q 
n □ 
a □ 
□ □ 
n n 


II  pub  ring 

S e t D I g I t emTe X t (hDlg,  IDC_PUBRING,  szPubRing); 
if  (bPubRing)  { 

n FileTimeToString  CftPubRing,  szDateTime); 
n Loadstring  (g_hlnst,  I D S _ F I LE I N F 0 F 0 RH AT , szFormat, 
n n n n n sizeof(szFormat)); 

n wsprintf  (g_szbuf,  szFormat,  dwPubRing,  szDateTime); 

> 

else 

n Loadstring  (g_hlnst,  IDS_FILENOTEXIST,  g_szbuf,  sizeof(g_szbuf)); 
SetDlgltemText  (hDlg,  I D C _PUB R I N G I N F 0 , g_szbuf); 


□ Q 

□ □ 

n n 

Q a 

Q n 

n a 

□ n 

n a 

□ □ 

n n 

a □ 

n n 

n □ 

□ □ 

□ a 

Q n 

□ a 

□ Q 

n n 

Q □ 

Q n 

n D 


II  ba  c kup  pub  ring 

SetDlgltemText  (hDlg,  I D C _ PUB R I N GB A C KU P , s z Pu b R i ng Ba c ku p ) ; 
if  (bPubRi ngBackup)  ( 

n FileTimeToString  ( f t Pu b R i ng Ba c ku p , szDateTime); 
n Loadstring  (g_hlnst,  I D S_ F I L E I N F 0 F 0 RM AT , szFormat, 
n n n n n s i z e o f ( s z F o rma t ) ) ; 

n wsprintf  (g_szbuf,  szFormat,  dwPubRingBackup,  szDateTime); 
n i f ( dwPubR i ng  > 0 ) 

n n C h e c kRa d i oBu t t on  (hDlg,  IDC_PUBRING, 

n n n n n n n I D C _ PU B R I N6B AC KU P , I D C_PUBR I NG ) ; 

n else 

n n CheckRadi oButton  (hDlg,  IDC_PUBRING, 

n n n n n n n I DC_PUBRI NGBACKUP,  IDC.PUBRINGBACKUP); 

> 

else  { 

n Loadstring  (g_hlnst,  IDS_FILENOTEXIST,  g_szbuf,  sizeof(g_szbuf)); 
a C h e c kRa d i oBu t t on  (hDlg,  IDC_PUBRING, 

n n n n n n n I D C _ P U B R I N G B A C KU  P , I D C _ P U B R I N G ) ; 

n EnableWindow  (GetDlgltem  (hDlg,  I D C_ PUBR I N GB A C KU P ) , FALSE); 
o EnableWindow  (GetDlgltem  (hDlg,  I D C_ PUBR I N GB A C KU P I N F 0 ) , FALSE); 

> 

SetDlgltemText  (hDlg,  IDC_PUBRINGBACKUPINFO,  g_szbuf); 


n □ 

□ Q 

□ n 

n □ 

c a 

n □ 

n □ 

□ a 

□ □ 


//  priv  ring 

SetDlgltemText  (hDlg,  IDC_PRIVRING,  szPrivRing); 
if  (bPrivRing)  { 

n FileTimeToString  (ftPrivRing,  szDateTime); 
n Loadstring  (g_hlnst,  I D S _ F I L E I N F 0 F 0 RM AT , szFormat, 
n n n n n n s i z e o f ( s z F o rma t ) ) ; 

n wsprintf  (g_szbuf,  szFormat,  dwPrivRing,  szDateTime); 
} 

else 


mCHK: 1 004878 c c bb8777731 d5697edd502d8c947096261 028f 871 1359d62fcc44cd35e:: 


66  i 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


PGPcheck.c 


n 


□ 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 


n B Loadstring  (g_hlnst,  I D S_ F I LE NOT E X I S T,  g_szbuf,  s i z eo f ( g_s z bu f ) ) ; 
n S e t D L g I t emT e X t (hDLg,  I D C _ P R I V R I N G I N F 0 , g_szbuf); 

B //  backup  priv  ring 

n Se t D L g 1 1 emTex t (hDLg,  I D C _ P R I V R I NGB A C KU P,  s z P r i v R i ngBa c kup  ) ; 
n if  ( bP r i vR i ngBa c kup ) t 

B B F i L eT i meTo S t r i ng  ( f t P n i v R i ngBa c ku p , szDateTime); 

B B Loadstring  (g_hlnst,  I D S_ F I LE I N F 0 F 0 RMAT , szFormat, 

B B B B B B B s 1 z e o f ( s z F o r iTi  a t ) ) ; 

B B wsprintf  (g_szbuf,  szFormat,  d w P r i v R i ng Ba c ku p , szDateTime); 

B B if  (dwPrivRing  > 0) 

B B B C h e c k Ra d i oBu 1 1 on  ChDLg,  I D C_P R I V R I NG , 

BBBBBBBB  I D C _ P R I V R I N G B A C K U P , I D C _PR I V R I NG  ) ; 

B B else 

B B B CheckRadi  oButton  (hDLg,  I DC_PRI\/RING, 

BBBBBBBB  I D C , P R I V R I N G B A C K U P , I D C _P R I VR I NG B AC KU P ) ; 

B > 

B else  -C 

B B Loadstring  (g_hlnst,  I D S_ F I LE NOT E X I ST , g_szbuf,  s i zeof (g_szbuf ) ) ; 
B B C h e c kRa d i oBu t t on  ChDLg,  I D C_PR I V R I N G , 

BBBBBBBB  I D C _ P R I V R I N G B A C K U P , I D C .PR I VR I NG  ) ; 

B B EnableWindow  (GetDLgItem  (hDLg,  I D C _PR I VR I N G B A C KU P ) , FALSE); 

B B EnableWindow  (GetDLgItem  (hDlg,  I D C _PR I VR I N G BA C KU P I N F 0 ) , FALSE); 

B > 

B SetDLgItemText  (hDlg,  I D C _ P R I VR I NGB A C KU P I N F 0 , g.szbuf); 

B return  TRUE ; 

case  WM.DESTROY: 
break; 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


case 

B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 


WM.COMMAND : 

s w i t c h ( LO  WO  R D (wParam)) 
case  IDC  U S E S E LE CT E D F I LE S 


//  move  around  pub  rings,  if  desired 

if  ( I s D L g Bu t t on C h e c ked  (hDlg,  I D C _ PUBR I NGB A C KU P ) == 
Lstrcpy  ( s z Pu b R i ngBa c kup0 , szPubRing); 
p = strchr  ( s z Pub R i ngBa c ku p0 , *■*); 

*p  = '\0'; 

Lstrcat  (szPubRingBackup0,  "0.bak"); 

CopyFile  (szPubRing,  szPubRingBackup0,  FALSE); 
CopyFile  ( s z Pu bR i ng Ba c kup , szPubRing,  FALSE); 


BST  CHECKED)  i 


B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 


//  move  around  priv  rings,  if  desired 

if  (IsDLgButtonChecked  ( hD Ig, I DC.PRIVRINGBACKUP)  ==  BST.CHECKED)  i 
n Lstrcpy  ( s z P r i v R i n g Ba c kup0 , szPrivRing); 

B p = strchr  ( s z P r i v R i ngBa c kup0 , *.*); 

B * p = ' \ 0 ’ ; 

B Lstrcat  ( s z P r i v R i ng Ba c kup0 , "0,bak"); 
n CopyFile  (szPrivRing,  s z P r i v R i ng Ba c kup0 , FALSE); 

B CopyFile  ( s z P r i v R i ngBa c ku p , szPrivRing,  FALSE); 

> 


B B B EndDialog  (hDlg,  U S E S E LE CT E D ) ; 

B B B break; 

B B case  IDC.SELECTNEW  : 
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n 

n 

Q 

EndDialog 

( h D 1 g. 

SELECTNEU); 

n 

Q 

n 

break; 

□ 

n 

case  IDHELP 

: 

n 

n 

n 

U i nH  e 1 p 

( h D 1 g,  g 

_szHelpFile,  HELP_C0NTEXT, 

Q 

n 

n 

□ a 

n 

I DH_ 

PGPCDCHECK_CHECKDIALOG); 

n 

n 

n 

break; 

n 

□ 

case  IDCANCEL; 

□ 

Q 

n 

EndDialog 

( h D 1 g , 

CANCEL) ; 

n 

n 

n 

break; 

n 

□ 

> 

n 

□ 

return  TRUE; 

□ 

> 

n 

return 

FALSE; 

> 


//  Check  for  problems  with  keyring  file 

//  if  problems  exist,  post  dialog  for  selecting  backup  file. 

DINT  PGPExport  PG P c omd I g C h e c kKey R i n g s (HWND  hWnd,  BOOL  bForceQuery)  { 


□ 

UINT 

uRetva  1 ; 

a 

BOOL 

b E X i t ; 

B 

i f 

(g 

_ h W nd C h e c kKey r i n g s ) return  PG PC OM D LG_ A LR E A D YOP EN ; 

B 

g_ 

h Wnd C h e c kKey r i ng s = (HWND)1; 

B 

i f 

( ! 

PGPcomd IgErrorMessage  (pgpLiblnit  ()))  { 

B 

n 

do  { 

B 

Q 

B 

LoadFileInfo  (); 

B 

n 

B 

uRetval  = VerifyOefaultKeyRings  (); 

B 

B 

B 

•1  f 

((uRetval  !=  PGPERR_0K)  ||  bForceQuery)  { 

B 

B 

B 

n 

uRetval  = DialogBox  (g_hlnst. 

B 

B 

B 

□ 

n n n n n H AKE I NT R E S OU R C E ( I D D_QU E R YU S E B A C KU PS  ) 

B 

n 

B 

n 

n n n n n hWnd,  Qu e r y Ba c ku p s D 1 g P r o c ) ; 

B 

n 

B 

n 

switch  (uRetval)  ■( 

B 

n 

B 

n 

case  USESELECTED  : 

B 

n 

B 

n 

n uRetval  = PG PC OH D LG_0K; 

B 

B 

B 

B 

n bExit  = TRUE; 

B 

B 

B 

B 

n break; 

B 

B 

B 

B 

case  CANCEL  : 

B 

n 

B 

B 

n uRetval  = PG P C OM D LG_ C AN C E L; 

B 

□ 

B 

B 

a bExi t = TRUE; 

B 

n 

B 

B 

n break; 

B 

n 

B 

B 

case  SELECTNEW  : 

B 

B 

B 

B 

n PGPcomdlgPreferences  (hWnd,  1); 

B 

B 

B 

B 

n bExit  = FALSE; 

B 

□ 

B 

B 

n break; 

B 

n 

B 

B 

> 

B 

n 

B 

> 

B 

Q 

B 

else  bExit  = TRUE; 

B 

n 

y 

while 

( ! b E X i t ) ; 

B 

n 

pgpLibCleanup  (); 

B 

> 
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B else  uRetval  = PGPCOMDLG.LIBERROR; 

B g_hWndCheckKeyri ngs  = NULL; 

B return  uRetval; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

/ / : PG P c omd L g . c - handLe  PGP  common  diaLogs 
// 

//n  $ld:  PGPcomd Lg . c, V 1.2  1997/05/09  16:25:44  pbj  Exp  $ 

// 

#incLude  "pgpcomdLgx.h" 

SincLude  "pgpcomdLgver.h" 

#define  YTEXTINCn  16 

#pragma  data_seg  ("PGPcomdLg_shared") 

HWND  g_ h Wn d P r e f e r e n c e s = NULL; 

HWND  g_hWndEnt ropy  = NULL; 

HWND  g_hWndSpLash  = NULL; 

HWND  g_hWndCheckKeyrings  = NULL; 

#pragma  data_seg  () 

//  gLobaLs 
HINSTANCE  g_hlnst; 

CHAR  g_szHe LpFi LeCHAX_PATH:; 

CHAR  g_szbuf CG.BUFLEND; 

H I 

//  Message  box  routine 
// 

//n  iCaption  and  iHessage  are  string  tabLe  resource  IDs. 

LRESULT  PG Pc omd L g Me s s a g eBox  (HWND  hWnd,  INT  iCaption,  INT  iMessage, 
n n n n n ULONG  uLFLags)  C 

n CHAR  szCaption  C1283; 

n CHAR  szMessage  C256D; 

n Loadstring  (g_hlnst,  iCaption,  szCaption,  s i z e o f ( s z C a p t i o n ) ) ; 
n Loadstring  Cg_hlnst,  iMessage,  szMessage,  sizeof(szMessage)); 

n uLFLags  |=  MB_S ET F OR  EG RO U N D ; 

n return  (MessageBox  (hWnd,  szMessage,  szCaption,  uLFLags)); 

} 


// I 

//  get  PGPkeys  path  from  registry  and  substitute  HeLp  fiLe  name 

VOID  G e t H e L p F i L e Pa t h (void)  { 
a hKEY  hKey; 

n LONG  LResuLt; 

n CHAR  sz[MAX_PATH]; 

n CHAR*  p; 

Q DWORD  dwVaLueType,  dwSize; 
n Lstrcpy  (g_szHeLpFiLe,  ""); 

n Loadstring  (g_hlnst,  I D S _ PG PKE Y S R E G I D , g_szbuf,  G_BUFLEN); 
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n IResuLt  = RegOpenKeyEx  ( H KE Y_ C U R R E NT_U S E R , g_szbuf,  0,  KEY_READ,  ShKey); 

n if  (LResuLt  ==  E R RO R_ S U C C E S S ) { 
n n dwSize  = sizeof  (g_szHeLpFiLe); 

a n LResuLt  = R e g Qu e ry Va L u e E x ChKey,  "ExePath",  0,  &d w Va L u eTy pe , 

n n n n n n n n n (LPBYTE)g_szHeLpFiLe,  SdwSize); 

n n RegCLoseKey  ChKey); 

n n p = strrchr  ( g _ s z H e L p F i L e , '\\'); 

a o i f ( p)  { 

n n n P++; 

n n n *p='\0'; 

n n > 

n n eLse  Lstrcpy  (g_szHeLpFiLe,  ""); 

B > 

B Loadstring  (g_hlnst,  IDS_HELPFILENAHE,  sz,  sizeofCsz)); 

B Lstrcat  ( g_s z H e L p F i L e , sz); 

> 


// 

//  create  LogicaL  paLette  from  bitmap  coLor  tabLe 


HPALETTE  C r ea t e D I B Pa L e t t e ( LPB I TM A P I N FO  Lpbmi,  LPINT  L p i NumC o L o r s ) f 
B LPBITHAPINFOHEADER  Lpbi; 

B LPLOGPALETTE  LpPaL; 

B HANDLE  hLogPaL; 

B HPALETTE  hPaL  = NULL; 

B INT  i; 

B Lpbi  = ( LPBITMAPINFOHEADER) Lpbmi ; 

B if  ( L pb i ->b i B i t C ou n t <=  8) 

B B * L p i NumC o L o r s = (1  <<  L p b i ->b i B i t C ou n t ) ; 

B eLse 

B B *LpiNumCoLors  = 0;  //  No  paLette  needed  for  24  BPP  DIB 


B if  ( * L p i N umC o L o r s ) { 

B B hLogPaL  = GLobaLALLoc  (GHND,  sizeof  (LOGPALETTE)  + 

sizeof  (PALETTEENTRY)  * (*LpiNumCoLors)); 
B B LpPaL  = (LPLOGPALETTE)  GLobaLLock  (hLogPaL); 

B B LpPaL ->paLVersion  = 0x300; 

B B LpPaL->paLNumEntries  = *LpiNumCoLors; 


n 

□ 

n 

□ 

n 

□ 

n 

n 

B 


> 


B 

□ 

B 

n 

D 

□ 

□ 

D 

B 

} 


for 

□ 

B 

□ 

D 


(i  = 0;  i < *LpiNumCoLors; 
LpPa  L->pa  LPa  L Ent  ryCi D . peRed 
LpPa  L->pa  LPa  L Ent  ryCi  II  . peGreen 
LpPaL->paLPaLEntryCiD.peBLue 
LpPaL->paLPaLEntryCiD.peFLags 


i ++)  { 

= L p bm i ->bm i Co L o r s C i 
= L p bm i ->bmi Co L o r s C i 
= L pbm i ->bmi Co L o r s C i 
= 0; 


: 

: 

: 


> 

hPaL  = CreatePa Lette  (LpPaL); 
GLobaLUnLock  (hLogPaL); 
GLobaLFree  (hLogPaL); 


rgbRed ; 

rgbGreen; 

rgbBLue; 


return  hPaL; 


// 
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//  Load  DIB  bitmap  and  associated  palette 

HBITMAP  Loa d R e s ou r c eB i t ma p CHINSTANCE  hinstance,  LPSTR  LpString, 

HPALETTE  FAR*  LphPaLette)  { 

n HRSRC  hRsrc; 
n HGLOBAL  hGLobal; 

n HBITMAP  hBitmapFinal  = NULL; 

n LPBITMAPINFOHEADER  Lpbi; 
a HDC  hdc; 

INT  iNumCoLors; 

n if  (hRsrc  = FindResource  (hinstance,  LpString,  RT_BITHAP))  { 
n n hGLobal  = LoadResource  (hinstance,  hRsrc); 

n n Lpbi  = ( LPBI TH A P I N FO H E A D E R ) Lo c kRe s o u r c e (hGLobal); 

n n hdc  = GetDC(NULL); 

n n *LphPaLette  = C r ea t e D I B Pa L e 1 1 e ( ( LPBI TM A P I N F 0 ) L pb i , & i N umC o L o r s ) ; 
n n if  ( * L ph Pa L e 1 1 e ) ( 

n n n SeLectPaLette  (hdc, *LphPaLette, FALSE); 

n n n ReaLizePaLette  (hdc); 

n n } 

n n hBitmapFinal  = C r e a t e 0 1 B i t ma p (hdc, 

(LPBITMAPINFOHEADER) Lpbi, 

( LONG ) CBH_INIT, 

(LPSTR)Lpbi  + Lpbi->biSize  + iNumCoLors  * s i z eo f ( RGBQU A D ) , 
(LPBITMAPINFO) Lpbi , 

DIB_RGB_C0L0RS  ); 

n n ReLeaseDC  (NULL, hdc); 

n n Un L o c kR e s ou r c e (hGLobal); 

n n FreeResource  (hGLobal); 

n > 

n return  (hBitmapFinal); 

> 

// I 

//  Paint  user  info  and  registration  number 

VOID  PaintUserInfo  (HDC  hDC,  INT  iXpos,  INT  iYpos)  { 
n HFONT  hFontOLd; 
n HKEY  hKey; 

n LONG  LResu  L t ; 

n DWORD  dwSize,  duVaLueType; 

n SetTextCoLor  (hDC,  RGB  (255,  255,  255)); 
n SetBkMode  (hDC,  TRANSPARENT); 

n hFontOLd  = SeLectObject  (hDC,  Ge t S t o c kOb j e c t ( D E F A U LT_G U I _ F 0 NT  ) ) ; 
n Lstrcpy  (g_szbuf,  ""); 

n Loadstring  (g_hlnst,  IDS_PGPMAILREGID,  g_szbuf,  G_BUFLEN); 
n LResuLt  = RegOpenKeyEx  ( H KE Y_ C U R R E NT_U S E R , g_szbuf,  0,  KEY_READ,  ShKey); 

n if  (LResuLt  ==  E R RO R_ S U C C E S S ) ( 
n n duSize  = G_BUFLEN; 

H n LResuLt  = RegQueryVaLueEx  (hKey,  "User",  0,  SdwVaLueType, 

nonnnnnnn  ( LPB YT E ) g _ s z bu f , &dwSize); 
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n n if  (IResuLt  !=  ERROR_SUCCESS)  Lstrcpy  (g_szbuf, 

n n TextOut  (hDC,  iXpos,  iYpos,  g_szbuf,  LstrLen  (g_szbuf)); 

a n dwSize  = G_BUFLEN; 

n n LResuLt  = RegQueryVaLueEx  (hKey,  "Company  Name",  0,  SdwValueType, 
nnnnnnnnnn  ( LPB YT E ) g _s zbu f , &dwSize); 
n n if  (LResult  !=  ERROR_SUCCESS)  Lstrcpy  (g_szbuf, 

n n TextOut  (hDC,  iXpos,  i Ypo s + YT EXT  I N C , g_szbuf,  LstrLen  (g_szbuf)); 
n n dwSize  = G_BUFLEN; 

n n LResuLt  = R e gQu e r y Va L u e E x ChKey,  "SeriaL  Number",  0,  &d w Va L u eTy p e , 
nnnnnnnnnn  ( LPB YT E ) g_s z bu f , SdwSize); 
n n if  (LResuLt  !=  ERROR_SLICCESS)  Lstrcpy  (g_szbuf, 

n n TextOut  (hDC,  iXpos,  iYpos+(2*YTEXTINC),  g_szbuf,  LstrLen  (g_szbuf)); 

n n RegCLoseKey  (hKey); 

n } 

n SeLectObject  (hDC,  hFontOLd); 

> 

// I 

//n  Broadcast  reLoad  message 

VOID  PGPExport  PG P comd L g No t i f y Key r i n g C ha ng e s (LPARAM  LParam)  { 
n UINT  uMessagelD; 

n uMessagelD  = Reg i s t e rW i ndowMe s s a g e ( RE LO A D KE Y R I NGM S G ) ; 
n Postnessage  ( HWND_BROADCAST,  uMessagelD,  0,  LParam); 

> 


II I 

//  DLL  entry/exit  point 

BOOL  UINAPI  DLLHain  (HINSTANCE  hInstDLL,  DWORD  dwReason,  LPVOID  LpvReserved)  ( 


□ 

switch  (dwReason)  { 

D 

case 

DLL_PROCESS_ATTACH 

a 

Q 

g_hlnst  = hInstDLL; 

D 

n 

GetHeLpFi LePath  (); 

□ 

B 

break; 

case  DLL  THREAD  ATTACH: 


break; 

case  DLL_THREAD_DETACH : 
n n break; 

case  DLL_PROCESS_DETACH : 
break; 

> 

return  TRUE; 

> 
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//Microsoft  Developer  Studio  generated  resource  script. 
// 

#incLude  "resource. h" 

#define  APSTUDIO_READONLY_SYMBOLS 


// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 
// 

#incLude  "afxres.h" 


#undef  APSTUDIO_READONLY_SYHBOLS 

///////////////////////////////////////////////////////////////////////////// 
//  English  (U.S.)  resources 

#if  !def ined(AFX_RESOURCE_DLL)  ||  d e f i n e d ( A F X_T A RG_ E N U ) 

#ifdef  _WIN32 

LANGUAGE  L AN G_ E N G L I S H , S UB L ANG_ E N G LI S H_U S 
^pragma  c od e_p a g e ( 1 2 5 2 ) 

#endif  //_WIN32 

#ifdef  APSTUDIO_INVOKED 

///////////////////////////////////////////////////////////////////////////// 

// 

//  TEXTINCLUDE 
// 


1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"^include  ""afxres.h""\r\n" 
"\0" 

END 


3  TEXTINCLUDE  DISCARDABLE 
BEGIN 


"^include  ""PGPSplash. rc""\r\n" 
"//include  ""PGPcomdlgVer.  rc""\r\n" 
"//include  ""PGPNag.rc""\0" 

END 


//endif  //  AP  STU  D I 0_  I N VO  KE  D 


///////////////////////////////////////////////////////////////////////////// 

// 

//  Dialog 
// 

IDD_PREF1  DIALOG  DISCARDABLE  0,  0,  218,  124 

STYLE  DS_HODALFRAHE  | DS_3DL00K  | DS_CENTER  | WS_P0PUP  | WS_CAPTION 
CAPTION  "Dialog" 
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FONT  8,  "MS  Sans 

BEGIN 

Serif" 

GROUPBOX 

"PSubLic  Key  Ring  F i L e " , I D C_ S T AT  I C , 7 , 1 1 , 2 04, 47, W S _G ROU P 

EDITTEXT 

IDC_PUBLICKEYRING,13,22,191,14,ES_AUT0HSCR0LL 

PUSHBUTTON 

"Browse  .. .",IDC_SETPUBLICKEYRING,154,40,50,14 

GROUPBOX 

"P&rivate  Key  Ring  F i L e " , I D C_ S T AT  I C , 7, 66 , 2 04 , 47, W S_G ROU P 

EDITTEXT 

IDC_PRIVATEKEYRING,13,78,191,14,ES_AUT0HSCR0LL 

PUSHBUTTON 

"Browse  ...",IDC_SETPRIVATEKEYRING,154,95,50,14 

END 

IDD_PREF0  DIALOG 

DISCARDABLE  0,  0,  218,  124 

STYLE  DS_MODALFRAME  | DS_3DL00K  | DS_CENTER  | WS_POPUP  1 WS_CAPTION 


CAPTION  "Dialog" 
FONT  8,  "MS  Sans 

BEGIN 

Serif" 

GROUPBOX 

"Encryption  and  Signing  Preferences ",IDC_STATIC, 7, 7, 204, 

74 

CONTROL 

"Always  Sencrypt  to  default  key " , I D C_ EN C R YPTTO S E L F , 
"Button",BS_AUTOCHECKBOX  | WS_GROUP  | W S_T ABS TOP, 1 5 , 2 0 , 
115,10 

CONTROL 

"Cache  Sdecryption  passphrases  for  ",IDC_PASSCACHEENABLE, 
"Button",BS_AUTOCHECKBOX  | WS_GR0UP  | W S_T ABSTOP , 1 5 , 3 5 , 
121,10 

EDITTEXT 

IDC_PASSCACHENUMBER,139,32,20,13,ES_NUHBER 

LTEXT 

"seconds",IDC_STATIC,165,35,28,10,NOT  WS_GR0UP 

CONTROL 

"Cache  Ssigning  passphrases  for",IDC_SIGNCACHEENABLE, 
"Button",BS_AUTOCHECKBOX  | WS_GR0UP  | W S_T AB STO P, 1 5 , 5 0 , 
111,10 

EDITTEXT 

IDC_SIGNCACHENUMBER,129,48,20,13,ES_NUMBER 

LTEXT 

" seconds ",IDC_STATIC, 155, 50, 28, 10, NOT  WS_GR0UP 

GROUPBOX 

"Key  Generation  Preferences ",IDC_STATIC, 7, 86, 204, 29 

CONTROL 

"SFaster  key  generation ",IDC_USEFASTKEYGEN," Button", 
BS.AUTOCHECKBOX  | WS_GR0UP  | W S_T ABSTOP , 1 5 , 99, 1 20 , 1 0 

CONTROL 

"Show  Srecipients  when  encrypting  to  marginally  valid  keys", 
IDC_WARNONMARGINAL, "Button", BS_AUTOCHECKBOX  | US_TABSTOP, 
15,65,191,10 

END 

IDD_PREF2  DIALOG 

DISCARDABLE  0,  0,  218,  124 

STYLE  DS_MODALFRAME  | WS_POPUP  | US_CAPTION  | US_SYSHENU 


CAPTION  "Dialog" 
FONT  8,  "MS  Sans 

BEGIN 

Serif" 

GROUPBOX 

"Emai  1 P r e f e r e n c e s " , I D C_ ST AT  I C , 7 , 7 , 2 04 , 1 1 0 

CONTROL 

"&Use  PGP/MIME  when  sending  ema  i 1 " , I D C _E N C R YPTPG PM  I M E , 
"Button",BS_AUTOCHECKBOX  | WS_GR0UP  1 W S_T ABSTO P, 2 0 , 2 5 , 
165,10 

CONTROL 

"&Word  wrap  clear-signed  messages  at  column", 

IDC.WRAPENABLE, "Button",BS_AUTOCHECKBOX  | WS_GR0UP  | 
WS_TABSTOP,20,49,157,10 

EDITTEXT 

IDC_WRAPNUMBER,178,48,20,13,ES_AUTOHSCROLL  | ES_NUHBER 

CONTROL 

"SEncrypt  new  messages  by  d e f a u 1 1 " , I D C_ EN C R Y PTB Y D E F AU LT , 
"Button",BS_AUTOCHECKBOX  | WS_GR0UP  | WS_T ABSTOP, 20 , 72 , 
151,10 

CONTROL 

"SSign  new  messages  by  d e f a u 1 1 " , I D C_ S I G NB Y D E F AU LT , 
"Button",BS_AUTOCHECKBOX  | WS_GR0UP  | W S _T ABSTOP, 2 0 , 95 , 

1 34,10 

END 
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DEFPUSHBUTTON 

PUSHBUTTON 

GROUPBOX 

CTEXT 

LTEXT 

RTEXT 

CONTROL 


LTEXT 


IDD_KEYRAND  DIALOG  DISCARDABLE  0,  0,  275,  166 

STYLE  DS_MODALFRAHE  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSHENU 
CAPTION  "PGP  Random  Input" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

'SBegin  Input",IDC_BEGIN,58,81,70,14 
■&Cancel",IDCANCEL,147,81,70,14 

"Random  Input",IDC_STATIC1,21,108,233,43,WS_DISABLED 
"",IDC_TEXTPROHPT,86,118,103,8,WS_DISABLED 
"0  %",IDC_STATIC2,30,123,21,8,WS_DISABLED 
"100  %",IDC_STATIC3,214,122,31,8,WS_DISABLED 
"Progress1",IDC_BITSPR0GBAR,"msctLs_progress32", 
WS_DISABLED  | W S _B0 R D E R , 2 9 , 1 34 , 2 1 7 , 9 
'In  order  to  perform  this  operation,  some  random  input  is  needed.' 
IDC_STATIC,35,15,205,11 

"To  enter  random  input,  please  do  one  of  the  following 
IDC_STATIC,35,33,205,11 

Hove  your  mouse  r a n dom I y . " , I D C _ S T AT  I C , 7 1 , 4 5 , 9 5 , 8 
Type  random  keys  on  the  key boa r d " , I D C _ ST AT  I C , 7 1 , 5 6 , 
117,8 

END 

I DD_PASSPHRASE  DIALOGEX  0,  0,  229,  71 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_P0PUP  | WS_CAPTION  | WS_SYSHENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGP  Enter  Passphrase" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

"SPassphrase  of  private  key " , I D C_PROH PT S T R I NG , 7, 7, 1 5 7 , 8 
IDC_PHRASE,7,19,215,28,ES_HULTILINE  | WS_VSCROLL 
"&OK",IDOK,114,51,50,14,WS_GROUP 
"&Cancel",IDCANCEL,172,51,50,14 

"Hide  T&ypi ng",IDC_HIDETYPING, "Button", BS_AUTOCHECKBOX  | 
BS_N0TIFY  I WS_GR0UP  | WS.TABSTOP, 1 68, 7, 54, 1 0 

END 


LTEXT 

LTEXT 

LTEXT 


LTEXT 

EDITTEXT 

DEFPUSHBUTTON 

PUSHBUTTON 

CONTROL 


IDD_QUERYUSEBACKUPS  DIALOG  DISCARDABLE  0,  0,  296,  210 
STYLE  DS_MODALFRAME  | WS_P0PUP  | WS_CAPTION  | WS.SYSHENU 
CAPTION  "PGP  Keyring  Warning" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

"Attention!  The  condition  of  one  or  both  of  your  keyring  \ 
They  may  have  been  inadvertantly  damaged  or  removed.", 
IDC_STATIC,7,7,282,17 

"PGP  maintains  backup  copies  of  your  keyring  files  to  \ 
help  you  recover  your  keys  in  this  situation.  ", 

IDC_STATIC,7,27,282,18 

"P&ublic  keyring  f i I e s " , I D C _S T AT  I C , 7 , 49 , 2 82 , 5 2 , U S _G ROU P 
"public  key  ring ",IDC_PUBRING," Button", 

BS_AUTORADIOBUTTON  | WS_TABSTOP, 1 8, 59, 264, 1 0 
"public  ring  i n f o " , I D C_PUBR I NG I N F 0 , 3 5 , 69 , 2 47 , 8 , NOT 
WS_GR0UP 

"public  ring  ba c kup" , I DC_PUBR I NGB AC KUP, " Bu t t on " , 
BS_AUTORADIOBUTTON  | W S_T ABSTOP, 1 8 , 79 , 26 5 , 1 0 
"public  ring  backup  i n f o " , I D C_PUBR I NGB A C KU P I N F 0 , 3 5 , 89, 

247, 8, NOT  WS_GR0UP 

GROUPBOX  "P&rivate  keyring  f i I e s " , I D C_ S T AT  I C , 7, 1 06 , 2 82 , 5 2 , 


LTEXT 

files  is  suspicious 
LTEXT 


GROUPBOX 

CONTROL 

LTEXT 

CONTROL 

LTEXT 
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CONTROL 

LTEXT 

CONTROL 

LTEXT 

DEFPUSHBUTTON 

PUSHBUTTON 
PUSHBUTTON 
PUSHBUTTON 

END 

I DD_HELPABOUT  DIALOG  DISCARDABLE  0,  0,  330,  132 
STYLE  DS_MODALFRAME  | DS.CENTER  | WS_POPUP  | WS.VISIBLE 
FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "a0K",ID0K,279,111,44,14 
PUSHBUTTON  "PGP.com",IDC_WWWLINK,174,111,44,14 

PUSHBUTTON  "8Credits",IDC_CREDITS,225,111,44,14 

END 

IDD_SPLASH  DIALOGEX  0,  0,  53,  39 

STYLE  DS_NOIDLEHSG  | DS_CENTER  | WS_POPUP 

EXSTYLE  WS_EX_TOOLUINDOU 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 

BEGIN 

END 


WS_GROUP 

"private  key  ring ",IDC_PRIVRING," Button", 
BS_AUTORADIOBUTTON  | WS_TABSTOP, 1 8, 1 1 6, 265, 1 0 
"private  ring  i n f o " , I D C_ PR  I V R I N G I N FO , 3 5 , 1 26, 2 48 , 8 , NOT 
WS_GROUP 

"private  ring  ba c kup " , I D C_PR I VR I NGB A C KU P , " Bu 1 1 on  " , 
BS_AUTORADIOBUTTON  | WS_T ABSTO P, 1 8 , 1 36 , 2 6 5 , 1 0 
"private  ring  backup  i n f o " , I D C_PR I V R I N G B A C KU P I N F 0 , 3 5 , 1 4 6 , 
247, 8, NOT  WS_GR0UP 

"&Use  Files  Selected  A bo ve " , I D C_U S E S E LE C T E D F I LE S , 44 , 1 70 , 
96,14,US_GR0UP 

"SSelect  Other  F i L e s " , I D C_ S E LE CTN E W, 44 , 1 8 9 , 96 , 1 4 

"8Help",IDHELP,183,170,67,14 

"8CanceL  and  Ex i t " , I D C A N C E L, 1 83 , 1 89 , 67, 1 4 


IDD_PASSPHRASEKEYS  DIALOGEX  0,  0,  229,  92 

STYLE  DS_HODALFRAME  | DS_CENTER  | WS_P0PUP  | WS_CAPTION  1 WS_SYSHENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGP  Signing  Passphrase" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

"8Passphrase  of  private  key",IDC_PR0MPTSTRING,7,28,158,8 
IDC_PHRASE,7,39,21 5,28,ES_HULTILINE  1 WS_VSCROLL 
"8OK",IDOK,114,71,50,14,WS_GROUP 
"8CanceL",IDCANCEL,172,71,50,14 
"8Signing  key  : " , I D C_ ST AT  I C , 8 , 9 , 42 , 8 
IDC_SIGNKEYCOHBO,54,7,168,60,CBS_DROPDOWNLIST  | 
WS_VSCROLL  I WS_TABSTOP 

"Hide  T8yping",IDC_HIDETYPING, "Button", BS_AUTOCHECKBOX  | 
BS_NOTIFY  I WS_GROUP  | WS_TABSTOP, 1 68, 28, 54, 1 0 

END 


LTEXT 

EDITTEXT 

DEFPUSHBUTTON 

PUSHBUTTON 

LTEXT 

COHBOBOX 

CONTROL 


IDD_PASSPHRASEOPTIONS  DIALOGEX  0,  0,  229,  114 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSMENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGP  Signing  Passphrase" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

LTEXT  "8Passphrase  of  private  key " , I D C_PR0M PT ST R I N G , 7 , 2 8 , 1 5 8 , 8 

EDITTEXT  IDC_PHRASE,7,39,21 5,28,ES_MULTILINE  | WS.VSCROLL 

GROUPBOX  "0ptions",IDC_STATIC,7,72,97,35,WS_GR0UP 
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CONTROL 


DEFPUSHBUTTON 

PUSHBUTTON 

LTEXT 

COMBOBOX 


CONTROL 


CONTROL 


"&Text  output", IDC_ASCIIARnOR, "Button", BS_AUTOCHECKBOX  | 
WS_TABSTOP, 13,82,79, 10 

"SDetached  signature  fiLe",IDC_DETACHEDSIG," Button", 
BS_AUTOCHECKBOX  | W S _T AB S TO P , 1 3 , 94 , 89 , 1 0 
"&OK",IDOK,116,93,50,14,WS_GROUP 
"&CanceL",IDCANCEL,172,93,50,14 
"SSigning  key  : " , I D C_ST AT  I C , 8 , 9 , 42 , 8 
IDC_SIGNKEYCOHBO,54,7,168,60,CBS_DROPDOWNLIST  | 
WS_VSCROLL  I WS_TABSTOP 

"Hide  T&ypi ng", IDC_HIDETYPING, "But ton",BS_AUTOCHECKBOX  | 
BS_N0TIFY  I WS_GR0UP  | W S _T AB S TO P , 1 68 , 2 8 , 5 4 , 1 0 


END 


IDD_ADVERTISEHENT  DIALOG  DISCARDABLE  0,  0,  186,  94 
STYLE  DS.HODALFRAHE  | WS_P0PUP  | WS_VISIBLE 
FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "Your  Ad  H e r e " , I D C_ W W W L I N K, 63 , 73 , 66 , 1 4 
PUSHBUTTON  "8CanceL",IDCANCEL,135,73,44,14 


END 


IDD_NAG  DIALOG  DISCARDABLE  0,  0,  175,  150 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_VISIBLE 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "&Not  y e t . . . " , I D OK, 1 1 0 , 80 , 60 , 1 4 
PUSHBUTTON  "SOrder  No w ! " , I D C _ W W W LI N K, 1 1 0 , 6 5 , 60 , 1 4 


END 


///////////////////////////////////////////////////////////////////////////// 

// 

//  DESIGNINFO 
// 

#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_PREF1,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  211 
TOPMARGIN,  7 
BOTTOMMARGIN,  117 

END 

IDD_PREF0,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  211 
TOPMARGIN,  7 
BOTTOMMARGIN,  117 

END 

IDD_PREF2,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  211 
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TOPMARGIN,  6 
BOTTOHMARGIN,  117 

END 

IDD_KEYRAND,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  268 
TOPHARGIN,  7 
BOTTOHMARGIN,  159 

END 

IDD_PASSPHRASE,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  222 
TOPHARGIN,  7 
BOTTOHMARGIN,  64 

END 

IDD_QUERYUSEBACKUPS,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  289 
TOPHARGIN,  7 
BOTTOHMARGIN,  203 

END 

IDD_HELPABOUT,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  323 
TOPHARGIN,  7 
BOTTOHMARGIN,  125 

END 

IDD_SPLASH,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  46 
TOPHARGIN,  7 
BOTTOHMARGIN,  32 

END 

IDD_PASSPHRASEKEYS,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  222 
TOPHARGIN,  7 
BOTTOHMARGIN,  85 

END 

IDD_PASSPHRASEOPTIONS,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  222 
TOPHARGIN,  7 
BOTTOHMARGIN,  107 
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END 

IDD_ADVERTISEMENT,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  179 
TOPMARGIN,  7 
BOTTOHMARGIN,  87 

END 

END 

#endif  //  APSTUDIO  INVOKED 


// 

II  Bitmap 
// 


IDB_ 

CREDITS8 

BITMAP 

DISCARDABLE 

"res\\credits8bit.bmp 

IDB_ 

CREDITS4 

BITMAP 

DISCARDABLE 

"res\\credits4bit.bmp 

IDB_ 

CREDITS1 

BITMAP 

DISCARDABLE 

"resWcreditsIbit.bmp 

// 

//  String  Table 
// 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_GENERAL  "General  strings" 

IDS_PRIVKEYRINGFILTER  "Private  Keyring  Files  (*.skr;  *.prvkr;  *.pgp)\ 

a* . s k r ; * . p r V k r ; * . p g pa A I I Files  (*.*)a*.*aa" 


IDS_PRIVKEYCAPTION 
IDS_PUBKEYCAPTION 
IDS_PROPCAPTION 
IDS_CAPTIONERROR 
IDS_GENERICERROR 
successful ly. " 


Select  Private  Keyring  File" 

Select  Public  Keyring  File" 

PGP  Preferences" 

PGP  Error" 

%s\n\nThe  attempted  operation  was  not  completed 


IDS_HELPFILENAME 

IDS_TITLE0 

IDS_TITLE1 

IDS_TITLE2 

IDS.FILEINFOFORHAT 

IDS_FILENOTEXIST 

I DS_PGPKEYSREGI D 

IDS_ERR_OUTOFMEMORY 

END 


PGP50.hlp" 

Genera  I" 

Key  Files" 

Ema i I " 

%i  bytes,  last  modified  on  %s" 
does  not  exist" 
SoftwareWPGPWPGPWPGPkeys" 

The  PGP  library  has  run  out  of  memory. 


\ 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_ERRORMESSAGE  "\n\nThe  attempted  operation  was  not  completed  \ 

successful ly.  " 

IDS_ERR_WRONGKEYPASSPHRASE 

"The  passphrase  you  entered  does  not  match  the  \ 

passphrase  on  the  key." 

IDS_ERRORHESSAGECAPTION  "PGP  Warning" 

IDS_ERR_KEYRINGFILENOTFOUND 

"Unable  to  open  the  default  public  keyring.  \ 
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Please  be  sure  that  PGP  is  configured  correctly  and  the  keyring  files  are  \ 
specified  correctly." 

IDS_ERR_RSAENCRERROR  "There  was  an  error  opening  your  public  keyring  \ 
file.  " 


IDS_ERR_ERRORREADINGSECRING 

"There  was 

file." 


an  error  opening  your  private  keyring  \ 


IDS_ERR_CANNOTSIGNWITHUNCERTIFIEDKEY 

"One  or  more  of  the  recipients  selected  (or  the  \ 
signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 
Please  contact  him/her  regarding  these  recipients." 
IDS_ERR_CANNOTENCRYPTWITHUNCERTIFIEDKEY 

"One  or  more  of  the  recipients  selected  (or  the  \ 
signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 
Please  contact  him/her  regarding  these  recipients." 
IDS_ERR_CANNOTDECRYPTUITHUNCERTIFIEDKEY 

"This  message  could  not  be  decrypted  because  one  \ 
or  more  of  the  recipients  have  not  been  certified  by  the  Corporate  Security  \ 
Officer.  Please  contact  him/her  regarding  these  recipients." 

IDS_ERR_UNABLETOMATCHID  "Unable  to  find  requested  user  in  keyring  file." 
IDS_ERR_INVALIDFILEOPERROR 

"This  message  could  not  be  decrypted.  Common  \ 

causes  are:\n\ 

1)  The  passphrase  dialog  was  c a n c e I I ed . \ n \ 

2)  PGP  was  unable  to  find  your  private  keyring.  \ 

Please  check  the  conf i gu r a t i on . \ n \ 

3)  PGP  was  unable  to  find  the  appropriate  private  key  on  your  keyring.  \ 

This  implies\n\ 

that  you  were  not  a recipient  of  this  message. \n\ 

4)  The  ASCII  armoring  of  the  message  is  corrupt  in  some  fashion. \n" 

IDS_ERR_CATCHALL  "An  internal  error  (#%i)  occurred.  Please  call  \ 

the  Pretty  Good  Privacy,  Inc.  technical  support  line." 

IDS_ERR_KEYNOTEXIST  "One  or  more  of  the  recipients  could  not  be  found  \ 

on  your  keyring." 

I DS_ERR_WRONGPASSPHRASE  "The  passphrase  you  entered  is  not  the  correct  \ 
phrase.  " 

IDS_SIG_VERUNTRUSTED  "Warning:  Because  this  key  is  not  certified  with  \ 

enough  trusted  signatures,  it  cannot  be  known  with  high  confidence  that  this  \ 
message  was  actually  signed  by  %s." 

I DS_S IG_VE R I F I E D "Good  signature  from  % s . \ n S i g na t u r e made  on  %s." 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_SIG_NOT\/ERI  FIED  "Could  not  find  a public  key  to  verify  the  \ 


signature  on  this  message." 
IDS_SIG_BADSIG 
IDS_SIG_UNVERIFIABLE 
I DS_SIG_DATESTRING 
IDS_INFOTEXT 
IDS_CREDITTEXT 
IDS_PGPHAILREGID 
IDS_WEBLINK 
IDS_ERR_RSADECRERROR 
decryption  key  could  not  be 


"Bad  signature  from  %s!" 

"Unable  to  verify  signature!" 

" Signature  made  on  %s." 

"Info" 

"Credits" 

"Sof  twareWPGPWPGP" 

"http://www.pgp.com/" 

"Unable  to  decrypt  message  because  the  necessary 
found  on  your  keyring." 


IDS  ERR_DECRYPTINPUTBUFFEREMPTY 


There  is  nothing  to  decrypt  and/or  verify. 


\ 


I DS_ERR_NOPGPDATA  "Could  not  find  any  relevant  PGP  information  in  \ 
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the  message." 

IDS_ERR_ENCRYPTINPUTBUFFEREMPTY 

"There  is  nothing  to  encrypt  and/or  sign." 

I D S_ERR_BLI  F F ER I SKE  Y "The  data  contains  a PGP  key,  not  a message." 

I D S _ E R R_K E Y A D D E R RO R "The  key  which  you  are  attempting  to  add  is  \ 

corrupt  . " 

I D S _ E R R_KE Y I 0 W R I T I N G "There  was  an  error  during  the  writing  of  the  \ 

keyring  or  the  exported  file." 

I DS_ERR_N0 F I LE  "There  was  an  error  opening  or  writing  the  \ 

keyring  or  the  output  file." 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

I DS_ERR_RNGNOTS E E D E D "There  is  not  enough  random  data  currently  \ 
avai table. " 


IDS_ERR_INPUTFILENOTEXIST  "The  specified  input  file  does  not  exist." 
IDS_ERR_OTHERINSTANCE  "Cannot  add  key  because  the  keyring  is  being  \ 
accessed  by  another  application." 

IDS_ERR_CANNOTUSEUNTRUSTEDKEY 

"Cannot  use  the  requested  key  for  this  operation  \ 
because  the  key  is  not  sufficiently  trusted." 

IDS_ERR_CANNOTOPENOUTPUTFILE 

"The  specified  output  file  cannot  be  opened." 


IDS  ERR  OUTPUTBUFFERTOOSMALL 


"Cannot  perform  the  requested  operation  because  \ 
the  output  buffer  is  too  small." 

IDS_ERR_KEYRINGCORRUPT  "The  keyring  file  is  corrupt." 

I D S _E R R_ S I G N KE YN OT E X I S T "The  specified  signing  key  could  not  be  found  on  \ 
your  keyring." 


IDS  ERR  EXTRACTKEYNOTEXI ST 


"The 


key r i ng . " 

IDS_ERR_DETACHEDSIGNOTFOUND 


specified  key  could  not  be  found  on  your  \ 


"The  message  or  file  could  not  be  verified  \ 
because  the  detached  file  was  not  a signature." 

I D S_E R R_S I GON L Y KE Y "Could  not  encrypt  to  specified  key  because  it  \ 

is  a sign-only  key." 

IDS_ERR_ENCRYPTONLYKEY  "Could  not  sign  with  specified  key  because  it  \ 
is  an  encrypt-only  key." 


I D S_ E RR_ C 0 R R U PT P A C KET  "The  data  contains  a bad  (corrupted)  PGP  packet." 
IDS_ERR_DETSIGFOUND  "The  message/data  contains  a detached  signature." 


END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_NOSIGNKEY  "No  signing  key  has  been  selected.  Please  \ 

select  a key\n\ 

from  the  dropdown  list  of  signing  keys." 

IDS_ERR_NOSECRETKEYS  "No  secret  keys  could  be  found  on  your  keyring." 

I DS_ERR_DU PLI C AT  EDS ER I D "The  specified  user  ID  was  not  added  because  it  \ 
already  exists  on  the  selected  key." 

IDS_ERR_DUPLICATECERT  "This  key  is  already  signed  by  the  specified  \ 
signing  key." 

IDS_RANDOHPROHPT  "Enter  random  input:" 

IDS_RAND0MD0NE  "Input  complete!" 

IDS_ERR_FILEPERMISSIONS  "Unable  to  perform  operation  because  this  file  \ 

is  readonly  or  otherwise  protected.  " 
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I DS_RSA 
I DS_DSA 
I DS_UNKNOWN 
IDS_CAPTION 
IOS_INVALIDWRAP 
IDS_NOENCRYPT WARNING 
uiLL  notXnbe  able  to  decrypt 
Are  you  sure  you  want  to  do 
IDS_INVALIDCACHEVALUE 


"RSA" 

"DSS" 

"Unknown" 

"PGP  Warning" 

"The  word  wrap  column  must  be  greater  than  zero. 
"If  you  don't  encrypt  to  the  default  key,  you  \ 
files  or  messages  that  you  e n c r y p t . \ n \ n \ 
this?  " 

"You  cannot  cache  passphrases  for  more  than  300 


\ 


seconds  . 


IDS_PUBKEYRINGFILTER  "Public  Keyring  Files  (*.pkr;  *.pubkr;  *.pgp)\ 

a*.pkr;*.pubkr;*.pgp5)Al  I Files  (*.*)a*.*aa" 

IDS_DEFPRIVRINGEXT  "skr" 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_DEFPUBRINGEXT 
IDS_ILLEGALFILENAME 
IDS_FVURL 
IDS.FVBUTTONTEXT 
IDS_BROWSERERROR 
IDS_KEYCOLTITLE 
IDS_DATECOLTITLE 
IDS_BITSCOLTITLE 
IDS_UNAVAILABLECERT 
IDS_NOKEYSELECTED 
keys  you  wish  to  import  into 
IDS  RSADSAMIXWARNING 


p k r " 

You  have  specified  an  invalid  file  name." 
http: //www. fv. com/" 

SRegi ster" 

Windows  is  not  able  to  launch  your  web  browser." 
Keys  " 

Creation" 

Size" 

Unavailable,  " 

No  keys  have  been  selected.  You  must  select  the 
your  keyring." 

Signing  with  a D i f f i e-H e I I ma n / D S S key  when  \ 


encrypting  to\n\ 

RSA  recipients  will  result  in  a message  that  users  of  PGP\n\ 
versions  prior  to  5.0  will  not  be  able  to  d e c r y p t . \ n \ n \ 

Are  you  sure  you  want  to  do  this?\n" 

I DS_ERR_EXPIRED  "The  evaluation  time  for  PGP  encrypting  and  \ 


signing  has  passed. \n\ 
Operation  aborted." 


END 


\ 


#end i f 


//  English  (U.S.)  resources 


#ifndef  A PSTU D I 0_ I N VOKE D 


// 

//  Generated  from  the  TEXTINCLUDE  3 resource. 


// 

^include 
#i nc I ude 
#i nc  lude 


'PGPSplash. rc" 
'PGPcomdlgVer . rc' 
'PGPNag. rc" 


# e nd i f 


//  not  APSTUDIO  INVOKED 
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PGPcomdIgHelp.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

* 

*/ 

/*  PG Pcomd L g H e L p . h - defines  constants  for  heLp  fiLe  */ 

/*  $Id:  PGPcomdLgHeLp.h,v  1.2  1997/05/09  16:25:45  pbj  Exp  $ 


/ * base 

vaLue  for  comdLg  entries:  1000  */ 

#def i ne 

IDH_PGPCDCHECK_CHECKDIALOGn  n 1000 

#def  i ne 

IDH_PGPCDPHRASE_HIDETYPINGn  n 1010 

#d  e f i n e 

IDH_PGPCDPHRASE_PHRASEn  n n 1011 

#d  e f i n e 

IDH_PGPCDPHRASE_SIGNINGKEYn  n 1012 

#def  i ne 

IDH_PGPCDPHRASE_ASCIIARMORh  n 1013 

# d e f i n e 

IDH_PGPCDPHRASE_DETACHEDSIGnn  1014 

#def i ne 

IDH_PGPCDPREF_ENCRYPTDIALOGnn  1100 

#d e f i n e 

IDH_PGPCDPREF_ENCRYPTTOSELFnn  1101 

#def  i ne 

IDH_PGPCDPREF_SIGNCACHEENABLEn  1102 

# d e f i n e 

IDH_PGPCDPREF_SIGNCACHESECONDSn  1103 

#def i ne 

IDH_PGPCDPREF_WARNONHARGINALn  1104 

#d e f i n e 

IDH_PGPCDPREF_USEFASTKEYGENHn  1110 

#def  i ne 

IDH_PGPCDPREF_FILEDIALOGn  n 1200 

#d e f i n e 

IDH_PGPCDPREF_PRIVATEKEYRINGn  1201 

#def  i ne 

IDH_PGPCDPREF_SETPRIVATEKEYRINGn1202 

# d e f i n e 

IDH_PGPCDPREF_PUBLICKEYRINGnn  1203 

#def i ne 

IDH_PGPCDPREF_SETPUBLICKEYRINGn  1204 

#def  i ne 

I DH_PGPCDPRE F_EHAI LDI ALOGn  n 1300 

# d e f i n e 

IDH_PGPCDPREF_ENCRYPTPGPMIMEn  1301 

# d e f i n e 

IDH_PGPCDPREF_SIGNPGPHIMEn  n 1302 

# d e f i n e 

IDH_PGPCDPREF_PASSCACHEENABLEn  1303 

#def i ne 

IDH_PGPCDPREF_PASSCACHESECONDSn  1304 

#def i ne 

IDH_PGPCDPREF_WORDWRAPENABLEn  1305 

#d  e f i n e 

IDH_PGPCDPREF_UORDWRAPCOLUMNn  1306 

#def i ne 

I DH_PGPCDPREF_ENCRYPTBYDE FAULTS  1307 

# d e f i n e 

IDH_PGPCDPREF_SIGNBYDEFAULTnn  1308 

:CCHK:604e41ffff9cc6ff45809aa963699138a63fe1d01bffc:D 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

*/ 

//:  PGPcomdIgVer.h  - PGPcomdLg  version  history 
// 

//n  $ld:  PGPcomdIgVer.h, V 1.19  1997/05/30  17:05:31  pbj  Exp  $ 

// 


/ /n 

970204n 

0001  n 

- 

first  version 

// 

//n 

970207n 

0002q 

added  ca L L to  pgpSavePrefs 

/ /n 

Q Q 

n 

□ 

- 

added  support  for  wordwrap 

//n 

n n 

n 

n 

- 

removed  "compress  before  encrypt" 

II  n 

n □ 

n 

Q 

- 

added  controls  (but  no  code)  for  new  email  options 

II 

/ /n 

97021 0n 

0003n 

added  code  for  new  email  options 

// 

/ /n 

970224n 

0004q 

_ 

fixed  bug  which  causes  dialog  to  be  recentered 

//n 

D n 

n 

a 

- 

added  code  to  broadcast  keyring  reload  message 

/ /n 

n n 

n 

n 

- 

added  help  buttons 

/ /n 

n n 

a 

n 

- 

changed  name  to  PGPcomdLg  (from  PGPprefs) 

//n 

n n 

n 

n 

- 

added  entropy  collection  dialog 

// 

//n 

970228n 

0005D 

added  PG P c omd L g G e t Ph r a s e routine 

/ /n 

n Q 

□ 

n 

- 

added  calls  to  pgpLiblnit  and  pgpLi bC 1 eanup  to 

//n 

□ n 

n 

n 

entropy  and  pref  routines 

// 

//n 

970303n 

0006n 

_ 

cleaned  up  variable  names  and  types 

/ /n 

n n 

n 

n 

- 

changed  passphrase  code  to  handle  unlimited  phrases 

// 

//n 

970305n 

0007n 

_ 

added  initial  version  of  PG Pcomd  1 g C h e c kKey R i ng s 

/ /n 

D S 

□ 

n 

- 

added  PGPcomd L g He L p About 

/ /n 

n n 

n 

n 

- 

changed  name  (to  PG P c omd L g P r e f e r en c e s ) and  return 

/ /n 

□ n 

a 

n 

values  of  PG Pcomd L g P ropS h ee t s 

// 

/ /n 

970306n 

0008n 

_ 

added  help  button  to  PGPcomd L g C hec kKey R i ng s dialog 

//n 

n n 

n 

B 

- 

moved  help  file  Loadstring  to  DLLMain 

/ /n 

n n 

n 

B 

- 

renumbered  resource  constants  for  help  purposes 

// 

/ /n 

970311n 

0009n 

_ 

switched  from  HeapALLoc  to  pgpHemALLoc 

//n 

□ n 

n 

B 

- 

cleaned  up  tab  order  in  dialogs 

//n 

n n 

n 

B 

- 

fixed  random  dialog  to  accept  keystrokes 

//n 

n n 

n 

B 

- 

added  code  to  get  full  help  file  path  from  registry 

//n 

n n 

n 

B 

- 

added  "fast  key  gen"  checkbox 

//n 

n n 

n 

B 

- 

added  PG P c omd L g E r r o r H e s s a g e and  PG P c omd L g E r r o r To S t r i n g 

//n 

n D 

n 

B 

- 

added  PGPcomdlgTransLateSignatureResult 

// 

//n 

970314n 

001  0n 

_ 

added  splash  screen  routine  (partially  implemented) 

//n 

D Q 

D 

B 

- 

changed  help  about  dialog  to  include  new  bitmaps 

/ /n 

D n 

n 

B 

- 

change  "fast  key  gen"  text 

//n 

n n 

n 

B 

- 

built  with  static  runtime  Linkage 

// 

//n 

97031 5n 

001  1 n 

_ 

implemented  palette  and  color  depth  code  for  splash 

/ /n 

s n 

n 

B 

screen  and  Help  About 

//n 

n D 

Q 

B 

- 

added  resizing  code  to  Help  About 

//n 

n □ 

n 

B 

- 

added  painting  of  Licensee  info  to  bitmap 

// 

/ /n 

970317n 

001  2n 

fixed  bug  in  PG Pc omd L gT r a n s L a t e S i g n a t u r e Re s u L t which 
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//n 

n n 

n 

n 

was  causing  stack  problems  in  TED 

//n 

n n 

n 

n 

- 

made  header  file  more  C++  friendly  Cl  hope) 

//n 

□ □ 

n 

o 

- 

added  text  strings  for  messages  31,  56,  and  1202 

// 

//n 

970318n 

0013n 

_ 

fixed  bug  in  PG P c omd 1 g E r r o r H e s s a g e with  usage  of  g_szbuf 

// 

//n 

97031 9n 

001  4n 

_ 

added  0 F N_ H I D E R E A DON L Y to  openfile  dialogs  in  PGPprefs 

//n 

n □ 

Q 

□ 

- 

added  some  "input  buffer  empty"  message  strings 

//n 

Q n 

n 

a 

- 

added  shared  data  segment  flags  to  prevent  duplicate 

//n 

D n 

D 

□ 

instances 

//n 

n n 

n 

n 

- 

fixed  string  bug  in  PG P c omd 1 g E r r o r To S t r i n g 

/ /n 

n n 

□ 

Q 

- 

added  PGPcomdlgNotifyKeyringChanges 

//n 

□ □ 

Q 

U 

- 

fixed  pointer  bug  in  PG Pc omd 1 g H e 1 p Abou t 

// 

//n 

97031 9n 

001  5n 

__ 

added  new  email  preferences 

// 

//n 

970321 n 

001  6n 

_ 

added  in  Brett's  timeout  code  ( PGPexpi re . c ) 

//n 

n n 

n 

tt 

- 

changed  text  of  PGP/MIME  preference  checkboxes 

/ /n 

n □ 

Q 

n 

- 

splash  dialog  now  "tool  window"  to  prevent  appearance 

//n 

n Q 

□ 

B 

in  task  bar 

// 

//n 

970324H 

001  7n 

_ 

renamed  to  PGPcmdlg 

/ / n 

n n 

a 

B 

- 

changed  "*.seckr"  to  "*.prvkr"  in  openfilename  dialogs 

//n 

n n 

□ 

B 

- 

added  code  to  support  keyserver  preferences 

/ /n 

n n 

Q 

B 

- 

added  signing  passphrase  cache  preferences 

// 

/ /n 

970325n 

001  8b 

fixed  bug  where  cache  edit  boxes  were  not  being 

//n 

o n 

n 

B 

enabled/di sabled 

// 

//n 

970327n 

001  9n 

fixed  radio  button  grouping  on  check  file  dialog 

/ /n 

n n 

n 

B 

- 

"generified"  text  on  entropy  dialog 

//n 

n n 

n 

B 

- 

moved  buttons  in  help  about  dialog  on  top  of  bitmap 

/ /n 

n D 

n 

B 

- 

cleaned  up  tab  order  and  "Alt+"  navigation  in  dialogs 

// 

/ /n 

970331n 

0020b 

_ 

added  "ISKEY"  error  message 

//n 

n n 

Q 

B 

- 

fixed  browse  problem  when  file  not  selected  properly 

// 

//n 

970401n 

0021b 

_ 

implemented  24-bit  bitmaps  for  splash  and  HelpAbout 

// 

//n 

970402n 

0022b 

_ 

added  numerous  error  code  messages 

// 

//n 

970403n 

0023b 

_ 

added  new  error  codes 

// 

/ /n 

970404n 

0024a 

__ 

added  flag  bit  to  error  messagebox  to  force  it  to 

/ /n 

Q n 

n 

B 

foreground 

// 

//Q 

970407n 

0025a 

_ 

updated  splash  and  credit  bitmaps 

/ /n 

n D 

n 

B 

- 

added  new  "warn  on  encrypt  to  marginal  key"  checkbox 

/ /n 

n n 

n 

B 

- 

added  signing  key  selection  combo  box  to  passphrase  dig 

// 

//n 

970408n 

0026b 

_ 

actually  implemented  new  "warn  on  marginal"  checkbox 

/ /n 

Q n 

n 

B 

- 

changed  behavior  of  PGPcomd 1 gGet Ph ra se  when  no  default 

/ /n 

n n 

n 

B 

or  no  key  avail 

//n 

Q n 

a 

B 

- 

changed  PGPCOMDLG  error  constants  and  added  them  to 

//n 

a n 

a 

B 

PGPe  r ro  r 

/ /n 

n n 

n 

B 

- 

added  context  help  ids  for  new  combo  and  checkboxes 

// 

//n 

970408n 

0027b 

_ 

disables  passphrase  when  not  needed  or  no  key  selected 
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//n 

n o 

a a 

/ /n 

n n 

a a 

//n 

n n 

a a 

// 

/ /n 

970410n 

0028n 

//n 

n Q 

a a 

// 

/ /n 

97041 4n 

0029n 

/ /n 

s a 

a a 

// 

/ /n 

97041 5n 

0030n 

// 

//n 

970416n 

0031n 

//n 

n n 

a a 

// 

//n 

970417n 

0032n 

/ / n 

n n 

a a 

// 

/ / n 

970418n 

0033a 

// 

//n 

970421n 

0034a 

/ /n 

n □ 

a a 

// 

//n 

970422n 

0035a 

// 

//n 

970423n 

0036a 

//n 

n o 

a a 

// 

//n 

970424n 

0037a 

//n 

Q n 

a a 

// 

/ /n 

970425n 

0038a 

//n 

n n 

a a 

/ /n 

n Q 

a a 

//n 

n n 

a a 

/ /n 

n n 

a a 

// 

/ /n 

970429n 

0039b 

//n 

Q Q 

a a 

// 

//n 

970430n 

0040b 

//n 

n □ 

a a 

// 

//n 

970504n 

0041  a 

//n 

n □ 

a a 

// 

/ /n 

970505n 

0042a 

// 

/ /n 

970506n 

0043a 

// 

/ /n 

970508n 

0044b 

// 

//n 

970512n 

0046a 

/ /n 

D n 

a a 

/ /n 

a a 

a a 

// 

/ /n 

970613n 

0047b 

// 

- added  code  to  exclude  revoked  and  expired  keys  from  List 

- added  main  window  delay  to  splash  routine 

- added  code  to  Limit  splashes  to  one-a-day 

- added  code  to  support  retaining  selected  signing  key 

- changed  misc  error  code  text 

- added  passphrase  dialog  with  signing  options 

- added  entropy  routine  calls  to  PG P c omd L g Ge t Ph r a s e 

- fixed  bug  with  Shift-Tab  in  passphrase  dialog 

- changed  text  of  PG PE R R_KE Y DB_ D U PL  I C AT E_U S E R I D 
and  PGPERR_KEYDB_DUPLICATE_CERT  messages. 

- changed  default  focus  of  passphrase  dialog 

- resets  read-only  warning  when  file  is  changed 

- changed  entropy  collection  dialog  to  new  spec 

- changed  "encrypt  to  self"  to  "encrypt  to  default  key" 

- added  read-only  error  code  text 

- changed  behavior  of  check  file  dialog  when  files  exist 

- changed  "PGPmail"  to  "PGP" 

- added  (Type/Size)  info  to  signing  key  selection  combobox 

- warns  and  disallows  wordwrap  ==  0 

- changed  "warn  on  marginal  keys"  to  "show  recipients  ..." 

- consolidated  encrypt  and  sign  PGP  MIME  preferences 

- added  Limits  to  signing  and  encrypting  passphrase  caches 

- unchecks  cache  if  time  set  to  zero 

- changed  to  new  file  extensions 

- added  code  to  do  checking  for  valid  file  names 

- new  splash  screens  reflecting  new  name 

- changed  text  of  read-only  file  warning 

- added  advertisement  call  PG P c omd L g Ad ve r t i s emen t 

- started  inserting  id  strings  for  cvs 

- fixed  PG Pc omd L g Ra ndom  to  return  PGPC0MDLG_0K  or 
PGPCOMDLG_CANCEL  (partial  fix  of  bug  #667) 

- new  credits  bitmap 

- removed  FirstVirtual  bitmaps  to  reduce  DLL  size 

- added  passphrase  security  mods  as  per  Damon/Colin 

- new  credits  bitmap 

- changed  "DSA"  to  "DSS" 

- added  freeware  versions  of  splash  screens 

- uncorrupted  version  of  credits  bitmap 
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//H 

970514n 

0048n 

//n 

a Q 

Q D 

II 

//n 

97051 5n 

0049h 

II  n 

□ □ 

a a 

II 

//n 

970520n 

0050a 

//n 

Q a 

n n 

//n 

Q □ 

n Q 

// 

//n 

970521n 

0051n 

// 

/ /n 

970521n 

0052n 

/ /n 

D □ 

n □ 

// 

II  n 

970522n 

0053n 

Ha 

D a 

a a 

// 

Ha 

970527n 

0054q 

// 

Ha 

970527n 

0055n 

Ha 

n n 

n B 

H 

Ha 

970528n 

0056b 

Ha 

n a 

B B 

// 

Ha 

970530n 

0057b 

// 

- new  credits  bitmap 

- added  message  box  on  browser  Launch  error 

- added  filtering  of  "encrypt  onLy"  keys  in  signing  key 
combo  box  of  passphrase  dialog 

- added,  then  removed  PGPcomd L gQue ryAddKey s 

- fixed  bug  where  shift+keys  caused  visible  passphrase 

- changed  email  prefs  as  per  Elrod 

- forced  passphrase  dialog  to  foreground  (bug  #876) 

- reverted  email  preferences 

- added  "fill  in  the  blank"  version  info  in  HeLp|About 

- now  sets  k PG P P r e f Ha i L S i g n PG PM  I M E to  be  same  as 
kPGPPrefHailEncryptPGPMIME 

- new  credits  bitmap 

- added  code  to  provide  warning  when  mixing  RSA  encryption 
and  DSA  signing  keys 

- added  semaphore  to  prevent  multiple  instances  of 
preferences  property  sheet 

- changed  VERSIONINFO  to  new  format 
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//  VERSIONINFO  structure  which  automatically  include  version 
//  string  from  PGPversion.h 
// 

//include  <winver.h> 

//include  .\include\pgpversion.h" 


// 

//  Version 
// 


VS_VERSI0N_INF0  VERSIONINFO 
FILEVERSION  PGPVERSIONHAJOR,PGPVERSIONHINOR,0,0 
PRODUCTVERSION  PGPVERSIONHAJOR,PGPVERSIONHINOR,0,0 
FILEFLAGSMASK  VS_FFI_FILEFLAGSMASK 
//ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 
//else 

FILEFLAGS  0x0L 
// e nd i f 

FILEOS  VOS WIND0WS32 

FILETYPE  VFT_DLL 
FILESUBTYPE  VFT2_UNKNOWN 
BEGIN 

BLOCK  "StringFileInfo" 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  " C ompa ny N a me " , PGPCOMPAN YNAHE 
VALUE  "FileDescription",  "PGP  Common  DiaLogs\0 
VALUE  ” Fi  leVersi on",  PG PV E R S I 0 N S T R I N G 
VALUE  " I n t e r n a I Name " , " PG P c omd  I g \ 0 " 

VALUE  "LegalCopyright",  PGPCOPYRIGHT 
VALUE  " Lega ITradema r ks " , PG PT R A D EM ARKS 
VALUE  " 0 r i g i na I F i I ename " , " PG P c md  I g . d I I \ 0 " 
VALUE  "ProductName",  PG PP RO D U C T N AH E 
VALUE  "ProductVersion",  PG P V E R S I ON  ST R I N G 

END 

END 

BLOCK  "VarFi leinf o" 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 


C[CHK:49cdaac372276c8c601d86abd6db07dd2ec7266f6a60a733d3f:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


684 


PGPcomdIgx.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:  PGPcomdLgx.h  - internaL  header  for  PGPcomdLg  project 
// 

//n  $ld:  PG P c omd L g X . h , V 1.3  1997/05/09  16:25:45  pbj  Exp  $ 

// 

Sdefine  PGPLIB 

#incLude  <Hindows.h> 

#incLude  < c omm c t r L . h> 

#incLude  "resource. h" 

SincLude  "..\incLude\config.h" 

#incLude  ".  .\incLude\pgpkeydb.h" 

#incLude  " PG P c omd L g H e L p . h " n //  fiLe  containing  constants 
//  passed  to  WINHELP 

#incLude  ". .\incLude\PGPcondLg.h" 

#define  G_BUFLENn  512 

#define  LINCENSEEXn  150 
#define  LINCENSEEYn  8 

//  prototypes 

/ / PGPcomd  L g . c 

VOID  PaintUserInfo  (HDC  hDC,  INT  iXpos,  INT  iYpos); 

LRESULT  PG P c omd L g M e s s a g e Bo x (HWND  hWnd,  INT  iCaption,  INT  iMessage, 
n n n n n n n ULONGuLFLags); 

HBITHAP  Loa d Re s o u r c eB i t ma p (HINSTANCE  hinstance,  LPSTR  LpString, 

HPALETTE  FAR*  LphPaLette); 


[[:CHK:604e5a8aaddfd6e77baacc551  331  1 881  35581  1 01  leD: 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : PG Pe r ro r . c - convert  error  codes  to  strings  and  dispLay  in  messagebox 
// 

//n  $ld:  PGPerror.c, V 1 . 4. 2. 2 1997/06/09  1 5:54:  50  dgaL  Exp  $ 

// 

/^incLude  " pg  p c omd  L g x . h " 

#incLude  "..\incLude\spgp.h" 

//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  CHAR  g_  s z bu  f [ G_BLJ  F LE  N ] ; 

/ / Loca  L g Loba  Ls 


// I 

//n  get  descriptive  string  for  error  code 

BOOL  PGPExport  PG P c omd L g E r r o rTo S t r i ng  (INT  iCode,  LPSTR  szString, 
nnnnnnnnnnn  DINT  uLen)  { 

n UINT  uIDS  = 0; 

n //  pgpLib  error  codes 

n if  (iCode  ==  PGPERR_OK)  return  FALSE; 

n if  (iCode  <0){ 

n n switch  (iCode)  f 

n n case  PG P E R R_ I NT E R RU PT E D : 
n n n return  FALSE; 

n n case  PG P E R R_ F I LE I 0_B A D PKT  : 
n n n uIDS  = I DS_ERR_CORRUPTPACKET; 

n n n break; 

n n case  PG P E RR_K E Y I 0_WR I T I NG  : 
n n n uIDS  = I D S _ E R R_KE Y I 0 WR I T I NG; 

n □ n break; 

n n case  PG PE RR_NO_ F I LE  : 
n n n uIDS  = IDS_ERR_NOFILE; 

n n n break; 

n n case  PGPERR_NOMEH  : 

n n n uIDS  = I D S_E R R_0UT0 F H EMOR Y ; 

n n n break; 

n n case  PG P E R R_<E Y DB_B A D P A S S PH R AS E : 
n n n uIDS  = I D S_ E R R_WRONGKE Y P A S S PH R A S E ; 

n n n break; 

n n case  PG PE RR_KE Y DB_ D U P LI C AT E_U S ER I D : 

n n a uIDS  = IDS_ERR_DUPLICATEUSERID; 

n n n break; 
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n n case  PG P E R R_KE Y D B_D U P LI C AT E_ C E RT  : 
n n n uIDS  = I D S_ E R R_ D U P L I C AT E C E RT ; 

n n n break; 

n n case  PG P E R R_ F I LE_ P E R M I S S I 0 N S : 
n n n uIDS  = I D S _ E R R_  F I LE  P E RH I S S I ON  S ; 

n n n break; 

n n default  : 

n n n strncpy  (szString,  pgperrString  (iCode),  uLen); 

n n n s z S t r i ng C u Le n-1 D = '\0'; 

n n n return  TRUE; 

n n } 

n n Loadstring  (g_hlnst,  uIDS,  szString,  uLen); 

n n s z S t r i ng C u Le n-1 D = '\0'; 
n n return  TRUE; 

n > 

n //  other  error  codes 

n switch  (iCode)  { 

null  user  cancel  codes 
n n case  PG PC  OH D LG_ C AN C E L : 

a n case  PG PC  OH D LG_ A LR E A D YO P E N : 

n n case  S I H P L E PG PKE Y S E L_ C AN C E L : 

n n case  KE RN E L_C AN C E L_0 N_BU S Y : 

n n case  KE Y S E L_C AN C E L_0 N_BU S Y : 

n n case  S I H P LE PG PE N C R Y PTBU F F E R_KE Y S E LC AN C E L : 

n n case  S I H P LE PG PS  I G NBU F F E R_KE Y S E LC AN C E L : 

n n case  S I H P LE PG POP E N PUB  LI  C KE Y R I NG_U S E RC AN C E LONT AS KBU S Y : 

n n case  S I HP LE PG POP E N P R I V AT E KE Y R I N G_U S E R C AN C E LO NT AS KBU S Y : 

nail  everything  OK  codes 
n n case  KE R N E L_ EX  I T_0K  : 

n n case  KE R N E L_ EX  I T_0K_N0 S I G : 

n n n return  FALSE; 

n n case  KE RN E L_ I N V A LI D_ F I LE_OP_ E R RO R : 
n n n uIDS  = I D S _ E R R_  I N V A LI  D F I LEO  PE  R RO  R ; 

n n n break; 

n n case  KE RN E L_KE Y R I NG_ A D D_ E R RO R : 
n n n uIDS  = I D S_ E RR_KE Y A D D E R RO R ; 

n n n break; 

n n case  KE RN E L_0UT_0 F_H EH  : 

n n n uIDS  = I D S_ E R R_0 UTO F H E HO R Y ; 

n n n break; 

n a case  KE R N E L_N0N E X I ST_KE Y_ E R RO R : 
n n case  S I H P L E PG P_N0N E X I S T E NT R E C I P I E NT KE Y : 
n n n uIDS  = I D S_ E R R_KE Y NOT E X I ST ; 

n n n break; 

n n case  S I H P LE PG P_N ON  EX  I ST E NT S I G N E RKE Y : 
n n Q uIDS  = I D S _ E R R_S I GN KE Y N OT E X I ST ; 

n n n break; 

n n case  S I H P LE PG P_N ON E X I ST E N T E XT R A CT I ON KE Y : 
n n n uIDS  = IDS_ERR_EXTRACTKEYNOTEXIST; 

C[CHK:3d552400abcd2228334dabd86cd140d3766c566e15584ccba9bbfe99d49cfe1b2:: 
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n n n break; 

n n case  KE RN E L_ R S A_ E N C R_ E R RO R : 
n n case  S I M P L E PG P_ E R RO R R E A D I N G PUBR I NG  : 
n n n uIDS  = IDS_ERR_RSAENCRERROR; 

n n n break; 

n n case  S I HP LE PG P_R E C I P I E NIKE Y S I GN ATU R EO N L Y : 
n n n uIDS  = I D S_E R R_S I G ON L Y KE Y ; 

n n n break; 

n n case  KE R N E L_RS A_D E C R_ E R RO R : 

n n case  S I H P L E PG P_N0N E X I S T E NT D E C R Y PT I ONKE Y : 
n n n uIDS  = I D S _ E R R_  R S A D E C R E R RO  R ; 

n n B break; 

B B case  SIMPLEPGP_DETACHEDSIGNATURENOTFOUND  : 

B B B uIDS  = IDS_ERR_DETACHEDSIGNOTFOUND; 

B B B break; 

B B case  SIHPLEPGP.DETACHEDSIGNATUREFOUND  : 

B B B uIDS  = IDS_ERR_DETSIGFOUND; 

B B B break; 

B B case  KERNEL_SIGNATURE_ERROR; 

B B case  SIMPLEPGP_ERRORREADINGSECRING  : 

B B B uIDS  = IDS_ERR_ERRORREADINGSECRING; 

B B B break; 

B B case  SIMPLEPGP_SIGNERKEYENCRYPTIONONLY  : 

B B B uIDS  = IDS_ERR_ENCRYPTONLYKEY; 

B B B break; 

B B case  SIHPLEPGP_BADKEYPASSPHRASE  : 

B B B uIDS  = IDS_ERR_WRONGKEYPASSPHRASE; 

B B B break; 

B B case  SIHPLEPGP_BADCONVENTIONALPASSPHRASE  : 

B B B uIDS  = I DS_ERR_URONGPASSPHRASE; 

B B B break; 

B B case  SIHPLEPGP_NOPGPDATA  : 

B B B uIDS  = IDS_ERR_NOPGPDATA; 

B B B break; 

B B case  SIMPLEPGP_RNGNOTSEEDED  : 

B B B uIDS  = IDS_ERR_RNGNOTSEEDED; 

B B B break; 

B B case  SIHPLEPGP_KEYRINGPERHISSIONS  : 

B B B uIDS  = IDS_ERR_FILEPERHISSIONS; 

B B B break; 

//B  B case  SIMPLEPGP_UNABLETOMATCHID: 

//b  b b uIDS  = I D S _E RR_U N ABLETOH ATC H I D ; 
linn  B break; 

B B case  PGPCOHDLG_MEMERROR  : 

CCCHK: 22de89940771  2922227701  99a2fbbc5ee5accd066521  1 24bb6300f9aaf904921  01] 
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n n 

case  SIHPLEPGPADDKEY_NOTENOUGHHEHORYFORINPUTSTRUCTURE: 

Q n 

case  SIHPLEPGPANALYZEFILE_NOTENOUGHMEMORY  : 

n n 

case  SIMPLEPGPSIGNBUFFER_NOTENOUGHMEMORYFORINPUTSTRUCTURE: 

n a 

case  SIMPLEPGPSIGNBUFFER_NOTENOUGHHEMORYFOROUTPUTSTRUCTURE: 

n n 

case  SIMPLEPGPENCRYPTBUFFER_NOTENOUGHMEMORYFORINPUTSTRUCTURE: 

Q Q 

case  SIMPLEPGPENCRYPTBUFFER_NOTENOUGHHEMORYFOROUTPUTSTRUCTURE: 

n n 

case  SIHPLEPGPRECEIVEBUFFER_NOTENOUGHMEMORYFORINPUTSTRUCTURE: 

□ □ 

case  SiriPLEPGPRECEIVEBUFFER_NOTENOUGHMEMORYFOROUTPUTSTRUCTURE: 

u n 

case  SIHPLEPGPENCRYPTFILE_NOTENOUGHMEMORYFORINPUTSTRUCTURE  : 

//n  n 

case  SIMPLEPGPEXTRACTKEY_NOTENOUGHHEMORY FORINPUTSTRUCTURE  : 

n n 

case  SIMPLEPGPEXTRACTKEY_NOTENOUGHMEMORYFOROUTPUTSTRUCTURE  : 

n n 

case  SIMPLEPGPRECEIVEFILE_NOTENOUGHHEMORYFORINPUTSTRUCTURE  : 

Q Q 

case  SIMPLEPGPSIGNFILE_NOTENOUGHMEMORYFORINPUTSTRUCTURE  : 

n n case 

SIHPLEPGPVERIFYDETACHEDSIGNATUREBUFFER_NOTENOUGHHEMORYFORINPUTDATASTRUCTURE 
n n case 

SIMPLEPGPVERIFYDETACHEDSIGNATUREFILE_NOTENOUGHMEMORYFORINPUTDATASTRUCTURE  : 


n n 

a uIDS  = IDS_ERR_0UT0FMEM0RY; 

n □ 

n break; 

n n 

case  SIMPLEPGPRECEIVEBUFFER_INPUTBUFFERLENGTHISZERO  : 

n n 

case  SIMPLEPGPVERIFYDETACHEDSIGNATUREBUFFER_INPUTSIGBUFFERLENGTHISZERO 

n n case 

SIMPLEPGPVERIFYDETACHEDSIGNATUREBUFFER_INPUTDATABUFFERLENGTHISZERO 


□ n 

case  SIMPLEPGPANALYZEBUFFER_BUFFERLENGTHISZERO  : 

a n 

n uIDS  = IDS_ERR_DECRYPTINPUTBUFFEREHPTY; 

u n 

n break; 

n Q 

case  SIHPLEPGPENCRYPTBUFFER_INPUTBUFFERLENGTHISZERO  : 

Q n 

case  SIHPLEPGPSIGNBUFFER_INPUTBUFFERLENGTHISZERO  : 

D B 

n uIDS  = IDS_ERR_ENCRYPTINPUTBUFFEREHPTY; 

B B 

n break; 

B B 

case  SIHPLEPGPKEYSEL_KEYRINGFILENOTFOUND: 

B B 

n uIDS  = IDS_ERR_KEYRINGFILENOTFOUND; 

B B 

n break; 

B B 

case  SIMPLEPGPENCRYPTFILE_INPUTFILEDOESNOTEXIST  : 

B B 

case  SIHPLEPGPANALYZEFILE_FILENAMEDOESNOTEXIST  : 

B B 

case  SIMPLEPGPADDKEY_INPUTFILENAMEDOESNOTEXIST  : 

B B 

case  SIMPLEPGPRECEIVEFILE_INPUTFILEDOESNOTEXIST  : 

B B 

case  SIMPLEPGPSIGNFILE_INPUTFILEDOESNOTEXIST  : 

B B 

case  SIMPLEPGPVERIFYDETACHEDSIGNATUREFILE_INPUTDATAFILEDOESNOTEXIST  : 

B B 

case  SIHPLEPGPVERIFYDETACHEDSIGNATUREFILE_INPUTSIGFILEDOESNOTEXIST  : 

B B 

n uIDS  = IDS_ERR_INPUTFILENOTEXIST; 

B B 

n break; 

B B 

case  SIHPLEPGPENCRYPTFILE_OUTPUTFILECREATIONERROR  : 

B B 

case  SIHPLEPGPEXTRACTKEY_OUTPUTFILECREATIONERROR  : 

B B 

case  SIHPLEPGPSIGNFILE_OUTPUTFILECREATIONERROR  : 

B B 

n uIDS  = IDS_ERR_CANN0T0PEN0UTPUTFILE; 

B B 

n break; 

B B 

case  SIMPLEPGPRECEIVEBUFFER_OUTPUTBUFFERTOOSnALL  : 

B B 

case  SIMPLEPGPEXTRACTKEY_OUTPUTBUF FERTOOSMALL  : 

B B 

n uIDS  = IDS_ERR_0UTPUTBUFFERT00SMALL; 

B B 

n break; 
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n a case  S I M P L E PG P A D D KE Y_OT H E R I N ST AN C E RU N N I N G : 
n n n uIDS  = I D S _ E R R_0T H E R I N ST AN C E ; 

n n n break; 

//a  n case  S I M P LE PG PS  I G NBU F F E R_ F U N CT I ON  NOT E N ABLE D : 

//n  H case  SIMPLEPGPRECEIVEBU F FER_FUNCTIONNOTENABLED : 

//a  n case  S I M P LE PG P EN C R Y PTBU F F E R_ E N C R YPTNOTS I G N_ F UN C T I 0 N N OT E N ABLE D : 

//a  n case  S I M P L E PG P E N C R Y PTBU F F E R_E N C R YPT AN D S I G N_ FUN C T I 0 N N OT E N ABLE D : 

//a  n n uIDS  = I D S_ E R R_ F U N C T I ONNOT E N AB LE D ; 

//n  n n break; 

n n case  S I M P L E PG PS  I GNBU F F E R_C ANNOTU S EU N C E RT I F I E D KE Y : 
n n n uIDS  = I D S _ E R R_C AN  NOT S I GN W I T H U N C E RT I F I E DKE Y ; 

a n n break; 

n n case  S I M P LE PG PR E C E I VE BU F F E R_ C ANN OTU S EUN C E RT I F I E D KE Y : 
n n n uIDS  = I D S_E RR_C AN  NOT D E C R YPT W I T H UN C E RT I F I E D KE Y ; 

n n n break; 

n n case  S I H P LE PG PEN C R YPTBU F F E R_C ANNOTU S E UN C E RT I F I E D KE Y : 
n n n uIDS  = I D S_E RR_C AN N OT E N C R YPT W I T H UN C E RT I F I E D KE Y ; 

n n n break; 

n n case  S I M P LE PG PC H E C KR E C I P I E NT_C AN NOTU S E U NT RU ST E D KE Y : 
n n n uIDS  = I DS_ERR_CANNOTUS EUNTRUSTEDKE Y; 

n n case  S I M P LE PG PR E C E I V EBU F F E R_ I S KE Y : 
n n n uIDS  = I D S_E RR_BU F F E R I S KE Y ; 

n n n break; 

n n n 

n n case  PG P E R R_KE Y I 0_S E E KI NG  : 
n n case  PG PE R R_KE Y I 0_B A D PKT  : 
n n case  PG P E R R_KE Y I 0_R E A D I NG  : 
a n case  PG P E R R_KE Y I 0_ EO F : 
n n n uIDS  = I D S_E RR_KE Y R I NG C OR RUPT ; 
n n n break; 

n n case  PG PC  OH D LG_NO S E C R ET KE YS  : 
n n n uIDS  = IDS_ERR_NOSECRETKEYS; 

n n n break; 

n n case  PG PC  OH D LG_ E XPI R E D : 
n n n uIDS  = I D S_ E R R_E X PI R E D ; 

n n n break; 

n n default: 

n n n uIDS  = I D S_ERR_C AT C H A LL; 

n n n break; 

n } 

n Loadstring  (g_hlnst,  uIDS,  szString,  uLen); 
n if  (uIDS  ==  IDS_ERR_CATCHALL)  { 
n n wsprintf  (g_s2buf,  szString,  iCode); 

n n strncpy  CszString,  g_szbuf,  uLen); 

n n s z S t r i n g C u Le n-1 D = '\0'; 

a } 

n return  TRUE; 
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} 

H I 

//n  putup  error  messagebox  (if  necessary) 

BOOL  PGPExport  PG P c omd L g E r r o r He s s a g e (INT  iCode)  ( 

n CHAR  s z Me s s a g e [ G_BU F LE N D ; 
n CHAR  szCaptionC64!l; 

n if  ( PG P c omd L g E r r o rToS t r i ng  (iCode,  szMessage,  G_BUFLEN))  { 
n n Loadstring  (g_hlnst,  IDS_ERRORMESSAGECAPTION,  szCaption, 
nunnnnnn  s i z eo  f ( s z C a p t i o n ) ) ; 

B B MessageBox  (NULL,  szMessage,  szCaption, 

B B a n a n MB_OK|MB_ICONSTOP|HB_SETFOREGROUND); 

B B return  TRUE; 

B } 

B return  FALSE; 

} 

// I 

//b  convert  signature  result  code  to  message  string 

BOOL  PGPExport  PG P c omd I gT r a n s L a t e S i g na t u r e Re s u L t ( 

B B n n n n n INT  i S i g na t u r e C od e , LPSTR  szSigner, 

B B n n n n B LPSTR  s z S i g n a t u r e D a t e , 

B B n n n n n LPSTR  s z Me s s a g eBu f f e r , UINT  uBufferLen)  { 

B CHAR*  sz; 

B UINT  u; 

B u = LstrLen  (szSignatureDate)  + LstrLen  (szSigner)  + 256; 

B sz  = HeapALLoc  ( G e t P r o c e s s H e a p (),  0,  u); 

B if  (!sz)  return  FALSE; 

B szCOD  = '\0'; 

B switch  ( i S i g n a t u r e C od e ) { 

B case  SIGSTS_VERI FIED_UNTRUSTED : 

B B n Loadstring  (g_hlnst,  I D S_S I G_ V E RU NT RU ST E D , g_szbuf,  G_BUFLEN); 

B B n wsprintf  (sz,  g_szbuf,  szSigner); 

B B B Lstrcat  (sz,"\n"); 

B B B //Fall  through 

B B case  SIGSTS.VERIFIED: 

B B B Loadstring  (g_hlnst,  IDS_SIG_VERIFIED,  g_szbuf,  G_BUFLEN); 

B B B u = LstrLen  (sz); 

B B B wsprintf  (&szCu5,  g_szbuf,  szSigner,  szSignatureDate); 

B B B break; 

B B case  SIGSTS_NOTVERI FIED : 

B B B Loadstring  (g_hlnst,  IDS_SIG_NOTVERIFIED,  sz,  u); 

B B B break; 

B B case  S I G ST S_BAD S I G : B 

B B B if  (*szSigner)  { 

C[CHK:ddd900ccc33ed3fca4deeee22247855e4485566d715966ce1f55625571b1523bi:: 
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□ 

o 

n 

D 

n 


n n n LoadString  (g_hlnst,  IDS_SIG_BADSIG,  g_szbuf,  G_BUFLEN); 

n n n wsprintf  (sz,  g_szbuf,  szSigner); 

n n > 

a a else 

n n n LoadString  (g_hlnst,  I D S_S I G_U N V E R I F I AB LE , sz,  u); 


D □ □ 

n n n 
n □ □ 
□ □ □ 
n a □ 
□ □ n 
n > 


if  ( *s z S i gna t u re  Da t e ) { 

n Loadstring  (g_hlnst,  IDS_SIG_DATESTRING,  g_szbuf,  G_BUFLEN); 
n u = LstrLen  (sz); 

n wsprintf  C&szCu],  g_szbuf,  szSignatureDate); 

> 

break; 


n strncpy  ( s z Me s s a g e Bu f f e r , sz,  uBufferLen); 
n szMessageBuffer  CuBufferLen-1]  = '\0'; 
n HeapFree  (GetProcessHeap  (),  0,  sz); 


n if  ( *s zMes sa geBu f f e r ) return  TRUE; 
n return  FALSE; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

//:  PGPexpire.c  - product  timeout  routines  (from  Brett  Thomas) 

// 

//n  $ld:  PGPexpi re . c, V 1.2. 2. 3 1997/06/11  21:00:21  dgaL  Exp  $ 

// 


#incLude  <windows.h> 


#incLude 
#i nc  Lude 
#incLude 
#incLude 
#i nc  Lude 
#incLude 


<s  t d i o . h> 

<stdLib.h> 

<t i me . h> 

<ctype.h> 

<string.h> 

<assert.h> 


#incLude  " pg p c omd L g x . h " 

#ifdef  EVAL_TIMEOUT 

/*  Windows  registry  key  for  expiration  date  */ 

#define  EVAL_TIMEOUT_KEYn  " So f t wa r e \ \ PG P \ \ PG P 
^define  E V A L_T I M E0UT_ V A LU En  "50TriaL" 


/*  RunOnce  settings  to  deLete  Library  fiLes  */ 

#define  RUN_0NCEn  b " S o f t wa r e \ \H  i c r o s o f t \ \ W i ndo w s \ \ C u r r en t Ve r s i o n \ \ R u nOn c e 


static  void  DeLeteTimeoutFiLeCchar  *szDeLFiLe); 


#endifB  //  EVAL_TIHEOUT 


char  Hon t h s [ 1 4 D C43 

B B B B B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


{"\0", 
"JAN", 
"FEB", 
"HAR", 
"APR", 
"MAY", 
" JUN", 
" JUL", 
"AUG", 
"SEP", 
"OCT", 
"NOV", 
"DEC", 
" \ 0 " } ; 


static  void  T r a n s L a t e Da t e ( u n s i g n ed  short  *Month, 
n B B B unsigned  short  *Day, 

n B B B unsigned  short  *Year, 

a n a n char*DateString); 


static  unsigned  short  F i n dHon t h ( c h a r *MonthName); 
static  void  D i s p L a y T i me ou t Me s s a g e ( H WN D hwnd); 
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//  This  just  makes  sure  that  BETA_TIMEOUT  isn't  > 0 at  the  same 
//  time  EVAL_TIMEOUT  is  defined 

Sifndef  EVAL_TIMEOUT 

//  This  is  the  value  to  change  for  beta  timeout 
Sdefine  BETA_TIHEOUT  0 

#e  L se 

^define  B ET A_T I M E 0 UTn  n 0 

#end i f 

decLspecC  dlLexport  ) BOOL  PG P c omd L g I s E x p i r ed ( H WN D hwnd) 

{ 

a BOOL  IsTimedOut  = FALSE; 

#if  BETA_TIHEOUT  > 0 

n unsigned  short  month,  day,  year; 

n struct  tm  tm,  *ptm; 

n time_t  TimeNow,  TimeoutTime; 

n //Get  the  compile  date,  in  usable  form: 
n T r a n s I a t e Da t e ( &mon t h,  &day,  Syear, DATE ); 

n //Seed  the  tm  structure  with  the  current  time: 
n t i me C &T i meNow ) ; 
n ptm  = localtimeCSTimeNow); 
a memcpyCStm,  ptm,  sizeof(tm)); 

n //Set  the  dates  to  the  compile  time: 
n tm.tm_mon  = month  - 1; 

n tm.tm_mday  = day; 

n tm.tm_year  = year  - 1900; 

n //Turn  the  compile  time  into  number  of  secs  since  1/1/1970: 
n TimeoutTime  = mktime(&tm); 

n //Increment  it  plus  the  number  of  days  in  the  beta  timeout  times  the 

n TimeoutTime  +=  BETA_TIHEOUT  * (60  * 60  * 24);  //number  of  seconds  in  a day 

n i f ( T i me o u t T i me  < TimeNow) 
a { 

a a IsTimedOut  = TRUE; 

a a D i s p I ayT i me ou t He s s a g e < h wnd ) ; 

a } 

Sendifa  //  BETA_TIMEOUT  > 0 
#ifdef  EVAL_TIHEOUT 

a //  The  timeout  starts  at  30  days,  which  only  disables  encrypt  and  sign 
a //  After  30  days,  display  nag  screen 

a //  After  60  days  (TimeOut  + 30  days),  time  out  everything  and 

a //  delete  library  DLL's 

a 

a IsTimedOut  = PG P c omd  I g E va  I E x p i r ed ( h wnd , PG P COM D LG_ A LLEX P I RE D ) ; 
a if  (IsTimedOut) 

a { 

a a DeleteTimeoutFile("bn.dll"); 
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n n DeLeteTimeoutFileC" simple. dll"); 

n n DeLeteTimeoutFileC "pgp. dll"); 

n n DeLeteTimeoutFileC "keydb. dll"); 

n D D i sp L ayT i meou t Me s sage C h wnd ) ; 

n > 

n if  CPGPcomdlgEvalExpi  redChwnd,  PG P C OM D LG_ E N C R Y PT S I G N E X P I R E D ) S&  lIsTimedOut) 
n n PGPcomd LgNag C hwnd,  NULL,  NULL); 

#endifn  //  EVAL_T1ME0UT 

n returnCIsTimedOut); 

> 


#ifdef  EVAL_TIMEOUT 

declspecC  dllexport  ) BOOL  PGPcomdlgEvalExpired  CHWND  hwnd,  int  nindex) 

{ 

n HKEY  hkey; 

n PGPTime  TimeOut  = 0; 

n PGPTime  Today  = 0; 

n BOOL  NeedI n i t i a L i za t i on  = TRUE; 

n DWORD  disposition; 

H BOOL  EvalTimeOut  = FALSE; 

TimeOut  = pgpGetTi me C ) ; 


n 

T oday  = 

T i meOut 

f 

o 

TimeOut 

+ = 

EVAL 

_TIHE0UT  * C60  * 60  * 24); 

n 

ifCRegCreateKeyExCHKEY_CURRENT_USER, 

n 

Q 

n 

B 

B 

EVAL_TIHEOUT_KEY, 

n 

n 

a 

B 

B 

0, 

n 

n 

n 

B 

B 

f 

n 

n 

n 

B 

B 

REG_OPTION_NON_VOLATILE, 

n 

□ 

□ 

fl 

B 

KEY_ALL_ACCESS, 

n 

n 

Et 

B 

B 

NULL, 

a 

n 

□ 

B 

B 

8h  key , 

n 

n 

n 

B 

B 

adi sposi tion)  ==  E R ROR_S U C C E S S ) 

n 

i 

n 

n 

DWORD 

Si  ze. 

Type; 

D 

n 

Size 

sizeofCTimeOut)  ; 

n 

n 

ifCRegQueryValueExChkey, 

n 

n 

B 

B 

B 

a EVAL_TinEOUT_VALUE, 

n 

n 

B 

B 

B 

n NULL, 

a 

n 

B 

B 

B 

n 8Type, 

n 

Q 

B 

B 

B 

n CBYTE*)  8Time0ut, 

n 

n 

B 

B 

B 

n aSize)  !=  E R RO R_S U C C E S S ) 

□ 

n 

i 

n 

n 

B 

/*Assume  it's  a new  key...*/ 

n 

□ 

B 

RegSetValueExChkey, 

Q 

n 

B 

B 

B 

n EVAL_TIHEOUT_VALUE, 

n 

n 

B 

B 

B 

n 0, 

n 

n 

B 

B 

B 

n REG_DW0RD, 

□ 

n 

B 

B 

B 

a CBYTE  *)  8Time0ut, 

n 

n 

B 

B 

fl 

n sizeofCTimeOut)); 
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B H > 

n n RegCLoseKey(hkey); 

B > 


B 

B 

B 

B 

B 

B 


II  The  timeout  starts  at  30  days,  which  only  disables  encrypt  and  sign 
//  After  30  days,  display  nag  screen 

//  After  60  days  (TimeOut  + 30  days),  time  out  everything 
//  and  delete  library  DLL's 
if  (nindex  ==  PG P C OM D LG_ A L L E X PI R E D ) 
n TimeOut  +=  30*24*60*60; 


n if  (Today  > TimeOut) 

B B EvalTimeOut  = TRUE; 


n returnCEvalTimeOut); 
} 


#endifn  //  EVAL_TIMEOUT 


static  void  T r a n s I a t e Da t e ( un s i g n e d short  *Month, 


□ 

Q 

n 

unsigned 

short 

*Day, 

□ 

n 

□ 

unsigned 

short 

* Y e a r , 

□ 

n 

n 

char  *DateStri 

ng  ) 

B char  *BlockStart,  *BlockEnd,  *TempBuffer; 


B a s se r t ( Da t eS t r i ng  ) ; 

n assert(Year); 

B assert(Day); 
n assert(Honth); 

B *Month  = *Day  = *Year  = 0; 


B i f ( TempBuf f e r = ma I I o c ( ( s t r I e n ( Da t e S t r i n g ) + 1)  * s i z eo f ( c h a r ) ) ) 

B { 

B B s t r c py ( T empBu f f e r , DateString); 

B B BlockStart  = BlockEnd  = TempBuffer; 

B B whi le(BlockEnd  S&  *BlockEnd  SS  ! i s s pa c e ( *B I oc kE nd ) ) 

B B B ++BlockEnd; 


B B ifCBlockEnd  &S  *BlockEnd) 

B B { 

B B B *BlockEnd  = '\0'; 

B B B *Month  = F i ndMon t h ( B I o c kS t a r t ) ; 


B B B BlockStart  = ++BlockEnd; 

B B B wh i I e ( B I oc kS t a r t S&  *BlockStart  &&  i s s pa c e ( *B I o c kS t a r t ) ) 

B B B B + + B I oc kS t a r t ; 


B B 


B B 
B B 

B B 
B B 
B B 


B BlockEnd  = BlockStart; 

B wh i I e ( B I oc kEnd  &&  *BlockEnd  S&  ! i s s pa c e ( *B I o c kE nd ) ) 

B B ++B lockEnd; 

B ifCBlockEnd  S&  *BlockEnd) 

B { 

B B *BlockEnd  = '\0'; 
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Q n 

n n 

□ n 

□ n 

□ □ 

n n 

n > 


n 

n 

*Day  = 

atoi (BlockStart); 

n 

n 

BlockStart  = + + BlockEnd,- 

n 

n 

* Yea  r 

= a 1 0 i ( B 1 0 c k S t a r t ) 

□ 

> 

> 

free(TempBuffer);H  n 


> 

static  unsigned  short  FindMonthCchar  *MonthName) 

n unsigned  short  MonthNum  = 0; 
n i n t X ; 

n a s s e r t ( Hon  t h Na me  ) ; 

n forCx  = 1;  Hon t h s C x D C 0 D &&  IHonthNum;  ++x) 
n { 

n B i f C s t r i cmp C Hon t h s C X D , HonthName)  ==  0) 

B B B HonthNum=x; 

B } 

B r e t u r n ( Ho n t h Num ) ; 

> 


static  void  D i s p L a yT i me ou t He s s a g e ( H WN D hwnd) 
{ 

B char  bufC1024]; 

#if  BETA_TIHEOUT  > 0 


B 

B 

B 

B 

B 

B 


strcpyCbuf, 

B B B 

B B B 

B B B 

B B B 

B B B 


"Thank  you  for  testing  Pretty  Good  Privacy.  The  30\n" 
"day  beta  period  has  expired.  Please  order  your\n" 
"permanent  copy  today,  or  uninstall  PGP  through  the\n" 
"Windows  Control  Pa ne I -Add / Remove  Programs  applet. \n" 
"Call  1-800-536-2664  or  visit  http://www.pgp. com\n" 

"to  order  a registered  copy.\n\n"); 


B HessageBoxChwnd,  buf,  "Beta  Expiration",  HB_OK); 


#endifB  //  BETA_TIHEOUT  > 0 


#ifdef  EVAL  TIHEOUT 


B 


B 

B 

B 

B 


St  rcpyCbuf  , 

B B B 

B B B 

B B B 

B B B 


Thank  you  for  evaluating  Pretty  Good  Privacy.  The  60\n" 
day  evaluation  period  has  expired.  Please  order  your\n" 
permanent  copy  today. \n\n" 

Call  1-800-536-2664  or  visit  http://www.pgp. com\n" 
to  order  a registered  copy.\n\n"); 


B He s sageBox ( h wnd,  buf,  "Evaluation  Expiration",  nB_OK); 

#endifB  //  EVAL_TIHEOUT 
} 
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#ifdef  EVAL  TIMEOUT 


static  void  D e L e t eT i meou t F i L e C c h a r *s2DeLFiLe) 

{ 

n HKEY  hkey; 

n char  s z Sy s t em D i r C M AX_P AT H D ; 
n char  s z Comma nd C M AX_ P AT H *2 D ; 
n DWORD  Size; 

n int  nError; 

n Ge t Sy s t emD i r e c t o r y ( s z Sy s t emD i r , HAX_PATH); 

a w s p r i n t f ( s z C omma nd , "command  /c  del  Zs\\%s",  szSystemDir,  szDeLFiLe); 


if(RegOpenKeyEx(HKEY_LOCAL_ MACHINE, 


n 

0 

0 

0 

0 

RUN_0NCE, 

n 

0 

0 

0 

0 

0, 

n 

0 

0 

0 

0 

KEY_SET_VALUE, 

n 

0 

0 

0 

0 

&hkey)  ==  ERR0R_SUC 

n 

{ 

n 

0 

Size 

strLen(szCommand)+1; 

n 

0 

nError 

= RegSetVa LueExCnhkey, 

n 

0 

0 

0 

0 

n n n szDeLFiLe 

n 

0 

0 

0 

0 

n n n 0, 

n 

0 

0 

0 

0 

n n n REG_SZ, 

n 

0 

0 

0 

0 

a □ n szCommand 

n 

0 

0 

0 

0 

n n n Size); 

0 

0 

RegC Lose KeyC hkey); 

0 

> 

0 

0 

return; 

#endifn  //  EVAL  TIMEOUT 


CCCHK: 44477ecbf f f 1 557dc5ee5b74ea1 f 551 221 f e0a239:: 


Pretty  Good  Privacy  5.0^"  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


698 


PGPhelpabout.c 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : PG P h e L pa bou t . c - dispLay  "heLp  about"  diaLog 
// 

//n  $ld:  PGPhe Lpabout . c,v  1 . 5. 2.1  1 997/06/09  1 5:54  : 51  dgaL  Exp  $ 

// 


#incLude  "pgpcomdLgx.h" 

#incLude  ". .\incLude\PGPversion.h 
□ 

//define  ADDHEIGHTn  0 
//define  XINCREMENTn  6 
#define  YINCREMENTn  10 
#define  EDGEWIDTHn  6 


//define  VERSIONXn  32 
//define  VERSIONYn  26 


//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  CHAR  g_szHeLpFiLeCHAX_PATHD; 
extern  CHAR  g_szbufCG_BL)FLEND; 


//  LocaL  gLobaLs 
static  HWND  hWndParent; 
static  LPSTR  szVersionInfo; 
static  CHAR  s z We b L i n k C 64 ] ; 
static  LPSTR  szWebLinkText; 
static  INT  iNumBits; 
static  HBITMAP  hBitmapAbout; 
static  HBITMAP  hB i t ma p C r e d i t s ; 
static  COLORREF  c r Ve r s i onTex t C o L o r ; 
static  HPALETTE  h Pa L e t t e Abou t ; 
static  HPALETTE  h Pa L e t t e C r e d i t s ; 
static  UINT  uXsize,  uYsize; 
static  UINT  uXpos,  uYpos; 


static 
static 
static 
s t a t i c 
static 
static 
static 
static 


HWND  h W nd Pa r en t Na g ; 

CHAR  szOrderLi nkC64D; 

LPSTR  s z 0 r d e r L i n kT ex t ; 

INT  iNumBitsNag; 

HBITMAP  hBitmapNag; 
HPALETTE  h Pa L e t t e N a g ; 

UINT  uXsizeNag,  uYsizeNag; 
UINT  uXposNag,  uYposNag; 


// 

//n  Dialog  procedure  for  HeLp  About  diaLog 


I 


BOOL  CALLBACK  H e L p Abou t D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
n n n n n n n LPARAM  LParam)  { 
n static  BOOL  bCredits; 
n HDC  hDC,  hMemDC; 
n PAINTSTRUCT  ps; 

n HFONT  hFontOLd; 

n HBITMAP  hBitmapOLd; 
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n HWND  hWndControL; 

n RECT  re; 

n UINT  uX,  uY; 

n switchCuMsg)  { 

n case  WH_I N I T D I A LOG : 
n n bCredits  = FALSE; 

n n SetUindowPos  (hDLg,  HWND_TOP,  uXpos,  uYpos,  uXsize+6, 

n n n n n n n u Y s i z e+ A D D H E I G HT , 0); 


n n hWndControL  = GetDLgItem  (hDLg,  IDOK); 
a a Ge t C I i e n t R e c t (hWndControL,  &rc); 

n n uY  = uYsize  + ADDHEIGHT  - YINCREMENT  - r c . bo t t om ; 

n n uX  = uXsize  - XINCREMENT  - rc. right; 

n n SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

n n n n 0,  0,  S W P_N0 S I Z E | S W P_NOZ 0 R D E R | S WP_N 0 ACTI V AT E ) ; 

n n hWndControL  = GetDLgItem  (hDLg,  I D C_W W W LI NK ) ; 
n n G e t C L i e n t R e c t (hWndControL,  &rc); 

n n uY  = uYsize  + ADDHEIGHT  - YINCREMENT  - rc. bottom; 

n n uX  = uX  - XINCREMENT  - rc. right; 

n a SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

n n n n 0,  0,  S W P_N 0 S I Z E | S W P_NOZ 0 R D E R | S WP_NO ACTIVATE); 


n n hWndControL  = GetDLgItem  (hDLg,  I D C _C R E D I T S ) ; 
n a Ge t C L i e n t R e c t (hWndControL,  &rc); 

n n uY  = uYsize  + ADDHEIGHT  — YINCREMENT  - rc. bottom; 

n n uX  = uX  - XINCREMENT  - rc. right; 

n n SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

n n n n 0,  0,  S WP_N0 S I Z E | S W P_NO Z OR D E R | S W P_N0 ACT  I V AT E ) ; 

n n hWndControL  = GetDLgItem  (hDLg,  IDC_VERSIONINFO); 

n n Ge t C L i e n t R e c t (hWndControL,  &rc); 

n n uY  = uYsize  + ADDHEIGHT  - YINCREMENT  - rc. bottom; 

n n uX  = XINCREMENT; 

n n SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

n n n n 0,  0,  S W P_NO S I Z E | S W P_N0 ZOR D E R | SW P_NO ACTIVATE); 


n n if  ( s z We b L i n kTex t ) 

n n n S e t D L g 1 1 emTe x t (hDLg,  IDC_WWWLINK,  s z Web  Li n kT ex t ) ; 

n n return  TRUE; 


D 

n 

n 

n 

n 

a 

a 

a 

a 

a 

n 

n 

n 

D 

n 


:ase  WM_PAINT  : 

t hDC  = BeginPaint  ChOLg,  &ps); 
t hHemDC  = C r e a t e C ompa t i b L e D C (hDC); 

* if  (bCredits)  -C 
I n if  ( h Pa L e t t e C r ed i t s ) f 

n SeLeetPaLette  (hDC,  hPaLetteCredits,  FALSE); 

R ea L i z e Pa L e t t e (hDC); 

SeLeetPaLette  (hMemDC,  hPaLetteCredits,  FALSE); 
R e a L i z e Pa L e t t e (hMemDC); 


n 

□ 

n 

> 


n 

D 

n 
n 
n 
n 
> 

e L s e { 

n if  ( h Pa L e t t e About ) < 
a n SeLeetPaLette  (hDC 


hBitmapOLd  = SeLeetObject  (hMemDC,  h B i tma pC r edits); 


h Pa L e t t e Abou t , FALSE) 
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Q 

n 

□ 

□ 

□ 

□ 

D 

n 

□ 

Q 

□ 

D 

□ 

a 

Q 

□ 

□ 

n 

D 

n 

Q 

D 

□ 


n n n ReaLizePaLette  (hDC); 

° n n SeLectPaLette  ChMemDC,  hPaLetteAbout,  FALSE); 

n a n ReaLizePaLette  ChMemDC); 

n n > 

n n hBitmapOLd  = SeLectObject  ChMemDC,  hBitmapAbout); 

n n Paint  Use rinfo  ChMemDC,  LINCENSEEX,  LINCENSEEY); 

n n SetTextCoLor  ChMemDC,  c r V e r s i onTe x t C o L o r ) ; 
a a SetBkMode  ChMemDC,  TRANSPARENT); 

n n hFontOLd  = SeLectObject  ChMemDC, 

° n n n a n a a GetStockObject  CDEFAULT_GUI_FONT)); 
n n if  C s z V e r s i o n I n f o ) 

n n n TextOut  ChMemDC,  VERSIONX,  u Y s i z e- V E R S 1 0 N Y , 
n ° H n szVersionInfo,  LstrLen  CszVersionInfo)); 

n n e L s e 

ana  TextOut  ChMemDC,  VERSIONX,  u Y s i z e- V E R S I ON Y , 
a a a a PG P V E R S I ON S T R I NG , LstrLen  C PG P V E R S I ON S T R I N G ) ) ; 

a n SeLectObject  ChMemDC,  hFontOLd); 

n > 

n BitBLt  ChDC,  0,  0,  uXsize,  uYsize,  hMemDC,  0,  0,  SRCCOPY); 
n SeLectObject  ChMemDC,  hBitmapOLd); 

a DeLeteDC  ChMemDC); 

a EndPaint  ChDLg,  &ps); 

n return  FALSE; 


n case  WM.COMMAND: 
n n s w i t c h C LOWOR D CwParam))  { 


n n 

□ n 

a □ 

□ n 

D Q 

□ n 

□ □ 

□ □ 


case  IDC_WWWLINK  : 

a if  CCULONG)SheLLExecute  ChWndParent,  "open",  szWebLink,  NULL, 
a a a a "C:\\",  S W_S H 0 UNO RM A L ) <=  32)  { 

n n PGPcomd LgMessageBox  ChDLg,  IDS_CAPTION, 
a a a I D S_BR0U S E R E R ROR , MB_OK | MB_ I CON H A N D ) ; 

n } 

n eLse  EndDiaLog  ChDLg,  0); 
n break; 


D □ 

n n 
n n 
□ □ 
n n 
n a 

□ D 
Q D 

n □ 
n D 
n a 
a □ 


case  IDC_CREDITS  : 
n bCredits  = IbCredits; 
n if  CbCredits)  { 

n n Loadstring  Cg_hlnst,  IDS_INFOTEXT,  g_szbuf,  G_BUFLEN); 

n n SetDLgItemText  ChDLg,  IDC_CREDITS,  g_szbuf); 

n > 

n e L se  { 

n n Loadstring  Cg_hlnst,  IDS_CREDITTEXT,  g_szbuf,  G_BUFLEN); 
a a SetDLgItemText  ChDLg,  IDC_CREDITS,  g_szbuf); 
n } 

n InvaLidateRect  ChDLg,  NULL,  FALSE); 
n break; 


a a case  IDOK: 

n n n EndDiaLog  ChDLg,  0); 

n a a break; 

n n } 

n n return  TRUE; 

n > 

n return  FALSE; 

> 
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// 1 

//n  Post  Help  About  dialog  with  button  for  web  Link 
//n  to  specified  URL. 

UINT  PGPExport  PG P c omd I g H e L p A bou t (HWND  hWnd,  LPSTR  szVersion, 
nnnnnnan  LPSTR  szLinkText,  LPSTR  szLink)  { 

B BITMAP  bm; 

B HOC  hDC; 

B INT  i AboutBi tmap,  i C r ed i t B i t ma p ; 

B hWndParent  = hWnd; 

B s z Ve r s i on  I n f o = szVersion; 

B if  (szLink)  Lstrcpy  (szWebLink,  szLink); 

B else  Loadstring  (g_hlnst,  IDS_WEBLINK,  szWebLink,  sizeof  ( s z We b L i n k ) ) ; 

B szWebLi nkText  = szLinkText; 

B hoc  = GetDC  (NULL);Bn  //  DC  for  desktop 

B iNumBits  = G e t D e v i c e C a p s (hDC,  BITSPIXEL)  * G e t D e v i c e C a p s (hDC,  PLANES); 
B ReLeaseDC  (NULL,  hDC ); 

B if  (iNumBits  <=  1)  ( 

B B iAboutBitmap  = IDB_SPLASH1; 

B B i C r ed i t B i t ma p = I DB_C R E D I T S 1 ; 

B B c r Ve r s i onT e X t C o L o r = RGB  (255,255,255); 

B } 

B else  if  (iNumBits  <=  4)  { 

B B iAboutBitmap  = IDB_SPLASH4; 

B B iCreditBitmap  = IDB_CREDITS4; 

B B c r Ve r s i onT ex t C o L o r = RGB  (0,0,0); 

B } 

B else  if  (iNumBits  <=  8)  { 

B B iAboutBitmap  = IDB_SPLASH8; 

B B iCreditBitmap  = I DB_ C R E D I T S 8 ; 

B B c r Ve r s i o nTex t C 0 L o r = RGB  (0,0,0); 

B > 

B else  { 

B B iAboutBitmap  = IDB_SPLASH24; 

B B iCreditBitmap  = I DB_C R E D I T S 8 ; 

B B c r Ve r s i onTe X t C o L o r = RGB  (0,0,0); 

B } 

B hBitmapAbout  = Loa dRe s o u r c eB i t ma p (g_hlnst, 

BBBBBBBBB  M A K E I N T R E S 0 U R C E (iAboutBitmap), 

BBBBBBBBB  & h P a L e 1 1 e A b o u t ) ; 

B GetObject  (hBitmapAbout,  s i z e o f ( B ITH A P ) , (LPSTR)&bm); 

B hBi tmapC red i t s = Load  Re s o u r c e B i t ma p (g_hlnst, 

BBBBBBBBBB  H A K E I N T R E S 0 U R C E (iCreditBitmap), 

BBBBBBBBBB  8 h P a L 6 1 1 e C r e d i t s ) ; 

B uXsize  = bm.bmWidth; 

B uYsize  = bm.bmHeight; 

B uXpos  = ( Ge t Sy s t emMe t r i c s ( S M_ C X F U LLS C R E EN ) - uXsize  - EDGEWIDTH)  / 2; 

B uYpos  = ( Ge t Sy s t emMe t r i c s ( S M_ C Y F U LLS C R E EN ) - uYsize)  / 2; 
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a DiaLogBox  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D D_H E LP ABO UT ) , 
n n n hWnd,  H e L p Abou t D L g P ro c ) ; 

B DeLeteObject  ( h B i t ma p Abo u t ) ; 

B DeLeteObject  ChBitmapCredits); 

B DeLeteObject  C h Pa L e 1 1 e Abou t ) ; 

B DeLeteObject  (hPaLetteCredits); 

B return  PG PC  OH D LG_0K; 

} 

#ifdef  EVAL  TIMEOUT 


//b  DiaLog  procedure  for  nag  diaLog 

BOOL  CALLBACK  NagDLgProc  (HWND  hDLg,  UINT  uMsg,  WPARAH  wParam, 

B B n n n n n LPARAM  LParam)  { 

B HDC  hDC,  hMemDC; 

B PAINTSTRUCT  ps; 

B HBITHAP  hB j tmapO Ld; 

B HWND  hWndCont ro L ; 

B RECT  rc; 

B UINT  uX,  uY; 

B switchCuHsg)  { 

B case  WM_INITDIALOG: 

B B SetWindowPos  (hDLg,  HWND_TOP,  uXpos,  uYpos,  uXsize+b, 

B B n n n n n u Y s i z e + A D D H E I G HT , 0); 

B B hWndControL  = GetDLgItem  (hDLg,  IDOK); 

B B G e t C L i e n t R e c t ( h W nd C o n t r o L , &rc); 

B B uY  = uYsize  * 54  / 100; 

B B uX  = uXsize  * 61  / 100; 

B B SetWindowPos  ( h Wnd Con t r o L , NULL,  uX,  uY, 

B B n n 0,  0,  SWP_NOSIZE I SWP_NOZORDER I SWP_NOACTIVATE); 

B B hWndControL  = GetDLgItem  ChDLg,  I D C_WW W LI N K ) ; 

B B G e t C L i e n t Re c t (hWndControL,  &rc); 

B B uY  = uYsize  * 43  / 100; 

B B uX  = uXsize  * 61  / 100; 

B B SetWindowPos  (hWndControL,  NULL,  uX,  uY, 

B B n n 0,  0,  SWP_NOSIZE I SWP_NOZORDER I SWP_NOACTIVATE); 

B B if  ( s z W e b L i n kT ex t ) 

B B n SetDLgItemText  (hDLg,  IDC_WWWLINK,  szWebLinkText); 

B B return  TRUE; 

B case  WM_PAINT: 

B B hDC  = BeginPaint  (hDLg,  &ps); 

B B hMemDC  = C r e a t e C ompa t i b L e D C (hDC); 

B B if  ( h Pa L e 1 1 e N a g ) { 

B B a SeLectPaLette  (hDC,  hPaLetteNag,  FALSE); 

B B n ReaLizePaLette  (hDC); 

n n > 

B B hBitmapOLd  = SeLectObject  (hMemDC,  hBitmapNag); 
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n n BitBLt  (hDC,  0,  0,  uXsize,  uYsize,  hMemDC,  0,  0,  SRCCOPY); 

n n SeLectObject  ChMemDC,  h B i t ma pO L d ) ; 

n n DeleteDC  (hMemDC); 

n n EndPaint  (hDLg,  &ps); 

n n return  FALSE; 

n case  WH_COHMAND: 

n n swi t ch ( LOWORD  (wParam))  { 


D a 
□ D 

a D 
n Q 
a n 
n □ 
n □ 
n n 


case  IDC_WWWLINK  : 

n if  ( (ULONG)SheL LExecute  (hWndParent,  "open",  szWebLink,  NULL, 
n n n B "C:\\",  S W_S H 0 WN 0 RM A L)  <=  32)  { 

n B PG P c omd L g Me s s a g e Box  (hDLg,  IDS_CAPTION, 

B B B IDS_BROWSERERROR,  MB_0K | HB_ I C ON H AN D ) ; 
n } 

n else  EndDiaLog  (hDLg,  0); 
n break; 


D D case  IDOK: 

B B B EndDiaLog  (hDLg,  0); 

B B B break; 

B B } 

n B return  TRUE; 

n } 

n return  FALSE; 

> 


// I 

//a  Post  nag  diaLog  with  button  for  web  Link 
//a  to  specified  URL. 

UINT  PGPExport  PG P c omd L g Na g ( H U N D hWnd,  LPSTR  szLinkText,  LPSTR  szLink) 

{ 

n BITMAP  bm; 
n HDC  hDC; 

n INT  iNagBitmap; 

n hWndParent  = hWnd; 

n if  (szLink)  Lstrcpy  (szWebLink,  szLink); 

n eLse  Loadstring  (g_hlnst,  IDS_WEBLINK,  szWebLink,  sizeof  (szWebLink)); 
n s z We b L i n kT e X t = szLinkText; 

n hDC  = GetDC  (NULL);nn  //  DC  for  desktop 

n iNumBits  = G e t D e v i c e C a p s (hDC,  BITSPIXEL)  * G e t D e v i c e Ca p s (hDC,  PLANES); 
B ReLeaseDC  (NULL,  hDC)  ; 

n if  (iNumBits  <=  1)  ( 

B B iNagBitmap  = IDB_NAG1; 

n } 

n eLse  if  (iNumBits  <=  A)  ( 
n B iNagBitmap  = IDB_NAG4; 

n } 

n eLse  if  (iNumBits  <=  8)  ( 
n n iNagBitmap  = IDB_NAG8; 

B } 

o e L se  { 

B B iNagBitmap  = IDB_NAG24; 
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n > 

n hBitmapNag  = Loa d Re s ou r c e B i t ma p (g_hlnst, 

naannanna  H AKE I NTR E S 0 U R C E ( i Na g B i t ma p ) , 

n n n n n n n n n ShPaLetteNag); 

n GetObject  (hBitmapNag,  s i z eo f ( B I TM AP ) , (LPSTR)&bm); 

n uXsize  = bm.bmWidth; 

n uYsize  = bm.bmHeight; 

n uXpos  = (GetSystemHetri cs  ( S M_C X F U LLS C R E E N ) - uXsize  - EDGEWIDTH)  / 2; 

n uYpos  = (Get Syst emMet ri cs  ( S M_ C Y F U LLS C R E E N ) - uYsize)  / 2 ; 

n DiaLogBox  (g_hlnst,  M AKE I NTR E SO U R C E (IDD_NAG), 
ana  hWnd,  NagDLgProc); 

n DeLeteObject  (hBitmapNag); 
n DeLeteObject  ( h Pa  I e 1 1 e N a g ) ; 

a return  PGPC0MDLG_0K; 

> 

#endifn  //  EVAL_TIMEOUT 


C[CHK:1146f22a00622633977b2225403104:: 
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#ifdef  EVAL.TIMEOUT 


// 

II  Bitmap 
// 


IDB_NAG1 
IDB_NAG4 
IDB_NAG8 
IDB  NAG24 


BITMAP  DISCARDABLE  " r e s \ \ e va L 1 b i t . bmp " 
BITMAP  DISCARDABLE  " r e s \ \ e va L 4b i t . bmp  " 
BITMAP  DISCARDABLE  " r e s \ \ e va L 8b i t . bmp  " 
BITMAP  DISCARDABLE  " r e s \ \ e va L 24b i t . bmp 


#endifn  //  EVAL_TIMEOUT 
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//iPGPphrase  - get  passphrase  from  user 
// 

//n  This  code  originally  attempted  to  thwart  some  common 
//n  situations  which  could  haved  compromised  the  security 
//n  of  the  passphrase.  However,  various  sections  of  this 
//n  code  have  been  removed  or  disabled  as  they  were  found 
//n  to  cause  unwanted  side-effects.  Thus,  this  code  is 
//n  susceptable  to  hook  functions  intercepting  keystroke 
//n  messages. 

// 

//n  The  edit  boxes  are  subclassed  to  inhibit  the 

//n  WM_GETTEXT  message  from  returning  their  text  (they 

//n  place  their  text  directly  into  the  change_szbuf  buffer, 

//n  instead)  to  thwart  hooks  from  asking  their  text. 

//  NB:  the  subclassing  is  also  used  to  hide  the  text 
II  as  it  is  typed  by  setting  the  text  color  to  the 
//  background  color. 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

* $Id$ 

*/ 


#include  " pg pcomd I gx . h " 
#include  "..\include\pgpmem.h 

#define  M AX N AH E C H A Rnn  30 


//  external  globals 
extern  HINSTANCE  g_hlnst; 
extern  CHAR  g_szHelpFileCHAX_PATH!]; 
extern  CHAR  g_szbufCG_BUFLEN3; 


//  local  globals 
static  LPSTR  s z Pa s s Ph r a s e ; 
static  HWND  hwndParent; 
static  BOOL  bHideText; 
static  WNDPROC  wpO r i g P h r a s e P r o c ; 
static  HHOOK  hhookOebug; 
static  HHOOK  hhookKeyboa rd; 
static  HHOOK  hhookHouse; 
static  LPSTR  s z P r omp t S t r i ng ; 
static  PGPKey**  ppKey S e I e c t e d ; 
static  PGPKeySet*  pKeySetHain; 
static  LPSTR  szInitialKeylD; 
static  DINT*  uSigningOptions; 
static  INT  i N ex t Ta b C o n t r o I ; 
static  UINT  uEntryFlags; 


static  DWORD  aldsCD  = {nn  n //  Help 
IDC_HIDETYPING,nn  IDH_PGPCDPHRASE. 
IDC_PHRASE,nn  n I D H_PG PC D PH R AS E. 
a IDC_SIGNKEYCOMBO,n  I D H_ PG P C D PH R A S E. 
n IDC_ASCIIARMOR,nn  I D H_ PG PC D PH R A S E. 
n IDC_DETACHEDSIG,n  I D H_ PG PC D PH R AS E. 
0,0 

>; 


IDs 

HIDETYPING, 

PHRASE, 

SIGNINGKEY, 

ASCIIARMOR, 

DETACHEDSIG, 
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// 

//  Wipe  edit  box  clean 


VOID  WipeEditBox  (HWND  hDlg,  UINT  uID)  { 
Ntup-  n CHAR*  p; 

n INT  i ; 


n i = SendDlgltemMessage  (hDlg,  uID,  WH_GETTEXTLENGTH,  0,  0); 
n if(i>0){ 
n n p = pgpMemALLoc  (i+1); 

n n i f ( p ) { 

n n n FiLLMemory  (p,  i,  ' '); 

n n n S e nd D L g I t emMe s sa g e (hDLg,  uID,  WM_SETTEXT,  0,  (LPARAM)p); 

n n n pgpMemFree  (p); 

n n > 

n } 

} 


// I 

//  Check  if  message  is  dangerous  to  pass  to  passphrase  edit  box 


BOOL  C ommon Ph r a s eM s g P ro c (HWND  hwnd,  UINT  uHsg, 
n n n n n n WPARAM  wParam,  LPARAM  LParam)  { 

switch  (uHsg)  { 
n case  WM_ RBUTTON D 0 WN  : 

n case  WM_CONTEXTMENU  : 

n case  WM_LBUTTON DBLC LK  : 
n case  WH_HOUSEnOVE  : 

n case  WH_C0PY  : 

n case  WH_CUT  : 

n case  WM_PASTE  : 

n case  WM_CLEAR  : 

n n return  TRUE; 


n 

case 

WM 

_PAINT  : 

o 

Q 

i f 

(wParam)  ( 

D 

U 

n 

SetBkCoLor  ((HDC)wParam,  GetSysCoLor  (C0L0R_WIND0W)); 

n 

u 

B 

if  (bHideText) 

n 

n 

B 

n SetTextCoLor  ( ( H D C ) wPa r a m,  GetSysColor  (COLOR 

_WIND0W)  ) ; 

n 

n 

B 

else 

n 

u 

B 

n SetTextCoLor  ( ( H D C ) wPa r am,  GetSysColor  (COLOR 

_WIND0WTEXT)  ); 

n 

D 

> 

a 

Q 

break; 

n 

case 

wn 

_KEYD0WN  : 

n 

n 

if 

(GetKeyState  (VK_SHIFT)  & 0x8000)  { 

n 

n 

B 

switch  (wParam)  { 

□ 

n 

B 

case  VK_H0ME  : 

n 

a 

B 

case  VK_END  : 

Q 

a 

B 

case  VK_UP  : 

□ 

D 

B 

case  VK_D0WN  : 

n 

n 

B 

case  VK_LEFT  : 

D 

□ 

B 

case  VK_RIGHT  : 

n 

n 

B 

case  VK_NEXT  : 

n 

□ 

B 

case  VK_PRI0R  : 

n 

n 

B 

a return  TRUE; 
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nan} 
an} 
n n break; 

n case  WH_SETFOCUS  ; 

a a SendMessage  (hwnd,  EM_SETSEL,  0xFFFF,  0xFFFF); 

n n break; 

n > 

return  FALSE; 

> 


II  Passphrase  edit  box  subclass  procedure 

LRESULT  APIENTRY  Ph r a s e S u b c L a s s P r o c (HWND  hWnd,  DINT  uMsg, 
nnnnnnnn  WPARAH  wParam,  LPARAM  LParam)  { 

n if  (CommonPhraseMsgProc  (hWnd,  uMsg,  wParam,  LParam))  return  0; 

n switch  (uMsg)  { 
n case  WM_GETTEXT  : 

n n if  ( ! s z Pa s s Ph r a s e ) return  0; 
n n LParam  = ( LP A R AM ) s z Pa s s P h r a s e ; 
n n break; 

a case  WM_CHAR  : 

n n if  (wParam  ==  VK_TAB)  { 

n n n if  (GetKeyState  (VK_SHIFT)  & 0x8000) 

n a n n SetFocus  (GetDLgItem  (GetParent  (hWnd),  IDC_HIDETYPING)); 

“no  else  SetFocus  (GetDLgItem  (GetParent  (hWnd),  i N e x t Ta b C on t r o L ) ) ; 
n n } 

a a break; 

o } 

return  C a L I W i nd o w P r o c ( wpO r i g Ph r a s e P r o c , hWnd,  uMsg,  wParam,  LParam); 

} 


//  Dialog  Message  procedure 

BOOL  CALLBACK  G e t Ph r a s e D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
o n n n n n n LPARAM  LParam)  { 
o CHAR  s z Dummy C4]; 

n I N T i ; 

n switch  (uMsg)  { 


n □ 
n n 

n n 

□ n 

□ Q 

Q □ 
n a 

LCCHK 


case  WM_INITDIALOG : 
n iNextTabControL  = IDOK; 

n SetDLgItemText  (hDLg,  IDC_PROMPTSTRING,  sz Prompt  St  ring); 
a bHideText  = TRUE; 

n CheckDLgButton  (hDLg,  IDC_HIDETYPING,  BST_CHECKED); 
n wpO r i g Ph r a s e P r o c = (WNDPROC)  S e t W i ndo w Lo n g ( 

oonnnnnn  GetDLgItem  (hDLg,  IDC_PHRASE), 
f9cc75558e7771111322697b33f2bd53596111fcce535511822ee888a79c2366b]: 
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□ 

B 

B 

B 

B 

n n n n n GUL.WNDPROC, 

n 

B 

B 

fl 

B 

n a n n n (LONG)  P h r a s e S ub c L a s s P r o c ) ; 

□ 

B 

fl 

S e t F 0 r eg r ound W i ndo w (hDLg); 

Q 

B 

B 

return 

TRUE; 

n 

fl 

case 

WM 

_HELP: 

n 

Wi nHe  Lp 

( ( ( LPHELPI N FO ) LParam)->hItemHandLe,  g . s z H e L p F i L e , 

n 

HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 

n 

break; 

n 

B 

case 

UM 

_C0NTEXTHENU : 

n 

fl 

W i n H e L p 

((HWND)  wParam,  g.s z H e L p F i L e , H E LP.C ONT E XTM E N U , 

n 

fl 

(DWORD)  ( LPVOI D ) aids  ) ; 

n 

fl 

break; 

case 

UM 

.DESTROY: 

SetUi ndowLong  ( G e t D L g I t em ( h D L g , IDC_PHRASE), 

n 

B 

fl 

fl 

B 

a GUL.WNDPROC, 

n 

B 

B 

B 

B 

n (LONG)wpOrigPhraseProc); 

□ 

B 

fl 

WipeEditBox  (hDLg,  IDC_PHRASE); 

n 

B 

B 

return 

TRUE; 

n 

B 

case 

WM 

.CTLCOLOREDIT  : 

□ 

B 

fl 

i f 

( ( HWND ) 1 Pa  ram  ==  GetDLgItem  (hDLg,  IDC.PHRASE))  ( 

n 

B 

fl 

fl 

SetBkCoLor  ((HDCIwParam,  GetSysCoLor  (COLOR.WINDOW)); 

n 

B 

fl 

fl 

if 

(bHideText) 

D 

B 

B 

B 

B 

SetTextCoLor  ( ( H D C ) wPa r a m,  GetSysCoLor  ( C 0 LO R.W I N D 0 W ) ) 

n 

B 

B 

fl 

e L se 

n 

B 

fl 

fl 

fl 

SetTextCoLor  ( ( H D C ) w Pa r am. 

Q 

fl 

B 

fl 

fl 

a a a GetSysCoLor  ( C 0 LOR.W I N DO WT E XT ) ) ; 

n 

B 

B 

B 

return  ( BOO L ) C r e a t e S o L i dB r u s h (GetSysCoLor  ( C 0 LO R_W I N DO W ) ) 

n 

B 

B 

> 

n 

fl 

fl 

break; 

n 

fl 

case 

! UM 

.COMMAND : 

n 

B 

B 

sw  i 

tchCLOUORD  (wParam))  ( 

n 

B 

fl 

fl 

case  IDOK: 

n 

B 

fl 

fl 

fl 

if  ( s z Pa s s Ph ra s e ) { 

n 

fl 

B 

fl 

fl 

n FiLLMemory  ( s z Pa s s Ph r a s e , 

□ 

B 

fl 

B 

B 

a a a a LstrLen  ( s z Pa s s Ph r a s e ) , '\0'); 

n 

B 

B 

fl 

B 

a pgpMemFree  ( s z Pa s s Ph r a s e ) ; 

n 

B 

fl 

fl 

B 

a szPassPhrase  = NULL; 

n 

B 

B 

B 

B 

} 

D 

B 

B 

fl 

fl 

i = Send D L g I t emMes sage  (hDLg,  IDC. PHRASE, 

B 

B 

fl 

fl 

fl 

a a a a a a WM.G ETT E XT LE N GT H , 0,  0)  +1; 

B 

B 

fl 

fl 

fl 

szPassPhrase  = pgpMemALLoc  (i); 

B 

B 

B 

fl 

B 

if  (szPassPhrase)  ( 

B 

B 

fl 

B 

B 

a GetDLgItemText  (hDLg,  IDC. PHRASE,  szDummy,  i); 

B 

B 

B 

fl 

B 

a EndDiaLog  (hDLg,  PG P C OM D LG.OK ) ; 

B 

B 

fl 

fl 

fl 

} 

B 

fl 

B 

B 

H 

e L s e 

B 

B 

fl 

B 

B 

a EndDiaLog  (hDLg,  PGPCOMDLG.MEMERROR); 

B 

fl 

fl 

fl 

B 

return  TRUE; 

B 

fl 

B 

fl 

case  IDCANCEL: 

B 

fl 

fl 

fl 

fl 

EndDiaLog  (hDLg,  PG PC OM D LG.C AN C E L ) ; 

B 

fl 

B 

fl 

B 

return  TRUE; 
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n 

a 

a 

a 

case  IDC_HIDETYPING  : 

D 

a 

a 

a 

a 

if  (IsD LgButtonChecked  (hDLg,  I D C _ H I D ET Y P I N G ) 

Q 

a 

a 

a 

a 

a a a ==  BST_CHECKED) 

n 

a 

a 

a 

a 

n bHideText  = TRUE; 

n 

a 

a 

a 

a 

e L se 

a 

a 

a 

a 

a 

n bHideText  = FALSE; 

a 

a 

a 

a 

a 

InvaLidateRect  (GetDLgItem  (hDLg,IDC_PHRASE),  NULL,  TRUE); 

a 

a 

a 

a 

a 

break; 

a 

a 

a 

> 

a 

a 

a 

return 

TRUE; 

a 

> 

a 

return 

FALSE 

f 

> 


//  Convert  entire  KeylD  from  big  endian  to 
II  character  string  format. 

//  NB:  sz  must  be  at  Least  19  bytes  Long 

VOID  C on ve r t S t r i ng Key  I D 64  (LPSTR  sz)  { 
n INT  i; 

n ULONG  uLFirst,  uLSecond; 

n //  convert  first  haLf  of  keyid  to  LittLe  endian 
n uLFirst  = 0; 
a for  (i=0;  i<4;  i++)  { 

n n uLFirst  <<=  8; 

n n uLFirst  |=  ( ( U LON G ) s z L i 3 S 0xFF); 

n > 

n //  convert  first  haLf  of  keyid  to  LittLe  endian 
n uLSecond  = 0; 
n for  (i=0;  i<4;  i++)  { 

n n uLSecond  <<=  8; 

a n uLSecond  |=  ( ( U LONG ) s z [ i +4 3 S 0xFF); 

n > 

n //  convert  to  string 

n wsprintf  (sz,  "0x%08LX%08LX",  uLFirst,  uLSecond); 

} 


//  setup  keyseLection  combo  box 

BOOL  I n i t Ke y C omboBox  (HWND  hDLg)  { 

n PGPKeyList*  pKeyList; 

a PGPKeylter*  pKeylter; 

n PGPKey * pKey ; 

n PGPKey*  pKeyDefauLt; 

n UINT  u,  uindex,  uKeyBits,  uALgorithm; 
a INT  iKeyDefauLt,  i Key S e L e c t e d ; 

n BooLean  bSecret,  bRevoked,  bExpired,  bCanSign; 

n BOOL  bAtLeastOneSecretKey; 

n CHAR  szNameC256D; 
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n CHAR  szKey I D C 20] ; 

n pKeyList  = pg pO r d e r Key S e t ( pKey S e t Ha i n , k PG PU s e r I D 0 r d e r i ng  ) ; 
a pKeylter  = pg p Ne wKey I t e r (pKeyList); 

a pKeyDefauLt  = pg pG e t D e f a u L t P r i va t e Key  ( p Key S e t Ha i n ) ; 

n iKeySeLected  = -1; 
n iKeyDefauLt  = -1; 

n bAtLeastOneSecretKey  = FALSE; 


n pKey  = pg p Key  1 1 e rNex t (pKeylter); 
n while  (pKey)  { 

n n pg pG e t Key Boo L ea n (pKey,  k PG PKey P r op  I s S e c r e t , &bSecret); 


n 

a 

i f 

(bSecret) 

{ 

a 

n 

B 

pg pG e t Key Boo L ea n (pKey,  kPG PKe y P rop I s R e vo ke d , SbRevoked); 

a 

n 

B 

pgpGetKeyBooLean  (pKey,  kPG PKey P r o p I s E xp i r e d , SbExpired); 

a 

a 

B 

pg pGe t Key Boo L e a n (pKey,  kPG PKey P r o p C a n S i gn , SbCanSign); 

a 

n 

B 

1 f 

(IbRevoked  SS  IbExpired  &&  bCanSign)  { 

u 

a 

fl 

B 

bAtLeastOneSecretKey  = TRUE; 

n 

n 

B 

B 

II  get  name  on  key 

a 

o 

B 

B 

u = 

sizeof  (szName); 

o 

n 

B 

B 

pg pG e t P r i ma r y U s e r I D Na me  (pKey,  szName,  &u); 

n 

n 

B 

B 

if  ( 

u > HAXNAHECHAR)  { 

n 

n 

B 

B 

B 

u = HAXNAHECHAR; 

n 

n 

B 

B 

B 

szNameCu]  = '\0'; 

n 

Q 

B 

B 

B 

lstrcat  (szName,  "..."); 

n 

n 

B 

B 

> 

n 

n 

B 

B 

else 

szNameCu]  = '\0'; 

n 

n 

B 

B 

//  append  key  type  / size  info  to  name 

n 

n 

B 

fl 

Lstrcat  (szName,  " ("); 

D 

n 

B 

B 

pg pGe t Key N umbe r (pKey,  kPG PKey P r op A L g I d , &u A L g o r i t h m ) ; 

n 

a 

B 

B 

switch  (uALgorithm)  { 

n 

B 

B 

B 

case 

PGP_PKALG_RSA  : 

□ 

B 

B 

B 

B 

Loadstring  (g_hlnst,  IDS_RSA,  g_szbuf,  G_BUFLEN); 

n 

B 

B 

B 

B 

lstrcat  (szName,  g_szbuf); 

n 

B 

B 

B 

fl 

lstrcat  (szName,  "/"); 

n 

B 

B 

B 

fl 

pgpGetKeyNumber  (pKey,  kPG PKey P r opB i t s , SuKeyBits); 

Q 

B 

B 

B 

fl 

wsprintf  (g_szbuf,  "%i",  uKeyBits); 

□ 

B 

B 

B 

B 

lstrcat  (szName,  g_szbuf); 

D 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

case 

PGP_PKALG_DSA  : 

n 

B 

fl 

B 

B 

Loadstring  (g_hlnst,  IDS_DSA,  g_szbuf,  G_BUFLEN); 

n 

B 

fl 

B 

B 

lstrcat  (szName,  g_szbuf); 

Q 

B 

B 

B 

fl 

lstrcat  (szName,  "/"); 

□ 

B 

B 

B 

B 

pgpGetKeyNumber  (pKey,  kPG PKey P ropB i t s , SuKeyBits); 

n 

B 

B 

B 

B 

wsprintf  (g_szbuf,  "%i",  uKeyBits); 

n 

B 

B 

B 

B 

lstrcat  (szName,  g_szbuf); 

n 

B 

B 

B 

B 

break; 

Q 

B 

B 

B 

default  : 

a 

B 

B 

B 

B 

Loadstring  (g_hlnst,  IDS_UNKN0WN,  g_szbuf,  G_BUFLEN) 

n 

B 

B 

B 

fl 

lstrcat  (szName,  g_szbuf); 

a 

B 

B 

B 

fl 

lstrcat  (szName,  "/"); 

a 

B 

B 

B 

B 

lstrcat  (szName,  g_szbuf); 
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n 

n 

n 

B 

B 

break; 

n 

a 

n 

B 

> 

□ 

□ 

n 

B 

L s t r ca  t 

(szName,  ")"); 

Q 

□ 

Et 

B 

uindex 

= SendDLgltemHessage  (hDLg,  I D C_S I G N KE Y C OM BO , 

□ 

n 

□ 

B 

B 

B 

a n CB_ADDSTRING,  0,  ( LP AR AM ) s z Na me ) ; 

n 

n 

n 

B 

i f 

(uindex  !=  CB_ERR)  { 

n 

n 

n 

B 

B 

SendDLgItemMessage  (hDLg,  I D C_ S I G N KE Y C OMBO , 

n 

n 

u 

B 

B 

B 

n n CB_SETITEHDATA,  uindex,  (LPARAM)pKey); 

n 

n 

n 

B 

B 

1 f 

( *p p Ke y S e L e c t e d ) { 

□ 

□ 

Q 

B 

B 

B 

if  (pKey  ==  *ppKeySeLected)  iKeySeLected  = uindex 

tt 

□ 

Q 

B 

B 

> 

Q 

n 

Q 

B 

B 

i f 

(szInitiaLKeylD)  { 

□ 

□ 

n 

B 

B 

B 

u = sizeof  (szKeylD); 

a 

n 

n 

B 

B 

B 

pgpGetKeyStri ng  (pKey,  k PG PKey P ro p Key  I d , szKeylD, 

n 

n 

n 

B 

B 

B 

szKeylDCu]  = '\0’; 

a 

Q 

n 

B 

B 

B 

C on ve r t S t r i ngKey I D64  (szKeylD); 

n 

Q 

B 

B 

B 

B 

if  (Lstrcmpi  (szKeylD,  szInitiaLKeylD)  ==  0) 

n 

n 

B 

B 

B 

B 

n iKeySeLected  = uindex; 

□ 

n 

B 

B 

B 

> 

a 

□ 

B 

B 

B 

i f 

(pKey  ==  pKeyDefauLt)  iKeyDefauLt  = uindex; 

n 

Q 

B 

B 

> 

□ 

n 

B 

> 

a 

□ 

> 

n 

n 

pKey 

= 

pgpKeylterNext  (pKeylter); 

pgpFreeKeylter  (pKeylter); 
pgpFreeKeyList  (pKeyList); 


if  ( i Key S e L e c t ed  ==  -1)  iKeySeLected  = iKeyDefauLt; 
if  (iKeySeLected  !=  -1) 

n SendD LgItemMessage  (hDLg,  I D C_S I G NKE Y C OHBO , C B_ S ETC U R S E L, 
n n n n n n iKeySeLected, 0); 


return  CbAtLeastOneSecretKey); 


//- 


//  EnabLe  or  disabLe  passphrase  edit  box  on  basis  of  seLected  key 

VOID  Enab L ePa s sPh ra se Con t r o L (HWND  hDLg)  { 
n PGPKey*  pKey; 
n BooLean  b N e e d s Ph r a s e ; 
n BOOL  bEnabLed; 

n I N T i ; 


□ 

n 

Q 

□ 

n 

n 

□ 

□ 

n 

n 

n 


bEnabLed  = FALSE; 

i = SendDLgltemHessage  (hDLg,  I D C _ S I G N KE Y C OMBO , C B_G ET C U R S E L,  0,  0); 
if  (i  !=  CB_ERR)  Cn  n n n n 

n pKey  = ( PG PKey * ) S end D L g I t emHe s s a g e (hDLg,  I D C_S I GN KE Y C OMBO , 

I n n n n CB_GETITEHDATA,  i,  0); 


□ B o □ n n t 

if  (pKey)  { 

B pg pG e t Ke y Boo L ea n (pKey,  k PG PKe y P ropN e e d s Pa s s p h r a s e , 
B B B B B B SbNeeds Ph r a s e ) ; 

B if  ( bN e e d s Ph r a s e ) bEnabLed  = TRUE; 

} 
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n if  (IbEnabLed)  S e t D L g I t emT e x t (hOLg,  IDC_PHRASE, 
a EnableWindow  (GetDLgItem  (hDLg,  IDC_PHRASE),  bEnabLed); 
n EnableWindow  (GetDLgItem  (hDLg,  I D C_ H I D ET Y P I NG ) , bEnabLed); 
} 


// I 

//  Post  warning  about  encrypting  to  RSA  and  signing  w/DSA  key 

LRESULT  PGPExport  PG Pc omd L g R S A D S AH i x Ua r n i ng  (HWND  hWnd)  { 
n INT  i; 

n i = PG P c omd L g H e s s a g e Bo X (hWnd,  IDS_CAPTION,  I D S_RS A D S AM  I X W A RN  I NG , 
n n MB_YESNOCANCEL  | MB_ICONEXCLAHATION); 

n switch  (i)  { 

n case  I DYES  : return  PGPCOHDLG_OK; 

n case  IDNO  : return  PG PC  OH D LG _ N 0 ; 
n default  : return  PG PC OH D LG_ C A N C E L; 
n > 

> 


II I 

//  Dialog  Message  procedure  - get  passphrase  and  signing  key 

BOOL  CALLBACK  G e t P h r a s eKey D L g P r o c (HWND  hDLg,  UINT  uHsg,  WPARAM  wParam, 
n n n n n n n LPARAH  LParam)  { 
n CHAR  sz Dummy C4D; 
n INT  i; 

n UINT  uALgorithm; 
n switch  (uMsg)  { 


n n case  WM_ I N I T D I ALOG : 
n n n iNextTabControL  = IDOK; 

n n n Set  Digit emT ext  (hDLg,  IDC_PROHPTSTRING,  szPrompt String); 


n 


□ 


□ 


n 


n 


D 


bHideText  = TRUE; 

CheckDlgButton  (hDLg,  I D C_H I D ET Y P I NG , BST_C H E C KE D ) ; 


n 

B 

B 

wpO r i g Ph ra seProc  = 

(WNDPROC) 

SetWindowLong( 

n 

B 

B 

B 

B B B B 

B B 

n G e t D L g 1 1 em ( h D L g , IDC_PHRASE) 

n 

B 

B 

B 

B B B B 

B B 

n GWL_WNDPR0C, 

n 

B 

B 

B 

B B B B 

B B 

n (LONG)  PhraseSubcLassProc); 

B 

B 

B 

i f 

(InitKeyComboBox 

(hDLg) ) 

{ 

B 

B 

B 

B 

EnablePassPhraseControl 

(hDLg); 

B 

B 

B 

> 

B 

B 

B 

else  { 

B 

B 

B 

B 

EndDialog  (hDLg 

, PGPCOHDLG.NOSECRETKEYS); 

B 

B 

B 

> 

B 

B 

B 

SetForegroundWindow 

(hDLg); 

B 

B 

B 

return  TRUE; 

B 

B 

case 

1 WH 

_HELP : 

n WinHelp  ( ( ( LPH E LP I N F 0 ) L Pa r a m ) -> h I t emH a nd L e , g_ s z H e I p F i L e , 
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□ 

HELP_WM 

[.HELP,  (DWORD)  (LPSTR)  aids); 

□ 

break; 

□ 

B 

case  UM 

_C0NTEXTMENU : 

n 

B 

W i n H e L p 

((HWND)  wParam,  g _s z H e L p F i L e , H E LP_C ONT E XTM E N U , 

n 

B 

(DWORD) 

(LPVOID)  aids); 

s 

B 

break; 

case  WM 

_DESTR0Y 

: 

SetWi ndowLong  (GetDLgItem  (hDLg,  IDC_PHRASE), 

a 

B 

fl 

B 

B 

fl 

GWL.WNDPROC, 

n 

B 

B 

fl 

B 

fl 

(LONG)HpOrigPhraseProc); 

n 

B 

fl 

Wi peEdi tBox 

(hDLg,  IDC.PHRASE); 

Q 

B 

fl 

return 

TRUE 

r 

n 

B 

case  WM 

_CTLC0L0REDIT: 

n 

B 

B 

i f 

( C HWND ) L Pa  ram  ==  GetDLgItem  (hDLg,  IDC_PHRASE))  { 

n 

B 

B 

fl 

SetBkCoLor  ( C H D C ) w Pa r a m,  GetSysCoLor  ( C 0 LO R_ W I N D 0 W ) ) ; 

n 

B 

B 

B 

i f 

( b H i 

deText  ) 

Q 

B 

B 

B 

fl 

SetTextCoLor  ( ( H D C ) u Pa r a m,  GetSysCoLor  ( C 0 LO R_ W I N D 0 W ) ) 

□ 

B 

B 

fl 

else 

n 

B 

fl 

B 

B 

SetTextCoLor  ( ( H D C ) wPa r a m. 

Q 

B 

fl 

B 

B 

fl 

n a a GetSysCoLor  (COLOR.WINDOWTEXT)); 

n 

B 

n 

fl 

return 

(BOOL)CreateSoLidBrush  (GetSysCoLor  ( C 0 LO R_ W I N D 0 W ) ) 

n 

B 

B 

> 

n 

B 

fl 

break; 

Q 

B 

case  WM 

.COMMAND 

: 

Q 

B 

fl 

s w i 

tchCLOWORD  CwParam))  { 

Q 

B 

B 

B 

case  I DOK : 

Q 

B 

B 

B 

fl 

i f 

(szPassPhrase)  { 

n 

B 

fl 

fl 

fl 

n 

FiLLMemory  (szPassPhrase, 

n 

B 

fl 

B 

fl 

fl 

“ “ n LstrLen  (szPassPhrase),  '\0'); 

a 

B 

B 

B 

fl 

fl 

pgpMemFree  (szPassPhrase); 

u 

fl 

fl 

B 

fl 

fl 

szPassPhrase  = NULL; 

n 

B 

B 

B 

B 

> 

D 

B 

fl 

fl 

fl 

i = 

S end D L g I t emMe s sage  (hDLg,  IDC.PHRASE, 

n 

B 

B 

B 

fl 

fl 

n n n n n WH.G ETT E XT LE NGT H , 0,  0)  +1; 

Q 

fl 

B 

B 

fl 

szPassPhrase  = pgpMemALLoc  (i); 

n 

B 

B 

B 

fl 

i f 

(szPassPhrase)  { 

a 

B 

B 

fl 

□ 

B 

Get D Lg I t emText  (hDLg,  IDC.PHRASE,  szDummy,  i); 

n 

fl 

B 

B 

fl 

B 

i = SendD LgItemMessage  (hDLg,  I D C_ S I G N KE Y C OMBO , 

Q 

fl 

fl 

fl 

fl 

B 

n a a u n n CB.GETCURSEL,0,0); 

c 

B 

B 

B 

fl 

fl 

if  (i  ==  CB.ERR)  { 

n 

fl 

fl 

B 

fl 

fl 

n PG P c omd L g Me s sa g eBox  (hDLg, 

a 

fl 

B 

B 

fl 

B 

a a IDS.ERRORMESSAGECAPTION,  I DS.NOS I GNKE Y, 

B 

fl 

B 

B 

fl 

B 

a a MB. OK  | MB.ICONEXCLAMATION); 

B 

fl 

B 

fl 

□ 

fl 

> 

B 

B 

B 

B 

B 

B 

e L s e { 

B 

B 

B 

B 

fl 

fl 

n if  ( ppKey S e L e c t ed ) { 

B 

fl 

fl 

fl 

fl 

B 

a a *ppKeySe Lected  = 

B 

B 

B 

B 

B 

B 

° ° ° ( PG PKey * ) S end D L g 1 1 emMe s sa g e (hDLg, 

B 

B 

fl 

fl 

fl 

fl 

n a a a I D C_S I GN KE Y C OMBO , 

B 

B 

fl 

B 

fl 

B 

n n a a a CB.G ET I T E M D AT A,  i,  0); 

B 

fl 

B 

fl 

□ 

fl 

n a if  (uEntryFLags  S PG P C OM D LG. R S A E N C R Y PT  ) f 

fl 

n 

B 

B 

fl 

fl 

a a a pg pG e t Key N umb e r ( *pp Key S e L e c t e d , 

B 

B 

fl 

B 

fl 

B 

° “ a a kPG PKey P r op A L g I d , 8u A L g o r i t h m ) ; 

B 

fl 

B 

fl 

fl 

fl 

n n n if  (uALgorithm  ==  PG P.P KA LG. D S A ) { 
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n 

n 

□ 

B 

B 

B 

fl 

B 

B 

B 

i = PGPcomdlgRSADSAMixWarning  (hDlg); 

n 

a 

n 

B 

B 

B 

B 

B 

B 

B 

switch  (i)  { 

n 

n 

a 

B 

B 

B 

B 

B 

B 

B 

case  PGPC0HDLG_0K  : 

□ 

n 

a 

B 

B 

B 

B 

B 

B 

B 

n EndDialog  (hDlg,  PGPC0HDLG_0K); 

□ 

□ 

n 

B 

B 

B 

B 

B 

fl 

B 

n break; 

n 

n 

Q 

B 

B 

B 

B 

B 

n 

B 

case  PGPCOHDLG_CANCEL  : 

n 

n 

Q 

B 

B 

B 

B 

B 

B 

B 

n EndDialog  (hDlg, 

n 

Q 

Q 

B 

B 

B 

B 

B 

fl 

B 

n n PGPCOHDLG_CANCEL) ; 

□ 

Q 

□ 

B 

B 

B 

B 

B 

fl 

B 

n break; 

Q 

n 

□ 

B 

B 

B 

B 

B 

fl 

fl 

case  PGPC0HDLG_N0  : 

Q 

n 

□ 

B 

B 

B 

B 

B 

B 

fl 

n break; 

n 

n 

n 

B 

B 

B 

B 

B 

B 

fl 

} 

n 

n 

n 

B 

B 

B 

B 

B 

B 

B 

return  TRUE; 

n 

n 

n 

B 

B 

B 

B 

B 

B 

> 

Q 

n 

Q 

B 

B 

B 

B 

B 

} 

n 

n 

n 

B 

B 

B 

B 

> 

n 

n 

n 

B 

B 

B 

B 

EndDialog  (hDlg,  PG P C OH D LG_0K ) ; 

n 

n 

n 

B 

B 

B 

> 

n 

Q 

n 

B 

B 

> 

□ 

n 

n 

B 

B 

else 

n 

□ 

n 

B 

B 

B 

EndDialog  (hDlg 

, PGPC0MDLG_MEMERR0R); 

a 

n 

n 

B 

B 

return 

TRUE 

/ 

n 

n 

B 

B 

case  IDC_SIGNKEYC0MB0  : 

n 

n 

B 

B 

B 

Enab L ePa s s Ph ra seCon t ro L (hDLg); 

n 

n 

B 

B 

B 

break; 

D 

n 

B 

B 

case  IDCANCEL: 

n 

n 

B 

B 

B 

EndDialog  (hDLg 

, PGPCOMDLG_CANCEL); 

n 

n 

B 

B 

B 

return 

TRUE 

r 

D 

Q 

B 

B 

case  IDC_HIDETYPING 

: 

Q 

n 

B 

B 

B 

if 

( I s D L g Bu 1 1 on C h e c ked  (hDlg,  I D C _H I D ET YPI NG ) 

Q 

n 

B 

B 

B 

B 

B 

B 

= = 

BST_ 

CHECKED ) 

n 

□ 

B 

B 

B 

B 

bHi deT  ext  = 

TRUE; 

n 

n 

B 

B 

B 

else 

n 

Q 

B 

B 

B 

B 

bHi deT  ext  = 

FALSE; 

Q 

n 

B 

B 

B 

InvalidateRect 

(GetDLgltem  (hDlg,  IDC_PHRASE), 

□ 

Q 

B 

B 

B 

B 

B 

B 

B 

NULL,  TRUE); 

a 

n 

B 

B 

B 

break; 

n 

n 

B 

> 

n 

Q 

B 

return 

TRUE 

f 

Q 

> 

n 

return 

FALSE; 

> 


//  Dialog  Message  procedure  - get  passphrase,  signing  key,  and  options 

BOOL  CALLBACK  G e t Ph r a s eOp t i on s D L g P r o c (HWND  hDLg,  UINT  uHsg,  WPARAH  wParam, 
n n n n n n n LPARAM  LParam)  { 
a CHAR  szDummyCAD; 
n INT  i; 

n UINT  uAlgorithm; 
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n switch  (uMsg)  { 


Q 

tt 

case  WM_INITDI ALOG : 

n 

tt 

Q 

iNextTabControL  = IDC_ASCIIARMOR; 

n 

tt 

n 

Se t D L g I t emTex t (hDLg,  IDC 

_PR0H PT S T R I NG , s z P r omp t S t r i ng ) ; 

n 

tt 

n 

bHideText  = TRUE; 

Q 

tt 

D 

C h e c k D L g Bu t t 0 n (hDLg,  IDC 

_HIDETYPING,  BST_ 

CHECKED); 

a 

tt 

n 

if  (*uSigningOptions  & PG PC OM D LG_ A S C 1 1 A R HO R ) 

n 

tt 

n 

n C he c kD L gBu t t on  (hDLg, 

IDC_ASCIIARHOR, 

BST_ 

CHECKED ) ; 

n 

tt 

tt 

e L s e 

n 

tt 

tt 

n C he c kD L gBu t t on  (hDLg, 

IDC_ASCIIARMOR, 

BST_ 

UNCHECKED); 

n 

tt 

tt 

if  (*uSi gni ngOpt i ons  & PG P C OH D LG_ D ET A C H E D S I G ) 

n 

tt 

tt 

n Che c kD L gBu t t on  (hDLg, 

IDC_DETACHEDSIG, 

BST 

_CHECKED ) ; 

□ 

n 

tt 

e L s e 

tt 

n 

tt 

n C he c kD L gBu t t on  (hDLg, 

IDC_DETACHEDSIG, 

BST 

.UNCHECKED) 

n 

tt 

tt 

wpO r i g P h r a s e P r 0 c = 

CWNDPROC) 

SetWindowLong( 

□ 

n 

tt 

n 

n n Q n 

n D 

n GetDLgItem(hDLg,  IDC.PHRASE) 

n 

□ 

tt 

tt 

DSHD 

n tt 

a GWL.WNDPROC, 

tt 

□ 

tt 

tt 

n □ n n 

□ n 

n (LONG)  Ph ra s e S u b c L a s s P r o c ) ; 

tt 

n 

tt 

i f 

(InitKeyComboBox 

(hDLg)) 

{ 

tt 

n 

tt 

n 

EnabLePassPhraseControL 

(hDLg); 

tt 

n 

tt 

} 

tt 

a 

tt 

e L s e { 

tt 

n 

tt 

□ 

EndDiaLog  (hDLg 

, PGPCOHDLG.NOSECRETKEYS ) ; 

tt 

n 

tt 

} 

tt 

tt 

tt 

SetForegroundWindow 

(hDLg); 

tt 

tt 

tt 

return  TRUE; 

n n case  Wf1_HELP : 

n WinHeLp  ( ( ( LPH E LP I N F 0 ) L Pa r a m ) ->h I t emH a nd L e , g_ s z H e L p F i L e , 

n HELP_WM_HELP,  (DWORD)  (LPSTR)  a I d s ) ; 

n break; 


n n case  WM_CONTEXTHENU  : 

“ B WinHeLp  (CHWND)  wParatn,  g_s  z H e L p F i I e , H E LP_  C ONT  E XTH  E N U , 

B n (DWORD)  (LPVOID)  aids); 

n n break; 


□ D 

D n 

□ n 

n D 


case  WM_DESTROY: 

SetWi ndowLong  (GetDLgltem  (hDLg,  IDC_PHRASE), 
B n n n GWL_WNDPROC, 

B tt  n n ( LONG  ) wpO  r i g Ph  r a s e P r o c ) ; 

a WipeEditBox  (hDLg,  1DC_PHRASE); 
n return  TRUE; 


a n 

□ D 

n n 

Q n 

a a 

n a 

D D 


case  WM_CTLCOLOREDIT : 

n if  ( ( HWND ) L Pa  ram  ==  GetDLgltem  (hDLg,  IDC_PHRASE))  { 
n n SetBkCoLor  ( ( H D C ) w Pa r a m,  GetSysCoLor  ( C 0 LO R_W I N DO W ) ) ; 
n n if  (bHideText) 

B B n SetTextCoLor  ((HDC)wParam,  GetSysCoLor  (COLOR_WINDOW)); 
n n e L s e 

ana  SetTextCoLor  ( ( H DC ) wPa ram. 
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Q 

□ 

B 

□ 

B 

□ 

n n n GetSysColor  ( C 0 L0R_W I N DOWT E XT ) ) ; 

n 

n 

n 

n 

return 

( BOOL) C r ea t e So L i dB r us h (GetSysCoLor  ( C 0 LO R_W I N D 0 W ) ) ; 

□ 

n 

n 

} 

n 

B 

n 

break; 

n 

B 

case 

WH 

_C0MMAND 

; 

n 

n 

n 

s w i t c h ( LO WOR D (wParam))  { 

Q 

n 

n 

n 

case 

IDOK: 

□ 

D 

□ 

n 

B 

i f 

( I s D L g Bu 1 1 on C h e c ked  (hOLg,  I D C_ AS C 1 1 A RHO R ) 

n 

n 

n 

n 

B 

B 

n ==  BST_CHECKED) 

n 

n 

n 

□ 

B 

B 

* u S 1 g n i n g 0 p t i o n s |=  PG PC OM D LG_A S C 1 1 A RHO R ; 

n 

n 

n 

n 

B 

else 

n 

n 

n 

□ 

B 

n 

* u S i g n i n g 0 p t i o n s &=  ''PGPC0HDL6_ASCI  I ARMOR; 

n 

n 

n 

□ 

B 

i f 

C I s D L g Bu  1 1 on  C h e c ke  d (tiDLg,  I D C _ D ET  A C H E D S I G ) 

n 

B 

D 

n 

B 

n 

n ==  BST_CHECKED) 

Q 

B 

n 

n 

B 

n 

*u S i g n i n g Op t i on s |=  PG PC OM D LG_ D ET A C H E D S I G ; 

n 

B 

n 

n 

B 

else 

n 

n 

B 

n 

B 

n 

*u S i g n i n g 0 p 1 1 on s &=  ” PG PC  OH D LG_ D ET A C H E D S I G ; 

n 

n 

B 

□ 

B 

i f 

(szPassPhrase)  { 

n 

n 

B 

Q 

B 

B 

FiLLMemory  (szPassPhrase, 

n 

□ 

B 

n 

B 

B 

n n n Lstrlen  (szPassPhrase),  '\0'); 

n 

n 

B 

D 

Q 

B 

pgpHemFree  (szPassPhrase); 

Q 

n 

B 

n 

n 

B 

szPassPhrase  = NULL; 

n 

B 

B 

B 

n 

y 

n 

B 

B 

B 

Q 

i = 

SendD L g I t emHes sage  (hOLg,  IDC_PHRASE, 

u 

B 

B 

B 

n 

B 

n n n n n WM_G ETT EXT LE NGT H , 0,  0)  +1; 

Q 

B 

B 

B 

n 

szPassPhrase  = pgpMemALLoc  (i); 

n 

B 

Q 

B 

n 

i f 

(szPassPhrase)  { 

n 

B 

n 

B 

n 

n 

GetD LgltemText  (hDLg,  IDC_PHRASE,  szDummy,  i); 

n 

B 

B 

a 

o 

B 

i = Se nd D L g I t emH e s sa g e (hDLg,  I D C_S I G N KE Y C OHBO, 

n 

B 

B 

n 

Q 

B 

n n n n n n CB_GETCURSEL,0,0); 

n 

B 

B 

n 

□ 

B 

if  (i  ==  CB_ERR)  C 

B 

B 

B 

a 

n 

B 

a PGPcomd L gMes sag eBox  (hDLg, 

B 

B 

B 

D 

a 

B 

n n IDS_ERRORMESSAGECAPTION,  I D S_N0 S I GNKE Y, 

B 

B 

B 

n 

B 

B 

n n HB_0K  | HB.ICONEXCLAHATION); 

B 

B 

B 

n 

B 

B 

> 

B 

B 

B 

n 

B 

B 

e L se  { 

B 

B 

B 

o 

B 

B 

n if  ( ppKey Se L e c t ed  ) ( 

B 

□ 

B 

D 

B 

B 

n n *ppKey S e L e c t e d = 

B 

n 

B 

n 

B 

B 

n n n ( PG PKey * ) S e nd D L g I t emH e s s a g e (hDLg, 

B 

Q 

B 

Q 

B 

B 

n n n n I D C_S I G N KE YC OHBO , 

B 

n 

Q 

n 

B 

B 

n n n n n C B_G ET I T EH D AT A , i,  0); 

B 

B 

n 

B 

B 

B 

n n if  (uEntryFLags  & PG PC  OH D LG_ R S A EN C R YPT ) ( 

B 

B 

n 

B 

B 

B 

B n n pg pG e t Key  N uitibe  r ( *pp Key  S e L e c t ed  , 

B 

n 

B 

B 

B 

B 

n B B B kPG PKey P r op A L g I d , &u A L go r i t hm ) ; 

B 

n 

n 

a 

B 

B 

n B n if  (uALgorithm  ==  PG P_PKA LG_ D S A ) C 

B 

B 

n 

n 

B 

B 

B B B B i = PGPcomdLgRSADSAHixWarning  (hDLg); 

B 

B 

D 

n 

B 

B 

B B B B switch(i){ 

B 

B 

B 

B 

B 

B 

B B B B caselDYES: 

B 

B 

B 

B 

B 

B 

B B B B B EndDiaLog  (hDLg,  PG P C OH D LG_0K ) ; 

B 

D 

B 

B 

B 

B 

B B B B B break; 

B 

n 

B 

B 

n 

B 

B B B B case  IDCANCEL  : 

B 

□ 

B 

B 

B 

B 

B B B B B EndDiaLog  (hDLg, 

B 

n 

B 

B 

D 

B 

B B B B B B PGPCOHDLG_CANCEL) ; 

B 

n 

B 

B 

Q 

B 

B B B B B break; 
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□ 

tt 

B 

B 

fl 

n n n n n case  IDNO  : 

rt 

n 

n 

B 

B 

n n n n n n break; 

n 

n 

B 

B 

B 

n n n n a > 

n 

□ 

B 

B 

B 

B n a a a return  TRUE; 

n 

n 

B 

B 

n 

a a a a } 

□ 

n 

B 

B 

fl 

a a a } 

Q 

n 

B 

B 

fl 

a a } 

n 

n 

B 

B 

B 

B a EndDiaLog  (hDLg,  PG PC  OH D LG_0K ) ; 

u 

□ 

B 

B 

B 

B > 

u 

n 

B 

B 

B 

} 

n 

n 

B 

B 

fl 

e L s e 

u 

Q 

B 

B 

fl 

B EndDiaLog  (hDLg,  PGPC0MDLG_MEMERR0R); 

n 

n 

B 

B 

B 

return  TRUE; 

n 

s 

B 

B 

case  IDC_SIGNKEYC0HB0  : 

n 

a 

B 

B 

B 

EnabLePassPhraseControL  (hDLg); 

n 

n 

B 

B 

B 

break; 

n 

n 

B 

B 

case  IDCANCEL: 

Q 

n 

B 

fl 

B 

EndDiaLog  (hDLg,  PGPCOHDLG_CANCEL); 

n 

Q 

B 

B 

B 

return  TRUE; 

□ 

Q 

B 

B 

case  IDC_HIDETYPING  : 

n 

n 

B 

fl 

B 

if  (IsDLgButtonChecked  (hDLg,  I D C_ H I D ET YP I NG ) 

□ 

Q 

B 

B 

B 

B a a ==  BST_CHECKED) 

n 

n 

B 

B 

fl 

B bHideText  = TRUE; 

n 

a 

B 

fl 

B 

e L se 

□ 

n 

B 

fl 

B 

B bHideText  = FALSE; 

n 

a 

B 

fl 

fl 

Inva L i da teRect  (GetDLgItem  (hDLg,  IDC_PHRASE) 

s 

n 

B 

B 

fl 

B B a a a NULL,  TRUE); 

□ 

n 

B 

B 

B 

break; 

□ 

u 

B 

> 

n 

a 

fl 

return 

TRUE; 

n 

> 

a 

return 

FALSE 

t 

> 


//  Hook  procedure  for  WH_H0USE  hook. 

LRESULT  CALLBACK  Mou s e H oo kP r o c CINT  iCode,  WPARAH  wParam,  LPARAM  LParam)  < 
o MOUSEHOOKSTRUCT*  pmhs; 

if  (iCode  < 0)  //  do  not  process  message 

return  CaLLNextHookEx  (hhookHouse,  iCode,  wParam,  LParam); 

n pmhs  = (MOUSEHOOKSTRUCT*)  LParam; 
n pg pRa nd Poo L Ho u s e (pmhs->pt.x,  pmhs->pt.y); 

n return  CaLLNextHookEx  (hhookHouse,  iCode,  wParam,  LParam); 

> 

J 
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//  Hook  procedure  for  WH_KEYBOARD  hook  — inhibits  other  hook  procedures 
LRESULT  CALLBACK  G e t KBH oo kP r o c (INT  nCode,  WPARAM  wParam,  LPARAM  LParam)  { 
n pgpRandPooLKeystroke  (0); 

n return  C a L L N e x t H oo k E x ( h h oo kKey boa r d , nCode,  wParam,  LParam); 

> 


//  Hook  procedure  for  WH_DEBUG  hook  — inhibits  other  hook  procedures 

LRESULT  CALLBACK  G e t D e bug Hoo kP r o c (INT  iCode,  WPARAM  wParam,  LPARAM  LParam)  C 

if  (iCode  < 0)  /*  do  not  process  message  */ 

return  C a L L N e x t Hoo kE x (hhookDebug,  iCode,  wParam,  LParam); 

//n  if  (wParam  !=  2) 

//  return  CaLLNextHookEx  (hhookDebug,  iCode,  wParam,  LParam); 

n return  CaLLNextHookEx  (hhookDebug,  iCode,  wParam,  LParam); 

} 


// 

//  Entry  point  caLLed  by  app  to  post 


diaLog  and  get  phrase 


UINT  PGPExport 
Q o n n 

□ n □ □ 

n D n n 


PGPcomdLgGetPhrase 

□ Q n n n 

D Q n n n 

□ □nan 


(HWND  hWndParent,  LPSTR  szPrompt, 

LPSTR*  pszPhrase,  PGPKeySet*  pKeySet, 
PGPKey**  ppKey,  LPSTR  szKeylD, 

UINT*  uOptions,  UINT  uFLags)  ( 


n DWORD  d w Ph r a s eTh r ea d I D ; 

n UINT  uRetvaL; 

n szPassPhrase  = NULL; 

n szPromptSt ri ng  = szPrompt; 

n pKeySetMain  = pKeySet; 

n ppKeySeLected  = ppKey; 

n szInitiaLKeylD  = szKeylD; 

n u S i gn i ngOp t i on s = uOptions; 
n uEntryFLags  = uFLags; 


n d wPh r a s eTh r e a d I D = Ge t C u r r en t T h r ea d I d (); 

n hhookMouse  = S e t W i ndo w s H oo kE x (WH_H0USE,  Mou s e Hoo kP r o c , 
nnnnnnnan  NULL,  Ge t C u r r e n t T h r ea d I d ( ) ) ; 
n h h o o k Key b o a r d = S e t W i ndo w s Hoo k E x ( WH_KE YBO A R D , Ge t KBH oo kP r o c , 
nnnnnnnnn  NULL,  d w Ph r a s eT h r ea d I D ) ; 
n hhookDebug  = S e t W i n do w s H oo kE x (WH_DEBUG,  G e t D e bug Hoo kP r o c , 
nnnnnnnnn  NULL,  d wP h r a s eTh r e a d I D ) ; 

n if  (pKeySetMain  &S  ppKeySeLected)  ( 
n n if  (uOptions)  { 

n n n uRetvaL  = DiaLogBox  (g_hlnst, 

nnnnnnnn  H AKE I NT R E S OU R C E ( I D D_P AS S PH R A S EOPT I ON S ) , 

nnnnnnnn  hWndParent,  Ge t P h r a s eO p t i o n s D L g P r o c ) ; 

n n } 
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n 

□ 

else  { 

n 

n 

n uRetval 

= 

Di  a logBox 

(g_hlnst. 

n 

n 

o n 

a 

a 

a 

a 

MAKEINTRESOURCE  (IDD_PASSPHRASEKEYS), 

n 

a 

□ n 

a 

a 

a 

a 

hWndParent,  GetPhraseKeyDlgProc)  ; 

D 

a 

> 

□ 

> 

n 

e L 

se  { 

□ 

a 

uRetval 

= DialogBox 

(g_hlnst,  MAKEINTRESOURCE  ( I D D_ P A S S PH R A S E ) 

a 

a 

n Q 

a 

a 

a 

hWndParent,  G e t Ph r a s e D 1 g P r o c ) ; 

n 

> 

u 

■i  f 

(uRetval 

= = 

PGPCOMDLG 

_0K) 

*pszPhrase  = s z Pa s s P h r a s e ; 

n 

e L 

se  *pszPh 

rase 

= 

NULL; 

n UnhookWindousHookEx  (hhookDebug); 
n U n hoo k W i nd o w s Hoo k Ex  ( h h oo kKey boa r d ) ; 

n UnhookWindowsHookEx  (hhookMouse); 
a EnabLeWindow  (hwndParent,  TRUE); 

n return  uRetval; 

> 


//  Routine  to  wipe  and  free  passphrase 

VOID  PGPExport  PG P c omd L g F r ee Ph r a s e (LPSTR  szPhrase)  { 

n if  (szPhrase)  { 

n n FiLLMemory  (szPhrase,  LstrLen  (szPhrase),  '\0'); 

n H pgpMemFree  (szPhrase); 

n } 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

* $Id$ 

*/ 

/ / : PGPp ref s . c - handle  PGP  preferences  dialogs 
// 


#incLude  " pg p comd L g x . h " 

^include  ". .\incLude\pgpkeyserversupport.h" 
#define  M AX C A C H ET I M E L I H I Tn  n 300 
//define  S EH  A PH  0 R E N AH  En  ( " PG  Pp  r e f s I n s t S em"  ) 


//  externa  L g Loba  Is 
extern  HINSTANCE  g_hlnst; 
extern  CHAR  g_s z H e L p F i L e C H AX_P AT H D ; 
extern  CHAR  g_szbufCG_BLIFLEN!]; 
extern  HWND  g_h W nd P r e f e r en c e s ; 

//  local  globals 
static  HUND  hWndParent; 
static  DINT  uReturnValue; 
static  BOOL  bNeedsCentering; 
static  BOOL  bReloadKeyring; 


static  DWORD  aldsCD  = Cnn 
IDC_ENCRYPTTOSELF,n  a 
n IDC_USEFASTKEYGEN,n  n 

IDC_PRIVATEKEYRING,nn 
n IDC_SETPRIVATEKEYRING,n 
IDC_PUBLlCKEYRING,n  n 
n IDC_SETPUBLICKEYRING,n 

n IDC_ENCRYPTPGPHIHE,nn 

n IDC_SIGNPGPHIHE,n  n 

n IDC_PASSCACHEENABLE,n 

n IDC_PASSCACHENUHBER,n 

n IDC_WRAPENABLE,nn  n 

a IDC_WRAPNUHBER,nn  n 

n IDC_ENCRYPTBYDEFAULT,n 

n IDC_SIGNBYDEFAULT,n  n 

n IDC_SIGNCACHEENABLE,n 

n IDC_SIGNCACHENUHBER,n 

a IDC_UARNONHARGINAL,nn 

0,0 

>; 


n //  Help  IDs 

IDH_PGPCDPREF_ENCRYPTTOSELF, 

IDH_PGPCDPREF_USEFASTKEYGEN, 

IDH_PGPCDPREF_PRIVATEKEYRING, 

IDH_PGPCDPREF_SETPRIVATEKEYRING, 

IDH_PGPCDPREF_PUBLICKEYRING, 

IDH_PGPCDPREF_SETPUBLICKEYRING, 

IDH_PGPCDPREF_ENCRYPTPGPHIHE, 

IDH_PGPCDPREF_SIGNPGPHIHE, 

IDH_PGPCDPREF_PASSCACHEENABLE, 

IDH_PGPCDPREF_PASSCACHESECONDS, 

IDH_PGPCDPREF_UORDWRAPENABLE, 

IDH_PGPCDPREF_WORDWRAPCOLUHN, 

IDH_PGPCDPREF_ENCRYPTBYDEFAULT, 

IDH_PGPCDPREF_SIGNBYDEFAULT, 

IDH_PGPCDPREF_SIGNCACHEENABLE, 

IDH_PGPCDPREF_SIGNCACHESECONDS, 

IDH_PGPCDPREF_WARNONHARGINAL, 


//  Check  for  illegal  file  names 

BOOL  IsFileNameOK  (LPSTR  sz)  C 
n UINT  uLen; 
n DWORD  dwAttrib; 

n uLen  = Lstrlen  (sz); 
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n if  (uLen  < 4)  return  FALSE; 

n if  ((szC13  !=  SS  (szCID  !=  '\\'))  return  FALSE; 

n if  (strcspn  (sz,  "/*?”"<>|")  !=  uLen)  return  FALSE; 

n if  (szCuLen-i:  ==  return  FALSE; 

a if  (szCuLen-i:  ==  '\\')  return  FALSE; 

a duAttrib  = G e t F i L e A t t r i bu t e s (sz); 

a if  (dwAttrib  ==  0xFFFFFFFF)  return  TRUE;a  //  file  doesn't  exist 
a if  (dwAttrib  & F I L E_ ATTR 1 BUT E_ D I R E C TO R Y ) return  FALSE; 
a if  (dwAttrib  S F I LE_ ATT R I BUT E_ S Y S T EM ) return  FALSE; 

a return  TRUE; 

} 


// 

//  Message  processing  function  for 


property  sheet  dialog 


LRESULT  WINAPI  F i I e P r o p D L g P r o c (HWND  hDLg,  UINT  uMsg, 
nnannnnn  WPARAM  wParam,  LPARAM  IParam)  { 
a OPENFILENAME  0 pe n F i L e N a me ; 
a CHAR  szFi LeCMAX.PATH]; 

a CHAR  szini tDi r[MAX_PATHD; 

a CHAR  szFiLteri:i28:; 

a CHAR  szDefExtCSD; 

a CHAR*  p; 

a UINT  uLen; 

a HWND  hParent; 

a RECT  rc; 

a BOOL  bWa  rn; 

a DWORD  dwSize; 

a HKEY  hKey; 

a LRESULT  LResuLt; 
a 

a switch  (uMsg)  { 


a 

a 

□ 

a 

a 

a 

a 

a 

n 

a 

n 


case  WM_INITDI ALOG : 
a if  ( bNeed s Cen t e r i ng  ) { 
a n hParent  = GetParent  (hDlg); 

a a g_hWndPreferences  = hParent; 

a a GetWindowRect  (hParent,  &rc); 
a a SetWindowPos  (hParent,  NULL, 

a a n ( G e t S y s t emMe t r i c s ( S M_C X S C R E E N ) - (rc. right  - rc.Left))  / 2, 

nan  ( G e t S y s t emMe t r i c s ( S M_ C Y S C R E E N ) - (rc. bottom  - rc.top))  / 3, 

a a n 0,  0,  SWP_NOSIZE  | S W P_N0 Z 0 R D E R ) ; 
a a bNeedsCentering  = FALSE; 

a > 


a a uLen  = s i z eo f ( s z F i L e ) ; 

a a pg pG e t P r e f S t r i n g ( k PG PP r e f P r i wR i n g , szFiLe,  SuLen); 

a a szFileCuLen]  = '\0'; 

a a SetDLgItemText  (hDLg,  I D C _ P R I V AT E KE Y R I NG , szFiLe); 
a a uLen  = sizeof(szFiLe); 

a a pgpGetPref St ri ng  ( kPG P P r e f Pu b R i ng , szFile,  SuLen); 
a a szFiLeCuLenD  = '\0'; 

a a SetDLgItemText  (hDlg,  I D C _PU B L I C K E Y R I N G , szFile); 
a a return  TRUE; 
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case  WH_HELP: 

WinHeLp  ( C ( LPH E LP I N F 0 ) L Pa r a m ) -> h I t emHa nd L e , g _s z H e L p F i L e , 
HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 
break; 

case  WH_CONTEXTHENU: 

WinHeLp  (CHWND)  wParam,  g _ s z H e L p F i L e , HELP_CONTEXTMENU, 
(DWORD)  (LPVOID)  aids); 
break; 


n 

Q 

D 

n 

n 

n 

n 

n 

n 

n 

Q 

n 

□ 

n 

n 

Q 

n 

n 

n 

n 

u 

u 

a 

u 

n 

a 

n 

n 

o 

n 

D 

n 

n 

n 

D 

□ 

n 

o 


case  WH_COMMAND  : 
a switch  (LOWORD  (wParam))  i 

case  IDC_SETPRIVATEKEYRING  : 

a GetD LgItemText  (hDLg,  I D C_PR I V AT E KE Y R I NG , szFiLe,  s i z eof ( s z F i L e ) ) ; 
Lstrcpy  (szInitDir,  ""); 

if  { G e t F i L e A 1 1 r i b u t e s (szFiLe)  & F I LE_ATT R I BUT E_ D I R E C TO R Y ) T 
a Lstrcpy  CszInitDir,  szFiLe); 

a Lstrcpy  (szFiLe,  ""); 

> 

Loadstring  (g_hlnst,  IDS_PRIVKEYRINGFILTER,  szFiLter, 
a a a a a sizeof(szFiLter)); 

whiLe  (p  = strrchr  (szFiLter,  *3*))  *p  = *\0’; 

Loadstring  (g_hlnst,  I D S _PR I VKE Y C A PT I ON , g_szbuf, 
a a a a a s i z eof ( g_s z b u f ) ) ; 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


OpenFi LeName. LStructSize 
OpenFi LeName. hwndOwner 
OpenFi LeName. hinstance 
OpenFi LeName. LpstrFi Lter 
OpenFi LeName. LpstrCustomFi Lter 
OpenFi LeName. nMaxCustFi Lter 
OpenFi LeName.nFi Lterindex 
OpenFi LeName. LpstrFi Le 
OpenFi LeName. nMaxFi Le 
OpenFi LeName. LpstrFi LeTitLe 
OpenFi LeName. nMaxFi LeTitLe 
OpenFi LeName. LpstrlnitiaLDir 
OpenFi LeName. LpstrTitLe 
Ope n F i L e Na me . F L a g SB  a a 
OpenFi LeName.nFi LeOffset 


sizeof  ( OPEN F I LENAME ) ; 
h D L g ; 

(HANDLE)g_hInst; 
szFi Lter; 

(LPTSTR)NULL; 

0L; 

1L; 

s z F i L e ; 

sizeof  (szFiLe); 

NULL; 

0; 

szInitDi r; 
g_szbuf ; 

OFN_HIDEREADONLY; 

0; 

0; 


OpenFi LeName.nFi LeExtension 
Loadstring  (g_hlnst,  I D S_ D E F PR I V R I N G E XT , szDefExt, 
a a a a a s i z eof ( s z De f E x t ) ) ; 
OpenFiLeName.LpstrDefExt  = szDefExt; 

OpenFiLeName.LCustData  = 0; 

if  ( Ge t 0 pe n F i L eN a me  ( &0pen Fi L eName ) ) i 

a SetDLgItemText  (hDLg,  I D C_PR I V AT EKE Y R I NG  , szFiLe); 
> 

break; 


a a 
a a 
a a 
a a 
a a 
a a 
a a 
a a 


case  IDC.SETPUBLICKEYRING  : 

a GetDLgItemText  (hDLg,  I DC.PUBLICKEYRING,  szFiLe,  s i z e o f ( s z F i L e ) ) ; 
a Lstrcpy  (szInitDir,  ""); 

a if  ( G e t F i L e A 1 1 r i b u t e s (szFiLe)  & F I LE_ATTR I BUT E_ D I R E CTO R Y ) f 
a a Lstrcpy  (szInitDir,  szFiLe); 

a a Lstrcpy  (szFiLe,  ""); 

a > 

a Loadstring  (g_hlnst,  I D S_ PUBKE Y R I N G F I LT E R , szFiLter, 
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B 

B 

B 

a n a n a s i z e o f ( s z F i L t e r ) ) ; 

B 

B 

fl 

while  (p  = strrchr  (szFiLter, 

'a ' ) ) *p  = ' \ 0 ' ; 

B 

B 

B 

Loadstring  Cg_hlnst,  I D S _ PU BKE Y C A PT 1 0 N , g_szbuf,  G_BUFLEN), 

B 

B 

B 

OpenFi leName. IStructSize 

= sizeof  COPENFILENAME); 

B 

B 

fl 

OpenFi LeName. hwndOwner 

= hDLg; 

B 

B 

fl 

OpenFi LeName. hinstance 

= ( HANDLE )g_hlnst; 

B 

fl 

B 

OpenFi LeName. LpstrFi Lter 

= szFiLter; 

B 

B 

B 

OpenFi LeName. LpstrCustomFi Lter 

= ( LPTSTR) NULL; 

B 

B 

fl 

OpenFi LeName. nMaxCustFi Lter 

= 0L; 

B 

fl 

B 

OpenFi LeName. nFi Lterindex 

= 1L; 

B 

B 

fl 

OpenFi LeName. LpstrFi Le 

= s z F i L e ; 

B 

fl 

fl 

OpenFi leName. nHaxFi Le 

= sizeof  CszFiLe); 

B 

B 

fl 

OpenFi LeName. LpstrFi LeTitLe 

= NULL; 

fl 

fl 

B 

OpenFi LeName. nMaxFi LeTitLe 

= 0; 

B 

fl 

fl 

OpenFi LeName. LpstrInitiaLDi r 

= szInitDir; 

B 

B 

fl 

OpenFi LeName. LpstrTitLe 

= g_szbuf ; 

B 

fl 

fl 

Open F i L eName . F L a g sn  n n 

= OFN_HIDEREADONLY; 

B 

fl 

B 

OpenFi LeName. nFi LeOffset 

= 0; 

B 

fl 

fl 

OpenFi LeName. nFi LeExtension 

= 0; 

fl 

B 

fl 

Loadstring  (g_hlnst,  I D S _ D E F PU BR I N G E XT , szDefExt, 

fl 

B 

B 

n n n n n s i z eo f ( s z D e f E x t ) ) ; 

B 

fl 

B 

OpenFi LeName. LpstrDefExt 

= szDefExt; 

B 

B 

fl 

OpenFi LeName. LCustData 

= 0; 

fl 

fl 

B 

if  ( Get  Open F i L eName  ( &0p e n F i L e N a me ) ) { 

B 

B 

B 

n S e t D L g I t emTex t ChDLg,  IDC_ 

PUBLICKEYRING,  szFiLe); 

B 

B 

B 

> 

B 

fl 

B 

break; 

fl 

B 

> 

fl 

B 

break; 

fl 

case 

UM 

NOTIFY  : 

n n switch  (((NMHDR  FAR  *)  L Pa  ra  m ) ->  c od  e ) ■( 


n n case  PSN_SETACTIVE  : 

n n n break; 

n n case  PSN_HELP  : 

nun  WinHeLp  ChDLg,  g _ s z H e L p F i L e , HELP_CONTEXT, 
a n n n I D H_PG PC D PR E F_ F I L E D I A LOG ) ; 

n n n break; 


n 

a 

n 

n 

n 

□ 

n 

n 

Q 

a 

Q 

n 

n 

n 

□ 

a 

n 


n 

n 

□ 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


case  PSN_APPLY  : 
a uLen  = G_BUFLEN; 

n pgpGetPrefString  (kPGPPrefPrivRing,  g_szbuf,  &uLen); 
n g_ s 2 bu f C u Le n D = *\0*; 

GetDLgItemText  ChDLg,  I DC.PRIVATE KEYRING,  szFiLe,  sizeofCszFile)); 
if  (Lstrcmpi  (szFile,  g_szbuf)  !=  0)  -C 
n if  ( ! I s F i L eNameOK  CszFiLe))  C 

n PGPcomdLgMessageBox  (g_hWndPreferences, 
n B IDS_CAPTION,  I D S_ I L LEG A L F I L E N AM E , 
n n MB.OK  | MB_ I C ON H AN D ) ; 
n SetWi ndowLong  ChDLg,  D W L_M S G R E S U LT , 
n B PSNRET_INVALID_NOCHANGEPAGE); 
n return  TRUE; 

> 

pg p S e t P r e f S t r i ng  C kPG P P r e f P r i v R i ng , szFiLe, 
bReLoadKeyring  = TRUE; 


B 

B 

B 

B 

B 

B 

B 

B 

B 

> 


LstrLen  CszFiLe)); 
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n 

□ 

n 

u Le  n = 

G_BUFLEN; 

a 

n 

□ 

pgpGetPrefString  (kPGPPrefPubRing,  g_szbuf,  &uLen); 

n 

o 

n 

g_ 

szbufCuLenD  = '\0'; 

D 

n 

n 

GetDlgltemText  (hDLg,  I D C _PU B L I C KE Y R I N G , szFile,  s i z eo f ( s z F i L e ) ) ; 

□ 

n 

n 

i f 

(Lstrcmpi  CszFile,  g_szbuf)  !-  0)  t 

n 

n 

n 

Q 

i f 

( ! I s F i L e Na me  OK  (szFile))  { 

n 

n 

n 

n 

n 

PGPcomdlgHessageBox  (g_hWndPreferences, 

n 

n 

n 

n 

n 

n IDS.CAPTION,  I D S _I LL EG  A L F I LE N AM E , 

n 

□ 

n 

a 

n 

n MB_0K  1 HB_ICONHAND); 

n 

□ 

u 

n 

Q 

S e t W i nd OH Lo ng  (hDlg,  D W L_M S G R E S U LT , 

□ 

□ 

n 

n 

n 

n PSNRET_INVALID_NOCHANGEPAGE); 

□ 

Q 

a 

n 

n 

return  TRUE; 

n 

n 

n 

n 

> 

tt 

n 

n 

□ 

pgpSet Pref S t r i ng  ( k PG PP r e f Pu b R i ng , szFile,  Lstrlen  (szFile)); 

n 

n 

n 

n 

bReloadKeyring  = TRUE; 

a 

n 

Q 

> 

n 

□ 

n 

uReturnValue  = PGPC0MDLG_0K; 

SetUindowLong  ChDLg,  DWL_MSGRESULT,  PSNRET_N0ERR0R); 

Q 

n 

Q 

if 

(bReloadKeyring)  ( 

n 

n 

n 

n 

Loadstring  (g_hlnst,  I D S _PG PKE Y S R EG  I D , g_szbuf,  G_BUFLEN); 

□ 

n 

Q 

n 

LResuLt  = RegCreateKeyEx  ( H KE Y_C U RR ENT_U S E R , g_szbuf,  0,  NULL, 

u 

□ 

n 

n 

n 

n REG_0PTI0N_N0N_V0LATILE,  KE Y_ A LL_ A C C E S S , NULL, 

n 

n 

n 

n 

n 

n ShKey,  SduSize); 

n 

n 

n 

Q 

i f 

(LResuLt  ==  ERR0R_SUCCESS ) { 

u 

n 

n 

Q 

□ 

bWarn  = TRUE; 

u 

□ 

Q 

o 

n 

RegSet Va L ueEx  (hKey,  " ReadOn  ly Wa rn " , 0,  REG_DU0RD, 

n 

n 

□ 

n 

n 

n (LPBYTE)abWarn,  sizeof(DWORD)); 

n 

n 

n 

n 

n 

RegCloseKey  (hKey); 

n 

n 

a 

n 

> 

Q 

n 

n 

> 

n 

n 

n 

return 

TRUE; 

break; 

n n case  PSN_KI LLACTI VE  : 

S e t W i n do w Long  (hDLg,  D U L_M S G R E S U LT , FALSE); 
return  TRUE; 
n n n break; 

n n case  PSN_RESET  : 

n n n uReturnVaLue  = PG PC  OH D LG_ C AN C E L; 

S e t W i ndo w Long  ChDLg,  D W L_H S G R E S U LT , FALSE); 
n □ n break; 

n n } 

n } 

n return  FALSE; 

} 

D □ D □ 


//  Hessage  processing  function  for  property  sheet  dialog 

LRESULT  WINAPI  E n c r y p t P r op D L g P r o c (HWND  hDLg,  UINT  uHsg, 
nnannnnn  UPARAH  wParam,  LPARAH  LParam)  { 

n HWND  hParent; 
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a RECT  rc; 

a UINT  u,  uEncrypt,  uSign; 

a Boolean  b; 

a switch  (uHsg)  { 


□ 

a 

n 

a 

Q 

n 

a 

n 

□ 

a 

D 


case  WM_INITDIALOG : 
a if  ( bNeed s C en t e r i ng  ) { 
a n hParent  = GetParent  (hDLg); 

a a g_hWndPreferences  = hParent; 

a a GetWindowRect  (hParent,  &rc); 
a n SetWindowPos  (hParent,  NULL, 

a a a ( G e t Sy s t emM e t r i c s ( S M_ C X S C R E EN ) - (rc. right  - rc.Left))  / 2, 

° a n ( G e t S y s t emMe t r i c s ( S H_C Y S C R E E N ) - (rc. bottom  - rc.top))  / 3, 

a a n 0,  0,  SWP_NOSIZE  | S W P_ NO Z 0 R D E R ) ; 

a a bNeedsCenteri ng  = FALSE; 

a > 


a a PG P c omd L g E r r o r He s s a g e ( pg pG e t P r e f Boo L e a n ( kPG P P r e f E n c r y p t To S e L f , &b)); 

a a if  (b)  CheckDLgButton  (hDLg,  IDC_ENCRYPTTOSELF,  BST_CHECKED); 
a a else  CheckDLgButton  (hDLg,  I D C_ E N C R YPTTOS E L F , B ST_U N C H E C KE D ) ; 

a a PG P c omd L g E r r o r M e s s a g e ( pg pG e t P r e f N umbe r ( 

aanannna  kPG P P r e f Ha i L Pa s s C a c h e Du r a t i on , &u)); 
a a SetD Lgitemint  (hDLg,  I D C_P A S S C A C H EN UHB E R,  u,  FALSE); 

a a PG P c omd L g E r r o r H e s s a g e ( pg pG e t P r e f Boo L ea n ( 

nannnnnn  k PG PP r e f Ha i L Pa s s C a c h e E na b I e , &b)); 
a a i f ( b ) { 

n a n CheckDLgButton  (hDLg,  IDC_PASSCACHEENABLE,  BST_CHECKED); 

a a n EnabLeWindow  (GetDLgItem  (hDLg,  IDC_PASSCACHENUHBER),  TRUE); 

a n > 

a a e L s e { 

a a n CheckDLgButton  (hDLg,  I D C_P AS S C AC H E EN AB LE , B ST_U N C H E C KE D ) ; 

ana  EnabLeWindow  (GetDLgItem  (hDLg,  I D C_P A S S C A C H EN UHB E R ) , FALSE); 
n n } 


a a PG P c omd L g E r r o r He s sa g e ( pg pG e t P r e f N umbe r ( 

““““anan  k PG PP r e f S i g n C a c h e D u r a t i o n , &u)); 
a a SetD Lgitemint  (hDLg,  IDC_SIGNCACHENUHBER,  u,  FALSE); 

a a PG P c omd L g E r r o r He s s a g e ( pg pGe t P r e f Boo L ea n ( 

““nannnn  k PG PP r e f S i g n Ca c h e E na b L e , &b)); 

a a i f ( b ) { 

° ° n CheckDLgButton  (hDLg,  IDC_SIGNCACHEENABLE,  BST_CHECKED); 

a a n EnabLeWindow  (GetDLgItem  (hDLg,  IDC_SIGNCACHENUHBER),  TRUE); 

n n } 

a a e I se  { 

“ “ « CheckDLgButton  (hDLg,  IDC_SIGNCACHEENABLE,  BST_UNCHECKED); 

a a n EnabLeWindow  (GetDLgItem  (hDLg,  I D C_S I G N C A C H E NUHB E R ) , FALSE); 
a a } 


a a PG P c omd L g E r r o r H e s s a g e ( pg pG e t P r e f Boo L ea n ( 

°°“annnn  k PG P P r e f Ha r g i na L L y Va L i d Wa r n i n g , Sb)); 
n a if  (b)  CheckDLgButton  (hDLg,  IDC_WARNONHARGINAL,  BST_CHECKED); 
a a else  CheckDLgButton  (hDLg,  IDC_WARNONHARGINAL,  BST_UNCHECKED); 

a a PG P c omd L g E r r o r H e s s a g e ( pg pG e t P r e f Boo L ea n ( kPG PP r e f F a s t Key G e n , &b)); 
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n n if  (b)  C h e c k D L g Bu 1 1 on  (hDLg,  I D C_U S E F A S T KE YG E N , B ST_ C H E C KE D ) ; 
n n else  C h e c k D L g B u t t on  (hDLg,  I D C_U S E F A STKE YG E N , B ST_U N C H E C KE D ) ; 

H n return  TRUE; 


case  WM_HELP: 

WinHeLp  ( ( ( LP H E LP I N F 0 ) L Pa r a m ) -> h I t emH a n d L e , g _s z H e L p F i L e , 
HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 
break; 

case  WH.CONTEXTMENU : 

WinHeLp  ((HWND)  uParam,  g _ s z H e L p F i L e , H E LP_C ONT E XTH E N U , 
(DWORD  ) ( LPVOID)  aids  ) ; 

break; 


□ 

case 

WM 

_C0MMAND  : 

Q 

a 

s w i 

tch  (LOWORD  (wParam))  ( 

n 

a 

case  IDC_PASSCACHEENABLE  : 

Q 

Q 

B 

if  ( I s D L g Bu t t on C h e c ked  (hDLg,  I D C _ P A S S C A C H E E N AB LE ) — BST, 

.CHECKED) 

n 

n 

B 

n EnabLeWindow  (GetDLgItem  (hDLg, 

IDC.PASSCACHENUHBER), 

T R U E ) ; 

Q 

n 

B 

e L s e 

n 

Q 

B 

a EnabLeWindow  (GetDLgItem  (hDLg, 

IDC.PASSCACHENUMBER), 

F A L S E ) ; 

n 

n 

B 

break; 

n 

n 

case  IDC_SIGNCACHEENABLE  : 

n 

□ 

B 

if  ( I s D L g B u t t 0 n C h e c k e d (hDLg,  I D C _ S I G N C A C H E E N AB LE ) — BST 

.CHECKED) 

n 

a 

B 

n EnabLeWindow  (GetDLgItem  (hDLg, 

IDC.SIGNCACHENUHBER), 

TRUE); 

n 

n 

B 

e L se 

n 

n 

B 

n EnabLeWindow  (GetDLgItem  (hDLg, 

IDC.SIGNCACHENUMBER), 

FALSE); 

Q 

n 

B 

break; 

n 

n 

> 

a 

n 

break; 

a 

case 

un 

.NOTIFY  : 

a 

B 

swi 

tch  (((NHHDR  FAR  *)  L Pa r a m ) -> c od e ) < 

n 

B 

case  PSN_SETACTIVE  : 

n 

B 

B 

break; 

a 

B 

case  PSN_HELP  : 

a 

B 

B 

WinHeLp  (hDLg,  g_s z H e L p F i L e , H E LP_ C 0 NT E XT , 

n 

B 

B 

n IDH_PGPCDPREF_ENCRYPTDIALOG); 

a 

B 

B 

break; 

a 

B 

case  PSN_APPLY  : 

o 

B 

B 

uEncrypt  = G e t D L g I t em I n t (hDLg,  IDC 

.PASSCACHENUHBER,  NULL 

, FALSE); 

n 

n 

n 

n 

a 

□ 

n 

n 


uSign  = Ge t D L g I t emi n t (hDLg,  IDC.SIGNCACHENUMBER,  NULL,  FALSE); 
if  ((uEncrypt  > H AX C A C H ET I H E LI M I T ) | | ( u S i g n > M AX C A C H ET I M E LI M I T ) ) C 
PGPcomd LgHessageBox  (hDLg,  IDS_CAPTION, 
n IDS_INVALIDCACHEVALUE,  HB_OK|HB_ICONHAND); 

S e t W i n do wLong  (hDLg,  D W L_M S G R E S U LT , 
n PSNRET_INVALID_NOCHANGEPAGE); 
return  TRUE; 


n n n if  ( I s D L gBu 1 1 on C h e c ked  (hDLg,  I D C _ E N C R Y PTTO S E L F ) ==  BST_CHECKED) 

n n n n b=TRUE; 

n n n e L se 
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□ n 
Q □ 
n n 
u u 

□ a 
u n 

a a 
n n 

□ a 
n n 
n □ 
n n 
n a 
n Q 
n n 
tt  n 
n n 

o Q 
n n 
n n 
u n 
n n 
n n 
n B 

B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B fl 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B B 


B B 

B B 

B B 

fl  B 

n > 


n B b = FALSE; 

n PG P c omd L g E r r o rM e s s a g e ( pg p S e t P r e f Boo L e a n ( 
n u a u n u k P G P P r e f E n c r y p t T o S e L f , b)); 

B 

n PG P c omd L g E r ro r Me s s a g e C pg p S e t P r e f N umb e r ( 

° ° ° n B B kPG P P r e f Ma i L Pa s s C a c h e D u r a t i on , uEncrypt)); 

n b = FALSE; 
n if  (uEncrypt  > 0 ) -C 

n B if  (IsDLgButtonChecked  ChDLg^  IDC_PASSCACHEENABLE)  == 
a n B B B BST_CHECKED) 

a B B b=TRUE; 

n > 

n PGPcomd L g E r ro rMe s sa g e ( pg p S e t P r e f Boo L e a n C 
° n B B B B B kPGPPrefMai LPassCacheEnabLe,  b)); 

fl 

n PG P c omd L g E r ro r M e s s a g e ( pg p S e t P r e f N umb e r < 

° ° “ o n n B kPGPPrefSignCacheDuration,  uSign)); 

n b = FALSE; 
n if  (uSign  > 0)  -C 

n B if  (IsDLgButtonChecked  (hDLg,  I D C _ S I G N C A C H E E N AB LE ) = = 
n n n B B BST_CHECKED) 

n B B b=TRUE; 

n > 

n PG P c omd L g E r r o r Me s s a g e ( pg p S e t P r e f Boo L ea n ( 

° n B B B B B kPGPPrefSignCacheEnabLe,  b)); 

B 

n if  (IsDLgButtonChecked  (hDLg,  I D C_WA R NONM A RG I N A L ) == 

« n n B BST_CHECKED) 

n B b = TRUE; 

n e L se 

n n b = FALSE; 

n PG P c omd L g E r ro r M e s s a g e ( pg p S e t P r e f Boo L e a n ( 

° ° “ n “ n kPG PP r ef Ma r g i na L L y Va L i dWa r n i ng , b)); 

fl 

n if  (IsDLgButtonChecked  (hDLg,  I D C _U S E F A STKE YG E N ) == 
n n B B BST_CHECKED) 

a B b=TRUE; 

fl  e L s e 

n B b=  FALSE; 

n PGPcomdLgErrorMessage  (pgpSetPrefBooLean  (kPGPPrefFastKeyGen,  b)); 

B 

n uReturnVaLue  = PGPCOMDLG_OK; 

SetWindowLong  (hDLg,  DWL_MSGRESULT,  PSNRET_N0ERR0R); 
return  TRUE; 

case  PSN_KILLACTIVE  : 

SetWindowLong  (hDLg,  DWL_MSGRESULT,  FALSE); 
return  TRUE; 

case  PSN_RESET  : 

n uReturnVaLue  = PG PC OM D LG_C AN C E L; 

SetWindowLong  (hDLg,  DWL.MSGRESULT,  FALSE); 
n break; 

> 
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n return  FALSE; 

> 


// 

//  Message  processing  function 


for  property  sheet  dialog 


LRESULT  WINAPI  Ema i L P r op D L g P r o c (HWND  hDLg,  UINT  uHsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  { 


n HWND  hParent; 

n RECT  rc; 

n Boolean  b; 

n UINT  u ; 

n switch  (uHsg)  { 


□ 

□ 

n 

□ 

□ 

n 

a 

n 

n 

□ 

D 

□ 

D 

n 

D 

n 


case  WM_INITDIALOG : 
n if  ( bN e e d s C e n t e r i ng  ) { 
n n hParent  = GetParent  (hDlg); 

n n g_hWndPref erences  = hParent; 

n n Ge t W i n do w Re c t (hParent,  &rc); 

n n SetWindouPos  (hParent,  NULL, 

n n n ( G e t Sy s t emH e t r i c s ( S M_C X S C R E E N ) - (rc. right  - rc.left))  / 2, 

n n n ( G e t S y s t emHe t r i c s ( S M_C Y S C R E E N ) - (rc. bottom  - rc.top))  / 3, 

n n n 0,  0,  SWP_ NOSIZE  | SUP_N0Z0RDER); 

n n bN e e d s C e n t e r i ng  = FALSE; 

n > 

n PG P comd 1 g E r r o r He s s a g e ( pg pG e t P r e f Boo  I ea n ( 

n n n n n n n kPG P P r ef Ha i I En c r y p t PG PH  I M E , &b)); 

n if  (b)  CheckDlgButton  (hDlg,  I D C_E N C R YPTPGPH I H E , BST_C H E C KE D ) ; 
a else  CheckDlgButton  (hDlg,  I D C_E N C R Y PT PG PH  I M E , B ST_U N CHECKED); 


n n PG Pcomd I g E r r o r He s s a g e ( pg pG e t P r e f Numbe r ( 

nnnnnnnn  kPG PP r e f Ha i I Wo r d W r a p W i d t h , &u)); 

n n S e t D I g I t emi n t (hDlg,  I D C_W R A PNUHBE R , u,  FALSE); 

n n PG Pc omd I g E r r o r H e s s a g e ( pg pG e t P r ef Boo  I e a n ( 

n n n n n n n n kPGPPrefHailWordWrapEnable,  &b)); 

n n if(b){ 

n n n CheckDlgButton  (hDlg,  I D C_WR APE N ABLE , BST_C H E C KE D ) ; 

n n n EnableWindow  (GetDlgltem  (hDlg,  I DC_WRAPNUMBER ) , TRUE); 

n n } 

n n e I se  { 

n n n CheckDlgButton  (hDlg,  I DC_WRAPENABLE,  BST_UN C H E C KE D ) ; 

n n n EnableWindow  (GetDlgltem  (hDlg,  I DC_WRAPNUHBER ) , FALSE); 

n n } 


n n PGPcomd I g E r ro rMessage  ( pg pG e t P r e f Boo  I e a n ( 

n n n n n n n n kPGPPrefHailEncryptDefault,  &b)); 

n n if  (b)  CheckDlgButton  (hDlg,  I D C_EN C R Y PTB Y D E F AU LT , B ST_ C H E C KE D ) ; 

n n else  CheckDlgButton  (hDlg,  I D C_E N C R YPTB Y D E F AU LT , B ST_U N C H E C KE D ) ; 

n n PG Pc omd I g E r r o r He s sa g e ( pg pG e t P r e f Boo  I e a n ( 

nnnnnnnn  kPG PP r e f Ha i I S i g n D e f a u I t , &b)); 

n n if  (b)  CheckDlgButton  (hDlg,  I D C _S I G N B Y D E F AU LT , B ST_ C H E C KE D ) ; 
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n a else  C h e c k D L g Bu 1 1 on  (hDLg,  I D C_S I GNB Y D E F AU LT , B S T_U N C H E C KE D ) ; 
n n return  TRUE; 
case  WM_HELP: 

WinHeLp  ( ( ( LP H E LPI N F 0 ) L Pa r a m ) -> h I t em H a n d L e , g_ s z H e L p F i L e , 
HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 
break; 

case  WH_CONTEXTMENU : 

WinHeLp  (CHWND)  wParam,  g _ s z H e L p F i L e , H E LP_ C ONT E XTM E N U , 
(DWORD)  ( LPVOID)  aids  ) ; 
break; 


□ 

n 

n 

n 

n 

n 

Q 

n 

□ 

n 


case  WM_COMMAND  : 


a 

s w i 

t c h 

(LOWORD  (wParam))  { 

a 

case  I DC_WRAPENABLE  ; 

a 

a 

i f 

(IsDLgButtonChecked  (hDLg 

a 

a 

a 

EnabLeWindow 

(GetDLgItem 

a 

a 

e L 

s e 

a 

a 

a 

EnabLeWindow 

(GetDLgItem 

a 

a 

break; 

a 

> 

a 

break; 

IDC_WRAPENABLE)  ==  BST_CHECKED) 
(hDLg,  IDC_WRAPNUMBER),  TRUE); 

ChDLg,  IDC_WRAPNUMBER),  FALSE); 


n case  WM_NOTIFY  : 

n n switch  (((NHHDR  FAR  *)  L Pa  ram ) -> c od e ) { 
n n case  PSN_SETACTIVE  : 

n n n break; 

n n case  PSN_HELP  : 

n a a WinHeLp  (hDLg,  g_ s z H e L p F i L e , H E LP_ C ONT E XT , 

n n n n I D H_ PG P C D PR E F_E M A I LD I A LOG ) ; 

n n n break; 


n 

n 

Q 

Q 

n 

□ 

a 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


case  PSN_APPLY  : 

n if  (IsDLgButtonChecked  (hDLg,  IDC.WRAPENABLE)  == 
a B B BST_CHECKED) 

n b = TRUE; 

e L s e 

n b = FALSE; 

PG P c omd L g E r r o r Me s s a g e ( pg pS e t P r e f Boo L e a n ( 

n n n n n n b kPGPPrefMaiLWordWrapEnabLe,  b)); 


if  (b)  { 

n u = GetDLgItemInt  (hDLg,  I DC„WRAPNUHBER,  NULL,  FALSE); 


if  ( u ==  0 ) f 

n PGPcomd L gMe s sa geBox  (hDLg,  IDS_CAPTION, 

a a B B B IDS_INVALIDWRAP,  HB_0K | MB_ I C ON H A N D ) ; 

SetWindowLong  (hDLg,  DWL_MSGRESULT, 
a n n n a P S N R ET_ I N V A LI D.NO C H A NG E P AG E ) ; 

return  TRUE; 


a 
a 
a 
a 
> 

PG P c omd L g E r r 0 r M e s s a g e ( pg p S e t P r e f N umb e r ( 
n n a a a a kPGPPrefHaiLWordWrapWidth,  u)); 


if  (IsDLgButtonChecked  (hDLg,  IDC_ENCRYPTPGPMIME) 
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n 

n 

a 

Q 

n 

n 

□ 

n 

a 

□ 

n 

a 

a 

a 

a 

n 

a 

n 

□ 

□ 

n 

n 

n 

□ 

n 

□ 


n 


□ 

Q 

a 

□ 

n 

□ 

> 


n n n n n BST_CHECKED) 

n H n b = TRUE; 

n n else 

n n n b=FALSE; 

a a PGPcomd L g E r ro rMe s sa g e ( pg p S e t P r e f Boo L e a n ( 

nnnnnnnnn  kPG  PP  r e f Ha  i L E n c ry  p t PG  PM  I M E , b)); 

n n PGPcomd LgErrorMessage  ( pg p S e t P r e f Boo L e a n ( 

nnnnnnnnn  k PG P P r e f Ha i L S i g n PG PM  I H E , b)); 

n n n n n 

n n if  ( I s D L g Bu t t on C h e c ked  (hDLg,  I D C_ E N C R Y PTB Y D E F AU LT ) == 
n n n n n BST_CHECKED) 

n n n b = TRUE; 

n n else 

n n n b=FALSE; 

n n PGPcomd LgErrorMessage  ( pg pS e t P r e f Boo L e a n ( 

nnnnnnnnn  kPG  PP  r e f Ma  i L E n c r y p t D e f a u L t , b)); 


n n 

n n if  ( I s D L gBu 1 1 on C h e c ked  (hDLg,  I D C _ S I G NB Y D E F AU LT  ) = = 
n n n n n BST_CHECKED) 

n n n b=TRUE; 

n n else 

n n n b=FALSE; 

n n PGPcomd L gE r ro rMe s sag e ( pg p S e t P r e f Boo L e a n ( 

nnnnnnnnn  kPG P P r e f Ha i L S i g n D e f a u L t , b)); 

n n 

n n uReturnVaLue  = PG P C OM D LG_0K; 

S e t W i n d o w Lo n g (hDLg,  D U L_M SG R E S U LT , PS N R ET_NO E R RO R ) ; 
return  PSNRET_NOERROR; 


n case  PS N_KI LLAC T I V E : 

S e t W i ndo w Long  (hDLg,  D W L_MSG R E S U LT , FALSE); 
return  TRUE; 

n case  PSN_RESET  : 

n n uReturnVaLue  = PG P C OH D LG_C AN C E L; 

SetUi ndowLong  (hDLg,  D U L_H SG R E S U LT , FALSE); 
n n break; 
n } 

} 

return  FALSE; 


//  Check  for  previously  running  instances 

HANDLE  ShowExi s t i ngPrope rtySheet  (LPSTR  LpszSemName, 
n n n LPSTR  L p s z H i nd o wT i t L e ) { 

HANDLE  hSem; 

HWND  hWndMe; 

//  Create  or  open  a named  semaphore. 

hSem  = CreateSemaphore  (NULL,  0,  1,  L p s z S emN a me  ) ; 

//  Close  handle  and  return  NULL  if  existing  semaphore  was  opened. 
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if  ((hSem  !=  NULL)  &S  ( G e t La s t E r ro r ( ) ==  E R RO R_ A LR E A D Y_EX I ST S ) ) { 
CLoseHandLe(hSem); 

hWndHe  = FindWindow  C ( LPCT ST R ) 32 770 L,  L p s z W i ndo wT i t L e ) ; 
i f ( hWndMe ) { 

n n n S e t Fo r eg ro u n d W i n do w (hWndHe); 

n n } 

return  NULL; 

} 

//  If  new  semaphore  was  created,  return  FALSE, 
return  hSem; 

> 


//  Create  property  sheet  dialog 

UINT  PGPExport  PG P c omd L g P r e f e r e n c e s (HWND  hWnd,  INT  startsheet)  f 
PROPSHEETPAGE  pspCA:,- 
PROPSHEETHEADER  psh; 
n UINT  u Key S e r V e r Pa g e ; 
n UINT  uNumPages  = 0; 
n CHAR  szTi t LeCI 283; 

n HANDLE  hSemaphore; 

n //assume  no  KeyServer  page 

n uNumPages  = (sizeof(psp)  / s i z eo f ( PROP S H E ET PAG E ) ) - 1; 
n //  get  title  of  property  sheet 

o Loadstring  (g_hlnst,  IDS_PROPCAPTION,  szTitle,  sizeof(szTitle)); 

n //  if  preferences  dialog  already  exists,  move  it  to  the  foreground 
n hSemaphore  = ShowExistingPropertySheet  CSEHAPHORENAME,  szTitle); 
n if  (!hSemaphore)  return  PGPCOHDLG_ALREADYOPEN; 

n g_hWndPreferences  = (HWND)1; 

a hWndParent  = hWnd; 

n if  (PGPcomdlgErrorHessage  (pgpLiblnit  ()))  return  PGPCOMDLG_CANCEL; 
a pgpLoadPrefs  (); 

n pspC0:.dwSize  = sizeof(PROPSHEETPAGE); 
n pspC0]  . dwF lags  = P S P_U S ET I T LE | PS P_ H AS H E LP ; 
n p s p C 0 3 . h I n s t a n c e = g_hlnst; 

n pspC0D . pszTemplate  = M AKE I NT R E S OU R C E ( I D D_PR E F 0 ) ; 
n pspC03.pszIcon  = NULL; 

n p s p C 0 3 . p f n D I g P r o c = En  c r y p t P r o p D I g P r o c ; 
n psp:03.pszTitle  = (LPSTR)IDS_TITLE0; 

n pspC03.lParam  = 0; 

n psp[!03  . pf  nCa  I Iback  = NULL; 

n pspCI 3 . dwSi ze  = s i z eof ( PRO P S H E ET P AG E ) ; 
a pspCI 3 . dwF lags  = P S P_U S ET I T LE | PS P_ H A S H E LP; 
n p s p C 1 3 . h I n s t a n c e = g_hlnst; 

n pspCI 3 . pszTemplate  = M AKE I N TR E S OU R C E ( I D D_PR E F 1 ) ; 
n pspC13.pszIcon  = NULL; 
n p s p C 1 3 . p f n D I g P r o c = F i I e P r o p D I g P r o c ; 
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n p s p C 1 II  . p s z T i t L e = ( LP S T R ) I D S_T I T LE 1 ; 
n pspCID.lParam  = 0; 
n pspCID.pfnCaLLback  = NULL; 

n p s p E 2 D . du S i z e = s i z eo f ( P RO PS H E ET P AG E ) ; 

n pspC2: . dwF Lags  = PS P_U S ET I T L E | P S P_ H A S H E LP ; 
n p s p C 2 D . h I n s t a n c e = g_hlnst; 

n pspC2] . pszTemp Late  = M AKE I NT R E S 0 U R C E ( I D D _ PR E F 2 ) ; 
n pspC2I].pszIcon  = NULL; 

n p s p C 2 D . p f n D L g P r o c = Etna  i L P r op D L g P ro c ; 

n pspC2: . pszTi t Le  = ( LPS T R ) I D S _T I T LE 2 ; 
a p s p C 2 ] . L Pa r a m = 0; 

n p s p C 2 D . p f n C a L L ba c k = NULL; 

n i f ( Loa d Key s e r V e r S uppo r t C ) ==  SUCCESS)  { 

n n uKey S e r ve r Pa g e = uNumPages; 

n n if  ( S e t upKey S e r ve rSe 1 1 i ng s Page  ( &p s p C u Key S e r ve r Pa g e 3 ) ==  SUCCESS) 

n n n uNuniPages  + +; 

a } 

n psh.dwSize  = s i z e o f ( PRO P S H E ET H E A D E R ) ; 
n psh.dwFLags  = P S H_PROP S H E ET P AG E | PSH_NOAPPLYNOW; 
n p s h . h wnd Pa r e n t = NULL; 

n psh . hinstance  = g_hlnst; 

n psh.pszicon  = NULL; 

a p s h . ps z C a p t 1 o n = (LPSTR)  szTitLe; 

n psh.nPages  = uNumPages; 
n psh.nStartPage  = startsheet; 
n psh.ppsp  = (LPCPROPSHEETPAGE)  &psp; 
a p s h . p f n C a L L ba c k = NULL; 

n bN e e d s C en t e r i ng  = TRUE; 
n b R e L oa d Key r i n g = FALSE; 

n P r op e r t y S h e e t ( &p s h ) ; 

n pgpSavePrefs  (); 
n pgpLibCLeanup  (); 

n if  ( bRe L oa dKey r i ng  ) t 

n n PG  P comd  L g No  t i f y Key  r i n g C ha  n g e s (0); 

n > 

n g_hWndPref erences  = NULL; 
n UnLoadKeyserverSupportC); 
n CLoseHandLe  ( h S ema p h o r e ) ; 
return  uRet u rnVa L ue; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//:PGPrand.c  - get  entropy  from  mouse  and  keyboard 
II 

#incLude  "pgpcomdLgx.h" 

#incLude  ". .\incLude\pgpRndPooL.h" 

#define  TIMERIDnn  n 4321L 
^define  DELAYTIHEn  n 2000L 

//  externaL  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  char  g_szHeLpFiLeCHAX_PATH]; 

extern  HWND  g_hWndEntropy; 

extern  char  g_szbufCG_BUFLEND; 

II  LocaL  gLobaLs 
static  HWND  hWndRandDLg; 
static  LONG  LTotaLNeeded; 
static  HHOOK  hhookKeyboard; 
static  BOOL  b C a n c e L F o c u s ed ; 
static  BOOL  b C o L L e c t i on E na b L e d ; 


//  Get  Key  Randomness  DiaLog  Message  procedure 

BOOL  CALLBACK  Key Ra nd D L g P r o c (HWND  hDLg,  UINT  uHsg,  WPARAM  wParam, 
° n n n n n n LPARAM  LParam)  { 
n static  LONG  LOrigNeeded; 
n static  LONG  L S t i L L N eed ed ; 
n LONG  L; 

n switch  (uMsg)  { 


B case  WH_INITDIALOG : 

B B hWndRandDLg  = hDLg; 

B B g_h W n d E n t r opy  = hDLg; 

B B LStiLLNeeded  = LTotaLNeeded  - pg pRa n d Poo L E n t r opy  (); 

B B if  (LStiLLNeeded  <=  0)  EndDiaLog  (hDLg,  PG PC OM D LG_0K ) ; 

B B e L se  { 

B B n LOrigNeeded  = LStiLLNeeded; 

B B n SendD LgItemMessage  (hDLg,  I D C _B I T S PROGB A R,  PBM_ S ET R A NG E , 

B B n n a n a a a 0,  MAKELPARAM(0,  LOrigNeeded)); 

B B n SendD LgItemMessage  (hDLg,  IDC_BITSPROGBAR,  PBM_SETPOS,  0,  0); 

D n } 

B B SetFocus  (NULL); 

B B bCanceLFocused  = FALSE; 

B B return  FALSE; 

case  WM_DESTROY: 

B B hWndRandDLg  = NULL; 
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break; 


n 

n 

n 

a 

n 

n 

D 

n 

n 

n 

n 

□ 

n 

n 

n 


case  WM_HOUSEMOVE 


if 

n 
n 
n 
Q 
□ 
n 
n 
n 
n 
n 
n 
n 
> 

break; 


(bCoLLectionEnabLed)  -C 

p g p Ra n d P 00  I Ho u s e (LOWORD  (IParam),  HIWORD  (LParam)); 

LStiLLNeeded  = LTotaLNeeded  - pgpRandPooLEntropy  C); 
if  (LStiLLNeeded  > 0 ) f 
n L = LOrigNeeded  - LStiLLNeeded; 

n S e nd D L g I t emMe s s a g e (hDLg,  I D C_B I T S PROGBAR , PBM_SETPOS,  L,  0); 

> 

e L s e i 


bCoLLectionEnabLed  = FALSE; 

Loadstring  Cg_hlnst,  I D S_R AN  DOM D ON E , g_szbuf,  G_BUFLEN) 
SetD LgItemText  (hDLg,  I D C _T E XT P ROM PT , g_szbuf); 

SetTimer  (hDLg,  TIMERID,  DELAYTIHE,  NULL); 


Q 

n 

a 

□ 

D 

a 

n 

n 

n 

□ 

n 

Q 

n 

a 

n 

a 


case 

n 

n 

a 

n 

n 

□ 

D 

Q 

D 

□ 

n 

□ 

n 

Q 


UM  CHAR 


i f 

D 

a 
n 
□ 
a 
□ 
n 
a 
n 
□ 

D 

a > 

> 

break; 


(bCoLLectionEnabLed)  ( 
pgpRandPoo LKeyst poke  (wParam); 

LStiLLNeeded  = LTotaLNeeded  - pgpRandPooLEntropy  (); 
if  (LStiLLNeeded  > 0)  ( 
n L = LOrigNeeded  - LStiLLNeeded; 

n S e nd D L g I t emMe s s a g e (hDLg,  I DC_BITSPROGBAR,  PBH_SETPOS,  L,  0); 
} 

e L s e ( 

bCoLLectionEnabLed  = FALSE; 

Loadstring  (g_hlnst,  I D S_R AN D OM DON E , g_szbuf,  G.BUFLEN); 

S e t D L g I t emTex t (hDLg,  I DC_TEXTPROHPT,  g_szbuf); 

SetTimer  (hDLg,  TIMERID,  DELAYTIME,  NULL); 


n case  UM_TIMER  : 

n n KiLLTimer  (hDLg,  TIMERID); 

n n EndDiaLog  (hDLg,  PG PCOM D LG_OK ) ; 

n n break; 

n case  WM_COMMAND: 

n n swi t ch ( LOWORD  (wParam))  ( 


D n case  IDC_BEGIN  : 

nan  EnabLeWindow  (GetDLgItem 

□no  EnabLeWindow  (GetDLgItem 

n n n EnabLeWindow  (GetDLgItem 

ana  EnabLeWindow  (GetDLgItem 
n n n EnabLeWindow  (GetDLgItem 

n n n EnabLeWindow  (GetDLgItem 

n n n EnabLeWindow  (GetDLgItem 

n n n LoadString  (g_hlnst,  IDS_ 

ana  S e t D L g I t emTex t (hDLg,  IDC 

n n n bCoLLectionEnabLed  = TRUE 

n n n break; 


(hDLg,  IDC_BEGIN),  FALSE); 

(hDLg,  IDCANCEL),  FALSE); 

(hDLg,  IDC_STATIC1 ),  TRUE); 

(hDLg,  IDC_STATIC2),  TRUE); 

(hDLg,  IDC_STATIC3),  TRUE); 

(hDLg,  IDC_TEXTPROMPT),  TRUE); 
(hDLg,  IDC_BITSPROGBAR),  TRUE); 
RANDOMPROMPT,  g_szbuf,  G_BUFLEN); 
_TEXTPROMPT,  g_szbuf); 


n a case  IDCANCEL: 
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n n n EndDiaLog  ChDLg,  PG P C OM D LG_ C AN C E L) ; 
n n n break; 

H n > 

n n return  TRUE; 

n > 

n return  FALSE; 

} 


//  Hook  procedure  for  WH_KEYBOARD  hook  — 

//  This  allows  keystrokes  to  be  used  for  entropy  collection 


LRESULT  CALLBACK  Key boa r d H oo kP r o c Cint  nCode,  WPARAH  wParam,  LPARAM  IParam)  { 
n if  (IClParam  S 0x80000000))  { 
n if  C bCa n c e I Fo cu sed ) { 


a 

□ 

Q 

□ 

n 

n 

a 

a 

a 

a 

a 

a 

a 

n 

a 

} 


= VK_SPACE) 
VK_SPACE; 


if  ((wParam 
n wPa  ram 
> 

else  { 

n SetFocus  (NULL); 
n b C a n c e I F o c u s e d = 
} 


II  (wParam  ==  VK_RETURN))  { 


□ 

D 
□ 
n 
n 

n n bCancelFocused  = FALSE; 

B 
} 

else  { 

a if  ((wParam  ==  VK_TAB)  ||  (wParam  ==  VK_RETURN))  { 
n B SetFocus  (GetDlgltem  (hWndRandDlg,  IDCANCEL)); 


bCancelFocused  = TRUE; 


else  SendMessage  (hWndRandDlg,  WM_CHAR,  wParam,  0); 


if  (bCancelFocused) 

n return  (CallNextHookEx  (hhookKeyboard,  nCode,  wParam,  IParam)); 
else  return  1; 


//  Entropy  collection  routine  --  posts  dialog  for 
//  mou s e / key boa r d entropy  collection. 

UINT  PGPExport  PG P c omd I g Ra ndom  (HWND  hWnd,  UINT  uNeeded)  { 
n UINT  uRetval; 

B if  (g_hWndEntropy)  return  PG P C OH D LG_ A LR E A D YO P E N ; 

B g_hWndEnt ropy  = (HWND)1; 
n b C o I I e c t i on E na b I ed  = FALSE; 

B ITotalNeeded  = uNeeded; 

n hhookKeyboard  = S e t W i ndo w s H oo k E x ( W H_KE YBO A R D , Key boa r d Hoo k P r o c , 

“ ° ° “ n n n n n a NULL,GetCurrentThreadId()); 

n if  ( ! PG P c omd I g E r r o r Me s s a g e (pgpLiblnit  ()))  { 

n B uRetval  = DialogBox  (g_hlnst,  M AKE I NTR E S 0 U R C E ( I D D_KE Y R AN D ) , 

° “ n B B B B B hWnd,  KeyRandDlgProc); 

n n pgpLibCleanup  (); 

i:i:CHK:c9d525333b444d71  557add91a013f90f341ccc3f994556690008990cf41d5fc56:] 
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n } 

n else  uRetvaL  = PGPCOHDLG_LIBERROR; 

n Un h 00 k W i ndo w s H 00 k E X ( hhookKeyboa rd ) ; 

n g_hWndEnt ropy  = NULL; 

n return  uRetvaL; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

//iPGPheLpabout.c  - dispLay  "heLp  about"  diaLog 
// 

// 

#incLude  <process.h> 

#incLude  " pg p comd L g x . h " 

#define  TIHER_IDn  n 4321 
#define  T I M E R_P E R 1 0 Dn  200 

#define  M A I N W I N D 0 W D E L A Yn 5 00 

//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  HWND  g _ h W n d S p L a s h ; 

//  LocaL  gLobaLs 
static  HWND  hWndSpLashParent; 
static  HBITMAP  h B i t ma p S p L a s h ; 
static  HPALETTE  h Pa L e t t e S p L a s h ; 
static  UINT  uTimeOut; 
static  UINT  uTimerTime; 
static  UINT  uXsize,  uYsize; 
static  UINT  uXpos,  uYpos; 


// 

//  SpLash  screen  diaLog  procedure 

BOOL  CALLBACK  S p L a s h D L g P r o c (HWND  hDLg,  UINT  uMsg, 
n n n n n n n WPARAM  wParam,  LPARAM  LParam)  ( 

n HDC  hDC,  hMemDC; 
n PAINTSTRUCT  p s ; 
n HBITMAP  hB i t ma pO L d ; 


switch  (uHsg)  { 


□ 

n 

n 

n 

n 

o 


case  WM_INITDIALOG : 
n g_hWndSpLash  = hDLg; 
uTimerTime  = 0; 

SetTimer  (hDLg,  TIHER_ID,  TIMER_PERIOD,  NULL); 

SetWindowPos  (hDLg,  HWND_TOP,  uXpos,  uYpos,  uXsize,  uYsize,  0); 
return  TRUE; 


n 

□ 

n 

n 

□ 

□ 

Q 

n 

□ 


case  WM_PAINT: 

n hDC  = BeginPaint  (hDLg,  Bps); 

hMemDC  = C r e a t e C ompa t i b L e D C (hDC); 
if  ( h Pa L e 1 1 e Sp L a s h ) ( 

n Se LectPa Lette  (hDC,  h Pa L e t t e S p L a s h , FALSE); 
n ReaLizePaLette  (hDC); 

n SeLectPaLette  (hMemDC,  hPaLetteSpLash,  FALSE); 
n ReaLizePaLette  (hMemDC); 

> 


CCCHK:604d3faee3770eaa16eedbbbaa1fffccc6223333eef2df877c9428add2750fa5aDD 


739 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


PGPsplash.c 


n n hBitmapOLd  = SeLectObject  (hHemDC,  hBitmapSpLash); 

n n Pa i n t U s e r I n f o (hHemDC,  LINCENSEEX,  LINCENSEEY); 

n n BitBLt  (hDC,  0,  0,  uXsize,  uYsize,  hHemDC,  0,  0,  SRCCOPY); 

n n SeLectObject  (hHemDC,  hBitmapOLd); 

a B DeLeteDC  (hHemDC); 

n n EndPaint  (hDLg,  &ps); 

n n return  FALSE; 


□ 

D 

□ 

n 

□ 

n 

D 

n 

D 


case  WH_TIHER: 

n if  (uTimerTime  < uTimeOut) 
n n uTimerTime  +=  T I H E R_ P E R I 0 D ; 
n e L s e 

n n if  ( h W n d S p L a s h Pa r e n t ) { 

n n n S e t F o r e g r ou n d W i n d o w ( h Wnd S p L a s h Pa r e n t ) ; 

n n n EndDiaLog  (hDLg,  0); 

n n > 

n return  TRUE; 


a case  WH_LBUTT0 N DOWN : 
a a if  ( h Wnd Sp L a sh Pa r en t ) { 

n a a S e t F o r eg r ound W i n d o w ( h W nd S p L a s h Pa r e n t ) ; 

a a a EndDiaLog  (hDLg,  0); 

a a } 

a a return  TRUE; 


a case  WH_DESTROY: 

a a KiLLTimer  (hDLg,  TIHER_ID); 

a a return  FALSE; 

a defauLt: 
a a return  FALSE; 


a > 
> 


//a  SpLash  screen  thread  procedure 

DWORD  WINAPI  SpLashThread  (PVOID  pvoid)  { 
a BITHAP  bm; 

a HDC  hDC; 

a INT  iNumBits,  iSpLashBitmap; 

a hDC  = GetDC  (NULL);Ba  //  DC  for  desktop 

a iNumBits  = G e t De v i c e C a p s (hDC,  BITSPIXEL)  * G e t D e v i c e C a p s (hDC,  PLANES); 
a ReLeaseDC  (NULL,  hDC); 

a if  (iNumBits  <=  1)  iSpLashBitmap  = IDB_SPLASH1; 
a eLse  if  (iNumBits  <=  4)  iSpLashBitmap  = IDB_SPLASH4; 

a eLse  if  (iNumBits  <=  8)  iSpLashBitmap  = IDB_SPLASH8; 

a eLse  iSpLashBitmap  = I DB_ S P L A S H 24 ; 

a hBitmapSpLash  = Loa d Re s ou r c e B i t ma p (g_hlnst, 

naaaaaaaaa  H AKE I NT R E S OU R C E (iSpLashBitmap), 

naaaaaaaaa  8 h Pa  L e 1 1 e S p L a s h ) ; 

a GetObject  (hBitmapSpLash,  sizeof(BITHAP),  (LPSTR)8bm); 
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n uXsize  = bm.bmWidth; 
a uYsize  = bm . bmH e i g h t ; 

n uXpos  = (GetSystemMetri cs  ( S H_ C X F U L L S C R E EN ) - uXsize)  / 2; 
n uYpos  = (GetSystemMetri cs  ( S M_C Y F U LLS C R E E N ) - uYsize)  / 2; 

n DiaLogBox  (g_hlnst,  H A K E I NT R E S OU R C E ( I D D_ S P LA S H ) , 
a n a a n h Wn d S p L a s h Pa r e n t , S p I a s h D L g P ro c ) ; 

n DeLeteObject  (hBitmapSpLash); 
n DeLeteObject  ( h Pa L e 1 1 e S p L a s h ) ; 

n g_hWndSpLash  = NULL; 

n return  PGPC0MDLG_0K; 

> 

// I 

//n  Post  Splash  screen 

UINT  PGPExport  PG P c omd L g S p L a s h (HWND  hWndParent,  UINT  uHS)  { 

n DWORD  dwID; 

n ULONG  u La s t S p L a s h T i me ; 

a ULONG  uTodayTime; 

n struct  tm*  ptm; 

n INT  iTodayYear,  iTodayDay; 

n uTodayTime  = pgpGetTime  (); 
n ptm  = LocaLtime  (&uTodayTime); 
n iTodayYear  = p t m-> t m_y ea r ; 
n iTodayDay  = p t m-> t m_y d a y ; 

n pgpGetPrefNumber  CkPGPPrefDateOfLastSpLashScreen,  &uLastSplashTime); 
n ptm  = LocaLtime  C&uLastSpLashTime); 

n if  ((iTodayYear  !=  ptm->tm_yea r ) ||  (iTodayDay  !=  ptm->tm_yday ) ) { 

n n if  (g_hWndSpLash)  return  PG PC OM D LG_ ALR E A D YOPE N ; 
n n g_hWndSpLash  = (HWND)1; 

n n hWndSpLashParent  = hWndParent; 

n n uTimeOut  = uMS; 

n n _begi nthreadex  (NULL,  0,  S p L a s hT h r ea d , NULL,  0,  fidwID); 

n n pg p S e t P r e f N umbe r ( kPG P P r e f D a t eO f La s t S p L a s h S c r e e n , uTodayTime); 

n a Sleep  (HAINWINDOWDELAY); 

n } 

n return  PGPCOMDLG_OK; 

> 

// I 

//n  Post  Splash  screen 

UINT  PGPExport  PG P c omd L g S e t S p L a s h Pa r e n t (HWND  hWndParent)  { 
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n hWndSpLashParent  = hWndParent; 

n return  PG P C OM D LG _0K; 

> 
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// 

//  Bitmap 
// 


#ifdef  PGP  FREEWARE 


IDB_SPLASH1 

BITMAP 

DISCARDABLE 

"resWfreespLashIbit. 

bmp  " 

IDB_SPLASH4 

BITMAP 

DISCARDABLE 

"res\\freespLash4bit. 

bmp  " 

IDB_SPLASH8 

BITMAP 

DISCARDABLE 

"res\\freespLash8bit. 

bmp  " 

IDB_SPLASH24 

#e  L s e 

BITMAP 

DISCARDABLE 

"Res\\freespLash24bi t 

-bmp 

IDB_SPLASH1 

BITMAP 

DISCARDABLE 

"resWspLashIbit.bmp" 

IDB_SPLASH4 

BITMAP 

DISCARDABLE 

" res\\spLash4bi t . bmp" 

IDB_SPLASH8 

BITMAP 

DISCARDABLE 

"res\\spLash8bit.bmp" 

IDB_SPLASH24 

#end  i f 

BITMAP 

DISCARDABLE 

''Res\\spLash24bi  t .bmp 

" 
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* 

* $Id$ 

*/ 

//{{NO_DEPENDENCIES>> 

//  Microsoft  Developer  Studio  generated  include  file. 

//  Used  by  PG P comd I g . r c 

// 


//define  IDS_GENERAL  1 

//define  I D S _KE  Y R I N G F I LT  E R 2 

//define  I D S _PR  I VKE  Y R I NG  F I LT  E R 2 

//define  IDS.PRIVKEYCAPTION  3 

//define  I D C_S  E L E C T N E W 3 

//define  IDS_PUBKEYCAPTION  4 

//define  I D S_PROP  C APT  1 0 N 5 

//define  I D S_C  APT  I ON  E R R 0 R 6 

//define  I D S_G  E N E R I C E R ROR  7 

//define  I D S_H  E LP  F I LEN  AH  E 8 

//define  IDS_TITLE0  9 

//define  IDS_TITLE1  10 

#define  IDS_TITLE2  11 

//define  I D S_  F I LE  I N FO  F 0 RM  AT  12 

//define  IDS.FILENOTEXIST  13 

//define  I D S_PG  PKE  Y S R EG  I D 14 

//define  IDS_ERR_OUTOFHEHORY  15 

//define  I D S_  E R RORH  E S S AG  E 16 

//define  I D S_E  R R_  WRON  G KE  Y P A S S PH  R A S E 17 

#define  I D S_E R RO RM E S S AG E C APT  I ON  18 

//define  I D S_E  RR_KE  Y R I NG  F I LE  NOT  F 0 U N D 19 

//define  IDS_ERR_RSAENCRERROR  20 

//define  I D S_  E R R_  S I G N AT  U R E E R RO  R 21 

//define  I D S_E  RR_  E RRO  R R E A D I NG  S E C R I N G 21 

//define  I D S_E  R R_C  ANNOT  S I G NU I T H U N C E RT I F I E D KE  Y 22 
//define  I DS_E  RR_C  ANNOT  E N C R YPTW I T H U N C E RT  I F I E D KE  Y 23 
//define  I D S_  ER  R_C  AN  NOT  D E C R Y PT  W I T H U N C E RT  I F I E D KE  Y 24 
//define  I DS_ERR_UN  ABLETOMATC  H I D 25 

//define  I D S_E  RR_I  N V A L I D F I LEO  P E R ROR  26 

//define  I D S_E  RR_C  AT  C H A LL  27 

//define  IDS_ERR_KEYNOTEXIST  28 

//define  I 0 S_  E R R_WRON  G P AS  S PH  R A S E 29 

//define  IDS_SIG_VERUNTRUSTED  30 

//define  I D S_S  I G_V  E R I F I E D 31 

//define  I DS_S  I G_N0T  V E R I F I E D 32 

//define  I D S_S I G_B A D S I G 33 

#define  I D S_S I G_U N V E R I F I AB L E 34 

//define  I D S _S  I G_D  AT  E S T R I NG  35 

//define  lOS.INFOTEXT  36 

//define  I D S_C  R E D I TT  E XT  37 

//define  I D S_PG  PM  A I LR  EG  I D 38 

//define  IDS.WEBLINK  39 

//define  I DS_E  R R_RS  A D E C R E R RO  R 40 

#define  I DS_ERR_D EC R YPT I NPUTBU F F EREMPT Y 41 

#define  I D S_E R R_N0 PG P D AT A 42 

//define  I D S_E  RR_EN  C R Y PT  I N PUTBU  F F E R EHPT  Y 43 

#define  I D S_ ER R_BU F F E R I S KE Y 44 

#define  I D S_ E R R_KE Y A D D E R RO R 45 

#define  I D S _E R R_KE Y I 0 W R I T I NG  46 
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#define  I DS_ERR_N0 F I LE  47 

#define  I DS_ERR_RNGNOTSEEDED  48 

#define  I D S_ E R R_ I N PUT F I LEN OT E X I ST  49 

#define  I D S _ E R R_0T H E R I N ST AN C E 50 

^define  I D S_ E R R_ C AN  NOT U S EU NT R U S T E DKE Y 51 

#define  I D S _ E R R_ C A N N OT 0 P E NOUT PUT F I L E 53 

#define  I D S_ E R R_OUT PU TBU F F E RTOO S M A LL  54 

#define  I D S_ E R R_ KE YR I N G C 0 R R U PT  55 

//define  I D S _ E R R_  S I G N K E YN  OT  E X I S T 56 

#define  I D S_ E R R_ E XT R A C T KE YNOT E X I S T 57 

//define  I D S_  E R R_  D ET  A C H E D S I G NOT  F 0 UN  D 58 

#define  I D S_ E RR_S I G 0 N L Y KE Y 59 

//define  I D S _ E R R_  EN  C R Y PTON  L YKE  Y 60 

//define  I D S_  E R R_  C 0 R R U PT  P A C KET  61 

#define  I D S_ E R R_ D ET S I G F 0 UN D 62 

//define  I DS.NOSIGNKEY  64 

#define  IDS_ERR_NOSECRETKEYS  65 

#define  I D S_ E R R_D U P LI C AT EU S E R I D 66 

//define  I DS_ERR_DU  P LI  C ATEC  E RT  67 

#define  I D S_ R AN  DOM P ROM PT  68 

#define  I DS_RANDOHDONE  69 

//define  I D S_  E R R_  F I LE  P E RM I S S 1 0 N S 70 

#define  IDS_RSA  71 

#define  IDS_DSA  72 

//define  IDS_UNKNOWN  73 

#define  IDS_CAPTION  74 

//define  I DS_I  NVALI  DWRAP  75 

#define  IDS_NOENCRYPTWARNING  76 

#define  I D S_ I N V A L I D C A C H E V A LU E 77 

#define  I DS.PUBKE YR I NG F I LT ER  78 

//define  I D S_  D E F P R I V R I NG  E XT  79 

#define  I D S_ D E F PUBR I N G E XT  80 

//define  I D S _ I LLE  G A L F I LE  N AM  E 81 

//define  IDS_FVURL  82 

#define  I D S_ F VBUTTONT E XT  83 

//define  I D S_BRO  W S E R E R R 0 R 84 

//define  I D S_KE  Y C 0 LT I T L E 85 

#define  I D S_ D AT E C 0 LT I T L E 86 

^define  I DS_BITSCOLTITLE  87 

//define  I D S_UN  A V A I L AB  L E C E RT  88 

//define  I D S_N  OKE  YS  E LE  CT  E D 89 

^define  I D S_RS ADS  AM  I XW ARN I NG  90 

//define  I D S_  E R R_  E X P I R E D 91 

//define  IDD_PROP0  100 

//define  IDD_PREF0  100 

//define  IDD_PROP1  101 

#define  IDD_PREF1  101 

//define  IDD_PROP2  102 

#define  IDD_PREF2  102 

#define  IDD_KEYRAND  103 

^define  I D D_P AS S PH R A S E 104 

//define  I D D_au  E R YU  S EB  A C KU  PS  105 

//define  I D D_  H E LP  ABOUT  106 

#define  IDB_BITMAP1  112 

#define  IDB_BITMAP2  114 

#define  IDB_MAILLOGO  115 

#define  IDB_CREDITS4  119 

^define  IDB_CREDITS1  120 


nCCHK:39003cef661ab3e0ad91354b4a6feae9a5c952abe964e25f7fa84c803acfd3b06]D 


745 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


resource,  h 


//define  IDB_SPLASH1  121 

#define  IDB_SPLASH4  122 

//define  IDB_SPLASH8  123 

//define  IOD_SPLASH  125 

//define  IDB_CREDITS8  127 

//define  IDB_SPLASH24  128 

//define  I D D_P  A S S PH  R A S EKE  YS  130 

//define  I D D_P  A S S PH  R AS  EOPT I ON  S 131 

//define  I D D_  A D V E RT I S EH  E NT  135 

//define  IDD_NAG  136 

#define  I D D_aU E R Y A D DKE YS  138 

#define  IDB_RSASECEXP  139 

//define  I DB_DS  APUBREVMSK  140 

//define  I DB_  D S AS  E C D I S 141 

//define  IDB_RSASECDIS  142 

//define  I DB_R  S A S E C R E V 143 

//define  I DB_  R S A S E C EX  PH  S K 144 

//define  I DB_  D S A S E C EX  PH  S K 145 

//define  I DB_D  S AS  E C R E VHS  K 146 

//define  I DB_DS  APUBEXPHSK  147 

//define  IDB_CERT  148 

#define  IOB_REVCERT  149 

//define  IDB_CERTHSK  150 

//define  IDB_REVCERTHSK  151 

//define  I DB_RS  APUBDI  S 152 

^define  I DB_R S APUB D I S HS K 153 

//define  IDB_DSASEC  155 

//define  IOB_DSASECHSK  156 

//define  IDB_DSAPUBEXP  157 

//define  IDB_DSAPUB  158 

//define  I DB_DS  APUBHSK  159 

//define  I DB_DSAPUBREV  160 

//define  I DB_  D S AS  E C E XP  162 

//define  I DB_D  S A S E C R E V 163 

//define  IDB.DSAUID  164 

#define  1 DB_RS APUBEXP  165 

//define  I DB.RSAPUBEXPHSK  166 

//define  IOB_RSASEC  167 

//define  I DB_RSASECHSK  168 

//define  IDB_RSAPUB  169 

//define  1 DB_RS  APUBHSK  170 

//define  I DB.RSAPUBREV  171 

//define  IDB_BADCERT  172 

//define  I DB_B  A D C E RTH  S K 173 

//define  I DB_RS  APUBREVHSK  174 

//define  I DB_RS  AS  E C D I S HS  K 175 

//define  I DB_  D S APUBD  I S 176 

//define  I DB_R  S AS  E C R E VH  SK  177 

//define  IDB_RSAUID  178 

//define  IDB_UIDHSK  180 

//define  I DB_  D S AS  E C D I S HS  K 181 

//define  I DB_D  S APUB  D I S H SK  182 

//define  IDB_NAG1  184 

//define  IDB_NAG4  185 

//define  IDB_NAG8  186 

//define  IDB_NAG24  187 

//define  IDC_TREELIST  401 

#define  IDC.PUBRING  1001 
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#define  I D C _PUB R I NGB A C KU P 1002 
#define  IDC_PRIVRING  1003 
#define  I D C _PR I V R I NG B A C KU P 1004 
#define  IDC_USESELECTEDFILES  1005 
#define  I D C _PUB R I NG I N F 0 1006 
#define  I D C_ PR  I VR I NG I N F 0 1007 
^define  I D C _ PUB R I NG B A C KU P I N F 0 1008 
#define  I D C _PR I V R I NGB A C KU P I N F 0 1009 
#define  IDC_PGPLINK  1011 
#define  IDC_WWWLINK  1011 
#define  I D C_ V E R S I ON  I N F 0 1012 
#define  I D C _B I T S P ROG B A R 1021 
#define  I D C_B I T S R E M A I N 1022 
#define  I D C_ H I D ET Y P I NG  1031 
#define  IDC_PHRASE  1032 
Sdefine  I DC_PROMPTSTRING  1033 
#define  I D C _ E N C R Y PTTO S E L F 1100 
#define  I D C _U S E F A S T KE YG E N 1101 
#define  I D C_ S ET PR  I V AT E KE Y R I N G 1201 
#define  I D C _ S ET PUB  LI C K E Y R I NG  1202 
#define  I D C _PR I V AT E KE Y R I NG  1203 
^define  I 0 C_ PUB L I C KE YR I N G 1204 
^define  I D C _ E N C R Y PT PG PH  I M E 1300 
#define  IDC_SIGNPGPHIME  1301 
#define  I D C_ P A S S C A C H E E N AB LE  1302 
//define  IDC_PASSCACHENUMBER  1303 
#define  I DC_WRAPENABLE  1304 
//define  I D C_  W R A PN  U HB  E R 1305 
//define  I D C_  S I G N C AC  H E E N AB  L E 1306 
#define  IDC.SIGNCACHENUHBER  1307 
//define  IDC_CREDITS  1400 
//define  I D C_  E N C R Y PTB  Y D E F AU  LT  1402 
#define  I D C _S I G N B Y D E F A U LT  1403 
//define  I D C_W  A RNON  M ARG  I N A L 1404 
//define  I D C_  S I G N KE  Y C OHBO  1405 
//define  I D C _ AS  C 1 1 A RMO  R 1406 
#define  I D C _ D ET AC H E D S I G 1407 
//define  IDC.BEGIN  1408 
//define  IDC_STATIC1  1409 
#define  IDC_STATIC2  1410 
//define  IDC_STATIC3  1411 
//define  I D C_T  E XT  PROM  PT  1412 
//define  IDC.BUTTONI  1413 
#define  I D C_S E LE C T A L L 1413 
//define  IDC_BUTTON2  1414 
//define  I D C_U  N S E LE  C T A LL  1414 


//  Next  default  values  for  new  objects 
// 

#ifdef  APSTUDIO_INVOKED 

//ifndef  APSTUDIO_READONLY_SYMBOLS 


//define  _ AP S_N EXT_R E S 0 U R C E_ V A LU E 188 

//define  _ A PS  _N  E XT_  C OHM  A N D_  V A LU  E 40001 

//define  _ A PS_N  E XT_  C ONT  RO  L_V  A LU  E 1415 

//define  _ A P S_N  E XT_  S YH  E D_  V A LU  E 101 

#endi f 
#end i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

// : KHAddUser . c - add  userlD  to  key 
// 

//n  $Id:  KMAddUser . c,v  1.3  1997/05/27  22:07:05  pbj  Exp  $ 

// 


#i nc  Lude 
#incLude 
#i nc  Lude 
#incLude 


<wi ndows . h> 

"pgpkeys.h" 

". .\incLude\pgpphrase.h" 
"resource. h" 


//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  HWND  g_hWndTree; 
extern  CHAR  g_szbuf[!G_BUFLEN3; 
extern  CHAR  g_szHeLpFiLeCMAX_PATHD; 
extern  PGPKeySet*  g _pKey S e t Ha i n ; 


//  LocaL  gLobaLs 
LPSTR  pszUserlD; 


static  DWORD  aldsC]  = {nn  n //  HeLp  IDs 

IDC_NEWUSERNAHE,n  IDH_PGPKEYS_NEWUSERID, 
n IDC_NEWEHAILADDR,n  I D H_PG PKE Y S_N E W EH A I LA D D R , 
0,0 

>; 


//  Dialog  Hessage  procedure 

//n  When  user  asks  to  add  a userlD  to  a key,  a diaLog 
//n  appears  asking  for  the  new  userlD  to  be  typed  in. 

//n  This  is  the  message  processing  procedure  for  that 
//n  diaLog. 

BOOL  CALLBACK  Add U s e r D L g P r o c (HWND  hDLg,  UINT  uHsg,  WPARAH  wParam, 
n n n n n n n LPARAH  LParam)  ( 
n switch(uHsg)  { 

n case  WH_ I N I T D I A LOG : 
n n return  TRUE; 


case  WH_HELP: 

WinHeLp  ( ( ( LPH E LP I N F 0 ) L Pa r am ) ->h I t emH a nd L e , g_ s z H e L p F i L e , 
HELP_WH_HELP,  (DWORD)  (LPSTR)  aids); 
break; 

case  WH_CONTEXTHENU : 

WinHeLp  ((HWND)  wParam,  g_ s z H e L p F i L e , H E LP_CONT EXTH E N U , 
(DWORD)  (LPVOID)  aids); 
break; 


n case  WH_COHHAND: 
n n s u i t c h ( LO WO R D (wParam))  { 

n □ case  IDOK: 


CCCHK: 
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n n if  (KMConstructUserlD  (hDlg,  I D C_N E WU S E R N AH E , I 0 C_N E W EM A I L A D D R , 
nnnnnnnn  &pszUserID)) 
a a a EndDialog  (hDLg,  1); 

n n return  TRUE; 


n n case  IDCANCEL: 

a n a EndDialog  (hDlg,  0); 

n n n return  TRUE; 

n n > 

n n return  TRUE; 

n } 

n return  FALSE; 

} 


//  Add  User  to  key 

//n  This  routine  is  called  when  the  user  chooses  to  add 
//o  a userlD  to  an  existing  secret  key. 

BOOL  KM Add U s e r ToKey  (HWND  hparent)  { 
a Boolean  bNeedsPhrase; 
a BOOL  bPhraseOK; 

o UINT  uError; 

n PGPKey*  pKey; 
n LPSTR  szPhrase  = NULL; 


n //  get  selected  key 

n pKey  = ( PG PKe y * ) KM Fo c u s e d 0 b j e c t (); 


//  get  new  userid  from  user 

if  (DialogBox  (g_hlnst,  M A KE I NT R E SOU R C E ( I D D_N E W U S E R I D ) , 
o n n hparent.  Add U s e r D I g P r o c ) ) { 

//  if  the  key  has  a passphrase,  get  it  from  user 

pgpGe t KeyBoo I ea n (pKey,  k PG PKey P r opN e e d s Pa s s p h r a s e , S bN e e d s P h r a s e ) ; 
do  { 


if  (bNeedsPhrase)  { 

n Loadstring  (g_hlnst,  IDS_SELKEYPASSPHRASE,  g_szbuf,  G_BUFLEN); 
uError  = PG P c omd I g G e t Ph r a s e (hparent,  g_szbuf,  &szPhrase, 

° n n n n n n n NULL,NULL,NULL,NULL,0); 

PG P c omd I g E r r o r Me s s a g e (uError); 
bPhraseOK  = (uError  ==  PG P C OH D LG_OK ) ; 


Q 

o 

Q 

} 

n 

a 

Q 

else  { 

Q 

n 

n 

33 

szPhrase  = NULL; 

n 

□ 

n 

13 

bPhraseOK  = TRUE; 

n 

n 

n 

> 

n 

n 

n 

// 

add 

the  userid  to  the  key  and  then  updat 

e this  one 

key 

a 

Q 

D 

// 

i n 

the  TreeList  control.  Note  that  the 

new  userid 

becomes 

n 

n 

Q 

// 

the 

primary  userid  so  the  sort  order  may 

change. 

□ 

n 

a 

i f 

(bPhraseOK)  { 

n 

n 

n 

n 

uError  = pgpAddUserlD  (pKey,  pszUserlD, 

Istrlen  (pszUserlD) 

Q 

n 

n 

n 

Q 

n n n n n szPhrase); 

n 

n 

a 

□ 

i f 

( ! PG P c omd 1 g E r r 0 r M e s s a g e (uError))  { 

a 

n 

n 

Q 

33 

if  (szPhrase)  { 

n 

□ 

a 

a 

n 

n PGPFreePhrase  (szPhrase); 

a 

n 

a 

n 

a 

n szPhrase  = NULL; 

a 

n 

a 

n 

a 

} 
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□ 

B 

B 

B 

B 

KMFree  (pszUserlD); 

n 

B 

B 

B 

B 

KMCommitKeyRingChanges  (g_pKeySetHain); 

n 

B 

B 

B 

B 

KMUpdateKeyInTree  (g_hWndTree,  pKey); 

n 

B 

B 

B 

B 

I nva L i da t e Re c t (g_hWndTree,  NULL,  TRUE); 

n 

B 

B 

B 

B 

return  TRUE; 

□ 

B 

B 

B 

> 

□ 

B 

B 

> 

B 

B 

B 

i f 

C s z Ph 

rase)  { 

n 

B 

B 

B 

PG P F r e e Ph r a s e (szPhrase); 

B 

B 

B 

B 

szPhrase  = NULL; 

B 

fl 

B 

> 

B 

B 

> 

while 

(bPhraseOK  SS  (uError  ==  PG P E R R_KE Y DB_B A D P A S S PH R A S E ) ) 

B 

B 

KMFree 

(pszUserlD); 

B 

> 

n return  FALSE; 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : KM C h a ng e . c - handLe  diaLog  for  changing  key  passphrase 
// 

//n  $ld:  KMChange.c, V 1.5  1997/05/15  17:17:18  pbj  Exp  $ 

// 

//n  This  code  originaLLy  attempted  to  thwart  some  common 
//n  situations  which  couLd  haved  compromised  the  security 
//n  of  the  passphrase.  However,  various  sections  of  this 
//n  code  have  been  removed  or  disabLed  as  they  were  found 
//n  to  cause  unwanted  side-effects.  Thus,  this  code  is 
//n  susceptabLe  to  hook  functions  intercepting  keystroke 
//n  messages. 

// 

//n  The  edit  boxes  are  subclassed  to  inhibit  the 

//n  WM_GETTEXT  message  from  returning  their  text  (they 

//n  pLace  their  text  directLy  into  the  change_szbuf  buffer, 

//n  instead)  to  thwart  hooks  from  asking  their  text. 

//  NB:  the  subcLassing  is  aLso  used  to  hide  the  text 
//  as  it  is  typed  by  setting  the  text  coLor  to  the 
//  background  coLor. 

#incLude  <windows.h> 

#incLude  <process.h> 

#incLude  "pgpkeys.h" 

#incLude  " resource. h" 


//  externaL  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndMain; 

extern  PGPKeySet*  g _pKey S e t Ma i n ; 

extern  CHAR  g_  s z H e L p F i L e C H A X_P  AT  H II  ; 


gLobaLs 
LPSTR  szOLdPhrase; 

LPSTR  s z N e w P h r a s e 1 ; 

LPSTR  s z N e w Ph r a s e 2 ; 

LONG  L 0 L d Ph r a s e Le n ; 

LONG  L N e w P h r a s e 1 Le n ; 

LONG  LNewPhrase2Len,- 
HWND  hwndParent; 

BOOL  bHideText; 

WNDPROC  w pO r i g 0 L d Ph r a s e P r o c ; 
WNDPROC  wpO r i g N e w Ph r a s e 1 P r o c ; 
WNDPROC  wpO r i g N e w Ph r a s e 2 P r o c ; 
DWORD  dwChangeThreadID; 

HHOOK  hhookDebug; 

HHOOK  h h oo kKey boa r d ; 

PGPKey*  pChangeKey; 

BOOL  b C h a n g i ng Ph r a s e = FALSE; 


/ / L o c a L 
static 
static 
static 
static 
static 
static 
s t a t i c 
static 
static 
s t a t i c 
static 
static 
s t a t i c 
s t a t i c 
static 
static 

static  DWORD  a I d s C II  = 
IDC_HIDETYPING,nn 
IDC_OLDPHRASE,n  n 
IDC_NEWPHRASE1 ,nn 
IDC_NEWPHRASE2,nn 


{nn  n //  HeLp  IDs 
IDH_PGPKEYS_HIDETYPING 
IDH_PGPKEYS_OLDPHRASE, 
IDH_PGPKEYS_NEWPHRASE1 
IDH_PGPKEYS_NEWPHRASE2 
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// 

// 

// 

// 

// 


I 


Handles  some  common  edit  box  messages 
for  which  default  handling  presents  security  risks. 
Returns  TRUE  if  message  presents  potential  security 
risk  and  default  handling  should  not  be  called. 


BOOL  Common C ha n g e Ph r a s eH sg P r o c (HWND  hWnd,  UINT  uMsg, 
nnnnnnnn  WPARAH  wParam,  LPARAH  IParam)  { 
switch  (uMsg)  { 
n case  WM.RBUTTON DOWN  : 

n case  WM_ LBUTTON DB LC LK  : 
n case  WM_H0USEH0VE  : 

n case  UM_C0PY  : 

n case  WH.CUT  : 

n case  WH_PASTE  : 

n case  WH_CLEAR  : 

n case  WH_C ONT E XTM E NU  : 

n n return  TRUE; 


n case  UH_ENABLE  : 

n n if  (IwParam)  return  TRUE; 

n n break; 


□ 

case 

WM 

_PAINT  : 

Q 

□ 

i f 

(wParam)  { 

Q 

n 

n 

SetBkColor  ( ( HDC  ) wPa ram,  GetSysColor  (COLOR 

.WINDOW)  ); 

n 

n 

Q 

if  (bHideText) 

□ 

a 

Q 

n SetTextColor 

((HDC)wParam, 

GetSysColor 

(COLOR.WINDOW)); 

D 

□ 

n 

else 

D 

n 

n 

n SetTextColor 

( (HDC)wParam, 

Get  SysCo lor 

(COLOR.WINDOWTEXT) ) ; 

n 

n 

> 

o 

n 

break; 

n case  UM_SETFOCUS  : 

n n SendMessage  (hWnd,  EH_SETSEL,  OxFFFF,  0xFFFF); 

n n break; 


n } 

return  FALSE; 

> 


//  Old  passphrase  edit  box  subclass  procedure 

LRESULT  APIENTRY  0 I d P h r a s e S ub c I a s s P r o c (HWND  hWnd,  UINT  uHsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  IParam)  { 

n if  (CommonChangePhraseHsgProc  (hWnd,  uMsg,  wParam,  IParam))  return  0; 
n switch  (uHsg)  f 
n case  WH_GETTEXT  : 
n n wParam  = 1 0 I d Ph r a s e Le n ; 

n n IParam  = ( LP A R AM ) s zO I d P h r a s e ; 

n n break; 
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n case  WM_CHAR  : 

n n if  (wParam  ==  VK_TAB)  { 

n n n if  (GetKeyState  (VK_SHIFT)  & 0x8000) 

“ “ “ ° SetFocus  (GetDLgItem  (GetParent  (hWnd),  IDC_HIDETYPING)); 

n n n else  SetFocus  (GetDLgItem  (GetParent  (hWnd),  I D C _N E W PH R A S E 1 ) ) ; 

n n > 

n n break; 

n } 

return  CaLLWindowProc(HpOrigOLdPhraseProc,  hWnd,  uHsg,  wParam,  LParam); 

> 


//  New  passphrase  1 edit  box  subclass  procedure 

LRESULT  APIENTRY  N e w P h r a s e 1 S u b c L a s s P r o c (HWND  hWnd,  UINT  uMsg, 
““nnnnun  WPARAM  wParam,  LPARAM  LParam)  { 

n if  ( C ommo n C h a ng e Ph r a s eM s g P r o c (hWnd,  uMsg,  wParam,  LParam))  return  0; 
n switch  (uMsg)  { 
n case  WM_GETTEXT  : 
n n wParam  = L N e wP h r a s e 1 Le n ; 

n n LParam  = ( LP A R AM ) s z Ne wP h r a s e 1 ; 

a n break; 

n case  WM_CHAR  : 

naif  (wParam  ==  VK_TAB)  { 

a a n if  (GetKeyState  (VK_SHIFT)  S 0x8000) 

“ “ “ “ SetFocus  (GetDLgItem  (GetParent  (hWnd),  IDC_OLDPHRASE)); 

° ° else  SetFocus  (GetDLgItem  (GetParent  (hWnd),  I D C_N E WP H R A S E 2 ) ) ; 

n n } 

a a break; 

a } 

return  CaLLWindowProc  (wpOrigNewPhraselProc,  hWnd,  uMsg,  wParam,  LParam); 

} 


//  New  passphrase  2 edit  box  subclass  procedure 

LRESULT  APIENTRY  Ne w Ph r a s e 2 S ub c L a s s P r o c (HWND  hWnd,  UINT  uHsg, 
°°°n°ann  WPARAM  wParam,  LPARAM  LParam)  C 

a if  (CommonChangePhraseMsgProc  (hWnd,  uMsg,  wParam,  LParam))  return  0; 
a switch  (uMsg)  { 
a case  WM_GETTEXT  : 
a a wParam  = L N e wPh r a s e 2 Le n ; 

a n LParam  = ( LP AR AM ) s z Ne w Ph r a s e 2 ; 

a n break; 

a case  WM_CHAR  : 

a a if  (wParam  ==  VK_TAB)  { 

a a n if  (GetKeyState  (VK_SHIFT)  & 0x8000) 

“ “ « ° SetFocus  (GetDLgItem  (GetParent  (hWnd),  I D C_N E W PH R A S E 1 ) ) ; 

a a n else  SetFocus  (GetDLgItem  (GetParent  (hWnd),  IDOK)); 

n n } 

a n break; 
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n } 

return  C a L L W i n do wP r o c ( w pO r i g N e wPh r a s e 2 P r o c , hWnd,  uMsg,  wParam,  LParam); 

> 


//  Change  Passphrase  of  aLL  subkeys 

void  KMChangeSubKeyPhrase  (PGPKey*  pKey,  LPSTR  szOLd,  LPSTR  szNew)  { 
n UINT  u; 

n PGPKeyList*  pKeyList; 
n PGPKeylter*  pKeylter; 
n PGPSubKey*  pSubKey; 

n pg pG e t Key Numbe r (pChangeKey,  k PG PKey P r op A L g I d , &u); 

n switch  (u)  { 
n case  PG P_PKA LG_ R S A : 
n n break; 

n case  PG P_ PKA LG_ D S A : 

n n pKeyList  = pg pO r de r Key S e t ( g_pKey S e t Ha i n , kPGPAnyO rde r i ng ) ; 

n n pKeylter  = pg pN e wKey I t e r (pKeyList); 

n n pgpKeylterSet  (pKeylter,  pKey); 

n n pSubKey  = pg pKey I t e r N e x t S u bKey  (pKeylter); 
n n while  (pSubKey)  ( 

n n n PG P c omd L g E r ro rHe s s a g e ( pg pC h a ng e S u bKey Pa s s ph r a s e ( 

nnnnnnnnnnn  pSubKey,  szOLd,  szNew)); 
n n n pSubKey  = pgpKeylterNextSubKey  (pKeylter); 

n n > 

n n pg p F r ee Key  1 1 e r (pKeylter); 

n n pg p F r e e Key L i s t (pKeyList); 

n B break; 

B default  : 

B B break; 

B } 

} 


//  Change  Passphrase  Dialog  Message  procedure 

BOOL  CALLBACK  C ha ng e D I g P ro c (HWND  hDlg,  UINT  uHsg,  WPARAM  wParam, 
n B B B B B B LPARAM  IParain)  { 

B CHAR  szDummyC4]; 

B Boolean  bN e ed s Ph r a s e ; 

B static  HBRUSH  h B r u s hBa c kg  round; 


B switch  (uMsg)  ( 


B B case  UM_ I N I T D I A LOG : 


B B B bHideText  = TRUE; 

B B B CheckD IgButton  (hDlg,  I D C_H I D ET Y P I NG , BST_C H E C KE D ) ; 


B B 

B B 

B B 


B pg pG e t Key Boo  I ea n (pChangeKey, 

B B B B B k PG PKey P ropN e ed s Pa s s p h r a s e , 

B B B B B SbNeedsPhrase); 
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° ° “ if  (bNeedsPhrase)  EnabLeWindow  CGetDLgItem  (hDLg,  I D C _0 L D PH R A S E ) , 

a a n a a n n n n n n TRUE); 


n n hBrushBackground  = C r ea t e S o L i dB r u s h (GetSysColor  ( C 0 LO R_ W I N DO W ) ) ; 


n n 

a □ 

Q n 

□ □ 

n □ 

D n 

n □ 


o //  subclass  the  three  edit  boxes 
n wpO r i gO L dPh ra seP roc  = (WNDPROC)  S e t W i n d o w Long ( 

n n GetDLgltemlhDLg,  I D C_0 LD P H R A S E ) , 

GWL_WNDPROC,  (LONG)  OLdPhraseSubcLassProc); 
n wpOri gNewPhrasel Proc  = (WNDPROC)  S e t W i ndo w Lo n g ( 
a n GetDlgItem(hDlg,  I D C_N E W P H R A S E 1 ) , 

GWL_WNDPROC,  (LONG)  N e w Ph r a s e 1 S u b c L a s s P ro c ) ; 
n wpOri gNewPhrase2Proc  = (WNDPROC)  S e t W i ndow Long ( 
n n GetDLgItem(hDLg,  I D C_N E W P H R A S E 2 ) , 

GWL_WNDPROC,  (LONG)  N e w Ph ra s e 2 S ub c L a s s P r o c ) ; 


n n n returnTRUE; 


a case  WM_HELP; 

n WinHelp  ( ( ( LPH E LPI N FO ) L Pa r a m ) -> h 1 1 emH a n d L e , g_ s z H e L p F i L e , 

a HELP_WH_HELP,  (DWORD)  (LPSTR)  aids); 

n break; 


n n case  WM_CONTEXTHENU : 

° n WinHelp  ((HWND)  wParam,  g_s z H e I p F i I e , H E LP_ C 0 NT E XTM E N U , 

n a (DWORD)  (LPVOID)  aids); 

n n break; 


n n 

n □ 

n a 

n Q 

□ n 

Q □ 

D D 

n n 

n n 


case  WM_DESTROY: 

n //  restore  the  window  procedures  of  the  subclassed  edit  boxes 
SetWindowLong(GetDlgItem(hDlg,  IDC_OLDPHRASE), 
n n GWL_WNDPROC,  (LONG)wpOrigOldPhraseProc); 

SetWindowLong(GetDlgItein(hDlg,  IDC_NEWPHRASE1), 
n n GWL_WNDPROC,  ( LONG ) wpO r i g N e w P h r a s e 1 P r o c ) ; 

SetWindowLong(GetDlgItem(hDlg,  IDC_NEWPHRASE2), 
n n GWL_WNDPROC,  ( LON G ) wpO r i g N e wPh r a s e 2 P r o c ) ; 
n DeleteObject  (hBrushBackground); 
n KWWi peEdi tBox  (hDlg,  I D C_0 L D PH R A S E ) ; 
n KHWi peEdi tBox  (hDlg,  I D C_N E W PH R A S E ) ; 
n KHWi peEdi tBox  (hDlg,  I D C_N E W PH R A S E 2 ) ; 
n return  TRUE; 


D n 
n □ 
Q n 
□ □ 
n D 
n n 

Q Q 

n n 
□ □ 
n a 
D n 
□ D 
Q a 


case  WM_CTLCOLOREDIT : 

n if  (( (HWND) IParam  ==  GetDlgltem  (hDlg,  I D C_0 LD PH R A S E ) ) || 

n n ( (HWND) IParam  ==  GetDlgltem  (hDlg,  I D C_N E W PH R AS E 1 ) ) || 

a n ( (HWND) IParam  ==  GetDlgltem  (hDlg,  I D C _N E WPH R A S E 2 ) ) ) { 

a n SetBkColor  ((HDC)wParam,  GetSysColor  (COLOR_WINDOW)); 

n n i f (bHi deText ) 

n n n SetTextColor  ( ( H D C ) w Pa r a m,  GetSysColor  ( C 0 LO R_ W I N D 0 W ) ) ; 

a n else 

“ ° ° SetTextColor  ( ( H D C ) wPa r am, 

“ ° n n n n n GetSysColor  ( CO LO R_ W I N DO WT E XT  ) ) ; 

n n return  ( BOO L ) h B r u s hBa c kg r o u n d ; 

n > 

n break; 


n n case  WM_COHMAND: 
n n n s w i t c h ( LOWO R D (wParam))  { 
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n 

B 

fl 

fl 

case 

IDOK: 

n 

B 

fl 

fl 

fl 

// 

edit  boxes  are  subclassed  to  always  fill  these  buffers 

n 

B 

fl 

fl 

□ 

LNewPhrasel  Len  = S end  D L g 1 1 emM  e s s a g e (tiDLg, 

n 

B 

fl 

fl 

fl 

fl 

n n n n n I D C_N E W PH R A S E 1 , 

n 

B 

B 

B 

fl 

fl 

n n n n n WM_G ETT E XT LE NGT H , 0,  0)  +1; 

n 

B 

B 

fl 

B 

szNewPhrasel  = KMALloc  ( 1 NewPh ra sel Len ) ; 

n 

B 

B 

fl 

B 

i f 

(szNewPhrasel ) 

n 

fl 

fl 

fl 

fl 

n 

Ge t D L g I t emT e X t (hDLg,  I D C _N E WPH R A S E 1 , 

□ 

B 

B 

B 

fl 

fl 

n n n n szDummy,  s i z e o f ( s z D ummy ) ) ; 

n 

B 

□ 

B 

B 

// 

edit  boxes  are  subclassed  to  always  fill  these  buffers 

n 

fl 

B 

fl 

fl 

LNewPhrase2Len  = S e nd  D 1 g 1 1 ettiHe  s sa  g e (hDLg, 

n 

fl 

B 

B 

fl 

fl 

n n n n n I D C _N E WPH R A S E2 , 

n 

B 

fl 

fl 

B 

B 

n n n n n WM_G ETT EXT LE N GT H , 0,  0)  +1; 

n 

B 

fl 

fl 

fl 

szNewPhrase2  = KMALloc  (LNewPhrase2Len); 

n 

fl 

B 

fl 

fl 

i f 

(szNewPhrase2) 

n 

fl 

B 

B 

fl 

fl 

G e t D L g I t emTe X t (hDLg,  I D C _N E W PH R AS E2 , 

n 

B 

fl 

fl 

fl 

fl 

n n n n szDummy,  s i z eo f ( s z D ummy ) ) ; 

n 

fl 

B 

fl 

B 

if 

(strcmp  (szNewPhrasel,  s z N e wPh r a s e 2 ) ) ( 

n 

B 

B 

fl 

fl 

B 

KMFree  (szNewPhrasel); 

n 

fl 

fl 

fl 

fl 

fl 

KMFree  ( s z N e wPh r a s e 2 ) ; 

□ 

B 

B 

fl 

fl 

fl 

KMHessageBox  (hDlg,  I D S_C APT  I ONKE YG E N , 

n 

fl 

fl 

B 

B 

fl 

n IDS_PASSPHRASEMISMATCH, 

n 

fl 

fl 

fl 

B 

fl 

n MB_0K| MB_IC0NEXCLAMATI0N); 

n 

fl 

fl 

fl 

fl 

B 

S e t D L g I t emT ex t (hDlg,  I D C_N E WPH R A S E 1 , ""); 

□ 

fl 

B 

B 

□ 

fl 

S e t D L g I t emTe X t (hDlg,  I D C _N E W P H R AS E 2 , ""); 

n 

B 

fl 

fl 

fl 

fl 

SetFocus  (GetDLgItem  (hDlg,  IDC_NEWPHRASE1)); 

n 

fl 

fl 

B 

fl 

fl 

return  0; 

a 

fl 

fl 

B 

B 

> 

D 

B 

fl 

fl 

fl 

else  { 

n 

fl 

B 

fl 

fl 

fl 

KMFree  (szNewPhrase2); 

n 

fl 

B 

fl 

B 

> 

n 

fl 

B 

B 

fl 

i f 

(strlen  (szNewPhrasel)  < 8)  { 

Q 

fl 

fl 

B 

B 

B 

if  ( ! KMUseBadPassPhrase  (hDlg))  ( 

n 

fl 

B 

fl 

fl 

□ 

n KMFree  (szNewPhrasel); 

n 

fl 

B 

fl 

B 

fl 

n S e t D L g I t emTe X t (hDlg,  I D C _N E W PH R A S E 1 , ""); 

n 

B 

B 

fl 

fl 

fl 

n Se t D L g I t emTex t (hDlg,  I D C_N E W PH R A S E 2 , ""); 

D 

B 

B 

B 

B 

B 

n SetFocus  (GetDLgItem  (hDlg,  I D C _N E WPH R AS E 1 ) ) ; 

n 

fl 

fl 

fl 

□ 

fl 

n return  0; 

n 

B 

B 

fl 

fl 

fl 

> 

n 

fl 

fl 

B 

fl 

> 

n 

fl 

B 

fl 

B 

// 

edit  boxes  are  subclassed  to  always  fill  these  buffers 

n 

fl 

B 

B 

fl 

LOldPhraseLen  = S end D L g I t emM e s s a g e ChDLg,  I D C_0 LD PH R A S E , 

□ 

fl 

B 

fl 

fl 

□ 

n n n n n WM_G ETT E XT LE NGT H , 0,  0)  +1; 

B 

B 

B 

fl 

B 

szOLdPhrase  = KMALloc  (LOldPhraseLen); 

B 

fl 

B 

fl 

B 

i f 

(szOLdPhrase) 

B 

fl 

fl 

fl 

fl 

fl 

Ge t D 1 g 1 1 emTe X t (hDlg,  I DC_0LDPHRASE, 

B 

□ 

B 

B 

fl 

fl 

n n n n szDummy,  s i z eo f ( s z D ummy ) ) ; 

B 

fl 

B 

fl 

fl 

if 

(PGPcomdlgErrorMessage  ( pg pC h a ng e Pa s s p h r a s e ( 

B 

fl 

B 

B 

fl 

fl 

n pChangeKey,  szOLdPhrase,  szNewPhrasel)))  ( 

B 

fl 

fl 

fl 

fl 

fl 

KMFree  (szNewPhrasel); 

B 

fl 

fl 

fl 

fl 

B 

KMFree  (szOLdPhrase); 

B 

B 

B 

B 

B 

fl 

S e t D L g I t e mT ex t (hDlg,  I D C_0 L D PH R A S E , ""); 

B 

fl 

B 

fl 

fl 

fl 

SetFocus  (GetDLgItem  (hDlg,  IDC_OLDPHRASE)); 
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n 

□ 

a 

B 

fl 

> 

□ 

n 

n 

B 

B 

else  { 

Q 

n 

n 

B 

B 

n KH C h a n g e S u b Key P h r a s e (pChangeKey, 

□ 

Et 

n 

B 

fl 

“ ° “ n ° szOldPhrase,  s z N e w Ph r a s e 1 ) 

n 

n 

n 

B 

B 

n KMCommitKeyRingChanges  Cg_pKeySetMain); 

Q 

n 

n 

B 

B 

n KM  U pda  t e A 1 1 Va  1 i d i t i e s (); 

D 

n 

n 

B 

fl 

n KMFree  ( s z N eu P h r a s e 1 ) ; 

□ 

n 

□ 

B 

fl 

n KMFree  ( s z 0 1 d Ph r a s e ) ; 

n 

a 

n 

B 

B 

n EndDialog  ChDlg,  1); 

n 

n 

Q 

B 

B 

} 

n 

n 

n 

B 

B 

return  TRUE; 

Q 

n 

a 

B 

case  IDHELP  : 

Q 

n 

□ 

B 

B 

WinHelp  (hDlg,  g_ s z H e 1 p F i 1 e , H E L P_ C ONT E XT , 

Q 

n 

a 

B 

fl 

n IDH_PGPKEYS_CHANGEDIALOG); 

n 

0 

n 

B 

B 

break; 

n 

n 

n 

fl 

case  IDCANCEL: 

s 

n 

n 

B 

fl 

EndDialog  (hDlg,  0); 

□ 

n 

Q 

B 

fl 

return  TRUE; 

n 

n 

B 

fl 

case  IDC_HIDETYPING  : 

n 

n 

n 

B 

B 

if  (IsD IgButtonChecked  (hDlg,  I D C_H I D ET Y P I NG  ) = = 

Q 

n 

B 

B 

B 

n n n BST_CHECKED) 

n 

□ 

B 

fl 

B 

n bHideText  = TRUE; 

n 

n 

B 

B 

B 

else 

0 

□ 

B 

fl 

B 

n bHideText  = FALSE; 

n 

Q 

B 

fl 

B 

I nva  1 i da t eRec t (GetDlgltem  (hDlg,  I D C _0 LD P H R A S E ) , 

n 

n 

B 

B 

B 

a a a a NULL,  TRUE); 

n 

□ 

B 

fl 

B 

Inva  1 i dateRect  (GetDlgltem  (hDlg,  I D C_N E WP H R A S E 1 ) , 

n 

n 

B 

fl 

fl 

a a a a NULL,  TRUE); 

n 

n 

B 

fl 

B 

Inva 1 i dateRect  (GetDlgltem  (hDlg,  I DC_NEWPHRAS E2 ) , 

a 

n 

B 

B 

fl 

n n n n NULL,TRUE); 

a 

□ 

B 

fl 

B 

break; 

Q 

n 

B 

> 

n 

n 

B 

return 

TRUE; 

n 

> 

n 

return 

FALSE 

r 

} 


//  Hook  procedure  for  WH_KEYBOARD  hook  -- 
//  This  is  just  a dummy  routine  to  allow  the 
//  the  Debug  hook  to  trap  this  event. 

LRESULT  CALLBACK  C h a n g e KB H oo k P r o c (INT  iCode,  WPARAH  wParam,  LPARAH  IParam)  { 

n return  C a I I N e x t H oo k E x ( h h oo kKey boa r d , iCode,  wParam,  IParam); 

> 


//  Hook  procedure  for  WH_DEBUG  hook  — this  procedure  is 
//  called  before  another  hook  is  about  to  be  called. 

LRESULT  CALLBACK  C h a ng e D e bug H oo kP r o c (INT  iCode,  WPARAM  wParam, 
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nnnannnnn  LPARAH  LParam)  { 

//n  DWORD  du; 

//a  MSG  msg; 

if  CiCode  < 0)  //  do  not  process  message 

return  CaLLNextHookEx  (hhookDebug,  iCode,  wParam,  LParam); 

a //  if  not  about  to  call  a Keyboard  hook  then  don't  worry  about  it 
//a  if  (wParam  !=  WH_KEYBOARD) 

//  return  CaLLNextHookEx  (hhookDebug,  iCode,  wParam,  LParam); 


//  if  one  of  the  passphrase  edit  boxes  has  the  focus  then  send 
//  the  WH_CHAR  message  directLy  to  the  edit  box  window  and  do 
//  not  pass  the  WM_KE YU P / WM_KE Y DO WN  message  aLong  to  the  next  hook. 


a //  eLse  don't  worry  about  it 

a return  CaLLNextHookEx  (hhookDebug,  iCode,  wParam,  LParam); 

> 


//  DiaLog  box  thread  procedure  (used  to  thwart  potentiaL 
//  passphrase  copy  by  hook  procedures) 

void  C h a ng e Ph ra s eT h r ea d (LPVOID  LpVoid)  { 

a EnabLeWindow  (g_hWndHain,  FALSE); 

a EnabLeWindow  (hwndParent,  FALSE); 

hhookKeyboard  = SetWi ndowsHookEx  ( WH_ J OU R N A LR E C 0 R D , C ha n g e KBHoo kP r o c , 
naaaaaaa  NULL,  d w C ha ng eTh r e a d I D ) ; 

hhookDebug  = SetWi ndowsHookEx  (WH_DEBUG,  C h a ng e Debug H oo kP r o c , 
n a a a a a a NULL,  dwChangeThreadlD); 

DiaLogBox  (g.hinst,  M AKE I NT R E S OU RC E ( I D D_C H ANG EPH R A S E ) , hwndParent, 
a a a C h a n g e D L g P r o c ) ; 

a U n h 00 kW i ndo w s H 00 kEx  (hhookDebug); 

a UnhookWi ndowsHookEx  (hhookKeyboard); 
a EnabLeWindow  (hwndParent,  TRUE); 

a EnabLeWindow  (g_hWndHain,  TRUE); 

a bC ha ng i ng P h r a s e = FALSE; 

} 


// 

//  Create  thread  to  handLe  diaLog  box 


I 


void  KHChangePhrase  (HWND  hWndParent,  PGPKey*  pKey)  < 

a if  ( ! bChangi ngPhrase)  { 
a a b C h a ng i ng Ph r a s e = TRUE; 
a a hwndParent  = hWndParent; 

a a pChangeKey  = pKey; 

a a _beginthreadex  (NULL,  0,  ( LPTH R E A D_ST ART_ROUT I N E ) C h a ng e Ph r a s eT h r ea d , 

a a a 0,  0,  &d w C ha ng eT h r e a d I D ) ; 
a } 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

//:  KMConvert.c  - m i s c e L L a n eou s conversion  routines 
// 

//n  $id:  KMConvert . c,v  1.4  1997/05/27  18:39:25  pbj  Exp  $ 

// 


#incLude 

#incLude 

#incLude 

#incLude 


<wi ndows . h> 
<string.h> 
"pgpkeys.h" 
"resource. h" 


//  externaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 


//  Convert  tm  to  SystemTime 

void  Ti meToSy s t emTi me  (struct  tm  *ptm,  SYSTEMTIME*  pst)  { 

n pst->wYear  = ptm->tm_year  + 1900; 
n pst->wMonth  = ptm->tm_mon  + 1 ; 

n pst->wDay  = ptm->tm_mday; 

n pst->wDayOfWeek  = ptm->tm_wday; 

n pst->wHour  = p t m-> t m_ h o u r ; 

n pst->wMinute  = ptm->tm_min; 

n pst->wSecond  = ptm->tm_sec; 

n p s t ->wM i L L i s e c ond s = 0; 

} 


//  Convert  time  to  string  format  based  on  system  settings 

void  KMConve r tTi meToSt r i ng  (PGPTime*  pTime,  LPSTR  sz,  INT  iLen)  { 

n SYSTEMTIME  systemtime; 
n struct  tm  *ptm; 

n ptm  = pgpLocaLTime  (pTime); 
n if  (ptm)  { 

n n T i meTo S y s t emT i me  (ptm,  & sy s t emt i me ) ; 

n n GetDateFormat  ( LO C A LE_U S E R_ D E F AU LT,  D AT E_S H CRT D AT E , Ssystemtime, 
° “ n NULL,  sz,  iLen); 

n } 
n e L s e 

a a Loadstring  (g_hlnst,  I D S _ I N V A L I D D AT E , sz,  iLen); 

} 


//  Convert  appropriate  haLf  of  KeylD  from  big  endian  to 
//  character  string  format. 

//  NB:  sz  must  be  at  Least  11  bytes  Long 
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void  KMConve r t S t r i ngKey I D (LPSTR  sz)  { 
n INT  i; 

n ULONG  ul; 

n //  convert  appropriate  half  of  keyid  to  Little  endian 
n u I = 0 ; 

n for  (i=0;  i<4;  i++)  { 

n n uL  <<=  8; 

n n uL  1=  ( ( U LONG ) s z C i +4 D & 0xFF); 
n > 

n //  convert  to  string 

n wsprintf  (sz,  "0x%08LX",  uL); 

} 


/* 

void  KM C on ve r t S t r i n g Key  I D (UINT  uALgorithm,  LPSTR  sz)  { 
n INT  i,  iOffset; 
n ULONG  uL; 

n switch  (uALgorithm)  { 


n case  PG P_PKA LG_R S A : 
n n i0ffset=4; 

n n break; 

n default  : 
n n iOffset  = 0; 

n n break; 

n } 

n //  convert  appropriate  half  of  keyid  to  Little  endian 
n u L = 0 ; 

a for  (i=0;  i<4;  i++)  { 
n n uL  <<=  8; 

n n ul  1=  ( ( U LO NG  ) s z C i + i 0 f f s e t D & 0xFF); 
n } 

n //  convert  to  string 

n wsprintf  (sz,  "0x%08LX”,  uL); 

> 

*/ 


//  Convert  Fingerprint  from  string  format  to  presentation  format 
//  NB:  sz  must  be  at  Least  42  bytes  Long  for  RSA  and  52  bytes 
//  for  DSA  keys 

void  KMC  on ve r t S t r i ng F i ng e r p r i n t (UINT  uALgorithm,  LPSTR  sz)  ( 
n INT  i; 
n UINT  u; 

n char  szBufC20]; 

n char*  p; 


n switch  (uALgorithm)  { 

n case  PGP_PKALG_RSA  : 

n n memcpy  (szBuf,  sz,  16); 

n n p = s z; 

n n for  (i=0;  i<16;  i+=2)  { 

n n n switch(i){ 
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n 

n 

n 

case  0 : 

□ 

n 

n 

n break; 

n 

n 

n 

case  8 : 

□ 

□ 

n 

n *p  + + = ' ' ; 

n 

Q 

n 

default  : 

Q 

n 

Q 

n *p  + + = ' ' ; 

n 

u 

n 

n break; 

n 

n 

n 

> 

Q 

n 

c 

u = ((unsigned  long)szBufCi 

n 

Q 

n 

u <<=  8; 

n 

n 

a 

u 1=  ((unsigned  long)szBufI! 

n 

□ 

n 

wsprintf  (p,  "%041X",  u); 

n 

n 

u 

P +=  4; 

n 

n 

> 

n 

□ 

break; 

s 

case  PGP_PKALG_DSA  : 

n 

□ 

memcpy  (szBuf,  sz,  20); 

Q 

n 

P = 

sz; 

□ 

n 

for 

(i=0;  i<20;  i+=2)  { 

n 

o 

n 

switch  (i)  { 

n 

□ 

n 

case  0 : 

Q 

n 

n 

n break; 

n 

D 

n 

case  10: 

n 

n 

Q 

n *p++  = ' '; 

n 

n 

n 

default  : 

n 

n 

n 

n *p++  = ' '; 

n 

n 

□ 

n break; 

n 

□ 

Q 

} 

n 

n 

n 

u = ((unsigned  1 on g ) s z Bu f C i i 

□ 

n 

a 

u <<=  8; 

n 

□ 

n 

u 1=  ((unsigned  long)szBufC' 

tt 

□ 

o 

wsprintf  (p,  "%041X",  u); 

n 

n 

□ 

P +=  4; 

n 

& 

> 

break; 


0xFF); 

S 0xFF); 


0xFF); 

S 0xFF); 


n default  : 
n n Lstrcpy  Csz, 

n n break; 

n > 

} 


ti- 


ll Convert  trust  from  weird  PGP  values  to  0-3  scale 


UINT  KMConvertFromPGPTrust  (UINT  uPGPTrust)  < 
n switch  (uPGPTrust  & PG P_KE YTRU ST_M A S K ) { 
n case  PGP_KEYTRUST_UNDEFINEDn: 

n case  PGP_KEYTRUST_UNKNOWN  : 

n case  PG P_KE YTRU S T_N E V E R : 

n n return  0; 

n case  PG P_KE YT RU ST_M A R G I N A L : 
n n return  1 ; 

n case  PG P_KE YTRU S T_ C OM P LET E : 

n case  PGP_KEYTRUST_ULTIHATE  : 

n n return  2; 
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n > 
> 


//  Convert  validity  from  weird  PGP  values  to  0-2  scale 

UINT  KMConve rt F romPGPVa I i di ty  CUINT  u PG PVa I i d i t y ) { 
n switch  ( uPGPVa I i di ty  ) { 
n case  PGP_VALIDITY_UNKNOWN  : 
n case  PG P_ V A L I D I T Y_ I N V A LI D : 

//n  case  PG P_ V A LI D I T Y_U NT RU S T E D : 
n n return  0; 

n case  PG P_V A LI D I T Y_H ARG I N A L : 
n n return  1; 

a case  PG P_V A LI D I T Y_C OMP LET E : 
n n return  2; 

n } 

> 


// 

II  Convert  trust  from  0-3  scale  to  PGP  values 


UINT  KMConvertToPGPTrust  (UINT  uTrust) 
a switch  (uTrust  & 0x03)  f 
n c a s e 0 : 

n B return  PG P_KE YT RU ST_N E V E R ; 

B easel  : 

B B return  PG P_KE YT RU ST_H ARG I N A L ; 

B case  2 : 

B B return  PG P_KE YTRU ST_C OM P LET E ; 

B c a s e 3 : 

B B return  PG P_KE YT RU ST_U LT I M AT E ; 

B } 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:  KMFocus.c  - m i s c e L L a ne ou s conversion  routines 
// 

//n  $ld:  KMFocus.c, V 1.3  1997/05/09  19:29:13  pbj  Exp  $ 

// 


#incLude  <windows.h> 
#incLude  "pgpkeys.h" 

#define  KEYIDCHARSn  512 

#define  KEYFLAGnn  0x01 

#define  UIDFLAGnn  0x02 

Sdefine  CERTFLAGn  0x04 


II  ext  e rna  L g L oba  L s 
extern  HWND  g_hWndTree; 
extern  CHAR  g_szbufCG_BUFLEND; 


//  LocaL  gLobaLs 
static  BOOL  bM u L t i p L e S e L e c t ed ; 
static  UINT  uSeLectedFLags; 
static  INT  i F o c u s ed 1 t emTy pe ; 
static  INT  iFocusedObjectType; 
static  HTLITEM  hFocusedItem; 
static  VOID*  pFocusedObject; 


static  PGPKeySet*  pKey S e t S e L e c t e d ; 
static  CHAR*  pKeyIDList; 
static  INT  i Key I D L i s t Len ; 


//  Set  handle  of  selected  item. 

//  Type  and  pointer  to  object  are  retrieved  from 
//  TreeList  as  imageList  index. 

void  KMSetFocus  (HTLITEM  hFocused,  BOOL  bHuLtipLe)  { 
n TL_TREEITEM  t L i ; 


n hFocusedItem  = hFocused; 
n bMuLtipLeSeLected  = bMuLtipLe; 


n if  ( ! bMu L t i p L e S e L e c t e d ) uSeLectedFLags  = 0; 


a 

a 

a 

a 

n 

n 

a 

D 

n 

□ 

n 


if  (hFocusedItem)  { 
n tLi.hItem  = hFocusedItem; 
a tLi.mask  = TLIF_IMAGE  | TLIF_PARAH; 
n if  (!TreeList_GetItem  (g_hWndTree,  &tLi))  return; 
n i FocusedItemType  = tLi.ilmage; 
n pFocusedObject  = ( vo i d* ) t L i . L Pa r a m; 
n switch  ( i F o c u s ed I t emTy p e ) { 

n n case  IDX_N0NE  : iFocusedObjectType  = OBJECT_NONE;  break; 
n a case  I DX_RSAPUBKE Y : 
n n case  I D X_R S A PU B D I S KE Y : 

n n case  I D X_R S A PUBR E V K E Y : 
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n 

n 

n 

case  I DX_RSAPUBEXPKE Y : 

n 

n 

D 

case  I DX_RSASECKEY  : 

n 

n 

n 

case  IDX_RSASECDISKEY  : 

n 

D 

Q 

case  IDX_RSASECREVKEY  : 

n 

n 

n 

case  IDX_RSASECEXPKEY  : 

n 

□ 

n 

case  I DX_DSAPUBKEY  : 

n 

n 

n 

case  IDX_DSAPUBDISKEY  : 

Q 

n 

D 

case  IDX_DSAPUBREVKEY  : 

n 

n 

n 

case  I DX_DSAPUBEXPKEY  : 

n 

n 

n 

case  I DX_DSASECKEY  : 

n 

n 

n 

case  IDX_DSASECDISKEY  : 

Q 

a 

n 

case  IDX_DSASECREVKEY  : 

n 

□ 

o 

case  IDX_DSASECEXPKEY  : 

n 

□ 

D 

n i F o c u s e dob j e c t Type  = OBJECT 

n 

n 

n 

a u S e L e c t ed F L a g s |=  KEYFLAG; 

n 

n 

n 

n break; 

n 

n 

a 

case  IDX_RSAUSERID  : 

n 

a 

D 

case  IDX_DSAUSERID  : 

n 

n 

n 

a i Foe usedOb j e c t Type  = OBJECT 

n 

n 

n 

n u S e L e c t ed F L a g s |=  UIDFLAG; 

n 

n 

Q 

n break; 

n 

n 

n 

case  IDX.CERT  : 

n 

n 

n 

case  IDX_REVCERT  : 

n 

n 

n 

n i FocusedOb j ectType  = OBJECT 

n 

n 

n 

n u S e L e c t e d F L a g s |=  CERTFLAG; 

n 

Q 

n 

n break; 

n 

□ 

> 

n 

> 

a 

e L 

s e 

{ 

Q 

n 

i Foe u s ed I t emTy pe  = IDX_N0NE; 

Q 

□ 

1 

F oc u s edOb j e c t Ty pe  = 0BJECT_N0NE; 

n 

n 

pFocusedOb j ect  = NULL; 

D 

> 

// 

//  Get  type  of  focused  item 


int  KHFocusedItemType  (void)  ( 
n return  i F o c u s ed I t emTy p e ; 

} 


//  Get  type  of  focused  object 

int  KM FocusedOb j e c t Ty pe  (void)  { 
n return  i F o c us e dOb j e c t Ty p e ; 

} 


//  Get  handle  of  focused  item 
HTLITEM  KMFocu s ed I t em  (void)  ( 
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o return  h F o c u s e d I t em; 
} 


//  Get  pointer  to  focused  object 

void*  KM F 0 c u s e d Ob j e c t (void)  { 
a return  p F o c u s e d 0 b j e c t ; 

} 


//  Get  type  of  focused  object 

BOOL  KHM u L t i p L e S e L e c t e d (void)  { 
n return  bH u L t i p L e S e L e c t ed ; 

> 


//  Return  TRUE  if  more  than  one  type  of  object  selected 

BOOL  KM P r om i s c u ou s S e L e c t ed  (void)  { 

n if  (IbMuLtipLeSeLected)  return  FALSE; 

n switch  ( u S e L e c t e d F L a g s ) { 
n c a s e 0 : 

o case  KEYFLAG  : 

□ case  UIDFLAG  : 

n case  CERTFLAG  : 

n n return  FALSE; 


n default  : 
n n return  TRUE; 
n } 

} 


//  Return  TRUE  if  signing  operations  allowed 
BOOL  KHS i gn i ng A I I owed  (void)  f 

n if  ( ( ! uSe I e c t ed F I ag s ) ||  ( u S e I e c t ed F I a g s 8 CERTFLAG))  return  FALSE; 

n else  return  TRUE; 

} 


//  Get  a single  key 

//a  routine  called  either  from  KMG e t S e I e c t ed Key s or  as  a 
//n  callback  function  from  the  TreeList  control  to 
//n  get  the  KeylD  of  a single  key. 

// 

//a  Iptlin  = pointer  to  TreeList  item  to  delete 
BOOL  GetSingleKey  ( T L_TR E E I T E H*  Iptli)  { 
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n PGPKey*  pKey; 
n PGPCert*  pCert; 
n PGPKeySet*  pKeySet; 
n CHAR  szKeyIDC20!]; 

n UINT  u; 


n 

n 

n 

c 

o 

□ 

n 

n 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


switch  ( I p t L i ->  i I ma  g e ) -C 
case  IDX_RSAPUBKEY  : 
case  IDX_RSAPUBDISKEY  : 
case  IDX_RSASECKEY  : 
case  IDX_RSASECDISKEY  : 
case  IDX_DSAPUBKEY  : 
case  IDX_DSAPUBDISKEY  : 
case  IDX_DSASECKEY  : 
case  IDX.DSASECDISKEY  : 
case  IDX_RSAPUBREVKEY  : 
case  IDX.RSAPUBEXPKEY  : 
case  IDX_RSASECREVKEY  : 
case  IDX.RSASECEXPKEY  : 
case  IDX_DSAPUBREVKEY  : 
case  IDX_DSAPUBEXPKEY  : 
case  IDX_DSASECREVKEY  : 
case  IDX_DSASECEXPKEY  : 


B 

if 

( pKey S e t S e L e c t ed  ) { 

B 

B 

pKey  = ( PGPKey*)  ( Lpt  M ->LParaiii)  ; 

fl 

fl 

i f 

( pKey  ) { 

fl 

fl 

fl 

pKeySet  = pg pN e w S i n g L e t onKey S e t (pKey); 

B 

B 

B 

PG P c omd L g E r r 0 r M e s s a g e (pgpAddKeys  ( pKey S e t S e L e c t ed , pKeySet)); 

fl 

fl 

B 

pg p F r e eKey S e t (pKeySet); 

B 

B 

> 

B 

> 

fl 

return 

TRUE; 

B 

B 

fl 

fl 

B 

B 

fl 

B 

B 

B 

fl 

fl 

fl 

B 

fl 

fl 

fl 

B 

fl 

fl 


case  IDX_CERT  : 
case  IDX.REVCERT  : 
case  IDX_BADCERT  : 
n if  (pKeyIDList)  { 

B B pCert  = ( PGPCe r t * ) ( L p t L i -> L Pa  ram ) ; 

B B u = s i z eo f ( s z Key I D ) ; 

B B pg pG e t C e r t S t r i ng  (pCert,  k PG P C e r t P r opKey I D , szKeylD,  &u); 

B B KM C onve r t S t r i ngKey I D (szKeylD); 

n B u = 1 0 ; 

B B Lstrcpy  (pKeyIDList,  szKeylD); 

B B if  (LstrLen  (pKeyIDList)  > 0 ) f 

B B B Istrcat  (pKeyIDList,  "\n"); 

B B B U++ ; 

B B > 

n B pKeyIDList  = &pKey I D L i s t E u I ; 

n > 

n else  i 

B B iKeylDListLen  +=  20; 

n > 

n return  TRUE; 


n default  : 

B B return  FALSE; 

n > 
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> 


ti- 


ll Get  keyset  of  selected  keys 


VOID  KMGe t S e L e c t edOb j e c t s (PGPKeySet**  ppKeySet,  LPSTR*  pszKeyIDs)  { 
n PGPKey*  pKey ; 
n PGPKeySet*  pKeySet; 

n switch  ( i Fo c u s edOb j e c t Ty pe ) f 
n case  OBJECT_KEY  : 
n n *pszKeyIDs  = NULL; 

n n pKeySetSe Lected  = pgpNewKeySet  (); 

B n if  ( pKey S e t Se L e c t ed  ) { 

B B n TreeList_IterateSeLected  (g_hWndTree,  GetSingleKey); 

B B n *ppKeySet  = pKeySetSelected; 

n n > 

B B else  *ppKeySet  = NULL; 

B n break; 

B case  OBJECT_CERT  : 

B n pKeyIDList  = NULL; 

B B *ppKeySet  = NULL; 

B n i Key  I D L i s t Le n = 0; 

B n TreeList_IterateSelected  (g_hWndTree,  GetSingleKey); 

B B *pszKeyIDs  = KMAlloc  ( i Key  I D Li  s t Le n* s i z eo f ( C H A R ) ) ; 

B n if  (*pszKeyIDs)  { 

B B n pKeyIDList  = *pszKeyIDs; 

B B n (*pszKeyI Ds ) C0]  = '\0'; 

B B n TreeList_IterateSelected  (g_hWndTree,  GetSingleKey); 

n n } 

B n break; 


n 

n 

n 

□ 

n 

□ 

Q 

a 

Q 

a 

□ 

D 

B 

a 

a 


case  OBJ ECT_USERID  : 

B *pszKeyIDs  = NULL; 

B pKeySetSelected  = pgpNewKeySet  (); 

B if  (pKeySetSelected)  { 

B n pKey  = KHG e t Key F r omU s e r I D Cg_hWndTree, 

Bnnnnnnn  ( PG PU s e r I D * ) KM Fo c u s e d Ob j e c t ()); 

B B if  (pKey)  { 

B B n pKeySet  = pgpNewSingletonKeySet  (pKey); 

B B n PGPcomd IgErrorHessage  (pgpAddKeys  (pKeySetSelected,  pKeySet)); 

B B n pgpFreeKeySet  (pKeySet); 

n n > 

B B *ppKeySet  = pKeySetSelected; 

B } 

B else  *ppKeySet  = NULL; 

B break; 


B default  : 

B n *pszKeyIDs  = NULL; 

B n *ppKeySet  = NULL; 

B B break; 

B > 

} 
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// I 

//  Free  previously  allocated  keyset 

VOID  KMFreeSelectedObjects  (PGPKeySet*  pKeySet,  LPSTR  szKeyIDs)  C 
n i f ( pKeySet ) 

n n pgpFreeKeySet  (pKeySet); 

n if  (szKeyIDs) 
n n KHFree  (szKeyIDs); 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : KM  I Da t a Ob j e c t . cpp  - impLements  OLE  IDataObject  for  drag  and  drop 
//  to  the  sheLL. 

// 

//n  $ld:  KMIDataObject . cpp,v  1.2  1997/05/09  19:29:14  pbj  Exp  $ 

// 


#incLude 
#incLude 
# i n c L ude 
#incLude 
# i n c L ude 


<wi ndows . h> 
<shLobj.h> 

"KM IDataObject. h" 
"KHIEnumFormatEtc  . h 
" resource. h" 


//  IUnknown  Methods 

STDMETHODIHP  C Da t a 0 b j e c t : : Qu e r y I n t e r f a c e (REFIID  iid,  void  FAR*  FAR*  ppv)  { 
if  (Ciid  ==  1 1 D_ I U n kno wn ) ||  (iid  ==  1 1 D_ I D a t a Ob j e c t ) ) { 

*ppv  = this; 

++m_ref s; 
return  NOERROR; 

> 

*ppv  = NULL; 

return  E_N0 1 NT E R F A C E ; 


STDHETHODIHP_(ULONG)  C Da t a 0 b j e c t : : Add  Re f (void)  C 
return  ++m_refs; 

} 


STDMETHODIHP_(ULONG)  C Da t a Ob j e c t : : R e L ea s e (void)  C 
n i f ( --m_ r e f s ==  0)  { 
delete  this; 
return  0; 

} 

return  ni_refs; 

> 


//  CDataObject  Constructor 

CDataObject : : CDataObject  (LPSTR  szName,  LPSTR  szExport)  { 
n ni_szName  = szName; 

n m_szExport  = szExport; 

m_ref s = 1 ; 
n m_cfe  = 3; 

B m_feC03.cfFormat  = RegisterCLipboardFormat  (CFSTR_FILEDESCRIPTOR); 

B m_feC0].ptd  = NULL; 

B m_f e[0: . dwAspect  = DVASPECT_CONTENT; 
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n m_f eC0] . L i ndex  = -1; 
n m_ f e C 0 D . t y me d = T YH E D_H G LOB A L; 

n m_f e C 1 ] . c f Fo rma t = Reg i s t e r C L i pboa r d F o rma t ( C F S T R_ F I L E C 0 NT E NT S ) ; 
n m_feC1D.ptd  = NULL; 

a m_ f e C 1 D . d w As pe c t = D V AS P E CT_ C 0 NT E NT ; 
n m_ f e C 1 D . L i nd ex  = -1; 
n m_f eCl : . tymed  = T YHE D_H G LOB A L; 

n m_f e C2 ] . c f Fo rma t = CF_TEXT; 
n m_feC2D.ptd  = NULL; 

n m_ f e C 2 D . d w As pe c t = 0 V AS P E CT_ C 0 NT E NT ; 
n m_ f e C 2 D . L i nd ex  = -1; 
n m_f eC2: . tymed  = T YM E D_HG LOB A L; 

> 

// I 

//  IDataObject  Methods 

II I 

//  C Da t aOb j e c t : : Ge t Da t a 
// 

II  Pu  rpose : 

//  Retrieves  data  described  by  a specific  FormatEtc  into  a StgHedium 
//  allocated  by  this  function.  Used  like  G e t C I i pboa r d Da t a . 

// 

//  Parameters: 

//  pFE  LPFORHATETC  describing  the  desired  data. 

//  pSTM  LPSTGHEDIUH  in  which  to  return  the  data. 

// 

//  Return  Value: 

//  HRESULT  NOERROR  or  a general  error  value. 

// 

STDHETHODIHP  C Da t a Ob j e c t : : Ge t Da t a (LPFORHATETC  pFE,  LPSTGHEDIUH  pSTH)  { 
HGLOBAL  hHem; 

n LPFILEGROUPDESCRIPTOR  pfgd; 

UINT  uFormat ; 
n CHAR*  p; 

n uFormat  = p F E-> c f F o rma t ; 

a II  FILEGROUPDESCRIPTOR  clipboard  format 
n if  (uFormat  ==  m_f e [ 03 . c f F o r ma t ) (n  n 
n n if  ( ! (pFE->dwAspect  S D V A S P E CT_C ONT E NT  ) ) 

n n n return  D V_E_D V AS  PE C T ; 

if  ( ! (pFE->tymed  & TYHED_HGLOBAL) ) 
n n n return  D V_E_ F ORH AT ET C ; 

n hHem  = G loba I Al loc(GMEM_SHARE  | GMEM_MOVEABLE, 

n n n n n n n s i z eo f ( F I L E G ROU P D E S C R I PTOR  ) ) ; 

n n if  (hHem  ==  NULL)  return  S TG_ E_H E D I U H F U LL; 

n n pfgd  = ( LP F I LEGROU P D E S C R I PTOR ) G I oba I Lo c k (hHem); 
n n pfgd->cltems  = 1; 

n B pf gd->f gd[0: . dwF lags  = F D_ ATT R I BUT E S | F D_ F I LE S I Z E ; 

B B p f g d->f g d C 0 3 . n F i I e S i z e H i g h = 0; 
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n a pfgd->fgdC0].nFiLeSizeLoH  = LstrLen  (m_szExport); 

n n pf  gd->f  gdC0:  . dwFUeAt  t ri  but  es  = F I LE_  ATT  R I BUT  E_  N ORH  A L; 
n n Lstrcpy  ( p f g d->f g d C 0 3 . c F i L eName , m_szName); 

n n GLobaLUnlock  (hMem); 

n n p STH->h G L oba L = hMem; 
n n pSTH->tymed  = T YM E D_ H G LOB A L; 
n n p S TH->pU n k F o r R e L e a s e = NULL; 
n n return  S_OK;n 

n } 

a //  FILECONTENTS  clipboard  format 
n else  if  (uFormat  ==  m_f e C 1 3 . c f Fo rma t ) fn 
H n if  ( ! (pFE->dwAspect  S D V A S P E CT_ C 0 NT E NT ) ) 
n n n return  DV_E_DVASPECT; 

if  C ! (pFE->tymed  & T YH E D_ H G LOB A L ) ) 
a n n return  DV_E_FORMATETC; 

n hMem=GLobaLALLoc(GHEM_SHARE  | GMEH_MOVEABLE,  L strlenl m_sz Export )+1); 

a n if  (hMem  ==  NULL)  return  S TG_ E_H E D I U M F U L L; 

a a p = (LPSTR)  GLobaLLock  (hMem); 

a a Lstrcpy  (p,  m_szExport); 

a a GLobaLUnlock  (hMem); 

a a pSTM->hG L oba L = hMem; 

a a pSTM->tymed  = T YM E D_H G LOB A L; 

a a p STM->p U n k F o r Re L ea s e = NULL; 

a a return  S_0K;a 

a } 

a //  TEXT  clipboard  format 
a else  if  (uFormat  ==  CF_TEXT)  { 

a a if  (pFE->Lindex  !=  -1)  return  DV_E_LINDEX; 

a a if  ( ! (pFE->dwAspect  S D V AS P E C T_C ONT E NT  ) ) 

a a n return  D V_ E_ D V AS P E CT ; 

if  ( ! (pFE->tymed  S T YM E D_ H G LOB A L ) ) 
a a n return  DV_E_FORMATETC; 

a hMem=GlobaLALLoc(GMEM_SHARE  | GMEM_MOVEABLE,  L strLen(m_sz Export )+1); 

a a if  (hMem  ==  NULL)  return  STG_ E_M E D I U M F U LL; 

a a p = (LPSTR)  GLobaLLock  (hMem); 

a a Lstrcpy  (p,  m_szExport); 

a a GLobaLUnlock  (hMem); 

a a pSTM->hG L oba L = hMem; 

a a pSTM->tymed  = T YM E D_ H G LOB A L; 

a a pSTM->pUnkForReLease  = NULL; 

a a return  S_0K;b 

a > 

return  DV_E_ FORMATETC ; 

) 
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//  C Da t aOb 3 ec t : : Ge t Da t a He  re 
// 

/ / Purpose: 

//  Renders  the  specific  FormatEtc  into  c a L L e r-a L L o c a t ed  medium 
//  provided  in  pSTH. 

// 

//  Parameters: 

//  pFE 
//  pSTH 
// 

// 

//  Return  Value: 

//  HRESULT  NOERROR  or  a general  error  value. 

// 

STDMETHODIMP  C D a t a Ob j e c t : : G e t Da t a H e r e (LPFORMATETC  pFE,  LPSTGHEDIUM  pSTM)  { 
//Check  the  aspects  we  support, 
if  ( ! ( p F E->d w A s p e c t & D V A S P E CT_C ONT E NT ) ) 
return  D V_ E_ D V A S PE CT ; 

a if  (pFE->lindex  !=  -1)  return  DV_E_LINDEX; 
return  DV_E_FORMATETC; 

} 


//  C Da t aOb j e c t : : Que ry Ge t Da t a 
// 

//  Purpose: 

//  Tests  if  a call  to  GetData  with  this  FormatEtc  will  provide 
//  any  rendering;  used  like  I s C I i pboa r d F o r ma t A va i I a b I e . 

// 

//  Parameters: 

//  pFE  LPFORMATETC  describing  the  desired  data. 

// 

//  Return  Value: 

//  HRESULT  NOERROR  or  a general  error  value. 

// 

STDMETHODIMP  C Da t a Ob j e c t : : Su e r y G e t Da t a (LPFORMATETC  pFE)  { 

UINT  uFormat  = p F E-> c f Fo r ma t ; 

BOOL  bRet  = FALSE; 

//Check  the  aspects  we  support, 
if  ( ! { p F E->dw A s pe c t S D V A S P E CT_CONT E NT  ) ) 
return  DV_E_DVASPECT; 

n if  (uFormat  ==  m_f e C 0 D . c f F o r ma t ) {n  n a //  f i I e g r o u pd e s c r i p t o r 
n n bRet  = ( BOO L ) C p F E-> t yme d 8 T YM E D_HG LOB A L ) ; 
n > 

n else  if  (uFormat  ==  m_f e C 1 ] . c f F o r ma t ) Cnn  //  filecontents 

n n bRet  = ( BOO L ) ( p F E — > t y med  & T YM E D_HG LOB A L) ; 

n > 

n else  if  (uFormat  ==  CF_TEXT)  { 

n n if  (pFE->lindex  !=  -1)  return  DV_E_LINDEX; 
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n n bRet  = ( BOO  L ) ( p F E->  t y me  d & T YH  E D_  HG  LOB  A L ) ; 
n > 

n else  bRet  = FALSE; 

return  (bRet  ? S_OK  : DV_E_FORMATETC); 

} 


//  C Da  t a Ob  j e c t : : E n urn  F o r ma  t E t c 
// 

II  Purpose: 

//  Returns  an  I E n urn F 0 RH AT ET C object  through  which  the  caller  can 
//  iterate  to  learn  about  all  the  data  formats  this  object  can 
//  provide  through  either  G e t D a t a C H e r e D or  SetData. 

// 


// 

Parameters: 

// 

dwDi  r 

DWORD  describing  a data  direction,  either 

// 

DATADIR_SET  or  DATADIR_GET. 

II 

ppEnum 

LP E N U M F 0 RM AT ET C * in  which  to  return  the 

II 

pointer  to  the  enumerator. 

II 

II 

Return  Value: 

II 

HRESULT 

NOERROR  or  a general  error  value. 

// 

STDMETHODIMP  C D a t a 0 b j e c t : : E n urn F o r ma t E t c (DWORD  dwDir, 
nnnnnnnnnn  LPENUH FORMATETC  *ppEnum)  ( 
switch  (dwDir)  ( 
case  DATADIR_GET: 

*ppEnum  = new  CEnumFormatEtc  (m_cfe,  &m_fe[I0D); 
break; 

case  DATADIR_SET: 

*ppEnum  = NULL; 
break; 

default: 

*ppEnum  = NULL; 
break; 

} 

if  (*ppEnum  ==  NULL)  return  E_NOTIHPL; 
return  S_0K; 

> 


//  Un i mp I emen t ed  methods 

STDMETHODIMP  C Da t a Ob j e c t : : D Ad v i s e (LPFORMATETC  pFE,  DWORD  dwFlags, 
“onnnnnn  LPADVISESINK  p I Ad v i s e S i n k,  LPDWORD  pdwConn)  ( 
return  0 LE_ E_ A D V I S ENOTS U P PO RT E D ; 

} 

STDMETHODIMP  C D a t a 0 b j e c t : : D U n a d V i s e (DWORD  dwConn)  ( 
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return  OLE_E_ADVISENOTSUPPORTED; 

> 


STDMETHODIMP  C Da  t a Ob  j e c t : : EnumD  Ad  v 1 s e ( LPE  N UH  ST  AT  D AT  A *ppEnuni)  { 
return  0 L E_E_ A D V I S E NOT S U PPO RT E D ; 

> 


STDMETHODIMP  C Da t a Ob j e c t : : S e t Da t a (LPFORMATETC  pFE,  LPSTGMEDIUM  pSTM, 
nnnnnnnn  BOOL  fRelease)  { 

return  E_N0TIMPL; 

> 

STDMETHODIMP  C D a t a Ob j e c t : : Ge t C a non i c a I F o rma t E t c (LPFORMATETC  pFEIn, 
nnnnnnnnnnnn  LPFORMATETC  pFEOut)  { 
n pFEOut->ptd  = NULL; 
return  E_N0TIMPL; 

> 


// I 

//  Interface  to  C code 

extern  "C"  { 

LPDATAOBJECT  KM C r ea t e Da t a Ob j e c t (LPSTR  szName,  LPSTR  szExport)  { 
return  ((LPDATAOBJECT)  new  CDataObject  (szName,  szExport)); 

> 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

// 

//n  $ld:  KMIDataObject . h,v  1.2  1997/05/09  19:29:14  pbj  Exp  $ 

// 

class  FAR  CDataObject  : public  IDataObject 
{ 

public: 

CDataOb j ect ( LPSTR,  LPSTR); 

/*  IUnknown  methods  */ 

S T DM ET H 0 D ( Qu e r y I n t e r f a c e ) ( R E F 1 1 D riid,  void  FAR*  FAR*  ppvObj); 
STDMETHOD_( ULONG,  Add R e f ) ( vo i d ) ; 

STDHETHOD_(ULONG,  Re  I ease) (void); 

/*  IDataObject  methods  */ 

n /*  NB:  these  are  the  subset  of  IDataObject  methods  required  for  D'n'D  */ 
n STDHETHODIMP  GetData  ( LP F 0 RM AT ET C , LPS TGH E D I U M ) ; 

STDHETHODIMP  GetDataHere  ( LP F 0 RM AT ET C , LPS TGM E D I UH ) ; 

STDMETHODIMP  QueryGetData  ( LP F 0 RM AT ET C ) ; 

STDMETHODIHP  EnumFormatEtc  (DWORD,  LPENUMFORMATETC  *); 


n /*  IDataObject  methods  not  required  for  Drag  and  Drop  */ 

STDMETHODIMP  G e t C a n o n i c a I F o r ma t E t c ( LP F 0 RH AT ET C , LP F 0 RH AT ET C ) ; 
STDMETHODIMP  SetData  ( LP F 0 RM AT ET C , LPSTGMEDIUM,  BOOL); 

STDMETHODIMP  DAdvise  ( LP FOR M AT ET C , DWORD,  LP A D V I S E S I N K,  DWORD  *); 
STDMETHODIHP  DUnadvise  (DWORD); 

STDHETHODIMP  EnumDAdvise  ( LP E N UM S T AT D AT A *); 

private: 


□ 

LPSTR 

m_szName; 

Q 

LPSTR 

ULONG 

m_szExport; 
m_  r ef  s ; 

Q 

ULONG 

m_cfe;n  n n 

// 

number  of 

FORHATETC 

s t r u c t s 

D 

>; 

FORHATETC  m_fe[3];n  n 

// 

pointer  to 

FORHATETC 

s t r u c t s 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

/ / : KM  I D r 0 pS ou r c e . c pp  - implements  OLE  IDropSource  for  drag  and  drop 
// 

//n  $ld:  KM  I D r op S ou r c e . c p p , V 1.2  1 997/05/09  1 9:29:1  5 pbj  Exp  $ 

// 

^include  <windows.h> 

^include  " KM  I D r op S ou r c e . h " 


// I 

//  IUnknown  Methods 

STDMETHODIMP  C D r op S o u r c e : : Qu e ry I n t e r f a c e (REFIID  iid,  void  FAR*  FAR*  ppv)  { 
if  ((iid  ==  1 1 D_I Un known ) ||  (iid  ==  1 1 D_ I D r op S ou r c e ) ) ( 

*ppv  = this; 

+ + m_  r e f s ; 
return  NOERROR; 

> 

*ppv  = NULL; 

return  E_N0 1 NT E R F A C E ; 

> 

STDMETHODIMP_(ULONG)  C D r op S ou r c e : : Add  Re f (void)  f 
return  ++m_refs; 

> 

STDMETHODIHP_(ULONG)  C D r op S ou r c e : : Re L ea s e (void)  { 
if  (--m_refs  ==  0)  f 
delete  this; 
return  0; 

> 

return  m_refs; 

> 


// 

//  CDropSource  Constructor 

CDropSource : : CDropSource(  ) { 
m_refs  = 1; 

> 


// I 

//  IDropSource  Methods 

STDMETHODIMP  C D r op  Sou r c e : : Qu e r y C on t i n ue D r a g (BOOL  f E s ca pe P r e s s e d , 

DWORD  grfKeyState)  ( 


if  ( f E s c a pe P r e s s e d ) 

return  DRAGDROP_S_CANCEL; 
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else  if  ( ! (grf KeyState  S MK_LBUTTON)  S&  ! ( g r f Key S t a t e S MK_RBUTTON)) 
return  DRAGDR0P_S_DR0P; 

else 

return  NOERROR; 

} 

STDMETHODIMP  C D r o p S o u r c e : : G i ve F e ed ba c k (DWORD  dwEffect)  { 
return  DRAGDROP_S_USEDE FAULT  CURSORS; 

} 


//  Interface  to  C code 
extern  "C"  f 

LPDROPSOURCE  KM C r e a t e D r op S o u r c e ( vo i d ) { 

return  ((LPDROPSOURCE)  new  C D r o p Sou r c e ) ; 

} 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

// 

//n  $ld:  KMIDropSource. h,v  1.2  1997/05/09  19:29:15  pbj  Exp  $ 

// 

cLass  FAR  CDropSource  : pubLic  IDropSource 
{ 

pubLic: 

CDropSourceC ); 

/*  IUnknown  methods  */ 

STDMETHOD(QueryInterface)(REFIID  riid,  void  FAR*  FAR*  ppvObj); 
STDHETHOD_(ULONG,  AddRefICvoid); 

STDMETHOD_(ULONG,  Re  Lease )( void); 

/*  IDropSource  methods  */ 

STDMETHOD(QueryContinueDrag)(BOOL  fEscapePressed,  DWORD  grfKeyState); 
STDHETHOD (Give  Feedback) (DWORD  dwEffect); 

private: 

U LONG  m_re  f s ; 

>; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : KM  I D r opTa r g e t . c p p - impLements  OLE  IDropTarget  for  drag  and  drop 
// 

//n  $id:  KM  I D r opTa r g e t . c pp, V 1.2  1997/05/09  1 9:29:1  6 pbj  Exp  $ 

// 

#incLude  <windows.h> 

SincLude  " KM  I D r opTa r g e t . h " 

extern  "C"  { 

BOOL  KMDropKeys  (HANDLE  hMem); 

} 


//  IUnknown  Methods 

STDMETHODIMP  C D r o pTa r g e t : : Qu e r y I n t e r f a c e (REFIID  iid,  void  FAR*  FAR*  ppv)  { 
if  ((iid  ==  1 1 D_ I U n kno wn ) ||  (iid  ==  1 1 D_I D ropTa rget ) ) { 

*ppv  = this; 

++m_ref s ; 
return  NOERROR; 

> 

*ppv  = NULL; 

return  E_NOINTERFACE; 

> 


STDMETHODIMP_(ULONG)  C D ropTa rget : : AddRef  (void)  C 
return  + + tn_refs; 

} 


ST  DM ET HO D I M P_ ( U LO NG ) C D r o pTa r g e t : : Re L ea s e (void)  { 
if  ( — m_  refs  ==  0)  { 
deLete  this; 
return  0; 

> 

return  m_refs; 

} 


//  CDropTarget  Constructor 

C D ropTa rge t :: C D ropTa rg et  ()  ( 
m_refs  = 1; 

n m_bAccept Fmt  = FALSE; 

n m_bEnabLed  = FALSE; 

} 


//  E na b L e / d i s a b L e dropping.  Used  when  dragging  a key  out 
//  of  key  manager. 
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void  C D r opTa r g e t : : E n a b L e (BOOL  bEnabLe)  { 
m_bEnabLed  = bEnabLe; 

> 


// 

//  IDropTarget  Methods 


STDHETHODIHP  C D r o pTa r g e t : : D r a g E n t e r ( LP D AT AOB J E C T pDataObj,  DWORD  grfKeyState, 
nnnnnnnnn  POINTL  pt,  LPDWORD  pdwEffect)  ( 
n FORMATETC  fmtetc; 

a if  ( ! m_b Ena b L ed ) ( 

n n *pdwEffect  = D RO P E F F E C T_N0 N E ; 
n n return  NOERROR; 
o > 


n f m t e t c . c f F o r ma  t 
n fmtetc. ptd 
n f m t e t c . d w A s pe c t 
n f mtet  c . L i ndex 
n fmtetc. tymed 


CF.TEXT; 

NULL; 

DVASPECT_CONTENT; 

-1; 

TYMED_HGLOBAL; 


n //  Does  the  drag  source  provide  CF_TEXT?  — the  only  format  we  accept, 
n if  ( pDa t a Ob j ->Qu e r y Ge t D a t a (Sfmtetc)  ==  NOERROR)  ( 
n n m_bAcceptFmt  = TRUE; 

n n *pdwEffect  = D RO PE F F E C T_C OP Y ; 
n > 

a e L s e { 

n n m_bAcceptFmt  = FALSE; 

n B *pdwEffect  = D ROPE F F E C T_NON E ; 

B } 


B return  NOERROR; 
} 


STDMETHODIHP  C D r opTa r g e t : : D r a g 0 v e r (DWORD  grfKeyState,  POINTL  pt, 
nBBBBBBBB  LPDWORD  pdwEffect)  ( 

B if  ( m_b Ac c e p t Fmt  S&  m_bEnabLed)  *pdwEffect  = D RO PE F F E C T_ C 0 P Y ; 
B else  *pdwEffect  = D RO PE F F E CT_NON E ; 

B return  NOERROR; 

} 


STDHETHODIMP  C D r o pTa r g e t : : D r a g Le a ve  ()  ( 
B m_bAcceptFmt  = FALSE; 

B return  NOERROR; 

} 


STDMETHODIHP  C D r o p T a r g e t : : D r o p ( L P D A T A OB J E C T pDataObj,  DWORD  grfKeyState, 

B B B B B B B POINTL  pt,  LPDWORD  pdwEffect)  ( 

B FORMATETC  fmtetc; 

B STGHEDIUM  medium; 

B HGLOBAL  hText; 

B HRESULT  hr; 
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□ 

i f 

( m_b A c c e p t Fm t &&  m_ 

bEnabled)  { 

n 

B 

fmtetc.cfFormat  = 

CF 

-TEXT; 

n 

B 

fmtetc.ptd  = NULL; 

n 

B 

f m t e t c . d w A s pe c t = 

DVASPECT_CONTENT; 

n 

B 

fmtetc.lindex  = -1 

B 

B 

fmtetc.tymed  = TYMED 

_HGL0BAL; 

n n //  User  has  dropped  on  us.  Get  the  CF_TEXT  data  from  drag  source 

a n hr  = p D a t a 0 b j ->G e t D a t a (Sfmtetc,  Smedium); 

n n if  (FAILED(hr))  { 

a a a *pdwEffect  = D RO P E F F E CT_N 0 N E ; 
n n n returnhr; 

n n > 

n n //  Import  the  data  and  release  it. 

n n hText  = me d i urn . h G L o ba L ; 
a n KHDropKeys  (hText); 

n n R e I e a s e S t g Med i urn  C&medium); 

n n *pdwEffect  = D RO P E F F E C T_ C 0 P Y ; 
n } 

a return  NOERROR; 

} 


//  Interface  to  C code 
extern  "C"  ( 

LPDROPTARGET  KM C r e a t e D r opT a r g e t (void)  { 
a return  ((LPDROPTARGET)  new  C D r opTa r g e t ) ; 

} 

void  KMRe L ea se D r opTa r ge t (LPDROPTARGET  pDropTarget)  < 
n pDropTarget->ReLease  (); 

} 

void  KM Enab L eD ropTa rge t ( C D r opTa r g e t * pDropTarget,  BOOL  bEnable)  { 
n p D r o pTa r g e t -> E n a b L e (bEnable); 

} 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

// 

//n  $ld:  KMIDropTarget . h,v  1.2  1997/05/09  19:29:16  pbj  Exp  $ 

// 

cLass  FAR  CDropTarget  : pubLic  IDropTarget 
{ 

pubLic: 

CDropTargetC); 

a void  EnabLeCBOOL  bEnabLe); 

//  IUnknown  methods 

STDMETHOD(QueryInterface)(REFIID  riid,  void  FAR*  FAR*  ppvObj); 
STDMETHOD_( ULONG,  Add  Re f ) ( vo i d ) ; 

STDMETHOD_(ULONG,  Re  Lease) (void); 

//  IDropTarget  methods 

STDHETHOD C D ragEn t er ) ( LPDATAOB J ECT  pDataObj,  DWORD  grfKeyState, 
n n POINTL  pt,  LPDWORD  pdwEffect); 

STDMETHODCDragOver)(DWORD  grfKeyState,  POINTL  pt,  LPDWORD  pdwEffect); 
STDHETHOD(DragLeave)C); 

STDHETHOD( Drop) ( LPDATAOBJECT  pDataObj,  DWORD  grfKeyState, 
n n POINTL  pt,  LPDWORD  pdwEffect); 

private: 

ULONG  m_refs; 

BOOL  m_bAccept Fmt; 
n BOOL  m_bEnabLed; 

>; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : KMI Enum Fo rma t E t c . c pp  - impLements  OLE  I E n urn F 0 RM AT ET C for  drag  and  drop 
//  to  the  sheLL. 

// 

//n  $ld:  KMIEnumFormatEtc . cpp,v  1.2  1997/05/09  19:29:17  pbj  Exp  $ 

// 

#incLude  <windows.h> 

#incLude  " KHI Enum Fo rma t Et c . h " 


//  IUnknown  Methods 

STDMETHODIMP  C E n urn F o r ma t E t c : : Qu e r y I n t e r f a c e (REFIID  iid,  void  FAR*  FAR*  ppv)  { 
if  CCiid  ==  1 1 D_I Un known  ) ||  (iid  ==  1 1 D_ I D a t a 0 b j e c t ) ) { 

*ppv  = this; 

+ + m_  r e f s ; 
return  NOERROR; 

} 

*ppv  = NULL; 

return  E_N0 1 NT E R F A C E ; 

} 


ST D H ETHO D I MP_ ( U LO NG ) C E n urn F o r ma t E t c : : Ad d Re f (void)  ( 
return  ++m_refs; 

} 


ST  DM ETH 0 D I HP_ ( U LONG ) C E n urn F o r ma t E t c : : R e L e a s e (void)  { 


n 

i f ( 

II 

II 

v> 

H- 

<1> 

C- 

1 

E 

1 

n 

n 

if  (m_prgfe  !=  NULL)  delete 

LI  m_prgfe;n 

Q 

□ 

m_prgfe  = NULL;nn  n n 

non 

n 

n 

deLete  this;n  n n n 

Q n 

n 

a 

\ 

return  0; 

return  m_refs; 

} 


//  C Enum Fo rma t E t c Constructor 

//  cFE  ULONG  number  of  FORMATETCs  in  pFE 

//  prgFE  LPFORHATETC  to  the  array  to  enumerate. 

// 

CEnumFormat Et c : : CEnumForma t Et c (ULONG  cFE,  LPFORHATETC  prgFE)  { 

UINT  i; 

m_refs  = 1; 

m_ i C u r = 0 ; 
m_cfe  = cFE; 
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m_prgfe  = new  F 0 RM AT ET C C ( U I NT ) c F E : ; 

if  (m_prgfe  !=  NULL)  { 

for  (i  = 0;  i < cFE;  i++) 
m_prgfeCiD  = prgFECiD; 

} 

return; 

} 


// 

//  CEnumFormatEtc  Destructor 

CEnumFormatEtc: :“CEnumFormatEtcCvoid)  < 
if  (m_prgfe  !=  NULL) 

delete  CD  m_prgfe; 
return; 

} 


// 

//  lEnumFORMATETC  Methods 


// 

//  CEnumFormatEtc :: Next 
// 

II  Purpose: 

//  Returns  the  next  element  in  the  enumeration. 
// 


// 

Parameters: 

// 

c FE 

ULONG  number  of  FORHATETCs 

t 0 

return. 

// 

pFE 

LPFORMATETC  in  which  to  store 

the  returned 

// 

structures. 

// 

pu  1 F E 

ULONG  * in  which  to  return 

how 

many  we 

// 

enumerated. 

// 

// 

Return  Value: 

// 

HRESULT 

NOERROR  if  successful,  S_FALSE 

otherwise. 

// 

STDMETHODIHP  C En urn F o r ma t E t c : : N ex t (ULONG  cFE,  LPFORHATETC  pFE,  ULONG  *pulFE)  { 

ULONG  cReturn=0L; 

if  (m_prgfe  ==  NULL) 
return  S_FALSE; 

if  (pulFE  ==  NULL)  { 

if  (cFE  !=  ID  return  S_FALSE; 

> 

else  *pulFE=0L; 

if  ((pFE  ==  NULL)  II  Cm_iCur  >=  m_cfe)) 
return  S_FALSE; 

while  ((m_iCur  < m_cfe)  SS  (cFE  > 0))  { 

*pFE++=m_prgfeCm_i Cur++D; 
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cReturn++; 
cFE  — ; 

> 

if  (puLFE  1=  NULL)  *puLFE=cReturn; 
return  S_OK; 


//  C E n urn F o r ma t E t c : : S k i p 
// 

II  Purpose: 

//  Skips  the  next  n elements  in  the  enumeration. 

// 

//  Parameters: 

//  cSkip  ULONG  number  of  elements  to  skip. 

// 


//  Return  Value: 
//  HRESULT 
// 

// 


NOERROR  if  successful,  S_FALSE  if  we  could  not 
skip  the  requested  number. 


STDHETHODIMP  CEnumFormat Etc:: Skip 
if  ( ( ( m_ i C u r + c S k i p ) >=  m_cfe) 
return  S_FALSE; 


(ULONG  cSkip)  { 

I I (m_prgfe  ==  NULL)) 


m_iCur+=cSkip; 
return  S_OK; 


//  C E n urn F o r ma t E t c : : R e s e t 
// 

//  Purpose: 

//  Resets  the  current  element  index  in  the  enumeration  to  zero. 
// 

//  Parameters: 

/ / None 
// 

/ / Return  Value: 

//  HRESULT  NOERROR 

// 

STDHETHODIMP  C E n u m F o r ma t E t c : : R e s e t (void)  C 
m_iCur=0; 
return  S_OK; 

} 


//  C E num F o r ma t E t c : : C I o n e 
// 

II  Purpose : 

//  Returns  another  I E n urn F 0 RH AT ET C with  the  same  state  as  ourselves. 

// 
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//  Parameters: 

//  ppEnum  LPENUHFORMATETC  * in  which  to  return  the 

//  neuobject. 

// 

//  Return  Value: 

//  HRESULT  NOERROR  or  a general  error  value. 

// 

STDHETHODIHP  C En urn F o rma t E t c : : C I on e ( LPE N UM F 0 RM AT ET C *ppEnum)  { 
CEnumFormatEtc*  pNew; 

*ppEnum=NULL; 

//Create  the  c lone 

pNew  = new  CEnumFormatEtc  (m_cfe,  m_prgfe); 

if  (pNew  ==  NULL)  return  E_0UT0 F M EHO R Y ; 

pNew->m_iCur  = m_iCur; 

*ppEnum  = pNew; 
return  S_0K; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

// 

//n  $Id:  KM  I E n urn F o r ma t E t c . h , V 1.2  1 997/05/09  1 9:29:1  7 pbj  Exp  $ 

// 

class  FAR  C E n urn F o r ma t E t c : public  I En urn F 0 RH AT ET C C 
public: 

CEnumFormatEtc  CULONG  cFE,  LPFORMATETC  prgFE); 
n "CEnumFormatEtc  (void); 

/*  IUnknown  methods  */ 

ST  DM ET H 0 D ( Qu e r y I n t e r f a c e ) C R E F 1 1 D riid,  void  FAR*  FAR*  ppvObj); 
STDMETHOD_(ULONG,  AddRefXvoid); 

STDMETHOD_(ULONG,  ReleaseXvoid); 

/*  lEnumFORHATETC  methods  */ 
n STDMETHODIMP  Next  (ULONG,  LPFORMATETC,  ULONG  * ) ; 

n STDMETHODIMP  Skip  (ULONG); 

n STDMETHODIMP  Reset  (void); 

n STDMETHODIMP  Clone  ( I E num F 0 RM AT ET C **); 


ULONGn  n n 

m_ 

refs; 

ULONG 

m_ 

i C u r ; 

//Current 

e 1 ement . 

ULONG 

m_ 

c f e ; 

/ /Numbe  r 

of 

FORMATETCs  in  us 

LPFORMATETC 

p r g f e ; 

//Source 

of 

FORMATETCs 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

//:KMKeyIO.c  - impLements  various  operations  reLated  to  importing 
//  and  exporting  keys 

// 

//n  $Id:  KMKeylO.c, V 1.4  1997/05/20  18:30:17  pbj  Exp  $ 

// 


#incLude 
# i n c L ude 
SincLude 


<windows.h> 
"pgpkeys . h" 
"resource,  h 


//  externaL  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndMain; 

extern  HWND  g_hWndTree; 

extern  PGPKeySet*  g _p Key S e t H a i n ; 

extern  CHAR  g_ s z b u f C G_BU F LE N 3 ; 

//  LocaL  gLobaLs 

static  PGPKeySet*  p E xpo r t Key S e t ; 


// 

//  Import  key  from  text  fiLe 
// 

//n  hDropn  ==  NLILLn  = > prompt  user  for  fiLe  name 
//n  n n !=  NULL  =>  hDrop  is  a handLe  passed  in 

//n  n n n n n the  WH_DROPFILE  message 

// 


I 


from 


BOOL  KMImportKey  (HWND  hWnd,  HDROP  hDrop)  { 
n OPENFILENAME  OpenFiLeName; 
n CHAR  szFi LeCMAX_PATH3; 

n CHAR  szFiLterC256]; 

n CHAR*  p; 
n INT  iindex; 
n BOOL  bimport; 
n PGPFiLeRef*  pFiLeRef; 
n PGPKeySet*  pKeySet; 


Q 

1 f 

(hDrop) 

< 

n 

n 

i Index 

= 0; 

n 

n 

bimport  = FALSE; 

u 

n 

wh  i L e 

( D ragQue ry F i L e (hDrop,  iindex,  szFiLe,  s i z e o f ( s z F i L e ) ) ) 

n 

n 

n pFiLeRef  = pg pN e w F i L e R e f F r om F u L L Pa t h (szFiLe); 

n 

n 

n i f 

(pFiLeRef)  C 

n 

n 

n n 

pKeySet  = pg p I mpo r t Key F i L e (pFiLeRef); 

n 

□ 

a a 

i f ( pKeySet ) { 

Q 

n 

a a 

n if  ( pg p C o u n t Key s (pKeySet)  > 0)  { 

n 

n 

a a 

n n if  ( ! PGPcomd L g E r r 0 rMe s sa ge  ( 

#if 

In 

//»> 

pre-existing  code 

n 

n 

a a 

n n n n pgpAddKeys  ( g_p Key S e t Ma  i n , pKeySet))) 

# e L s en 

//>» 

PG P c omd L gOue r y Ad d Key s changes  ... 

n 

n 

a a 

B n n n PG P c omd L gQu e r y Ad d Key s (hWnd, 

□ 

D 

a a 

B n B B B g _pKey S e t Ma i n , pKeySet)))  { 
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#endi f n 

□ n 

□ □ 

D a 

□ n 
a D 
n n 

D □ 

n □ 
n n 
D □ 

□ □ 
n n 
s n 
a □ 
n > 

n else 
n □ 
n n 
D n 
n n 

□ n 
a Q 

Q S 

Q □ 

n □ 

□ Q 

a a 
a □ 
n a 

□ □ 

□ a 
n a 
a a 
a a 

□ a 
Q a 
n □ 

□ n 


//<<<  PGPcomd L gQue ryAddKey s changes 
n n n n n KM C omm i t Key R i ng C h a ng e s 

a n bimport  = TRUE; 
n > 

> 

pgpFreeKeySet  (pKeySet); 


pgpFreeFiLeRef  (pFiLeRef); 


n 

Q 

> 

i Index++; 


(g_pKeySetMain); 


if  (Ibimport)  { 

n KMHessageBox  (hWnd,  IDS_CAPTION,  I D S _N0 1 MPO RTKE Y S , 
n n n n n MB_0 K | MB_ I C ON E X C L AM AT  I ON  ) ; 

} 


{ 

Lstrcpy  (szFiLe, 

Loadstring  (g_hlnst,  I D S_ I M PO RT F I LT E R , szFiLter,  s i z e o f ( s z F i 1 1 e r ) ) 
while  (p  = strrchr  (szFilter,  '3'))  *p  = '\0'; 

Loadstring  (g_hlnst,  IDS_IMPORTCAPTION,  g_szbuf,  G_BUFLEN); 


Open F i L eName . L S t r u c t S i z e = 

Open F i L eName . hwndOwne r = 

Ope  n F i L e N a me  . h 1 n s t a n c e = 

0 p e n F i L e Na me  . L p s t r F i L t e r = 

OpenFi LeName. LpstrCustomFi Iter  = 
Ope n F i L e N ame . n Ma X C u s t F i L t e r = 

0 p e n F i L e N a me . n F i L t e r I nd e X = 

Op  e n F i L e Na  me  . L p s t r F i L e = 

Open F i L eName . nMa X F i L e = 

Open F i L eName . L ps t r F i L eT i t L e = 
Open F i L e Name . nMa X F i L eT i t L e = 

Open F i L eName . L p s t r I n i t i a L D i r = 
Open F i L eName . L ps t rT i t L e = 

Ope n F i L e N a me . F L a g s n n n = 

Open F i L eName . n F i L eOf f se t = 

0 pe  n F i L e Na  me  . n F i L e Ex  t e n s i on  = 
Op  e n F i L e Na  me  . L p s t r D e f Ex  t = 

OpenFi LeName. LCustData  = 


si zeof  (OPENFILENAME ) ; 
hWnd  ; 

(HANDLE)g_hInst; 
szFi  Iter; 

CLPTSTR)NULL; 

0L; 

1L; 

s z F i L e ; 

sizeof  (szFile); 

NULL; 

0; 

NULL; 

g_szbuf; 

OFN_HIDEREADONLY|OFN_NOCHANGEDIR; 

0; 

0; 

r 

0; 


n 

B 

bimport  = 

FALSE; 

n 

B 

i f 

( Ge t Open F i L eName  C &0pe n F i L e Na me ) ) f 

D 

B 

B 

pFiLeRef  = pgpNewFiLeRefFromFuLlPath  (szFile); 

n 

B 

B 

i f 

(pFi LeRef) 

n 

B 

B 

B 

pKeySet  = 

pg p I mpo r t Key F i L e (pFiLeRef); 

n 

B 

B 

B 

i f 

( pKeySet ) { 

Q 

B 

B 

B 

B 

if  ( pgpCountKeys  (pKeySet)  > 0)  { 

n 

B 

B 

B 

B 

n 1 f 

( KM C h e c k F 0 r S e c r e t Key s (pKeySet)) 

n 

B 

B 

B 

B 

B B 

KMMessageBox  (hWnd,  IDS_CAPTI0N, 

B 

B 

B 

B 

B 

B B 

n n n n I D S_  I MPO  RT  E D S E C R ET  KE  Y S , 

B 

B 

B 

B 

B 

B B 

n n n n MB_0K | MB_ I C ON E X C L AM AT  I 0 N ) 

B 

B 

B 

B 

B 

a i f 

( ! PG P c omd L g E r r 0 r Me s sa g e C 

#1  f 

1 n 

//>» 

p r e - 

existing 

code 

B 

B 

B 

B 

B 

B B 

a pgpAddKeys  ( g _pKey S e t Ma i n , pKeySet))) 

#e  Lsen 

//>>> 

PGPcomd L gQue ryAddKeys  changes  ... 

B 

B 

B 

B 

B 

B B 

n PG P c omd L g Qu e r y Add  Key s (hWnd, 

B 

B 

B 

B 

B 

B B 

n n g_p Ke y S e t Ma i n , pKeySet)))  { 

#endifn  //<<<  PG P c omd L g 9u e r y Ad d Key s changes 
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□ an 
nan 
ana 
ana 
ana 
ana 
nan 
ana 
ana 
nan 
ana 
ana 
an} 
a } 


anna  KM  Comm i t Key R i ng C h a n g e s ( g_p Ke y S e t Ma i n ) ; 

n n n a bimport  = TRUE; 
n B H > 

n □ } 

n □ pg p F r e e Key S e t (pKeySet); 

n > 

n pg p F r e e F i L e R e f (pFiLeRef); 

> 

if  (Ibimport)  f 

a KHMessageBox  (hWnd,  IDS_CAPTION,  I D S_NO I M PO RT K E Y S , 

□ □ □ n n HB_OK|MB_ICONEXCLAHATION); 

} 


a i f (bimport ) { 

□ □ KHLoadKeyRingIntoTree  (hWnd,  g_hWndTree,  FALSE,  TRUE); 

a □ I n va L i d a t e Re c t Cg_hWndTree,  NULL,  TRUE); 
n } 


a return  bimport; 
} 


// I 

//a  routine  called  as  a callback  function  from  the 

//  TreeList  control  to  add  single  key  to  keyset  for  export 

// 

//□  Iptlin  = pointer  to  TreeList  item  to  add 

BOOL  AddKeyToExportKeySet  ( T L_T R E E I T EH*  Iptli)  { 

□ PGPKeySet*  pKeySet; 

n pKeySet  = pg p Ne wS i n g I e t on  Key S e t C ( PG PKey * ) ( I p 1 1 i ->  I Pa r a m ) ) ; 
n PGPcomdlgErrorMessage  (pgpAddKeys  (pExportKeySet,  pKeySet)); 

□ pg p F r e e Key S e t (pKeySet); 

□ return  TRUE; 

} 


// I 

//  Export  keyCs)  to  text  file 

BOOL  ExportKeys  (LPSTR  szFile)  { 

□ PGPFileRef*  pFileRef; 

□ if  ( KHHu I t i p I e S e I e c t ed  ())  { 

□ □ pExportKeySet  = pgpNewKeySet  (); 

□ □ if  (pExportKeySet) 

□ □ □ T r e e L i s t _I t e r a t e S e L e c t ed  (g_hWndTree,  AddKeyToExportKeySet); 

□ > 

□ e I se  { 

n a pExportKeySet  = pg pN e w S i ng I e t on  Key S e t ((PGPKey*)  KH F o c u s edOb j e c t ()); 

□ > 

□ pFileRef  = pg p Ne w F i I e Re f F r om F u I I Pa t h (szFile); 

□ if  (pFileRef)  { 

[;CCHK:1e3287674eb21446ab668eeec788998997dff0bbba998111c39ffe3301ddcad29:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


792 


KMKeylO.c 


naif  ( PG P c omd L g E r ro r He s s a g e ( 

a a n n pg p E x po r t Key F i L e ( pExpo rt Key  Set , pFiLeRef)))  { 

a a a pg p F r e e Key S e t ( p Ex p o r t Ke y S e t ) ; 

a a a return  FALSE; 

a a } 

a a pg p F r e e F i L e Re f (pFiLeRef); 

a > 

a pg p F r eeKey S e t ( p E x po r t Ke y S e t ) ; 
a return  TRUE; 

> 

n I 

//  Compute  name  of  export  file 

VOID  G e t E X po r t F i L e N a me  (LPSTR  sz,  UINT  uLen)  { 


n 

CHAR 

szDefExtC8]; 

n 

TL_TREEITEH  tli; 

D 

INT 

i ; 

o 

if  C 

! KMM u L t i p L e S e L e c t e d ())  { 

n 

n 

tli.hltem  = KMFocusedItem  (); 

n 

Q 

tli.pszText  = sz; 

n 

n 

t L i . c c hTex t Ha X = uLen; 

□ 

□ 

tli. mask  = TLIF_TEXT; 

n 

n 

if  ( T r e e L i s t _G e t I t em  (g_hWndTree,  fitlil)  { 

□ 

n 

a i = strcspn  (sz,  ''\\/:*?""<>|"); 

n 

n 

a szCi:  = '\0'; 

□ 

n 

a if(i>0){ 

o 

Q 

a a if  (szCi-i:  ==  ' ')  szCi-IT  = '\0'; 

n 

n 

a } 

n 

a 

a if  (LstrLen  (sz)  < 2)  Loadstring  (g_hlnst,  IDS 

_DROPFILENAHE, 

n 

n 

aaaaaaaaaa  sz. 

uLen); 

n 

n 

} 

□ 

a 

else  Loadstring  (g_hlnst,  I D S _ D ROP F I LE N AH E , 

sz,  uLen); 

□ 

y 

u 

else 

Loadstring  (g_hlnst,  I D S_ D RO P F I LEN AH E , sz. 

uLen) ; 

u 

Lstrcat  (sz, 

n 

Loadstring  (g_hlnst,  I D S_ D E F E X PO RT E XT E N S I ON , szDefExt, 

sizeof(szDefExt)) 

n 

Lstrcat  (sz,  szDefExt); 

} 


n I 

//  Export  key  to  text  file 

BOOL  KHExportKeys  (HWND  hWnd,  LPSTR  szFiLe)  { 
a OPENFILENAME  Open F i L eName; 
a CHAR  sz256i:256D; 

a CHAR  szDef ExtCS:; 

a CHAR  s z F i L t e r C 2 5 6 D ; 

a CHAR*  p; 

a if  (szFiLe)  return  (ExportKeys  (szFiLe)); 
a e L s e { 

Ci:CHK:2dac6eff833338aa5f322f9a279b68df7f4c899b5bbfff3ffba6e944386988dd4:: 
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Open F i L eName . L S t ru c t S i ze  = sizeof  ( 0 P E N F I LE N AH E ) ; 

OpenFiLeName.hwndOwner  = hWnd; 

Op e n F i L e Na me . h I n s t a n c e = ( H AN D L E ) g_ h I n s t ; 

Loadstring  (g_hlnst,  I D S _ E X PORT F I LT E R , szFiLter,  s i z e o f ( s z F i L t e r ) ) ; 
while  (p  = strrchr  (szFilter,  'a'))  *p  = '\0'; 


Ope n F i I eN a me . L p s t r F i 1 1 e r = 

Open F i L eName . L ps t r Cus t om F i L t e r = 

Ope n F i L eN a me . n Ha  X C u s t F i L t e r = 

Open F i L eName . n F i I t e rl ndex  = 

G e t E X po r t F i L e Na me  (sz256,  sizeof 
Open F i L eName . L ps t r F i L e = 

0 pe n F i L e Na me . nMa X F i L e = 

0 pen F i L e N a me . L p s t r F i L eT i t L e = 

0 pen F i L e N a me . nHa X F i L eT i t L e = 

0 pen F i L e Na me . L p s t r I n i t i a L D i r = 

Loadstring  (g_hlnst,  IDS 
OpenFi LeName. LpstrTitle 
Open Fi LeName . F Lagsn  n n 
□ □ n □ n n □ 

n □ n □ n n n 

n n D □ n D n 

OpenFi LeName. nFi  leOffset 
OpenFi LeName. nFi LeExtension 
Loadstring  (g_hlnst,  I D S _ D E F EX  PORT E XT E N S I ON , 
n n n n n n s i z eo  f ( s z De  f Ex  t ) ) ; 

Ope n F i L eN a me . L p s t r De f Ex t = szDefExt; 

Ope n F i L e N a me . L C u s t Da t a = 0; 


szFi Lter; 

(LPTSTR)NULL; 

0L; 

1L; 

( s z 2 5 6 ) ) ; 
s z 2 5 6 ; 

sizeof  (sz256); 

NULL; 

0; 

NULL; 

EXPORTCAPTION,  g_szbuf,  G_BUFLEN); 
= g_szbuf; 

= OFN_HIDEREADONLY  I 
n OFN_OVERWRITEPROHPT I 
n OFN_NOREADONLYRETURN I 
n OFN_NOCHANGEDIR; 

= 0; 

0; 

szDefExt, 


if  ( Ge t Save F i L eName  ( &Ope n F i L e N ame  ) ) return  (ExportKeys  (sz256)); 


return  FALSE; 


//  — 

// 

Drag  selected 

key  or  keys 

// 

desktop  or  into  Explorer. 

BOOL 

KHDragAndDrop 

(HWND  hUnd) 

n 

size_tn  n n 

s L e n ; 

Q 

LPSTRn  n n 

pExport; 

s 

LPDATAOB J ECTn 

L p d 0 ; 

B 

LPDROPSOURCEn 

Lpds; 

B 

DUORDa  n n 

dwEffect; 

B 

if  ( KM Fo cusedOb j e c t Ty pe  () 

B 

Get  Expo rt F i L eName  (g_szbuf 

I 

out  of  application  onto 
Uses  OLE  interface. 


= OBJECT_KEY)  return  FALSE; 
G_BUFLEN); 


n if  ( KHH u L t i p L e S e L e c t e d ())  { 
n n pExportKeySet  = pgpNewKeySet  (); 

n n if  (pExportKeySet) 

n n n T r e e L i s t _ I t e r a t e S e L e c t ed  (g_hWndTree,  Ad d Key To E xpo r t Key S e t ) ; 

n > 

n e L s e { 

n n pExportKeySet  = pg p N e w S i n g L e t onKey S e t ((PGPKey*)  KM F o c u s edOb j e c t ()); 

n > 
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n sLen=0; 

a if  (!PGPcomdLgErrorHessage  (pgpExportKeyBuffer  ( 
n n n n p E x po r t Key S e t , NULL,  SsLen)))  { 

n n pExport  = maLloc  (sLen+1); 

n n if  (pExport)  { 

n n n if  ( ! PG P c omd L g E r r o r M e s s a g e (pgpExportKeyBuffer  ( 

n n n n n n p E x po r t Key S e t , pExport,  &sLen)))  { 

n n n n pExportCsLen]  = '\0'; 

H n n n Lpdo  = KM C r e a t e D a t a Ob j e c t (g_szbuf,  pExport); 

n n n n Lpds  = KM  C r ea  t e D r o p S ou  r c e (); 


a 

a 

□ 

Q 

□ 

a 

H 

□ 

a 

□ 

□ 

n 

> 


□ 

a 

n 

a 

n 

n 

□ 

n 

□ 

□ 

> 


n 

□ 

□ 

□ 

n 

n 

□ 

n 

D 

} 


n if  (Lpds)  { 
a n if  (Lpdo)  ( 

n n n DoDragDrop  (Lpdo,  Lpds,  D RO P E F F E C T_ C 0 P Y , SdwEffect); 

a B n L pdo-> L p V t b L ->Re L ea se ( L pdo  ) ; 

a a } 

a a L pd  s->  L pV  t b L -> Re  L e a s e ( L pd  s ) ; 

a > 

} 

free  (pExport); 


pgp F r eeKey S e t ( p Expo r t Key S e t ) ; 


//  Copy  key(s)  to  cLipboard 

BOOL  KMCopyKeys  (HANDLE*  phHem)  { 
n size_t  sLen; 

a HANDLE  hMem; 

n BOOL  bRetVaL  = FALSE; 

n LPSTR  pHem; 

a if  ( KHHu L t i p L e Se L e c t ed  ())  { 


□ 

D 

p Expo r t Key S e t = pgpNewKeySet  (); 

n 

Q 

i f 

(pE 

xportKeySet ) 

D 

u 

□ 

a 

TreeList_IterateSeLected  (g_hWndTree,  AddKeyToExportKeySet); 

Q 

else 

{ 

n 

n 

n 

} 

p Ex po r t Key S e t = pg pN e w S i ng L e t o n Key S e t ((PGPKey*) 

KMFocusedObject 

n 

s L e n 

0; 

n 

if  ( 

! PG Pc omd L g E r r 0 r Me s s a g e (pgpExportKeyBuffer  ( 

n 

D 

n 

D 

p Expo r t Ke y S e t , NULL,  SsLen)))  { 

□ 

O 

hMem  = 

GLobaLALLoc  (GMEM_HOVEABLE|GMEM_DDESHARE, 

sLen+1); 

n 

n 

i f 

(hMem)  { 

Q 

n 

n 

pMem  = GLobaLLock  (hMem); 

□ 

u 

Q 

i f 

( ! PGPcomd L g E r ro rMe s sage  (pgpExportKeyBuffer  ( 

Q 

a 

n 

B 

n a pExportKeySet,  pMem,  &sLen)))  { 

n 

n 

D 

B 

pMemCsLen]  = '\0'; 

s 

u 

n 

B 

GLobaLUnLock  (hMem); 

n 

n 

n 

B 

if  (phMem)  ( 

a 

n 

n 

B 

a *phMem  = hMem; 

n 

n 

n 

B 

a bRetVaL  = TRUE; 

[i:CHK:47bb8c9a1c886822616610d40004ee0eda779b9f3a1dd66c17b63d7b90c7fc5a9]] 
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B 

B 

B 

B 

> 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

if 

( Open C L i pboa r d (NULL))  { 

B 

B 

B 

B 

B 

B 

EmptyCLipboard  (); 

B 

B 

B 

B 

B 

B 

S e t C L i pboa r d D a t a (CF_TEXT, 

B 

B 

B 

B 

B 

B 

CloseCLipboard  (); 

B 

B 

B 

B 

B 

B 

bRetVal  = TRUE; 

B 

B 

B 

B 

B 

} 

B 

B 

B 

B 

> 

B 

B 

B 

> 

B 

B 

B 

else 

GLobaLFree  (hMem); 

B 

B 

} 

hMem) ; 


n } 

n pgp F reeKey Se t C p E x po r t Key S e t ) ; 


o return  bRetVal; 

> 


// 

//  Paste  key(s)  from  clipboard 


BOOL  KMPasteKeys  (HWND  hWnd)  { 
B PGPKeySet*  pKeySet; 

B BOOL  bimport; 

B HANDLE  hMem; 

B LPSTR  pMem; 

B si  ze_t  sLen; 

B HDROP  hDrop; 


B 

bimport 

= 

FALSE; 

B 

i f 

( Ope n C L 

i pboa  rd  ( NULL) ) { 

B 

B 

hMem  = 

Ge t C L i pboa r d Da t a (CF_HDR0P); 

B 

B 

if 

( hMem ) { 

B 

B 

B 

hDrop  = GLobalLock  (hMem); 

B 

B 

B 

bimport  = KMImportKey  (hWnd,  hDrop); 

B 

B 

B 

GlobalUnlock  (hMem); 

B 

B 

B 

CloseCLipboard  (); 

B 

B 

B 

return  bimport; 

B 

B 

> 

B 

B 

hMem  = 

G e t C L i pboa r d Da t a (CF_TEXT); 

B 

B 

i f 

(hMem)  { 

B 

B 

B 

pMem  = GLobalLock  (hMem); 

B 

B 

B 

i f 

( pMem)  { 

B 

B 

B 

B 

sLen  = Lstrlen  (pMem); 

B 

B 

B 

B 

pKeySet  = pg p I mpo r t Key Bu f f e r (pMem,  sLen); 

B 

B 

B 

B 

if  ( pKeySet ) { 

B 

B 

B 

B 

n if  (pgpCountKeys  (pKeySet)  > 0)  { 

B 

B 

B 

B 

n n if  (KHCheckForSecretKeys  (pKeySet)) 

B 

B 

B 

B 

n n n KMMessageBox  (hWnd,  IDS_CAPTI0N, 

B 

B 

B 

B 

n n n n n n n I D S _ I MPO RT E D S E C R ET KE Y S , 

B 

B 

B 

B 

n n n n n n n MB_0K | MB_I C ON E X C L AM AT  I ON ) 

#i  f 

1B 

//>» 

pre-existing  code 

B 

B 

B 

B 

n n if  ( ! PG P comd L g E r r 0 rMe s sa ge  (pgpAddKeys  ( 

B 

B 

B 

fl 

n n n n n n g _p Ke y S e t Ma i n , pKeySet)))  ( 

#e l sen 

//>>> 

PG P c omd L gQu e r y Ad d Key s changes  ... 

B 

B 

B 

B 

n n if  ( ! PG P c omd L g E r r 0 r Me s s a g e ( 

B 

B 

B 

B 

n n n n PG P c omd L gQu e r y Add Key s ( 

CCCHK;339a54f553765885fff76695b767cc573a457b22bc78b3353aab15b72bd38d808]] 
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a □ 
#endi f n 

□ n 
Q n 
n n 

□ a 
n □ 

□ n 
n n 

□ □ 

□ □ 

Q D 

□ a 
n □ 

□ □ 

□ □ 
n } 


H n 
//«< 
n n 
D n 

□ n 

□ n 
n n 

□ n 
a □ 
o > 


n n n n n hWnd,  g_pKey S e t Ma i n , pKeySet))) 

PG P c omd L gSu e ry Ad d Ke y s changes 

n n n KH C omm i t Key R i n g C h a ng e s ( g_pKeySetHa i n ) ; 

n n n bImport=TRUE; 

n n } 

n > 

n pg p F r ee Key S e t (pKeySet); 

> 

GLobaLUnLock  (hHem); 


> 


if  (Ibimport)  { 

n KMMessageBox  (hWnd,  IDS_CAPTION,  I D S_N 0 I MPORT KE Y S P AS T E , 
n n HB_0K| HB_ICONEXCLAMATION); 


> 


C L o s e C L i pboa r d (); 


n i f ( bimpo  rt ) { 

n n KH Loa dKey R i ng I n t oT re e (hWnd,  g_hWndTree,  FALSE,  TRUE); 

n n I n va L i d a t e R e c t (g_hWndTree,  NULL,  TRUE); 

n } 
n 

n return  bimport ; 

} 


//  Drop  text  keyCs) 

BOOL  KMDropKeys  (HANDLE  hHem)  { 
n PGPKeySet*  pKeySet; 
n BOOL  bimport; 

D LPSTR  pHem; 


n 

s i ze_t 

s L e n ; 

H 

bimport 

= 

FALSE; 

n 

i f 

( hHem) 

{ 

B 

B 

pHem  = 

GLobaLLock  (hHem); 

B 

fl 

i f 

(pHem)  { 

B 

B 

B 

sLen  = LstrLen  (pHem); 

B 

B 

B 

pKeySet  = pgpImportKeyBuffer  (pHem,  sLen); 

B 

B 

B 

if 

(pKeySet  ) { 

B 

B 

B 

B 

if  (pgpCountKeys  (pKeySet)  > 0)  { 

B 

B 

B 

B 

n if  ( KH C h e c k F 0 r S e c r e t Key s (pKeySet)) 

B 

B 

B 

B 

n n KHHessageBox  (g_hWndHain,  IDS_CAPTI0N, 

B 

B 

B 

B 

n n n n n n I D S _ I HPO RT E D S E C R ETKE Y S , 

B 

B 

B 

B 

n n n n n n HB_0 K | HB_ I C 0 N E X C L AH AT  I ON ) ; 

f 

In 

//»> 

pre-existing  code 

B 

B 

B 

B 

n if  ( ! PG P c omd L g E r r 0 r H e s s a g e (pgpAddKeys  ( 

B 

B 

B 

B 

n n n n n g_pKey S e t Ha i n , pKeySet)))  ( 

#e  L sen 

//>>> 

PG Pc omd L g Qu e r y Add Ke y s changes  ... 

B 

B 

B 

B 

n if  ( ! PG P c omd L g E r r 0 r He s s a g e ( 

B 

B 

B 

B 

H n n PG Pcomd L gQue ryAddKey s ( 

B 

B 

B 

B 

n n n n g _ h WndHa i n , g _p Key S e t Ha i n , pKeySet))) 

#endi f n 

//«< 

PG P c omd L g Qu e r y Ad d Key s changes 

B 

B 

B 

B 

n n KHCommitKeyRingChanges  (g_pKeySetHain); 

B 

B 

B 

B 

n n bimport  = TRUE; 
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n n n □ □ } 

□ □ a n > 

n n n n pgpFreeKeySet  (pKeySet); 

□ Q n > 

n n n GLobaLUnLock  (hHem); 

n n > 

n n if  (!bImport)  { 

n n n KMMessageBox  (g_hWndMain,  IDS_CAPTION,  I D S_N0 D R AG T E XTKE Y S , 

n n n n nB_0 K | MB_ I C ON E X C L AM AT  I ON ) ; 

n n } 

n > 

n if  (binport)  f 

n n KHLoadKeyR i ng I ntoTree  (g_hWndHain,  g_hWndTree,  FALSE,  TRUE); 
n n I n va L i da t e Re c t (g_hWndTree,  NULL,  TRUE); 

n > 

n 

n return  blmport; 

} 


// I 

//  Determine  if  there  is  text  in  the  clipboard 

BOOL  KHDataToPaste  (void)  { 

n if  ( I s C L i pboa r d F o r ma t A va i L a b L e CCF_TEXT))  return  TRUE; 
n if  ( 1 s C I i pboa r d F o r ma t A va i L a b L e (CF_HDR0P))  return  TRUE; 
n return  FALSE; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : KMKeyOps . c - impLements  various  operations  performed  on  keys. 

// 

//n  $id:  KMKeyOps. c,v  1.4  1997/05/27  22:07:06  pbj  Exp  $ 

// 


# i n c L u d e 
#incLude 
SincLude 
# i n c L ude 

# i n c L u d e 

# i n c L u d e 
#i nc  Lude 


<windows.h> 

<shLobj . h> 
pgpkeys . h" 

. .\incLude\pgpphrase.h" 
..\incLude\pgpkeyserversupport.h 
. .\pgpkeyserver\winids.h" 
resource. h" 


M 


//  externaL  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndHain; 

extern  HWND  g_hWndTree; 

extern  CHAR  g _s z b u f C G_BU F LE N 3 ; 

extern  CHAR  g_szHeLpFiLeCHAX_PATH3; 

extern  PGPKeySet*  g_pKey S e t Ma i n; 


//  LocaL  gLobaLs 

static  HWND  hWndParent; 

static  BOOL  bItemHodi f i ed; 

static  BOOL  bItemNotDeLeted; 

static  BOOL  bDeLeteALL; 

static  LPSTR  szPhrase  = NULL; 

static  PGPKey*  pDefauLtKey; 

static  PGPKey*  pSigningKey; 

static  HTLITEM  hPostDeLeteFocusItem; 


static  DWORD  aldslI3 
IDOK,n  n n 

I DC_YESTOALL,n 
I DN0,n  a n 

IDCANCEL,n  n 

0,0 

>; 


= {nn  n //  He  Lp  IDs 

IDH_PGPKEYS_DELETEKEY, 

IDH_PGPKEYS_DELETEALLKEYS, 

IDH_PGPKEYS_DONTDELETEKEY, 

IDH_PGPKEYS_CANCELDELETE, 


//  Certify  a single  object 

//n  routine  caLLed  either  from  KM C e r t i f y Key 0 r U s e r I D or  as  a 
//n  caLLback  function  from  the  TreeList  controL  to 
//n  certify  a single  item. 

// 

//n  LptLin  = pointer  to  TreeList  item  to  certify 

BOOL  Cert i f ySi ng L eOb j ect  ( T L_T R E E I T EH*  LptLi)  { 
n PGPKey*  pKey;n 

n PGPUserlD*  pUserlD; 

n UINT  uError; 

n CHAR  SZ512C512]; 

n CHAR  sz256i:256:,- 

[CCHK:604e17300604f898841a9f711b3cf7001dd056822ccc8222d422ab83a5ad2e183:: 
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n CHAR  sz64C643; 
n Boolean  bN ee d s P h ra s e ; 

n switch  ( L pt 1 1 -> i Ima ge  ) { 
n case  I D X_RS APU BKE Y : 
n case  I D X_ RS APUB D I S KE Y : 
n case  I D X_RS A S E C KE Y : 
n case  I D X_ R S A S E C D I S KE Y : 
n case  I D X_D S APU BKE Y : 
n case  I D X_D S APU B D I S KE Y : 
a case  I 0 X_D S A S E C KE Y : 
n case  1 0 X_D S A S E C D I S KE Y : 
n n pKey  = (PGPKey*)(lptLi->LParam); 

n n pUserlD  = pg pG e t P r i ma ry U s e r I D (pKey); 
n n break; 

n case  I DX_R S AU S E R I D : 
n case  IDX_DSAUSERID  : 

n □ pUserlD  = ( PG PU s e r I D* ) ( L p t L i -> L Pa ra m ) ; 
n n pKey  = KMG e t Key F r omU s e r I D (g_hWndTree,  pUserlD); 

a a break; 


n 

□ 

n 

□ 

□ 

n 

a 

n 

n 


case  IDX_RSAPUBREVKEY 
case  IDX_RSAPUBEXPKEY 
case  IDX_RSASECREVKEY 
case  IDX_RSASECEXPKEY 
case  IDX_DSAPUBREVKEY 
case  IDX_DSAPUBEXPKEY 
case  IDX_DSASECREVKEY 
case  IDX_DSASECEXPKEY 
n return  TRUE; 


n default  : 
n n return  FALSE; 
n > 


□ 

n 

□ 

n 

n 

n 

□ 

□ 

D 

n 

Q 

n 

n 

n 

a 

D 

n 

n 

□ 

n 

a 


uError  = pg p C e r t i f y U s e r I D (pUserlD,  pSigningKey,  szPhrase); 
if  (uError  ==  PG P E R R_KE Y DB_B A D P AS S PH R A S E ) { 

n pgpGetKeyBoolean  ( p S i g n i ng Key , 

n n kPG PKey P r opN eed s Pa s s p h r a s e , &bNe e d s Ph r a s e ) ; 

n if  ( ! bNe ed s Ph r a s e ) return  FALSE; 

a while  (uError  ==  PG P E R R_KE Y D B_B A D P A S S PH R A S E ) { 
n n PGPcomd IgErrorHessage  (uError); 

n n if  (szPhrase)  { 

n n n PGPFreePhrase  (szPhrase); 

n n szPhrase  = NULL; 


n 

□ 

n 

a 

n 

Q 


Loadstring  (g_hlnst,  I D S_ S I GNKE Y P AS S P H R A S E , g_szbuf,  G_BUFLEN); 
uError  = PGPc omd I g Ge t Ph r a s e (hUndParent,  g_szbuf, 
n n n n n n n SszPhrase,  g_pKey S e t Ha i n , 

n n n n n n n &pS i g n i ng Key , NULL,  NULL,  0); 

PGPcomdlgErrorHessage  (uError); 
if  (uError  !=  PG PCOH D LG_OK ) { 
n if  (szPhrase)  { 
n n PGPFreePhrase  (szPhrase); 

n n szPhrase  = NULL; 

n } 

n return  FALSE; 
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n n n > 

nan  uError  = pg p C e r t i f y U s e r I D CpUserlD,  pSigningKey,  szPhrase); 
n n >n  n 

a > 

a if  (uError  ==  PGPERR_OK)  { 
a n bl t emMod i f i ed  = TRUE; 

a n return  TRUE; 

a } 

a Loadstring  (g_hlnst,  I D S _ C E RT I F Y E R R 0 R , S2512,  512); 
a PG P c omd L g E r r o r To S t r i n g (uError,  sz256,  256); 

a wsprintf  (g_szbuf,  sz512,  L p t L i ->p s z Te x t , sz256); 
a Loadstring  (g_hlnst,  IDS_CAPTION,  sz64,  64); 
a if  ( KHM u I t i p L e S e L e c t e d ())  { 

a n if  (HessageBox  ( g _ h Wn d Ma i n , g_szbuf,  sz64, 
a a n n n n MB_OKC AN C E L | nB_ I C ON  EX C L AM AT  I ON ) ==  IDOK) 

a n n return  TRUE; 

a } 

a e L s e { 

a a if  (MessageBox  Cg_hWndHain,  g_szbuf,  sz64, 

a a n n n n MB_0 K | HB_  I C 0 N E X C L AM AT  I ON ) ==  IDOK) 

a n n return  TRUE; 

a } 

a return  FALSE; 

} 


//  Certify  selected  key  or  userid 

BOOL  KM C e r t i f y Key 0 r U s e r I D (HWND  hWnd)  { 
a TL_TREEITEM  tli; 
a CHAR  SZ256C256:; 

a UINT  uError; 

a BOOL  bSendToServer; 

a BOOL  bUpdatedKeys; 

a LPSTR  szSe LectedKeyIDs; 
a PGPKeySet*  pKeySetSeLected; 

a hWndParent  = hWnd; 

a b I t emMod i f i ed  = FALSE; 

a pSigningKey  = NULL; 
n 

a //  more  than  one  item  selected 
a if  ( KMMu I t i p I e S e I e c t ed  ())  { 

a n if  ( 1 KM S i g n C on f i r m (hWnd,  8b S e n dTo S e r ve r ) ) return  FALSE; 
a n Loadstring  (g_hlnst,  I D S_ S I G N KE Y P AS S PH R A S E , g_szbuf,  G_BUFLEN); 

a n uError  = PG P c omd I g G e t P h r a s e (hWnd,  g_szbuf,  SszPhrase,  g_pKey S e t Ma i n , 

a a n n n n n n n n n SpSigningKey, NULL, NULL, 0); 

a n PGPcomdlgErrorMessage  (uError); 

a n if  (uError  ==  PG PC  0 M D LG_0 K ) { 

a a n T r ee L i s t _ I t e r a t e S e I e c t e d (g_hWndTree,  C e r t i f y S i ng I e Ob j e c t ) ; 

n n } 

a } 

a //  only  one  item  selected 
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□ 

□ 

□ 

□ 

□ 

n 

D 

D 

n 

□ 

□ 

a 

n 

Q 

n 

o 


else  { 

n if  ( ! KMS i g n C on f i rm  (hWnd,  &b S endTo S e r ve r ) ) return  FALSE; 
n Loadstring  (g_hlnst,  I D S _ S I G N KE Y P AS S PH R A S E , g_szbuf,  G_BUFLEN); 
n uError  = PG P c omd L g G e t Ph r a s e (hWnd,  g_szbuf,  SszPhrase,  g_pKey S e t M a i n , 
nnnnnannnn  &p S i g n i ng Key , NULL,  NULL,  0); 

n PG P c omd L g E r r o r Me s s a g e (uError); 

n if  (uError  ==  PG PC OM D LG_0 K ) ( 
n n tLi.hItem  = KM F o c u s e d I t em  (); 

a n tLi.pszText  = sz256; 

n n t L i . c c hTex t Max  = s i z e o f ( s z 2 5 6 ) ; 

n n tLi.mask  = TLIF_IMAGE  1 TLIF_PARAM  | TLIF_TEXT; 

naif  ( T r e e L i s t _Ge t I t em  (g_hWndTree,  8tLi))  (a 
a a a C e r t i f y S i ng L eO b j e c t (&tLi); 

a a > 

a > 

> 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


//  changes  have  been  made;  save  them  and  update  all  validities 
if  ( b I t emMod i f i e d ) { 

a KM C ommi t Key R i ng C h a ng e s ( g_p Ke y S e t Ma i n ) ; 

a KMLoadKeyRingIntoTree  (hWnd,  g_hWndTree,  FALSE,  FALSE); 
a I n va L i da t e Re c t (g_hWndTree,  NULL,  TRUE); 
a if  ( b S e n dTo S e r V e r ) ( 

a a KMGe t S e L e c t edOb j e c t s C &pKey S e t S e L e c t e d , &s z S e L e c t ed Key  I D s ) ; 
a a P r o c e s s Key S e r ve r M e s s a g e KR  (hUnd,  I D_ S E N D_KE Y S_T0_ S E R VE R, 

aaaaaaaa  s z S e I e c t e d Key  I D s , 

aaaaaaaa  SbUpda t ed Key s , pKey S e t S e L e c t e d , 

a a a a a a a a g_pKeySetMain); 

a a KMFreeSeLectedObjects  (pKeySetSeLected,  szSeLectedKeyIDs); 

a a if  ( bUpda t edKey s ) ( 

a a a KMLoadKeyRingIntoTree  (hWnd,  g_hWndTree,  FALSE,  TRUE); 

a a a I n va L i d a t e Re c t (g_hWndTree,  NULL,  TRUE); 

a a } 

a > 

} 


a if  (szPhrase)  ( 
a a PGPFreePhrase  (szPhrase); 

a a szPhrase  = NULL; 

a } 

a return  (bItemModified); 

> 


// I 

//  Enable  selected  key 


BOOL  KMEnableKey  (HWND  hWnd,  PGPKey*  pKey)  ( 
a TL_TREEITEM  tli; 


a 

a 

a 

a 

a 

a 

a 

a 


if  ( ! PGPcomd I g E r ro r Me s sage  ( pg p Ena b I e Key  (pKey)))  ( 
a pgpGetKeyUserVa  I (pKey,  ( I ong* ) & 1 1 i . h 1 1 em ) ; 
a tli.ilmage  = KM D e t e rm i n e Key I con  (pKey,  NULL); 
a tli. state  = 0; 

a t li . stateMask  = T LI S_ I T A LI C S ; 
a tli. mask  = TLIF_IMAGE  | TLIF_STATE; 
a T r e e L i s t _S e t I t em  (g_hWndTree,  &tli); 

a KHSetFocus  (tli.hltem,  FALSE); 
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n n KM C omm i t Key R i n g C h a n g e s ( g_pKey S e t Ma i n ) ; 

n n return  TRUE; 

n > 

n return  FALSE; 

> 


//  Disable  selected  key 

BOOL  KMDisableKey  (HWND  hWnd,  PGPKey*  pKey)  { 


□ 

TL_ 

TREEITEM  tli; 

n 

if 

( ! PGPcotndlgErrorHessage 

( pgpD i s a b 1 eKey  (pKey))) 

D 

n 

pgpGetKeyUserVa 1 

(pKey, 

(long*)&tli .hitem); 

a 

o 

tli.ilmage  = KM De t e rmi neKey I con  (pKey,  NULL); 

n 

n 

tli. state  = TLIS 

_ITALICS; 

n 

n 

tli.stateMask  = 

TLIS_ITALICS; 

n 

n 

t 1 i . ma  s k = TLI F_ 

IMAGE  1 

TLIF_STATE; 

a 

n 

T reeLi st_SetItem 

(g_hWndTree,  &tli); 

n 

n 

KMSetFocus  (tli. 

hit  em. 

FALSE); 

Q 

n 

KMCommi tKeyRi ngChanges 

(g_pKeySetMain)  ; 

□ 

□ 

\ 

return  TRUE; 

□ 

return  FALSE; 

> 


// 

//  Revoke  selected 


key 


BOOL  KMRevokeKey  (HWND  hWnd)  ( 
a Boolean  bN e ed s Ph r a s e ; 
n BOOL  bPhraseOK; 
n LPSTR  szRevPhrase  = NULL; 
n UINT  uError; 
n PGPKey*  pKey; 

n PGPKey*  pDefKey; 

n pKey  = (PGPKey*)  KM F o c u s e dOb j e c t (); 
n pDefKey  = pgpGetDefaultPrivateKey  (g_pKeySetMain); 

n if  (pKey  ==  pDefKey)  ( 

n n if  ( KMMessageBox  (hWndParent,  IDS_CAPTION,  I D S_ R E V C 0 N F D E F KE Y , 
n n n MB_ Y E S N 0 | MB_T A S KMO D A L | MB_ D E F BUTTON  2 | MB_ I C 0 N W A R N I NG ) = = I D NO ) 

n n n return  FALSE; 

n } 

a else  if  (KMMessageBox  (hWnd,  IDS_CAPTION,  I D S_ R E VOKE C ON F I RM , 
n n n n n n MB_ Y E S N 0 | MB_ I C 0 N E X C L AM AT  I ON ) ==  IDNO) 

n n B return  FALSE; 


B 

B 

B 

B 

B 

B 

B 


pg pGe t Key Boo  I e a n ((PGPKey*)  KM F o c u s e dO b j e c t (), 

n B B B B k PG PKey P r opN e ed s Pa s s p h r a s e , &b N e e d s Ph r a s e ) ; 

do  { 

B if  (bNeedsPhrase)  ( 

n B Loadstring  (g_hlnst,  I D S_ S E LKE Y P AS S PH R A S E , g_szbuf,  G_BUFLEN); 
B B uError  = PG P c omd I g G e t Ph r a s e (hWnd,  g_szbuf,  &s z Re v Ph r a s e , 
bbbbbbbbb  null,  null,  NULL,  NULL,  0); 
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n 

B 

B 

PG P c omd 1 g E r r 0 r H e s s a g e (uError); 

□ 

B 

B 

bPhraseOK  = (uError  ==  PG P C OM D LG_0 K ) ; 

Q 

B 

> 

B 

B 

else  { 

B 

B 

B 

szRevPhrase  = NULL; 

B 

B 

B 

bPhraseOK  = TRUE; 

B 

B 

> 

B 

B 

i f 

(bPhraseOK)  { 

B 

B 

B 

uError  = pgpRevokeKey  ((PGPKey*)  KMFocusedObject  (),  szRevPhrase) 

B 

B 

B 

if 

(! PGPc omd 1 g E r ro rMes sage  (uError))  { 

B 

B 

B 

B 

if  (szRevPhrase)  { 

B 

B 

B 

B 

n PGPFreePhrase  (szRevPhrase); 

B 

B 

B 

B 

n szRevPhrase  = NULL; 

B 

B 

B 

B 

} 

B 

B 

B 

B 

KHCommitKeyRingChanges  (g_pKeySetMain); 

B 

B 

B 

B 

KMU pda t eKey I nT r e e (g_hWndTree,  (PGPKey*)  KMFocusedObject  ()); 

B 

B 

B 

B 

KMUpda t e A 1 1 Va 1 i d i t i e s (); 

B 

B 

B 

B 

I n va 1 i d a t e Re c t (g_hWndTree,  NULL,  TRUE); 

B 

B 

B 

B 

return  TRUE; 

B 

B 

B 

> 

B 

B 

B 

if 

(szRevPhrase)  ( 

B 

B 

B 

B 

PGPFreePhrase  (szRevPhrase); 

B 

B 

B 

B 

szRevPhrase  = NULL; 

B 

B 

B 

> 

B 

B 

> 

B 

> 

while 

(bPhraseOK  88  (uError  ==  PG P E R R_KE Y DB_B A D P A S S PH R A S E ) ) ; 

B 

> 

return 

FALSE; 

// 

//  Revoke  selected  Certification 


BOOL  KHRevokeCert  (HWND  hWnd)  { 
n TL_TREEITEH  tli; 
n PGPCert*  pCert; 
n PGPKey*  pKey ; 

n Boolean  bNeed s Ph r a s e ; 

n BOOL  bPhraseOK; 
n LPSTR  szRevPhrase  = NULL; 
n UINT  uError; 


n pCert  = (PGPCert*)  KMFocusedObject  C); 


n 

n 

n 

□ 

□ 

n 

n 

□ 

n 

n 

□ 

n 

Q 


if  ( ! PGPcomd I g E r ro rMe s sage  C pg pG e t C e r t i f i e r ( 

nnnnnnnn  pCert,  g_pKey SetMa i n,  &pKey)))  ( 
n i f ( ! pKey  ) { 

n n KnnessageBox  (hWnd,  IDS_CAPTION,  I D S_C E RTKE YNOTON R I NG , 
n n n a n n f1B_0K|HB_IC0NEXCLAMATI0N); 

n n return  FALSE; 

n > 

n pgpGetKeyBoolean  (pKey,  kPGPKeyPropNeedsPassphrase,  &bNeedsPhrase); 
n do  { 

n n if  ( bN e ed s P h r a s e ) ( 

n n n LoadString  (g_hlnst,  I D S_ S I GN KE Y P A S S PH R A S E , 

nnnnnnnn  g_szbuf,  G_BUFLEN); 

n n n uError  = PG P c omd I g G e t Ph r a s e (hWnd,  g_szbuf,  8 s z R e v Ph r a s e , 
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n 

u 

B 

B 

B 

n n n n n n NULL,  NULL,  NULL,  NULL, 

Q 

n 

B 

B 

PG P c omd L g E r r 0 r Me s s a g e (uError); 

n 

n 

B 

B 

bPhraseOK  = (uError  ==  PG PC OM D LG_0 K ) ; 

□ 

Q 

B 

> 

n 

n 

B 

else  { 

n 

n 

B 

B 

szRevPhrase  = NULL; 

n 

a 

B 

B 

bPhraseOK  = TRUE; 

n 

B 

B 

> 

□ 

B 

B 

i f 

(bPhraseOK)  { 

n 

B 

B 

B 

uError  = pg p R e vo ke C e r t ((PGPCert*)  KM F o c u s edOb j e c t () 

n 

B 

B 

B 

B 

n g_pKeySetHa i n,  szRevPhrase); 

n 

B 

B 

B 

i f 

( ! PG P c omd L g E r r 0 r Me s s a g e (uError))  { 

n 

B 

B 

B 

B 

if  (szRevPhrase)  { 

□ 

B 

B 

B 

B 

n PG P F r e e P h r a s e (szRevPhrase); 

n 

B 

B 

B 

B 

a szRevPhrase  = NULL; 

D 

B 

B 

B 

B 

} 

n 

B 

B 

B 

B 

tLi.hItem  = KM F o c u s ed I t em  (); 

□ 

B 

B 

B 

fl 

tLi.ilmage  = IDX_REVCERT; 

n 

B 

B 

B 

fl 

tli. state  = TLIS_ITALICS; 

n 

B 

B 

B 

B 

t Li . stateMask  = TLIS_ITALICS; 

n 

B 

B 

B 

B 

tli. mask  = TLIF_IMAGE  | TLIF_STATE; 

n 

B 

B 

B 

B 

T r e e L i s t _ S e t I t em  (g_hWndTree,  &tLi); 

□ 

B 

B 

B 

B 

KMSetFocus  (tLi.hItem,  FALSE); 

Q 

B 

fl 

B 

fl 

KMCommitKeyRingChanges  (g_pKeySetMain); 

Q 

B 

B 

B 

B 

KMUpdateALLValidities  (); 

n 

B 

B 

B 

B 

return  TRUE; 

n 

B 

B 

B 

> 

n 

B 

B 

> 

Q 

B 

B 

i f 

(szRevPhrase)  { 

n 

B 

B 

B 

PG P F r e e Ph r a s e (szRevPhrase); 

D 

B 

B 

B 

szRevPhrase  = NULL; 

n 

B 

B 

> 

n 

B 

> 

while 

(bPhraseOK  &8  (uError  ==  PGPERR_KEYDB_BADPASSPHRASE)  ) 

D 

> 

n 

return 

FALSE; 

> 


//  Delete  ALL  dialog  message  procedure 

BOOL  CALLBACK  D e L e t e A L L D L g P r o c (HWND  hUndDlg,  UINT  uHsg, 
nnnnnnnn  WPARAH  wParam,  LPARAM  LParam)  { 
n switch  (uMsg)  { 

n case  WM_ I N I T D I A LOG  : 

n n SetDLgItemText  (hWndDlg,  IDC_STRING,  g_szbuf); 

a a break; 

case  WM_HELP: 

WinHeLp  ( ( ( LPH E LP I N F 0 ) L Pa r a m ) -> h I t emH a nd I e , g _s z H e L p F i L e , 
HELP_WM_HELP,  (DWORD)  (LPSTR)  aids); 
break; 

case  WM_CONTEXTMENU : 
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WinHelp  (CHWND)  wParam,  g_s z H e L p F i L e , H E LP_CONT E XTM E N U , 
(DWORD)  ( LPVOI D)  aids  ) ; 
b r e a k ; 


□ 

case 

wn_ 

COMMAND : 

n 

n 

switch  ( LO WO R D ( w Pa r a m ) ) 

{ 

n 

□ 

case 

IDCANCEL: 

o 

n 

n 

b I t emN 0 t De 1 e t ed  = TRUE; 

n 

a 

n 

End  D i a 1 og 

(hWndDlg, 

IDCANCEL) 

a 

a 

n 

break; 

o 

a 

case 

IDOK: 

n 

n 

case 

IDYES  : 

n 

a 

n 

EndDi a log 

( hWndD  Ig, 

IDYES); 

n 

n 

D 

break; 

n 

a 

case 

IDNO: 

a 

a 

n 

EndDialog 

(hWndDlg, 

I D N 0 ) ; 

o 

a 

n 

break; 

a 

o 

case 

IDC_YEST0ALL  : 

a 

o 

n 

bDeleteAll 

= TRUE; 

o 

a 

Q 

EndDialog 

(hWndDlg, 

IDYES); 

n 

a 

n 

break; 

a 

a 

> 

n 

n 

return  TRUE; 

Q 

> 

n 

return  FALSE; 

} 


// 

//  Ask  user  for  delete  confirmation 


I 


int  D e L e t e C on f i r m ( T L_TR E E I T EH*  LptLi,  INT  iPromptID)  { 
n CHAR  sz256C256]; 

n CHAR  SZ512C512:; 

n INT  iRetVal; 


n if  (bDeleteALL)  return  IDYES; 

n Loadstring  (g_hlnst,  iPromptID,  sz512,  512); 
B wsprintf  (g_szbuf,  sz512,  LptLi->pszText); 


B 

□ 

B 

B 

Q 

B 

B 

B 

B 

B 

B 

n 

B 


if  ( KMHu L t i p L e Se L e c t ed  ())  ( 

B iRetVal  = DiaLogBox  (g_hlnst,  H AKE I NTR E S OU R C E ( I D D_ D E L ET E A LL) , 
B B hWndParent,  D e L e t e A L L D L g P r o c ) ; 

B if  ( ! b I t emNo t D e L e t ed  &S  (iRetVal  ==  IDNO))  ( 

B B b I t emNo t D e I e t e d = TRUE; 

B B h Po s t D e I e t e F o c u s 1 1 em  = I p 1 1 i ->h  1 1 em; 

B } 

} 

else  { 

B Loadstring  (g_hlnst,  I D S_D E LC ON F C APT  I ON , sz256,  256); 

B return  (HessageBox  (hWndParent,  g_szbuf,  sz256, 

B B B MB_YESN0| MB_TASKHODAL I HB_ D E F BUTT0N2 | HB_ I C ON  WARNING) ); 


} 
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} 


//  Get  handle  of  nearby  item 
// 

//n  Lptlin  = pointer  to  TreeList  item 


HTLITEM  GetAdjacentItem  (HWND  hWndTree,  TL_TREEITEM*  LptLi)  { 
a TL_TREEITEM  t L i ; 


n tli.hltem  = L p t L i -> h I t em ; 
a tli.mask  = T L I F_N EXTH A N D LE ; 
n TreeList_GetItem  (hWndTree,  &tLi); 
n if  (ItLi.hItem)  { 
n n tli.hltem  = lptli->hltem; 

n n tli.mask  = TL I F_PR E V H A N D L E ; 

n n TreeLi st_GetItem  (hWndTree,  &tli); 
n n if  (!tli.hltem)  { 

° n n tli.hltem  = lptli->hltem; 

n n n tli.mask  = T LI F_P A R E NT H A N D L E ; 
n n n TreeList_GetItem  (hWndTree,  &tli); 

n n > 

n > 


n return  tli.hltem; 

> 


D 


//  Delete  a single  object 

//a  routine  called  either  from  KM De I e t eOb j e c t or  as  a 
//n  callback  function  from  the  TreeList  control  to 
//n  delete  a single  item. 

// 

//n  lptlin  = pointer  to  TreeList  item  to  delete 


BOOL  DeleteSi ngleObject  ( T L_T R E E I T EH  * Iptli)  { 
n PGPKeySet*  pKeySet; 
n PGPKey*  pKey; 
n BOOL  bPrimary; 
n INT  iError,  iConfirm; 


a 

n 

□ 

□ 

o 

n 

□ 

n 

D 

n 

a 

Q 

n 

D 

□ 


switch  ( I p t I i -> i I ma g e ) { 


case  IDX_RSASECKEY  : 
case  IDX_RSASECDISKEY 
case  IDX_RSASECREVKEY 
case  IDX_RSASECEXPKEY 
case  IDX_DSASECKEY  : 
case  IDX_DSASECDISKEY 
case  IDX_DSASECREVKEY 
case  IDX_DSASECEXPKEY 


n 

a 

a 

a 

□ 

□ 


iConfirm  = De I e t e C on f i r m (Iptli,  I D S_ D E LC 0 N F P R I VKE Y ) ; 
if  (iConfirm  ==  IDYES)  { 

n if  ( ( PG PKey * ) ( I p t I i -> I Pa r a m ) ==  pDefaultKey)  < 

n n if  (KMHessageBox  (hWndParent,  IDS_CAPTI0N,  I D S_ D E LC 0 N F D E F KE  Y , 
ana  MB_  Y E S N 0 | HB_T  A S KMO  D A L | MB_  D E F BUTTON  2 | MB_  I C ON  W A RN  I N G ) = = I D N 0 ) 

n n n return  TRUE; 


C[:CHK:555e9bee133a62367980553eea5550f3f4077a2fcbba57268fa3f4d56c2814af2:: 


807 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


KMKeyOps.c 


n 

n 

n 

n 

n 

n 

n 

Q 

n 

n 

Q 

n 

□ 

n 

n 


s 

n 

n 

n 

n 

n 

n 

n 

c 

n 

a 

u 

n 

n 

n 


n > 

n pKeySet  = pg pN e w S i ng L e t onKey S e t ( C P6 PKey * ) ( L p t L i -> I Pa ra m ) ) ; 
n if  ( ! PGPcomd L g E r ro rMe s sage  ( pgpRemoveKey s ( 
n n n g_pKey  S e t Ma  i n , pKeySet)))  -C 

H n KH D e L e t e P rope n t i e s Key  ( ( PGPKey* ) ( L pt L i -> L Pa  ram) ) ; 
n n bl t emHod i f i ed  = TRUE; 
n n if  ( ! bl t emNo t De L e t ed  ) 
n n H h Pos t De L e t e Foe u s I t em  = 

n n n n n G e t Ad j a c e n t I t em  (g_hWndTree,  LptLi); 

n n T r ee Li s t _De L e t e I t em  (g_hWndTree,  LptLi); 

n > 

n pgpFreeKeySet  (pKeySet); 

> 

if  (iConfirm  ==  IDCANCEL)  return  FALSE; 
eLse  return  TRUE; 


n 

case 

IDX 

_RSAPUBKEY  : 

n 

case 

IDX 

_RSAPUBDISKEY  : 

n 

case 

IDX 

_RSAPUBREVKEY  : 

n 

case 

IDX 

_RSAPUBEXPKEY  : 

n 

case 

IDX 

_DSAPUBKEY  : 

n 

case 

IDX 

_DSAPUBDISKEY  : 

n 

case 

IDX 

_DSAPUBREVKEY  : 

n 

case 

IDX 

_DSAPUBEXPKEY  : 

n 

n 

iConfirm  = De LeteConf i rm  (LptLi,  I D S _ D E LC ON F KE Y ) ; 

n 

n 

if  (iConfirm  ==  IDYES)  { 

n 

n 

n 

pKeySet  = pg pN e w S i ng L e t onKey S e t ( ( PG PKey * ) ( L p t L i -> L Pa r a m ) ) 

n 

n 

n 

if  (! PGPcomd L g E r ro rMe s sage  ( pgpRemoveKey s ( 

n 

n 

n 

nnnnnnnn  g _pKey S e t Ha i n , pKeySet))) 

n 

n 

n 

n KM D e L e t e P r op e r t i e s Key  ( ( PG PKey * ) ( L p t L i -> L Pa r a m ) ) ; 

n 

n 

n 

n bItemHodified  = TRUE; 

n 

n 

n 

n if  ( ! bl t emNo t De L e t ed  ) 

n 

n 

n 

n n h Po s t De L e t e F o c u s I t em  = 

n 

n 

n 

n n n n GetAdjacentItem  (g_hWndTree,  LptLi); 

n 

n 

n 

n T r ee Li s t _De L e t e I t em  (g_hWndTree,  LptLi); 

n 

n 

n 

} 

n 

n 

n 

pgpFreeKeySet  (pKeySet); 

n 

n 

> 

n 

n 

if  (iConfirm  ==  IDCANCEL)  return  FALSE; 

n 

n 

eLse 

return  TRUE; 

n case  IDX_RSAUSERID  : 
n case  I D X_ D S AU S E R I D : 

n n iConfirm  = D e L e t eC on f i r m (LptLi,  I D S_ D E LC ON F U S E R I D ) ; 
n n if  (iConfirm  ==  IDYES)  C 

n n n pKey  = KMG e t Key F r omU s e r I D (g^hWndTree, 

n n n n n n n n n n n (PGPUserID*)(LptLi->LParam)); 


n 

D 


n 


if  ( pg pG e t P r i ma r y U s e r I D (pKey) 
n bPrimary  = TRUE; 
eLse  bPrimary  = FALSE; 


(PGPUserID*)(LptLi->LParam)) 


Don 
D D D 
D D D 
D D D 

non 
n n n 


iError  = pgpRemoveUserlD  ((PGPUserID*)(LptLi->LParam)); 
if  (iError  ==  PGPERR_BADPARAM)  i 

n KMHessageBox  (hWndParent,  IDS_CAPTION,  I D S_ D E LON L Y U S E R I D , 
n n MB_OK|MB_ICONEXCLAMATION); 

> 

eLse  i 
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n 

n 

n 

n 

n 

□ 

n 

a 

n 

XX 

XX 

a 

XX 

n 


a 

a 

a 

i f 

( ! PG P c omd 1 g E r ro rHe s s a g e (iError))  { 

a 

a 

a 

a 

b I t emMod i f i ed  = TRUE; 

a 

a 

a 

a 

i f 

(bPrimary)  KM U pda t e Key  I nT r e e (g_hWndTree,  pKey); 

a 

a 

a 

a 

else  { 

a 

a 

a 

a 

a 

if  ( ! b I t emN 0 t D e L e t e d ) 

a 

a 

a 

a 

a 

n h Pos t De L e t e Foe u s I t em  = 

a 

a 

a 

a 

a 

n n n G e t Ad j a c e n t I t em  (g_hWndTree,  Lptli) 

a 

a 

a 

a 

a 

T ree Li s t _De L e t e I t em  Cg_hWndTree,  Lptli); 

a 

a 

a 

a 

> 

a 

a 

a 

> 

a 

a 

} 

a 

> 

a 

i f 

(i 

C 0 n f i 

rm  = = 

IDCANCEL)  return  FALSE; 

n else  return  TRUE; 


n 

XX 

n 

n 

Q 

n 

n 

n 

XX 

XX 

XX 

n 

n 

n 

□ 

XX 


case  IDX_CERT  : 
case  IDX_REVCERT  : 


n 

D 

□ 

□ 

u 

n 

a 

□ 

o 

n 

XX 

Q 

Q 

> 


iConfirm  = D e L e t e C on f i rm  (LptLi,  I D S_ D E LC ON F C E RT ) ; 
if  CiConfirm  ==  IDYES)  -C 

n if  (IPGPcomdLgErrorMessage  (pgpRemoveCert  ( 

nnnnnnann  ( PG  PC  e r t * ) C L p t L i ->  L Pa  ra  m ) ) ) ) { 
n a b I t emMod i f i ed  = TRUE; 

n n if  < ! b I t emN o t D e L e t ed ) 

XX  XI  XI  h Pos  t De  L e t e Foe  us  1 1 em  = 

n n n n n G e t Ad j a c e n t I t em  (g^hWndTree,  LptLi); 

n n T r e e Li s t _ D e L e t e I t em  (g_hWndTree,  LptLi); 

n > 

> 

if  CiConfirm  ==  IDCANCEL)  return  FALSE; 
eLse  return  TRUE; 


n return  FALSE; 

> 


//  DeLete  seLected  key  or  keys 

BOOL  KHDeLeteObject  CHWND  hWnd)  i 
n TL_TREEITEM  tLi; 

n CHAR  sz256:256:; 

n hWndParent  = hWnd; 
n bl t emMod i f i ed  = FALSE; 

n bDeLeteALL  = FALSE; 

XX  bl  t emNo  t De  L e t ed  = FALSE; 
n h Po s t D e L e t e F o c u s I t em  = NULL; 

n pDefauLtKey  = pgpGetDefauLtPrivateKey  (g_pKeySetMain); 
n if  ( KMMu L t i p L e S e L e c t ed  ())  C 

n n T r e e L i s t _ 1 1 e r a t e S e L e c t ed  (g_hWndTree,  D e L e t e S i n g L e Ob j e c t ) ; 

n } 

n eLse  -C 

n n tLi.hItem  = KMFocusedItem  (); 

n a tLi.pszText  = sz256; 

a a t L i , cchTextHax  = 256; 
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n 

n 

n 

Q 

n 

D 

n 

□ 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

Q 

n 

Q 

n 

n 

n 

n 

□ 

> 


□ 

n 

n 

> 

i f 

n 

n 

Q 

n 

n 

n 

n 

n 

Q 

n 

n 

n 

□ 

n 

o 

n 

n 

D 

n 

> 


tLi.mask  = TLIF.IMAGE  | TLIF_TEXT  | TLIF_PARAH; 

if  ( ! T r ee L 1 s t _Ge 1 1 1 em  (g_hWndTree,  &tLi))  return  FALSE;n 

DeLeteSingLeObject  (&tLi); 

(bItemHodified)  -C 

KHCommitKeyRingChanges  (g_pKeySetMain); 

KHLoadKeyRi ngIntoTree  ChWnd,  g_hWndTree,  FALSE,  FALSE); 

if  ( b 1 1 emNo t De L e t ed ) f 

n if  ( h Po  s t De  L e t e F o c u s 1 1 em  ) -C 

n n tLi.hItem  = h Po s t D e L e t e F o c u s I t em; 

n n T r e e Li s t _S e L e c t Cg_hWndTree,  &tLi,  FALSE); 

n > 

> 

else  { 

n if  ( h Pos t De L e t e Focu s I t em)  i 

n n tLi.hItem  = hPostDeLeteFocusItem; 

n n TreeLi st_Se lect  (g_hWndTree,  StLi,  TRUE); 

n n t L i . s t a t eMa s k = T LI S_ S E LE C T E D ; 

n n tli. state  = 0; 

n n tLi.mask  = TLIF^STATE; 

n n T r e e L i s t _S e t I t em  (g^hWndTree,  &tLi); 

n > 

> 

I nva L i da t e Re c t (g_hWndTree,  NULL,  TRUE); 


return  ( b I t emMod i f i ed ) ; 


// 

//  Set  focused  key  to  be  defauLt  signing  key 


BOOL  KHSetDefauLtKey  (HWND  hwnd)  { 
n PGPKey*  pKey; 
n PGPKey*  pDefKey; 

n TL_TREEITEM  tLi; 


n pDefKey  = pg pGe t De f a u L t P r i va t e Key  ( g_pKey S e t Ma i n ) ; 
n pKey  = (PGPKey*)  KM Fo c u s edOb j e c t C); 


n 

n 

n 

n 

n 

n 

n 

n 

n 

Q 

H 

n 

□ 

n 

n 

n 

n 

n 


if  ( ! PGPcomd LgEr rorHessage  C pg p S e t De f a u L t P r i va t eKey  (pKey)))  i 
n //  set  oLd  defauLt  to  non-boLd 

n if  (pDefKey)  i 

n n pgpG e t Key U s e r Va L (pDefKey,  ( L ong * ) & ( t L i . h 1 1 em ) ) ; 
n n tLi. state  = 0; 

n n t L i . s t a t eMa s k = TLIS_B0LD; 

H n tLi.mask  = TLIF_STATE; 

n n T r e e L i s t _S e t I t em  (g_hWndTree,  &tLi); 

n > 

n //  set  new  defauLt  to  boLd 

n tLi.hItem  = KM F o c u sed I t em  (); 
n tLi. state  = TLIS_BOLD; 
n t L i . s t a t eMa s k = TLIS_B0LD; 
n tLi.mask  = TLIF_STATE; 
n TreeList_SetItem  (g_hWndTree,  StLi); 
n PGPcomd L g E r ro rHes sage  ( pg p S a ve P r e f s ()); 
n KMCommitKeyRingChanges  (g_pKeySetMain); 
n KMU pda t e A L L Va L i d i t i e s (); 
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n n return  TRUE; 
n > 

n return  FALSE; 

> 


II 

//  Set  focused  UID  to  be  primary  UID 


I 


BOOL  KHS e t P r 1 ma r y U s e r I D (HWND  hwnd)  { 
a PGPUserlD*  pUserlD; 
n PGPKey*  pKey; 

a pUserlD  = (PGPUserlD*)  KM F o c u s e d 0 b j e c t C); 

a if  ( ! PG P c omd L g E r r o r He s s a g e ( pg p S e t P r i ma r y U s e r I D CpUserlD)))  { 
a n KM C ommi t Key R 1 n g C h a ng e s C g _p Key S e t Ha i n ) ; 

a a pKey  = KHG e t Key F r omU s e r I D (g_hWndTree,  pUserlD); 
a a KMU pda t e Key  I nT r e e (g_hWndTree,  pKey); 
a n InvaLidateRect  (g_hWndTree,  NULL,  TRUE); 

a a return  TRUE; 

a > 

a return  FALSE; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//iKHHenu.c  - handLe  menu  e na b L i n g / d i s a b L i n g chores 

'W  // 

//n  $Id:  KMMenu.c, V 1.3  1997/05/09  19:29:19  pbj  Exp  $ 

// 


#incLude 
#i nc  Lude 
#incLude 
#i nc  Lude 


<windows.h> 

"pgpkeys.h" 

"resource. h" 

" . . \i  nc  L udeXpgpkeyserversupport . h 


//  ExternaL  gLobaLs 
extern  HINSTANCE  g_hlnst; 
extern  HWND  g_hWndTree; 
extern  CHAR  g_ s z b u f C G _BU F LE N 5 ; 
extern  BOOL  g_bReadOnLy; 

extern  BOOL  g_bKeyServerSupportLoaded; 
//  LocaL  gL  oba  L s 

static  HMENU  hMenuKSMa i nKey  = NULL;nn 
static  HMENU  hMenuKSMainCert  = NULL;n 
static  HMENU  hMenuKSMa i nE L se  = NULL;n 


//ks  drop  menu  when  key  is  seLected 
//ks  drop  menu  when  cert  is  seLected 
//ks  drop  menu  eLse 


// 

//n  Create  Keyserver  menus 


to  be  inserted  Later 


VOID  KMCreateMenus  (HMENU  hMenuMain)  ( 
D HMENU  hMenuSub; 
n INT  i , i Count ; 


n if  (g_bKeyServerSupportLoaded)  { 
n n hMenuSub  = GetSubMenu  (hMenuMain,  2); 

n n iCount  = G e t M en u I t emC o u n t (hMenuSub); 

n n for  (i=0;  i<iCount;  i++)  ( 

n n a if  ( G e t M e n u I t emi D (hMenuSub,  i)  ==  I DM_EXPORTKE YS ) ( 
n n n n i ++ ; 

n n a d break; 

n n n > 

n □ > 

n n if  (hMenuKSMai nKey)  ( 

n n n KM De s t r oy Men u s (); 

n n n DeLeteMenu  (hMenuSub,  i,  M F _B Y POS I T 1 0 N ) ; 

n n } 

D 

n n hMenuKSMa i nKey  = CreateMenu  (); 
n n hMenuKSMainCert  = CreateMenu  (); 

n n hMenu KSMa i n E L s e = CreateMenu  (); 


□ D 

n n 

□ n 


n Q 

n □ 


i f (g_bReadOn  Ly)  ( 

n BuiLdMenu  ( KS _N0_G ET_N E W_KE Y | KS_N0_G ET_KE Y S , 
a n hMenuKSMainKey,  0xFFFFFFFF); 

n InsertMenu  (hMenuKSMainCert,  0, 

n n MF_BYPOSITION I HF_STRING I MF_GRAYED,  0,  "empty"); 
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n 

n 

n 

n 

n 

n 

Q 

n 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 


n InsertMenu  C h H e nu KS Ha i n E L s e , 0, 

a B HF_BYPOSITION I HF_STRING I HF_GRAYED,  0,  "empty"); 

> 

else  <. 

n BuiLdMenu  (KS_ALL,  hHenuKSHainKey,  0xFFFFFFFF); 

BuiLdMenu  (KS_NO„SEND_KEYS,  hMenuKSHainCert,  0xFFFFFFFF); 
BuiLdMenu  ( KS_N 0_S E N D_KE Y S | KS_ N0_6 ET_KE Y S , 
n hMenuKSHainELse,  0xFFFFFFFF); 


B B 

fl  B 

a > 

> 


Loadstring  (g^hlnst,  I D S_KE  Y S E RV  E RH  E NU  , g_s2bu-f,  G_BUFLEN); 
InsertMenu  (hMenuSub,  i,  HF_BYPOSITION|MF_POPUP,  0,  g_szbuf); 


n 

//- 


//a  Destroy  Keyserver  menus 


VOID  KM D e s t r oy Me n u s (void)  ( 
n if  ( g_bKey S e r ve rSuppo r t Loa ded ) { 
n n DestroyHenu  (hMenuKSMainKey); 

n a DestroyMenu  (hMenuKSMainCert); 

a n DestroyMenu  ( hMe n u KSHa i n E L s e ) ; 

n } 

} 

n 


//n  Insert  Keyserver  menu  items  into  context  menu 


VOID  Set  Key se rve rMa i nMenu  (HMENU  hMenuSub,  HMENU  hMenuKS)  { 
n INT  i,  iCount; 


if  (g_bKeyServerSupportLoaded)  { 


B 

B 

i Count 

= G e t Me n u I t emC oun t 

(hMenuSub) ; 

B 

B 

for 

( i 

=0; 

i <i Count ; i++) 

{ 

B 

fl 

B 

i f 

(GetMenuItemID  (hMenuSub,  i)  ==  I DM_EXPORTKE YS ) C 

B 

fl 

B 

n 

i++; 

B 

B 

B 

□ 

break; 

B 

B 

B 

} 

B 

B 

> 

fl 

fl 

LoadStri ng 

(g_hlnst,  IDS_ 

KEYSERVERMENU,  g_szbuf,  G_BUFLEN); 

B 

B 

RemoveHenu 

( hMenuSub,  i , 

MF_BYPOSITION); 

fl 

B 

InsertMenu 

( hMenuSub,  i , 

MF_BYPOSITION|MF_POPUP, 

(UINT)hMenuKS,  g_szbuf); 


n 

II- 


lln  Insert  Keyserver  menu  items  into  context  menu 


VOID  S e t Key se r ve r Key Con t ex t Menu  (HMENU  hMe n u C on t e x t ) C 
n INT  i , i Count  ; 

n HMENU  hHenu ; 

n HMENU  hMenuKS; 
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if  ( g_bKey S e r V e r S u ppo r t Loa d e d)  { 
n hMenuKS  = CreateHenu  (); 


Q 

n 

a 

□ 

□ 

□ 

□ 

□ 

a 

D 

Q 

□ 

D 

a 

□ 

> 


i f (g_bReadOn  Ly ) 

n BuiLdMenu  ( KS_N0_G ET_N E W_K E Y | KS_N 0_G ET_KE Y S , 

n n n n hMenuKS,  0XFFFFFFFF); 

else 

n BuiLdMenu  ( KS_N0_G ET_N E W_KE Y , hMenuKS,  0x F F F F F F F F ) ; 

hMenu  = GetSubMenu  (hMenuContext,  0); 
iCount  = G e t Me nu I t emC ou n t (hMenu); 
for  (i=0;  i<iCount;  i++)  ( 

n if  ( Ge t M e nu 1 1 emi D (hMenu,  i)  ==  I DM_E XPORT KE Y S ) f 
n n i++; 

n n break; 

n > 

> 

Loadstring  (g_hlnst,  I D S _KE Y S E R V E RM E NU , g_szbuf,  G_BUFLEN); 

InsertMenu  (hMenu,  i,  M F _B Y PO S I T 1 0 N | M F _ PO PUP,  ( U I NT ) h Me n uKS , g_szbuf); 


n 

II- 


//n  Insert  Keyserver  menu  items  into  context  menu 

VOID  SetKeyserverCertContextHenu  (HMENU  hMenuContext)  C 
n I NT  i , i Count ; 

n HMENU  hMenu; 

n HMENU  hMenuKS; 


if  (g_bKeyServerSupportLoaded  &&  ! g_b Rea d On L y ) { 


hMenuKS  = CreateMenu  (); 

BuildMenu  (KS_NO_SEND_KEYS  1 KS_NO_GET_NEU_KEY,  hMenuKS,  OxFFFFFFFF); 


n 

n 

a 

n 

n 

Q 

n 

n 

n 

n 

} 


hMenu  = GetSubMenu  (hMenuContext,  0); 
iCount  = G e t Me nu I t emC oun t (hMenu); 
for  (i=0;  i<iCount;  i++)  { 

n if  ( G e t He nu 1 1 emI D (hMenu,  i)  ==  I D H_KE Y PRO  PE RT I E S ) { 
n n break; 
n > 

> 

Loadstring  (g_hlnst,  I D S _KE Y S E R V E RH E N U , g_szbuf,  G_BUFLEN); 

InsertMenu  (hMenu,  i,  M F _B Y POS I T I ON | M F_P0PU P,  ( U I NT ) h He nu KS , g_szbuf); 


// 1 

//  Put  up  appropriate  context  menu  on  basis  of  key  idx 
//  of  currently  focused  item.  Called  in  response  to  right 
//  mouse  click. 

// 

//n  hWndn  = handle  of  parent  window 

//n  X,  yn  = mouse  position  when  right  button  clicked  (screen  coords) 


VOID  KMContextMenu  (HWND  hWnd,  INT  x,  INT  y)  { 
n HMENU  hMenuContext; 
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n HMENU  hMenuT ra c kPopup; 
n Boolean  b; 

n UINT  uWriteEnabled,  uPasteEnabLed; 


n if  ( g_bRea  dOn  L y ) -C 

n a uWri teEnabled  = MF_BYCOHHAND  | MF_GRAYED; 

n n UPasteEnabLed  = MF_BYCOMHAND  | MF_GRAYED; 

a } 

a else  { 

a a uWriteEnabled  = HF_BYCOHHAND  | MF.ENABLED; 

a a if  (KMDataToPaste  ())  uPasteEnabLed  = HF_BYCOMMAND 

a a else  uPasteEnabLed  = HF_BYCOMMAND  | MF_GRAYED; 

a } 


HF_ENABLED; 


hMenuContext 


NULL; 


if  ( KHP  rotni  s cuou  s Se  L e c t ed  ())  { 


hMenuContext  = LoadMenu  (g_hlnst, 
a HAKEINTRESOURCE(IDR_HENUPROMISCUOUS)); 

E na b L e M e n u I t em  (hMenuContext,  I D M_ D E LET E K E Y , uWriteEnabled); 


□ 

n 

if  C 

! KM S i g n i n g A L L 0 w ed  ()) 

n 

a 

a 

EnabLeMenuItem  (hMenuContext,  IDM 

Q 

a 

a 

a a n a n MF_BYC0MMAND 

□ 

a 

else 

Q 

a 

s 

EnabLeMenuItem  (hMenuContext,  IDM 

n 

} 

□ 

else 

i f 

( KMMu L t i p L eS e L e c t ed  ())  { 

n 

Q 

switch  ( KM  Foe  us ed 1 1 emTy pe  ())  { 

□ 

□ 

case 

IDX_RSASECKEY  : 

a 

Q 

case 

IDX_RSASECDISKEY  : 

n 

a 

case 

IDX_RSASECREVKEY  : 

Q 

u 

case 

IDX_RSASECEXPKEY  : 

n 

n 

case 

IDX_RSAPUBKEY  : 

n 

a 

case 

IDX_RSAPUBDISKEY  : 

n 

a 

case 

I DX_RSAPUBREVKEY  : 

o 

a 

case 

IDX_RSAPUBEXPKEY  : 

a 

a 

case 

I DX_DSASECKEY  : 

a 

n 

case 

IDX_DSASECDISKEY  : 

n 

a 

case 

IDX_DSASECREVKEY  : 

n 

n 

case 

IDX_DSASECEXPKEY  : 

□ 

□ 

case 

IDX_DSAPUBKEY  : 

n 

n 

case 

IDX_DSAPUBDISKEY  : 

a 

o 

case 

IDX_DSAPUBREVKEY  : 

n 

a 

case 

IDX_DSAPUBEXPKEY  : 

n 

a 

n 

iMenuContext  = LoadMenu  (g_hlnst. 

E n a b L eHe n u I t em  (hMenuContext,  I DM_PASTEKE Y,  uPasteEnabLed); 
EnabLeMenuItem  (hMenuContext,  I D H_ D E LET E KE Y , uWriteEnabled); 


Ena b L eM e n u I t em  (hMenuContext,  I DM_ C E RT I F Y KE Y,  uWriteEnabled); 
EnabLeMenuItem  (hMenuContext,  I DM_EN ABLEKE Y, 
a MF_BYCOHMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuContext,  I DM_ D I S AB L E KE Y , 
a HF_BYCOMHAND  | MF_GRAYED); 


° ° a EnabLeMenuItem  (hMenuContext,  I DM_ A D D U S E R I D , 

i::CHK:a155007008f9ff229d8c9a5b255cdabb2b2d1f212c1fa566bbb530100c0a3aa1c:3 
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n 

n 

n 

B HF_BYC0MMAND  | MF_GRAYED); 

n 

a 

n 

EnabLeMenuItem 

(hHenuContext, 

IDM_ 

REVOKEKEY, 

n 

a 

a 

B MF_BYC0MMAND  | HF_GRAYED); 

n 

a 

a 

EnabLeMenuItem 

(hHenuContext, 

IDM_ 

SETASDEFAULT, 

a 

n 

a 

B HF_BYC0MMAND  | HF_GRAYED); 

n 

a 

n 

break; 

a 

□ 

case 

IDX_RSAUSERID 

: 

n 

n 

case 

IDX_DSAUSERID 

: 

n 

n 

n 

hHenuContext  = 

LoadMenu  (g_hlnst. 

MAKEINTRESOURCE(IDR_MENUUID)); 

n 

n 

□ 

EnabLeMenuItem 

(hHenuContext, 

IDM_ 

DELETEKEY,  uWriteEnabled); 

n 

n 

n 

EnabLeMenuItem 

( hHenuContext, 

IDM_ 

CERTIFYKEY,  uWriteEnabLed); 

Q 

□ 

D 

break; 

□ 

n 

case 

IDX_CERT  : 

n 

a 

case 

IDX_REVCERT  : 

Q 

n 

case 

IDX_BADCERT  : 

n 

a 

n 

hHenuContext  = LoadMenu  (g_hlnst. 

HAKEINTRESOURCE(IDR_HENUCERT) ) 

n 

n 

n 

Se t Keys erver Cert  Context  Menu  (hHenuContext); 

n 

n 

a 

EnabLeMenuItem  (hHenuContext,  IDH 

_DELETEKEY,  uU r i t e E na b L ed ) ; 

n 

n 

n 

EnabLeMenuItem  (hHenuContext,  IDH 

_REVOKECERT, 

□ 

Q 

n 

B MF_BYC0HHAND  | MF_GRAYED); 

n 

n 

n 

break; 

n n def au  1 1 : 

n n n return; 

n n } 

n > 

n e L se  { 

n n switch  ( KM F o c u s ed I t emTy pe  ())  t 
n n case  I DX_RS A S E C KE Y : 

n n case  I D X_D S A S E C KE Y : 

n n n hHenuContext  = LoadHenu  (g_hlnst,  H AKE I NTR  E SOU  R C E ( I D R_M  E N LIKE  Y ) ) ; 

n n n S e t Key s e r ve r Key C on t e x t Me nu  ( h Menu C on t ex t ) ; 


a n EnabLeMenuItem  (hMenuContext,  IDH_PASTEKEY,  uPasteEnabled); 

n n EnabLeMenuItem  (hHenuContext,  IDM_DELETEKEY,  uWriteEnabled); 


□ 

□ 

D 

n 

n 

n 

n 

Q 


n n EnabLeMenuItem  (hHenuContext,  I DM_ C E RT I F YKE Y , u W r i t e Ena b L ed ) ; 

B B EnabLeMenuItem  (hHenuContext,  I DH_ENABLEKEY, 

B B B HF_BYCOHMAND  | MF_GRAYED); 

B B pgpGetKeyBooLean  ( ( PG PKey * ) KM F o c u s e dOb j e c t (), 

B B B kPG PKey P r op  I s Ax i oma t i c , Sb); 

B B if  (b)  EnabLeMenuItem  (hHenuContext,  I DM_D I S AB LE KE Y , 

B B B MF_BYCOHHAND  | MF_GRAYED); 

B B eLse  EnabLeMenuItem  (hHenuContext,  I D M_ D I S AB LEKE Y,  uU r i t e E na b L ed ) ; 


n 

n 

a 

a 

D 

n 

n 

D 

o 

n 

n 


B B EnabLeMenuItem  (hHenuContext,  IDH_ADDUSERID,  uWriteEnabLed); 

B B EnabLeMenuItem  (hHenuContext,  I DM_REVOKEKE Y,  u W r i t e Ena b L ed ) ; 

B B break; 

B case  IDX_RSASECDISKEY  : 

B case  IDX_DSASECDISKEY  : 

B B hHenuContext  = LoadMenu  (g^hlnst,  M AKE I NTR E S OU R C E ( I D R_M EN U KE Y ) ) ; 
B B S e t Key s e r ve r Key C on t e X t M e nu  (hHenuContext); 

B B 

B B EnabLeMenuItem  (hHenuContext,  IDM_PASTEKEY,  uPasteEnabLed); 

B B EnabLeMenuItem  (hHenuContext,  I D M_ D E LET E KE Y , u W r i t e E na b L ed ) ; 
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Q a 

a □ 

n a 

□ □ 


n EnableMenuItem  ChMenuContext,  IDH_CERTIFYKEY,  uWriteEnabLed); 

n EnableMenuItem  (hHenuContext,  IDH_ENABLEKEY,  uWriteEnabLed); 

a EnableMenuItem  ( h M e n u C o n t e x t , I DM_DI S ABLEKE Y, 
n a MF_BYCOMMAND  | MF_GRAYED); 


° ° ° EnableMenuItem  (hHenuContext,  I D M_ A D D U S E R I D , uWriteEnabLed); 

“ n ° EnableMenuItem  (hHenuContext,  I DM_REVOKEKE Y,  uWriteEnabLed); 

n n n break; 

n a 

n a case  I D X_R S A S E C R E VK E Y : 
n n case  I D X_ D S A S E C R E VKE Y : 

n n n hHenuContext  = LoadHenu  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D R_M E N U KE Y ) ) ; 

a a a S e t Key s e r v e r Key C o n t ex t Me n u (hHenuContext); 


n EnableMenuItem  (hHenuContext,  IDM_PASTEKEY,  uPasteEnabled); 
n EnableMenuItem  (hHenuContext,  I DH_D E LET E KE Y , uWriteEnabLed); 


□ □ 

n n 

n a 

a n 

n n 

Q n 


H EnableMenuItem  (hHenuContext,  I D M_C E RT I F YKE Y, 
n n MF_BYCOHMAND  | MF_GRAYED); 

n EnableMenuItem  (hHenuContext,  I DM_ENABLEKE Y, 
n n MF_BYCOHHAND  | MF_GRAYED); 

n EnableMenuItem  (hHenuContext,  I DM_DI S ABLEKEY, 
n n HF_BYCOMHAND  | HF_GRAYED); 


n n 

n n 

□ o 

n n 

n a 

a n 

n □ 

n n 

n n 

n n 

□ Q 

n n 


n EnableMenuItem  ( h M e n u C o n t e x t , I DH_A D D U S E R I D , 
a n MF_BYCOMMAND  | MF_GRAYED); 

n EnableMenuItem  C h M e n u C on t e x t , I DH_REVOKEKEY, 
n a MF_BYCOMMAND  | MF_GRAYED); 

n EnableMenuItem  C hMenuContext,  I DM_S ETA S D E F AU LT , 
a n MF_BYCOMMAND  | MF, GRAYED); 

n break; 

case  IDX_RSASECEXPKEY  : 
case  IDX_DSASECEXPKEY  : 

a hMenuContext  = LoadMenu  (g_hlnst,  MAKE  I NTR E SOU R C E C I D R_M E NU KE Y ) ) ; 
n SetKeyserverKeyContextMenu  (hMenuContext); 


Q Q 

a n 

□ n 

a a 

Q n 

n a 

n Q 

a a 


n EnableMenuItem  (hMenuContext,  I DM^PASTEKE Y,  uPasteEnabled); 

n EnableMenuItem  (hMenuContext,  IDM_DELETEKEY,  uWriteEnabled); 

a EnableMenuItem  (hHenuContext,  I DM_ C E RT I F YKE Y , 
n n HF_BYCOMMAND  | HF_GRAYED); 

n EnableMenuItem  (hMenuContext,  IDM_ENABLEKEY, 
a n MF_BYCOMMAND  | MF_GRAYED); 

n EnableMenuItem  (hHenuContext,  I DH_DISABLEKEY, 
n n MF_BYCOMMAND  | HF.GRAYED); 


n a 

n a 

a D 

□ a 

n Q 

n □ 

□ n 

n Q 

□ Q 

n □ 


n EnableMenuItem  (hMenuContext,  I DM_ A D D U S E R I D , 
n n MF_BYCOHHAND  | HF_GRAYED); 

n EnableMenuItem  (hMenuContext,  I DM_REVOKEKEY,  uWriteEnabLed); 
n EnableMenuItem  (hMenuContext,  I DH_S ET A S D E F AU LT , 
n a MF_BYCOHMAND  | MF_GRAYED); 

n break; 

case  I DX_RSAPUBKEY  : 
case  I DX_DSAPUBKEY  : 

n hHenuContext  = LoadMenu  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D R_M E N UKE Y ) ) ; 
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□ 

n 

n 

SetKeyserverKeyContextMenu  (hMenuContext); 

n 

a 

n 

EnableMenuItem 

(hMenuContext, 

IDM_ 

PASTEKEY, 

uPasteEnabled) ; 

n 

n 

n 

EnableMenuItem 

(hMenuContext, 

IDM_ 

DELETEKEY, 

uWriteEnabled); 

D 

o 

D 

EnableMenuItem 

(hMenuContext, 

IDM_ 

CERTI FYKEY 

, uWriteEnabled) 

n 

n 

n 

EnableMenuItem 

(hMenuContext, 

IDM_ 

ENABLEKEY, 

a 

a 

n 

n MF_BYCOMMAND  | MF_GRAYED); 

n 

n 

n 

EnableMenuItem 

(hMenuContext, 

IDM_ 

DISABLEKEY 

, uWriteEnabled) 

n 

a 

n 

EnableMenuItem 

(hMenuContext, 

I DM_ 

ADDUSERID, 

□ 

a 

a 

n MF_BYCOMMAND  | MF_GRAYED); 

n 

o 

n 

EnableMenuItem 

(hMenuContext, 

I DM_ 

REVOKEKEY, 

n 

a 

a 

n MF_BYCOMHAND  | MF_GRAYED); 

Q 

n 

a 

EnableMenuItem 

(hMenuContext, 

IDM_ 

SETASDEFAULT, 

n 

a 

n 

n MF_BYCOHMAND  | MF_GRAYED); 

□ 

a 

□ 

break; 

n a case  I D X_R S A PUB D I S KE Y : 

n n case  I DX_DS APUBDI SKEY  : 

n n n h M e n u C o n t e X t = LoadMenu  (g_hlnst,  H AKE I NT R E S OU R C E ( I D R_H E N U KE Y ) ) ; 

n n n S e t Key s e r ve rKey C on t e x t Menu  ( h Men u C o n t ex t ) ; 


n n a 


nan 


EnableMenuItem  ( h H en u C on t ex t , I DM_PASTEKE Y,  u Pa s t e E na b L ed  ) ; 
EnabLeMenuItem  ( h Me n u C on t e x t , I DM_ D E LET  EKE Y , u W r i t e E na b L e d ) ; 


EnableMenuItem 

EnableMenuItem 

EnableMenuItem 


(hMenuContext, 

ChMenuContext, 

(hMenuContext, 


IDM_CERTI FYKEY 
IDM_ENABLEKEY, 
IDM  DISABLEKEY 


uWriteEnabled); 

uWriteEnabled); 


n MF_BYCOMMAND  | MF_GRAYED); 


n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


EnableMenuItem  ( h Men u Con t e x t , I D M_ A D D U S E R I D , 
n MF_BYCOHMAND  | MF_GRAYED); 

EnableMenuItem  ( hMe n u C on t e x t , I DM_REVOKEKEY, 
n MF_BYCOMMAND  | MF_GRAYED); 

EnableMenuItem  ( hMe nu C on t ex t , I DM_ S ET AS D E F AU LT , 

n MF_BYCOMMAND  | MF_GRAYED); 

break; 


n n 
n n 
n n 
n n 
n n 
n n 


case  IDX_RSAPUBEXPKEY  : 
case  I DX_DSAPUBEXPKEY  : 
case  IDX_RSAPUBREVKEY  : 
case  IDX_DSAPUBREVKEY  : 

n hMenuContext  = LoadMenu  (g_hlnst,  M AKE I NTR E S OU R C E ( I D R_M E N U KE Y ) ) ; 
n S e t Key s e r ve r Key C on t e X t Men u (hMenuContext); 


n n n EnableMenuItem  (hMenuContext,  IDH_PASTEKEY,  uPasteEnabled); 

n n n EnableMenuItem  (hMenuContext,  I DM_ D E L ET E KE Y , uWriteEnabled); 


n 

n 

n 

n 

n 

n 


n n EnableMenuItem  (hMenuContext,  I DM_C E RT I F YKE Y , 
n n n MF_BYCOMMAND  | HF_GRAYED); 

n n EnableMenuItem  (hMenuContext,  I DM_ENABLEKE Y, 
n n n MF_BYCOMMAND  | MF_GRAYED); 

n n EnableMenuItem  (hMenuContext,  I D M_ D I S AB LE KE Y , 
n n n MF_BYCOMMAND  | MF_GRAYED); 


n n n EnableMenuItem  (hMenuContext,  I D M_ A D D U S E R I D , 

n n n n MF_BYCOMMAND  | MF_GRAYED); 
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Q D 

□ □ 

□ n 

n □ 

□ n 


o EnabLeMenuItem  ( h He n u C on t e x t , I D M_ R E VOKE KE Y , 
n n HF.BYCOHMAND  | MF_GRAYED); 

n EnabLeMenuItem  ( h Me n u C on t e x t , I D H_ S E T A S D E F AU LT , 
n a MF_BYCOMHAND  | MF_GRAYED); 

n break; 


n n case  I DX_RSAUS ERI D : 

n n case  I D X_ D S AU S E R I D : 

n a n hMenuContext  = LoadMenu  (g_hlnst,  HAKEINTRESOURCE(IDR_MENUUID)); 


□ n n 

□ □ □ 

□ Q n 

Q □ □ 

□ □ n 

n n Q 


if  ( KM  I sTh i s T h eOn L y U s e r I D (g_hWndTree, 

“ n n n n n n ( PG PU s e r I D * ) KM F o c u s edO b j e c t ())) 

n EnabLeMenuItem  (hMenuContext,  I DM_ D E L ET E KE Y , 
o n n n n n n HF_BYCOHMAND  | HF_GRAYED); 

e L se 

n EnabLeMenuItem  (hMenuContext,  I DH_ D E L ET E KE Y , u W r i t e E n a b L e d ) ; 


□ n n 

Q n Q 

□ D □ 

□ n □ 

nan 
n n n 

n n n 


if  ( KM  I s T h i s T h e P r i ma ry U s e r I D (g_hWndTree, 

° n ° n n n n ( PG  PL)  s e r I D * ) KM  F o c u s edOb  j e c t ())) 

n EnabLeMenuItem  (hMenuContext,  I D H_ S ET A S D E F AU LT, 

“ n n n n n n HF_BYCOHMAND  | HF_GRAYED); 

e L s e 

B EnabLeMenuItem  (hMenuContext,  I D H_ S ET A S D E F AU LT , 
n n n n n n n u W r i t e E n a b L ed  ) ; 


n 

n 


n Q 

n n 


EnabLeMenuItem  (hMenuContext,  IDM_CERTIFYKEY,  uWriteEnabLed); 
break; 


case  IDX  CERT 


hMenuContext  = LoadMenu  (g_hlnst,  MAKEINTRESOURCE(IDR_MENUCERT)); 
SetKeyserverCertContextHenu  (hMenuContext); 


EnabLeMenuItem  (hMenuContext,  I DM_DELETEKEY,  uWriteEnabLed); 


□ s n 
n Q a 
u a a 
n n □ 
Q B n 


pg p6e t C e r t Bo o L e a n ( ( PG PC e r t * ) KM F o c u s edO b j e c t (), 

“ ° n n n n k PG PC e r t P r op I s My C e r t , &b); 

if  (!b)  EnabLeMenuItem  (hMenuContext,  IDM_REVOKECERT, 
n MF_BYCOMMAND  | MF_GRAYED); 

eLse  EnabLeMenuItem  (hMenuContext,  IDM_REVOKECERT,  uWriteEnabLed); 


B B B 
B B B 
B B B 
B B B 
B B B 


pg pGe t C e r t Boo L e a n ( ( PG PC e r t * ) KM F o c u s e dO b j e c t (), 

° ° “ n B B kPG  PC  e r t P r o p I s V e r i f i e d , &b); 

if  (!b)  EnabLeMenuItem  (hMenuContext,  I DM_KE Y PRO P E RT I E S , 
n MF_BYCOMHANO  | MF_GRAYED); 
break; 


B B 
B B 

B B 

B B 

B B 

B B 

B B 

B B 

n n 

CCCHK: 


case  IDX_REVCERT  : 
case  IDX_BADCERT  : 

n hMenuContext  = LoadMenu  (g_hlnst,  H A KE I NT R E S OU R C E ( I D R_M E N U C E RT ) ) ; 

n EnabLeMenuItem  (hMenuContext,  I DM_ D E LET E KE Y , uWriteEnabLed); 

n EnabLeMenuItem  (hMenuContext,  I D H_ R E VO KE C E RT , 
n n MF_BYCOMHAND  | HF_GRAYED); 

n pg pGe t C e r t Boo L e a n ( ( PG PC e r t * ) KM F o c u s edO b j e c t (), 

“ n “ n n n k PG  P C e r t P r op  I s V e r i f i e d , &b); 
n if  (!b)  EnabLeMenuItem  (hMenuContext,  I DM_ KE Y PROP E RT I E S , 
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n n n a HF_BYCOHMAND  | MF_GRAYED); 

a a a break; 


a a 

a a 

a a 


case  IDX_NONE  : 

n hMenuContext  = LoadHenu  (g_hlnst,  H A KE I NTR E S 0 U R C E ( I D R_M ENUNON E ) ) ; 
a break; 


a a default  : 

a a a return; 

a a > 

n } 


a if  (!  hMenuContext ) return; 

a h M e nuT r a c kPop u p = GetSubHenu  (hMenuContext,  0); 


a T r a c kPopupMe n u ( hMenuT ra c kPopup,  T PH_LE FT A L I G N | T PM_R I G HTBUTTON , 

a a a a a x,  y,  0,  hWnd,  NULL); 


n DestroyMenu  (hMenuContext); 

> 


// I 

//  Set  the  Expand/CoLLapse  items  to  "AIL"  or  "Selection 


VOID  Se t MenuA I LOr Se L ec t ed  (HMENU  hMenu,  BOOL  bALL)  { 
a HENUITEMINFO  mii; 

a mii.cbSize  = sizeof  ( M E N U I T E M I N FO ) ; 
n mii. fMask  = MIIM_TYPE; 

n mii.fType  = MFT_STRING; 

a if  (bALL)  { 

a a Loadstring  (g_hlnst,  I D S_CO LL AP S E ALL,  g_szbuf,  G_BUFLEN); 
a a m i i . d wTy p e Da t a = g_szbuf; 

a a mii.cch  = LstrLen  (g_szbuf); 

a a S e t He nu 1 1 emi n f o (hHenu,  I DH_CO LL APS E S E L,  FALSE,  &mii); 
a a Loadstring  (g_hlnst,  I D S _ E X P AN D A LL,  g_szbuf,  G_BUFLEN); 
a a m i i . d wTy p e Da t a = g_szbuf; 

n a mii.cch  = LstrLen  (g_szbuf); 

a a S e t Me n u I t emI n f o (hHenu,  I D H_ EX P AN D S E L,  FALSE,  &mii); 
a > 

a else  C 

n a Loadstring  (g_hlnst,  I D S_ CO LL APS E S E L,  g_szbuf,  G_BUFLEN); 
a a mii.dwTypeData  = g_szbuf; 

a a mii.cch  = LstrLen  (g_szbuf); 

a a S e t Menu  1 1 emi n f o (hHenu,  I DH_C 0 LL APS E S E L,  FALSE,  &mii); 
a a Loadstring  (g_hlnst,  I D S_ E XP AN D S E L,  g_szbuf,  G_BUFLEN); 
a a mii.dwTypeData  = g_szbuf; 

a a mii.cch  = LstrLen  (g_szbuf); 

a a S e t Menu  1 1 emi nf o (hHenu,  I DH_EXP AN D S E L,  FALSE,  Smii); 

n } 

> 


// I 

//  Set  the  "Set  As  ..."  to  "Default"  or  "Primary" 

VOID  Se t HenuDe f a u L t 0 r P r i ma ry  (HMENU  hHenu,  BOOL  bDefauLt)  { 
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n MENUITEMINFO  mii; 

n mii.cbSize  = sizeof  (MENUITEMINFO); 

a tnii.fMask  = MIIM_TYPE; 

n mii.fType  = MFT_STRING; 

n if  (bDefault)  { 

n a Loadstring  (g_hlnst,  I DS_SETAS DEFAULT,  g_szbuf,  G_BUFLEN); 
n n m i i . d wTy p e D a t a = g_szbuf; 

° n mii.cch  = LstrLen  (g_szbuf); 

n n SetMenuItemInf  o (hMenu,  I D M_  S ET  A S D E F AU  LT  , FALSE,  Stnii); 

n > 

n e L s e { 

n n Loadstring  (g_hlnst,  IDS_SETASPRIMARY,  g_szbuf,  G_BUFLEN); 
n o m i i . d wTy pe Da t a = g_szbuf; 
n n mii.cch  = LstrLen  (g_szbuf); 

n a SetMenuItemInf o (hMenu,  I DM_S ET A S D E F AU LT , FALSE,  &mii); 
n } 

} 

Q 


//  EnabLe/DisabLe  menu  items  on  basis  of  currently 
//  focused  key  type 

VOID  KMSetMa i nMenu  (HMENU  hMenu)  { 
n HMENU  hMenuPopup; 
a Boolean  b; 

n UINT  u W r i t e E n a b L ed , u Pa s t e E na b L ed ; 
n if  (g_bReadOn Ly)  { 

n n uWriteEnabLed  = MF_BYCOMMAND  | HF_GRAYED; 

n n uPasteEnabLed  = MF_BYCOMMAND  | MF_GRAYED; 

n } 

n e L s e { 

n n UWriteEnabLed  = MF_BYCOMHAND  | MF_ENABLED; 

n n if  (KMDataToPaste  ())  uPasteEnabLed  = MF_BYCOHMAND  | MF_ENABLED; 

n n eLse  uPasteEnabLed  = HF_BYCOMMAND  | MF_GRAYED; 

a } 

n hMenuPopup  = GetSubMenu  (hMenu,  1); 

B EnabLeMenuItem  (hMenuPopup,  IDM_PASTEKEY,  uPasteEnabLed); 

n //  muLtipLe  objects  of  different  types  seLected 
n if  ( KM P r om i s c uo u s S e L e c t ed  ())  { 
n n S e t Me nu A L L 0 r S e L e c t ed  (hMenuPopup,  FALSE); 

n B EnabLeMenuItem  (hMenuPopup,  IDM_COPYKEY,  MF_BYCOMMAND  | MF_GRAYED); 

B B EnabLeMenuItem  (hMenuPopup,  I D M_ D E L ET E KE Y , uWriteEnabLed); 

B B EnabLeMenuItem  (hMenuPopup,  I DM_CO LLA PS E S E L, 

B B B MF_BYCOMMAND  | MF_ENABLED); 

B B EnabLeMenuItem  (hMenuPopup,  I D M_ E X P A N D S E L, 

B B B MF_BYCOMMAND  | HF_ENABLED); 

B B hMenuPopup  = GetSubMenu  (hMenu,  2); 

n B S e t Menu D e f a u L t 0 r P r i ma r y (hMenuPopup,  TRUE); 

B B SetKeyserverMainMenu  (hMenuPopup,  hMenuKSMainELse); 
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n 

□ 

n 

□ 

a 

a 

Q 

n 

□ 


n if  ( KM S i g n i n g A L L owed  ()) 

n n EnabLeMenuItem  (hMenuPopup,  IDM_CERTIFYKEY,  uWriteEnabLed); 

n else 

n n EnabLeMenuItem  ChMenuPopup,  I DM_C E RT I F YKE Y , 
n n MF_BYCOMMAND  | MF_GRAYED); 

n EnabLeMenuItem  (hMenuPopup,  I DM_ENABLEKE Y, 
n n MF_BYCOHMAND  | MF_GRAYED); 

n EnabLeMenuItem  (hMenuPopup,  I DM_ D I S AB L E KE Y , 

B B MF_BYCOMMAND  | MF_GRAYED); 


B B EnabLeMenuItem  (hMenuPopup,  I D M_ A D D U S E R I D , 

B B B MF_BYCOMMAND  | MF_GRAYED); 

B B EnabLeMenuItem  (hMenuPopup,  I DM_REVOKEKE Y, 

B B B MF_BYCOMMAND  | MF_GRAYED); 

B B EnabLeMenuItem  (hMenuPopup,  I DM_S ET A S D E F AU LT , 
B B B MF_BYCOMMAND  | MF_GRAYED); 


B B EnabLeMenuItem  (hMenuPopup,  I DM_ EX PO RTKE Y S , 

B B B HF_BYCOMMAND  | MF_GRAYED); 

B B EnabLeMenuItem  (hMenuPopup,  I DM_KE YP RO P E RT I E S , 
B B B MF_BYCOMMAND  | MF_ENABLED); 

B } 


B 

B 

B 

n 

n 

n 

n 

o 

n 

n 

n 

□ 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 


II  muLtipLe  objects  of  the  same  type  selected 
eLse  if  ( KMMu L t i p L eSe L e c t ed  ())  ( 

B switch  ( KM F o c u s ed I t emTy p e ())  ( 

B case  IDX_RSAPUBKEY  : 

B case  IDX_RSAPUBDISKEY  : 

B case  IDX_RSAPUBREVKEY  : 

B case  IDX_RSAPUBEXPKEY  : 

B case  IDX_RSASECKEY  : 

B case  IDX_RSASECDISKEY  : 

B case  IDX_RSASECREVKEY  : 

B case  IDX_RSASECEXPKEY  : 

B case  IDX_DSAPUBKEY  : 

B case  IDX_DSAPUBDISKEY  : 

B case  IDX_DSAPUBREVKEY  : 

B case  IDX_DSAPUBEXPKEY  : 

B case  IDX_DSASECKEY  : 

B case  IDX_DSASECDISKEY  : 

B case  IDX_DSASECREVKEY  : 

B case  IDX_DSASECEXPKEY  : 

B B S e t Me nu A L L 0 r Se L e c t e d (hMenuPopup,  FALSE); 

B B EnabLeMenuItem  (hMenuPopup,  IDM_COPYKEY, 

B B B MF_BYCOMMAND  | HF_ENABLED); 

B B EnabLeMenuItem  (hMenuPopup,  I DM_DELETEKEY,  uWriteEnabLed); 


B 

B 

B 


B 


B B EnabLeMenuItem  (hMenuPopup,  I DM_C 0 LL APS E S E L, 
B B B MF_BYCOMMAND  | MF.ENABLED); 

B B EnabLeMenuItem  (hMenuPopup,  I D M_E X P AN D S E L, 

B B B MF_BYCOMMAND  | MF_ENABLED); 


hMenuPopup  = GetSubMenu  (hMenu,  2); 

SetMenuDef au LtOrPri ma ry  (hMenuPopup,  TRUE); 

S e t Ke y s e r V e r Ma i n M e n u (hMenuPopup,  hMenuKSMa i nKey  ) ; 


n B B EnabLeMenuItem  (hMenuPopup,  I DM_C E RT I F YKE Y , uWriteEnabLed), 

B B B EnabLeMenuItem  (hMenuPopup,  I DM_EN ABLEKEY, 
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n n n n HF_BYCOMMAND  | MF_GRAYED); 

n n n E na b L e H e n u I t em  (hMenuPopup,  I DM_ D I S AB L E KE Y , 

° n n n nF_BYCOMHAND  | HF_GRAYED); 


ana 
n n n 
n n n 
n n n 
n n a 
non 


Enab  L eHenu  1 1 em  (hMenuPopup,  I D H_  A D D L)  S E R I D , 
n MF_BYCOMHAND  | HF_GRAYED); 

Ena  b L eMenu  1 1 em  (hMenuPopup,  I DM_RE\/OKEKE  Y, 
n MF_BYCOMMAND  | MF_GRAYED); 

Ena b L eMenu I t em  (hMenuPopup,  I D M_ S ET A S D E F AU LT , 
n MF_BYCOMMAND  | MF_GRAYED); 


nan 
n n n 

n n n 

non 
n n n 


Enab L eMenu I t em  (hMenuPopup,  I D M_ E X PO RT K E Y S , 
n MF_BYCOMMAND  | MF_ENABLED); 

Enab LeMenuItem  (hMenuPopup,  I D M_KE Y P R 0 P E RT  I E S , 

a MF_BYCOMHAND  | MF_ENABLED); 

break; 


n n 
n n 
n n 
n n 
n n 
n n 


case  IDX_RSAUSERID  : 
case  IDX_DSAUSERID  : 

n S e t M e n u A L L 0 r S e L e c t e d (hMenuPopup,  FALSE); 
n Ena b I eMenu 1 1 em  (hMenuPopup,  IDM_COPYKEY, 
n n MF_BYCOMMAND  | MF_GRAYED); 

n EnabLeMenuItem  (hMenuPopup,  I DM_ D E LET E K E Y , uW r i t e Enabled); 


n n n 
n n n 
n n n 
non 


EnabLeMenuItem  (hMenuPopup,  I D M_C 0 L L A PS E S E L, 
n MF_BYCOMMAND  | MF_ENABLED); 

EnabLeMenuItem  (hMenuPopup,  I D M_ E X P AN D S E L, 
n MF_BYCOMMAND  | MF_ENABLED); 


° ° n hMenuPopup  = GetSubMenu  (hMenu,  2); 

a u n S e t M e n u D e f a u L t 0 r P r i ma ry  (hMenuPopup,  FALSE); 

° ° Se t Key s e r ve rMa i nMenu  (hMenuPopup,  h M e n uKS Ma i n E L s e ) ; 


non 
n n n 

n n n 

n n n 

non 


EnabLeMenuItem  (hMenuPopup,  IDM_CERTIFYKEY,  uWriteEnabLed); 
EnabLeMenuItem  (hMenuPopup,  I DM_ENABLEKE Y, 
a MF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I D M_ D I S AB LE KE Y, 
a MF_BYCOMMAND  | MF_GRAYED); 


a a a 
a a a 
a a a 
a a a 
a a a 
a a a 


EnabLeMenuItem  (hMenuPopup,  I DM_  A D D L)  S E R I D , 
a HF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I DM_REVOKEKE Y, 
a MF_BYCOMMAND  | HF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I DM_S ET A S D E F AU LT , 
a MF_BYCOMMAND  | MF_GRAYED); 


a a a 
a a a 
a a a 
a a a 
a a a 


EnabLeMenuItem  (hMenuPopup,  I DM_ E X PO RTKE Y S , 
a MF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I D M_KE Y PRO P E RT I E S , 

a MF_BYCOMMAND  | MF_ENABLED); 

break; 


n a case  IDX_CERT  : 

n a case  IDX_REVCERT  : 

n a case  IDX_BADCERT  : 

n a a S e t Me n u A L L 0 r S e L e c t e d (hMenuPopup,  FALSE); 

n a a EnabLeMenuItem  (hMenuPopup,  IDM_COPYKEY, 

n a a a MF_BYCOMMAND  | MF_GRAYED); 
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n n n E n a b L e H en u I t em  (hMenuPopup,  I D M_ D E L ET E KE Y , u W r i t e Ena b L e d ) ; 


n □ 

Q o 


a n 

n n 


n E na b L e M e nu I t em  ( hHenuPopup,  I DH_ C 0 L LA P S E S E L, 

n n MF_BYCOHMAND  | MF_ENABLED); 

n Ena b L eM e nu I t em  (hMenuPopup,  I DM_ E X P AN D S E L, 

n n HF_BYCOMHAND  | HF_ENABLED); 


nun  hMenuPopup  = GetSubMenu  (hMenu,  2); 

ana  S e t He n u D e f a u L t 0 r P r i ma r y (hHenuPopup,  TRUE); 

a a a S e t Key s e r ve rMa i nH e n u (hMenuPopup,  h Me n uKSHa i n C e r t ) ; 


a a 

D o 

o n 

a D 

a □ 

n □ 


n E n a b L e H e nu I t em  (hMenuPopup,  I DM_ C E RT I F Y KE Y , 

n n MF_BYCOHHAND  | MF_GRAYED); 

n Ena b L eHe n u I t em  (hMenuPopup,  I DM_ E N AB LE KE Y , 

a a HF_BYCOHHAND  | MF_GRAYED); 

n E na b L e Me n u I t em  (hMenuPopup,  I D H_ D I S AB LE KE Y , 

n n MF_BYCOHHAND  | MF_GRAYED); 


D n n 
a n D 
a a a 
a a a 
a a a 
a a a 


Ena b L eM e nu I t em  (hMenuPopup,  I DH_ A D D U S E R I D , 
n HF_BYCOHMAND  | MF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DH_REVOKEKEY, 
n HF_BYCOMHAND  1 MF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DM_ S E T A S D E F AU LT , 
n HF_BYCOHHAND  | HF_GRAYED); 


a n n 
a □ n 
nan 
n n n 
n n n 
n n } 
n } 


EnabLeHenuItem  (hMenuPopup,  I DH_ E X PO RTKE YS , 
n MF_BYCOMHAND  | MF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DM_KE Y PRO  PE RT I E S , 

n MF_BYCOMMAND  | MF_GRAYED); 

break; 


n 

n 

n 

n 

n 

n 

n 

n 

n 


//  onLy  singLe  item  selected 
e L s e { 

n switch  (KMFocusedItemType  ())  { 
n case  IDX_N0NE  : 

n n SetHenuALLOrSeLected  (hMenuPopup,  TRUE); 

n n EnabLeHenuItem  (hMenuPopup,  IDH_COPYKEY, 

n n n HF_BYCOHHAND  | HF_GRAYED); 

n n EnabLeHenuItem  (hMenuPopup,  I DM_ D E L ET EKE Y , 
n n n HF_BYCOMMAND  | HF_GRAYED); 


n n 

n n 


n n 

n n 


n 

n 

n 


n 


EnabLeHenuItem  (hMenuPopup,  I DH_ C 0 L LAP S E S E L, 
n MF_BYCOHHAND  | HF_ENABLED); 

EnabLeHenuItem  (hMenuPopup,  I DH_ E X P AN D S E L, 
n HF_BYCOMMAND  1 MF_ENABLED); 


hMenuPopup  = GetSubMenu  (hHenu,  2); 

S e t He n u D e f a u L t 0 r P r i ma ry  (hMenuPopup,  TRUE); 

S e t Key s e r ve rMa i nM en u (hMenuPopup,  h Hen u KS Ha i n E L s e ) ; 


n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


EnabLeHenuItem  (hMenuPopup,  I DM_C E RT I F YKE Y , 
n MF_BYCOMHAND  | MF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DM_ENABLEKEY, 
n MF_BYCOHHAND  | HF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DH_ D I S AB LE KE Y , 
n HF_BYCOHHAND  | MF_GRAYED); 
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a □ □ 

n □ n 

□ n □ 

□ a Q 

□ n n 

n n □ 


Ena b L eH enu I t em  (hMenuPopup,  I DH_ A D D U S E R I D , 
n HF_BYCOMMAND  | MF_GRAYED); 

E n a b L eM e n u I t em  ChMenuPopup,  I DM_R E VOK E KE Y , 
n MF_BYCOnMAND  | MF_GRAYED); 

Ena b L eHenu I t em  ChMenuPopup,  I D M_ S ET A S D E F A U LT , 
n HF_BYCOMMAND  | HF_GRAYED); 


□ D □ 
n n a 
n Q D 
nan 
n □ D 


EnabLeMenuItem  ChMenuPopup,  I D M_ E X PO RT KE Y S , 
n MF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  ChMenuPopup,  I DM_KE Y P R 0 P E RT I E S , 

n MF_BYCOMMAND  | MF_GRAYED); 

break; 


a 

□ 

n 

n 

a 

Q 


n case  I DX_RS AS ECKE Y : 
n case  I DX_ D S A S E C K E Y : 

a n S e t Me n u A L L 0 r S e L e c t ed  ChMenuPopup,  FALSE); 
n B EnabLeMenuItem  ChMenuPopup,  IDM_COPYKEY, 

B B B MF_BYCOMMAND  | MF_ENABLED); 

B B EnabLeMenuItem  ChMenuPopup,  IDM_DELETEKEY,  uWriteEnabLed); 


BOD 

Ban 
B B n 

B n B 


EnabLeMenuItem  ChMenuPopup,  I DM_ C 0 L L A PS E S E L, 
B MF_BYCOMMAND  | MF_ENABLED); 

EnabLeMenuItem  ChMenuPopup,  I D M_ E X P A N D S E L, 

B MF_BYCOMMAND  | HF_ENABLED); 


B B n hHenuPopup  = GetSubMenu  ChHenu,  2); 

B B B S e t Me nu D e f a u L t 0 r P r i ma ry  ChMenuPopup,  TRUE); 

B B n SetKeyserverMainMenu  ChMenuPopup,  hMenuKSMainKey); 


BOB 
BOB 
B B n 

BOB 
B B n 

BOB 

nan 
B B B 


EnabLeMenuItem  ChMenuPopup,  I D M_ C E RT I F Y KE Y , uWriteEnabLed); 
EnabLeMenuItem  ChMenuPopup,  I DM_ E N AB L E KE Y , 

B MF_BYCOMMAND  | MF_GRAYED); 

pg pG e t Key Boo L e a n C C PG PKey * ) KM F o c u s e dOb j e c t C), 

° ° B B B n n kPG  PKe  y P r o p I s Ax  i oma  t i c , &b); 

if  Cb)  EnabLeMenuItem  ChMenuPopup,  I D M_ D I S AB LE KE Y, 

B MF_BYCOMMAND  | MF.GRAYED); 

eLse  EnabLeMenuItem  ChMenuPopup,  IDM_DISABLEKEY,  uWriteEnabLed); 


B B n 

BOB 

B B n 

B n B 


EnabLeMenuItem  ChMenuPopup,  I DM_ A D D U S E R I D , uWriteEnabLed); 
EnabLeMenuItem  ChMenuPopup,  IDM_REVOKEKEY,  uWriteEnabLed); 
EnabLeMenuItem  ChMenuPopup,  I D M_ S ET A S D E F A U LT , 

B MF_BYCOMMAND  | MF_ENABLED); 


B B O 

BOB 
B B B 

B B a 

BOB 


EnabLeMenuItem  ChMenuPopup,  I DM_EX PO RTKE Y S , 

B MF_BYCOMMAND  | MF_ENABLED); 

EnabLeMenuItem  ChMenuPopup,  I DM_KE YPROPERTI ES, 

B MF_BYCOMHAND  | MF_ENABLED); 

break; 


B 

B 

n 

B 

B 

B 


B case  IDX_RSASECDISKEY  : 

B case  IDX_DSASECDISKEY  : 

B B S e t M e n u A L L 0 r S e L e c t ed  ChMenuPopup,  FALSE); 

B B EnabLeMenuItem  ChMenuPopup,  IDM_COPYKEY, 

B B B MF_BYCOMMAND  | MF_ENABLED); 

B B EnabLeMenuItem  ChMenuPopup,  I DH_D E LET E KE Y,  uWriteEnabLed); 


B B B EnabLeMenuItem  ChMenuPopup,  I D M_ C 0 L L A P S E S E L, 
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n H n n HF_BYCOHHAND  | MF_ENABLED); 

n n n E na b L eMe nu I t em  ChMenuPopup,  I D M_ E X P AN D S E L, 

n a n n HF_BYCOnMAND  | MF_ENABLED); 


ana 
a a a 

a a a 


hMenuPopup  = GetSubHenu  (hMenu,  2); 

S e t M e n u D e f a u L t 0 r P r i ma ry  (HMenuPopup,  TRUE); 

S e t Key s e r ve rHa i n He n u (HMenuPopup,  HHenuKSHa i nKey ) ; 


a a a 
a a a 
a a a 
a a a 
a a a 
a a a 
a a a 
a a a 


Ena b L e Menu  1 1 em  (HMenuPopup,  I DH_C E RT I F YKE Y , u W r i t e E na b L ed ) ; 
pg pG e t Ke y Boo L e a n ( ( PG PKey * ) KM F o c u s e dOb j e c t (), 
a a a a a a k PG  PKe  y P r o p I s Ax  i oma  t i c , 8b); 

if  (b)  Ena b L eHenu I t em  (HMenuPopup,  I DH_ENABLEKEY, 
a MF_BYCOMHAND  | HF_GRAYED); 

else  EnabLeHenuItem  (HMenuPopup,  IDM_ENABLEKEY,  uWriteEnabled); 
E na b L eM e n u I t em  (HMenuPopup,  I DH_ D I S AB LE KE Y , 
a MF_BYCOHMAND  | HF_GRAYED); 


a a 

a a 

a a 


a a 


a 

a 

a 


a 


EnabLeHenuItem  (HMenuPopup,  I D M_ A D D U S E R I D , uWriteEnabled); 
EnabLeHenuItem  (HMenuPopup,  I DM_RE\/OKEKEY,  uWriteEnabled); 
EnabLeHenuItem  (HMenuPopup,  I DM_S ET A S D E F AU LT , 
a MF_BYCOMMAND  | MF_ENABLED); 


a a a 
a a a 
a a a 
a a a 
a a a 


EnabLeHenuItem  (HMenuPopup,  I DH_ E X PO RTKE Y S , 
a MF_BYCOHMAND  | HF_ENABLED); 

EnabLeHenuItem  (HMenuPopup,  I DM_KE Y PRO P E RT I E S , 

a MF_BYCOMHAND  | MF_ENABLED); 

break; 


a a 
a a 
a a 
a a 
a a 
a a 
a a 
a a 


case  IDX_RSASECEXPKEY  : 
case  IDX_DSASECEXPKEY  : 
case  I DX_RSASECREVKEY  : 
case  IDX_DSASECREVKEY  : 

a Se t Menu A L L 0 r Se L e c t ed  (HMenuPopup,  FALSE); 

a EnabLeHenuItem  (HMenuPopup,  IDH_COPYKEY, 
a a MF_BYCOMMAND  | MF_ENABLED); 

a EnabLeHenuItem  (HMenuPopup,  I DH_ D E LET  EKE Y , uWriteEnabled); 


a a a 
a a a 
a a a 


a a a 


EnabLeHenuItem  (HMenuPopup,  I DM_C 0 LLAPS E S E L , 
a MF_BYCOHMAND  | MF_ENABLED); 
EnabLeHenuItem  (HMenuPopup,  I DM_ EXP AN D S E L, 
a MF_BYCOHHAND  | HF_ENABLED); 


a a a HMenuPopup  = GetSubHenu  (HHenu,  2); 

a a a S e t He n u Def a u L 1 0 r P r i ma r y (HMenuPopup,  TRUE); 

a a a S e t Key s e r v e rHa i nHe nu  (HMenuPopup,  HMenuKSMa i nKey ) ; 


a a a 
a a a 
a a a 
a a a 
a a a 
a a a 


EnabLeHenuItem  (HMenuPopup,  I D M_ C E RT I F YKE Y , 
a HF_BYCOHHAND  | HF_GRAYED); 
EnabLeHenuItem  (HMenuPopup,  I DH_ENABLEKEY, 
a HF_BYCOMHAND  | MF_GRAYED); 
EnabLeHenuItem  (HMenuPopup,  I DH_ D I S ABLE KE Y , 
a MF_BYCOHHAND  | HF_GRAYED); 


a a a 
a a a 
a a a 
a a a 
a a a 


EnabLeHenuItem  (HMenuPopup,  I DH_ A D D U S E R I D , 
a MF_BYCOHHAND  | MF_GRAYED); 

EnabLeHenuItem  (HMenuPopup,  I DM_ R E VO KEKE Y , 
a MF_BYCOHHAND  | HF_GRAYED); 

EnabLeHenuItem  (HMenuPopup,  I D M_S ET A S D E F AU LT , 
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n n n n MF_BYCOMMAND  | HF_GRAYED); 


□ on 

Q □ □ 

□ an 

□ □ n 

n □ □ 


EnabLeMenuItem  (hHenuPopup,  I D M_ E X PO RTKE Y S , 
n MF_BYCOMMAND  | HF_ENABLED); 

EnabLeMenuItem  (hMenuPopup,  I D H_KE Y PRO P E RT I E S , 

n MF_BYCOMMAND  | MF_ENABLED); 

break; 


□ □ 

□ □ 

□ □ 

c □ 

□ □ 

□ n 


case  I DX_RSAPUBKEY  : 
case  I DX_DSAPUBKEY  : 

a S e t H e n u A L L 0 r S e L e c t e d (hMenuPopup,  FALSE); 

n EnabLeMenuItem  (hMenuPopup,  IDM_COPYKEY, 
n □ MF_BYCOMMAND  | MF_ENABLED); 

n EnabLeMenuItem  (hMenuPopup,  I D M_ D E LET  EKE Y , u W r i t e E na b L e d ) ; 


□ □ n 

□ n □ 

□ □ n 

□ n n 


EnabLeMenuItem  (hMenuPopup,  I DM_C 0 LLA PS E S E L, 
a MF_BYCOHMAND  | HF_ENABLED); 

EnabLeMenuItem  (hMenuPopup,  I D M_ E X P A N D S E L, 
n MF_BYCOMMAND  | MF_ENABLED); 


nan  hMenuPopup  = GetSubMenu  (hMenu,  2); 

° n n S e t Me n u D e f a u L t 0 r P r i ma ry  (hMenuPopup,  TRUE); 

n a n SetKeyserverMainMenu  (hMenuPopup,  hMenuKSMainKey); 


□ □ n 

□ n □ 

□ □ n 

n □ n 


EnabLeMenuItem  (hMenuPopup,  IDM_CERTIFYKEY,  uWn'teEnabLed); 
EnabLeMenuItem  (hMenuPopup,  I DM_ENABLEKE Y, 
n MF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I DM_ D I S AB LE KE Y , u W r i t e E n a b L ed  ) ; 


n □ n 

□ n n 

n n □ 

□ n n 

n □ n 

□ n n 


EnabLeMenuItem  (hMenuPopup,  I DM_ A D DU S E R I D , 
n MF_BYCOMMAND  | MF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I DM_REVOKEKE Y, 
n HF_BYCOMMAND  | HF_GRAYED); 

EnabLeMenuItem  (hMenuPopup,  I D M_S ET AS D E F AU LT , 
n MF_BYCOMHAND  | MF_GRAYED); 


□ n n 

n n n 

□ n □ 

□ n □ 

□ □ □ 


EnabLeMenuItem  (hMenuPopup,  I DM_EXPORTKEYS, 
n MF_BYCOMHAND  | MF_ENABLED); 

EnabLeMenuItem  (hMenuPopup,  I DM_KE Y PRO P E RT I E S , 

n HF_BYCOMMAND  | MF_ENABLED); 

break; 


n n 

□ n 

□ □ 

n n 

□ n 

□ □ 


case  IDX_RSAPUBDISKEY  : 
case  IDX_DSAPUBDISKEY  : 

n S e t Men u A L L 0 r S e L e c t e d (hMenuPopup,  FALSE); 

a EnabLeMenuItem  (hMenuPopup,  IDM_COPYKEY, 
n n HF_BYCOHMAND  | MF_ENABLED); 

n EnabLeMenuItem  (hMenuPopup,  IDM_DELETEKEY,  uWriteEnabLed); 


n n n 

□ n n 

□ n □ 

n □ n 


EnabLeMenuItem  (hMenuPopup,  I DM_ C 0 L L A P S E S E L, 
n MF_BYCOMMAND  | MF_ENABLED); 

EnabLeMenuItem  (hMenuPopup,  I D M_ EXP AN D S E L, 
u MF_BYCOMHAND  | MF_ENABLED); 


□ n □ 

□ □ □ 

□ □ n 


hMenuPopup  = GetSubMenu  (hMenu,  2); 
SetMenuDefauLtOrPrimary  (hMenuPopup,  TRUE); 
SetKeyserverMainMenu  (hMenuPopup,  hMenuKSMainKey); 
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n 

□ 

n 


n 


Q 

n 

n 


n 


n 

n 

Q 


n 


E n a b L e He n u I t em  (hMenuPopup,  I DM_ C E RT I F YKE Y,  u W r i t e E na b L ed ) ; 
E n a b L e He n u 1 1 em  (hHenuPopup,  I DH_ENABLEKE Y,  u W r i t e E n a b L ed  ) ; 

E n a b L eH e n u I t em  ChHenuPopup,  I DH_ D I S AB LEKE Y , 
n HF_BYCOHHAND  | HF_GRAYED); 


Q □ 
□ □ 
□ □ 
□ n 
D D 
n n 


n E na b L e H e nu I t em  (hHenuPopup,  I DH_ A D D U S E R 1 D , 

n n HF_BYCOHHAND  1 HF_GRAYED); 

n E n a b I e He n u 1 t em  (hHenuPopup,  I DH_R E VOKE KE Y , 

n n HF_BYCOHHAND  | HF_GRAYED); 

n Ena b L eHe n u 1 1 em  (hHenuPopup,  I DH_S ET A S D E F AD LT , 

n n HF_BYCOHHAND  | HF_GRAYED); 


□ an 

□ □ D 

□ n □ 

n □ n 

□ □ □ 


E na b L e H e n u I t em  (hHenuPopup,  I DH_ EX PO RT KE YS , 

□ HF_BYCOHHAND  1 HF_ENABLED); 

E na b L eHe n u I t em  (hHenuPopup,  I DH_KE Y P ROPE RT I E S , 

□ HF_BYCOHHAND  | HF_ENABLED); 
brea  k; 


□ □ 

□ □ 

□ □ 

□ □ 

□ □ 

o □ 

□ n 

□ □ 


case  IDX.RSAPUBEXPKEY  : 
case  IDX_DSAPUBEXPKEY  : 
case  IDX.RSAPUBREVKEY  : 
case  1DX_DSAPUBREVKEY  : 

n S e t Hen u A L L 0 r S e L e c t ed  (hHenuPopup,  FALSE); 

n E na b L e He nu I t em  (hHenuPopup,  IDH_COPYKEY, 

□ n HF_BYCOHHAND  1 HF_ENABLED); 

n Ena b L eHe n u 1 1 em  (hHenuPopup,  I DH_ D E LET E KE Y , u W r i t e Ena b L ed  ) ; 


□ □ 

n □ 


□ □ 

□ □ 


□ 

□ 

□ 


n 


Enab L eHenuI t em  (hHenuPopup,  I DH_ C 0 LL A PS E S E L, 
n HF_BYCOHHAND  | HF_ENABLED); 

En a b L eHe n u I t em  (hHenuPopup,  I DH_E XP AN D S E L, 

□ HF_BYCOHHAND  | H F_ENABLED ) ; 


□ □ □ hHenuPopup  = GetSubHenu  (hHenu,  2); 

nan  S e t He nu D e f a u 1 1 0 r P r i ma ry  (hHenuPopup,  TRUE); 

□ □ □ S e t Key s e r ve r Ha i nHe n u (hHenuPopup,  hHenuKSHa i nKey ) ; 


□ □ □ 

n □ □ 

□ □ □ 

□ □ n 

□ □ □ 

□ □ □ 


E na b L e Hen u I t em  (hHenuPopup,  I DH_C E RT I F YKE Y, 

□ HF_BYCOHHAND  | HF_GRAYED); 

Ena b L eHe nu I t em  (hHenuPopup,  I DH_ E N AB LEKE Y , 

□ HF_BYCOHHAND  | HF_GRAYED); 

E na b L e He n u I t em  (hHenuPopup,  I DH_ D I S ABL EKE Y , 

□ HF_BYCOHHAND  | HF_GRAYED); 


□ □ 

□ □ 

□ □ 

□ n 

□ n 

□ □ 


n Ena b L eH e nu I t em  (hHenuPopup,  I DH_ A D D U S E R I D , 

□ □ HF_BYCOHHAND  | HF_GRAYED); 

n En a b I eHe nu 1 t em  (hHenuPopup,  I DH_REVOKEKE Y, 

□ □ HF_BYCOHHAND  | HF_GRAYED); 

n E na b L e H e n u I t em  (hHenuPopup,  I DH_ S ET AS D E F AU LT , 

□ □ HF_BYCOHHAND  | HF_GRAYED); 


o □ □ 
□ □ □ 
□ □ □ 
n □ □ 
□ on 


Ena b L eH e nu I t em  (hHenuPopup,  I DH_ E X PO RTKE Y S , 
n HF_BYCOHHAND  1 HF_ENABLED); 

En a b L eHe n u I t em  (hHenuPopup,  I DH_KE YPROP E RT I E S , 

□ HF_BYCOHHAND  | HF_ENABLED); 

break; 


□ n case  I D X_ R S AU S E R I D : 

□ □ case  I D X_ D S AU S E R I D : 
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n n 

s □ 

□ n 

Q a 

□ n 

a □ 

D n 

□ n 

n □ 


n S e t Me n u A L L 0 r S e L e c t ed  (hMenuPopup,  FALSE); 
n EnableHenuItem  (hHenuPopup,  IDM_COPYKEY, 
a n MF_BYCOMMAND  | MF_GRAYED); 

n if  ( KM  I sTh i sTheOn L y Us e r I D (g_hWndTree, 

Dnannaua  ( PG PU s e r I D * ) KM F o c u s ed 0 b j e c t ())) 

n n EnableMenuItem  (hHenuPopup,  I DM_  D E LET  E KE  Y , 

n n n n n n n MF_BYCOMMAND  | MF_GRAYED); 

n else 

n a EnableMenuItem  (hMenuPopup,  IDM_DELETEKEY,  uWriteEnabLed); 


n □ 

□ n 

n n 

n a 


n EnableMenuItem  (hMenuPopup,  I D M_ C 0 L L A P S E S E L, 
a o MF_BYCOMMAND  | MF_ENABLED); 

n EnableMenuItem  (hMenuPopup,  I D M_ EX P AN D S E L, 
a a MF_BYCOMMAND  | MF_ENABLED); 


° n n hMenuPopup  = GetSubMenu  (hMenu,  2); 

° ° ° S e t Me nu D e f a u I t 0 r P r i ma ry  (hMenuPopup,  FALSE); 

° ° ° SetKeyserverMai nMenu  (hMenuPopup,  h M e n u KS Ha i n E I s e ) ; 


n n 

a □ 

n n 

D D 

n a 


n EnableMenuItem  (hMenuPopup,  IDM_CERTIFYKEY,  uWriteEnabled); 

n EnableMenuItem  (hMenuPopup,  I DH_ENABLEKE Y, 

n n MF_BYCOMMAND  | MF_GRAYED); 

n EnableMenuItem  (hMenuPopup,  I D M_ D I S AB L E KE Y , 

H n MF_BYCOHHAND  | HF_GRAYED); 


n n 
n □ 
Q o 
□ Q 

n a 
D n 
n Q 
Q n 
D n 

B B 


n EnableMenuItem  (hMenuPopup,  I D M_ A D D U S E R I D , 
n B MF_BYCOHMAND  | HF_GRAYED); 

B EnableMenuItem  (hMenuPopup,  I DM_REVOKEKE Y, 
a B MF_BYCOMMAND  | MF_GRAYED); 

B if  ( KMI sTh i sTheP r i ma ry U se r I D (g_hWndTree, 
n n B B B B (PGPUserID*)KMFocusedObject  ())) 

B B EnableMenuItem  (hMenuPopup,  I DH_ S ET A S D E F AU LT, 
n n B B B B MF_BYCOMHAND  | MF_GRAYED); 

B else 

a a EnableMenuItem  (hMenuPopup,  I DH_S ET A S D E F A U LT , uWriteEnabled); 


B B 
B B 
B B 
B B 
B B 


n EnableMenuItem  (hMenuPopup,  I DH_ EX PO RTKE Y S , 

B B HF_BYCOMHAND  | HF_GRAYED); 

a EnableMenuItem  (hMenuPopup,  I DM_KE Y PRO P E RT I E S , 
n B HF_BYCOHMAND  | HF_ENABLED); 

B break; 


B B 
B B 
B B 
B B 
B B 


case  IDX_CERT  : 

n SetMenuAllOrSelected  (hMenuPopup,  FALSE); 
n EnableMenuItem  (hMenuPopup,  IDM_COPYKEY, 
a a MF_BYCOMHAND  | HF_GRAYED); 

n EnableMenuItem  (hMenuPopup,  I DM_D E LET E KE Y , uWriteEnabled); 


B B 

B B 

B B 

B B 


n EnableMenuItem  (hMenuPopup,  I DH_C 0 LL APS E S E L, 
n B MF_BYCOMMAND  | MF_GRAYED); 

B EnableMenuItem  (hMenuPopup,  I D M_ E XP AN D S E L, 
n B HF_BYCOHHAND  | HF_GRAYED); 


B B 

B B 

B B 


n hMenuPopup  = GetSubMenu  (hMenu,  2); 

B SetMenuDefaultOrPrimary  (hMenuPopup,  TRUE); 

n SetKeyserverMai nMenu  (hMenuPopup,  hMenuKSMainCert); 


n B B EnableMenuItem  (hMenuPopup,  I D M_C E RT I F Y KE Y , 
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n □ a 

□ □ n 

n □ □ 

□ D □ 

D □ a 


n MF_BYCOMMAND  | HF_GRAYED); 

E na b L e M e n u I t em  ChHenuPopup,  I DM_ENABLEKE Y, 
n MF_BYCOHHAND  | HF_GRAYED); 

E na  b L e Me  nu  1 1 eiti  (hMenuPopup,  I D M_  D I S AB  L E KE  Y , 
n MF_BYCOHHAND  | MF_GRAYED); 


a □ □ 
nan 
a □ n 
ana 
n n n 
n n n 
a a n 
nan 
n n n 


Ena b L eHe nu 1 1 em  (hHenuPopup,  I D H_ A D D U S E R I D , 
n HF_BYCOHHAND  | HF_GRAYED); 

pgpGetCertBooLean  ( ( PG PC e r t * ) KM F o c u s edOb j e c t (), 
n kPGPCertPropIsMyCert,  &b); 

if  (!b)  E na b L eMenu I t em  (hHenuPopup,  I DM_REVOKEKE Y, 
n HF_BYCOHHAND  | MF_GRAYED); 

else  EnabLeHenuItem  (hHenuPopup,  I DH_ R E VOKE KE Y , u W r i t e Ena b I e d ) ; 
E na b L eHe nu I t em  (hMenuPopup,  I D M_ S ET A S D E F AU LT , 
n MF_BYCOMHAND  | MF_GRAYED); 


n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


EnabLeHenuItem  (hMenuPopup,  I DH_ E X PO RTKE YS , 
n MF_BYCOHHAND  | HF_GRAYED); 

pg pG e t C e r t Boo  I ea n ( ( PG PC e r t * ) KM F o c u s edOb j e c t (), 
n kPGPCertPropIsVeri f i ed,  &b); 

if  (!b)  EnabLeHenuItem  ChMenuPopup,  I DM_KE YPRO PE RT I E S , 
n MF_BYCOHHAND  | MF_GRAYED); 

eLse  EnabLeHenuItem  (hMenuPopup,  I DM_KE Y PROP E RT I E S , 

n MF.BYCOMMAND  | MF_ENABLED); 

break; 


n n 
n n 
n n 
n n 
n n 
n n 


case  IDX_REVCERT  : 
case  IDX_BADCERT  : 

n S e t Hen u A L L 0 r S e L e c t ed  (hMenuPopup,  FALSE); 
n EnabLeHenuItem  (hMenuPopup,  IDH_COPYKEY, 
n n MF_BYCOHMAND  | HF_GRAYED); 

n EnabLeHenuItem  (hMenuPopup,  I DH_ D E LET  EKE Y , u W r i t e E na b L ed ) ; 


n n 

n n 

n n 


n n 


n 

n 

n 


n 


EnabLeHenuItem  (hMenuPopup,  I D H_C 0 L L A P S E S E L, 
n MF_BYCOMMAND  | HF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  IDH_EXPANDSEL, 
a HF_BYCOHHAND  | MF_GRAYED); 


a a a hMenuPopup  = GetSubHenu  (hMenu,  2); 

ana  S e t He n u D e f a u L t 0 r P r i ma ry  (hMenuPopup,  TRUE); 

n n n S e t Key s e r v e rHa i nMe n u (hMenuPopup,  hH e n u KS Ha i n C e r t ) ; 


n n n 
n n n 
n n n 
n n n 
n n n 
n n a 


EnabLeHenuItem  (hMenuPopup,  I DH_C E RT I F YKE Y , 
n MF.BYCOHMAND  | MF_GRAYED); 
EnabLeHenuItem  (hMenuPopup,  I DM_EN ABLEKE Y, 
n HF_BYCOMHAND  | MF_GRAYED); 
EnabLeHenuItem  (hMenuPopup,  I D H_ D I S AB L E KE Y , 
n HF_BYCOHMAND  | HF_GRAYED); 


n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


EnabLeHenuItem  (hMenuPopup,  I D H_ A D D U S E R I D , 
n HF_BYCOMHAND  | HF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DH_REVOKEKEY, 
n MF_BYCOHHAND  | HF_GRAYED); 

EnabLeHenuItem  (hMenuPopup,  I DM_ S ET A S D E F AU LT , 
n HF_BYCOHHAND  | HF_GRAYED); 


n n n EnabLeHenuItem  (hMenuPopup,  I DH_ E X PO RTKE Y S , 

n n n n MF.BYCOHMAND  | MF_GRAYED); 
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a 

Q 

□ 

B 

B 

B 

B 


B B pg pGe t C e r t Boo  I ea n ( ( PG PC e r t * ) KM F o c u s edOb j e c t (), 

a n B k PG P C e r t P r op  I s V e r i f i e d , &b); 

a a if  (!b)  E n a b L eM e n u I t em  (hHenuPopup,  I DH_KE YPRO P E RT I E S , 
a B B MF_BYCOMMAND  | HF_GRAYED); 

a B else  E na b L eM e n u 1 1 em  (hHenuPopup,  I DM_KE YPRO P E RT  I E S , 
a B B MF_BYCOMMAND  | HF_ENABLED); 

a B break; 


B B } 

a > 

a Ena b L eMenu I t em  (hMenuPopup,  I D H_C R E AT E KE Y,  u W r i t e E na b I ed ) ; 
a EnabLeMenuItem  ChMenuPopup,  IDM_IMPORTKEYS,  uWriteEnabled); 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

*/ 

//:  KMMisc.c  - miscellaneous  routines 
// 

//n  $Id:  KMMisc.c, V 1.5  1997/05/28  20:47:15  pbj  Exp  $ 

// 

^include  <windows.h> 

#include  "pgpkeys.h" 

^include  "resource. h" 

//  external  global  variables 
extern  CHAR  g_ s z bu f C G_BU F LE N D ; 
extern  HINSTANCE  g_hlnst; 
extern  HWND  g_hWndTree; 
extern  PGPKeySet*  g_pKeySetMain; 
extern  LONG  g _ I Key L i s t So r t F i e I d ; 
extern  UINT  g_uReloadKeyringMessage; 


// I 

//  Private  memory  allocation  routine 

VOID*  KMAlloc  (LONG  size)  { 

n return  HeapAlloc  ( G e t P r o c e s s H e a p (),  H E AP_Z E R0_M EMO R Y , size); 

> 


// 

//  Private  memory  deallocation  routine 

VOID  KMFree  (VOID*  p)  ( 
n i f ( p ) { 

n a FillMemory  (p,  Istrlen(p),  '\0'); 
n n HeapFree  ( G e t P r o c e s s H e a p (),  0,  p); 
n } 

> 


,, I 

//  Get  window  position  information  from  registry 
// 

//n  return  main  window  size  and  position  from  registry 

BOOL  KMGe t W i ndowPos F r omReg i s t ry  (DWORD*  dwShow,  INT*  iX,  INT*  iY, 
nnnnnnnn  INT*  iWidth,  INT*  iHeight)  ( 
n HKEY  hKey; 

n LONG  (Result; 

n DWORD  dwValueType,  dwValue,  dwSize=4; 


n *iX  = DEFAULTWINDOWX; 

n *iY  = DEFAULTWINDOWY; 

n *iWidth  = D E F AU LT W I N DO W W I DT H ; 
n *iHeight  = D E F AU LT W I N DO W H E I G HT ; 

n Loadstring  (g_hlnst,  I D S_ R E G I ST R YKE Y , g_szbuf,  G_BUFLEN); 
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n [Result  = RegOpenKeyEx  ( H KE Y_ C U R R E N T_U S E R , g_szbuf,  0,  KEY_READ,  ShKey); 
n if  (LResult  ==  E R RO R_ S U C C E S S ) { 

n n LResult  = R e g Qu e ry Va L ue Ex  (hKey,  " W i n do w S h ou " , 0,  &d w Va L u e Ty pe , 

n n n ( LPB YT E ) &d wVa L ue , SdwSize); 

n n if  (LResult  ==  E R R0R_ S U C C E S S ) *dwShow  = duValue; 

a a LResult  = RegQue r y Va L u e E x (hKey,  " W i n do w Pos X " , 0,  8d w Va L u eTy p e , 
n n n ( LPBYTE ) SdwVa  I ue,  SdwSize); 

n n if  (LResult  ==  E R RO R_ S U C C E S S ) *iX  = dwValue; 

n n LResult  = RegQu e ry Va I u e Ex  (hKey,  " W i ndo wPo s Y " , 0,  8d u Va L u eTy p e , 

° n B ( LPB YT E ) 8d w Va I u e , 8dwSize); 

o n if  (LResult  ==  E R RO R_S U C C E S S ) *iY  = dwValue; 

n B LResult  = RegQueryVa lueEx  (hKey,  " W i ndo w W i d t h " , 0,  8dwVa L ueType, 
non  ( LPB YT E ) 8du Va L ue , 8dwSize); 

n n if  (LResult  ==  E R RO R_ S U C C E S S ) *iWidth  = dwValue; 

n n [Result  = R e gQu e ry Va L u e E x (hKey,  " W i n d o w H e i g h t " , 0,  8d w V a L u eTy pe , 

° n n ( LPB YT E ) 8d w Va L ue , 8dwSize); 

B B if  (LResult  ==  ERROR_SUCCESS ) *iHeight  = dwValue; 
n n RegCloseKey  (hKey); 

B B return  TRUE; 

n > 

n return  FALSE; 

} 


//  Get  sort  order  information  from  registry 

BOOL  KMG e t S o r t 0 r d e r F r omR eg i s t r y (LONG*  LField)  { 
n HKEY  hKey; 

n LONG  LResult; 

B DWORD  dwValueType,  dwValue,  dwSize=4; 
n *LFieLd  = kPGPUserlDOrdering; 

n Loadstring  (g_hlnst,  IDS_REGISTRYKEY,  g_szbuf,  G_BUFLEN); 

n LResult  = RegOpenKeyEx  ( H KE Y_C U R R E NT_U S E R , g_szbuf,  0,  KEY_READ,  8hKey); 
n if  (LResult  ==  E RR0R_S U C C E S S ) { 

a B LResult  = RegQue ryVa L u e E x (hKey,  "SortField",  0,  8dwVa L ueType, 

a a a ( LPB YT E ) 8d w Va L ue , 8dwSize); 

n B if  (LResult  ==  E R R0R_ S U C C E S S ) *LField  = dwValue; 

n B RegCloseKey  (hKey); 

B B return  TRUE; 

n > 

n return  FALSE; 

} 


//  Get  widths  of  control  columns  from  registry 

BOOL  KMGe t Co L W i d t h s F r omReg i s t ry  (WORD*  pwWidths,  INT  iWidths)  { 
n HKEY  hKey; 

n LONG  LResult; 

n DWORD  dwValueType,  dwSize; 

n Loadstring  (g_hlnst,  I D S_ R E G I ST R Y KE Y , g_szbuf,  G_BUFLEN); 

n LResult  = RegOpenKeyEx  (HKEY_CURRENT_USER,  g_szbuf,  0,  KEY_READ,  8hKey); 
n if  (LResult  ==  E R RO R_ S U C C E S S ) { 
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D 

□ 

n 

□ 

n 

n 

Q 

□ 

□ 

n 

n 

n 

a 

> 


□ 

Q 

□ 

n 

> 

i f 
n 
a 
□ 
n 
□ 

> 


duSize  = iWidths  * sizeof  (WORD); 

(Result  = R egflu e ry Va L u e E X (hKey,  " Co L umn W i d t h s " , 
n (LPBYTE)&pwWi dthsC03,  SdwSize); 

RegCLoseKey  (hKey); 


(L Result  != 
puWidthsCO!] 
pwWidthsd  ^ 
pwWidths[2!] 
pwWidthsC33 
pwWidths[4!] 


ERROR_SUCCESS)  ( 

= DEFAULTCOLWIDTHNAHE; 

= DEFAULTCOLWIDTHVALID; 
= DEFAULTCOLWIDTHTRUST; 
= DEFAULTCOLWIDTHDATE; 

= DEFAULTCOLWIDTHSIZE; 


return  TRUE; 


0,  SdwVa lueType, 


//  Put  window  position  information  in  registry 

// 

//n  store  window  size  and  position  in  registry. 

void  KHSetWi ndowRegi St ryData  (HWND  hWnd)  { 
n UINDOUP LA CEMENT  wp; 
n HKEY  hKey; 

D LONG  (Result ; 

n INT  i; 

n WORD  wCNUMBERCOLUMNS:; 
n DWORD  dwValue,  dw; 


a wp. length  = s i z eo f ( W I N DO W P LAC  EM E NT ) ; 
n G e t W i ndow P I a c erne n t (hWnd,  Swp); 


Loadstring  (g_hlnst,  I D S_R EG  I ST R Y KE Y , g_szbuf,  G_BUFLEN); 

(Result  = RegCreateKeyEx  C H KE Y_C U RRENT_U S E R , g_szbuf,  0,  NULL, 
n n n R EG_0 PT I ON_NON_ VO LAT I LE , KE Y_ A LL_ AC C E S S , NULL,  ShKey,  &dw); 


n 

Q 

D 

a 

n 

a 

a 

u 

n 

a 

a 

B 

n 

B 

B 

B 

B 

B 

B 

B 

n 

n 


i f 

n 

n 

D 

Q 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


(LResuLt  ==  ERROR_SUCCESS)  C 
dwValue  = wp . s howCmd; 

RegSetVa LueEx  (hKey,  " W i n dow S h ow " , 0,  REG_DWORD,  C LPBYT E ) &dwV a L u e , 
n s i z e o f C D WOR D ) ) ; 

dwVaLue  = wp.rcNormaLPosition.Left; 

RegSetVa LueEx  (hKey,  " W i ndo wPos X " , 0,  REG_DW0RD,  ( LPBYT E ) &dwVa L ue , 
n s i zeof ( DWORD  ) ) ; 

dwValue  = wp . r c No rma L Po s i t i on , t op ; 

RegSetVa LueEx  (hKey,  " W i ndo wPos Y " , 0,  REG_DWORD,  ( LPBYT E ) SdwVa L ue , 

B s i zeof ( DWORD  ))  ; 

dwVaLue  = wp . r c No rma L Po s i t i on . r i g h t - wp.rcNormaLPosition.Left; 
RegSetVa  LueEx  (hKey,  " W i ndo  w W i d t h **  , 0,  REG.DWORD,  ( LPBYT  E ) SdwVa  L u e , 

B s i z eo f ( D WO R D ) ) ; 

dwVaLue  = wp . r c No r ma L Po s i t i on . bo 1 1 om  - wp . r c No r ma L Po s i t i on - 1 o p ; 
RegSetVa LueEx  (hKey,  " W i n do wH e i g h t " , 0,  REG_DWORD,  ( LPBYT E ) Sd wVa L ue , 
n sizeof(DWORD)); 
dwValue  = g _ L Key Li s t So r t F i e L d ; 

RegSetVa LueEx  (hKey,  "SortFieLd",  0,  REG_DW0RD,  ( LPBYT E ) SdwVa L u e , 

n si zeof ( DWORD ) ) ; 

for  (i=0;  i<NUHBERCOLUHNS;  i++) 

n wCi3  = LOWORD  ( T r e e Li s t _G e t C o L umn W i d t h (g_hWndTree,  i)); 

R e g S e t V a L u e E X (hKey,  " C o L umn W i d t h s " , 0,  REG_BINARY,  ( LPBYT E ) Sw C 0 D , 
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a n n NUHBERCOLUMNS*sizeof(WORD)); 

n n RegCLoseKey  ChKey); 

n > 

> 

// 

//  Put  PGPkeys  application  path  into  registry 

void  KM S e t Pa t h Re g i s t r y D a t a (void)  { 
n HKEY  hKey; 

n LONG  LResuLt; 

n CHAR  szPathCMAX.PATHD; 

n DWORD  dw; 

n Loadstring  (g_hlnst,  1 D S _ R EG  I S T R Y KE Y , g_szbuf,  G_BUFLEN); 
a LResuLt  = R eg C r ea t e Key E x ( H KE Y_ C U R R E NT_U S E R , g_szbuf,  0,  NULL, 

° o n n REG_0PTI0N_N0N_V0LATILE,  KE Y_ A L L_ A C C E S S , NULL,  &hKey,  8dw); 

n if  (LResuLt  ==  E R RO R_ S U C C E S S ) { 

n n G e t Mod u L e F i L e Na me  (NULL,  szPath,  s i z e o f ( s z Pa t h ) ) ; 
n n RegSetVa LueEx  (hKey,  "ExePath",  0,  REG_SZ,  ( LPB YT E ) s z Pa t h , 
a a a I s t r L en ( s z Pa t h ) + 1 ) ; 

n n RegCLoseKey  (hKey); 

n > 

> 


//  Get  and  truncate  the  name  of  a userid. 

BOOL  KMGetUserlDName  (PGPUserlD*  pUserlD,  LPSTR  sz,  UINT  uLen)  { 
n UINT  u,  uErr; 

n u = uLen-1; 

a uErr  = pg pG e t U s e r I D S t r i ng  (pUserlD,  kPG PU s e r I D P r o pName , sz,  &u); 
n switch  (uErr)  { 

a case  PGPERR_KEYDB_BUFFERTOOSHORT  : 
n B szCuLen-l]  = '\0'; 

B B return  TRUE; 

B case  PGPERR_OK  : 

B B u = min  (u,  uLen-1); 

B B szCuD  = '\0'; 

B B return  TRUE; 

B default  : 

B B PG P c omd L g E r r o r Me s s a g e (uErr); 

B B szi:0]  = '\  0'; 

B B return  FALSE; 

B > 

> 


// 

//  Get  and  truncate  the  name  of  a 


I 

primary  userid  on  a key. 
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BOOL  KHGetKeyName  (PGPKey*  pKey,  LPSTR  sz,  UINT  uLen)  { 
n UINT  u,  uErr; 

n uErr  = pg pG e t P r i ma ry U s e r I D N a me  (pKey,  NULL,  8u); 
n u = uLen-1; 

n uErr  = pg pGe t P r i ma ry U s e r I D Na me  CpKey,  sz,  8u); 
n switch  (uErr)  { 

n case  PG PE R R_KE Y DB_BU F F E RTOO S H 0 RT  : 
n n szCuLen-1]  = '\0'; 

n B return  TRUE; 

B case  PGPERR_OK  : 

B B u=min(u,  uLen-1); 

B B szCuD  = '\0'; 

B B return  TRUE; 

B default  : 

B B PGPcomdLgErrorHessage  (uErr); 

B B szC0]  = '\0'; 

B B return  FALSE; 

B } 

> 


//- 

// 

Get 

the 

parent  key  of  a userid 

PGPKey* 

KMGetKeyFromUserlD  (HWND  hWndTree,  PGPUserlD* 

n 

TL_ 

TREEITEM  tli; 

n 

pg pG e t U s e r I D U s e rVa 1 (pUserlD,  ( 1 ong * ) & ( t 1 i . h I t em ) ) 

n 

i f 

(tli 

. hitem)  { 

n 

n 

tli 

■mask  = TLI F_PARENTHANDLE; 

n 

n 

T r e e L i s t _G e t I t em  (hWndTree,  8tli); 

n 

n 

i f 

(tli. hitem)  f 

D 

n 

Q 

tli. mask  = TLIF_PARAH; 

n 

a 

Q 

T r e e Li s t _Ge t I t em  (hWndTree,  8tli); 

n 

n 

n 

return  ( ( PG PKey * ) ( t 1 i . 1 Pa r am ) ) ; 

n 

Q 

} 

Q 

} 

Q 

return 

NULL; 

> 


{ 


//  Look  for  secret  keys 

BOOL  KMCheckForSec retKeys  (PGPKeySet*  pKeySet)  C 
B PGPKeyList*  pKeyList; 

B PGPKeylter*  pKeylter; 

B PGPKey*  pKey ; 

B BOOL  bSecretKeys; 

B Boolean  bSecret; 

B pKeyList  = pgpOrderKeySet  (pKeySet,  g_lKeyListSortField); 

B pKeylter  = pgpNewKeylter  (pKeyList); 
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n bSecretKeys  = FALSE; 
n pKey  = pgpKeylterNext  (pKeylter); 

n while  (pKey  &&  ! b S e c r e t Key s ) { 

n n pgpGe t KeyBoo I ea n (pKey,  k PG PKey P r o p I s S e c r e t , SbSecret); 
n n if  (bSecret)  { 

nan  bSecretKeys  = TRUE; 
n n } 

n n pKey  = pgpKeylterNext  (pKeylter); 

n } 

B pgpFreeKeylter  (pKeylter); 

B pgp F r eeKey Li s t (pKeyList); 

B return  bSecretKeys; 

> 


//  Is  this  the  only  userlD  on  the  key  ? 

BOOL  KHIsThi sTheOnLyUserlD  (HWND  hWndTree,  PGPUserlD*  pUID)  ( 

B PGPKeyList*  pKeyList; 

B PGPKeylter*  pKeylter; 

B PGPKey*  pKey; 

B PGPUserlD*  pUserlD; 

B INT  iCount; 

B pKey  = KMGe t Key F romUs e r I D (hWndTree,  pUlD); 

B pKeyList  = pgpOrderKeySet  (g_pKeySetnain,  kPGPAnyOrdering); 
B pKeylter  = pgpNewKeylter  (pKeyList); 

B pgpKeylterSet  (pKeylter,  pKey); 

B pUserlD  = pgpKeylterNextUserlD  (pKeylter); 

B iCount  = 0; 

B while  (pUserlD)  { 

B B iCount++; 

B B pUserlD  = pgpKeylterNextUserlD  (pKeylter); 

B } 

B pgpFreeKeylter  (pKeylter); 

B pgpFreeKeyList  (pKeyList); 

B return  (iCount  ==  1); 

} 


//  Is  this  the  primary  userlD  on  the  key  ? 

BOOL  KHI sTh i sThe P r i ma ry Use r I D (HWND  hWndTree,  PGPUserlD*  pUID)  { 

B PGPKey*  pKey; 

B PGPUserlD*  pPrimaryUserlD; 

B pKey  = KMG e t Key F r omU s e r I D (hWndTree,  pUID); 

B pPrimaryUserlD  = pgpGetPrimaryUserlD  (pKey); 
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n if  (pUlD  ==  p P r i ma ry U s e r I D ) return  TRUE; 
n else  return  FALSE; 

> 


//  Put  up  preferences  property  sheet 

BOOL  KMPGPPref erences  (HWND  hWnd,  INT  iPage)  i 
n UINT  uRetva  L ; 

n E n a b L e W i n dow  (hWnd,  FALSE); 

n uRetvaL  = PGPcomdLgPreferences  (hWnd,  iPage); 

n if  (uRetvaL  !=  PG PC OM D LG_ A LR E A D YO PE N ) S e t F o r e g r o u n d W i ndo w (hWnd); 
a EnabLeWindou  (hWnd,  TRUE); 

n if  (uRetvaL  ==  PG P C OM D LG_0K ) return  TRUE; 
n else  return  FALSE; 

} 


//  Put  up  preferences  property  sheet 

INT  KMCommi tKeyRi ngChanges  (PGPKeySet*  pKeySet)  ( 
a INT  iError; 
n HCURSOR  hCursorOLd; 

n hCursorOLd  = SetCursor  (LoadCursor  (NULL,  IDC_WAIT)); 
n iError  = pg p C omm i t Key R i ng C ha ng e s (pKeySet); 
n if  ( ! PG P c omd L g E r r o r He s s a g e (iError))  t 
n n KHUpdateKeyPropert  i es  (); 

n n PostMessage  ( H U N D_BR0 A D C AST , g_u R e L oa d Key r i ngHe s s a g e , 0, 
n n n G e t C u r r en t P r o c e s s I d ()); 

n } 

n SetCursor  (hCursorOLd); 
n return  iError; 

} 


//  Determine  the  appropriate  icon  for  a key,  based  on 
//n  its  properties 

INT  KHDetermineKeylcon  (PGPKey*  pKey,  BOOL*  LpbItaLics)  C 

n Boolean  bRevoked,  bSecret,  bDisabLed,  bExpired; 
n UINT  ildx,  iALg; 

n pgpGetKeyBooLean  (pKey,  kPGPKeyPropIsRevoked,  &bRevoked); 

n pgpGetKeyBooLean  (pKey,  kPGPKeyPropIsSecret,  fibSecret); 

n pgpGetKeyBooLean  (pKey,  kPG PKey P r op  I s D i sa b L ed , SbDisabLed); 
n pgpGetKeyBooLean  (pKey,  kPG PKey P r op  I s Ex p i r ed , &bExpired); 
n pgpGet KeyNumbe r (pKey,  kPG PKey P r op A L g I d , 6iALg); 

n if  (iALg  ==  PG P_ PKA LG_R S A ) { 
n n if  (bSecret)  C 
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c 

n 

n 

n 

if  (bRevoked)  ildx  = IDX_RSASECREVKEY; 

n 

n 

n 

else 

if  (bExpired)  ildx  = I DX_R S A S E C E X PKE Y ; 

n 

n 

n 

else 

if  (bDisabled)  ildx  = I D X_RS AS E C D I S KE Y ; 

n 

□ 

n 

else 

ildx  = IDX_RSASECKEY; 

n 

n 

} 

n 

n 

e L 

s e { 

n 

n 

Q 

if  (bRevoked)  ildx  = I D X_R S A PUBR E VKE Y ; 

n 

n 

n 

else 

if  (bExpired)  ildx  = I D X_ R S A PUB E XPKE Y ; 

n 

a 

D 

else 

if  (bDisabled)  ildx  = IDX_RSAPUBDISKEY; 

u 

□ 

n 

else 

ildx  = IDX_RSAPUBKEY; 

u 

a 

} 

n 

> 

o 

// 

DSA/ELGamaL 

n 

e 1 

s e { 

n 

n 

i f 

(bSecret)  { 

Q 

n 

n 

if  (bRevoked)  ildx  = IDX_DSASECREVKEY; 

□ 

Q 

n 

else 

if  (bExpired)  ildx  = I D X_ D S AS E C E XPKE Y ; 

n 

n 

n 

else 

if  (bDisabled)  ildx  = IDX_DSASECDISKEY; 

Q 

n 

a 

else 

ildx  = I DX_DSASECKEY; 

a 

n 

> 

a 

n 

else  { 

a 

n 

a 

if  (bRevoked)  ildx  = I D X_ D S A PUBR E VKE Y ; 

n 

a 

n 

else 

if  (bExpired)  ildx  = I D X_ D S A PUB E X PKE Y ; 

n 

a 

n 

else 

if  (bDisabled)  ildx  = I DX_ D S A PUBD I S KE Y ; 

n 

a 

Q 

else 

ildx  = I DX_DSAPUBKE Y; 

a 

n 

} 

u 

y 

a 

i f 

(LpbItaLics)  *LpbItaLics  = bRevoked  ||  bExpired  || 

n 

return 

ildx; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:KMMsgProc  - main  message  processing  and  associated  routines 
// 

//n  $Id:  KHHsgProc . c, V 1.6  1997/05/27  18:39:26  pbj  Exp  $ 

// 


#incLude 
#incLude 
#incLude 
# i n c L ude 
#incLude 
#i nc  Lude 
#incLude 


<windows.h> 

<stdi 0 . h> 

"pgpkeys  . h" 

" . . Vine  LudeXpgpRndPooL . h" 
"resource. h" 

< comme  t r L . h> 

" . . \ i nc  LudeNpgpkeyserversupport  . h 


#de  f i n e 

RELOADDELAYnn 

200Ln 

n 

//deLay  to 

aLLow  cLearing 

of  window 

//define 

RELOADTIMERI Dn 

1 1 1 2Ln 

n 

// 

//define 

WRITELOCKTRIESn 

3n  n 

n 

/ /num  times 

to  try  keyring 

when  Locked 

#def i ne 

WRITELOCKDELAYn 

1 500Ln 

Q 

//ms  deLay 

when  keyring  is 

writeLocked 

//  ExternaL  gLobaLs 


extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 

extern 


HINSTANCE  g_hlnst; 

HWND  g_hWndMain; 

HWND  g_hWndTree; 

CHAR  g_s z H e L p F i L e C M AX_P AT H D ; 
PGPKeySet*  g_pKeySetMain; 

LONG  g_LKeyListSortFieLd; 

CHAR  g_szbufCG_BL)FLENll; 

BOOL  g_bReadOnLy; 

UINT  g_uReLoadKeyringMessage; 
BOOL  g_bKey S e r ve r S uppo r t Loa d ed ; 


//  LocaL  gLobaLs 

static  HHENU  h Men u Key Ma n ; n n n n n 

static  BOOL  bKey H a s Be e n Gene r a t ed  = FALSE;n 
static  HHOOK  hhookHouse;n  n n n n 

static  LPDROPTARGET  p D r opTa r g e t ; n n n 

static  HIMAGELIST  hImLLogo  = NULL; 
static  HBRUSH  hBrushBackground; 


//handLe  of  main  menu 
//TRUE  =>  new  key  has  been  genned 
//handLe  of  mouse  hook 
//pointer  to  DropTarget  object 


//  Hook  procedure  for  WH_H0USE  hook. 

LRESULT  CALLBACK  Mou s e H oo kP r o c (INT  iCode,  WPARAM  wParam,  LPARAH  LParam)  < 
n HOUSEHOOKSTRUCT*  pmhs; 

if  (iCode  < 0)  //  do  not  process  message 

return  C a L L N ex t H oo kEx  (hhookMouse,  iCode,  wParam,  LParam); 

n pmhs  = (HOUSEHOOKSTRUCT*)  LParam; 
n pg p Ra nd Poo L Mo u s e (pmhs->pt.x,  pmhs->pt.y); 

n return  CaLLNextHookEx  (hhookMouse,  iCode,  wParam,  LParam); 

} 
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// 

//  Init  Logo 

VOID  InitLogo  (void)  { 
a HBITMAP  hBmp; 

n HBITMAP  hBmpMsk; 


a hImLLogo  = I ma g e L i s t _ C r e a t e CL0G0_WIDTH,  L0G0_HEIGHT, 
nnnnnnnn  I LC _ C 0 LO R | I LC _H A S K,  1,  0); 

n if  (hlmlLogo)  { 

n n hBmp  = LoadBitmap  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I DB_L0G0 ) ) ; 
a n hBmpMsk  = LoadBitmap  (g_hlnst,  H AKE I NT R E S OU R C E ( I DB_L0G0HSK) ) ; 

a n ImageList_Add  (hImLLogo,  hBmp,  hBmpMsk); 

n n DeLeteObject  (hBmpMsk); 

n n DeLeteObject  (hBmp); 

n > 

} 


//  Paint  Logo 

VOID  PaintLogo  (HWND  hWnd)  ( 
n PAINTSTRUCT  ps; 
n HDC  hdc; 

a hdc  = BeginPaint  (hWnd,  Sps); 

n ImageList_Draw  (hImLLogo,  0,  hdc,  0,  0,  ILD_TRANSPARENT); 
a EndPaint  (hWnd,  8ps); 

} 


//  ReLoad  keyrings 

VOID  Re LoadKeyri ngs  (void)  { 
n PGPError  pgpError; 
n INT  iLockTries; 

n Boolean  bKey G en e r a t e d , bMutabLe; 

n iLockTries  = 0; 

a bMutabLe  = TRUE; 

n PG P c omd L g E r r o r Me s s a g e ( pg p Loa d P r e f s ()); 

n g_pKeySetMain  = pgpOpenDefauLtKeyRings  (bMutabLe,  SpgpError); 
n whiLe  ( ! g_pKey S e t Ma i n | | ! KM Loa d Key R i ng I n t oT r e e (g_hWndMain, 
“nnnnnnn  g_hWndTree,  FALSE,  FALSE))  { 
n n switch  (pgpError)  { 

n n case  PG PE R R_ F I LE_ P E R M I S S I ON S : 
n a n bMutabLe  = FALSE; 

n n n break; 

a a case  PG PE R R_ F I LE_ W R I T E LO C KE D : 
n n n i Lo c kT r i e s++ ; 

n n n if  (iLockTries  < W R I T E LO C KT R I E S ) I 
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n 

□ 

n 

n 

Sleep  (WRITELOCKDELAY); 

□ 

n 

n 

> 

□ 

a 

n 

else 

{ 

□ 

a 

n 

n 

KMMessageBox  (g_hWndHain,  IDS_CAPTION, 

IDS_LOCKEDKEYRING 

□ 

n 

n 

n 

n 

MB_0K|MB_IC0NST0P); 

n 

n 

a 

□ 

i f 

( ! KM PG PP r e f e r e n c e s (g_hWndMain,  1)) 

{ 

n 

n 

a 

n 

Q 

SendHessage  (g_hWndHain,  WM_CL0SE, 

0,  0); 

n 

a 

a 

n 

n 

return; 

n 

n 

a 

n 

> 

n 

n 

a 

> 

Q 

n 

n 

break; 

Q 

n 

default 

a 

n 

n 

KHHessageBox  (g_hWndMain,  IDS_CAPTI0N,  IDS 

_CORRUPTKEYRING, 

a 

n 

n 

a 

MB 

_0K 1 HB_IC0NST0P) ; 

a 

Q 

□ 

if  ( 

! KHPGPPref erences  (g_hWndHain,  1))  { 

n 

n 

n 

n 

SendHessage  (g_hWndMain,  WM_CL0SE,  0, 

0); 

n 

n 

a 

n 

return; 

Q 

n 

a 

> 

n 

□ 

n 

break; 

n 

a 

y 

a 

n 

g_ 

pKeySetHain  = pgpOpenDefauLtKeyRings  CbHutabLe,  SpgpError); 

n > 


n I n va L i da t e R e c t Cg_hWndTree,  NULL,  TRUE); 


n g_bReadOnLy  = IbMutabLe; 


n 

n 

□ 

n 

a 

n 

□ 

n 

a 

a 

a 

□ 

n 

} 


KHCreateMenus  ChHenuKeyMan); 

KMEnableDropTarget  (pDropTarget,  !g_bReadOnLy); 

D ra g A c c ep t F i L e s (g_hWndHain,  ! g_bRea dOn L y ) ; 
if  (g_bReadOnLy)  KHReadOnLyWarning  (g_hWndHain); 
else  { 

n pgpGetPrefBoolean  CkPGPPrefFirstKeyGene rated,  SbKeyGene rated  ); 
n if  ( ! bKey Ge n e r a t ed ) f 

n n if  ( ! KMCheckForSecretKeys  ( g_pKey S e t Ha i n ) ) { 
nun  ShowWindow  (g_hWndMain,  SW_HIDE); 
n n n KHCreateKey  ( g _h W ndHa i n ) ; 
n n } 
n > 

> 


//  Main  PGPkeys  Window  Message  procedure 

LONG  APIENTRY  Key H a n a g e r W n d P r o c (HWND  hWnd,  UINT  uMsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  f 

n HTLITEH  hFocused; 
n BOOL  bHultipLe; 
a INT  i; 

n switch  (uMsg ) f 

n case  WH_CREATE  : 

° ° g_pKey S e t Ma i n = NULL; 

i:CCHK:83a7405be4dd4fe2ace9118877aa11ff67ced803efffe990224c88ee5110c3640:] 
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n n g_uReLoadKeyringMessage  = RegisterWindowHessage  (RELOADKEYRINGMSG); 

n a KMSetFocus  (NULL,  FALSE); 

n n hMenuKeyMan  = GetHenu  (hWnd); 

n n g_hWndTree  = KM C r ea t eT re e L i s t (hWnd); 

n n KM Add C o L umn s (g_hWndT ree  ) ; 

n n pDropTarget  = KMCreateDropTarget  (); 

n H CoLockObjectExternaL  ((IUnknown*)pDropTarget,  TRUE,  TRUE); 

n n RegisterDragDrop  (hWnd,  pDropTarget); 

n a KM E na b L e D r opTa r g e t (pDropTarget,  FALSE); 

n a hhookMouse  = S e t W i n do w s H oo k Ex  (WH_M0USE,  Mo u s e Hoo k P r o c , 

°°°““onBaa  NULL,  G e t C u r r e n t Th r e a d I d ( ) ) ; 
a a PG P c omd L g S e t S p L a s h Pa r e n t (hWnd); 

a a -i  f ( PGPcomd  LgChec  kKeyRi  ngs  (hWnd,  FALSE)  ==  PG  PC  OM  D LG_C  AN  C E L ) 

a a a PostMessage  (hWnd,  WM_CL0SE,  0,  0); 

a a else 

n a a PostMessage  (hWnd,  KM_H_RELOADKEYRINGS,  0,  0); 

a a return  0; 


a case  WM_CL0SE  : 

a a U n h 00 k W i ndo w s H 00 k Ex  (hhookMouse); 

a a R e VO ke D r a g D r o p (hWnd); 

a a KM R e L e a s e D r opTa r g e t (pDropTarget); 

a a CoLockObjectExternaL  (( I U n known *) p D r opTa r g e t , FALSE,  TRUE); 
a a DragAcceptFiLes  (hWnd,  FALSE); 
a a KM D e s t r oy Me n u s (); 

naif  ( g_pKeySetMa i n ) pg p F r e e Key S e t ( g_p Key S e t Ma i n ) ; 

“ ° i f ( b Key H a s Been Ge n e r a t ed ) while  ( KMBa c ku p Wa r n (hWnd)); 

a a KMSetWi ndowRegi St ryData  (hWnd); 

a a KM D e s t r oy T r e e (); 

a a g_hWndTree  = NULL; 

a a WinHelp  (hWnd,  g_s z H e L p F i L e , HELP_QUIT,  0); 
a a D e s t r oy W i ndow  (hWnd); 

a a break; 


a case  WM_ACTIVATE  : 
n a SetFocus  (g_hWndTree); 

a a break; 


a case  WM_DESTROY  : 
a a PostQuitMessage(0); 

a a break; 


a case  UM_CONTEXTMENU  : 

naif  (( HWND ) wPa ram  ==  g_hWndTree) 

n a a KM C on t ex t Me n u (hWnd,  LOWORD  (LParam),  HIWORD  (LParam)); 

a a break; 

a case  WH_INITMENU  : 

° “ i f ( ( HMENU ) wPa ram  ==  hMenuKeyMan)  KM S e t Ma i nHen u (hMenuKeyMan); 

a a break; 

a case  WH_SIZE  : 

n a SetWindowPos  (g.hWndTree,  NULL,  0,  LOGO_HEIGHT, 
a a a LOWORD ( I Pa  ram) , H I WO R D ( L Pa r a m ) - LOGO_ H E I G HT , 

a a a SWP_NOMOVE | SWP_NOZORD ER ) ; 

a a return  0; 

a case  WM_ S Y S C 0 LO R C H A N G E : 
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n 

case 

wn 

_SETTINGCHANGE  : 

n 

g 

PostMessage  (g_hWndTree,  WM_S Y S C 0 LOR C H AN G E , 0,  0); 

n 

g 

break; 

a 

case 

WM 

.SIZING  : 

n 

g 

i f 

( ( ( ( LPRECT ) 1 Pa ram)-> r i gh t - ( ( LPR E CT ) L Pa r a m ) -> L e f t ) < 300)  I 

n 

g 

n 

((LPRECT)LParam)->right  = ((LPRECT)LParani)->Left  + 300; 

n 

g 

} 

n 

g 

i f 

((( (LPRECT) LParam)->bottom  - ( ( LPR E C T ) L Pa r a m ) -> t o p ) < 140)  { 

n 

g 

Q 

((LPRECT)LParam)->bottom  = ((LPRECT)LParam)->top  + 140; 

n 

g 

> 

n 

g 

break; 

s 

case 

wn 

.DROPFILES  : 

n 

g 

KMImportKey  (hWnd,  (HDROP)wParam); 

Q 

g 

DragFinish  ((HDROP)wParam); 

n 

g 

break; 

n 

case 

WM 

.NOTIFY  : 

s 

g 

if 

(wParam  ==  I D C.T R E E LI  ST ) { 

n 

g 

g 

switch  ( { ( LPNn.TREELIST  ) LPa  raiii)->hdr  . code)  ( 

D 

g 

g 

case 

TLN.SELCHANGED  : 

Q 

g 

g 

g 

bHuLtiple  = (((  LPNn.TREELIST)  LPa  rain)->f  Lags  & T LC.nU  LT I P L E ) ; 

□ 

g 

g 

g 

hFocused  = (( LPNn.TREELIST) LParam)->i temNew . hltem; 

n 

g 

g 

g 

KnSetFocus  (hFocused,  bnuLtipLe); 

n 

g 

g 

g 

break; 

D 

g 

g 

case 

TLN.KEYDOWN  : 

S 

g 

g 

g 

switch  ( ( (TL.KEYDOUN*) LPa ram)->wVKey ) C 

Q 

g 

g 

g 

case  VK. DELETE  : 

n 

g 

g 

g 

n KnDeLeteObject  (hWnd); 

n 

g 

g 

g 

n break; 

a 

g 

g 

g 

> 

n 

g 

g 

g 

break; 

n 

g 

g 

case 

TLN.BEGINDRAG  : 

Q 

g 

g 

g 

KnEnabLeDropTarget  ( p D r opTa r g e t , FALSE); 

Q 

g 

g 

g 

KnOragAndDrop  (hWnd); 

n 

g 

g 

g 

KnEnabLeDropTarget  (pDropTarget,  Ig.bReadOnLy); 

n 

g 

g 

g 

break; 

n 

g 

g 

case 

1 TLN.HEADERCLICKED  : 

□ 

g 

g 

g 

i = g. L Key L i s t S o r t F i e L d ; 

n 

g 

g 

g 

switch  ((( LPNn.TREELIST) LPa ram)->i ndex)  { 

n 

g 

g 

g 

n c a s e 0 : 

n 

g 

g 

g 

n n if  (g.LKeyLi stSort Fi e Ld  ==  kPG PU s e r I DO r de r i ng  ) 

n 

g 

g 

g 

n n n i = kPGPReverseUserlDOrdering; 

g 

g 

g 

g 

n n e L se 

g 

g 

g 

g 

a a n i = kPG PU  s e r I DO  r d e r i ng  ; 

g 

g 

g 

g 

n n break; 

g 

g 

g 

g 

□ easel  : 

g 

g 

g 

g 

n n if  (g. LKeyLi stSort Fi e Ld  ==  kPG PVa L i d i t yO rde r i ng  ) 

g 

g 

g 

g 

n n n i = kPGPReverseVaLidityOrdering; 

g 

g 

g 

g 

n a e L s e 

g 

g 

g 

g 

n n n i = kPGPVaLidityOrdering; 

g 

g 

g 

g 

n n break; 

C[CHK:2acc745835e663be116cb48e922625dd988df36552854401900c64bd66099ca3e:: 
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B 

B 

B 

B B 

case  2 : 

B 

B 

B 

B B 

n if  ( g_ L Key L i s t S 0 r t F i e L d ==  k PG PT r u s 1 0 r d e r i ng  ) 

B 

B 

B 

B B 

n n i = kPGPReverseTrustOrdering; 

B 

B 

B 

B B 

n else 

B 

B 

B 

B B 

n n i = kPG  PT  r u s 1 0 r d e r i ng  ; 

B 

B 

B 

B B 

a break; 

B 

B 

B 

B B 

case  3 : 

B 

B 

B 

B B 

n if  ( g_ L Key L i s t S 0 r t F i e L d ==  kPG P C r e a t i o n 0 r d e r i ng ) 

B 

B 

B 

B B 

H n i = kPGPReverseCreationOrdering; 

B 

B 

B 

B B 

n else 

B 

B 

B 

B B 

n n i = kPGPCreationOrdering; 

B 

B 

B 

B B 

n break; 

B 

B 

B 

B B 

case  4 : 

B 

B 

B 

B B 

n if  ( g_ L Key L i s t S 0 r t F i e L d ==  k PG PKey S i z e 0 r de r i ng ) 

B 

B 

B 

B B 

n n i = kPGPReverseKeySizeOrdering; 

B 

B 

B 

B B 

B else 

B 

B 

B 

B B 

n a i = kPG PKey S i z eO r d e r i ng  ; 

B 

B 

B 

B B 

n break; 

B 

B 

B 

B B 

default  ; break; 

B 

B 

B 

n > 

B 

B 

B 

n i f 

(i  !=  g_ 1 Key L i s t S 0 r t F i e 1 d ) { 

B 

B 

B 

B B 

g_  1 Key  Li s t So r t F i e 1 d = i; 

B 

B 

B 

B B 

TreeList.DeleteTree  (g.hWndTree,  FALSE); 

B 

B 

B 

B fl 

InvalidateRect  (g.hWndTree,  NULL,  TRUE); 

B 

B 

B 

B B 

UpdateWindow  ( g.hWndTree ) ; 

B 

B 

B 

B B 

KMLoadKeyRi ngIntoTree  (hWnd,  g.hWndTree,  TRUE,  FALSE) 

B 

B 

B 

fl  B 

InvalidateRect  Cg.hWndTree,  NULL,  TRUE); 

B 

B 

B 

n > 

B 

fl 

B 

n break; 

B 

B 

B 

> 

B 

B 

> 

B 

B 

break; 

B 

case 

! WH 

.TIMER 

; 

B 

B 

KiLLTimer 

(hWnd,  wParam); 

B 

B 

i f 

( wPa  ram 

==  RELOADTIMERID)  { 

B 

B 

□ 

R e L oa dKey r i ng s (); 

B 

B 

> 

B 

B 

break; 

B 

case 

KH 

_M_RELOADKEYRINGS  : 

B 

B 

i f 

(g.pKeySetMain)  { 

B 

B 

B 

KM D e L e t e A L L Key P r ope r t i e s (); 

B 

B 

B 

KMSetFocus  (NULL,  FALSE); 

B 

B 

B 

pgpFreeKeySet  (g.pKeySetMain); 

B 

B 

B 

g.pKeySetMain  = NULL; 

B 

B 

B 

T r e e L i s t _ D e L e t eT r e e (g.hWndTree,  TRUE); 

B 

B 

> 

B 

B 

I n va L i da t eRe c t (g_hWndTree,  NULL,  TRUE); 

B 

B 

UpdateWindow  (g_hWndTree); 

B 

B 

SetTimer  (hWnd,  RELOADTIMERID,  RELOADDELAY,  NULL); 

B 

B 

break; 

B 

case 

KM, 

_M_CREATED0NE  : 

B 

B 

ShowWindow 

( hWnd,  SW.SHOW)  ; 
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n 

n 

n 

o 

n 

n 

Q 

n 

o 

n 

u 

n 

Q 

n 

a 

n 


n EnabLeWindow  (hWnd,  TRUE); 
a S e t F o reg rou n d W i ndo w (hWnd); 

n if  (wParam  & KCD_NEWKEY)  { 
a a TL_TREEITEM  t L i ; 

n n pgpSe t P re f Boo L ea n ( k PG P P r e f F i r s t Key G e n e ra t e d , ( Boo L ea n ) T RU E ) ; 

a o bKey H a s Be e nGen e ra t e d = TRUE; 

n n KMCommitKeyRingChanges  (g_pKeySetMain); 

n n KHUpdateKeyInTree  (g_hUndTree,  ( PG PKey * ) L Pa r am ) ; 

n n I n va L i da t e R e c t (g_hWndTree,  NULL,  TRUE); 

n n pgpGetKeyUserVa L ( ( PGPKey* ) L Pa  ram,  ( L ong * ) 8 ( t I i . h 1 1 em ) ) ; 

n n T r e e L 1 s t _S e L e c t (g_hWndTree,  8tLi,  TRUE); 

□ n T r e e L i s t _ E X p a n d (g_hWndTree,  8tLi,  T LE_ E XP AN D A L L ) ; 

n n KMSetFocus  (tLi.hItem,  FALSE); 

n n if  (wParam  8 KC D_N E W D E F KE Y ) KM S e t D e f a u L t Key  ( g_hWndTree ) ; 

n } 

n return  TRUE; 


n case  UH_COMMAND: 

n n switch  ( LOWORD ( wPa ram) ) { 

n n case  I DM_ F I L E E X I T : 

n n n SendNessage  (hWnd,  WM_CL0SE,  0,  0); 

n n n break; 

n n case  I DH_H E LP ABOUT  : 

n n n KMHeLpAbout  (hWnd); 

n n n break; 

n a case  I D H_C E RT I F Y KE Y : 

n n n KM C e r t i f y Key 0 r U s e r I D (hWnd); 

n n n break; 

n a case  I DM_ D I S AB LE KE Y : 

n n n KMDisableKey  (hWnd,  ( PG PKey * ) KM F o c u s edOb j e c t ()); 

a a a break; 

a a case  I DM_ENABLEKE Y : 

a a a KMEnabLeKey  (hWnd,  CPGPKey*)KMFocusedObject  O); 

a a a break; 

a a case  I DM_ D E LET  EKE Y : 

a a a KM D e L e t eOb j e c t ChUnd); 

a a a break; 

a a case  I DM_C R E AT  EKE Y : 

a a a KMCreateKey  (hWnd); 

a a a break; 

a a case  I DM_S ET A S D E F AU LT  : 

n a a if  ( KM F o c u s e dOb j e c t Ty pe  ()  ==  OBJECT_KEY)  KM S e t D e f a u L t Key  (hWnd); 

a a a else  KM S e t P r i ma r y U s e r I D (hWnd); 

a a a break; 

a a case  I DM_KE Y PRO  PE RT I E S : 

a a a KMKey P r ope r t i e s (hWnd); 

a a a break; 

a a 

a a case  I D M_ PRO P E RT I E S : 
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a Q 

n KHPGPPreferences  (hWnd,  0); 

n □ 

n break; 

n □ 

case  IDM_IMPORTKEYS  : 

Q a 

n KHImportKey  (hWnd,  NULL); 

a n 

n break; 

n a 

a n 

case  IDH_EXPORTKEYS  : 

n a 

n KMExportKeys  (hWnd,  NULL); 

a n 

n break; 

B B 

case  I DM_EXPANDSEL  : 

B n 

n KM  Ex  pa nd S e L e c t ed  ( g_hWndT ree ) ; 

B B 

n break; 

B B 

case  IDH_COLLAPSESEL  : 

B B 

n KMC  0 L L a p s e S e L e c t ed  ( g_hWndT ree ) ; 

U B 

n break; 

n n 

case  IDH_SELECTALL  : 

o □ 

n TreeList_SeLectChiLdren  (g_hWndTree,  NULL); 

□ n 

n hFocused  = TreeList_GetFirstIte[n  (g_hWndTree); 

n n 

n KMSetFocus  (hFocused,  TRUE); 

□ B 

n break; 

B B 

case  IDM_REVOKECERT  : 

B B 

n KMRevokeCert  (hWnd); 

B B 

n break; 

B B 

case  IDM_REV0KEKEY  : 

B B 

n if  (KHFocusedItemType  ()  ==  IDX_CERT)  KMRevokeCert  ChWnd); 

B B 

n else  KMRevokeKey  (hWnd); 

B B 

n break; 

B B 

case  IDM_C0PYKEY  : 

B B 

n KMCopyKeys  (NULL); 

B B 

n break; 

B B 

case  IDM_PASTEKEY  : 

B B 

n KMPasteKeys  (hWnd); 

B B 

n break; 

B B 

case  IDM_ADDUSERID  : 

B B 

n KHAddUserToKey  (hWnd); 

fl  B 

n break; 

B B 

case  IDM_HELPTOPICS  : 

B B 

n WinHeLp  (hWnd,  g_ s z H e L p F i L e , HELP_FINDER,  0); 

B B 

n break; 

B B 

case  IDM_ADVERTISE1  : 

B B 

n PG P c omd L g Ad ve r t i s eme n t (hWnd,  0); 

B B 

n break; 

B B 

default  : 

B B 

n if  ( g_bKey Se r ve r Suppo r t Loa ded ) ( 

B B 

a a BOOL  bUpda t edKeys; 

B B 

n n LPSTR  s z S e 1 e c t ed Key I D s ; 
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n □ 

□ n 

□ s 

□ n 

n n 

n a 

n n 

n n 

n n 

u u 

n u 

n n 

n n 

n □ 

Q Q 

n n 

n c 

n Q 

n Q 

Q n 

n a 


a 
a 
a 
a 
a 
n 
a 
o 
a 
a 
n 
□ 
n 
n 
n 
n 
n 
n 
> 

break; 


n 
n 
n 
□ 
n 
n 
n 
□ 

□ 

Q 

n 
n 
n 
a 
n 
n 
n 
> 

break; 


PGPKeySet*  pKey S e t S e t e c t ed  = NULL; 
if  (KS_ID_IS_IN_RAN6E(L0W0RD(wParam)))  { 
n KMGetSeLectedObjects  C&pKeySetSeLected, 
n n n n n n n &szSeLectedKeyIDs); 

n ProcessKeyServerMessageKR  (hWnd,  LOWORDCwParam), 
n n a n n n n s z S e L e c t ed Key I D s , 

n a a a a a a SbUpda t edKey s , 

n a a a a a a pKey S e t S e L e c t ed , 

n a a a a a a g _pKey S e t Ma i n ) ; 

KH  P reeSe L e c t edOb j ec t s ( pKey S e t S e L e c t ed , s z S e L e c t e d Key I D s ) ; 
if  ( bUpda  t ed  Key  s ) -C 

a KMLoadKeyRi ngIntoTree  ChWnd,  g_hWndTree,  FALSE,  TRUE); 
I n va L i da t e R e c t (g_hWndTree,  NULL,  TRUE); 
PGPcomdLgNotifyKeyringChanges 
a ( G e t C u r r e n t P r o c e s s I d ()); 


a default  : 

a a if  (uMsg  ==  g.uRe  L oa  d Key  r i n g He  s s a g e ) -C 

a a a if  ( ( D WO R D ) L Pa r am  !=  Ge t C u r r en t P r o c e s s I d ()) 

n a a a PostMessage  (hWnd,  KH_M_RELOADKEYRINGS,  0,  0); 

a a a return  TRUE; 

a a } 

a a else  return  ( Def Wi ndowProc  ChWnd,  uMsg,  wParam,  LParam)); 
a > 

a return  FALSE; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//iKHProps.c  - handLe  Key  properties  diaLogs 
// 

//n  $Id:  KMProps.c, V 1.2  1997/05/09  19:29:20  pbj  Exp  $ 

// 


#incLude 
#i nc  L ude 
#incLude 
#i nc  L ude 
#i nc  Lude 
# i n c L ude 
#incLude 


<windows.h> 

<process . h> 

<commct  r L . h> 

"resource. h" 

"pgpkeys.h" 

". .\incLude\pgpphrase.h 
". .\incLude\treeList.h" 


#define  HAXSHEETSn  16n  n //  maximum  number  of  simuLtaneous  diaLogs 

typedef  struct  { 
n WNDPROC  wpOrigFingerProc; 

n PGPKey*  pKey; 

n INT  iindex; 
n DWORD  retvaL; 
n DINT  uOrigTrust; 

n UINT  uOrigVaLidity; 

a UINT  uPrevTrust; 

n UINT  u P r e vT r u s t He s s a g e ; 

n Boolean  bOrigDisabLed; 

n Boolean  bSecret; 

n BooLean  bO r i g Ax i oma t i c ; 

a UINT  uNumberHRKs; 

} KMPROPSHEETSTRUCT; 

//  external  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndTree; 

extern  PGPKeySet*  g _pKey S e t Ma i n ; 

extern  CHAR  g_s z H e L p F i L e C H AX_P ATH 3 ; 

extern  CHAR  g_ s z bu f C G_BU F L E N 3 ; 

extern  BOOL  g_bReadOnLy; 


//  LocaL  g Loba  L s 

static  HWND  hWndParent; 

static  INT  i NumberSheets  = 0; 

static  LPSTR  szPhrase  = NULL; 

static  HWND  hWndTabLe:MAXSHEETS3; 

static  PGPKey*  pKey Ta b L e C H AXS H E ET S 3 ; 


static  DWORD  aIdsC3  = 
n IDC_KEYID,n  n a 
a IDC_KEYTYPE,n  n 
a I DC_CREATEDATE,nn 
n IDC_EXPIREDATE,nn 
a IDC_VALIDITY,n  n 
n IDC_VALIDITYBAR,n 
a IDC_TRUST,b  a a 
a IDC_TRUSTSLIDER,b 


{an  n //  HeLp  IDs 
IDH_PGPKEYS_KEYID, 
IDH_PGPKEYS_KEYTYPE, 
IDH_PGPKEYS_CREATEDATE, 
IDH_PGPKEYS_KEYEXPIRES, 
IDH_PGPKEYS_VALIDITY, 
IDH_PGPKEYS_VALIDITYBAR 
I DH_PGPKE YS_TRUST, 
IDH_PGPKEYS  TRUSTSLIDER 
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n IDC_FINGERPRINT,n 

n IDC_ENABLED,n  n 

n IDC_CHANGEPHRASE,n 

n IDC_AXIOMATIC,n  n 

n IDC_MRKAGENT,d  n 

0,0 

>; 


IDH_PGPKEYS_FINGERPRINT, 
IDH_PGPKEYS_ENABLED, 
IDH_PGPKEYS_CHANGEPHRASE 
IDH_PGPKEYS .AXIOMATIC, 
IDH_PGPKEYS_HRKAGENT, 


// 

//  Fingerprint 


edit  box  subclass  procedure 


LRESULT  APIENTRY  F i ng e r S ub c L a s s P r o c (HWND  hWnd,  UINT  uHsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  { 

n KHPROPSHEETSTRUCT*  pkmpss; 
n pkmpss  = 

n n (KMPROPSHEETSTRUCT*)GetWindowLong  (GetParent  (hWnd),  GWL.USERDATA); 

switch  (uHsg)  { 
n case  UH.LBUTTO N DOWN  : 
n case  WH_ LBUTTO N DB LC LK  : 

n n SendMessage  (hWnd,  EM.SETSEL,  0,  -1); 

n n SetFocus  (hWnd); 

n n return  0; 

n > 

return  C a I L W i ndo wP r o c ( pkmps s->wpO r i g F i nge r P roc , hWnd,  uMsg, 
nnnnnnnn  wParam,  LParam); 

} 


//-- 

// 

update  controls  dealing  with  validity 

void 

SetValidityControLs 

(HWND  hDLg,  UINT  uVal)  { 

D 

INT  i ; 

D 

UINT  u; 

n 

switch  (uVal)  t 

n 

n case  PGP.VALIDITY 

.UNKNOWN  : i = 

IDS.VALIDITY0; 

break; 

n 

n case  PGP.VALIDITY 

.INVALID  : i = 

IDS. VALIDITY!  ; 

break; 

n 

n case  PGP.VALIDITY 

.MARGINAL  : i 

= IDS.VALIDITY2; 

break 

n 

n case  PGP.VALIDITY 

.COMPLETE  : i 

= IDS.VALIDITY3; 

break 

n 

> 

Loadstring  (g_hlnst. 

i , g.szbuf , G_ 

BUFLEN) ; 

n 

S e t D L g I t emTex t ChDlg, 

IDC. VALIDITY, 

g.szbuf)  ; 

n 

u = KMC  on V e r t F r omPG PVa L i d i t y (uVal) 

n 

S e nd D L g 1 1 emMe s s a g e ChDlg,  I D C _V A LI D I T YB AR , PBM.SETPOS,  u. 

> 


//  update  controls  dealing  with  trust 

void  SetTrustControLs  (HWND  hDLg,  KHPROPSHEETSTRUCT*  pkmpss,  UINT  uTrust)  { 
n INT  i; 
n UINT  u; 

n p kmp s s->u P r e vT r u s t = uTrust; 
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n p kmp s s->u P r e vT r u s t M e s s a g e = uTrust; 
n u = KM C o n V e r t F romPG PT r u s t (uTrust); 

n SendDLgItenMessage  (hDLg,  I D C_T RU ST S L I D E R , TBM_SETPOS,  ( W P AR AM ) T RU E , u); 


D 

switch  (uTrust)  ( 

D 

Q 

case 

PGP_KEYTRUST_ 

UNDEFINEDn 

n 

□ 

case 

PGP_KEYTRUST_ 

UNKNOWN  : 

a 

n 

case 

PGP_KEYTRUST_ 

NEVER  : 

i = IDS_TRUST2; 

break; 

n 

u 

case 

PGP_KE YTRUST_ 

MARGINAL  : 

i = IDS_TRUST3; 

break; 

n 

n 

case 

PGP_KEYTRUST_ 

COMPLETE  : 

i = IDS_TRUST4; 

break; 

n 

n 

\ 

case 

PGP_KEYTRUST_ 

ULTIMATE  : 

i = IDS_TRUST5; 

break; 

n 

LoadStri 

ng  (g_hlnst,  i 

, g_szbuf. 

G_BUFLEN) ; 

n SetDLgItemText  (hDLg,  IDC_TRUST,  g_szbuf); 
> 


// 

//  Key  Properties  Dialog  Message  procedure 


BOOL  CALLBACK  Key P r op D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
n n n n n n n LPARAM  LParam)  { 
a KMPROPSHEETSTRUCT*  pkmpss; 
a CHAR  s2bufC128Il; 
n INT  i,  iError; 
n UINT  u,  uALgorithm,  uTrust; 

n Boolean  bB,  bAxiomatic,  bRevoked,  bExpired; 

n PG  PT i me  t m; 

n HWND  h Pa  rent; 

n RECT  rc; 

n PGPKey*  pKey; 

n CHAR*  psz; 

n CHAR*  pszOLd; 

a pkmpss  = C KM  PRO  PS H E ET S T RU CT* ) G e t W i ndou Long  (hDLg,  G W L_U S E R D AT A ) ; 
n switch  (uMsg)  { 


n case  WM_ I N I T D I A LOG : 

a a //  store  pointer  to  data  structure 

n n SetWi ndowLong  (hDLg,  G W L_U S E R D AT A,  ( ( P RO P S H E ETP AG E * ) L Pa r a m ) -> L Pa r am ) ; 
n n pkmpss  = ( KM  PRO  PS H E ET S TRU CT*  ) G e t W i n do w Long  (hDLg,  G W L_U S E R D AT A ) ; 

a a //  save  HWND  to  table 

n n h WndTa b L e Cp kmp s s-> i I ndex ] = hDLg; 

a a //  center  dialog  on  screen 

n n if  ( i N umbe r S h e e t s ==  1)  { 

“ n n hParent  = GetParent  (hDLg); 

“ n n G e t W i ndo w Re c t (hParent,  &rc); 

nan  SetWindowPos  (hParent,  NULL, 

° n n n ( G e t S y s t emM e t r i c s ( SH_C X S C R E E N ) - (rc. right  - rc.left))  / 2, 

n “ n n ( G e t S y s t emMe t r i c s ( S M_C Y S C R E EN ) - (rc. bottom  - rc.top))  / 3, 

n a n a 0,  0,  SWP_NOSIZE  | SWP_N0Z0RDER); 

an} 

a a //  subclass  fingerprint  edit  control  to  prevent  partial  selection 
a a p kmp s s -> wpO r i g F i n g e r P r o c = 

ana  (WNDPROC)  S e t W i ndo w Lon g ( G e t D L g 1 1 em  (hDLg,  I D C_ F I NG E R PR  I NT  ) , 
GWL_WNDPROC,  (LONG)  F i ng e r S u b c I a s s P r o c ) ; 
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n n //  initialize  all  controls 

n n PostMessage  ChDlg,  WM_USER,  S , 0); 
n n return  TRUE; 


n 

□ 

n 

□ 


case  WM_USER  : 

n pgpGetKeyBoolean  (pkmpss->pKey,kPGPKeyPropIsSecret,&pkmpss->bSecret); 

n pgpGetKeyBoolean  (pkmpss->pKey,kPGPKeyPropIs Revoked, SbRevoked); 

n pgpGetKeyBoolean  (pkmpss->pKey,kPGPKeyPropIsExpired,&bExpired); 


a a //  initialize  key  id  edit  control 
n n u = sizeof  (szbuf); 

n n pg pGe t Key S t r i n g ( p kmp s s->pKe y , kPG PKey P r opKey I d , szbuf,  &u); 

n n KM C on V e r t S t r i ng Key  I D (szbuf); 

n n SetDlgltemText  (hDlg,  IDC_KEYID,  szbuf); 


n n //  initialize  key  type  edit  control 

n n pg pGe t Key N umbe r ( p kmp s s->pKey , kPG PKey P r op A I g I d , &u A I g o r i t hm ) ; 

n n switch  (uAlgorithm)  { 

n n case  PG P_PK A LG_ R S A : 

n n n LoadString  (g_hlnst,  IDS_RSA,  szbuf,  sizeof  (szbuf)); 
n n n break; 


n n case  PG P_PKA LG_ D S A : 

n n n LoadString  (g_hlnst,  I D S _D S A_ E LG AH A L,  szbuf,  sizeof  (szbuf)); 

n n n break; 


n n 
n n 
n n 
n a 
□ n 


default  : 

n Loadstring  (g_hlnst,  IDS_UNKNOUN,  szbuf,  sizeof  (szbuf)); 
n break; 

> 

SetDlgltemText  (hDlg,  IDC_KEYTYPE,  szbuf); 


an//  initialize  key  creation  date  edit  control 
n n pgpGetKeyTi me  ( p kmp s s->p Key , kPG PKey P r op C r ea t i on , &tm); 
n n KMConvertTimeToString  (&tm,  szbuf,  sizeof  (szbuf)); 
n n SetDlgltemText  (hDlg,  I D C_C R E AT E D AT E , szbuf); 

an//  initialize  key  expiration  date  edit  control 
n n pgpGetKeyTi me  ( pkmps s->pKey , kPG PKey P r o p Exp i r a t i on , &tm); 
n n if  (tm)  KMConvertTimeToString  (&tm,  szbuf,  sizeof  (szbuf)); 
n n else  LoadString  (g_hlnst,  IDS_NEVER,  szbuf,  sizeof  (szbuf)); 
n n SetDlgltemText  (hDlg,  I D C _E X P I R E D AT E , szbuf); 


an//  initialize  fingerprint  edit  control 
n n u = sizeof  (szbuf); 

n n pgpGet Keystring  (pkmpss->pKey,  kPGPKeyPropFingerprint,  szbuf,  &u); 
n n KMConvertStringFingerprint  (uAlgorithm,  szbuf); 

D n SetDlgltemText  (hDlg,  I D C _ F I NG E R P R I NT , szbuf); 


□ n 
n n 
n n 

□ D 

n a 
n a 
n n 


//  initialize  validity  edit  and  bar  controls 
i = KM C o n ve r t F r omPG PVa I i d i t y ( PG P_V A L I D I T Y_COM P L ET E ) ; 
SendDlgltemHessage  (hDlg,  I D C_ V A LI D 1 T YB A R , PBH_S ET R AN G E , 
nnnnnnnO,  HAKELPARAM  (0,i)); 
pgpGetKeyNumber  ( p kmp s s -> pKey , kPG PKey P r o p Va I i d i t y , 
n n n n n n 8p kmp s s->uO r i g Va I i d i t y ) ; 

Se t Va I i d i t y Cont ro  I s (hDlg,  p kmp s s ->u0 r i g Va I i d i t y ) ; 
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anil  initialize  "Axiomatic"  checkbox  control 
a n pgpGetKeyBoolean  C p kmp s s ->p Key , k PG PKey P rop I s Ax  i oma t i c , 

““““nnnn  &p kmp s s ->b0 r i g Ax i oma t i c ) ; 

n n if  ( pkmpss->bOr i g Axi oma t i c ) C h e c k D I g Bu 1 1 on  (hDlg,  I D C_ A X I OH AT  I C , 
a n n n n n n n n n n n n n BST_CHECKED); 

n n else  C h e c k D I g Bu 1 1 o n (hDlg,  I D C_ A X I OM AT  I C , B ST_U N C H E C KE D ) ; 

° ° if  (bRevoked  | | bExpired  | | g_bReadOnly) 

n n n EnableWindow  (GetDlgltem  (hDlg,  IDC_AXIOMATIC),  FALSE); 

° n if  (!pkmpss->bSecret  SS  !pkmpss->bOrigAxiomatic) 

n n n ShowWindow  (GetDlgltem  (hDlg,  I D C _ AX  I OH AT  I C ) , SW_HIDE); 

n a II  initialize  trust  edit  and  slider  controls 

n n i = KHConvertFromPGPTrust  (PGP_KEYTRUST_COHPLETE); 

a n SendD IgItemMessage  (hDlg,  I D C_T R U S T S LI D E R,  TBH_ S ET R ANG E , 

n n n n n n n n n 0,MAKELPARAM(0,i)); 

a n pgpGetKeyNumber  (pkmpss->pKey,  kPGPKeyPropTrust,  &pkmpss->uOrigTrust); 
n n S e t T r u s t C on t r o I s (hDlg,  pkmpss,  p kmp s s->u 0 r i gT r u s t ) ; 

n n if  ( pkmpss->bOr i g Axi oma t i c |{  bRevoked  ||  bExpired  ||  g_bReadOnly)  { 
n ° n EnableWindow  (GetDlgltem  (hDlg,  IDC_TRUSTSLIDER),  FALSE); 

n n > 

anil  initialize  e n a b I e / d i s a b I e checkbox 

D n pgpGetKeyBoolean  ( p kmp s s ->pKey , k PG PKey P r op  I s D i s a b I ed  , 

n n n n n n n n 8pkmpss->b0rigDisabled); 

n n if  ( p kmps s->bO r i g D i s a b I ed  ) C h e c k D I gBu 1 1 on  (hDlg,  IDC_ENABLED, 
nnnnnnnnnnnnnn  BS T_U N C H E C KE D ) ; 

a n else  CheckDlgButton  (hDlg,  IDC_ENABLED,  BST_CHECKED); 

n n if  (bRevoked  | | bExpired  | | g_bReadOnly) 

n n n EnableWindow  (GetDlgltem  (hDlg,  IDC_ENABLED),  FALSE); 

n n if  ( p kmps s->bS e c r e t ) { 

a n n pgpGetKeyBoolean  (pkmpss->pKey,  kPGPKeyPropIsAxiomatic,  &bB); 

a o n if  (bB)  EnableWindow  (GetDlgltem  (hDlg,  IDC_ENABLED),  FALSE); 

n n > 


n n II  initialize  change  passphrase  button 
n n if  ( ! pkmpss->bSecret  ) 

n n n ShowWindow  (GetDlgltem  (hDlg,  IDC_CHANGEPHRASE),  SW_HIDE); 

n n if  (g_bReadOn  ly ) 

n n n EnableWindow  (GetDlgltem  (hDlg,  I D C_C H ANG E P H R AS E ) , FALSE); 


□ n 
n n 
Q n 
D □ 
n n 
n n 
n □ 
a □ 
Q n 
n a 
a □ 

□ n 


//  initialize  MRK  edit  box 
if  ( p kmp s s ->u N umbe r H RKs  > 0)  { 
a psz  = KH Alloc  (4); 
n pszC0II  = '\0'; 

n for  (u=0;  u<pkmpss->uNumberHRKs;  u++)  { 

n n iError  = pg pG e t Me s s a g e Re c o ve r y Key  ( p kmp s s->pKey , 

° “ n n n n g_pKey S e t Ha i n , u,  &pKey,  NULL,  NULL); 

n n if  (!pKey)  iError  = PG PE R R_G EN E R I C ; 

n n switch  (iError)  { 

n n case  PGPERR_OK  ; 

n ° n KMGetKeyName  (pKey,  szbuf,  s i z e o f ( s z b u f ) ) ; 

a n n break; 


n n n n 
a n n □ 
□ □on 
n n n □ 
n □ □ □ 


case  PGPERR_NO_RECOVERYKEY  : 
n i = sizeof  (szbuf); 

n pgpGetKeySt ri ng  ( p kmp s s->p Ke y , kPG PKey P r op F i n g e r p r i n t , 
n n n n n n n n szbuf, 8i); 
n szbufCi]  = '\0'; 
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n □ n n 

□ □ □ □ 

n □ □ a 

DODD 

n n n □ 


default  : 

n Loadstring  Cg_hlnst,  I D S_ E R RON EO U S H RK, 
n n n n n szbuf,  sizeof(szbuf)); 
n break; 

> 


□ n n D 
Q n D □ 

□ □ □ □ 
n n n □ 

□ can 
anna 
n n n n 

□ n n □ 
n D □ n 
Q □ n D 
n n n } 


pszOLd  = psz; 

psz  = KMALLoc  ( L s t r L en ( pszO  Id ) + L s t r I en ( szbuf )+4 ) ; 
if  ( ! psz  ) { 
n psz  = pszOLd; 
n break; 

> 

Lstrcpy  (psz,  pszOLd); 

if  (Lstrlen  (psz)  > 0)  Lstrcat  (psz,  "\r\n"); 
Lstrcat  (psz,  szbuf); 

KM  Free  (pszOLd); 


n n S e t D L g I t emT ex t (hDLg,  I DC_HRKAGENT,  psz); 


n 

n 

n KHFree  (psz); 

Q 

a 

} 

n 

n 

break; 

n 

case 

WH_USER+1  : 

n 

a 

EnabLeWindow 

(GetD  Lgitem 

(hDLg, 

IDC 

_TRUSTSLIDER), 

FALSE); 

n 

n 

EnabLeWi ndow 

(GetDLgItem 

(hDLg, 

IDC 

.AXIOMATIC),  FALSE); 

n 

n 

EnabLeWindow 

(GetDLgItem 

(hDLg, 

IDC 

.ENABLED ),  FALSE ) ; 

n 

a 

EnabLeWi ndow 

(GetD  Lgitem 

(hDLg, 

IDC 

.CHANGEPHRASE), 

FALSE); 

n 

n 

EnabLeWindow 

(GetDLgItem 

( Ge t Pa r en t ( h D L g ) , IDOK), 

FALSE) ; 

n 

Q 

break; 

n 

□ 

n 

□ 

n 

Q 

n 

n 

n 

□ 

Q 

n 

n 

a 

n 

n 

n 

□ 

□ 

D 

□ 

n 


case  WH_HSCROLL  : 

n if  ((LOWORD  (wParam)  ==  TB_THUHBTRACK)  || 
n n (LOWORD  (wParam)  ==  TB_TH UHBPO S I T I ON ) | | 

n n (LOWORD  (wParam)  ==  TB_ENDTRACK) ) ( 

n n u = S e n d D L g 1 1 e mH  e s s a g e (hDLg,  I D C_TRLI  ST  S LI  D E R,  TBM_GETPOS, 

n n uTrust  = KH C on ve r t To PG PT r u s t (u); 


Q n 
n n 
a a 
n Q 

□ n 

□ n 
a Q 
n n 


p kmp s s -> u P r e vT r u s t = uTrust; 
switch  (uTrust)  < 

n case  PG P_KE YT RU ST_U N D E F I N E Dn : 

n case  PGP_KEYTRUST_UNKNOWN  : 

n case  PGP_KEYTRUST_NEVER  : i 

n case  PG P_KE YT RU ST_n ARG I N A L : i 

n case  PG P_KE YT RU ST_C OM PLET E : i 

n case  PG P_KE YT R U ST_U LT I M AT E : i 


IDS_TRUST2;  break; 
IDS_TRUST3;  break; 
IDS_TRUST4;  break; 
IDS _T RUSTS;  break; 


0, 


0); 


n n > 

n n Loadstring  (g_hlnst,  i,  szbuf,  sizeof  (szbuf)); 

a n S e t D L g I t emT ex t (hDLg,  IDC_TRUST,  szbuf); 

n n if  (LOWORD  (wParam)  ==  TB_ENDTRACK)  ( 

n n n if  ( ( p kmp  s s->uO  r i g Va  L i d i t y <=  PG  P_\/ A LI  D I T Y_  I N V A L I D ) && 

n n n n (uTrust  >=  PG P_KE YT RU S T_H A RG I N A L ) ) ( 

n n n n if  (uTrust  !=  p kmp s s->u P r e vT r u s t H e s sa g e ) ( 

n n n n n p kmp s s-> u P r e vT r u s t Me s s a g e = uTrust; 
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n 

□ 

n 

B 

B 

n SetTrustControLs  (hDLg,  pkmpss,  PG P.KE YT R U S T.N E V E R ) ; 

o 

n 

n 

B 

B 

n KMMessageBox  (hDLg,  IDS.CAPTION, 

a 

D 

u 

B 

B 

n n IDS.TRUSTONINVALIDKEY,  HB.OK | MB. I C 0 N E X C L AM AT  I 0 N ) ; 

n 

n 

n 

B 

B 

> 

n 

n 

n 

B 

} 

o 

n 

n 

> 

n 

n 

> 

n 

n 

break; 

n 

case  WM 

_DESTR0Y: 

n 

n 

SetWindowLong(GetDLgItem(hDLg,  IDC_FINGERPRINT), 

Q 

n 

□ 

B 

B 

n n GWL.WNDPROC,  ( LO N G ) p kmp s s -> wpO r i g F i n g e r P r o c ) ; 

n 

n 

break; 

n 

case  WM 

.COMMAND : 

n 

o 

swi t ch ( LOWORD  (uParam))  { 

□ 

n 

Q 

case  I D C 

:_CHANGEPHRASE  : 

n 

n 

Q 

B 

KM C ha ng e Ph r a s e (hDLg,  p kmp s s ->pKey  ) ; 

n 

n 

n 

B 

break; 

n 

□ 

a 

case  1 D C 

:. AXIOMATIC  : 

n 

□ 

a 

B 

if  (IsDLgButtonChecked  (hDLg,  I D C _ AX  I OM AT  I C ) = = 

n 

n 

n 

B 

B 

n BST.UNCHECKED ) { 

n 

a 

n 

B 

B 

if  ( ! p kmps s->bS e c r e t ) { 

n 

n 

Q 

B 

B 

a EnabLeWindow  (GetDLgItem  ( h D L g , I D C . AX  I OM AT  I C ) , FALSE), 

n 

Q 

n 

B 

B 

} 

n 

n 

n 

B 

B 

bAxiomatic  = FALSE; 

a 

□ 

n 

B 

B 

EnabLeWindow  (GetDLgItem  (hDLg,  I D C_ E N AB L E D ) , TRUE); 

n 

n 

a 

B 

B 

SetVaLidityControLs  (hDLg,  PGP.VALIDITY.UNKNOWN); 

B 

n 

Q 

B 

B 

SetTrustControLs  (hDLg,  pkmpss,  PGP.KEYTRUST.UNKNOWN); 

n 

n 

□ 

B 

> 

n 

Q 

Q 

B 

else 

{ 

n 

n 

n 

fl 

B 

bAxiomatic  = TRUE; 

Q 

n 

s 

B 

B 

CheckDLgButton  (hDLg,  IDC.ENABLED,  BST.CHECKED); 

n 

n 

n 

B 

B 

EnabLeWindow  (GetDLgItem  (hDLg,  IDC.ENABLED),  FALSE); 

n 

n 

n 

B 

B 

SetVaLidityControLs  (hDLg,  PG P_ V A L I D I T Y_ C OM P L ET E ) ; 

n 

Q 

n 

B 

B 

SetTrustControLs  (hDLg,  pkmpss,  PG P.KE YTR U ST.U LT I M AT E ) ; 

Q 

n 

Q 

B 

} 

n 

□ 

□ 

B 

if  ( bAx i oma  tic  | | 

n 

a 

n 

B 

( KMC  0 n V e r t F r omPG PVa L i d i t y ( p kmp s s ->u0 r i g Va L i d i t y ) ==  0)) 

n 

n 

B 

B 

fl 

EnabLeWindow  (GetDLgItem  (hDLg,  IDC.TRUSTSLIDER),  FALSE); 

n 

n 

B 

B 

else 

n 

u 

B 

B 

fl 

EnabLeWindow  (GetDLgItem  (hDLg,  IDC.TRUSTSLIDER),  TRUE); 

n 

a 

B 

B 

break; 

n 

n 

} 

n 

□ 

return 

TRUE; 

case  WH_HELP: 

WinHeLp  ( ( ( LPH E LP I N F 0 ) I Pa r a m ) ->h 1 1 emH a n d L e , g_ s z H e L p F i L e , 
HELP_WM_HELP,  (DWORD)  (LPSTR)  a I d s ) ; 
break; 

case  WH_CONTEXTMENU : 

WinHeLp  C(HWND)  wParam,  g_ s z H e I p F i L e , H E LP_ C 0 NT E XTH ENU , 

( DWORD)  ( LPVOID)  aids  ) ; 
break; 

n case  WM_NOTIFY  : 
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n n switch  (((NMHDR  FAR  *)  L Pa r a m ) -> c od e ) { 
n n case  PS N_S ET A CT I V E : 
n B B break; 

B B case  PSN_APPLY  : 

B B B pktnpss->retva  L = 0; 


□ 

n 

n 

// 

update  axiomatic  state 

n 

n 

n 

if 

( I s D L g B u 1 1 o n C h e c k e d ChDLg,  I D C _ AX  I OM AT  I C ) ==  BST_CHECKED)  { 

s 

n 

n 

a 

i f 

( ! p kmps s->b0 r i g Ax i oma t i c ) { 

n 

n 

n 

a 

a 

if  ( p kmps s->bO r i g D i sa b L ed  ) 

n 

□ 

n 

a 

a 

B KMEnabLeKey  (hDLg,  p kmp s s->pKey ) ; 

□ 

n 

n 

a 

a 

PGPcomd LgErrorHessage  ( pg p S e t Key Ax i oma t i c ( p kmps s ->p Ke y 

n 

□ 

Q 

a 

a 

n B B B B B B B FALSE, 

n 

n 

□ 

a 

a 

pkmpss->ret va L = 1; 

n 

n 

n 

a 

> 

n 

a 

n 

> 

n 

Q 

n 

else  { 

n 

n 

n 

a 

if 

( p kmp s s->bO r i g Ax i oma t i c ) { 

a 

n 

a 

a 

a 

PGPcomd  1 g E r ro r Me s sage  ( 

a 

Q 

a 

a 

a 

B pg p Un s e t Key Ax i oma t i c ( p kmp s s->pKey ) ) ; 

n 

n 

a 

a 

a 

pkmpss->retva L = 1; 

n 

n 

a 

a 

> 

Q 

n 

a 

a 

// 

update  trust  Level 

n 

n 

a 

a 

u = 

S end D L g 1 1 emM e s s a g e ChDLg,  I D C _T RU STS  LI D E R , 

D 

n 

a 

a 

a 

B B B B B B TBH_GETPOS,  0,  0); 

Q 

n 

a 

a 

u = 

: KM  Con  V e r t To  PG  PT  r u s t (u); 

n 

s 

a 

a 

i f 

Cu  !=  pkmpss->uOri gTrust ) t 

n 

Q 

a 

a 

a 

PGPcomd LgErrorHessage  ( pg pS e t KeyT r u s t ( p kmps s->pKey , 

n 

n 

a 

a 

a 

nBBBBBBB  (unsigned  char)u)); 

Q 

□ 

a 

a 

a 

pkmpss->retva L = 1; 

□ 

n 

a 

a 

> 

n 

D 

a 

> 

□ 

D 

a 

// 

update  ena b L e / d i s a b L e state 

n 

a 

a 

i f 

( I s D L g B u t t 0 n C h e c k e d (hDLg,  IDC_ENABLED)  ==  BST_CHECKED)  f 

□ 

n 

a 

a 

if 

( pkmpss->b0 r i g D i sa b L ed ) ( 

o 

Q 

a 

a 

a 

KMEnabLeKey  (hOLg,  p kmp s s->pKey ) ; 

n 

n 

a 

a 

a 

pkmpss->retva L = 1; 

u 

n 

a 

a 

> 

□ 

n 

a 

> 

D 

n 

a 

else  { 

n 

□ 

a 

a 

if 

( ! p kmp s s->b0 r i g D i s a b 1 ed ) ( 

□ 

n 

a 

a 

a 

KMDisableKey  (hDLg,  p kmp s s->pKey ) ; 

D 

a 

a 

a 

a 

pkmpss->retvaL  = 1; 

n 

D 

a 

a 

> 

n 

n 

a 

> 

n 

n 

a 

// 

set 

return  value 

SetWi ndowLong  (hDLg,  D W L_HS G R E S U LT , PS N R ET_N0 E R ROR ) ; 
return  PSNRET_NOERROR; 


a 

a 

case 

PSN_HELP  : 

a 

a 

a 

WinHeLp  (hDLg,  g _s z H e L p F i L e , H E L P_C 0 NT  EXT , 

a 

a 

a 

B IDH_PGPKEYS_PROPDIALOG); 

a 

a 

a 

break; 
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a n case  P S N_ KI L L A C T I V E : 

SetWi ndowLong  (hDLg,  D W L_M S G R E S U LT , FALSE); 
return  TRUE; 

n n case  PSN_RESET  : 

ana  p kmp s s -> r e t va L = 0; 

SetWi ndowLong  (hDLg,  D W L_H S G R E S U LT , FALSE); 
n n n break; 

n n } 

n } 

n return  FALSE; 

} 


//  Post  Key  Properties  Dialog 

DWORD  WINAPI  S i n g L e Key T h r e a d (PGPKey*  pKey)  ( 
a CHAR  szTi t Le0C32:; 

n CHAR  szUserNanieC256!]; 

PROPSHEETPAGE  pspCID; 

PROPSHEETHEADER  psh; 


n 

KHPROPSHEETSTRUCT  kmpss; 

u 

INT 

i ; 

a 

for 

(i 

= 0; 

iKMAXSHEETS;  i++)  { 

n 

n 

1 f 

(IpKeyTabLeCiD)  { 

n 

□ 

n 

i f 

( ! hWndTabLeCi ])  ( 

n 

n 

a 

n 

pKeyTabLeCiD  = pKey; 

□ 

n 

a 

n 

kmps  s.ilndex  = i; 

n 

n 

s 

□ 

break; 

Q 

a 

n 

> 

n 

n 

> 

n 

> 

□ 

kmpss. 

pKey 

= pKey; 

n kmp s s . r e t va L = 0; 

a pgpGetMessageRecoveryKey  (pKey,  g_pKey S e t Ma i n,  0,  NULL,  NULL, 

n “ n n n a a a n &kmpss.uNumberHRKs); 

a Loadstring  (g_hlnst,  I D S_ P RO PT I T LE0,  szTitLe0,  s i z e o f ( s zT i t L e0 ) ) ; 
pspC0].dwSize  = sizeof(PROPSHEETPAGE); 
pspC03 . dwF Lags  = PSP_USETITLE  | PSP_HASHELP; 
pspn0T.hInstance  = g_hlnst; 

n if  ( kmp s s . u N umbe r M R Ks  > 0) 

n n pspi:0].pszTempLate  = MAKEINTRESOURCE  (IDD_KEYPROPMRK); 
else 

n n pspC0: . pszTempLate  = MAKEINTRESOURCE  ( I DD_KE YPROP  ) ; 
pspC0D.pszIcon  = NULL; 
pspC0].pfnDLgProc  = KeyPropDLgProc; 
pspC03.pszTitLe  = szTitLe0; 
pspE0D.LParam  = (LPARAM)&kmpss; 
psp[I03.pfnCaLLback  = NULL; 

n KMGetKeyName  (pKey,  szUserName,  s i z eo f ( s z U s e r Na me ) ) ; 
psh.duSize  = sizeof(PROPSHEETHEADER); 
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psh.dwFLags  = PSH_PROPSHEETPAGE  | PSH_NOAPPLYNOW; 
p s h . h wnd Pa r e n t = NULL; 
psh.hinstance  = g_hlnst; 
psh.pszlcon  = NULL; 

p s h . ps z C a p t i on  = (LPSTR)  szUserName; 

psh.nPages  = sizeof(psp)  / s i z eo f ( PRO P S H E ET P AG E ) ; 

psh.nStartPage  = 0; 

psh.ppsp  = (LPCPROPSHEETPAGE)  &psp; 
p s h . p f n C a L L ba c k = NULL; 

PropertySheet(&psh); 

n pKey Ta b L e C kmp s s . i I nde X ] = NULL; 
n h WndTa b L e C kmp s s . i I ndex3  = NULL; 
n i NumberSheets--; 

n if  ( kmpss . retva L ) { 

n n KHC omm i t Key R 1 ng C ha ng e s C g_pKey S e t Ma i n ) ; 

n a KHUpdateKeylnTree  (g_hWndTree,  pKey); 

n n KHUpda t e A L L Va L i d i t i e s (); 

n n I n va L i d a t e Re c t (g_hWndTree,  NULL,  TRUE); 

a n return  TRUE; 

a > 

n return  0; 

} 


//  — 

// 

Post 

Key  Properties  Dialog 

BOOL 

SingLeKeyProperties  (TL_TREEITEH* 

n 

DWORD  duID; 

n 

PGPKey*  pKey; 

n 

PGPUserlD*  pUserlD; 

n 

PGPCert*  pCert; 

n 

BOOL 

bCont i nue; 

a 

INT 

i ; 

n 

switch  ( L pt L i -> i Image ) < 

a 

case 

IDX_RSASECKEY  : 

a 

case 

IDX_RSASECDISKEY  : 

a 

case 

IDX.RSASECREVKEY  : 

n 

case 

IDX_RSASECEXPKEY  : 

n 

case 

IDX_RSAPUBKEY  : 

n 

case 

IDX_RSAPUBDISKEY  : 

n 

case 

IDX_RSAPUBREVKEY  : 

n 

case 

IDX_RSAPUBEXPKEY  : 

n 

case 

IDX_DSASECKEY  : 

n 

case 

IDX_DSASECDISKEY  : 

a 

case 

I DX.DSASECREVKEY  : 

□ 

case 

IDX_DSASECEXPKEY  : 

D 

case 

IDX_DSAPUBKEY  : 

n 

case 

IDX_DSAPUBDISKEY  : 

□ 

case 

IDX_DSAPUBREVKEY  : 

n 

case 

IDX_DSAPUBEXPKEY  : 

n 

a 

pKey  = (PGPKey*) ( Lpt Li->LParam) 

n 

n 

bContinue  = TRUE; 

n 

Q 

break; 
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a case  I D X_R S A U S E R I D : 
a case  I D X_ D S AU S E R I D : 

n n pUserlD  = (PGPUserID*)CLptLi->lParam); 
n n pKey  = KMG e t Key F r omU s e r I D (g_hWndTree,  pUserlD); 
n n bContinue  = FALSE; 

a n break; 

n case  IDX_CERT  : 

n case  IDX_REVCERT  : 

n case  IDX_BADCERT  : 

n n pCert  = C PG PC e r t * ) ( L p t L i -> I Pa r a m ) ; 

n n PGPcomdLgErrorHessage  CpgpGetCertifier  (pCert,  g_pKeySetMain,  6pKey)); 

n n bContinue  = TRUE; 

n n break; 

n default  : 

n n return  FALSE; 

n > 

o //  see  if  property  sheet  is  already  open  for  this  key 

n for  (i=0;  i<MAXSHEETS;  i++)  { 

n n if  CpKey  ==  pKeyTa b I e C i D ) { 

° ° n Se t Fo r eg r oundW i ndow  ( h WndTa b I e C i 3 ) ; 

n n n return  TRUE; 

n n } 

n } 

n //  no  existing  property  sheet  for  this  key, 

n //  see  if  we've  reached  the  max  number  of  sheets 

n i N umbe r S h e e t S + + ; 

n if  ( i NumberSheets  > MAXSHEETS)  { 
o D i N umb e r S h e e t s ; 

n n return  FALSE; 

n } 

n //  create  sheet  for  this  key 

n if  (pKey)  { 

a a _beginthreadex  (NULL,  0,  SingleKeyThread,  CLPVOID)pKey,  0,  adwID); 

a } 

n return  bContinue; 

> 

□ 


//  Put  up  key  properties  dialog(s) 

BOOL  KMKey P r ope r t i e s (HWND  hWnd)  { 
a TL_TREEITEM  tli; 

a CHAR  sz256i:256:; 

n INT  i; 

n hWndParent  = hUnd; 

n if  ( i N umbe r S h e e t s ==  0)  { 
a n for  (i=0;  i<HAXSHEETS;  i++)  ( 
non  hWndTableCiD  = NULL; 

n n n pKeyTableCiD  = NULL; 

:CCHK:52c193dd7c28da995caaf58a0f66d1de9a77c8eb3fff711ec411ffbc02df475ec:: 


859 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc, 


KMProps.c 


n n > 

n } 

n if  ( KHMu L t i p L e S e L e c t ed  ())  f 

n n T r e e L 1 s t _ I t e r a t e S e L e c t e d (g_hWndTree,  S i n g L e Key P ro pe r t i e s ) ; 

n > 

n e L s e { 

n n tLi.hItem  = KMFocusedltem  (); 

n n tLi.pszText  = sz256; 

n n t L i . c c hTe X t Ha X = 256; 

n n tli.mask  = TLIF_IHAGE  | TLIF_TEXT  | TLIF_PARAM; 

n n if  ( ! TreeLi st_GetItem  (g_hWndTree,  &tLi))  return  FALSE;n 

n n S i ng L e Key P rope r t i e s (8tLi); 

n > 

n return  TRUE; 

> 


//  Update  all  existing  p r ope r t y s h e e t s 

VOID  KHUpda t eKey Prope r t i e s (void)  f 
n INT  i; 

n if  ( i N umbe r S h e e t s > 0)  ( 

n n for  (i=0;  i<HAXSHEETS;  i++)  { 

n n n if  ( h U ndTa b L e C i D &&  p Ke yTa b I e C i H ) f 

n n n n SendMessage  ( h Wn dTa b L e C i D , WH_USER,  0,  0); 

n n n > 

n Q ) 

n } 

> 


//  Delete  existing  p r ope r t y s h e e t s 

VOID  KHDe letePropert i esKey  (PGPKey*  pKey)  { 
n INT  i; 

n if  ( i Numbe r S h ee t s > 0)  { 
n n for  (i=0;  i<HAXSHEETS;  i++)  f 
n n n if  ( pKeyTa b L e C i 3 ==  pKey)  { 

n n n n SendMessage  ( h W n dTa b I e C i 3 , WM_USER+1,  0,  0); 

n n n n pKeyTableCi3  = NULL; 

□ a n > 

n n } 

n } 

> 


//  Delete  existing  p r ope r t y s h e e t s 

VOID  KHDe let eA I I KeyPrope r t i es  (void)  { 
n INT  i; 

n if  ( i Numbe r S h e e t s > 0)  { 

[CCHK:7ff0405d7340b6dfffa002ffe52984d9995aaf994d5e9a05666e110554ac3d53233 
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a n for  (i=0;  KMAXSHEETS;  i++)  { 
n n n if  ( h Wn dTa b L e C i D ) { 

B n n B SendHessage  C h WndTab L e C i ] , WH_USER+1,  0,  0); 

B « n n pKeyTabLeCi]  = NULL; 

B B B } 


B 


> 


B 


> 


> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

//iKMTree.c  - handLe  creating  and  fiLLing  TreeList  controL 
/ / 

//n  $Id:  KMTree.c, V 1.6  1997/05/27  22:07:07  pbj  Exp  $ 

// 


#i nc  Lude 
^incLude 
#i nc  Lude 
#incLude 
#i nc  Lude 
#incLude 


<wi ndows . h> 

<process.h> 

<commctrL.h> 

"pgpkeys.h" 

"resource. h" 

". .\incLude\treeList.h 


^define  BITHAP_WIDTH  16 
^define  B I TH AP_H E I G HT  16 

^define  LO A D I NGT I M EOUTn  1000 


//  externaL  gLobaLs 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndMain; 

extern  HUND  g_hWndTree; 

extern  PGPKeySet*  g_pKey S e t Ma i n ; 

extern  LONG  g_ L Key L i s t S o r t F i e L d ; 

extern  CHAR  g _s z bu f C G_BU F LEN ] ; 

//  LocaL  gLobaLs 
static  BOOL  bCanceL; 
static  BOOL  bOpeningKeyring; 
static  HWND  hWndLoading; 
static  HWND  hWndLoadingParent; 
static  HIHAGELIST  hlmL; 

static  LONG  L C u r r e n t Key Cou n t , L Key C ou n t T h r e s h o L d ; 


// 

//  Create  TreeList  Window 


I 


HWND  KHCreateTreeLi St 
n HWND  hWndTree; 

n RECT  rcL; 

n HBITHAP  hBmp; 

n HBITHAP  hBmpMsk; 


(HWND  hWndParent)  ( 

//  handLe  to  tree  view  window 
//  rectangLe  for  setting  size  of  window 
//  handLe  to  a bitmap 
//  handLe  to  a bitmap 


n GetCLientRect  (hWndParent,  &rcL); 


//  Create  the  tree  view  window. 

n hWndTree  = C r ea t e W i ndow E x ( W S_ EX_C LI  ENT E D G E , WC_TREELIST, 
n n n WS_VISIBLE  | WS_CHILD  | WS_B0RDER  | T LS _H A S BUTTON S 

nun  TLS_HASLINES  | T LS_ AUTOS C RO LL  | T LS_P ROM  I S C UO U S , 
n n n 0,  LOGO_HEIGHT,  rcL. right  - rcL.Left, 

n n n rcL. bottom  - rcL.top  - L0G0_H E I G H T , 

n n n hWndParent,  ( H H E NU ) I D C_T R E E LI  ST , g_hlnst,  NULL); 


n if  (hWndTree  ==  NULL)  return  NULL; 
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//  Initialize  the  tree  view  window. 

//  First  create  the  image  List  you  will  need. 
a himl  = ImageLi  st_Create  ( B I TM A P_W I D T H , B I TM A P_ H E I G HT , 

“ ° ° ° ° n a ILC_C0L0R  | ILC.MASK,  NUM_BITMAPS,  0); 

//  Load  the  bitmaps  and  add  them  to  the  image  List,  order  is  important 
n / / RSA  pub  Lie  key 

a hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSAPUB)); 
n hBmpMsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_R S A P U BM S K ) ) ; 
n ImageLi st_Add  (hImL,  hBmp,  hBmpMsk); 
n DeLeteObject  (hBmpMsk); 

n DeLeteObject  (hBmp); 

a II  RSA  public  disabled  key 

a hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSAPUBDIS)); 
n hBmpHsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_ R S A PUB D I S M S K ) ) ; 
n ImageLi st_Add  (hlml,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  RSA  public  revoked  key 

a hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSAPUBREV)); 
n hBmpMsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_ R S A PUB R E VH S K ) ) ; 
n ImageList_Add  (hImL,  hBmp,  hBmpMsk); 
n DeLeteObject  (hBmpMsk); 

n DeLeteObject  (hBmp); 


n //  RSA  public  expired  key 

a hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I DB_RS APUBEXP ) ) ; 
n hBmpMsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_ R S A PUB E X PM S K ) ) ; 
a ImageList_Add  (hImL,  hBmp,  hBmpMsk); 
n DeLeteObject  (hBmpMsk); 

n DeLeteObject  (hBmp); 


n //  RSA  secret  key 

n hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_ R S AS E C ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_R S AS E C H S K ) ) ; 
n ImageLi st_Add  (hImL,  hBmp,  hBmpMsk); 
n DeLeteObject  (hBmpMsk); 

n DeLeteObject  (hBmp); 


n //  RSA  secret  disabled  key 

n hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  ( I D B_ R S A S E C D I S ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSASECDISHSK)); 
a ImageLi st_Add  (hImL,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpMsk); 

n DeLeteObject  (hBmp); 


n //  RSA  secret  revoked  key 

n hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSASECREV)); 
a hBmpMsk  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE  (IDB_RSASECREVHSK)); 
a ImageList_Add  (hImL,  hBmp,  hBmpMsk); 
a DeLeteObject  (hBmpMsk); 

a DeLeteObject  (hBmp); 


//  RSA  secret  expired  key 

hBmp  = LoadBitmap  (g_hlnst,  HAKEINTRESOURCE 


( I DB_RSASECEXP)  ) ; 


:CCHK:b67733d7d52499121cecc23627aac053c7712d7eaaf247f9948597ee5ed008975:: 


863 


Pretty  Good  Privacy  5.0^'^  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc 


KMTree.c 


n hBmpHsk  = LoadBitmap  (g_hlnst,  H AKE I NT R E S 0 U R C E ( I D B_ R S AS E C E X PM S K ) ) ; 
n I ma g e L i s t _ Add  (hlml,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  pubL i c key 

n hBmp  = LoadBitmap  (g_hlnst,  H AKE I NT R E S 0 U R C E ( I DB_DS APUB ) ) ; 
n hBmpMsk  = LoadBitmap  (g_hlnst,  H AKE I NT R E S OU R C E ( I DB_ D S A PU BMS K ) ) ; 
n I ma g e Li s t _ Ad d (hImL,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  pubLic  disabLed  key 

n hBmp  = LoadBitmap  (g.hinst,  M AKE I NT R E S OU R C E ( I DB_ D S A PUB D I S ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D B_D S APUB D I S M S K ) ) ; 
n I ma g e L i s t _ Add  (hImL,  hBmp,  hBmpHsk); 

a DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  pubLic  revoked  key 

n hBmp  = LoadBitmap  (g_hlnst,  M A KE I NT R E S OU R C E ( I DB_ D S A PU B R E V ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  H AKE I NT R E S 0 U R C E ( I DB_ D S A PUBR E VM S K ) ) ; 
n I mag e Li s t _ Ad d (hImL,  hBmp,  hBmpHsk); 

n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  pubLic  expired  key 

n hBmp  = LoadBitmap  (g.hinst,  M AKE I NT R E S OU R C E ( I DB_D S APU B E X P ) ) ; 
n hBmpHsk  = LoadBitmap  (g.hinst,  H AKE I NT R E S 0 U R C E ( I DB_ D S A PUB E X PH S K ) ) ; 
n I ma g e Li s t _ Ad d (hImL,  hBmp,  hBmpHsk); 

n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  secret  key 

n hBmp  = LoadBitmap  (g_hlnst,  H AKE I NT R E S OU R C E ( I DB_D S AS E C ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D B_ D S AS E CH S K ) ) ; 
n I ma g e L i s t _ Add  (hImL,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  secret  disabLed  key 

n hBmp  = LoadBitmap  (g_hlnst,  H AKE I NT R E S OU R C E ( I DB_D S AS E C D I S ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  M AKE I NTR E S 0 U R C E ( I DB_D S AS E C D I S M S K ) ) ; 
n I ma g e L i s t _ Add  (hImL,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  secret  revoked  key 

n hBmp  = LoadBitmap  (g_hlnst,  H AKE I NTR E S OU R C E ( I DB_D S A S E C R E V ) ) ; 
n hBmpHsk  = LoadBitmap  (g.hinst,  H AKE I NT R E S OU R C E ( I DB_D S A S E C R E VMS K ) ) ; 
n ImageLi st_Add  (hImL,  hBmp,  hBmpHsk); 
n DeLeteObject  (hBmpHsk); 

n DeLeteObject  (hBmp); 

n //  DSA  secret  expired  key 

n hBmp  = LoadBitmap  (g_hlnst,  M AKE I NT R E S OU R C E ( I DB_D S A S E C E X P ) ) ; 
n hBmpHsk  = LoadBitmap  (g_hlnst,  H AKE I NT R E S OU R C E ( I DB_ D S A S E C E XPM S K ) ) ; 
n I ma g e L i s t _ A d d (hImL,  hBmp,  hBmpHsk); 
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n DeleteObject  (hBmpMsk); 

n DeleteObject  (hBmp); 

n //  RSA  user  id 

n hBmp  = LoadBitmap  Cg_hlnst,  MAKEINTRESOURCE  (IDB_RSAUID)); 
n hBmpMsk  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I D B_U I DM S K ) ) ; 
n ImageList_Add  (hlml,  hBmp,  hBmpMsk); 
n DeleteObject  (hBmpMsk); 

a DeleteObject  (hBmp); 

a II  DSA  user  id 

n hBmp  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  (IDB_DSAUID)); 
n hBmpMsk  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I DB_UI OMSK) ) ; 
n ImageList_Add  (himl,  hBmp,  hBmpMsk); 
n DeleteObject  (hBmpMsk); 

a DeleteObject  (hBmp); 

n //  certification 

n hBmp  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  (IDB_CERT)); 
n hBmpMsk  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  (IDB_CERTMSK)); 
n I ma g e L i s t _ Add  (hlml,  hBmp,  hBmpMsk); 
n DeleteObject  (hBmpMsk); 

n DeleteObject  (hBmp); 

n //  revoked  certification 

n hBmp  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I D B_R E VC E RT ) ) ; 
a hBmpMsk  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I DB_REVC ERTMSK) ) ; 
n ImageList_Add  (hlml,  hBmp,  hBmpMsk); 
n DeleteObject  (hBmpMsk); 

n DeleteObject  (hBmp); 

n //  bad  certification 

n hBmp  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I DB_B A D C E RT ) ) ; 
n hBmpMsk  = LoadBitmap  (g_hlnst,  MAKEINTRESOURCE  ( I DB_B A D C E RTM S K ) ) ; 
n ImageLi st_Add  (hlml,  hBmp,  hBmpMsk); 

H DeleteObject  (hBmpMsk); 

n DeleteObject  (hBmp); 

//  Be  sure  that  all  the  bitmaps  were  added. 

n if  ( ImageLi st_GetImageCount  (hlml)  < NUM_BITMAPS)  return  FALSE; 

//  Associate  the  image  list  with  the  tree  view  control, 
n TreeList_SetImageList  (hWndTree,  hlml); 

a return  hWndTree; 

} 


//  Insert  column  information  into  control 

BOOL  KHAddColumns  (HWND  hWndTree)  { 
a TL_C0LUMN  tic; 
n CHAR  sz64C64D; 

a WORD  wWidthCNUMBERCOLUMNS:,- 

n KMGetColWidthsFromRegistry  (&wWidthC0],  NUMBERCOLUMNS); 
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n tic. mask  = TLCF_FHT  | TLCF_WIDTH  | TLCF_TEXT  | 
n n n n TLCF_SUBITEH  | TLC F_DATATYPE  | T LC F _ D AT AM AX ; 
n tlc.pszText  = sz64; 


n 

n 

D 

D 

D 

Q 


tlc.iSubltem  = 0; 
tlc.fmt  = TLCFHT_LEFT; 
tlc.iDataType  = TLC_DATASTRING; 
tlc.cx  = wWidthC0D; 

Loadstring  (g_hlnst,  I D S_KE Y C 0 LT I TLE , sz64,  64); 
T r e e L i s t _ I n s e r t C o L umn  (hWndTree,  0,  Stic); 


n tLc.iSubltem  = 1; 
n tlc.fmt  = TLC FMT_LINBAR; 
n tlc.iDataType  = TLC_DATALONG; 

n t I c . cchTextHax  = KM C on v e r t F romPG PVa I i d i t y ( PGP_V A LI D I T Y_C OM P LET E ) ; 
n tlc.cx  = wWidthClD; 

n Loadstring  (g_hlnst,  I D S_ V A LC 0 LT I T LE , sz64,  64); 
n T r e e Li  s t _ I n s e r t C o I umn  (hWndTree,  1,  &tlc); 

n tlc.iSubltem  = 2; 
n tlc.fmt  = TLC FMT_LINBAR; 
n tlc.iDataType  = T LC_D AT A LO NG ; 

n t I c . c c h Te X t Ha  X = KM C on ve r t F r omPG PT r u s t ( PG P_KE YT RU ST_ C OH P LET E ) ; 
n tlc.cx  = wWidthC2!]; 

n Loadstring  (g_hlnst,  I D S_T RU ST C 0 LT I T LE , sz64,  64); 
n T r e e L i s t _ I n s e r t C o I umn  ChUndTree,  2,  Stic); 


n tlc.iSubltem  = 3; 
n tlc.fmt  = TLCFHT_LEFT; 
n tlc.iDataType  = T LC_ D AT A ST R I NG ; 
n tlc.cx  = wWidthC33; 

n Loadstring  Cg_hlnst,  I D S_D AT E C 0 LT I T LE , sz64,  64); 
n T r e e L i s t _ I n s e r t C o I umn  (hWndTree,  3,  Stic); 


n tlc.iSubltem  = 4; 
n tlc.fmt  = TLCFHT_LEFT; 
n tlc.iDataType  = T LC_D AT AST R I NG ; 
n tlc.cx  = wWidthC4D; 

a Loadstring  (g_hlnst,  I D S_B I T S C 0 LT I T LE , sz64,  64); 
n T r ee Li s t _ I n s e r t C o I umn  (hWndTree,  4,  Stic); 


n return  TRUE; 
} 


//  Set  (or  add)  a tree  item  to  the  tree 

HTLITEH  SetOneltem  (BOOL  bRelnsert,  HTLITEH  hitem,  HTLITEM  hParent, 
n n n n n LPSTR  szText,  HTLITEH  hInsAfter,  INT  ilmage, 

n n n n n UINT  uState,  LPARAM  IParam, 

n n n a n HWND  hWndTree)  ( 

n TL_TREEITEM  tll; 
n TL_INSERTSTRUCT  tllns; 

n tll. hitem  = hitem; 

n tll. mask  = TLIF_TEXT  | TLIF_IHAGE  | TLIF_STATE  1 TLIF_PARAM; 
a t II . stateHask  = TLIS_BOLD  | T L I S_I T A LI C S ; 
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n tLI.stateMask  |=  uState; 
n tLI. state  = uState; 

a tll.pszText  = szText; 
a tll.cchTextMax  = LstrLen  (szText); 
a tLI.ilmage  = ilmage; 

a tll.iSelectedImage  = ilmage; 

a tLI.LParam  = LParam; 

//  Insert  the  data  into  the  tree, 
a if  CbRelnsert  ||  !hltem)  { 
a a tLIns.item  = tLI; 

a a tllns.hlnsertAfter  = hlnsAfter; 

a a tLIns.hParent  = hParent; 

a a return  (TreeList_InsertItem  (hWndTree,  StLIns)); 
a } 

a else! 

a a TreeList_SetItem  (hWndTree,  &tLI); 

a a return  hitem; 

a } 

> 


// 

//  Set 


List  data  for  a key 


HTLITEH  SetKeyData  (HTLITEM  hitem,  HWND  hWndTree,  INT  iVaL, 
a a a u a INT  iTrust,  LPSTR  szDate,  LPSTR  szBits)  { 
a TL_LISTITEH  tLL; 

a CHAR  szText  C128D; 

a tLL.pszText  = szText; 

a tLL. hitem  = hitem; 

a tLL.stateMask  = TLIS_VISIBLE; 

a tLL.iSubItem  = 1; 
a tLL. state  = T LI S_ V I S I BLE ; 
a tLL. mask  = TLI F_DATAVALUE  | TLIF_STATE; 
a t L L . L Da t a Va L u e = iVaL; 

a hitem  = (HTLITEM)  T r e e L i s t _ S e t L i s t I t em  (hWndTree,  StLL); 

a tLL.iSubItem  = 2; 
a tLL. state  = T LI S_ V I S I B LE ; 
a tLL. mask  = T LI F _ D AT A V A LU E | TLIF_STATE; 
a t L L . L Da t a Va L u e = iTrust; 

a hitem  = (HTLITEH)  TreeList_SetListItem  (hWndTree,  &tLL); 

a tLL.iSubItem  = 3; 

a tLL. state  = T LI S_ V I S I BLE ; 
a tLL. mask  = TLIF_TEXT  | TLIF_STATE; 
a Lstrcpy  (szText,  szDate); 

a hitem  = (HTLITEH)  TreeList_SetListItem  (hWndTree,  StLL); 

a tLL.iSubItem  = 4; 

a tLL. state  = T L I S_V I S I B L E ; 
a tLL. mask  = TLIF_TEXT  | TLIF_STATE; 
a Lstrcpy  (szText,  szBits); 

a hitem  = (HTLITEH)  T r e e L i s t _ S e t L i s t I t em  (hWndTree,  &tLL); 

a return  (hitem); 
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//  Set  treelist  List  data  for  a userlD 

HTLITEM  SetIDData  (HTLITEH  hitem,  HWND  hWndTree,  INT  iVaLidity)  f 
n TL_LISTITEM  tLL; 

n CHAR  szText  C128D; 

n tlL.pszText  = szText; 

n tLL. hitem  = hitem; 

n t L L . s t a t e Ma s k = T LI S_V I S I B L E ; 

n tLL.iSubItem  = 1; 
n tLL. state  = T L I S _ V I S I BLE ; 

n tLL. mask  = T LI F_ D AT A V A LU E | TLIF_STATE; 
n tLL.LOataVaLue  = iVaLidity; 

n hitem  = (HTLITEH)  T r e e Li s t _S e t Li s t I t em  (hWndTree,  &tLL); 

n return  (hitem); 

} 


//  Set  treeList  List  data  for  a certification 

HTLITEM  SetCertData  (HTLITEM  hitem,  HWND  hWndTree,  LPSTR  szDate)  { 
n TL_LISTITEM  tLL; 

a char  szText  C128D; 

n tLL.pszText  = szText; 

n tLL. hitem  = hitem; 

n t L L . s t a t eHa s k = T L I S_V I S I B LE ; 

n tLL.iSubItem  = 3; 
n tLL. state  = T L I S_V I S I B LE ; 
n tLL. mask  = TLIF_TEXT  | TLIF_STATE; 
n Lstrcpy  (szText,  szDate); 

n hitem  = (HTLITEH)  TreeList_SetListItem  (hWndTree,  &tLL); 

n return  (hitem); 

> 


//  Construct  string  representation  of  number  of  key  bits 

VOID  Ge t KeyBi t sS t r i ng  (PGPKey*  pKey,  LPSTR  sz,  UINT  u)  ( 
n UINT  uALg; 

n UINT  uKeyBits,  uSubKeyBits; 

n PGPSubKey*  pSubKey; 

n PGPKeyList*  pKeyList; 

n PGPKeylter*  pKeylter; 

n INT  iError; 

n p g p G e t Ke y N u mb e r (pKey,  kPG PKey P r op A L g I d , SuALg); 

n switch  (uALg)  { 
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n case  PG P_PKA LG_R S A : 

n n pgpGetKeyNunber  CpKey,  kPG PKey P r opB i t s , SuKeyBits); 
n n wsprintf  (g_szbuf,  "Xi",  uKeyBits); 

n n Lstrcpyn  (sz,  g_szbuf,  u); 

n n break; 


n 

□ 

n 

Q 

n 

n 

n 

n 

D 

n 

n 

n 

□ 

n 

□ 


case  PGP_PKALG_DSA  : 

n -iError  = pgpGetKeyNumber  (pKey,  kPGPKeyPropBits,  SuKeyBits); 
a pKeyList  = pg pO r d e rKey S e t ( g.pKey S e t Ha i n , k PG P Any 0 rd e r i n g ) ; 
n pKeylter  = pgpNewKeylter  (pKeyList); 

a pgpKeylterSet  (pKeylter,  pKey); 

n pSubKey  = pgpKeylterNextSubKey  (pKeylter); 
n if  (pSubKey)  { 

n n pgpGetSubKeyNumber  (pSubKey,  kPGPKeyPropBits,  8u S ub Key B i t s ) ; 
n n wsprintf  (g_szbuf,  "Xi/Xi",  uKeyBits,  u S u bKey B i t s ) ; 
n > 

n else  wsprintf  (g_szbuf,  "%i",  uKeyBits); 
n pgpFreeKeylter  (pKeylter); 

n pgpFreeKeyList  (pKeyList); 

o Lstrcpyn  (sz,  g_szbuf,  u); 

n break; 


n default  : 

n n Loadstring  (g_hlnst,  IDS_UNKNOWN,  sz,  u); 

n n break; 

n } 

} 


//  Reload  a single  key 

HTLITEM  ReloadKey  (HWND  hWndTree,  PGPKeylter*  pKeylter,  PGPKey*  pKey, 

° ° ° “ BOOL  bRelnsert,  BOOL  b F o r c e N e w A L L o c , BOOL  bExpandNew, 

“ n “ n n BOOL  bFirstCall,  HTLITEH  hTPrev)  { 

a HTLITEH  hTKey,  hTUID,  hTCert; 

n TL_TREEITEH  tli; 

n I NT  idx,  iALg; 

n CHAR  szC256:; 

n CHAR  szBitsC16]; 

n CHAR  SZIDC32:; 

n UINT  u,  uTrust,  uValidity,  uState; 

n PGPTime  time; 

n BOOL  bltalics,  bNew; 

n Boolean  bRevoked,  bAxiomatic; 

n Boolean  bVerified,  bTried,  bNotCorrupt; 

n PGPUserlD*  pUserlD; 

n PGPCert*  pCert; 

n PGPKey*  pCertKey; 

n static  BOOL  bNewKeyExpanded; 

n uState  = 0; 

n bNew  = FALSE; 

n if  (bFirstCall)  bNewKeyExpanded  = FALSE; 

n pgpGetKeyUserVa L (pKey,  ( L on g * ) ShTKey ) ; 

n if  (!hTKey)  { 
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n n pgpIncKeyRefCount  (pKey); 

a n bNew  = TRUE; 

n } 

n //  determine  icon  and  italics 
n idx  = KHDet e rmi neKey I con  CpKey,  Sbltalics); 
n if  (bltalics)  uState  |=  T L I S_ I T A LI C S ; 

n //  get  primary  userid  name  string 
n KHGetKeyName  (pKey,  sz,  sizeofCsz)); 

n //  insert  key  item  into  tree  and  save  pointer  to  tree  item 

n if  (IhTKey  SS  bExpandNew)  uState  |=  T LI S _S E LE CT E D ; 

n if  ( b Fo r c e N e w A L L o c ) hTKey  = NULL; 

n hTKey  = SetOneltem  (bRelnsert,  hTKey,  NULL,  sz,  hTPrev,  idx, 
n n n n n n uState,  ( LPAR AM ) pKey , hWndTree); 
n pg pS e t Key U s e r Va L (pKey,  ( L ong ) hTKey ) ; 

a II  Ti  a reinsertion,  then  we're  done 
n if  (bRelnsert)  return  hTKey; 

n //  get  and  set  treelist  List  data  for  this  key 

n if  (PGPcomdLgErrorHessage  ( pg pGe t P r i ma r y U s e r I D Va L i d i t y ( p Key , Su Va L i d i t y ) ) ) 
n n uValidity  = 0; 
n else 

n n uValidity  = KM C on ve r t F r omPG PVa L i d i t y (uValidity); 
n GetKeyBitsString  (pKey,  szBits,  sizeof(szBits)); 
n pgpGetKeyNumber  (pKey,  kPGPKeyPropTrust,  SuTrust); 
n uTrust  = KM C on ve r t F r omPG PT r u s t (uTrust); 
n pg pG e t Key T i me  (pKey,  kPG PKey P r opC r ea t i on , Stime); 

n KHConvertTi meToSt ri ng  (Stime,  sz,  sizeof(sz)); 

n //  if  axiomatic  set  trust  and  validity  to  out-of-range  values 
n //  in  order  to  flag  different  graphical  representation 

n pgpGetKeyBoolean  (pKey,  kPGPKeyPropIsAxiomatic,  SbAxiomatic); 
n i f ( bAx i oma  t i c ) { 

n n uTrust  = KM  Con ve r t F r omPG PT r us t ( PG P_KE YTRU ST_U LT I M AT E ) + 1;nn 

n n uValidity  = KMCon ve r t F r omPG PVa I i d i t y ( PG P_V A L I D I T Y_C OM P LET E ) + 1; 

n } 

a SetKeyData  (hTKey,  hWndTree,  uValidity,  uTrust,  sz,  szBits); 
n //  iterate  through  userids 

n pUserlD  = pg p Key  1 1 e r N e x t U s e r I D (pKeylter); 
n while  (pUserlD)  { 
n n uState  = 0; 

n a pg pGe t U s e r I D U s e r Va L (pUserlD,  ( L ong * ) 8 hTU I D ) ; 

n n if  (IhTUID)  bNew  = TRUE; 

anil  get  and  set  treelist  tree  data  for  this  userid 
n B KMGetUserlDName  (pUserlD,  sz,  sizeof(sz)); 

B B if  ( b F o r c eN e w A I L o c ) hTUID  = NULL; 

B B pgpGetKeyNumber  (pKey,  kPGPKeyPropALgId,  SiALg); 

B B if  (iALg  ==  PGP_PKALG_RSA)  idx  = I DX_ R S AU S E R I D ; 

B B else  idx  = I D X_ D S AU S E R I D ; 

B B hTUID  = SetOneltem  (bRelnsert,  hTUID,  hTKey,  sz,  ( H T L I T EM ) T L I _ LA S T , 

B B B B B B B idx,  uState,  ( LP AR AM ) pU s e r I D , hWndTree); 

B B pg p S e t U s e r I DU s e r Va L (pUserlD,  ( L ong ) hTU I D ) ; 
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n n //  get  and  set  treeList  List  data  for  this  userid 

n n pgpGetUserlDNumber  (pUserlO,  kPGPUserlDPropVaLidity,  &u); 

n a u = KMConvertFromPGPValidity  (u); 

n n SetIDData  (hTUID,  hWndTree,  u); 

□ n 

n n //  iterate  through  certifications 

n n pCert  = pg pKey I t e r N e x t U I D C e r t CpKeylter); 
n n while  (pCert)  { 

n n n pg pGe t C e r t U s e r Va L (pCert,  ( L on g * ) & h T C e r t ) ; 

n n n if  (IhTCert)  bNew  = TRUE; 


n 

□ 

Q 

n 

Q 

n 

n 

n 

s 

Q 

n 

n 

n 

n 

n 

□ 

n 

n 


a n 
n n 
Q n 
n n 
n a 
n n 
n n 
n Q 
a n 

□ n 
n Q 
n n 
n n 
n n 
n n 

□ n 
n n 

□ o 


//  get  and  set  treeList  tree  data  for  this  cert 
PGPcomdLgErrorMessage  (pgpGetCertifier  (pCert,  g_pKeySetHain, 
nnnnnnnnnn  SpCertKey)); 
i f (pCertKey ) { 

n KMGetKeyName  (pCertKey,  sz,  sizeof(sz)); 

> 

else  { 

n u = sizeof(szID); 

n pgpG e t C e r t S t r i n g (pCert,  kPG PC e r t P r o pKey I D , szID,  &u); 
n KM C onve r t S t r i ng Ke y I D (szID); 
n Loadstring  (g_hlnst,  I D S_U N A V A I LAB LE C E RT , 
n n n n n n g_szbuf,  s i z e o f ( g _ s z bu f ) ) ; 
n wsprintf  (sz,  g_szbuf,  szID); 

} 

pgpGetCertBooLean  (pCert,  kPGPCertPropIsRevoked,  &bRevoked); 
pg pGe t C e r t Boo L ea n (pCert,  k PG PC e r t P r o p I s Ve r i f i ed , fibVerified); 
pgpGetCertBooLean  (pCert,  kPGPCertPropIsTried,  &bTried); 
pgpGetCertBooLean  (pCert,  kPG P C e r t P r op  I s No t C o r r u p t , &bNo t C o r r u p t ) ; 


n 

□ 

n 

□ 

n 


tt 

B 

if  (bRevoked)  idx  = IDX 

_REVCERT; 

B 

B 

else 

if  (bVerified)  idx 

= IDX_CERT; 

B 

B 

else 

if  (bTri ed)  idx  = 

IDX_BADCERT; 

B 

B 

else 

if  CbNotCorrupt)  i 

dx  = IDX_CERT; 

B 

B 

else 

idx  = IDX_BADCERT; 

n n n if  ((idx  !=  IDX_CERT)  ||  ibVerified)  uState  = T L I S _ I TA LI C S ; 

n n n eLseuState=0; 


n 

n 

n 

n 


n 


n n if  ( b Fo r c e N e wA L L o c ) hTCert  = NULL; 

n n hTCert  = SetOneltem  (bRelnsert,  hTCert,  hTUID,  sz, 

n n n n n « n ( HT LI T EM ) T LI _ L A S T , idx, 

n n n n n n n uState,  (LPARAM)pCert,  hWndTree); 

n n pgpSet Ce r t Use rVa L (pCert,  ( L o ng ) h T C e r t ) ; 


Q n D 
n n n 
n n n 
n n n 


//  get  and  set  treeList  List  data  for  this  cert 
pg pGe t C e r t T i me  (pCert,  kPG P C e r t P r o p C r e a t i on , &time); 
KMConvertTimeToString  (fitime,  sz,  sizeof(sz)); 
SetCertData  (hTCert,  hWndTree,  sz); 


n n n pCert  = pg pKey I t e r N ex t U I D C e r t (pKeylter); 
□ n } 

n n pUserlD  = pg p Key I t e r N e x t U s e r I D (pKeylter); 

n > 


n //  select  and  expand  key,  if  appropriate 
n if  (bExpandNew  &&  bNew)  -C 

n n tLi.hItem  = hTKey; 
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n 

□ 

i f 

(! bNewKey Expanded ) ( 

n 

D 

s 

TreeList_SeLect 

(hWndTree,  StLi, 

T R U E ) ; 

o 

□ 

n 

T reeLi st_Expand 

(hWndTree,  StLi, 

TLE_EXPANDALL) ; 

n 

Q 

□ 

bNewKeyExpanded 

= TRUE; 

n 

n 

> 

n 

n 

e L 

s e { 

n 

□ 

n 

KHSetFocus  (KHFocusedItem  (),  TRUE); 

n 

n 

a 

T reeLi st_Expand 

(hWndTree,  StLi, 

TLE_EXPANDALL) ; 

□ 

Q 

> 

n 

> 

n 

return 

hTKey; 

> 


// 1 

//  "Working..."  dialog  message  procedure 

BOOL  CALLBACK  Loa d i ng D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
n n n n n a n LPARAM  LParam)  { 

n static  CHAR  sz64C64D; 

a static  HCURSOR  hCursorWait; 

a switch  (uHsg)  { 

a case  WH_ I N I T D I A LOG : 

a a if  (bCancel)  EndDiaLog  (hDLg,  0); 
a a e L se  { 

a a a hUndLoading  = hDLg; 

a a a S e t F o r e g r ou n d W i n d o w (hDLg); 

a a a hCursorWait  = LoadCursor  (NULL,  IDC_WAIT); 

a a > 

a a return  FALSE; 

case  WH_DESTROY: 
a a hWndLoading  = NULL; 

break; 

n case  WH_SETCURSOR  : 

a a if  (hCursorWait)  { 

a a a SetCursor  (hCursorWait); 

a a a returnTRUE; 

a a } 

a a break; 

n case  WM_USER  : 

a a hCursorWait  = NULL; 

a a EnabLeWindow  (GetDLgItem  (hDLg,  IDCANCEL),  TRUE); 

a a if  (wParam)  S e t D L g I t emT e x t (hDlg,  I D C_KE Y STR I NG , ( LP S T R ) L Pa r a m ) ; 

a a else  EndDiaLog  (hDlg,  0); 

a a return  TRUE; 

n case  WH_COHHAND: 

a a s w i t c h ( LO WOR D (wParam))  < 

a a case  IDCANCEL: 

a a a bCanceL  = TRUE; 

a a a EndDiaLog  (hDLg,  0); 
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n n n break; 

n n > 

n n return  TRUE; 

n > 

n return  FALSE; 

> 


// 

VOID  Loa d i n g T h r e a d (PVOID  pvoid)  { 
n Sleep  (LOADINGTIHEOUT); 

n if  ( L Cu r rent  Key  Count  < I Key C ou n t T h r e s h o L d ) { 

H n DiaLogBox  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D D_ LO A D I NG ) , 
n n n hWndLoadingParent,  LoadingDLgProc); 
n } 

} 


//  Scan  entire  keyring  Loading  in  any  new  data 

BOOL  KM Loa d Key R i n g I n t oT r e e (HWND  hParent,  HWND  hTree, 
n n n n n n n BOOL  bRelnsert,  BOOL  bExpandNew)  { 

n HCURSOR  hCursorOld; 

n PGPKeyList*  pKeyList; 

n PGPKeylter*  pKeylter; 

n PGPKey*  pKey; 

n PGPKey*  pDefauLtKey; 

n TL_TREEITEH  tli; 

n CHAR  szKeyStringC264]; 

n CHAR  sz1[256:; 

n UINT  u; 

n HTLITEH  hTPrevKey; 

n BOOL  bFirst; 

n L C u r r en  t Key  C ou n t = 0; 

n hTPrevKey  = ( H T LI T EH ) TLI _ F I R ST ; 
a bFirst  = TRUE; 

n L Key C oun t T h r e s h o L d = 1; 

n bCancel  = FALSE; 

n h Wn d Loa d i n g Pa r en t = hParent; 
n hWndLoading  = NULL; 

n _begi nthreadex  (NULL,  0,  ( LPT H R E A D_ S T A RT_ ROUT  I N E ) Loa d i n g T h r ea d , 
nnnnnnnn0,  0,  &u); 

n L Key Count Th re sho L d = pgpCountKeys  ( g_pKeySetHa i n ) ; 
n I Key C ou n t Th r e s h o L d >>=  2; 

n if  ( g_pKey S e t Ha i n ) { 

a a hCursorOLd  = SetCursor  (LoadCursor  (NULL,  IDC_WAIT)); 

n n pKeyList  = pgpOrderKeySet  (g_pKeySetHain,  g_LKeyListSortFieLd); 

n n pKeylter  = pgpNewKeylter  (pKeyList); 

n n pKey  = pg pKey I t e r Ne x t (pKeylter); 
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n n while  (pKey)  { 
n n n L C u r r e n t Key C o u n t ++ ; 


n n n if  (bCancel)  break; 


Q 

n 

□ 


n 


n n KMGetKeyName  (pKey,  szl,  s i z eof ( s z 1 ) ) ; 

n n wsprintf  ( s z Key S t r i ng , "%i:  %s",  L C u r r e n t Key C o u n t , szl); 
n n if  ( h Wnd Load i ng ) SendMessage  ( h W nd Loa d i ng  , WM_USER, 
nnnnnnnnnn  TRUE,  ( LP A R AM ) s z Key S t r i n g ) ; 


□ □ 

B n 

B B 

B B 

B B 

B B 

B B 


n hTPrevKey  = ReLoadKey  (hTree,  pKeylter,  pKey,  bRelnsert,  FALSE, 
B B B B B B B bExpandNew,  bFirst,  hTPrevKey); 
n pKey  = pgpKeylterNext  (pKeylter); 

B bFirst  = FALSE; 

} 

pg p F r eeKey I t e r (pKeylter); 
pgpFreeKeyLi St  (pKeyList); 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


pDefauLtKey  = pgpGetDefauLtPrivateKey  (g_pKeySetMain); 
if  (pDefauLtKey)  { 

B pgpGetKeyUserVa L (pDefauLtKey,  ( I o ng * ) & ( t L i . h 1 1 em ) ) ; 
n if  (tli.hltem)  { 

B B tli. state  = TLIS_B0LD; 

B B t L i . s t a t eMa s k = TLIS_BOLD; 

B B tli. mask  = TLIF_STATE; 

B B TreeList_SetItem  (hTree,  &tLi); 

n > 

} 


B B if  (bCancel)  { 

B B B pgpFreeKeySet  (g_pKeySetMain); 

B B B g_pKeySetMain  = NULL; 

B B B T r e e L i s t _ D e L e t eT r e e (hTree,  TRUE); 

B B > 

B B e I se  { 

B B B bCancel  = TRUE; 

B B B if  ( h Und Loa d i ng ) SendMessage  ( h W n d Loa d i ng , WM_USER,  FALSE,  0); 

B B > 

B B SetCursor  ( h C u r s o r 0 L d ) ; 

B B if  (bExpandNew)  { 

B B B tli.hltem  = KHFocusedItem  (); 

B B B if  (tli.hltem)  T r ee L i s t _ En su r e V i s i b L e (hTree,  Rtli); 

B B } 

B B return  TRUE; 

n } 


B //  error  on  open  key  rings 
B e L s e { 

n B bCancel  = TRUE; 

B B if  ( hUnd Loa d i n g ) SendMessage  ( h Wnd Loa d i n g , WM_USER,  FALSE,  0); 
B B KMMessageBox  (g_hWndMain,  IDS_CAPTION,  I D S_C AN NOTO PE N R I NG S , 
BBBBBBBB  M B _ 0 K | M B _ I C 0 N E X C L A M A T I 0 N ) ; 

B B return  FALSE; 

n > 

} 
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// 

//  Insert  single  key  into  treelist 

BOOL  KM Upda t e Key  I nT re e (HWND  hTree,  PGPKey*  pKey)  { 


n PGPKeyList*  pKeyList; 

n PGPKeylter*  pKeylter; 

n PGPKey*  pPrevKey; 

n PGPKey*  pDefauLtKey; 

n TL_TREEITEM  t I i ; 

a HTLITEM  hTPrevKey; 


n 

n 

□ 

a 

n 

n 

D 

n 


if  ( g _pKey S e t Ma i n ) {n 

n if  ( ! PG Pcomd L g E r ro rHe s sag e ( pg pG e t Ke y U s e rVa L (pKey, 
a a n a C L ong * ) & ( t L i . h I t em ) ) ) ) { 

a a if  (tli.hltem)  { 

n n H T r e e L i s t _ D e L e t e I t em  (hTree,  &tLi); 

n a a pgpSetKeyUserVal  (pKey,  0L); 

n n n pgpFreeKey  CpKey); 

n n } 


□ a 

□ □ 

□ □ 

□ □ 

□ □ 


n pKeyList  = pgpOrderKeySet  (g_pKeySetMain,  g_lKeyListSortFieLd); 
n pKeylter  = pg p N e wKey I t e r (pKeyList); 
n pgpKeylterSet  (pKeylter,  pKey); 

n pPrevKey  = pg pKey I t e r P r e v (pKeylter); 
n pgpKeylterSet  (pKeylter,  pKey); 


a a 
a a 
n n 
□ □ 
n □ 
□ □ 
□ D 


B hTPrevKey  = ( HT L I T E H ) T LI _ F I R S T ; 

B i f (pPrevKey)  { 

B B if  ( ! PGPcomd LgErrorMessage  ( pg pG e t Key U s e r Va I (pPrevKey, 
B B B n ( I ong* ) & ( t L i . h 1 1 em ) ) ) ) { 

B B n hTPrevKey  = tli.hltem; 

B B } 

n }n 


B B n ReloadKey  (hTree,  pKeylter,  pKey,  FALSE,  TRUE,  FALSE, 

B B B B B B TRUE,  hTPrevKey); 


B B B pg p F reeKey I t e r (pKeylter); 
B B B pg p F r e eKe y L i s t (pKeyList); 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


pDefaultKey  = pg pG e t D e f a u I t P r i va t e Key  ( g_pKey S e t Ma i n ) ; 
if  (pDefaultKey  ==  pKey)  ( 

n pg pG e t Key U s e r Va  I (pDefaultKey,  ( I o n g * ) 8 ( 1 1 i . h 1 1 em ) ) ; 

B if  (tli.hltem)  { 

B B tli. state  = TLIS_BOLD; 

B B t I i . s t a t eMa s k = TLIS_B0LD; 

n B tli. mask  = TLIF_STATE; 

B B T r ee L i s t _Se t I t em  (hTree,  8tli); 

n > 

} 


n B B pg pG e t Key U s e r Va L (pKey,  ( I o ng * ) 8 ( t I i . h 1 1 em ) ) ; 

n B B T r e e L i s t _S e I e c t (hTree,  8tli,  TRUE); 


n B B return  TRUE; 

B B } 

n > 
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n return  FALSE; 
} 


// I 

//  Set  validity  for  a treelist  item 

HTLITEM  Se t I t emVa L i d i ty  (HTLITEM  hitem,  HWND  hWndTree,  int  iValidity)  { 
a TL_LISTITEH  tlL; 

n tlL. hitem  = hitem; 

n tlL.iSubltem  = 1; 
n tlL.mask  = T LI F _ D AT A V A LU E ; 
n t L L . L Da t aVa L ue  = iValidity; 

n hitem  = (HTLITEM)  T r e e L i s t _ S e t L i s t I t em  (hWndTree,  &tlL); 

a return  (hitem); 

} 


// 

//  Scan  entire  keyring  loading  in  any  new  data 

BOOL  KMUpdateA  I I Va I i di t i es  (void)  ( 


n HCURSOR  hCursorOld; 

n HTLITEM  hTKey,  hTUID; 

n PGPKeyList*  pKeyList; 

n PGPKeylter*  pKeylter; 

a PGPKey*  pKey; 

n PGPUserlD*  pUserlD; 

n Boolean  bAxiomatic; 

n UINT  u; 


n if  (g_pKeySetMai n)  { 

n n hCursorOld  = SetCursor  (LoadCursor  (NULL,  IDC_WAIT)); 

n n pKeyList  = pgpOrderKeySet  (g_pKeySetMain,  g_lKeyListSortField); 

n n pKeylter  = pg pN e wKey I t e r (pKeyList); 

n n pKey  = pgpKeylterNext  (pKeylter); 


n //  iterate  through  keys 
n while  (pKey)  { 

n n pg pG e t Key U s e r Va  I (pKey,  ( I ong * ) &h T Key ) ; 

n n if  (hTKey)  { 

n a a //if  axiomatic  set  trust  and  validity  to  out-of-range  values 

a a a //  in  order  to  flag  different  graphical  representation 

a a a pg pG e t Key Boo  I e a n (pKey,  kPG PKey P r op  I s Ax i oma t i c , &b Ax i oma t i c ) ; 

a a a if  (bAxiomatic) 

a a a a u = KM C on v e r t F r omPG PVa I i d i t y ( PGP_V A LI D I T Y_ C OM PLET E ) + 1; 

a a a else{ 

a a a a if  ( PGPcomd I g E r ro rMessage  ( pg pGe t P r i ma r y U s e r I D Va I i d i t y ( 

a a a a a pKey,  8u)))  u = 0; 

a a a a else 

a a a a a u = KMConvertFromPGPValidity  (u); 

a a a > 

a a a S e t I t emVa I i d i t y (hTKey,  g_hWndTree,  u); 
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n n n } 


□ □ 

a a 

n n 

□ n 

n Q 

□ n 

n a 

n □ 

Q □ 

□ □ 

□ □ 

n □ 

n n 

Q Q 

n n 

□ □ 


n //  iterate  through  userids 

n pUserlD  = pgpKeylterNextUserlD  (pKeylter); 
n while  (pUserlD)  { 

n n pgpGetUserlDUserVal  (pUserlD,  (Long*)8hTUID); 

n H if  (hTUID)  { 

n n n pg pG e t U s e r I D N umb e r (pUserlD,  k PG PU s e r I D P r op Va L i d i t y , &u); 

a n n u = KMC onu e r t F r omPG P Va L i d i t y (u); 

n n n S e t I t emVa L i d i t y ChTUID,  g_hWndTree,  u); 

a n > 

a a pUserlD  = pgpKeylterNextUserlD  (pKeylter); 

n } 

a pKey  = pg pKey I t e r N e x t (pKeylter); 

> 

pgpFreeKeylter  (pKeylter); 
pgpFreeKeyList  (pKeyList); 

SetCursor  ( h C u r s o r 0 L d ) ; 


a a return  TRUE; 
a > 


n //  error  on  open  key  rings 

n else  return  FALSE; 

} 


//  Expand  a single  item 
//a  routine  called  as  a 

//n  callback  function  from  the  TreeList  control  to 
//a  expand  a single  item. 

// 

//a  Iptlia  = pointer  to  TreeList  item  to  expand 

BOOL  ExpandSi ng  leltem  ( T L_T R E E I T EM*  Lptli)  C 
a TreeList_Expand  (g_hWndTree,  lptli,  TLE_EXPANDALL); 
a return  TRUE; 

} 


//  Expand  the  selected  items 

BOOL  KM E xpa nd S e I e c t ed  (HWND  hTree)  { 


n 

TL, 

_TREEITEM  tli; 

n 

i f 

( KMM u 1 t i p 1 e S e 1 e c t ed  ()) 

{ 

n 

D 

TreeList_IterateSelected  (hTree,  ExpandSingleltem); 

n 

n 

I n va  1 i da t e Re c t (hTree, 

NULL, 

TRUE) ; 

n 

a 

return  TRUE; 

n 

> 

□ 

else  { 

n 

n 

tli.hltem  = KMFocusedItem  () 

n 

n 

T r ee L i s t _Expa n d (hTree 

, &tli 

, TLE_EXPANDALL) ; 

n 

n 

Inva  1 i dateRect  (hTree, 

NULL, 

TRUE) ; 

n 

n 

return  TRUE; 

n 

> 
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n return  FALSE; 

> 

// I 

//  Collapse  a single  item 
//n  routine  called  as  a 

//n  callback  function  from  the  TreeList  control  to 
//n  collapse  a single  item. 

// 

//n  Iptlin  = pointer  to  TreeList  item  to  collapse 

BOOL  C o I I a p s e S i n g I e 1 1 em  ( T L_T R E E I T EM*  Iptli)  { 
n T r e e L i s t _E xpa nd  (g_hWndTree,  Iptli,  T L E_C 0 LL A PS E A LL) ; 

n return  TRUE; 

> 


// 

//  Collapse  the  selected  items 

BOOL  KM C o I I a ps e S e I e c t ed  (HWND  hTree)  C 
n TL_TREEITEM  tli; 


Q 

if 

( KHHu 1 1 i p 1 eSe 1 e c t ed  ())  { 

n 

Q 

TreeLi  st_IterateSelected  (hTree,  C o 1 1 a ps e S i n g 1 e 1 1 e m ) 

n 

n 

I n va  1 i da t eRe c t (hTree,  NULL, 

TRUE); 

n 

n 

return  TRUE; 

n 

> 

n 

else  { 

n 

n 

tli.hltem  = KM F o c u s e d I t em  () 

r 

□ 

□ 

T r e e Li s t _ Expa nd  (hTree,  8tli 

, TLE_COLLAPSEALL); 

Q 

n 

Inva  1 i dateRect  (hTree,  NULL, 

TRUE)  ; 

n 

n 

return  TRUE; 

H 

> 

n 

return  FALSE; 

} 


// 

//  Cleanup  treelist 

BOOL  KHDest royTree  (void)  { 

n SendMessage  ( g _h WndT r ee , WM_CL0SE,  0,  0); 
a ImageList_Destroy  (himl); 
n return  TRUE; 

} 
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/* 

* Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:  KMUser.c  - m i s c e L L a n e ou s user  interface  routines 
// 

//n  $ld:  KMUser.c, V 1.8  1997/05/21  22:30:59  pbj  Exp  $ 

// 


#incLude 
#i  nc  Lude 
#incLude 
# i n c L ud e 


<windows.h> 

"pgpkeys.h" 

".  .\incLude\pgpVersion.h 
"resource. h" 


//  externaL  gLobaL  variabLes 

extern  CHAR  g_szbuf CG_BUFLEND; 

extern  HINSTANCE  g_hlnst; 

extern  HWND  g_hWndTree; 

extern  CHAR  g_  s z H e L p F i L e C H AX_P  AT  H II  ; 

extern  PGPKeySet*  g_pKey S e t Ma i n ; 

extern  LONG  g_LKeyListSortFieLd; 

static  DWORD  a S i g n C on f i r m I d s L ] = {n  n n //  HeLp  IDs 
n IDC_SENDSIG,  I D H_ PG PKE Y S _S E N D S I G N AT U R E , 

0,0 

>; 

U I 

//  Message  box  routine 
// 

//n  iCaption  and  iMessage  are  string  tabLe  resource  IDs. 

LRESULT  KMMessageBox  (HWND  hWnd,  INT  iCaption,  INT  iMessage, 
n n n n n ULONG  uLFLags)  { 

n CHAR  szCaption  C128D; 

n CHAR  szMessage  ^5^22; 

a Loadstring  (g_hlnst,  iCaption,  szCaption,  s i z e o f ( s z C a p t i on  ) ) ; 
n Loadstring  (g_hlnst,  iMessage,  szMessage,  sizeofCszHessage)); 

n uLFLags  |=  MB_S ET F OR E G ROUN D ; 

n return  (MessageBox  (hWnd,  szMessage,  szCaption,  uLFLags)); 

} 


// I 

//  Backup  warning  diaLog  message  procedure 

BOOL  CALLBACK  Ba c k u p Wa r n D L g P r o c ( H W N D hWndDLg,  UINT  uMsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  { 
n switch  (uMsg)  C 
n case  WM_COMMAND: 

n n switch  ( LO WO R D ( wPa r a m ) ) { 

n n case  IDCANCEL: 

n n n EndDiaLog  (hWndDLg,  0); 

n n n break; 
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□ 

□ 

n 

D 

□ 

□ 

□ 

> 


n case  I D C_B A C KU PNO W : 
n n EndDialog  (hWndDLg,  1); 

n n break; 

n } 

n return  TRUE; 

> 

return  FALSE; 


// 

//  Warn  user  of  need  for  backup 


BOOL  KMBackupWarn  CHWND  hWnd)  { 
n HKEY  hKey; 

n LONG  LResuLt; 

n DWORD  dwVaLueType,  dwSize; 
n OPENFILENAHE  Op e n F i L e Na me ; 
n CHAR  szFi Le:MAX_PATH:; 

n CHAR  sz256C2563; 

n CHAR  szDefExtCS:; 

n CHAR  szFiLterC256D; 

n CHAR*  p; 
n UINT  u; 


D 

n 

Q 

n 

Q 

a 

a 


if  (DiaLogBox  (g_hlnst,  M AKE I NT R E S OU R C E ( I D D_B A C KU PW AR N ) , hWnd, 
n n Ba  c ku p Wa  r n D I g P r o c ) ) f 

a LResuLt  = RegOpenKeyEx  ( H KE Y_ C U R R E NT_U S E R , 

a a "SoftwareWMicrosoftWWindowsWCurrentVersionWExpLorerW 

a a "SheLL  FoLders", 

a a 0,  KEY_READ,  &hKey); 

a if  (LResuLt  ==  E R ROR_S U C C E S S ) { 


a a 

n □ 

a a 

□ a 

a a 

a a 

a a 

D n 

a a 

n a 

a a 

D □ 

a a 

a a 

a a 

□ □ 

n n 

a a 

a a 

n n 

a a 

a a 

□ a 

D a 

n □ 


a //  backup  pubLic  keyring  fiLe 
a dwSize  = G.BUFLEN; 

a LResuLt  = RegQue r y Va L ue Ex  (hKey,  "Desktop",  0,  &d w Va L u eTy pe , 
a a (LPBYTE)&g_szbuf,  SdwSize); 

a if  (LResuLt  !=  E RRO R_ S U C C E S S ) 

a a Loadstring  (g_hlnst,  IDS_BACKUPDEFAULTDIR,  g_szbuf,  G_BUFLEN); 

a Ope n F i L e Name . L S t r u c t S i z e = sizeof  ( OPE N F I LE N AM E ) ; 

a Open F i L eName . hwndOwne r = hWnd; 

a OpenFiLeName.hInstance  = (HANDLE)g_hInst; 

a Loadstring  (g_hlnst,  I D S_ PUBB AC KU P F I LT ER, 
a a szFiLter,  s i z eof ( s z F i L t e r ) ) ; 

a whiLe  (p  = strrchr  (szFiLter,  '3'))  *p  = '\0'; 
a Open F i L eName . L ps t r F i L t e r = szFiLter; 

a OpenFiLeName.LpstrCustomFiLter  = (LPTSTR)NULL; 

a Op e n F i L e Na me . nHa X C u s t F i L t e r = 0L; 

a Op e n F i L e Na me . n F i L t e r I nd ex  = 1 L; 

a u = sizeof  (sz256); 

a if  ( ! PG Pcomd L g E r r o rHe s sage  ( pg pG e t P r e f S t r i ng  ( 
a n a a a a kPG PP r e f Pub R i ng  , sz256,  8u)))  ( 

a a sz256CuD  = '\0'; 

a a p = strrchr  (sz256,  '\\'); 

a a i f ( p ) { 

a a a P++; 

a a a Lstrcpy  (szFiLe,  p); 

a a > 
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□ n 

n □ 

□ n 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

fl  B 

B B 

B fl 

B fl 

fl  B 

B B 

fl  B 

B fl 

fl  B 

B B 

fl  fl 

B fl 

fl  B 

fl  B 

B B 


B 

B 

B 

B 

fl 

fl 

fl 

B 

fl 

fl 

B 

B 

fl 

fl 

B 

fl 

fl 

B 

fl 

□ 

fl 

fl 

fl 

fl 

□ 


n else  Lstrcpy  (szFiLe,  S2256); 
n p = strrchr  (szFiLe, 

n if  Cp)  *p  = *\0*; 

> 

else  -C 

n Loadstring  (g_hlnst,  I D S_PUBB A C KU P D E F A U LT F I L E , 
fl  fl  fl  fl  fl  fl  szFile,  s i z eo f ( s z F i L e ) ) ; 

> 


Open  F i 
Open  F i 
Open  F i 
Open  F i 
Open  F i 
Loa  d S t 
Open  F i 
Open  F i 


L eName . 

L eName  . I 
L eName . 

L eName . i 
L eName . 

ring  (g_hlnst,  I D S_ PUBBA C KU P C APT I 0 N , sz256,  s i z eo f ( s z 2 5 6 ) ) ; 
L eName . 

L eName . l 


I ps  t r F i L e 
.nMaxFi Le 
LpstrFi LeTitLe 
.nMaxFi LeTitLe 
LpstrInitiaLDir 


s z F i L e ; 

sizeof  (szFiLe); 
NULL; 

0; 

g_szbuf ; 


fl  fl 

Open  F i 
Open  F i 
LoadSt 

fl  B 

Open  F i 
Open  F i 


Lpst  rTi t Le 
F Lagsn  n n 

n fl  B fl  □ □ 

B fl  fl  fl  fl  fl 

fl  fl  fl  fl  fl  n 

LeName.nFi LeOffset 
LeName.nFi LeExtension 
ring  (g_hlnst,  IDS.DEFPUBKEYRINGEXTENSION, 

fl  fl  fl  fl  szDefExt,  si zeof ( szDef Ext ) ) ; 
LeName.LpstrDefExt  = szDefExt; 

LeName.LCustData  = 0; 


sz256; 

OFN_HIDEREADONLY | 
OFN_OVERWRITEPROHPT | 
OFN_NOREADONLYRETURN| 
OFN_NOCHANGEDIR; 

0; 

0; 


fl  fl 

fl  B 

fl  fl 

fl  fl 

fl  fl 

n fl 

fl  fl 

n fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 


fl 

i f 

(GetSaveFi LeName 

( &0pen Fi L eName ) ) { 

fl 

B 

u 

= 6 

_BU  FLEN; 

fl 

□ 

i f 

( ! 

PGPcomd L g E r ro rHe s sage  ( pgpGe t P re f S t r i ng  ( 

fl 

fl 

B 

fl 

fl  fl 

kPGPPref PubRi ng,  g_szbuf,  &u)))  { 

fl 

fl 

fl 

g 

_szbuf  CuD 

= 'NO'; 

fl 

fl 

B 

i 

f (ICopyFiLe  (g_szbuf,  szFiLe,  FALSE))  { 

fl 

fl 

fl 

fl 

KHHessageBox  (hWnd,  IDS_CAPTION,  I D S_B A C KU P E R RO R 

fl 

fl 

fl 

B 

fl  fl 

n n HB_0K| MB_IC0NST0P); 

fl 

fl 

fl 

B 

return 

TRUE; 

fl 

fl 

B 

> 

fl 

fl 

> 

fl 

> 

B fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

fl  fl 

B fl 

fl  fl 

fl  fl 

B fl 

□ fl 

B fl 

fl  fl 

fl  B 


n //  backup  private  keyring  fiLe 

fl  Lstrcpy  (g_szbuf,  szFiLe); 

n p = strrchr  (g_szbuf,  *\\*); 
n if  (p)  *p  = '\0*; 

fl  OpenFiLeName.LStructSize  = sizeof  COPENFILENAME); 

fl  Open F i L eName . hwndOwne r = hWnd; 

fl  OpenFiLeName.hInstance  = (HANDLE)g_hInst; 

fl  Loadstring  Cg_hlnst,  I D S_BA C KU P F I LT E R , 

n B szFiLter,  s i z e of ( s z F i L t e r ) ) ; 

fl  whiLe  Cp  = strrchr  (szFiLter,  *£)*))  *p  = ’\0’; 

fl  OpenFiLeName.LpstrFiLter  = szFiLter; 

fl  Ope n F i L e Na me . L p s t r C u s t om F i L t e r = ( LPT ST R ) N U LL; 

fl  Ope n F i L eNa me . nMa xC u s t F i L t e r = 0L; 

n 0 pe n F i L eNa me . n F i L t e r I n d e X = 1L; 

fl  u = sizeof  (sz256); 

fl  if  ( ! PG P c omd L g E r r o r Me s s a g e ( pg pG e t P r e f S t r i ng  ( 
fl  n fl  B fl  fl  kPG  PP  r e f P r i V R i n g , sz256,  &u)))  -C 

fl  fl  sz256Cu]  = *\0*; 

fl  fl  p = strrchr  (sz256, 
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n Q Q 

nan 
nan 
n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n n 

n n > 

n > 

n return 
> 
n 


n i f ( p ) { 

n n P++; 

n n Lstrcpy  (szFile,  p); 

n } 

n else  Lstrcpy  (szFiLe,  sz256); 
n p = strrchr  (szFiLe, 

n if  Cp)  *p  = '\0'; 

} 

else  { 

n Loadstring  (g_hlnst,  I D S _B A C KU P D E F AU LT F I LE , 
n n n n n n szFiLe,  s i z eof ( s z F i L e ) ) ; 
> 


Open  F i 
Open  F i 
Open  F i 
Open  F i 
Open  F i 
LoadSt 
Open  Fi 
Open  Fi 


n n 
Open  F i 
Open  F i 
LoadSt 
n n 
Open  F i 
Open  Fi 


L e Na  me . 
L eName . 
L eName  . 
L eName . 
L eName . 
ring  ( g 
L eName . 
L eName . 
n n 
n n 
n n 
LeName . 
L e Na  me . 
ring  ( g 
n n 
LeName. 
LeName. 


LpstrFi Le 
nMa  X F i L e 
LpstrFi LeTitLe 
nMaxFi LeTitLe 
LpstrInitiaLDi r 


= s z F i L e ; 

= sizeof  (szFiLe); 
= NULL; 

= 0; 

= g_szbuf; 


_hlnst,  IDS_BACKUPCAPTION,  sz256,  sizeof(sz256)); 


= sz256; 

= OFN_HIDEREADONLY I 
OFN_OVERWRITEPROnPT| 
OFN_NOREADONLYRETURN| 
OFN_NOCHANGEDIR; 

= 0; 

= 0; 


LpstrTitLe 
F Lagsn  n n 

n n n n 

n n n n 

n n n n 

nFi  LeOffset 
nFi LeExtension 
_hlnst,  IDS_DEFKEYRINGEXTENSION, 

n n szDefExt,  sizeof(szDefExt)); 
LpstrDefExt  = szDefExt; 

LCustData  =0; 


if  ( G e t S a V e F i L eName  ( SOpen F i L e Na me ) ) f 
n u = G_BUFLEN; 

n if  ( ! PG P c omd L g E r r o r Me s s a g e ( pg pG e t P r e f S t r i ng  ( 
n n n n n kPG P P r e f P r i v R i ng  , g_szbuf,  &u)))  f 

n n g_szbufCuD  = '\0'; 

n n if  (ICopyFiLe  (g_szbuf,  szFiLe,  FALSE))  { 

n n n KMMessageBox  (hWnd,  IDS_CAPTION,  I D S _B A C KU PE R RO R , 

n n n n n n n HB_0K | HB_ I CON STO P ) ; 

n n n return  TRUE; 

n n } 

n } 

> 


FALSE; 


// I 

//  Bad  passphrase  diaLog  message  procedure 

BOOL  CALLBACK  Ba d Ph r a s e D L g P r o c ( H WN D hWndOLg,  UINT  uHsg, 
n n n n n n n UPARAH  uParam,  LPARAH  LParam)  { 

n switch  (uMsg)  { 
n case  WH  COMMAND: 
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n n switch  ( LO WO R D ( w Pa ra m ) ) { 

n Q case  IDCANCEL: 

n n n EndDiaLog  (hWndDLg,  0); 

n n n break; 

a a case  I D C _U S E B A D P H R A S E : 

n n n EndDiaLog  (hWndDLg,  1); 

n n n break; 

n n > 

n n return  TRUE; 

n > 

n return  FALSE; 

} 


// I 

//  Ask  user  if  bad  passphrase  is  acceptable 
BOOL  KKUseBadPassPhrase  (HWND  hWnd)  i 

a return  (DiaLogBox  (g_hlnst,  H AKE I NT R E S OU R C E ( I D D_B A D PH R A S E ) , 
n n n hWnd,  Ba d P h r a s e D I g P r o c ) ==  1); 

> 


// I 

//  Signature  confirmation  dialog  message  procedure 

BOOL  CALLBACK  S i g n C on f i r mD L g P r o c ( H WN D hWndDLg,  UINT  uMsg, 
nnnnnnnn  WPARAM  wParam,  LPARAH  LParam)  { 
a switch  (uMsg)  f 
n case  WM_ I N I T D I A LOG  : 

n n CheckDlgButton  (hWndDLg,  IDC_SENDSIG,  BST_UNCHECKED); 

n n break; 

a case  WM_HELP: 

n WinHeLp  ( ( C LPH E LP I N FO ) L Pa r am ) -> h I t emH a n d L e , g_ s z H e L p F i L e , 

n HELP_WM_HELP,  (DWORD)  (LPSTR)  a S i g n C on f i r ml d s ) ; 

n break; 

a case  WM.CONTEXTMENU : 

n WinHeLp  ((HWND)  wParam,  g_ s z H e L p F i L e , H E LP_CONT E XTM E N U , 

n (DWORD)  (LPVOID)  a S i g n C on f i r ml d s ) ; 

n break; 


n case  WH_COHMAND  : 
a n switch  ( LO WO R D ( wPa r a m ) ) { 

n n case  IDCANCEL  : 

n n n EndDiaLog  (hWndDLg,  0); 

n n n break; 


n 

Q 

case 

I DOK  : 

n 

a 

n 

if  ( 1 s D L g Bu t t on C h e c ked 

□ 

□ 

n 

n EndDi a Log 

(hWndDLg 

n 

□ 

Q 

else 

n 

□ 

a 

n EndDiaLog 

(hWndDLg 

a 

□ 

a 

break; 

□ 

n 

> 

(hWndDLg,  IDC_SENDSIG)  ==  BST_CHECKED) 

2); 

1 ); 
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a n return  TRUE; 

a > 

n return  FALSE; 

> 

// I 

//  Ask  user  for  signature  confirmation 

BOOL  KMSi gnConf i rm  (HUND  hWnd,  BOOL*  pbSendToSe rve r ) { 
n INT  iError; 

n iError  = DiaLogBox  (g_hlnst,  M AKE I NT R E S OU R C E ( I D D_S I G N C 0 N F I RM ) , 
n n n n n n hWnd,  S i g n C on f i rmD  L g P r o c ) ; 

n switch  (iError)  { 

c case  0 : 

n n *pb S e ndTo S e r ve r = FALSE; 

n n return  FALSE; 

n easel  : 

n n *pb S e ndTo S e r V e r = FALSE; 

n n return  TRUE; 

n ca  se  2 : 

n n *pbSendToServer  = TRUE; 

n n return  TRUE; 

n }n 

> 


// 

//  Read-only  warning  dialog  message  procedure 


BOOL  CALLBACK  Rea dOn I y D I g P ro c ( H WN D hWndDlg,  UINT  uMsg, 
n n n n n n n WPARAH  wParam,  LPARAH  IParam)  ( 

n switch  (uMsg)  ( 

□ case  WM  COMMAND: 


□ 

□ 

□ 

n 

n 

n 

n 

n 

D 

□ 

n 

> 


n switch  ( LOUORD ( wPa ram) ) ( 
n case  IDOK: 

n n if  ( I s 0 I g Bu 1 1 on C h e c ked  (hWndDlg,  I DC_UARNN0M0RE  ) 
n a n EndDialog  (hWndDlg,  1); 

n n else 

n n n EndDialog  (hWndDlg,  0); 

n n break; 

n > 

n return  TRUE; 

> 

return  FALSE; 


BST_CHECKED) 


// I 

//  Warn  user  that  keyrings  are  read-only 

VOID  KM  Re  a do n I y Wa r n i n g (HWND  hWnd)  ( 
n HKEY  hKey; 
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□ 

LONG  iResult; 

Q 

DWORD  duValueType,  dwSize; 

n 

BOOL  bWarn; 

n 

Load  String 

( g 

_hlnst,  IDS_REGISTRYKEY,  g_szbuf,  G_BUFLEN); 

□ 

IResult  = RegOpenKeyEx  ( H KE Y_C U R R E NT_U S E R , g_szbuf,  0, 

KEY_READ,  ShKey) 

□ 

if 

( IResult 

= 

= ERROR_SUCCESS)  ( 

n 

a 

dwS i ze 

= 

s i zeof  ( bWa  rn  ) ; 

n 

a 

IResult 

= 

Reg Qu e ry Va 1 u e E X (hKey,  " R ea dOn 1 y Wa r n " , 0, 

&dwVa  lueType, 

n 

a 

n n 

a 

n n H n ( LPB YT E ) &b Wa r n , &dwSize 

); 

n 

a 

RegCloseKey  (hKey); 

□ 

a 

if  ((IResult  !=  ERROR_SUCCESS ) ||  (bWarn))  ( 

n 

a 

n i f 

(D 

ialogBox  (g_hlnst,  M AKE I NT R E S 0 U R C E ( I D D_R E A DON L Y ) , 

n 

a 

a a 

a 

a n hWnd,  R ea dO n 1 y D 1 g P r o c ) ) { 

n 

a 

a a 

Loadstring  (g_hlnst,  I D S _ R E G I S T R Y KE Y , g_szbuf,  G_BUFLEN); 

n 

a 

a a 

IResult  = RegCreateKeyEx  ( H KE Y_ C U R R E NT_U S E R 

, g_szbuf,  0, 

n 

a 

a a 

a 

n NULL,  REG_0PTI0N_N0N_V0LATI LE,  KEY_ 

ALL_ACCESS,  NULL 

n 

a 

a a 

a 

n ShKey,  SduSize); 

a 

a 

a a 

i 

f (IResult  ==  ERROR_SUCCESS)  { 

a 

a 

a a 

a 

bWarn  = FALSE; 

a 

a 

a a 

a 

Reg S e t Va  1 u e Ex  (hKey,  " Re  a d On  1 y Wa r n " , 0, 

REG_DW0RD, 

a 

a 

a a 

a 

n (LPBYTE)8bWarn,  s i zeof ( DWORD  ))  ; 

a 

a 

a a 

a 

RegCloseKey  (hKey); 

a 

a 

a a 

> 

a 

a 

n > 

a 

a 

a 

> 

> 

} 


// 

//  Post  Help  About  dialog 

VOID  KMHeLpAbout  (HWND  hWnd)  { 

n PGPcomdlgHeLpAbout  ChWnd,  NULL,  NULL,  NULL); 

> 


U I 

//  Scroll  to  key boa rd- s e I e c t ed  key 
// 

//n  c =nn  n n character  just  typed  by  user 

//n  bStillTyping  =n  TRUE  =>  this  character  is  part  of  a previous 
//n  n n n n string  of  characters  =>  append  to  end. 

BOOL  KMSe lectByKeyboa rd  (HWND  hWnd,  LONG  c,  BOOL  bStillTyping)  { 


a 

static  CHAR* 

bufptr; 

a 

static  CHAR 

buf [323; 

a 

TL_TREEITEM 

t li  ; 

a 

PGPKeyLi st* 

pKeyList; 

a 

PGPKeylter* 

pKeylter; 

a 

PGPKey*  pKey 

r 

a 

INT  i,  iLen; 

a 

if  (c  ==  VK_ 

ESCAPE)  { 

a 

n bufptr  = 

abuf C0:; 

a 

n t li  . hitem  = NULL; 
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n n TreeList_Select  (g_hWndTree,  &tLi,  TRUE); 

n n return  FALSE; 

n } 


n if  ( ! b S t i I L Ty p i ng ) bufptr  = &bufC03; 
n *bufptr  = (CHAR)c; 
n bufptr++; 
n *buf pt  r = ' \0  ' ; 


pKeyList  = pg pO r d e r Key S e t ( g _pKey S e t Ma i n , kPG PU s e r I D 0 r d e r i ng  ) ; 


n 

pKeylter  = pgpNewKeylter  (pKeyList); 

n 

pKey 

pgpKeylterNext  (pKeylter); 

n 

i Le n 

Istrlen  (buf); 

D 

while 

( pKey ) { 

D 

B 

KMGetKeyName  (pKey, 

g_szbuf,  s i zeof ( g_szbuf  ) ) ; 

n 

B 

i 

= _strnicmp  (buf. 

g_szbuf,  iLen); 

n 

B 

i-f 

(i  ==  0)  ( 

Q 

B 

B 

pg pG e t Key U s e r Va 1 (pKey,  ( LON G * ) & ( t 1 i . h 1 1 em ) ) 

n 

B 

B 

TreeList_Select 

(g_hWndTree,  &tli,  TRUE); 

n 

B 

B 

pgpFreeKeylter 

( pKey I ter); 

n 

B 

fl 

pgpFreeKeyList 

(pKeyLi st); 

n 

B 

B 

return  TRUE; 

n 

B 

> 

n 

B 

else  if  (i  < 0)  { 

n 

B 

B 

pgpFreeKeylter 

(pKeylter); 

n 

B 

B 

pgp  F reeKey Li st 

(pKeyList); 

n 

B 

B 

return  FALSE; 

n 

B 

> 

a 

B 

pKey  = pgpKey I t e rNex t (pKeylter); 

n pgpFreeKeylter  (pKeylter); 
n pgpFreeKeyList  (pKeyList); 
n return  FALSE; 

> 


// 

//  check  for  blank  or  nonstandard  userid  name 


BOOL  KHUserNameOK  (HWND  hWnd,  LPSTR  szUserName)  { 
n CHAR*  pi; 

n CHAR*  p; 


a if  ( ! s z U s e r Na me  ||  (LstrLen  (szUserName)  <=  0))  { 
n a KnnessageBox  (hWnd^  IDS_CAPTION,  I D S _N0U S E R N AM E , 
n n n MB_0K | MB_I C ON EXC L AM AT  I ON ) ; 

n n return  FALSE; 

n } 

n pi  = &szUserName[13; 

n p = strstr  (pi,  " <"); 
n i f ( p ) ■( 

a n pi  = p; 

a a p = strchr  (pi,  '3'); 
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n n i f ( p ) { 

n n n p 1 = p ; 

n n n p = strchr  CpI, 

n n n if  (p)  return  TRUE; 

n n > 

n } 

n return  ( KMH e s s a g e Bo x (hWnd,  IDS_CAPTION,  I D S_N ON S T AN D A R D N AH E , 
n n MB_YESN0 I MB_DEFBUTT0N2 I HB_ICONEXCLAMATION)  ==  IDYES); 

} 

// I 

//  construct  userid  from  name  and  address  edit  box  contents 

BOOL  KHConstructUserlD  (HWND  hOLg,  UINT  uNamelDC, 
n n n n n n UINT  uAddrIDC,  LPSTR*  pszUserlD)  { 
n UINT  uNameLen,  uAddrLen,  uUserlDLen; 
n CHAR*  p; 

n uNameLen  = S end D L g I t emHe s sa ge  (hDLg,  uNamelDC,  WM_G ETT E XT LE NGT H , 0,  0); 
a if  (uNameLen  ==  0)  { 

a a KMHessageBox  (hDLg,  IDS_CAPTION,  I D S_N 0 U S E R N AM E , 
n n n M B_0 K | M B_ I C 0 N E X C L AM A T I 0 N ) ; 

o n SetFocus  (GetDLgItem  (hDLg,  uNamelDC)); 
n n return  FALSE; 

n } 

n uAddrLen  = S e n d D L g I t emM e s s a g e ChDLg,  uAddrIDC,  WH_G E TT E XT LE NGTH , 0,  0); 
o if  (uAddrLen  ==  0)  { 

n n if  (KMHessageBox  (hDLg,  IDS.CAPTION,  I D S _N 0 U S E R A D D R , 
n n n MB_ Y E S NO | MB_ D E F BUTTO N 2 | HB_ I C ON E X C LAM AT  I ON  ) ==  IDNO)  { 

a a n SetFocus  (GetDLgItem  (hDLg,  uAddrlDO); 

n n n return  FALSE; 

n n } 

n > 

n uUserlDLen  = uNameLen  + uAddrLen  + 4; 

n *pszUserID  = KHALLoc  (uUserlDLen  * s i z eo f ( c h a r ) ) ; 

n if  ( ! *p s z U s e r I D ) return  FALSE; 

n p = *pszUserID; 

n G e t D L g I t emT e X t (hDLg,  uNamelDC,  p,  uUserlDLen); 

n if  (uAddrLen  > 0)  { 
n n p +=  uNameLen; 

n n Lstrcpy  (p,  " <"); 

n n p + = 2 ; 

n n GetDLgItemText  (hDLg,  uAddrIDC,  p,  uUserlDLen); 

n a p +=  uAddrLen; 

n n Lstrcpy  (p,  ">"); 

n } 

> 


C:CHK:21918227887774222753306b9dfaa977b2bcff68997eea722daaa8d7772bbda22]] 


887 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


// 

//  Wipe  edit  box  clean 


KMUser.c 


I 


VOID  KHWi peEdi tBox  (HWND  hDLg,  UINT  uID)  { 
n CHAR*  p; 
n I N T i ; 


n 

i = 

SendDLgItemMessage  (hDLg,  uID,  WH_G ETT E XT LE N GT H , 0,  0); 

□ 

i f 

(i  > 

0)  { 

n 

n 

P = 

KMALLoc  (i+1); 

c 

s 

i f 

(p)  { 

n 

n 

n 

FiLLMemory  (p,  i,  ' '); 

n 

Q 

□ 

S end D L g I t emHe s s a g e (hDLg,  uID,  WM_SETTEXT,  0,  (LPARAH)p); 

n 

n 

Q 

KM  Free  (p); 

n 

o 

> 

n 

> 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 


// : KMkeygenwi z . c - handLe  wizard  for  creating  new  keys 
II 

//n  $Id:  PG P key g e n w i z . c , V 1.14  1997/05/16  14:30:16  pbj  Exp  $ 
// 


//n  This  code  attempts  to  thwart  some  common  situations 
//n  which  couLd  compromise  the  security  of  the  passphrase. 


//n  For  the  most  part, 
//n  out  . 

//n  See  KMChange.c  for 
// 

#incLude  <windows.h> 
SincLude  <process.h> 
SincLude  <commctrL.h> 


this  code  has  been  removed  or  comment- 


description  of  methods  used  here. 


#incLude  <assert.h> 


#i nc  Lude 
#incLude 
#i nc  Lude 
#i nc  Lude 
#incLude 
#incLude 
# i n c L ude 
# i n c L ude 


".  .\incLude\config.h" 

".  .\incLude\pgpkeydb.h" 

".  .\incLude\pgpcomdLg.h" 
"..\incLude\pgpkeyserversupport.h 
". .\incLude\pgpmem.h" 

". .\incLude\pgpversion.h" 

". .\pgpkeyserver\winids.h" 

". .\pgpkeyserver\getkeys.h" 


#incLude  "resource. h 
#incLude  "pgpkeys.h" 


#d  e f i ne 

HAX_ 

FULL_NAHE_LENn 

a 

#de  f i ne 

HAX_ 

EHAIL_LENn 

□ 

n 

#def  i ne 

HIN_ 

EXPIRATIONn 

n 

n 

# d e f i n e 

riAX_ 

EXPIRATIONn 

n 

n 

#def i nenMiN_ 

KEY_SIZEn 

Q 

Q 

#def  i ne 

MAX_ 

RSA_KEY_SIZEn 

Q 

#def  i ne 

MAX_ 

DSA_KEY_SIZEn 

n 

#def  i ne 

DEFAULT_KEY_SIZEn 

Q 

#def i ne 

DE  FAULT_SUBKEY_ 

SIZEnn 

#def i ne 

DE  FAULT_KEY_TYPEn 

n 

#de  f i ne 

TIHERPERIODnn 

□ 

n 

#def i ne 

AVI_ 

TIHERn  n 

n 

□ 

//define 

AVI_ 

RUNTIMEnn 

n 

□ 

128 

128 

1 

2000 

512 

2048 

4096 

2048 

1024 

PGP_PKALG_DSA 

1000L 

2345L 

11000Ln  //  duration  of  AVI  in  ms 


//  externa  L g Loba  Ls 
extern  HINSTANCE  g_hlnst; 
extern  PGPKeySet*  g_pKey S e t Ma i n ; 
extern  g_bKeyServerSupportLoaded; 

extern  CHAR  g_szHeLpFiLeCMAX_PATH3;nn  //string  containing  name  of  heLp  fiLe 


//  LocaL  gLobaLs 
static  HHOOK  hHookDebug; 
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static  HHOOK  hHookKeyboard; 
static  HWND  h W nd C o L L e c t En t r o py  = 
static  BOOL  bNeedsCentering; 
static  WNDPROC  wpOrigPhraselProc; 
static  WNDPROC  wpO r i g Ph r a s e 2 P ro c ; 
static  BOOL  bHideTyping; 
static  LPSTR  szPhrasel; 
static  LPSTR  szPhrase2; 
static  LONG  LPhraselLen; 
static  LONG  lPhrase2Len; 

//static  HWND  hWndFocus; 


NULL; 


//  Local  prototypes 

LRESULT  WINAPI  Key W i za r d D e f a u L t D L g P ro c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 
LRESULT  WINAPI  Key W i z a r dN a me D I g P r o c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAM  LParam); 

LRESULT  WINAPI  Key W i z a r d S i z e D L g P r o c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 

LRESULT  WINAPI  Key W i z a r dTy p e D L g P r o c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAM  LParam); 

LRESULT  WINAPI  Key W i z a r d Exp i r a t i o n D L g P r o c (HWND  hdLg,  UINT  Msg, 
n n n n n n n n n n WPARAMwParam,LPARAHLParam); 

LRESULT  WINAPI  Key W i z a r d Pa s s p h r a s e D L g P r o c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAM  LParam); 

LRESULT  WINAPI  Key W i z a r d Ra nd o b i t s D L g P r o c (HWND  hdLg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 

LRESULT  WINAPI  Key W i z a r dGen e r a t i o n D L g P r o c (HWND  hdlg,  UINT  Msg, 
n n n n n n n n n n WPARAHwParam,LPARAMLParam); 

LRESULT  WINAPI  Key W i z a r d P r e S e n d D L g P r o c ( H WN D hdlg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 

LRESULT  WINAPI  Key W i z a r d S endTo S e r ve r D L g P r o c ( H W N D hdlg,  UINT  Msg, 
nnnnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 
LRESULT  WINAPI  Key W i z a r d Done D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 

LRESULT  WINAPI  Key W i z a r d S i g n 0 L d D L g P r o c (HWND  hdlg,  UINT  Msg, 

nnnnnnnnnn  WPARAM  wParam,  LPARAH  LParam); 

static  void  Pa i n t Wi za rdBi t ma p ( HWN D hdlg,  BOOL  I s F i r s t Pa i n t , 

n n n n n n n UINTBitmapResource); 

static  BOOL  Va L i da t e Pa s s Ph r a s e ( H W N D hwnd,  char  *Pa s s Ph r a s e ) ; 

static  unsigned  Long  Ge t D S AKey S i z e (unsigned  Long  Requested); 

void  KeyCreationThread(void  *pArgs); 

static  HBITHAP  Loa d Re s ou r c eB i t ma p (HINSTANCE  hinstance,  LPSTR  LpString, 

HPALETTE  FAR*  LphPaLette); 

static  HPALETTE  CreateDIBPaLette  (LPBITHAPINFO  Lpbmi,  LPINT  LpiNumCoLors); 
static  unsigned  Long  C r e a t e PG PU s e r I D ( c ha r **UserID,  char  *FuLLName, 
nnnnnnnnn  char  *EmaiL); 

UINT  KeyGenWizard  (HWND  hWnd,  INT  startsheet); 

static  int  Key W i z Wo r k i ng C a L L ba c k ( vo i d *pArg,  INT  Phase); 

static  void  GetO LdKey ( PGPKey**  ppOLdKey,  char  *UserID); 

void  S t a r t Pu t Key  I n f oT h r e a d ( VO i d *pT h r ea d A r g s ) ; 

void  D i s p L a y KS E r r o r ( H WN D hwnd,  unsigned  Long  ReturnCode); 


//  typedefs 

typedef  struct  _UserInfo 
{ 

n char  *FuLLName; 

n char  *EmaiL; 
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n char  *L)serID; 

n UINT  KeyType; 

n unsigned  Long  KeySize; 

n unsigned  Long  SubKeySize; 

n UINT  ExpireDays; 

n char  *PassPhrase; 

n Long  Ra ndomB i t s N e e d e d ; 
n Long  0 r i g i na L E n t ro py ; 
n PGPKey*  pKey; 

n PGPKey*  pOLdKey; 

n WPARAM  FinaLResuLt; 

n BOOL  F i n i s h S e L e c t e d ; 

n BOOL  CanceLPending; 

n BOOL  I nGene ra t i on; 

n unsigned  Long  Wo r k i n g Ph a s e ; 

n WDPLT  PutKeyArgs; 

n BOOL  PutCompLete; 

H char  *KeyBuffer; 

n BOOL  DoSend; 

>USERINF0,  *PUSERINFO; 

typedef  struct  _PageInfo 
{ 

n PROPSHEETPAGE  psp; 

n PUSERINFO  pUserInfo; 

n unsigned  short  WizFLags; 
n I NTnB i t ma pRe s ou r c e ; 

□ HWND  hwnd; 

n INT  HeLpID; 

n BOOL  PageActive; 

TPAGEINFO,  *PPAGEINFO; 

// I 

//  Thread  to  handLe  wizard 

void  N e wKey W i zT h r e a d C VO i d *pArg) 

{ 

□ HWND  hwnd; 

n hwnd  = (HWND)  pArg; 

n Key G e n W i z a r d ( h w nd , 0); 

> 

// I 

//  Hook  procedure  for  WH_KEYBOARD  hook  -- 
//  This  is  just  a dummy  routine  to  aLLow  the 
//  the  Debug  hook  to  trap  this  event. 

LRESULT  CALLBACK  W i z Ke y b o a r d H o o k P r o c (INT  iCode, 

nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam)  < 

n if  ( h Wnd C o L L e c t E n t r opy ) ( 
n n pgpRa nd Poo L Key s t r oke  (wParam); 

n n PostHessage  (hWndCoLLectEntropy,  WM_TIMER,  0,  0); 

a a return  1;n  n 

n > 
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n else  return  Ca L L Next HookEx  ( h H oo kKey boa r d , iCode,  wParam,  LParam); 

> 


// I 

//  Hook  procedure  for  WH_DEBUG  hook  — this  procedure  is 
//  called  before  another  hook  is  about  to  be  called. 

LRESULT  CALLBACK  W i z D ebug Hoo kP r o c (INT  iCode,  WPARAH  wParam,  LPARAM  IParam)  { 

if  (iCode  < 0)  //  do  not  process  message 

return  CallNextHookEx  ChHookDebug,  iCode,  wParam,  IParam); 

//n  if  (wParam  !=  WH_KEYBOARD) 

//  return  CallNextHookEx  (hHookDebug,  iCode,  wParam,  IParam); 

n return  CallNextHookEx  (hHookDebug,  iCode,  wParam,  IParam); 

> 


// I 

//  Check  if  message  is  dangerous  to  pass  to  passphrase  edit  box 

BOOL  Wi zCommonNewKeyPhraseMsgProc  CHWND  hWnd,  UINT  uHsg, 
nnnnnnnn  WPARAH  wParam,  LPARAM  IParam)  { 

switch  (uMsg)  ( 
n case  WM_RBUTTON DOWN  : 

n case  WH_LBUTTON DB LC LK  : 
n case  WH_H0USEM0VE  : 

n case  WH_COPY  : 

n case  WH_CUT  : 

n case  WH_PASTE  : 

n case  WH_CLEAR  : 

n case  WH_CONTEXTHENU  : 

n n return  TRUE; 

n case  WH.ENABLE  : 
n n if  (IwParam)  return  TRUE; 

n n break; 

n case  WH  PAINT  : 


n 

Q 

i f 

(wParam)  { 

n 

a 

n 

SetBkColor  ( ( H D C ) w Pa r a m,  GetSysColor  (COLOR 

_WIND0W)  ); 

n 

□ 

Q 

if  (bHi deTypi ng) 

n 

□ 

n 

n SetTextColor 

( (HDC)wParam, 

GetSysColor 

(COLOR 

.WINDOW)  ) ; 

n 

n 

□ 

else 

n 

□ 

n 

n SetTextColor 

( (HDC)wParam, 

GetSysColor 

(COLOR 

.WINDOWTEXT)  ) ; 

n n } 

n n break; 

n case  WM_SETFOCUS  : 

a n SendMessage  (hWnd,  EH_SETSEL,  0xFFFF,  0xFFFF); 

n n break; 

n case  WM_KILLFOCUS  : 
n n break; 

n } 

return  FALSE; 
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} 


II 

//  New  passphrase 


edit  box  subclass  procedure 


LRESULT  APIENTRY  W i z Ph r a s e 1 S u b c L a s s P r o c (HWND  hWnd,  UINT  uHsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  { 

n if  (WizCommonNewKeyPhraseHsgProc  (hWnd,  uMsg,  wParam,  LParam))  return  0; 

n switch  (uMsg)  { 

n case  WM_GETTEXT  : 

n n wParam  = LPhraselLen; 

n n LParam  = (LPARAM)szPhrasel; 

n n break; 


□ 

n 

a 

□ 

Q 

Q 

Q 

n 

n 


case  WM_CHAR  : 
n switch  (wParam)  ( 
n case  VK  TAB  : 


Q 

if  (GetKeyState  (VK_SHIFT)  S 0x8000) 

n 

a SetFocus 

(GetDLgItem 

(GetParent 

(hWnd),  IDC_DUMMYST0P)  ); 

n 

else 

n 

a SetFocus 

(GetDLgItem 

(GetParent 

( hWnd  ) , 

□ 

a a a a 

a a a 

a I DC_ 

EDIT_PASSPHRASE2)  ) ; 

a 

break; 

Q 

D 

□ 

□ 

Q 

n 

Q 

n 

□ 

} 


a case  VK_RETURN  : 
n n { 

n n n HWND  hGrandParent  = GetParent  (GetParent  (hWnd)); 

n n n P r o p S h e e t _P r e s s Bu t t on  (hGrandParent,  PSBTN_NEXT); 
n n } 

n n break; 

n } 

n break; 

} 

return  Ca L L W i ndo w P r o c ( wpO r i g Ph r a s e 1 P r o c , hWnd,  uMsg,  wParam,  LParam); 


//  New  passphrase  2 edit  box  subclass  procedure 

LRESULT  APIENTRY  W i z Ph r a s e 2 S u b c L a s s P r o c (HWND  hWnd,  UINT  uMsg, 
nnnnnnnn  WPARAM  wParam,  LPARAM  LParam)  { 

n if  ( W i 2 C ommonN e wKe y Ph r a s eM s g P r o c (hWnd,  uMsg,  wParam,  LParam))  return  0; 

a switch  (uMsg)  ( 

a case  WM_GETTEXT  : 

a a wParam  = LPhrase2Len; 

a a LParam  = ( LP A R AM ) s z Ph r a s e 2 ; 

a a break; 

a case  WM_CHAR  : 
a a switch  (wParam)  ( 

a a case  VK_TAB  : 

a a a if  (GetKeyState  (VK_SHIFT)  & 0x8000) 

a a a n SetFocus  (GetDLgItem  (GetParent  (hWnd),  I D C _ E D I T_ P A S S P H R A S E ) ) ; 
a a a else 
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n 

n 

n 

n 

SetFocus  (GetDLgItem  (GetParent  (hWnd), 

n 

n 

n 

n 

n n n n n n I D C_ C H E C K_H I D E_T Y P I N G ) ) ; 

n 

n 

n 

break; 

n 

□ 

case 

VK_ 

RETURN  : 

Q 

□ 

□ 

{ 

n 

□ 

n 

n 

HWND  hGrandParent  = GetParent  (GetParent  (hWnd)) 

n 

□ 

□ 

a 

P r op S h e e t _P r e s s Bu 1 1 0 n (hGrandParent,  PSBTN_NEXT) 

n 

n 

n 

> 

u 

n 

Q 

break; 

a 

n 

> 

n 

n 

break; 

Q 

y 

return  C a L L W i n do wP r o c ( wpO r i g P h r a s e 2 P r o c , hWnd,  uHsg,  wParam,  LParam); 

> 


// 

//  Signing  passphrase  edit  box  subclass  procedure 


LRESULT  APIENTRY  W i z P h r a s e 3 S u b c L a s s P r o c (HWND  hWnd,  UINT  uMsg, 
nnnnnnnn  WPARAH  wParam,  LPARAM  LParam)  { 


n if  (Wi zCommonNewKeyPhraseMsgProc  (hWnd,  uMsg,  wParam,  LParam))  return  0; 

n switch  (uMsg)  { 

n case  WM_GETTEXT  : 

n n wParam  = LPhraselLen; 

n n LParam  = C LPARAM ) s z Ph r a s e 1 ; 

n n break; 


a 

a 

n 

□ 

n 

n 

n 

□ 

n 


case  WM_CHAR  : 
n switch  (wParam)  { 
n case  VK_TAB  : 

n n if  (GetKeyState  (VK_SHIFT)  & 0x8000) 

n n n SetFocus  (GetDLgItem  (GetParent  (hWnd),  I D C_C H E C K_S I GN_KE Y ) ) ; 

n n else 

n n n SetFocus  (GetDLgItem  (GetParent  (hWnd), 

nnnnnnnnnn  I D C _C H E C K_H I D E_T YP I NG ) ) ; 
n n break; 


n 

n 

D 

D 

n 

n 

D 

□ 

D 

> 


n case  VK_RETURN  : 
n n { 

n n n HWND  hGrandParent  = GetParent  (GetParent  (hWnd)); 

n n n P r op S h ee t _P r e s s Bu t t on  (hGrandParent,  PSBTN_NEXT); 

n n } 

n n break; 

33  } 

n break; 

> 

return  CaLLWindowProc(wp0rigPhrase1Proc,  hWnd,  uMsg,  wParam,  LParam); 


// I 

//  Create  wizard  data  structures  and  caLL  P r ope r t y S h ee t 
//n  to  actually  create  wizard 

UINT  KeyGenWizard  (HWND  hWnd,  INT  startsheet) 
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{ 

n DWORD  dwThreadID; 

. PAGEINFO  pageC12:; 
PROPSHEETHEADER  psh; 


a 

INT 

i NumBi ts. 

iBitmap; 

a 

HDC 

hDC; 

a 

UINT 

uNumPages 

= 0, 

PageNum; 

o 

UIN7 

Ret  u rnVa  L ue  = 

PGPC0MDLG_0K; 

a 

USERINFO 

Userinfo  = 

(NULL, 

a 

n 

□ □ 

n 

n 

NULL, 

a 

n 

a n 

a 

a 

NULL, 

a 

n 

□ n 

a 

□ 

DEFAULT_KEY_TYPE, 

n 

n 

□ a 

n 

n 

DEFAULT_KEY_SIZE, 

a 

a 

n n 

Q 

n 

DEFAULT _SUBKEY_SIZE, 

a 

n 

□ Q 

D 

Q 

0, 

a 

a 

a Q 

n 

n 

NULL, 

a 

a 

n n 

□ 

c 

0, 

Q 

Q 

n □ 

□ 

□ 

0, 

n 

a 

□ □ 

n 

n 

NULL, 

s 

a 

n n 

Q 

n 

NULL, 

Q 

a 

n n 

□ 

□ 

0, 

□ 

n 

n n 

a 

n 

FALSE, 

n 

n 

□ □ 

a 

□ 

FALSE, 

n 

n 

n a 

u 

a 

FALSE, 

n 

s 

a a 

a 

a 

0, 

n 

o 

□ n 

Q 

a 

(NULL,  NULL,  FALSE,  NULL,  NULL, 

n 

n 

n n 

n 

n 

n n n n n SUCCESS,  FALSE, 

n 

n 

n n 

Q 

a 

FALSE, 

n 

□ 

n n 

Q 

a 

NULL, 

a 

a 

n n 

a 

Q 

FALSE}; 

n 

uNumPages 

= ( s 

izeof(page)  / sizeof(PAGEINFO)); 

FALSE} 


n hDC  = GetDC  (NULL);nn  //  DC  for  desktop 

n iNumBits  = Ge t D e v i c e Ca p s (hDC,  BITSPIXEL)  * G e t D e v i c e C a p s (hDC,  PLANES); 
n ReLeaseDC  (NULL,  hDC); 

a if  (iNumBits  <=  1)  iBitmap  = IDB_KEYWIZ1; 
n else  if  (iNumBits  <=  4)  iBitmap  = IDB_KEYWIZ4; 

n else  if  (iNumBits  <=  8)  iBitmap  = IDB_KEYWIZ8; 

n else  iBitmap  = I DB_KE Y W I Z 2 4 ; 


n for(PageNum  = 0;  PageNum  < uNumPages;  ++PageNum) 
n { 

a a pa g e C Pa g e N urn !]  . p s p . d w S i z e = s i z eo f ( P AG E I N F 0 ) ; 

a a pa g e C Pa g e N urn } . p s p . d w F L a g s = PSP_HASHELP; 

n n pageCPageNumD.psp.hInstance  = g_hlnst; 

n n pa ge C Pag eNum] . psp . ps z I c on  = NULL; 

n n pa  g e C Pa g e N urn]  . p s p . p f n D L g P r o c = Key  W i z a r d D e f a u L t D L g P ro  c ; 
n n pageCPageNumD.psp.pszTitLe  = "Foo"; 

n n pageCPageNumD.psp.LParam  = (LPARAM)  NULL; 

n n pageCPageNumH.psp.pfnCaLLback  = NULL; 

n n pa g e C Pa g e N urn] . p U s e r I n f o = SUserlnfo; 

a n pageCPageNum] . Wi zF Lags  = PSWIZB_BACK  | PSWIZB_NEXT; 
n n pageCPageNum].BitmapResource  = iBitmap; 

n n pageCPageNum]  . HeLpID  = I D H _ PG PKE YW I Z_ ABO UT ; 
n n pa g e C Pa g e N urn  3 . Pa g e A c t i ve  = FALSE; 

a } 
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n pageC0:.psp.pszTempLate  = M AKE I NT R E S OU R C E ( I D D_KE Y W I Z _ ABO UT ) ; 
n pa g e C 0 D . p s p . p f n D L g P ro c = Key W i z a rd D e f a u L t D L g P ro c ; 

n pa g e C 0 3 . W i z F L a g s = PSWIZB_NEXT; 

n pageC0: . He Lpl D = I DH_PGPKEYWI Z_AB0UT; 

n paged  3 . psp . pszTempLate  = M AKE I NTR E S OU R C E ( I D D_KE Y W I Z _N AH E ) ; 
n pa g e Cl  3 . p s p . p f n D L g P ro c = Key W i z a rdName D L g P r o c ; 
n paged  3 . He  Ipl  D = I D H_  PG  PKE  Y W I Z_N  AM  E ; 

n pageC23 . psp . pszTempLate  = M AKE I NTR E SOU R C E C I D D_KE Y W I Z _T Y P E ) ; 
n pa g e C 2 3 . p s p . p f n D I g P ro c = Key W i z a r dTy pe D L g P r o c ; 

n pageC23.HeLpID  = I D H_ PG PKE Y W I Z _T YPE ; 

n pageC33.psp.pszTemplate  = H AKE I NT R E SOU R C E ( I D D_KE Y W I Z_ S I Z E ) ; 
n pa g e C 3 3 . p s p . pf n D L g P r o c = Key W i z a r d S i z e D L g P r o c ; 

a page:33 . He LpID  = I D H_PG PKE Y W I Z_S I Z E ; 

a pa  g e C 4 3 . p s p . p s zT  emp  L a t e = M A KE I NT  R E S OU  R C E ( I D D_KE  YW I Z_  E X P I R AT  I ON  ) ; 

n pageC43.psp.pfnDLgProc  = KeyWizardExpirationDLgProc; 
n pageC43 . HeLpID  = I D H_PG PKE Y W I Z_ E X P I R AT  I ON ; 

n pageC53 . psp . pszTemp Late  = M AKE I NT R E S OU R C E ( I D D_KE Y W I Z _P A S S PH R A S E ) ; 
n pa g e C 5 3 . p s p . p f n D L g P r o c = Key W i z a r d Pa s s p h r a s e D L g P r o c ; 

n pageC53. HeLpID  = I D H_ PG PKE Y W I Z_ P AS S PH R A S E ; 

n pa g e C 6 3 . p s p . p s z T emp L a t e = H AKE I NTR E SOU R C E ( I D D_KE Y W I Z_R AN D OB  I T S ) ; 

n pa g e C 6 3 . p s p . p f n D L g P r o c = Key W i z a r d Ra ndob i t s D L g P r o c ; 

n pageC63 . Wi zF Lags  = PSWI ZB_BACK; 
n pageC63 . He Lpl D = I D H_PG PKE Y W I Z _R AN  DOB  I T S ; 

a pageC73 . psp . pszTemp Late  = H A KE I NT R E S OU R C E ( I D D_KE YW I Z_G E N E R AT  I ON ) ; 
n pa g e C 7 3 . ps p . p f n D L g P r o c = Key W i za r dGen e r a t i on D L g P r o c ; 

a pa g e C 7 3 . W 1 z F L a g s = 0; 

a pageC73 . He Lpl D = I D H_PG PKE Y W I Z_G E N E R AT  I ON ; 

n pa g e C 8 3 . p s p . p s z Temp L a t e = M AKE I NTR E SOU R C E ( I D D_KE Y W I Z_S I G N_0 LD ) ; 

n pa g e C 8 3 . p s p . p f n D L g P r o c = Key W i z a r d S i g nO L d D L g P r o c ; 

n pageC83.UizFLags  = PSUIZB_NEXT; 
n pageC83 . HeLpID  = I D H_PG PKE Y W I Z _S I G NO L D ; 

n pageC93 . psp. pszTempLate  = M AKE I NT R E S OU RC E ( I D D_KE YW I Z_ P R E S E N D ) ; 
n pa g e C 9 3 . p s p . p f n D L g P r o c = Key W i za r dP r e S e n d D L g P r o c ; 

a pa g e C 9 3 . W i z F L a g s = PSWIZB_NEXT; 

n pageC93. HeLpID  = I D H_ PG PKE Y W I Z_ PR E S EN D ; 

n pa g e Cl  0 3 . p s p . p s z Temp L a t e = M AKE I NT R E SOU R C E ( I D D_KE YW I Z _S E N D ) ; 

n pa g e Cl  0 3 . p s p . p f n D L g P r o c = Key W i z a r d S e ndTo S e r v e r D L g P r o c ; 

n paged  03  . Wi  z F Lags  = 0; 

a paged03. HeLpID  = I D H_PG  PKE  Y W I Z _S  E N D ; 

n paged  1 3 . psp . pszTemp Late  = H AKE I NTRE S OU R C E ( I D D_KE Y W I Z_ D 0 N E ) ; 
n pa g e Cl  1 3 . p s p . p f n D L g P r o c = Key W i za r d Don e D L g P r o c ; 

n paged13.WizFLags  = PS  W I Z B_  F I N I S H ; 
n paged  1 3 . HeLpID  = I D H_PG  PKE  Y W I Z_  DON  E ; 

n psh.dwSize  = s i z eo f C PRO P S H E ET H E A D E R ) ; 

n psh.dwFLags  = PSH_N0APPLYN0W  | PS H_PR0 PS H E ET P AG E | PSH_WIZARD; 
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n psh.hundParent  = hWnd; 
n psh  . hinstance  = g_hlnst; 

n psh.pszicon  = NULL; 

n psh.pszCaption  = NULL; 
n psh.nPages  = uNumPages; 
n psh.nStartPage  = startsheet; 
n psh.ppsp  = ( LPCPROPSHEETPAGE ) &page; 
n psh  . pf nCa L Lback  = NULL; 

n h Wn d C o L I e c t En t r opy  = NULL; 
n bNeedsCentering  = TRUE; 

n dwThreadID  = GetCurrentThreadld  (); 
a hHookKeyboard  = 

n n S e t W i ndo ws H 00 k Ex  ( W H_K E YBO AR D , W i z Ke y boa r d H oo k P ro c , NULL,  dwThreadID); 
n hHookDebug  = 

n n S e t W i n do w s Hoo k E X (WH_DEBUG,  W i z D e b ug Hoo kP r o c , NULL,  dwThreadID); 

n PropertySheetC&psh); 

n UnhookWindowsHookEx  (hHookDebug); 

n UnhookWindowsHookEx  (hHookKeyboard); 

n i f ( Use r I nf o . F u L L Name  ) 

n n pgpFree(Userlnfo.FuLLName); 

n i f ( U s e r I n f 0 . Ema i L ) 

n n pgp F ree ( Use r I n f o . Ema i L ) ; 

n i f ( U s e r I n f o . U s e r I D ) 

n n pgpFree(Userlnfo.UserlD); 

n i f ( U se  r I nf  o . Pa  s s Ph  ra  s e ) 

n { 

n n memse t ( Use r I n f o . Pa ss Ph ra s e,  '\0',  s t r L e n ( U s e r I n f o . Pa s s P h r a s e ) ) ; 

n n pgpFree(Userlnfo.PassPhrase); 

n > 

n i f ( U s e r I n f o . Key Bu f f e r ) 
n n pg p F r e e ( U s e r I n f o . Key Bu f f e r ) ; 

n i f ( ! Use r I nf 0 . F i n i s h S e L e c t ed  ) 
n { 

n n PGPKeySet*  pKeySet; 

n n if  ( U s e r I n f o . pKey ) { 

ana  pKeySet  = pg p Ne w S i n g L e t o n Key S e t ( U s e r I n f o . p Key ) ; 

° ° n PG P c omd L g E r r o r Me s s a g e ( pg p R emo ve Key s ( g _pKe y S e t Ma i n , pKeySet)); 

n n n pg p F r ee Key S e t ( pKey S e t ) ; 

n n > 

n n U s e r I n f o . F i na L R e s u L t = 0; 

n > 

a SendMessage (hWnd,  KH_H_C R E AT E D ON E , U s e r I n f o . F i na L R e s u L t , 
a a n n n n n (LPARAM)  U s e r I n f o . p Key ) ; 

a return(0); 

> 
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// I 

//n  Dialog  procedure  for  getting  name  and  email  address 
/ /n  f rom  user 

LRESULT  WINAPI  Key W i z a r d Name D I g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  iParam) 
{ 

n BOOL  CallDefaultProc  = TRUE; 

n BOOL  ReturnCode  = FALSE; 

n PAGEINFO  *pPage; 

n switch(Msg) 
n { 


u 

n 

case 

' WH_ 

INITDIALOG: 

n 

n 

< 

n 

n 

B 

SendDlgltemHessageChdlg,  I D C _ F U L L_N AM E , EM_S ET LI M I TT EXT , 

n 

n 

B 

n 

0. 

MAX_FULL_NAME_LEN); 

n 

n 

B 

S e nd D 1 g 1 1 emMe s s a g e ( h d 1 g , IDC_EMAIL,  E M_ S ET LI M I TT E XT, 

D 

a 

B 

n 

0, 

MAX_EMAIL_LEN); 

n 

n 

B 

break; 

D 

□ 

} 

Q 

□ 

case 

: WM_ 

NOTIFY: 

n 

n 

{ 

n 

□ 

Q 

LPNMHDR 

p n m h ; 

n 

n 

D 

pnmh 

= 

(LPNMHDR)  IParam; 

n 

n 

n 

i f ( pnmh 

->code  ==  PSN_WIZNEXT) 

n 

Q 

n 

c 

Q 

□ 

□ 

B 

unsigned  long  TextLen; 

n 

n 

n 

B 

BOOL  Continue  = TRUE; 

n 

Q 

n 

B 

pPage  = (PAGEINFO  *)  Ge t W i nd o w Lo ng ( hd 1 g , G W L_U S E R D AT A ) ; 

n 

a 

Q 

B 

assert(pPage); 

s 

n 

D 

B 

i f ( pPa  ge ) 

n 

□ 

n 

B 

n 

o 

D 

B 

B 

if(pPage->pUserInfo->Ful IName) 

D 

n 

n 

B 

B 

{ 

n 

n 

n 

B 

B 

n pgpFree(pPage->pUserInfo->FullName); 

n 

B 

n 

a 

B 

n p Pa g e->pU s e r I n f o-> F u 1 1 N a me  = NULL; 

n 

B 

Q 

n 

B 

} 

n 

B 

n 

n 

B 

if(pPage->pUserInfo->Emai  1) 

n 

B 

H 

n 

B 

{ 

n 

B 

n 

n 

B 

n pgpFree(pPage->pUserInfo->Emai 1); 

n 

B 

n 

n 

B 

n pPa g e->p U s e r I n f o-> Ema i 1 = NULL; 

u 

B 

n 

n 

B 

> 

n 

B 

B 

B 

B 

TextLen  = S e n d D 1 g 1 1 emMe s s a g e ( h d 1 g , I D C_ F U LL_N AME , 

n 

B 

B 

B 

B 

n WM_GETTEXTLENGTH,  0,  0)  + 1; 

a 

B 

B 

B 

B 

p Pa g e->p U s e r I n f o-> F u 1 L N a me  = 

n 

B 

B 

B 

B 

n pgpA 1 1 0 c ( ( Tex t Len  ) * s i zeof ( cha r ) ) ; 

n 

B 

B 

B 

B 

i f(pPage->pUserInfo->Fu 1 IName) 

a 

B 

n 

B 

B 

n Ge t D 1 g I t emT e X t ( h d L g , I D C _ F U LL_N AM E , 

a 

B 

n 

B 

B 

n n n n n p Pa g e->p U s e r I n f o-> F u 1 1 Na me , TextLen) 
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n 

n 

B 

B 

fl 

ifCTextLen  ==  1) 

n 

n 

fl 

fl 

B 

□ 

B 

B 

fl 

fl 

fl 

ifCCKMMessageBoxChdlg,  IDS_KW_TITLE, 

n 

B 

B 

fl 

B 

B 

n B n n I D S_KW_N0_ F U L L_N AH E , 

n 

B 

B 

B 

B 

fl 

B B B n HB_YESN0 1 HB_ICONWARNING  1 

n 

B 

B 

fl 

B 

B 

B B n n HB_DE FBUTT0N2 ) !=  IDYES)) 

Q 

B 

B 

B 

B 

fl 

{ 

□ 

B 

B 

fl 

fl 

B 

B Continue  = FALSE; 

a 

B 

B 

B 

fl 

B 

B SetFocus  (GetDLgItem  (hdlg,  I D C _ F U LL_M AM E ) ) ; 

n 

B 

fl 

B 

B 

B 

} 

n 

B 

fl 

fl 

fl 

> 

n 

B 

B 

B 

B 

Q 

B 

fl 

fl 

fl 

if(Continue) 

n 

B 

B 

B 

B 

n 

B 

B 

B 

fl 

fl 

TextLen  = S e n d D L g I t emH e s s a g e ( h d L g , IDC_EHAIL, 

Q 

B 

B 

fl 

fl 

B 

B B B B B B WM_GETTEXTLENGTH,  0,  0)  + 1; 

n 

B 

fl 

B 

B 

B 

pPage->pUserInf o->Emai L = 

□ 

B 

B 

B 

B 

B 

B pg p A L L 0 c ( ( Te X t Le n ) * s i z e o f ( c h a r ) ) ; 

o 

B 

B 

fl 

fl 

B 

if(pPage->pUserInfo->Emai L) 

n 

B 

fl 

B 

B 

B 

B GetDLgItemTextChdLg,  IDC_EMAIL, 

n 

B 

fl 

fl 

fl 

B 

B B B B B p Pa  g e->p  U s e r I n f o->  Etna  i L , TextLen); 

n 

B 

B 

B 

B 

B 

ifCTextLen  ==  1 ) 

n 

B 

fl 

B 

fl 

fl 

{ 

n 

B 

B 

B 

B 

B 

B ifCCKMMessageBoxChdlg,  I DS_KW_TITLE, 

□ 

B 

B 

B 

fl 

fl 

B B B I DS_KW_N0_EMAI L, 

n 

B 

fl 

B 

B 

fl 

B B B HB_YESN0 1 MB_ICONWARNING 1 

n 

B 

fl 

fl 

fl 

fl 

B B B MB_DEFBUTT0N2)  !=  IDYES)) 

n 

B 

fl 

B 

B 

B 

B { 

□ 

B 

B 

B 

B 

B 

B B Continue  = FALSE; 

n 

B 

B 

B 

B 

fl 

B B SetFocus  CGetDlgltem  Chdlg,  IDC_EHAIL)); 

n 

B 

fl 

B 

B 

B 

B > 

a 

B 

B 

B 

B 

fl 

} 

n 

B 

fl 

B 

fl 

> 

Q 

B 

B 

fl 

fl 

if  ( 

! Cont i nue ) 

n 

B 

fl 

fl 

fl 

n 

B 

B 

B 

fl 

B 

SetWi  ndowLong  C hd  Ig,  D W L_H  S G R E S U LT  , -ID; 

□ 

B 

B 

fl 

fl 

B 

ReturnCode  = TRUE; 

n 

B 

B 

B 

B 

fl 

Ca 1 IDefaultProc  = FALSE; 

□ 

B 

fl 

B 

fl 

> 

n 

B 

fl 

fl 

> 

n 

B 

B 

> 

n 

B 

B 

break; 

n 

B 

> 

H > 

n i f ( Ca L L De f a u L t P roc ) 
n { 

n n ReturnCode  = KeyWizardDefauLtDLgProcChdlg,  Msg,  wParam,  LParam); 
n > 

n r e t u rn ( Re t u r n C od e ) ; 

> 


//n  Dialog  procedure  for  getting  type  of  key  (RSA/DSA) 
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//n  from  user 

LRESULT  WINAPI  Key W i z a r dTy pe D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam) 

{ 

n BOOL  CaLLDefauLtProc  = TRUE; 
n BOOL  ReturnCode  = FALSE; 

n PAGEINFO  *pPage  = NULL; 

n swi tch(Msg) 
n { 

n n case  WH_ I N I T D I A LOG  : 
n n { 

n n n ReturnCode  = Key W i z a r d D e f a u L t D L g P r o c ( h d I g , Msg,  wParam,  LParam); 

n n n CaLLDefauLtProc  = FALSE; 

n n n pPage  = (PAGEINFO  *)  G e t W i n dou Lo n g ( h d L g , G W L_U S E R D AT A ) ; 

n n n a s s e r t ( p Pa  g e ) ; 

n n n if(pPage) 

n n n { 

#ifdef  PGP_FREEWARE 

n n n n p Pa g e->pU s e r I n f o->Key Ty pe  = PG P_PKA LG_ D S A ; 

n n n n E n a b L e W i n do w (GetDLgItem  (hdLg,  I D C_R A D I 0_R S A ) , FALSE); 

n n n n ShowWindow  (GetDLgItem  (hdLg,  I D C _ F R E E W A R ET E XT ) , SW_SH0W); 

#endif  //  PGP  FREEWARE 


n 

n 

B 

fl 

swi 

tch(pPage->pUserInfo->KeyType) 

n 

n 

B 

B 

{ 

n 

n 

B 

B 

fl 

case  PGP_PKALG_RSA : 

n 

n 

fl 

B 

B 

{ 

n 

n 

B 

B 

B 

□ S end D L g I t emMe s sa g e (hdLg,  IDC 

_RADI0_RSA, 

n 

Q 

B 

fl 

B 

n n BM_SETCHECK,  BST_CHECKED, 

0); 

n 

n 

B 

fl 

B 

n break; 

Q 

a 

B 

B 

fl 

> 

n 

n 

B 

B 

fl 

case  PGP_PKALG_DSA : 

n 

Q 

B 

fl 

fl 

{ 

n 

n 

B 

B 

fl 

n Send D L g I t emMe s sage  (hdLg,  IDC 

_RADI0_ELGAMAL, 

n 

n 

B 

B 

fl 

n n BM_SETCHECK,  BST_CHECKED, 

0); 

n 

n 

B 

B 

fl 

n break; 

n 

n 

B 

fl 

fl 

> 

n 

n 

B 

fl 

> 

n 

n 

B 

> 

n 

n 

B 

break; 

□ 

□ 

> 

n 

n 

case  UH_ 

NOTIFY: 

n 

n 

i 

n 

o 

B 

LPNMHDR 

pnmh  ; 

a 

s 

B 

pnmh 

1 = 

(LPNMHDR)  LParam; 

Q 

n 

fl 

switch 

( pnmh->code ) { 

D 

D 

fl 

fl 

case  PSN_KILLACTIVE  : 

n 

n 

fl 

B 

n 

□ 

fl 

fl 

fl 

UINT  KeyType  = PG P_PKA LG_D S A + PG P_PK A LG_ R S A ; 

n 

n 

B 

B 

fl 

if(SendDLgItemMessage(hdLg,  IDC_RADI0_RSA, 

n 

n 

fl 

B 

fl 

n n BM_GETCHECK,  0,  0)  ==  BST 

.CHECKED) 

D 

B 

fl 

B 

B 

n KeyType  = PG P_ PKA LG_R S A ; 

n 

B 

fl 

B 

fl 

eLse  i f ( Send D L g I t emMe s sa ge ( h d L g , 

IDC_RADIO_ELGAMAL 
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□ 

n 

B 

B 

B 

B 

a a BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

n 

n 

B 

B 

B 

B 

KeyType  = PG P_ PKA LG_ D S A ; 

n 

o 

B 

B 

B 

if(KeyType  !=  PG P_ PKA LG_ R S A S& 

Q 

n 

B 

B 

B 

KeyType  !=  PG P_ PKA LG_ D S A ) /*ShouLd  never  happen*/ 

n 

n 

B 

B 

B 

n 

n 

B 

B 

B 

B 

KMHessageBox  (hdlg,  I D S_KW_T I T L E , 

n 

n 

B 

B 

B 

B 

a a a a I D S _KW_ I N V A L I D_KE Y_T Y PE , 

a 

□ 

B 

B 

B 

B 

a a a a MB_0K|MB_IC0NERR0R); 

n 

Q 

B 

B 

B 

B 

SetWindowLong(hdLg,  D W L_M S G R E S U LT,  -ID; 

a 

n 

B 

B 

B 

B 

ReturnCode  = TRUE; 

n 

n 

B 

B 

B 

B 

Ca L L Def a u L t P r 0 c = FALSE; 

□ 

□ 

B 

B 

B 

> 

n 

n 

B 

B 

B 

e 1 

s e 

□ 

B 

B 

B 

B 

{ 

n 

n 

B 

B 

B 

B 

pPage  = (PAGEINFO  *)  GetWindowLong(hdLg,  GWL_USERDATA); 

n 

B 

B 

B 

B 

B 

assert (pPage); 

□ 

B 

B 

B 

B 

B 

pPage->pUserInf o->KeyType  = KeyType; 

n 

B 

B 

B 

B 

> 

n 

B 

B 

B 

> 

a 

B 

B 

> 

n 

B 

B 

break; 

Q 

B 

> 

n } 

a i f ( C a L I D e f a u L t P r o c ) 
a { 

n n ReturnCode  = Key W i z a rd D e f a u L t D L g P ro c ( h d L g , Msg,  wParam,  IParam); 

n > 

n r e t u r n ( Re t u r n C od e ) ; 

> 


//a  Dialog  procedure  for  getting  size  of  key  (number  of  bits) 
//n  from  user 


LRESULT  WINAPI  Key W i z a r d S i z e D L g P r o c (HWND  hdlg,  DINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAM  IParam) 
{ 

n BOOL  Ca L L Def au L t Proc  = TRUE; 
n BOOL  ReturnCode  = FALSE; 
n PAGEINFO  *pPage; 


□ 

□ 

n 

n 

n 

□ 

n 

n 

a 

a 

□ 

D 

n 

D 


suitch(Msg) 

{ 

n case  WM_ I N I T D I A LOG  : 
n { 

n n ReturnCode  = Key W i z a r d D e f a u L t D L g P r o c ( h d L g , Msg,  wParam,  IParam); 
n n C a L L D e f a u L t P r o c = FALSE; 

n n pPage  = (PAGEINFO  *)  G e t W i n do w Long ( h d L g , G W L_U S E R D AT A ) ; 

a a assert(pPage); 

n a SendDLgItemHessage  (hdlg,  IDC_CUSTOM_BITS,  EM_LIMITTEXT,  4,  0); 
n a if(pPage) 

a a { 

a a a S e nd D L g I t emM e s s a g e (hdlg,  I DC_CUSTOH_BITS,  WM_ENABLE, 

aaaaaaaaaaa  FALSE,  0); 
a a a s u i t c h ( p Pa g e ->pU s e r I n f o->Key S i z e ) 
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Q 

B 

B 

B 

i 

a 

B 

B 

B 

B 

case 

768  : 

B 

B 

B 

B 

B 

i 

B 

B 

B 

B 

B 

B 

Send D L g I t emHe s sage  (hdlg,  IDC_ 

RADIO. 

768, 

B 

B 

B 

B 

B 

B 

n BH_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

case 

1 024  : 

B 

B 

B 

B 

B 

i 

B 

B 

B 

B 

B 

B 

SendD LgItemMessage  (hdlg,  IDC_ 

RADIO. 

1 024, 

B 

B 

B 

B 

B 

B 

n BM_SETCHECK,  BST_CHECKED, 

SKr 

S • 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

case 

1 536: 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

S e nd D L g I t emM e s s a g e (hdlg,  IDC_ 

RADIO. 

1 536, 

B 

B 

B 

B 

B 

fl 

n BM_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

case 

2048  : 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

SendD LgItemMessage  (hdlg,  I0C_ 

RADIO. 

2048, 

B 

B 

B 

B 

B 

B 

n BM_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

case 

3072: 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

SendD L g I t emHe s sage  (hdlg,  IDC_ 

RADIO. 

3072, 

B 

B 

B 

B 

B 

B 

n BH_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

default: 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

SendD L g 1 t emHes sage  (hdlg,  IDC_ 

RADIO. 

CUSTOM 

B 

B 

B 

B 

B 

B 

n BM_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

B 

B 

Se  t D L g 1 1 emi  n t ( hd  L g , IDC_CL)STOM 

.BITS, 

B 

B 

B 

B 

B 

B 

n pPage->pLlserInf  o->KeySi  ze. 

FALSE); 

B 

B 

B 

B 

B 

B 

Send D L g I t emHe s sage  (hdlg,  IDC_ 

CUSTOM 

.BITS, 

B 

B 

B 

B 

B 

B 

n WM_ENABLE,  TRUE,  0); 

B 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

> 

B 

B 

B 

> 

B 

B 

B 

break; 

B 

B 

> 

B 

B 

case  WM 

_C0HMAND : 

B 

B 

B 

B 

B 

s w i 

tch(HIWORD(wParam) ) 

B 

B 

B 

B 

B 

B 

B 

case  BN_ 

.CLICKED  : 

B 

B 

B 

B 

i 

B 

B 

B 

B 

B 

i f (LOWORD(wParam)  ==  I D C _R A D I 0_C U STOM ) 
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n 

B 

B 

fl 

B 

{ 

n 

B 

B 

fl 

fl 

n SendDLgItemMessage  (hdlg,  I D C _C U S T0H_B I T S , 

n 

B 

B 

fl 

fl 

n n WH_ENABLE,  TRUE,  0); 

n 

B 

B 

fl 

fl 

> 

□ 

B 

fl 

fl 

fl 

else 

n 

B 

B 

fl 

fl 

{ 

n 

B 

fl 

fl 

fl 

n SendDLgItemMessage  (hdLg,  I D C_ C U S T 0M_B I T S , 

n 

B 

B 

fl 

fl 

n n WM_ENABLE,  FALSE,  0); 

n 

B 

B 

fl 

fl 

> 

n 

B 

fl 

fl 

B 

break; 

n 

B 

B 

fl 

> 

n 

fl 

fl 

> 

n 

B 

fl 

break; 

n 

fl 

> 

□ 

fl 

case  WH 

_N0TI FY : 

n 

B 

n 

B 

B 

LPNMHDR 

pnmh  ; 

Q 

fl 

fl 

pPage  = 

(PAGEINFO  *)  GetWi ndowLong C hd Lg,  GU L_U S E R D AT A ) ; 

n 

B 

B 

assert(pPage); 

B 

fl 

B 

pnmh  = 

(LPNMHDR)  LPa  ram; 

n 

B 

fl 

swi tch(pnmh->code) 

B 

fl 

fl 

< 

B 

fl 

fl 

fl 

case  PSN_KILLACTIVE : 

B 

fl 

B 

fl 

B 

B 

fl 

fl 

fl 

unsigned  long  MaxKeySize; 

B 

fl 

fl 

B 

fl 

unsigned  Long  KeySize  = 0; 

B 

fl 

B 

fl 

fl 

if(SendDLgItemMessage(hdLg,  IDC_RADI0_768, 

B 

fl 

fl 

fl 

fl 

n n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

B 

B 

fl 

fl 

fl 

n KeySize  = 768; 

B 

fl 

B 

fl 

fl 

else  i f ( S end D L g I t emM e s sa g e ( hd L g , I D C_ R A D I 0_1 02 4 , 

B 

B 

B 

fl 

B 

n n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

B 

fl 

B 

fl 

B 

n KeySize  = 1024; 

B 

B 

B 

fl 

B 

else  i f ( S end D L g 1 t emMes sag e ( hd L g , I D C_ R A D I 0_1 5 36 , 

B 

B 

B 

fl 

fl 

n n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

fl 

fl 

fl 

fl 

fl 

n Keys i ze  = 1 536 ; 

B 

B 

B 

fl 

fl 

else  i f ( SendD L g I t emMe ssa ge ( hd L g , I D C_R A D I 0_2 048, 

B 

fl 

fl 

fl 

fl 

a n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

B 

fl 

B 

fl 

fl 

n KeySize  = 2048; 

B 

fl 

B 

B 

B 

else  i f ( S end D L g 1 t emMes sag e ( hd L g , I D C_ R A D I O_3072 , 

B 

B 

B 

fl 

fl 

n n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

B 

B 

fl 

B 

fl 

n Keys i ze  = 3072 ; 

B 

B 

B 

fl 

B 

else  i f ( Send D L g I t emMessa ge ( hd L g , I D C_R A D I 0_ C U STOM 

B 

fl 

fl 

fl 

fl 

n n BM_GETCHECK,  0,  0)  ==  BST_CHECKED) 

B 

fl 

fl 

fl 

fl 

{ 

B 

B 

B 

fl 

fl 

n KeySize  = Ge t D L g I t emi n t ( h d L g , I DC_CUSTOM_BITS 

B 

fl 

fl 

fl 

fl 

n n NULL,  FALSE ) ; 

B 

B 

fl 

B 

fl 

> 

B 

B 

fl 

fl 

fl 

i f ( p Pa ge->pU se r I n f o->KeyTy pe  ==  PGP_PKALG_RS A ) 

B 

B 

fl 

fl 

fl 

a MaxKeySize  = M AX_ R S A_ KE Y_S I Z E ; 

B 

fl 

fl 

fl 

fl 

else 

B 

B 

fl 

fl 

B 

n MaxKeySize  = MAX_DS A_KE Y_S I Z E; 

B 

fl 

fl 

fl 

fl 

ifCKeySize  < MIN_KEY_SIZE  ||  KeySize  > MaxKeySize 
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n Q 
□ a 
n □ 
n n 
n n 
a n 
a a 
n n 
tt  c 
n □ 
a o 
n □ 
n u 
n Q 
n □ 
n n 
n a 

Et  Q 

n u 
a u 
n n 

Q Q 

n n 
n D 
n n 
n n 
n n 
n n 


B 

B 

B 

B 

B 

B 

B 

char  ErrorC1024D,  TitLeC1  024],  TempC1  024Il; 

B 

B 

B 

B 

LoadString(g_hInst,  I D S _KW_ I N V A LI D_KE Y_S I Z E , 

B 

B 

fl 

B 

n Temp,  sizeofCTemp)); 

B 

B 

B 

B 

LoadStri ng(g_hlnst,  IDS_KW_TITLE, 

B 

B 

B 

B 

n Title,  s i zeof (Ti t L e ) ) ; 

B 

B 

B 

B 

s p r i n t f ( E r r 0 r , Temp,  H I N_KE Y_ S I Z E , MaxKeySize); 

B 

B 

B 

B 

H e s s a g eBox ( h d L g , Error,  Title,  MB_0K  | MB_ I C 0 N E RR 0 R ) 

B 

B 

B 

B 

SetWindowLongChdlg,  DWL_MSGRESULT,  -1L); 

B 

B 

B 

B 

ReturnCode  = TRUE; 

B 

B 

B 

B 

CallDefauLtProc  = FALSE; 

B 

B 

B 

> 

B 

B 

B 

else 

B 

B 

B 

B 

B 

B 

B 

i f ( p Pa g e-> p U s e r I n f o->Key Ty pe  ==  PG P_ PKA LG_ D S A ) 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

n pPage->pUserInf o->KeySi ze  = 

B 

B 

B 

B 

n n G e t D S AKey S i z e ( Key S i z e ) ; 

B 

B 

B 

B 

n p Pa g e->pU s e r I n f o-> S u bKey S i z e = 

B 

B 

B 

B 

n n KeySi ze; 

B 

B 

B 

B 

} 

B 

B 

B 

B 

else 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

n p Pa g e-> pU s e r I n f o->Ke y S i z e = KeySize; 

B 

B 

B 

B 

} 

B 

B 

B 

> 

B 

B 

B 

break; 

B 

B 

> 

n n 
n Q 
n n 
n n 

B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


case  PSN_SETACTIVE : 

{ 

n CHAR  szTextE64]; 

B i f ( pPa g e->pU s e r I n f o->KeyTy pe  ==  P6P_PKAL6_DSA ) 

a i 

B B S h o wW i ndo w C G e t D L g I t em C h d I g , I D C_R A D I O_3072 ) , SW_SH0W); 

B B S h o w W i ndo w C G e t D L g I t em ( h d L g , I D C_ S TAT I C_ S H A LL_G U I D E ) , 

B B B B a n B SW_SH0W); 

B B Loadstring  (g_hlnst,  I DS_KW_DSACUSTOM, 

B B B szText,  sizeof(szText)); 

B B S e t D I g 1 1 emT ex t C h d L g , I DC_RADIO_CUSTOM,  szText); 

B B Loadstring  Cg_hlnst,  I DS_KW_DSA1 536, 

B B B szText,  sizeof(szText)); 

B B SetDLgItemTextChdLg,  IDC_RADI0_1536,  szText); 

B B Loadstring  (g_hlnst,  I DS_KW_DSA2048, 

B B B szText,  sizeof(szText)); 

B B SetDLgItemTextChdLg,  I D C_R A D I 0_ 2 048 , szText); 

B B Loadstring  (g_hlnst,  I D S_KW_ D S A3072 , 

B B B szText,  s i z eof ( s z Tex t ) ) ; 

B B SetDLgItemTextChdLg,  I D C_R A D I O_3072 , szText); 

B > 

B e L se 

B { 

B B S h o wW i ndo w C G e t D L g I t em C h d L g , I D C_R A D I O_3072 ) , SW_HIDE); 

B B S h owW i ndo w C G e t D L g 1 1 em C h d L g , I D C_S T AT  I C_ S M A LL_G U I D E ) , 

B B B B B B B SW_HIDE); 

B a Loadstring  Cg_hlnst,  I DS_KW_RSACUSTOM, 

B B B szText,  s i z eo f C s z T e X t ) ) ; 

B B SetDLgItemTextChdLg,  I DC_RADI0_CUST0M,  szText); 
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□ 

B 

n 

B 

Q 

n 

Loadstring  (g_hlnst. 

I DS_ 

KW_RSA1 536, 

□ 

B 

n 

B 

Q 

n 

n szText,  s i zeof C szText ) ) ; 

n 

B 

B 

B 

B 

B 

SetDLgItemTextChdLg, 

IDC_ 

RADI0_1536,  szText); 

n 

B 

B 

B 

B 

B 

Loadstring  Cg_hlnst, 

IDS_ 

KW_RSA2048, 

a 

B 

B 

B 

Q 

B 

n szText,  s i z e of ( s z T ex t ) ) ; 

a 

B 

B 

B 

□ 

B 

SetDLgItemTextChdLg, 

IDC_ 

RADIO_2048,  szText); 

a 

B 

B 

B 

B 

} 

B 

B 

B 

B 

n 

break; 

B 

B 

B 

B 

> 

B 

B 

B 

} 

B 

B 

B 

break; 

B 

B 

> 

B 

} 

B 

i 

f(CaLLDefauLtProc) 

B 

B 

B 

ReturnCode 

= Key W i za r d De f a u L t D L gP ro c ( hd L g 

, Msg,  wParam,  LParam) 

B 

} 

B 

return(ReturnCode) ; 

} 


//n  Dialog  procedure  for  getting  expiration  info  of  key 
//n  from  user 


LRESULT  WINAPI  Ke y W i z a r d Ex p i r a t i o n D L g P r o c CHWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAH  wParam,  LPARAH  LParam) 

{ 

n BOOL  Ca L L Def au L t Proc  = TRUE; 
n BOOL  ReturnCode  = FALSE; 

n BOOL  InRange  = TRUE; 

n PAGEINFO  *pPage; 


n switchCMsg) 
n { 

n n case  WH_ I N I T D I A LOG : 
n n { 

n n n ReturnCode  = Key W i z a r d D e f a u L t D L g P r o c ( hd L g , Msg,  wParam,  LParam); 

n n n Ca I L D e f a u L t P r o c = FALSE; 


ana  S e nd D L g I t emMe s s a g e C hd L g , I D C_E D I T_C U S T0M_D A Y S , 

nnnnnnnnn  EM_S ET LI M I TTEXT , 4,  0); 


n n n pPage  = (PAGEINFO  *)  GetWindowLongChdLg,  GUL_USERDATA); 


B 

B 

B 

assert(pPage); 

B 

B 

B 

i 

f(pPage) 

B 

n 

B 

< 

a 

B 

B 

B 

i f ( ! pPage->pUserInfo->Expi reDays) 

B 

B 

B 

B 

B 

B 

B 

B 

n SendD LgItemMessage  (hdLg, 

IDC 

_RADI0 

_NEVER, 

B 

B 

B 

B 

n n BM_SETCHECK,  BST_CHECKED, 

0); 

B 

B 

B 

B 

D S e nd D L g I t emMe s s a g e (hdLg, 

IDC 

_EDIT_ 

CUST0M_DAYS, 

B 

B 

B 

B 

n n WH_ENABLE,  FALSE,  0); 

B 

B 

B 

B 

> 

B 

B 

B 

B 

else 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

n SendD LgItemMessage  (hdLg, 

IDC 

_RADI0 

_CUST0H_DAYS, 
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n 

0 

0 

0 

0 

n BM.SETCHECK,  BST. CHECKED,  0); 

n 

0 

0 

0 

0 

SetDLgltemlntChdlg,  IDC. EDIT. CUSTOM. DAYS, 

n 

0 

O 

0 

0 

n pPage->pUserInf o->Expi reDays,  FALSE); 

n 

0 

0 

0 

0 

SendDLgltemMessage  (hdLg,  I D C . E D I T.C U S TOM. D A Y S 

f 

Q 

0 

0 

0 

0 

n WM. ENABLE,  TRUE,  0); 

Q 

0 

0 

0 

> 

□ 

0 

0 

> 

n 

0 

0 

break; 

a 

0 

> 

n 

0 

case 

wn 

.COMMAND : 

a 

0 

i 

n 

0 

0 

sw  i 

tchCHIWORDCwParam) ) 

Q 

0 

0 

i 

n 

0 

0 

0 

case 

BN. CLICKED : 

□ 

0 

0 

o 

i 

□ 

0 

0 

0 

0 

if (LOHORD(wParam)  ==  I D C .R A D I O.C U S TOM. D A Y S ) 

□ 

0 

0 

0 

0 

{ 

a 

0 

0 

0 

0 

n SendDLgltemMessage  (hdLg,  I D C.E D I T. C U S TOM. 

DAYS, 

u 

0 

0 

0 

0 

n n WM. ENABLE,  TRUE,  0); 

n 

0 

0 

0 

0 

} 

n 

0 

0 

0 

0 

e L se 

□ 

0 

0 

0 

0 

{ 

□ 

0 

0 

0 

0 

n SendDLgltemMessage  (hdLg,  I D C . E D I T. C U S TOM. 

DAYS, 

n 

0 

0 

0 

0 

n n WM. ENABLE,  FALSE,  0); 

□ 

0 

0 

0 

0 

> 

n 

0 

0 

0 

0 

break; 

□ 

O 

0 

0 

> 

n 

0 

0 

> 

n 

0 

0 

break; 

□ 

0 

> 

Q 

0 

case 

: WM 

.NOTIFY: 

n 

0 

o 

0 

0 

LPNMHDR 

pnmh  ; 

n 

0 

0 

pntith  = (LPNMHDR)  L Pa  ram; 

n 

O 

0 

i f ( pnmh- 

>code  ==  PSN.WIZNEXT) 

Q 

o 

0 

a 

0 

0 

0 

UINT 

ExpireDays; 

n 

0 

0 

0 

ifCSendDLgltemMessageChdlg,  IDC. RADIO. NEVER, 

n 

0 

0 

0 

0 

n BM.GETCHECK,  0,  0)  ==  BST. CHECKED) 

0 

0 

0 

0 

0 

ExpireDays  = 0; 

0 

0 

0 

0 

else 

i f ( S e nd D L g 1 1 emHe s sa g e ( hd L g , I D C.R A D 1 0. C U S TOM. 

DAYS, 

0 

0 

0 

0 

0 

n BM.GETCHECK,  0,  0)  ==  BST.CHECKED)  ( 

0 

0 

0 

0 

0 

ExpireDays  = G e t D L g I t emi n t ( hd L g , I D C . E D I T.C U S TOM. D A YS 

0 

0 

0 

0 

0 

n a n n n n n NULL,  FALSE); 

0 

0 

0 

0 

0 

0 

0 

0 

0 

if  (( Expi reDays<MIN. EXPIRATION)  || 

0 

0 

0 

0 

0 

a (Expi reDays>MAX. EXPIRATION)) 

0 

o 

0 

0 

0 

{ 

0 

0 

0 

o 

0 

a char  ErrorC10243,  TitLe[1024D,  TempC1024]; 

0 

0 

0 

0 

0 

a LoadStri ng(g.hlnst,  I D S .KW.I N V A L I D. E X P I R AT  1 0 N , 

0 

0 

0 

0 

0 

a a a a Temp,  s i z e o f ( Temp ) ) ; 

0 

0 

0 

0 

o 

a Loa d S t r i n g ( g.h I n s t , I D S .KW.T I T LE , 

0 

0 

0 

0 

0 

a a a a TitLe,  s i zeof ( Ti t L e ) ) ; 
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n 

B 

n 

B 

n 

B 

sprintf (Error,  Temp,  M I N_ EX P I R AT  1 0 N , M AX_ E X P I R AT  I ON  ) 

n 

B 

n 

B 

n 

B 

Mes sag eBox ( hd 1 g , Error,  Title,  MB_0K  | MB_ I C 0 N E R R 0 R ) 

n 

B 

B 

B 

B 

n 

SetUi  ndowLong  ( hd  Ig,  D W L_M  S G R E S U LT  , -ID; 

n 

B 

B 

B 

B 

B 

ReturnCode  = TRUE; 

B 

B 

B 

B 

B 

B 

Ca  1 1 Def au 1 1 Proc  = FALSE; 

n 

B 

B 

B 

B 

B 

InRange  = FALSE; 

B 

B 

B 

B 

B 

} 

B 

B 

B 

B 

} 

B 

B 

B 

B 

i f 

(InRange) 

B 

B 

B 

B 

B 

B 

B 

B 

n 

pPage  = (PAGEINFO  *)  G e t W i n d o w Lo n g ( h d 1 g , G W L_U S E R D AT A ) ; 

B 

B 

B 

B 

B 

assert(pPage) ; 

B 

B 

B 

B 

B 

pPage->pUserInf o->Expi reDays  = ExpireDays; 

B 

B 

B 

B 

} 

B 

B 

B 

} 

B 

B 

B 

break; 

B 

B 

} 

B 

} 

B 

if(CallDefaultProc) 

B 

{ 

B 

Q 

ReturnCode 

= Key W i za r d D e f a u 1 t D 1 g P r o c ( h d 1 g , Msg,  wParam,  IParam); 

B 

} 

B 

} 

return(ReturnCode); 

//n  Dialog  procedure  for  getting  passphrase 
//n  from  user 


LRESULT  WINAPI  Key W i z a r d Pa s s ph r a s e D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAM  LParam) 

{ 

n BOOL  Cal  LDefauLtProc  = TRUE; 

n BOOL  ReturnCode  = FALSE; 

n PAGEINFO  *pPage; 
n static  HBRUSH  hBrushEdit; 


n switch(Msg) 
n { 

n n case  WH_ I N I T D I A LOG : 
n n { 

n n n ReturnCode  = Key W i z a r d D e f a u I t D I g P r o c ( h d I g , Msg,  wParam,  IParam); 

n n n C a I I De f a u 1 1 P r o c = FALSE; 


a a 
a n 
n n 
□ n 
n D 
n □ 
D n 
n Q 


n wpOri gPhrasel Proc  = (WNDPROC)  S e t W i ndo w Lo ng ( G e t D I g 1 1 em ( h d I g , 
n n n n n I D C _ E D I T_P A S S P H R A S E ) , 

n n n n n GWL_WNDPROC, 

n n n n n (LONG)  W i z Ph r a s e 1 S ub c I a s s P r o c ) ; 

n upOri gPh raseZProc  = (WNDPROC)  S e t W i ndo w Lon g ( G e t D I g 1 1 em ( h d I g , 


n 

B 

B 

B 

B 

IDC_ 

EDIT_PASSPHRASE2), 

B 

B 

B 

B 

B 

GWL_ 

WNDPROC, 

B 

B 

B 

B 

B 

(LONG)  W i z P h r a s e 2 S u b c 1 a s s P r 0 c ) ; 

n H n hBrushEdit  = CreateSolidBrush  (GetSysColor  (C0L0R_WIND0W)); 


n n n break; 
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n n > 


□ 

n 

□ 

□ 

n 

n 

□ 

n 

a 

n 

□ 


n 

n 

□ 

□ 

n 

Q 

n 

□ 

n 

n 

a 


case  WM_CTLCOLOREDIT : 

H if  ( ( ( H WN D ) I Pa  ram  ==  GetDLgItem  (hdlg,  I D C _ E D I T_ P A S S PH R A S E ) ) || 

n n ( ( H WN D ) L Pa ra m ==  GetDLgItem  (hdLg,  I D C _ E D I T_ P A S S PH R A S E 2 ) ) ) { 

n n SetBkCoLor  ( ( H DC ) uPa ram,  GetSysCoLor  ( C 0 LO R_ W I N DO W ) ) ; 
n n if  ( b H i d eTy p i ng  ) 

n n n SetTextCoLor  ( ( H D C ) wPa r a m,  G e t S y s C o L o r ( C 0 LO R_ W I N D 0 W ) ) ; 

n n else 

n n n SetTextCoLor  ( ( H D C ) w Pa r a m,  G e t S y s C o L o r C C 0 LO R_ W I N D OWT E XT  ) ) ; 

n n return  ( BOO L ) h B r u s h E d i t ; 

n > 

n break; 


a n case  UM_DESTROY: 

SetWindowLongCGetDLgItemChdLg,  IDC_EDIT_PASSPHRASE), 
a a n n n n n GWL_WNDPROC,  (LONG)wpOrigPhraselProc); 

n SetWindowLongCGetDLgItemChdLg,  I D C _ E D I T_P A S S P H R AS E 2 ) , 

n n n n n n n GWL_WNDPROC,  CL0NG)wp0rigPhrase2Proc); 


n 

Q 

Q 

DeLeteObject 

ChBrushEdit); 

n 

D 

O 

KMWipeEditBox 

C hd  Lg, 

IDC_EDIT_ 

PASSPHRASE); 

n 

Q 

n 

KMWi peEdi tBox 
break; 

C h d L g , 

IDC_EDIT_ 

PASSPHRASE2); 

case  WM  COMMAND: 


n 

a 

□ 

n 

Q 

s w i 

tchCLOWORDCwParam)) 

n 

n 

n 

{ 

□ 

n 

n 

n 

case 

IDC_CHECK_HIDE_TYPING: 

□ 

a 

n 

n 

B 

if  C I s D L gBu t t onC he c ked  ChdLg, 

n 

n 

n 

n 

B 

n n BST_CHECKED) 

n 

n 

n 

n 

B 

n bHideTyping  = TRUE; 

n 

D 

n 

u 

B 

eLse 

n 

n 

n 

n 

B 

n bHideTyping  = FALSE; 

□ 

n 

n 

n 

B 

InvaLidateRectCGetDLgItemChdLg 

n 

n 

a 

n 

B 

n NULL,  TRUE); 

n 

□ 

n 

n 

B 

InvaLidateRectCGetDLgItemChdLg 

s 

n 

a 

n 

B 

a NULL,  TRUE); 

n 

n 

a 

B 

B 

break; 

n 

a 

a 

> 

n 

n 

a 

break; 

n 

a 

} 

n n case  WM_N0TIFY: 

n D { 

n a n LPNMHDR  pnmh; 


n 

n 

n 

n 

a 

n 

n 

n 

D 


n n pnmh  = CLPNMHDR)  LParam; 

n n if Cpnmh->code  ==  PS N_S ET ACT  I V E ) 

n n { 

n n n bHideTyping  = TRUE; 

n n n C h e c k D L g Bu 1 1 o n ChdLg,  I D C _C H E C K_H I D E_T Y P I NG  , BS T_C H E C KE D ) ; 

n n } 

n n eLse  i f C pnmh->code  ==  PSN_WIZNEXT) 

n n { 

n n n pPage  = CPAGEINFO  *)  Ge t W i n d o w Lon g C hd L g , G W L_U S E R D AT A ) ; 


CCCHK:44832238fc9088db4bf7ff662ef4aa7361cc7b6e73155673327d6afb0424bd8ef]] 


Pretty  Good  Privacy  5.0’^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


908 


PGPkeygenwiz.c 


n 

B 

B 

B 

assert(pPage); 

Q 

B 

B 

B 

if(pPage) 

□ 

B 

B 

B 

i 

n 

B 

B 

B 

B 

CHAR  sz 

Dummy  C4 ] ; 

n 

B 

B 

B 

B 

LPhraselLen  = S e n d D L g I t emM e s s a g e (hdLg, 

n 

B 

B 

B 

B 

B 

IDC 

_EDIT_PASSPHRASE,  WM_G ETT E XT LE NGT H , 0,  0)  +1; 

Q 

B 

B 

B 

B 

szPhrasel  = KMALloc  (LPhraselLen); 

n 

B 

B 

B 

B 

i f 

(szPhrasel ) 

B 

B 

B 

B 

B 

B 

GetDLgItemText  (hdLg,  I D C _ E D I T_P A S S PH R A S E , 

B 

B 

fl 

B 

B 

B 

B 

Ban  szDummy,  s i z eo f ( s z D ummy ) ) ; 

B 

B 

B 

B 

B 

LPhrase2Len  = S e nd D L g I t emMe s s a g e (hdLg, 

B 

B 

B 

B 

B 

B 

IDC 

_EDIT_PASSPHRASE2,  WM_G ETT E XT L ENGT H , 0,  0)  +1; 

B 

B 

B 

B 

B 

szPhrase2  = KMALLoc  ( L Ph ra se2 Len ) ; 

B 

B 

B 

B 

B 

i f 

(szPhrase2) 

B 

B 

B 

B 

B 

B 

GetDLgItemText  (hdLg,  I D C_ E D I T_P A S S PH R AS E2 , 

B 

B 

B 

B 

B 

B 

fl 

n n n szDummy,  s i z eo f ( s z D ummy ) ) ; 

B 

B 

B 

B 

B 

if(szPhrase1  SS  szPhrase2) 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

■i  f 

(strcmp  (szPhrasel,  szPhrase2)  ==  0) 

B 

B 

B 

B 

B 

B 

i 

B 

B 

B 

B 

B 

B 

B 

if(VaLidatePassPhrase(hdLg,  szPhrasel  )) 

B 

B 

B 

B 

B 

B 

fl 

{ 

B 

B 

B 

B 

B 

B 

B 

n pPage->pUserInf o->PassPhrase  = 

B 

B 

B 

B 

B 

fl 

B 

n n pg  p A L L 0 c ( ( L P h r a s e 1 Le n ) * s i z eo f ( c h a r ) ) ; 

B 

B 

B 

B 

B 

B 

fl 

a strcpy(pPage->pLJserInfo->PassPhrase, 

B 

B 

B 

B 

B 

fl 

B 

n n szPhrasel); 

B 

B 

B 

B 

B 

B 

fl 

> 

B 

B 

B 

B 

B 

B 

B 

e L se 

B 

B 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

fl 

B 

a SetDLgItemText(hdLg,IDC_EDIT_PASSPHRASE,""); 

B 

B 

B 

B 

B 

fl 

B 

n SetDLgItemText(hdLg,IDC_EDIT_PASSPHRASE2,""); 

B 

B 

B 

B 

B 

fl 

B 

n SetFocus  (GetDLgItem  (hdLg, 

B 

B 

B 

B 

B 

B 

fl 

n n n n n n I D C _E D I T_P AS S PH R A S E ) ) ; 

B 

B 

B 

B 

B 

fl 

n 

n SetWindowLong(hdLg,  D W L_M SG R E S U LT , -ID; 

B 

B 

B 

B 

B 

B 

B 

n ReturnCode  = TRUE; 

B 

B 

B 

B 

B 

B 

B 

n C a L L D e f a u L t P r 0 c = FALSE; 

B 

B 

B 

B 

B 

B 

B 

} 

B 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

fl 

e L s e 

B 

B 

B 

B 

B 

fl 

■c 

B 

B 

B 

B 

B 

fl 

B 

KMHessageBox(hdLg,  I D S _KW_T I T LE, 

B 

B 

B 

B 

B 

fl 

B 

n IDS_KW_MISMATCHED_PHRASES, 

B 

B 

B 

B 

B 

B 

B 

n HB_0K  1 MB_IC0NERR0R); 

B 

B 

B 

B 

B 

B 

B 

SetDLgItemText(hdLg,  I D C_ E D I T_P AS S PH R AS E , ""); 

B 

B 

B 

B 

B 

fl 

B 

SetDLgItemText(hdLg,  I D C_ E D I T_P A S S PH R AS E 2 , ""); 

B 

B 

B 

B 

B 

B 

B 

SetFocus  (GetDLgItem  (hdLg,  IDC_EDIT_PASSPHRASE)); 

B 

B 

B 

B 

B 

B 

B 

SetWi  ndowLong(hdLg,  D W L_M  S G R E S U LT  , -ID; 

B 

B 

B 

B 

B 

fl 

B 

ReturnCode  = TRUE; 

B 

B 

B 

B 

B 

fl 

B 

Ca L L Def au L t Proc  = FALSE; 

B 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

B 

KMFree(szPhrase1 ); 

B 

B 

B 

B 

B 

B 

KHFree(szPhrase2); 

B 

B 

B 

B 

B 

> 
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n n n n } 

n n n } 

a a n break; 

n n > 

n > 

a i f ( Ca L L De f a u L t P ro c ) 
n { 

n n ReturnCode  = Key W i z a rd D e f a u L t D L g P ro c ( h d L g , Msg,  wParam,  LParam); 
n > 

n r e t u r n ( R e t u r n C od e ) ; 

> 


// 

//n  Dialog  procedure  for  getting  entropy 
/ /a  from  user 


LRESULT  WINAPI  Key W i z a r d Ra ndob i t s D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAM  LParam) 

{ 

a BOOL  CaLLDefaultProc  = TRUE; 

n BOOL  ReturnCode  = FALSE; 

n PAGEINFO  *pPage; 


n switch(Hsg) 
n { 

n n case  WM_ I N I T D I A LOG : 
n n { 

n n n ReturnCode  = Key W i z a r d De f a u L t D L g P r o c ( h d L g , Msg,  wParam,  LParam); 
n n n CaLLDefaultProc  = FALSE; 

n n n break; 

n n > 


n n case  WM_M0U S EMO V E : 

n n case  UH_TIMER: 

n □ { 

n n n int  Pe r c e n t Comp L e t e = 0; 

n n n float  ftot,  fsofar; 


n n n ReturnCode  = Key W i z a r d D e f a u L t D L g P r o c ( h d L g , Msg,  wParam,  LParam); 

n n n CaLLDefaultProc  = FALSE; 


n n n pPage  = (PAGEINFO  *)  Ge t W i ndo w Long ( h d L g , G W L_U S E R D AT A ) ; 

n n n assert(pPage); 


□ n 

n □ 

□ n 

n n 

n □ 

□ a 

n n 


n i f ( p Pa g e-> Pa g e A c t i V e SS  pPa g e->pU s e r I n f o->Ra nd omB i t s Need ed ) 
n { 

n n fsofar  = (float)  pg pRa nd Poo L E n t ropy () ; 
n n ftot  = (float)  p Pa g e->pU s e r I n f o->Ra ndomB i t s N e ed e d ; 
n n fsofar  -=  (float)  p Pa g e->pU s e r I n f o->0 r i g i na L E n t r opy ; 
n n ftot  -=  (float)  pPage->pUserInfo->OriginaLEntropy; 
n n Pe r c e n t C omp L e t e = (int)  ((fsofar  / ftot)  * 100.0); 


n 

Q 

o 


n 


Q 

n 

n 


□ 


n if(ftot  <=  fsofar) 
n { 

n n p Pa g e->pU s e r I n f o->Ra ndomB i t s Ne eded  = 0; 
a n pPage->Wi zF Lags  = PSWIZB_NEXT  | PSWIZB_BACK; 
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n 

0 

0 

0 

0 

SendMessage(GetPa rent (hdLg),  PSM.SETWIZBUTTONS, 

□ 

0 

o 

0 

0 

n n n n n 0,  pPage->WizFLags); 

Q 

0 

0 

0 

> 

Q 

0 

0 

0 

SendD LgItemMessage  (hdLg,  I D C _P ROG R E S S , PBH_SETP0S, 

n 

0 

0 

0 

0 

B n n n n Pe r c e n t C omp L e t e , 0); 

□ 

0 

0 

> 

n 

0 

0 

break; 

n 

0 

> 

n 

0 

case  WM 

.NOTIFY: 

a 

0 

i 

n 

o 

0 

LPNMHDR 

pnmh  ; 

n 

0 

0 

pnmh  = 

(LPNMHDR)  LPa  ram; 

n 

0 

0 

i f ( pnmh 

->code  ==  PSN.KI LLACTI VE ) 

n 

0 

0 

□ 

0 

0 

0 

pPage  = (PAGEINFO  *)  G e t W i nd o w Lon g ( h d L g , G W L_U S E R D AT A ) ; 

n 

0 

0 

0 

assert(pPage); 

Q 

0 

0 

0 

if(pPage->pUserInfo->RandomBitsNeeded  > 

□ 

0 

0 

0 

0 

(Long)  pgpRandPoo L Ent ropy ( ) ) 

□ 

0 

0 

0 

{ 

□ 

0 

0 

0 

0 

KMMessageBox(hdLg,  IDS.KW.TITLE,  I D S _KW_N E E D.HO R E_B I T S 

n 

0 

0 

0 

0 

B HB.OK); 

n 

0 

0 

0 

0 

SetWi  ndowLong(  hd  Lg,  D W L_H  S G R E S U LT  , -ID; 

n 

0 

0 

0 

0 

ReturnCode  = TRUE; 

□ 

0 

0 

0 

0 

C a L L D e f a u L t P r 0 c = FALSE; 

n 

0 

0 

0 

0 

hWndCoLLectEntropy  = NULL; 

n 

0 

0 

0 

> 

a 

0 

0 

> 

n 

0 

0 

else 

n 

0 

0 

i 

n 

0 

0 

0 

i f (pnmh->code  ==  PS N_ S ET A CT I V E ) 

n 

0 

0 

0 

i 

n 

0 

0 

0 

0 

Long  TotaLBitsNeeded,  RandPooLSize; 

n 

0 

0 

0 

0 

hWndCoLLectEntropy  = hdLg; 

n 

o 

0 

0 

0 

/*Check  to  see  if  there  are  random  bits  needed.*/ 

n 

0 

0 

0 

0 

pPage  = (PAGEINFO  *)  GetWi ndowLong ( hd Lg,  G W L_U S E R D AT A ) 

u 

0 

0 

0 

0 

assert(pPage) ; 

n 

0 

0 

0 

o 

i f ( pPage ) 

0 

0 

0 

0 

0 

{ 

0 

0 

0 

0 

0 

B TotaLBitsNeeded  = 

0 

0 

0 

0 

0 

B B pgpKey Ent ropyNeeded ( 

o 

0 

0 

0 

o 

B B n (byte)  p Pa g e->pU s e r I n f o->Key Ty p e , 

0 

0 

0 

0 

0 

B B n (unsigned)  p Pa g e->p U s e r I n f o->Key S i z e ) ; 

0 

0 

0 

0 

0 

B i f ( pPage->pU se r I nf o->KeyTy pe  ==  PGP.PKALG.DSA  ) 

0 

0 

0 

0 

0 

B { 

0 

0 

0 

0 

0 

B B TotaLBitsNeeded  +=  pg p Key E n t r opy N e e d ed ( 

0 

o 

0 

0 

0 

B B n n n n n PG P_ PKA LG_ E LG AH A L, 

0 

o 

0 

0 

0 

B B n n n n n pPa g e->p U s e r I n f o->S u b Key S i 

0 

0 

0 

0 

0 

B } 

0 

0 

0 

0 

0 

B RandPooLSize  = pg pRa ndPoo L S i z e ( ) ; 

0 

o 

0 

0 

0 

B pPa g e->pUse r I nf o->Ra ndomB i t sNeeded  = 

0 

0 

0 

0 

0 

B B n m i n ( To t a L B i t s N e ed e d , RandPooLSize); 

o 

0 

0 

0 

0 

> 

0 

0 

0 

0 

0 

i f (! pPage  | | 

0 

0 

0 

0 

0 

B (pPage  && 

0 

0 

0 

0 

0 

B ( ( L 0 ng ) ( L on g ) p Pa g e->p U s e r I n f o->R a ndomB i t s N e e d e d - 
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n 

n 

B 

B 

B 

B 

a (long)  pgpRandPoo 1 Ent ropy ( ) ) > 0)) 

n 

n 

B 

B 

B 

{ 

n 

n 

B 

B 

B 

B 

pPage->pUserInfo->OriginalEntropy  = 

n 

n 

B 

B 

B 

B 

n n a a a a pgpRandPoolEntropy(); 

s 

Q 

B 

B 

B 

B 

S e n d D 1 g I t emM e s sa g e (hdlg,  I D C _ PROG R E S S , 

n 

n 

B 

B 

B 

B 

a PBH_SETRANGE,  0,  M AKE LP A R AH ( 0 , 100)); 

Q 

Q 

B 

B 

B 

B 

S end D 1 g I t emM e s s a g e (hdlg,  I D C _P ROG R E S S , 

u 

n 

B 

B 

B 

B 

a PBM_SETP0S,  0,  0); 

n 

□ 

B 

B 

B 

> 

n 

n 

B 

B 

B 

e 

1 se 

n 

□ 

B 

B 

B 

{ 

n 

n 

B 

B 

B 

B 

SetWindowLong(hdlg,  D W L_MS  G R E S U LT  , -ID;  /*Skip*/ 

n 

B 

B 

B 

B 

B 

CallDefaultProc  = FALSE; 

Q 

B 

B 

B 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

B 

B 

B 

h WndCo  1 1 e c t Ent ropy  = NULL; 

Q 

B 

B 

B 

B 

> 

n 

B 

B 

B 

> 

n 

B 

B 

> 

n 

B 

B 

break; 

n 

B 

> 

n 

> 

n i f ( C a L L D e f a u 1 1 P r o c ) 
n { 

n n ReturnCode  = Key W i za r d D e f a u L t D L g P r o c ( h d L g , Msg,  wParam,  LParan); 
n } 

n r e t u rn ( Re t u rnCode ) ; 

} 


//n  Dialog  procedure  for  actually  generating  the  key(s) 

LRESULT  WINAPI  Key W i za r dGene r a t i on D I g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAH  wParam,  LPARAH  IParam) 

{ 

n BOOL  CallDefaultProc  = TRUE; 

n BOOL  ReturnCode  = FALSE; 

PAGEINFO  *pPage  = NULL; 
a DWORD  dwThreadlD; 
n char  Pha  se  S t r i ng  C 1 2 8 II  ; 
n static  BOOL  b A V I F i n i s h ed ; 
a static  BOOL  b AV I S t a r t ed ; 


n switch(Msg) 
n { 

n n case  WM_ I N I T D I A LOG  : 
□ n { 

n n n HANDLE  hThread; 


□ a 
n D 
n D 
n a 
Q a 

□ n 
n D 


n ReturnCode  = Key W i za r d D e f a u I t D I g P r o c ( hd I g , Msg,  wParam,  IParam); 
n CallDefaultProc  = FALSE; 

n pPage  = (PAGEINFO  *)  GetWindouLongChdlg,  GWL_USERDATA); 

n assert(pPage); 

n p Pa g e->pU s e r I n f o-> Wo r k i ng Ph a s e = I D S _KE YG E N P H A S E 1 ; 

a Loads t ri ng ( g_hlnst , p Pa g e->pU s e r I n f o->Wo r k i n g Ph a s e , 

n n a PhaseString,  sizeof(PhaseString)); 
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n 

B 

B 

SetDlgltemText  (hdlg,  IDC_PHASE,  PhaseString); 

n 

B 

B 

pPage- 

>hwnd  = hdLg; 

n 

B 

B 

pPage- 

>pU s e r I n f o-> I n G e n e r a t i 0 n = TRUE; 

n 

B 

B 

/ *K i c k 

off  generation  proc,  here*/ 

n 

B 

B 

hThread  = (HANDLE)  _ b e g i n t h r e a d e x (NULL,  0, 

n 

B 

B 

B 

(LPTHREAD_START_ROUTINE)KeyCreationThread, 

n 

B 

B 

B 

(void  *)  pPage,  0,  &d wT h r ea d I D ) ; 

n 

B 

B 

break; 

n 

B 

> 

□ 

B 

case  KM 

CHANGEPHASE: 

n 

B 

{ 

n 

B 

B 

C a L L D e f a u L t P ro c = FALSE; 

a 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

LoadString(g_hInst,  LParatn,  PhaseString,  sizeof(PhaseString)); 

n 

B 

B 

S e t D L g I t emT e X t ( h d L g , IDC_PHASE,  PhaseString); 

n 

B 

B 

break; 

□ 

B 

> 

n 

B 

case  WM 

_TIMER  : 

□ 

B 

{ 

n 

B 

B 

i f 

(wParam  ==  AVI_TIMER)  { 

n 

B 

B 

B 

KilLTimer  (hdLg,  AVI_TIMER); 

Q 

B 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

B 

C a L L D e f a u L t P r 0 c = FALSE; 

n 

B 

B 

B 

i f 

(bAVIStarted)  1 

Q 

B 

B 

B 

B 

bAVIFinished  = TRUE; 

n 

B 

B 

B 

B 

pPage  = (PAGEINFO  *)  G e t W i nd o w Lo n g ( h d L g , G W L_U S E R D AT A ) ; 

n 

B 

B 

B 

B 

if  ( !pPage->pUserInfo->InGeneration) 

n 

B 

B 

B 

fl 

n PostHessage  (hdLg,  KH_H_GENERATI0N_C0MPLETE,  0,  0); 

n 

B 

B 

B 

} 

u 

B 

B 

B 

e L 

s e { 

n 

B 

B 

B 

B 

char  szFiLeC32D; 

a 

B 

B 

B 

B 

char  An i ma t i 0 n F i L e C _H A X_P AT H 3 , *p; 

a 

B 

B 

B 

B 

strcpy(AnimationFi Le,  g_szHeLpFi Le); 

n 

B 

B 

B 

B 

p = s t r r c h r ( An i ma t i on F i L e , '\\'); 

u 

B 

B 

B 

B 

i f ( ! p) 

n 

B 

B 

B 

B 

n p = An i ma t i on F i L e; 

n 

B 

B 

B 

B 

e L se 

n 

B 

B 

B 

B 

n + + p; 

Q 

B 

B 

B 

B 

* p = ' \ 0 ' ; 

Q 

B 

B 

B 

B 

Loadstring  (g_hlnst,  I D S_ AN  I M AT  I ON F I LE , 

O 

B 

B 

B 

B 

n szFiLe,  sizeof(szFiLe)); 

n 

B 

B 

B 

B 

s t r c a t ( An i ma t i on F i L e , szFiLe); 

B 

B 

B 

B 

B 

Animate_Open(GetDLgItem(hdLg,  IDC_UORKINGAVI), 

n 

B 

B 

B 

B 

n AnimationFiLe); 

B 

B 

B 

B 

B 

Animate_PLay(GetDLgItem(hdLg,  IDC_WORKINGAVI), 

B 

B 

B 

B 

B 

n 0,  -1,  -1); 

B 

B 

B 

B 

B 

SetTimer  (hdLg,  AVI_TIMER,  AVI_RUNTIME,  NULL); 

B 

B 

B 

B 

B 

bAVIStarted  = TRUE; 
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n 

d 

G 

G 

} 

Q 

Q 

G 

> 

n 

n 

G 

break; 

n 

Q 

> 

n 

a 

case 

; KM 

_H_GENERATION_COMPLETE: 

n 

n 

n 

u 

Q 

pPage  = (PAGEINFO  *)  G e t W i n dou Lo ng C h d L g , G W L_U S E R D AT A ) ; 

n 

u 

G 

assert(pPage); 

n 

n 

G 

if 

( pPa g e->Page Ac t i ve  ) { 

n 

□ 

G 

G 

if  (bAVIFinished) 

n 

□ 

G 

G 

n An i ma t e_C L 0 s e (GetDLgItem  (hdLg,  I D C_W0 RKI NG A VI ) ) 

n 

n 

G 

G 

if  (pPage->pUserInf o->Cance LPendi ng)  { 

n 

n 

G 

G 

n Loadstring  (g_hlnst,  I D S_KW_C AN C E LI NG , 

n 

u 

Q 

G 

n n Phasestring,  sizeof(PhaseString)); 

o 

u 

G 

G 

} 

n 

n 

G 

G 

else  { 

D 

G 

G 

G 

n Loadstring  (g_hlnst,  I D S_KW_ C OHPLET E , 

n 

G 

G 

G 

n n Phasestring,  sizeof(PhaseString)); 

Q 

G 

G 

G 

} 

n 

G 

G 

G 

S e t D L g I t emT e X t (hdLg,  IDC_PHASE,  Ph a s e S t r i ng ) ; 

n 

G 

G 

G 

pPage->WizFlags  = PSWIZB_NEXT; 

n 

G 

G 

G 

SendHessage  ( G e t Pa r e n t ( h d L g ) , 

n 

G 

G 

G 

n PSH_SETWIZBUTTONS,  0,  p Pa g e->W i z F L a g s ) ; 

n 

G 

G 

> 

n 

G 

G 

G 

D □ 

n 

G 

G 

CallDefaultProc  = FALSE; 

n 

G 

G 

ReturnCode  = TRUE; 

D 

G 

O 

break; 

s 

G 

> 

D 

G 

case 

! WM 

.NOTIFY: 

D 

G 

i 

n 

G 

G 

LPNHHDR  pnmh; 

n 

G 

Q 

pPage  = (PAGEINFO  *)  G e t W i ndow Long ( h d L g , GW L_U S E R D AT A ) ; 

n 

G 

G 

assert(pPage); 

n 

G 

G 

pnmh  = (LPNHHDR)  LParam; 

D 

G 

Q 

swi tch(pnmh->code) 

n 

G 

G 

n 

G 

Q 

G 

case  PSN.SETACTIVE  : 

n 

G 

G 

G 

{ 

Q 

G 

G 

G 

n bAVIFinished  = FALSE; 

D 

G 

G 

G 

n bAVIStarted  = FALSE; 

n 

G 

G 

G 

n SetTimer  (hdLg,  AVI.TIHER,  100,  NULL);n  //  deLay 

n 

G 

G 

G 

nnnnnnnnnnn//  before 

n 

G 

G 

G 

naannanannn//  AVI 

Q 

G 

G 

G 

n break; 

n 

G 

G 

G 

} 

n 

G 

G 

G 

case  PSN.KILLACTIVE : 

n 

G 

G 

G 

{ 

a 

G 

G 

G 

n Loa d S t r i ng ( g_h I n s t , I D S_KW_ C A N C E LI NG , 

o 

G 

G 

G 

n n Phasestring,  sizeof(PhaseString)); 

n 

G 

G 

G 

a SetDLgItemText(hdLg,  IDC.PHASE,  PhaseString); 
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□ 

n 

n 

n 

n 

n 

□ 

□ 

□ 

a 

□ 

□ 

> 


n n n n Animate_CLose(GetDLgItem(hdlg,  IDC_WORKINGAVI)); 

H a a a break; 

a a a > 

a a > 

a a break; 

a > 

> 

if(CaLLDefauLtProc) 

{ 

a ReturnCode  = KeyWizardDefauLtDLgProcChdLg,  Msg,  wParaiti,  LParam); 

> 

return(ReturnCode); 


//a  Dialog  procedure  for  querying  user  about  signing  new 
//  key  with  old  key 

LRESULT  WINAPI  Key W i z a r d S i g nO  I d D L g P r o c (HWND  hdlg,  UINT  Msg, 
aaaaaaaaaa  WPARAM  wParam,  LPARAM  LParam) 
{ 

a BOOL  Ca L LDef auLtProc  = TRUE; 
a BOOL  ReturnCode  = FALSE; 
a PAGEINFO  *pPage; 
n static  HBRUSH  hBrushEdit; 


a switch(Msg) 
a { 

a a case  WM_ I N I T D I A LOG : 
a a { 

a a a ReturnCode  = KeyWizardDefauLtDLgProcChdLg,  Msg,  wParam,  LParam); 

a a a C a L L D e f a u L t P r o c = FALSE; 


a a a wpO r i g Ph r a s e 1 P r o c 
aaaaaaaa 
aaaaaaaa 
aaaaaaaa 


(WNDPROC)  SetWindowLongCGetDLgItemChdLg, 
a a IDC_EDIT_PASSPHRASE), 

n a GWL_WNDPROC, 

a a (LONG)  WizPhrase3SubcLassProc); 


hBrushEdit  = CreateSoLidBrush  (GetSysCoLor  (C0L0R_WIND0W)); 


Q 

B 

B 

break; 

n 

B 

> 

n 

B 

case 

WM 

_CTLC0L0REDIT : 

n 

B 

B 

i f 

( ( (HWND)  LParam  = = 

GetDLgItem  ChdLg,  IDC_EDIT_ 

PASSPHRASE  ) ) 1 1 

a 

B 

B 

B 

((HWND)LParam  == 

GetDLgItem  (hdlg,  IDC_EDIT_ 

PASSPHRASE2)  ) ) { 

n 

B 

B 

B 

SetBkColor  ( ( H D C ) wPa r am,  GetSysCoLor  (C0L0R_ 

WINDOW)); 

n 

B 

B 

B 

if  (bHideTyping) 

n 

B 

B 

B 

a SetTextCoLor 

((HDC)wParam,  GetSysCoLor(COLOR_WINDOW)); 

n 

B 

B 

B 

else 

n 

B 

B 

B 

n SetTextCoLor 

((HDC)  wParam,  GetSysCoLor(COLOR_WINDOWTEXT)) 

n 

B 

B 

B 

return  ( BOO L ) hB r u s h E d i t ; 

n 

B 

B 

> 

n 

B 

B 

break; 

Et 

B 

case 

WM 

DESTROY : 

[[CHK:97198066757e97778344bf0964ee3db7d11a3ebb443336260bbd4537778324846]: 
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SetWindowLong(GetDLgItern(hdlg,  IDC_EDIT_PASSPHRASE), 


n 

a 

a 

n n n a GWL_WNDPR0C,  ( LON G ) wpO r i g Ph ra s e 1 P ro c ) ; 

n 

n 

a 

DeLeteObject  ( hB ru s h Ed i t ) ; 

n 

n 

n 

KHWi peEdi tBox  (hdLg,  IDC_EDIT_PASSPHRASE); 

break; 

n 

n 

case 

> WM 

.COMMAND : 

n 

n 

i 

n 

D 

Q 

s w 1 

tchCLOWORDCwParam)  ) 

n 

n 

D 

i 

□ 

n 

n 

o 

case  IDC_CHECK_HIDE_TYPING: 

n 

n 

n 

a 

n 

□ 

n 

a 

n 

if  (IsDLgButtonChecked  (hdlg,  I D C .C H E C K.H I D E.T Y P I NG  ) 

n 

a 

n 

a 

n 

a a BST.CHECKED) 

n 

n 

Q 

a 

Q 

a bHideTyping  = TRUE; 

□ 

n 

n 

B 

n 

else 

n 

n 

Q 

B 

D 

a bHideTyping  = FALSE; 

Q 

n 

n 

B 

a 

InvaLidateRectCGetDLgItemChdLg,  IDC.EDIT.PASSPHRASE) 

□ 

□ 

n 

B 

n 

a a a a a NULL,TRUE); 

n 

n 

n 

B 

□ 

break; 

n 

n 

n 

B 

> 

□ 

n 

n 

y 

n 

□ 

n 

break; 

n 

n 

> 

n 

□ 

case 

: WK 

.NOTIFY: 

□ 

Q 

i 

n 

n 

n 

LPNMHDR 

pnmh  ; 

Q 

n 

D 

pPage  = 

(PAGEINFO  *)  GetWi ndowLong ( hd Lg,  GW L.U S E R D AT A ) ; 

n 

Q 

n 

assert  CpPage) ; 

n 

Q 

n 

pnmh  = 

(LPNMHDR)  L Pa  ram; 

n 

n 

n 

swi  tch(pnnih->code) 

o 

n 

n 

n 

□ 

n 

D 

case  PSN.KILLACTIVE : 

n 

n 

n 

n 

c 

n 

n 

n 

Q 

B 

i f ( pPage  S& 

n 

o 

n 

n 

B 

a S end D 1 g 1 1 emMe s sa g e (hdLg,  I D C.C H E C K.S I GN.KE Y, 

n 

n 

n 

B 

B 

a a a BM.GETCHECK,  0,  0)  ==  BST.CHECKED) 

n 

n 

D 

B 

B 

{ 

n 

n 

n 

B 

B 

a BOOL  ALLOk  = FALSE; 

n 

n 

n 

B 

B 

a PGPUserlD*  pUserlD; 

n 

n 

D 

B 

B 

a CHAR  szDummyCAT; 

n 

n 

n 

B 

B 

a IPhraselLen  = S end D L g I t emM e s s a g e (hdLg, 

n 

n 

n 

B 

B 

a a a a a IDC.EDIT.PASSPHRASE, 

tt 

n 

o 

B 

B 

a a a a a WM.G ETT EXT LE NGT H , 0,  0)  +1; 

n 

n 

n 

B 

B 

a szPhrasel  = KMALLoc  (LPhraselLen); 

n 

D 

n 

B 

B 

a if  (szPhrasel) 

n 

n 

u 

B 

B 

a a G e t D L g I t emTe X t (hdlg,  IDC.EDIT.PASSPHRASE, 

n 

n 

n 

B 

B 

a a a a a a szDummy,  s i z e of ( s z Dummy )) ; 

n 

n 

s 

B 

B 

a if(szPhrasel) 

n 

D 

n 

B 

B 

a { 

n 

n 

a 

B 

B 

a a pUserlD  = pg pG e t P r i ma r y U s e r I D ( 

Ci:CHK:6f9ffff8b82b8604d22579eac8829eea99c9525cea88700f1793e7760f09129d0]] 
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n 

tt 

□ 

n 

tt 

tt 

n 

tt 

n n n pPage->pUserInfo->pKey); 

n 

tt 

tt 

tt 

tt 

tt 

tt 

ifCpUserlD) 

n 

tt 

tt 

n 

tt 

tt 

tt 

n 

tt 

tt 

n 

tt 

tt 

tt 

tt 

INT  lError  = PG P E R R_KE Y D B_B A D P A S S P H R A S E ; 

n 

tt 

tt 

n 

tt 

tt 

tt 

tt 

iError  = pg pC e r t i f y U s e r I D ( pU s e r I D , 

n 

tt 

tt 

Q 

a 

tt 

tt 

tt 

n n n n p Pa g e->p U s e r I n f o-> pO 1 d Key 

n 

n 

tt 

n 

tt 

tt 

tt 

tt 

n n n n szPhrasel); 

o 

□ 

tt 

Q 

tt 

tt 

tt 

tt 

i-fCiError  ==  PG  P E R R_KE  Y D B_B  A D P A S S P H R A S E ) 

n 

n 

tt 

n 

tt 

tt 

tt 

tt 

{ 

n 

□ 

tt 

Q 

tt 

tt 

tt 

tt 

n KMMessageBoxChdLg,  I D S_KW_T I T L E , 

a 

a 

tt 

n 

tt 

tt 

tt 

tt 

n n n n I D S_KW_B A D_P A S S P H R A S E , 

n 

n 

tt 

n 

a 

tt 

tt 

tt 

n n n n HB.OK  | MB_ I C 0 N E R ROR ) ; 

n 

□ 

tt 

n 

tt 

tt 

tt 

tt 

} 

tt 

tt 

a 

□ 

tt 

tt 

tt 

tt 

else 

n 

a 

tt 

n 

a 

tt 

tt 

□ 

{ 

a 

tt 

tt 

□ 

tt 

a 

tt 

n 

n ifCiError  !=  PGPERR_0K) 

n 

tt 

tt 

n 

tt 

tt 

tt 

n 

n n PG P c omd L g E r r 0 r H e s s a g e ( i E r r 0 r ) ; 

n 

tt 

tt 

tt 

a 

tt 

tt 

tt 

n else 

n 

a 

tt 

tt 

tt 

tt 

tt 

tt 

n n ALLOk  = TRUE; 

n 

a 

tt 

tt 

tt 

tt 

tt 

tt 

} 

□ 

tt 

tt 

tt 

tt 

n 

n 

>n 

□ □ □ n D 

n 

tt 

tt 

tt 

tt 

n 

n 

KM  Free  (szPhrasel); 

□ 

a 

tt 

tt 

tt 

n 

> 

Q 

tt 

tt 

n 

tt 

n 

if  C 

! AL  LOk) 

Q 

□ 

tt 

□ 

tt 

□ 

i 

a 

n 

tt 

n 

□ 

n 

tt 

S e t W i ndo  w Lo  ng  ( hd  L g , D W L_M  S G R E S U LT  , -ID; 

n 

n 

tt 

□ 

n 

tt 

tt 

ReturnCode  = TRUE; 

n 

□ 

tt 

n 

n 

tt 

tt 

C a L L De f a u 1 t P r 0 c = FALSE; 

n 

□ 

tt 

n 

n 

a 

y 

n 

n 

tt 

n 

tt 

y 

Q 

tt 

a 

tt 

tt 

break; 

n 

tt 

tt 

tt 

y 

n 

tt 

tt 

tt 

case 

1 PSN 

_SETACTI VE : 

n 

tt 

tt 

tt 

{ 

n 

tt 

tt 

tt 

n 

i f ( ! 

pPage->pUserInfo->pOLdKey) 

n 

□ 

tt 

tt 

D 

n 

n 

tt 

tt 

□ 

Q 

SetWi  ndowLongChdLg,  D W L_H  SG  R E S U LT  , -ID;  /*Skip*/ 

n 

□ 

tt 

tt 

a 

n 

Ca L L Def au L tProc  = FALSE; 

n 

a 

tt 

tt 

tt 

n 

ReturnCode  = TRUE; 

n 

□ 

tt 

tt 

tt 

> 

n 

tt 

tt 

tt 

tt 

else 

n 

tt 

tt 

tt 

tt 

< 

tt 

tt 

tt 

tt 

n 

o 

btlideTyping  = TRUE; 

tt 

a 

tt 

tt 

Q 

D 

CheckD LgButton  ChdLg,  I D C _ C H E C K_ H I D E_T Y P I N G , 

tt 

tt 

tt 

tt 

n 

n 

n 

BST 

.CHECKED ) ; 

tt 

n 

tt 

tt 

n 

n 

SendDLgItemHessage  ChdLg,  I D C_C H E C K_S I G N_KE Y , 

tt 

tt 

tt 

tt 

tt 

n 

tt 

BM_ 

SETCHECK,  BST.CHECKED,  0); 

tt 

tt 

tt 

tt 

tt 

> 

tt 

a 

tt 

n 

tt 

break; 

tt 

a 

tt 

tt 

> 

tt 

tt 

tt 

> 

tt 

tt 

tt 

break; 

tt 

n 

> 

n > 

[:CHK:0074dd20bf33082a0605e86e25d9600d6eeac7c277c5e66542116cdcf98096e37:D 
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n i f ( Ca  L L D e f a u L t P r o c ) 

n { 

n n ReturnCode  = Key W i z a r d D e f a u L t D L g P ro c ( h d L g , Msg,  wParam,  LParam); 
n > 

B returnCReturnCode); 

} 


// I 

//n  Dialog  procedure  for  querying  about  sending  to  keyserver 


LRESULT  WINAPI  Key W i z a r d P r e S e n d D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAM  LParam) 

B BOOL  Ca L L De f a u L t P roc  = TRUE; 

B BOOL  ReturnCode  = FALSE; 

PAGEINFO  *pPage  = NULL; 


switch(Msg) 

{ 


n 

□ 

case 

UM 

_INITDIALOG : 

n 

Q 

{ 

n 

n 

B 

Send D L g 1 t emMe s sa g e (hdLg,  I D C_C H E C K_S EN D , 

u 

n 

B 

B 

BM_ 

SETCHECK,  BST.UNCHECKED,  0); 

n 

□ 

B 

break; 

n 

n 

> 

n 

Q 

case 

WM 

.COMMAND : 

n 

Q 

{ 

n 

n 

B 

sw  1 

tchCLOWORDCwParam)) 

n 

□ 

B 

{ 

n 

n 

B 

B 

case  IDC_CHECK_SEND: 

D 

D 

B 

B 

n 

n 

B 

B 

B 

pPage  = (PAGEINFO  *)  Ge t W i nd owLong ( h d L g , GWL 

n 

n 

B 

B 

B 

assert(pPage); 

n 

n 

B 

B 

B 

if(IsDLgButtonChecked(hdLg,  IDC_CFIECK_SEND) 

D 

n 

B 

B 

B 

n n BST.CHECKED) 

n 

B 

B 

B 

B 

n pPage->pUserInfo->DoSend  = TRUE; 

Q 

B 

B 

B 

B 

else 

Q 

B 

B 

B 

B 

n pPa g e->p U s e r I n f o-> DoS  end  = FALSE; 

n 

B 

fl 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

> 

n 

B 

B 

break; 

Q 

B 

> 

B B case  UH_N0TIFY: 

n B { 

B n B LPNMFIDR  pnmh; 


pPage  = (PAGEINFO  *)  GetUindowLongChdlg,  GWL_USERDATA); 
assert(pPage); 


B B n pnmh  = (LPNMHDR)  LParam; 

B B n s w i t c h ( pnmh -> c od e ) 

B B B { 

B B B B case  PSN  SETACTIVE: 


:[CHK:9b4b40ccc333a240c66f7ba0fbee29c67b498b94d5a4644d89943394af43c751e:: 
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n 

□ 

n 

n 

n 

a 

n 

n 

Q 

if( !g_bKeyServerSupportLoaded) 

n 

Q 

n 

Q 

n 

{ 

a 

n 

n 

n 

n 

n SetWi ndowLong ( hd Ig,  D W L_H S G R E S U LT , 

0 

n 

n 

n 

n 

n C a 1 1 D e f a u 1 1 P r 0 c = FALSE; 

n 

n 

0 

n 

□ 

n ReturnCode  = TRUE; 

Q 

n 

Q 

u 

n 

y 

n 

n 

n 

a 

> 

□ 

D 

n 

} 

n 

n 

□ 

break; 

n 

n 

> 

□ 

> 

/*Ski p*/ 


n i f ( C a L L De f a u L t P r 0 c ) 
n { 

n n ReturnCode  = KeyWizardDefauLtDLgProc(hdLg,  Hsg,  wParam,  LParam); 
n > 

a r e t u r n ( R e t u r n C od e ) ; 

> 


//a  Dialog  procedure  for  displaying  keyserver  communication  status 

LRESULT  WINAPI  Ke y W i z a r d S en dTo S e r ve r D I g P r o c ( H W N D hdlg,  DINT  Hsg, 
nnnnnnnnnnn  WPARAM  wParam,  LPARAM  IParam) 
{ 

n BOOL  Cal IDefaultProc  = TRUE; 

n BOOL  ReturnCode  = FALSE; 

PAGEINFO  *pPage  = NULL; 


B 

switch(Hsg) 

B 

{ 

B 

n 

case  WM_ 

.NOTIFY: 

B 

n 

c 

B 

n 

B 

LPNHHDR 

pnmh  ; 

B 

Q 

B 

pPage  = 

(PAGEINFO  *)  G e t W i ndo w Long ( h d 1 g , GUL_ 

B 

n 

B 

assertCpPage); 

B 

0 

B 

pnmh 

1 = 

( LPNMHDR)  1 Param; 

B 

n 

B 

swi tchCpnmh->code) 

B 

n 

B 

B 

n 

B 

D 

case  PSN_SETACTIVE : 

B 

n 

B 

B 

B 

n 

B 

B 

B 

i f ( ! pPa ge->pU se r I n f o-> DoS  end  || 

B 

B 

B 

B 

B 

n ! g_b Key S e r ve r S u ppo r t Loa d ed  ) 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

n 

B 

n SetWi ndowLong ( hd Ig,  D W L_H S G R E S U LT 

B 

B 

B 

n 

B 

B CallDefaultProc  = FALSE; 

B 

B 

B 

B 

B 

B ReturnCode  = TRUE; 

B 

B 

B 

n 

B 

> 

B 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

B PGPKeySet  *pKeySet  = NULL; 

B 

B 

B 

B 

B 

B unsigned  long  BufSize  = 0; 

B 

B 

B 

B 

B 

B UINT  Expo r t R e t u r n C 0 d e , RetryCount 

0; 


CCCHK: 0649351 a357ff43cc7bbb7553a5817794c6bb5ee479da97bd45c6ba9ddb334a1 3:: 
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n 

B 

B 

B 

B 

B 

pKeySet  = 

n 

B 

B 

B 

B 

B 

n pgpNeuSingletonKeySet(pPage->pUserInfo->pKey); 

n 

B 

B 

B 

B 

fl 

S e nd D L g 1 t emMe s s a g e (hdlg,  IDC_PR0GRESS, 

s 

B 

B 

B 

B 

B 

n PBH_SETRANGE,  0,  M AKE LP AR AM ( 0 , 100)); 

n 

B 

B 

B 

B 

B 

S e nd D L g 1 1 emMe s s a g e (hdLg,  I D C_PR0G R E S S , 

n 

B 

B 

B 

B 

B 

a PBH_SETP0S,  0,  0) ; 

n 

B 

B 

B 

B 

B 

pPa g e ->pU s e r I n f o->Key Bu f f e r = NULL; 

n 

B 

B 

B 

B 

B 

do 

n 

B 

B 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

B 

a •if(pPage->pUserInfo->KeyBuffer) 

n 

B 

B 

B 

B 

B 

n n pg p F r ee ( p Pa g e ->pU s e r I n f o->Key Bu f f e r ) ; 

n 

B 

B 

B 

B 

B 

n BufSize  +=  1; 

n 

B 

B 

B 

B 

B 

a p Pa g e-> pU s e r I n f o->Key Bu f f e r = 

n 

B 

B 

B 

B 

B 

n n pg p A L L oc ( Bu f S i z e * s i z eo f C c h a r ) ) ; 

n 

B 

B 

B 

B 

B 

n ExportReturnCode  = pg p E x po r t Key Bu f f e r ( pKey S e t , 

o 

B 

B 

B 

B 

B 

n n n n p Pa g e->pU s e r I n f o->Key Bu f f e r , 

n 

B 

B 

B 

B 

B 

n n n n &BufSize); 

n 

B 

B 

B 

B 

B 

n ++RetryCount; 

Q 

B 

B 

B 

B 

B 

n * ( p Pa g e->p U s e r I n f o->Key Bu f f e r + (BufSize  - 1)) 

Q 

B 

B 

B 

B 

B 

n n ' \0  ' ; 

n 

B 

B 

B 

B 

B 

} wh i L e ( E X po r t Re t u r n C od e ==  SUCCESS  && 

Q 

B 

B 

B 

B 

B 

a !strstr(pPage->pUserInfo->KeyBuffer, 

n 

B 

B 

B 

B 

B 

n " END  PGP  PUBLIC  KEY  BLOCK ")  && 

n 

B 

B 

B 

B 

B 

n RetryCount  < 10); 

n 

B 

B 

B 

B 

B 

if(pKeySet) 

n 

B 

B 

B 

B 

B 

n pgpFreeKeySet(pKeySet); 

a 

B 

B 

B 

B 

B 

pPage->pUserInfo->PutKeyArgs.hWorkingDLg  = hdlg; 

Q 

B 

B 

B 

B 

B 

pPage->pUserInf o->PutKeyArgs . hParent  = NULL; 

B 

B 

B 

B 

B 

B 

p Pa g e->pU s e r I n f o-> Pu t Key A r g s . Ca n c e L Pe n d 1 ng  = FALSE; 

B 

B 

B 

B 

B 

B 

pPage->pUserInfo->PutKeyArgs. Userid  = 

B 

B 

B 

B 

B 

B 

n p Pa g e->pU s e r I n f o-> Ema i L ; 

B 

B 

B 

B 

B 

B 

pPage->pUserInfo->PutKeyArgs.KeyBuffer  = 

B 

B 

B 

B 

B 

B 

n &CpPage->pUserInfo->KeyBuffer); 

B 

B 

B 

B 

B 

B 

pPage->pUserInfo->PutKeyArgs.ReturnCode  = SUCCESS; 

B 

B 

B 

B 

B 

B 

pPa g e->p U s e r I nf o->Pu t Key A r g s . I s G e t = FALSE; 

B 

B 

B 

B 

B 

B 

StartPutKeyInfoThreadCSC 

B 

B 

B 

B 

B 

B 

n pPage->pUserInfo->PutKeyArgs)); 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

> 

B 

B 

B 

B 

case  PSN_QUERYCANCEL: 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

i f 

( ! pPage->pUserInfo->PutCompLete) 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

B 

p Pa g e->pU s e r I n f o-> C a n c e 1 Pe nd i ng  = TRUE; 

B 

B 

B 

B 

B 

B 

pPage->pUserInfo->PutKeyArgs.CanceLPending  = TRUE; 

B 

B 

B 

B 

B 

B 

S e t W i nd  0 w Long  ( hd  L g , D W L_M  S G R E S U LT  , -ID; 

B 

B 

B 

B 

B 

B 

CaLLDefauLtProc  = FALSE; 

B 

B 

B 

B 

B 

B 

ReturnCode  = TRUE; 
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□ n 

a Q 

□ a 

□ □ 

□ □ 

n □ 


□ an} 
n n n break; 

n n > 

n > 

n break; 

> 


n □ 

n Q 

a n 

□ a 

Q □ 

n □ 

n n 

□ n 

□ n 


case  PGPM_PROGRESS_UPDATE : 

{ 

n ReturnCode  = TRUE; 
n CaLLDefauLtProc  = FALSE; 

n SetDLgltemTextChdLg,  I D C_PR0G R E S S_T E XT , (char  *)  wParam); 
n Send D L g I t emHe s sa ge ( hd I g , I D C_PR OG R E S S , 

n n PBM_SETPOS,  (WPARAM)  IParam,  0); 
n break; 

} 


n Q 

D Q 

□ o 

n n 

□ □ 

Q □ 


case  PGPH_DISMISS_PROGRESS_DLG: 

( 

n CHAR  szTextC32!]; 

n SendDLgItemMessageChdLg,  IDC_PROGRESS,  PBM_SETPOS,  100,  0); 
n pPage  = (PAGEINFO  *)  G e t W i ndou Long ( h d L g , G W L_U S E R D AT A ) ; 
a assert (pPage) ; 


□ n 

n a 

n □ 

n □ 

Q □ 

D □ 

n Q 


a switch  ( pPa g e->pU s e r I n f o->Pu t Key A r g s . Re t u r n C od e ) { 
a case  SUCCESS  : 

a a Loadstring  (g_hlnst,  I DS_KW_COMPLETE,  szText,  s i z e o f ( s zT ex t ) ) ; 

a a SetDlgltemTextChdLg,  IDC_PROGRESS_TEXT,  szText); 

a a EnabLeWindow  (GetDLgItem  (GetParent  ChdLg),  IDCANCEL),  FALSE); 

a a p Pa g e->p U s e r I n f o->Pu t Comp L e t e = TRUE; 

a a break; 


□ n 

n n 

□ □ 

a n 

D a 

Q Q 


a case  E R R_U S E R_C AN C E L : 

a a Loadstring  (g_hlnst,  I D S_KW_C AN C E L E D , 
a a n szText,  s i z eo f C s zTex t ) ) ; 

a a SetDlgltemTextChdLg,  IDC_PROGRESS_TEXT,  szText); 

a a pPage->pUse r I nf o->Pu t Comp L e t e = TRUE; 

a a break; 


Q □ 

n D 

a a 

a D 

n a 


a default  : 

a a DisplayKSErrorChdlg,  pPage->pUserInfo->PutKeyArgs. ReturnCode); 

a a pPage->pUserInfo->PutCompLete  = TRUE; 

a a break; 

a } 


□ a 

□ □ 

n n 

Q n 

n n 

a } 


a PostMessage(GetParent(hdLg),  P S H_ S ETW I Z BUTTON S , 0,  PS W I Z B_N E XT  ) ; 
a ReturnCode  = TRUE; 
a CaLLDefauLtProc  = FALSE; 
a break; 

> 


a i f ( C a L L D e f a u L t P r o c ) 

a { 

a a ReturnCode  = KeyWizardDefauLtDlgProcChdLg,  Msg,  wParam,  LParam); 
a } 

a r e t u r n ( Re  t u r n C od e ) ; 

} 
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// 1 

//n  DnaLog  procedure  for  "Finish"  dialog 

LRESULT  WINAPI  Key W i za r d Don e D L g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnn  WPARAM  wParam,  LPARAH  LParam) 
{ 

n BOOL  Ca L LDef au L t Proc  = TRUE; 
n BOOL  ReturnCode  = FALSE; 

PAGEINFO  *pPage  = NULL; 


n 

swi tch(Msg) 

n 

n 

□ 

case 

WM_ 

INITDIALOG: 

n 

Q 

{ 

n 

n 

n 

break; 

n 

u 

> 

n 

n 

case 

UM_ 

NOTIFY: 

D 

□ 

n 

□ 

Q 

LPNMHDR 

pnmh  ; 

n 

□ 

Q 

pPage  = 

(PAGEINFO  *)  GetWi ndowLong ( hd Lg,  G W L_U S E R D AT A ) ; 

□ 

□ 

n 

assert(pPage); 

n 

n 

n 

pnmh 

(LPNMHDR)  L Pa  ram; 

n 

n 

n 

switch(pnmh->code) 

n 

n 

□ 

n 

n 

n 

a 

case  PSN.SETACTI VE : 

Q 

s 

n 

a 

n 

n 

n 

a 

a 

if  ( ( ! p Pa g e->pU s e r I n f o-> Do S e n d ) || 

n 

n 

n 

a 

a 

n ( pPa g e->pU s e r I n f o->Pu t Key A r g s . Re t u r n C od e !=  SUCCESS)) 

n 

n 

□ 

a 

a 

{ 

n 

n 

D 

a 

a 

n CHAR  szTextC256D; 

n 

Q 

S 

a 

a 

n Loadstring  (g_hlnst,  I D S_KW_S E N D LAT E R , 

n 

n 

D 

a 

a 

n n szText,  s i zeof ( szText ) ) ; 

n 

n 

n 

a 

a 

n Se t D 1 g 1 1 emTex t ( h d L g , I D C_ ST AT  I C_KS_T E XT , szText); 

n 

n 

o 

a 

a 

} 

n 

D 

n 

a 

a 

else  { 

n 

n 

a 

a 

a 

n EnableWindow  (GetDlgltem  (GetParent  (hdlg),  IDCANCEL) 

n 

n 

n 

a 

a 

n n n n n FALSE); 

n 

n 

n 

a 

a 

> 

n 

Q 

n 

a 

a 

pPage->UizFLags  = P S W I Z B_ F I N I S H ; 

n 

S 

n 

a 

> 

o 

n 

a 

> 

n 

n 

a 

break; 

n 

Q 

> 

n 

> 

n 

1 

f(CaLLDefauLtProc) 

n { 

n n ReturnCode  = Key W i z a r d D e f a u L t D L g P r o c C h d L g , Msg,  wParam,  LParam); 
n } 

n return(ReturnCode); 

> 
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//a  Dialog  procedure  for  handling  beginning  introductory 
//  dialog,  as  well  as  providing  default  message  handling 
//  for  other  dialogs. 


LRESULT  WINAPI  Key W i z a r d D e f a u I t D I g P r o c (HWND  hdlg,  UINT  Msg, 
nnnnnnnnnn  WPARAM  wParam,  LPARAM  IParam) 
{ 

n BOOL  ReturnCode  = FALSE; 

n static  BOOL  IsFirstPaint  = TRUE; 

PAGEINFO  *pPage  = NULL; 
n RECT  rc; 


□ 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


switch(Msg) 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


case  WM_INITDIALOG : 

{ 

n //  center  dialog  on  screen 
n if  ( b N e e d s C e n t e r i ng  ) { 

n n GetWi ndowRect  (GetParent  (hdlg),  &rc); 

n B SetWindowPos  (GetParent  (hdlg),  NULL, 

n n n ( G e t S y s t emMe t r i c s ( S M_ C X S C R E E N ) - (rc. right  - 

n n n ( G e t S y s t emH e t r i c s ( S H_ C Y S C R E E N ) - (rc. bottom  - 

n B B 0,  0,  SWP_NOSIZE  | S W P_NO Z OR D E R ) ; 

B B bNeedsCentering  = FALSE; 

n } 


rc. left))/2, 
rc.top))/3. 


B B B 
B B B 
B B B 
B B B 
B B B 


if(lParam) 

{ 

n pPage  = (PAGEINFO  *)  IParam; 

B Se t W i ndowLong ( hd I g , G W L_U S E R D AT A , IParam); 
} 


B B B SetTimer(hdlg,  1,  TIMERPERIOD,  NULL); 

n B B IsFirstPaint  = TRUE; 

B B B break; 

B B > 


n B case  WM  NOTIFY; 


n 

n 

i 

a 

Q 

a 

LPNMHDR 

pnmh  ; 

Q 

□ 

□ 

pnmh  = 

(LPNMHDR)  IParam; 

n 

Q 

Q 

pPage  = 

(PAGEINFO  *)  GetWi ndowLong ( hd Ig,  G W L_U S E R D AT A ) 

n 

Q 

□ 

i 

f(pPage) 

n 

□ 

n 

n 

Q 

n 

tt 

switch(pnmh->code) 

n 

n 

n 

a 

i 

n 

a 

n 

B 

fl 

case  PSN_SETACTIVE : 

n 

□ 

n 

B 

B 

{ 

n 

n 

n 

B 

B 

n pPage ->PageActive  = TRUE; 

Q 

Q 

n 

B 

B 

n Po s t Me  s s a g e ( G e t Pa  r e n t ( h d 1 g ) , 

□ 

n 

a 

B 

B 

B B PSM_SETWIZBUTTONS,  0,  p Pa g e-> W i z F 1 a g s ) 

n 

n 

n 

B 

B 

n SetWi ndowLong ( hd Ig,  D W L_M S G R E S U LT , 0L); 

n 

n 

Q 

B 

B 

n ReturnCode  = TRUE; 

n 

a 

n 

B 

B 

n break; 
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n 

Q 

n 

n 

n 

> 

n 

n 

n 

□ 

n 

case 

PSN_KILLACTIVE  : 

n 

n 

n 

□ 

n 

{ 

n 

n 

n 

o 

n 

n 

p Pa g e-> Pa g e Ac t i ve  = FALSE; 

n 

n 

n 

n 

Q 

a 

SetWi ndowLong ( hd Lg,  D W L_M S G R E S U LT , 0L); 

n 

n 

n 

Q 

n 

n 

ReturnCode  = TRUE; 

n 

n 

n 

n 

n 

n 

break; 

n 

n 

n 

n 

n 

> 

n 

n 

n 

a 

n 

case 

PSN_WIZFINISH: 

n 

n 

a 

n 

n 

{ 

□ 

Q 

n 

Q 

Q 

n 

p Pa g e-> Pa g e A c t i ve  = FALSE; 

□ 

n 

n 

Q 

n 

□ 

p Pa g e ->p U s e r I n f o-> F i n i s h S e L e c t e d = TRUE; 

n 

n 

n 

n 

n 

n 

S e t W i nd 0 w Long ( h d 1 g , D W L_M S G R E S U LT , 0L); 

□ 

Q 

n 

n 

n 

n 

ReturnCode  = TRUE; 

n 

n 

n 

n 

n 

n 

break; 

n 

□ 

n 

D 

n 

> 

n 

n 

n 

□ 

n 

case 

PSN_HELP: 

n 

n 

tt 

n 

n 

n 

n 

Q 

n 

Q 

n 

WinHelp  (hdlg,  g _s z H e L p F i L e , H E LP_ C ONT E XT , 

n 

n 

n 

n 

n 

Q 

n n n n pPa g e->H e L p I D ) ; 

n 

u 

n 

D 

Q 

a 

break; 

n 

□ 

n 

a 

n 

> 

n 

D 

n 

n 

n 

case 

PSN_QUERYCANCEL: 

n 

n 

□ 

u 

n 

n 

n 

D 

n 

/*If  we' 

re  generating  a key,  don't  Let  the  user  press 

a 

n 

n 

n 

*cance  L 

without  asking.  If  he  says,  "yes,  I want  to  cancel. 

n 

Q 

s 

n 

*then  we'LL  stiLL  reject  the  message,  but  set  C a n c e L Pe nd i ng 

n 

n 

n 

D 

*to  TRUE,  so  that  the  next  time  the  Library  comes  around,  we 

n 

□ 

n 

n 

*can  nuke  the  thread.  The  thread  will  then  clear  the 

Q 

n 

n 

n 

*I nGene r a t i on  flag  and  re-send  us  the  cancel  message. 

n 

n 

□ 

n 

*/ 

s 

n 

n 

n 

□ 

a 

if(pPage->pUserInfo->InGeneration) 

n 

n 

n 

n 

n 

a 

{ 

D 

n 

n 

n 

D 

a 

n i f ( ! pPa ge->pUse r I nf o->Can ce L Pend i ng  SS 

D 

a 

n 

Q 

n 

a 

n n ( KHMessageBox ( hd Lg,  I D S_KW_T I T LE , 

n 

u 

n 

S 

Q 

a 

n n n I D S_KW_C ON F I RM_C AN C E L, 

n 

Q 

Q 

□ 

n 

a 

n n n HB_YESN0  [ MB_ I CONflU E ST  I ON ) ==  IDYES)) 

n 

n 

Q 

Q 

n 

a 

n { 

s 

n 

n 

□ 

Q 

a 

n n p Pa g e->p U s e r I n f o->Ca n c e L Pe n d i ng  = TRUE; 

fi 

n 

□ 

n 

n 

a 

n n PostMessage  (hdlg,  KM_M_G E N E R AT  1 0N_C OH PLET E , 

n 

D 

n 

n 

D 

a 

n n n 0,0L); 

n 

a 

n 

Q 

n 

a 

n } 

n 

n 

n 

n 

□ 

a 

n S e t U i nd  0 w Lon  g ( h d 1 g , DUL_HSGRESULT,  ID; 

n 

n 

n 

n 

n 

a 

n ReturnCode  = TRUE; 

D 

n 

n 

n 

o 

a 

> 

n 

n 

a 

n 

a 

a 

else  { 

Q 

n 

n 

n 

n 

a 

n S e t W i ndo w Long ( h d 1 g , D W L_M S G R E S U LT , 0L); 

Q 

□ 

n 

o 

n 

a 

n ReturnCode  = TRUE; 

n 

o 

n 

n 

D 

a 

> 

n 

n 

n 

n 

n 

a 

break; 

n 

n 

Q 

n 

n 

> 

n 

n 

Q 

o 

> 

n 

n 

D 

> 
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n n 

□ Q 

□ a 

n n 

n n 

□ □ 

□ n 

n Q 

D □ 

□ n 

□ □ 

D n 


n break; 

> 

case  WM_PAINT: 

{ 

n pPage  = (PAGEINFO  *)  Ge t W i n d o w Long ( h d L g , G W L_U S E R D AT A ) ; 
n if(pPage) 
n { 

n n Pa i n t W i z a rdBi t ma p ( hd I g , I s F i r s t Pa  i n t , p Pa g e->B i t ma pR e s o u r c e ) ; 

n > 

n IsFirstPaint  = FALSE; 

B break; 

> 


B B case  WM_M0USEM0VE  : 

n n { 

B B n pgpRandPoo LHouse  (LOWORD  (LParam),  HIWORD  (LParam)); 

B B n break; 

n n > 

n 

B B case  WH_TIMER: 

n n { 

B B n L A RG E_ I NT E G E R newperf; 

B B n SYSTEMTIME  stime; 


Q D 
n a 
n a 
a n 
□ □ 
n n 

B □ 

n n 
□ a 
n n 

D D 


B ifCQueryPerformanceCounterC&newperf)) 

B { 

B n pgpRa nd Poo L Key s t r o ke ( ne wpe r f . LowPa r t ) ; 

B > 

B else 

B { 

B B G e t Sy s t emT i me C &s t i me ) ; 

B B pg p Ra n d Poo L Key s t r o ke ( s t i me . wM i L L i s e c o nd s ) ; 

B > 

B break; 

> 


B B case  WM_DESTROY: 

B B case  WM_CLOSE: 

n n { 

B B n Ki L L Ti me r ( hd L g , 1); 

B B n break; 

n n } 

B > 


B r e t u r n ( Re t u r n C ode  ) ; 

} 


//b  BLit  bitmap  into  dialog  window 

static  void  Pa i n t W i z a r dB i t ma p ( H WN D hdlg,  BOOL  IsFirstPaint, 

B B n n n n n DINT  B i t ma p Re s ou r c e ) 

{ 

B HOC  hoc,  hMemDC; 

B PAINTSTRUCT  ps; 
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a HBITMAP  hB i t ma pO L d ; 
n BITMAP  bm; 

B static  HBITMAP  hBitmap; 

B static  HPALETTE  hPalette; 

B static  DINT  uTimeOut; 

B static  UINT  uXsize,  uYsize; 

B static  UINT  uXpos,  uYpos; 

B if(IsFirstPaint) 

B { 

B B hBitmap  = Loa d Re  sou r c eB i t ma p (g_hlnst, 

nBDBBBBBB  M A K E I N T R E S 0 U R C E ( B i t ma p Re s ou r c e ) , 

BBBBBBBBB  ShPalette)/ 

B B GetObject  (hBitmap,  s i z e o f ( BI TM A P ) , (LPSTR)&bm); 

B B uXsize  = bm.bmUidth; 

B B uYsize  = bm.bmHeight; 

B B uXpos  = 0; 

B B uYpos=13; 

B > 

B hoc  = BeginPaint  (hdlg,  &ps); 

B hMemDC  = C r e a t e C ompa t i b L e D C (hDC); 

B if  (hPalette) 

B { 

B B SelectPalette  (hDC,  hPalette,  FALSE); 

B B RealizePalette  (hDC); 

B B SelectPalette  (hMemDC,  hPalette,  FALSE); 

B B RealizePalette  (hMemDC); 

B } 

B hBitmapOld  = SelectObject  (hMemDC,  hBitmap); 

B BitBlt  (hDC,  uXpos,  uYpos,  uXsize,  uYsize,  hMemDC,  0,  0,  SRCCOPY); 

B SelectObject  (hMemDC,  hBitmapOld); 

B DeleteDC  (hMemDC); 

B EndPaint  (hdlg,  &ps); 

> 

// I 

//b  test  passphrase  for  validity 

static  BOOL  Va  I i d a t e Pa s s Ph r a s e ( H WN D hwnd,  char  *PassPhrase) 

{ 

B BOOL  PhraselsBad  = FALSE; 

B BOOL  UsePhrase  = TRUE; 

B if(!PassPhrase) 

B { 

B B PhraselsBad  = TRUE; 

B > 

B else 

B C 

B B i f ( s t r I en ( Pa s sPh ra se ) < 8) 

B B B PhraselsBad  = TRUE; 

B } 

B i f ( Ph r a s e I s Ba d ) 

B { 
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n n UsePhrase  = KM U s e Ba d Pa s s P h r a s e ( h wnd ) ; 

n > 

□ 

n r e t u r n ( U s e Ph r a s e ) ; n 
} 


//n  return  DSA  key  size  on  basis  of  requested  ELGamal  key  size 

static  unsigned  Long  G e t D S AKey S i z e (unsigned  Long  Requested) 

{ 

n unsigned  Long  ActuaLBits  = Requested; 

n ifCRequested  > 1024)  ActuaLBits  = 1024; 

n return(ActuaLBits); 

} 


//n  thread  for  actuaLLy  creating  key 

void  Key C r ea t i onTh r ea d ( VO i d *pArgs) 

{ 

PAGEINFO  *pPage  = NULL; 
n INT  i G e n e r a t i o n R e s u L t ; 
n BOOL  NewDefauLtKey  = FALSE; 

n assert(pArgs); 

n pPage  = (PAGEINFO  *)  pArgs; 

n if(!pgpGetOefauLtPrivateKey(g_pKeySetMain)) 
n a NewDefauLtKey  = TRUE; 


n 

n 

a 

□ 

□ 

Q 

□ 

Q 

□ 

□ 

□ 

n 

□ 

Q 

□ 

□ 


i Gene ra t i onRe su L t = C r ea t e PG PUse r I D ( &pPa g e->pU s e r I nf o->U se r I D, 
nnannnnn  p Pa g e-> p U s e r I n f o-> F u L L Name , 

nnnnnnnn  p Pa g e->p U s e r I n f o-> Ema i L ) ; 

GetOLdKey(&pPage->pUserInfo->pOLdKey,  pPage->pUserInfo->UserID); 
i f ( i Gen e r a t i o n R e s u L t ==  PGPERR_OK) 

{ 


a i Gene r a t i on  Re s u L t 


Q n 

n Q 

□ □ 

n □ 

n a 

□ n 

□ n 

D □ 

□ D 


D n 

n n 

□ D 

□ n 

□ n 

□ □ 

n n 

D Q 

D a 


□ a 

n n 

o □ 

n D 

Q n 

□ o 

□ □ 

□ n 

n n 


pgpGenerateKey(g_pKeySetMai n, 
a a (byte)  p Pa g e->pU s e r I n f o->Key Ty pe , 

a a (unsigned)  p Pa g e->pU s e r I n f o->Key S i z e , 

a a (word16)  p Pa g e->pU s e r I n f o-> E xp i r e D a y s , 

a n p Pa g e->pU s e r I n f o->U s e r I D , 

a n s t r L en ( p Pa g e ->p U s e r I n f o->U s e r I D ) , 

a n pPa ge->pU se r I n f o->Pa s s Ph r a se , 

a a Key W i z Wo r k i n g C a L L ba c k , 

a n (void*)pPage, 

a n & ( p Pa g e-> p U s e r I n f o->p Key ) ) ; 


a n i f ( i Gene ra t i on  Re s u L t ==  PGPERR_0K) 
n n { 

a a n i f ( p Pa g e->p U s e r I n f o->Key Ty p e ==  PG P_ P K A LG_ D S A || 

a a n p Pa g e->p U s e r I n f o->Key Ty pe  ==  PG P_ P K A LG_ E LG  AH A L ) 

o a a { 
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n 

n 

n 

D 

a 

n 

a 


n □ Q 
ODD 

n □ □ 
n n n 
□ n n 
ana 
n □ n 


iGenerationResuLt 

D a Q □ n 

Q a n □ n 

n n D □ D 

n n n a n 

□ a □ □ Q 

a n D n D 


pgpGenerateSubKey(pPage->pUserInfo->pKey, 
(unsigned)  pPage->pUserInfo->SubKeySize, 
(word16)  pPage->pUserInfo->Expi reDays, 
pPage->pUserInfo->PassPhrase, 
pPage->pUserInfo->PassPhrase, 
KeyUizWorkingCaLLback, 

(void  *)  pPage); 


a □ D > 

n n } 

n > 

n i f ( i Gene  rat i onResu L t ==  PGPERR_0K  &S  ! p Pa g e->pU s e r I n f o-> C a n c e L Pe nd i n g ) 
n { 

n n p Pa g e-> p U s e r I n f o-> F i n a L Re s u L t = KCD_NEWKEY; 

n n i f ( N e w D e f a u L t Key ) 

n n n p Pa g e->p U s e r I n f o-> F i n a L R e s u L t |=  KC D_N E U D E F KE Y ; 

n > 
n else 
n { 

n n i f ( ! pPa g e->p U s e r I n f o-> C a n c e L Pe nd i ng ) 

n n n PG P c omd L g E r ro rMe s s a g e ( i G e ne r a t i on R e s u L t ) ; 

n > 


n pPa g e->pU s e r I n f o-> I nG e ne ra t i on  = FALSE; 

a if(pPage->pUserInfo->CanceLPending) 
n { 

n n P rop S h e e t _ P r e s sBu t t on ( G e t Pa r e n t ( pPa g e-> h wnd ) , PS BTN_C AN C E L) ; 

n } 
n else 
n { 

a n Po s t He s s a g e ( p Pa g e->h wnd , KH_M_G E N E R AT  1 0 N_COHPLET E , 0,  0); 

n > 

> 


// I 

//  Load  DIB  bitmap  and  associated  palette 

static  HBITHAP  Loa d R e s ou r c eB i t ma p (HINSTANCE  hinstance,  LPSTR  IpString, 

HPALETTE  FAR*  LphPalette)  ( 

n HRSRC  hRsrc; 
a HGLOBAL  hGlobal; 

n HBITHAP  hBitmapFinal  = NULL; 

n LPBITHAPINFOHEADER  Lpbi; 
n HDC  hdc; 

INT  iNumCoLors; 

n if  (hRsrc  = FindResource  (hinstance,  IpString,  RT_BITHAP))  ( 

n n hGlobal  = LoadResource  (hinstance,  hRsrc); 

n n lpbi  = (LPBITHAPINFOHEADER) LockResource  (hGlobal); 

n a hdc  = GetDC(NULL); 

n n *lphPalette  = C rea t e D I BPa L e 1 1 e ( ( LPB I TH API N F 0 ) I pb i , & i N umCo I o r s ) ; 
n n if  (*lphPa lette)  ( 

n n n S e I e c t Pa  I e 1 1 e ( hd c , * I p h Pa  I e 1 1 e , F A LS E ) ; 

n n n R ea I i z e Pa  I e 1 1 e (hdc); 

n n } 
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D a hBitmapFinaL  = C r e a t e D I B i t ma p (hdc, 

(LPBITHAPINFOHEADER)Lpbi, 

(LONG)CBM_INIT, 

CLPSTR)Lpbi  + Lpbi->biSize  + iNumCoLors  * sizeof(RGBQUAD), 
( LPBITMAPINFO ) Lpbi , 

DIB_RGB_C0L0RS  ) ; 

n n ReLeaseDC  (NULL,hdc); 

n n UnLockResource  (hGLobal); 

n n FreeResource  ChGLobaL); 

n > 

n return  C h B i t ma p F i na L ) ; 

} 


static  HPALETTE  C r e a t e D I B Pa L e 1 1 e ( LPB I TH A PI N F 0 Ipbmi,  LPINT  L p i N umC o L o r s ) { 
n LPBITMAPIN FOHEADER  Lpbi; 
n LPLOGPALETTE  LpPaL; 
n HANDLE  hLogPaL; 
n HPALETTE  hPaL  = NULL; 
n INT  i; 


n lpbi  = ( LPBITMAPIN FOHEADER )Lpbmi; 
a if  ( L pb i ->b i B i t Coun t <=  8) 

n n *LpiNumCoLors  = (1  <<  Lpbi->biBitCount); 
a else 

n n *LpiNumCoLors  = 0;  //  No  palette  needed  for  24  BPP  DIB 


n if  ( * I p i N umC o I o r s ) { 

a a hLogPal  = GlobalAlloc  CGHND,  sizeof  (LOGPALETTE)  + 

sizeof  (PALETTEENTRY)  * (*lpiNumColors)); 
n n IpPal  = (LPLOGPALETTE)  GlobalLock  (hLogPal); 
n n lpPal->pal\/ersion  = 0x300; 
n n I p Pa  I ->pa L NumEn t r i e s = * I p i N umC o I o r s ; 


n 

n 

□ 

□ 

n 

□ 

Q 

n 

Q 


} 


n 

a 

n 

□ 

□ 

□ 

□ 

n 

□ 

> 


for 

□ 

n 

□ 

n 


(i  = 0;  i < *lpiNumColors; 
lpPal->palPalEntryCi3.peRed 
lpPal->palPalEntryCiIl.peGreen 
IpPa l->pa  IPa  lEntryCi 3 . peBlue 
lpPal->palPalEntryCiD.peFlags 


i++)  { 

= I pbm i ->bm i Co  I o r s C i 
= I pbmi ->bmi Co  I o r s C i 
= I pbm i ->bm i C o I o r s C i 
= 0; 


3 . rgbRed; 

3.rgbGreen; 

3.rgbBlue; 


} 

hPal  = CreatePalette  (IpPal); 
GlobalUnlock  (hLogPal); 
GlobalFree  (hLogPal); 


return  hPal; 


//a  create  standard  PGP  userid  from  name  and  email  address 

static  unsigned  long  C r ea t e PG PU s e r I D ( c h a r **UserID,  char  *FullName, 
nnnnnnnnn  char  *Email) 

{ 

n INT  ReturnCode  = PGPERR_0K; 
n unsigned  long  UserlDLen  = 0; 

C[CHK:c5494311f3e0555521e99228c22ddbedae2248c919584c7fff8bb997bfd2212e033 
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n assert(UserlD); 
n a s s e r t ( F u L L Na me  ) ; 

n assert(EmaiL); 

n /*+4  is:  1 for  the  \0,  one  for  the  space,  two  for  the  broquets.*/ 

n UserlDLen  = s t r L e n ( F u L L Name ) + s t r L en ( Ema i L ) + 4; 

n *UserID  = pg p A I L o c ( s i z eo f ( c h a r ) * UserlDLen); 
n if(*UserID) 
n { 

n n sprintf(*UserID,  "%s  <%s>",  FuLLName,  Email); 

n n a s s e r t ( s t r L e n ( *U s e r I D ) ==  UserlDLen  - 1); 

n } 
n else 

n n ReturnCode  = PGPERR_NOHEM; 

n return(ReturnCode); 

> 


// I 

//n  callback  routine  called  by  library  key  generation  routine 
//  every  so  often  with  status  of  keygen.  Returning  a nonzero 
//  value  cancels  the  key  generation. 


static  int  Key W i zWo r ki ngCa I I ba c k ( voi d *pArg,  INT  Phase) 
{ 

n int  ReturnCode  = 0; 

PAGEINFO  *pPage  = NULL; 
n unsigned  long  0 r i g i na  I Ph a s e ; 

□ 

n assertCpArg); 


pPage 


pArg; 


B if(pPage) 

B { 

B n 0 r i g i n a I Ph a s e = p Pa g e->pU s e r I n f o->Uo r k i n g Ph a s e ; 
B B i f ( ! pPage->pUse r I nf o->Ca n ce I Pendi ng ) 


Q 

Q 

i 

Q 

n 

n 

i 

fCPhase  ==  ' ') 

n 

n 

u 

□ 

u 

n 

D 

i f (pPage->pUserInf o->Worki ngPhase  ==  IDS 

_KEYGENPHASE1 ) 

n 

u 

Q 

n 

B p Pa g e->pU s e r I n f o-> Wo r k i ng Ph a s e = IDS 

_KEYGENPHASE2; 

n 

n 

a 

n 

else 

n 

n 

Q 

n 

B pPa g e->pU s e r I n f o->Wo r k i ng P ha s e = IDS 

_KEYGENPHASE1 ; 

Q 

Q 

D 

> 

n 

n 

□ 

i 

f (Ori gi na IPhase  !=  pPa g e->pU s e r I n f o-> Wo r k i ng P h a s e ) 

n 

Q 

n 

n 

PostMessage(pPage->hwnd, 

n 

Q 

D 

a 

B B B KM_M_CHANGEPHASE, 

n 

n 

n 

n 

B B n 0, 

D 

n 

Q 

o 

B B B (LPARAH)  p Pa g e-> pU s e r I n f o->Wo r k i n g Ph a s e ) ; 

n 

n 

> 

n 

n 

else 

/*Let  the  kernel  know  we're  canceling*/ 

n 

n 

n 

ReturnCode  = -1 ; 

n 

> 
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n return(ReturnCode); 

> 


//n  find  key  with  specified  user  id,  if  it  exists 

static  void  G e t 0 L d Key ( PG PKey * * ppOLdKey,  char  *UserID) 

C 

n PGPKeyList*  pKeyList; 

n PGPKeylter*  pKeylter; 

n PGPKeySet*  pKeySet; 

n PGPKey*  pKey; 

n Boolean  bSecret; 

n *ppOLdKey  = NULL; 

n pKeySet  = pg p F i L t e r Key S e t U s e r I D ( g _pKey S e t Ha i n , UserlD,  s t r L e n C U s e r I D ) ) ; 

n ifCpKeySet) 

n { 

□ Q 

n n 

Q Q 

n Q 

n n 

n a 

n n 

n Q 

n n 

n n 

n n 

n □ 

n n 

n Q 

n Q 

n n 

H n 

n n 

n □ 

n □ 

o n 

n > 

> 


// 1 

//  Create  thread  to  handle  dialog  box 

void  KMCreateKey  (HWND  hParent)  { 
n DWORD  dwNewKeyTh readl D; 

n EnableWindow  (hParent,  FALSE); 

a _begi nthreadex  (NULL,  0,  ( LPT H R E A D_ S T A RT_ ROUT  I N E ) N e w Ke y W i z Th r e a d , 

B n hParent,  0,  &d wN ew Key T h r e a d I D ) ; 

C[CHK:47222655e0e28c22999996991  7600031  0fbacf504e02cddd6bb1 11 771 lebScfbc:: 


pKeyList  = pgpOrderKeySetCpKeySet,  kPGPCreationOrdering); 
i f ( pKeyLi st ) 

{ 

n pKeylter  = pg p N e w Key  1 1 e r C p Ke y Li s t ) ; 
n i f ( pKey I ter) 
n { 

n n pKey  = pg pKey I t e r N e x t ( pKey I t e r ) ; 


whileCpKey  &&  !*ppOldKey) 

{ 

pgpGet KeyBoo  I ean  (pKey,  kPG PKey P r op  I s S e c r e t , SbSecret); 
if  (bSecret) 

{ 

n *ppOldKey  = pKey; 

> 

pKey  = pg pKey I t e r N e X t (pKeylter); 


pgp F reeKey I t e r (pKeylter); 


pg p F r e e Key L i s t (pKeyList); 


pgpFreeKeySet(p Keyset); 
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} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//rPGPkeys.c  - PGPkeys  WinMain,  associated  routines,  and  gLobaL  variabLes 


tfincLude 

#incLude 

#incLude 

#incLude 

#incLude 

#incLude 


<wi ndows  . h> 

"pgpkeysver.h" 

"pgpkeys.h" 

"resource. h" 

" c ommc  t r L . h " 

"..\incLude\pgpkeyserversupport.h 


#define  W I N C L A S S N AM En 
#define  WINDOWTITLEnn 
#define  S EH A P HO R E N AM En 


("PGPkeysHai nWi nC  Lass") 
( "PGPkeys"  ) 
("PGPkeysInstSem") 


#define  S P LA S H_T I M E nn  2500 


//  AppLication  gLobaL  variabLes 
HINSTANCE  g_hlnst;n  n n 

HWND  g_hWndMain;n  n n n n n 

HWND  g_hWndTree;n  n n n n n 

CHAR  g_szHeLpFiLeCHAX_PATHD;n  n n 

PGPKeySet*  g_pKeySetHain  = NULL;n  n 

LONG  g _ L Key L i s t So r t F i e L d ; n n n n 

UINT  g_uReLoadKeyringHessage  = 0;n  n 
BOOL  g_bKeyServerSupportLoaded  = FALSE, -n 
BOOL  g_bReadOnLy  = FALSE; 


//handLe  of  current  instance 

//handLe  of  main  window 

//handLe  of  TreeList  controL 

//string  containing  name  of  heLp  fiLe 

//pointer  to  main  keyset 

//keyList  sort  order 

//broadcast  message 

//TRUE  is  keyserver  DLL  is  Loaded 


CHAR  g_s  z b u f C G_BU F L EN  ] ; nn  n //character  buffer  for  generaL  purpose  use 


//  Check  for  correct  version  of  Windows 
BOOL  I s Co r r e c t Ve r s i on  (void)  { 
n OSVERSIONINFO  osid; 

n osid.dwOSVersionInfoSize  = sizeof  (osid); 
n GetVersionEx  (&osid); 

n switch  ( o s i d . d wP L a t f o r m I d ) { 

n case  V E R_PLAT FO RM_ W I N 32 s : 
n n return  FALSE; 

a II  Windows  95 

a case  V E R_  P L AT  F 0RM_W  I N32  _W  I N DO  W S : 
n n return  TRUE; 

n //  Windows  NT 

a case  V E R_P LAT FO RH_ W I N32_NT  : 

n n if  (osid.dwMajorVersion  >=  4)  return  TRUE; 

I In  a return  FALSE; 

//>>> 

n n HessageBox  (NULL,  "PGPkeys  is  not  supported  on  Windows  NT  3.51\n\n 
C[CHK:604e99cd988338e3300c87c71cd288888566332208800a009b4442f709f9e814a:: 
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n n n "Use  at  your  own  risk.", 

n n "PGPkeys  Warning",  HB_0K | HB_ I CON  EX C L AM AT  I ON ) ; 
n n return  TRUE; 

//>» 
n y 
> 


// 1 

//  Check  for  previously  running  instances 

BOOL  DoIExist  (LPSTR  L p s z S emNa me , 

n n n LPSTR  L p s z C L a s s Na me , LPSTR  L p s z W i n do wT i t L e ) { 

HANDLE  hSem; 

HWND  hUndHe; 

//  Create  or  open  a named  semaphore. 

hSem  = C r ea t e S ema p h o r e (NULL,  0,  1,  L p s z S emName  ) ; 

//  Close  handle  and  return  NULL  if  existing  semaphore  was  opened, 
if  ((hSem  !=  NULL)  SS  ( G e t La s t E r r o r ( ) ==  E R RO R_ A LR E A D Y_ E X I ST S ) ) C 
C loseHandle(hSem); 

hWndHe  = FindWindow  (IpszClassName,  IpszWindowTitle); 
if  ( hWndMe ) { 

n n n if  (!IsZoomed  (hWndMe))  ShowUindow  (hWndHe,  S W_R E STOR E ) ; n n n 

n n n S e t F o r eg r ound W i n do w (hWndHe); 

n n } 

return  TRUE; 

} 

//  If  new  semaphore  was  created,  return  FALSE, 
return  FALSE; 

> 


// 

//  Load  any  PGP  support  DLLs 

BOOL  LoadSupportDLLs  (void)  { 

n g_bKeySe rve r Suppo rt Loaded  = ( Loa d Key s e r v e r S up po r t ()  ==  SUCCESS); 
return  TRUE; 

} 


// 

//  Unload  any  PGP  support  DLLs 

BOOL  Un loadSupport DLLs  (void)  ( 
n Un Loa dKey s e r ve r S u ppo r t (); 

return  TRUE; 

> 


// I 

//  get  PGPkeys  path  from  registry  and  substitute  Help  file  name 

VOID  Ge t H e I p F i I e Pa t h (void)  { 

[CCHK: f9608ccc2aa1  559cccaa24fbb2cfb22ad0004ffc088881  7774955501  1467d9dff:: 
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B HKEY  hKey; 

B LONG  LResuLt; 

B CHAR  sz[MAX_PATH:; 

B CHAR*  p; 

B DWORD  dwVaLueType,  dwSize; 

B Istrcpy  (g_szHeLpFiLe, 

B Loadstring  (g_hlnst,  I D S_ R EG  I S T R YKE Y , g_szbuf,  G_BUFLEN); 

B IResuLt  = RegOpenKeyEx  ( H KE Y_ C U R R E NT_U S E R , g_szbuf,  0,  KEY_READ,  ShKey); 

B if  (LResuLt  ==  E R RO R_ S U C C E S S ) { 

B B dwSize  = sizeof  (g_szHeLpFiLe); 

B n LResuLt  = RegQueryVaLueEx  (hKey,  "ExePath",  0,  &dwVaLueType, 
a a a ( L PB YT E ) g_s z H e L p F i L e , &dwSize); 

B n RegCLoseKey  (hKey); 

B B p = strrchr  ( g _ s z H e L p F i L e , '\\'); 

B B i f ( p ) { 

Ban  P++; 
a a a *p='\0'; 

a a > 

a a eLse  Lstrcpy  (g_szHeLpFiLe, 

B } 

B Loadstring  (g_hlnst,  I D S_ H E LP F I L E N AH E , sz,  sizeof(sz)); 

B Lstrcat  (g_szHeLpFiLe,  sz); 

> 


//  I n i t i a L i z a t i on s for  aLL  instances  of  program 

BOOL  I n i t App L i c a t i on  (HINSTANCE  hinstance)  { 

B WNDCLASS  wndcLass; 

//  check  correct  version  of  windows 
B if  ( ! I s C o r r e c t Ve r s i on  ())  return  FALSE; 

//  check  for  previous  instances 

B if  (DoIExist  (SEMAPHORENAME,  W I N C LA S S N AH E , W I N D 0 WT I T L E ) ) return  FALSE; 

//  save  instance  handLe 
B g_hlnst  = hinstance; 

//  Ensure  that  the  common  controL  DLL  is  Loaded. 

B I n i t Common C o n t ro L s (); 

//  Ensure  that  the  common  controL  DLL  is  Loaded. 

B I n i t T r e e L i s t C on t r o L (); 

//  InitiaLize  the  aurora  Library 

B if  (PGPcomdLgErrorHessage  (pgpLiblnit  ()))  return  FALSE; 

B if  (pgpGetTrustHodeL  ()  !=  PGPTRUST0)  C 

B a PGPcomdLgErrorHessage  (PGPERR_TROUBLE_BADTRUST); 

B B return  FALSE; 

B } 

B wnd c L a s s . s t y L e = 0; 

Ci:CHK:4cba77aa988828681d6d41dd44222c55caaf99bee4888ee8662a5af11d0e2718e]] 
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a wndcLass.LpfnWndProc  = (WNDPROC)KeyHanagerWndProc; 
n wndc Lass . cbC LsExt ra  = 0; 

n wndcLass.cbWndExtra  = 0; 

n wndclass.hlnstance  = hinstance; 

n wnd c L a s s . h I c on  = Loadlcon  (hinstance,  M AKE I NT R E S OU R C E ( I D I _ E X E I CON  ) ) ; 

n wnd c L a s s . h C u r s o r = LoadCursor  (NULL,  IDC_ARR0W); 

n wnd c I a s s . h b r Ba c kg r OU nd  = NULL; 

wndc Lass . LpszMenuName  = M AKE I NT R E S OU R C E ( I D R_M E N U KE YH A N ) ; 
a wn d c L a s s . L p s z C L a s s Name  = W I N C L A S SN AN E ; 

n return  ( Re g i s t e r C L a s s ( &wnd c L a s s ) ) ; 

> 

// I 

//  Main  Windows  routine 

int  APIENTRY  WinMain  (HINSTANCE  hinstance,  HINSTANCE  h P r e v I n s t a n c e , 
n n n B n LPSTR  LpCmdLine,  int  nCmdShow)  { 

B MSG  msg; 

B HACCEL  hacceL; 

B INT  LWindowPosX,  LWindowPosY,  L W i ndowW i d t h , L W i ndowH e i g h t ; 

B DWORD  dwShow; 

B if  ( ! I n i t App L i ca t i on  (hinstance))  return  0; 

//b  check  for  timed-out  software 
B if  (PGPcomdLgIsExpired  (NULL))  return  0; 

//b  post  spLash  screen 

B Loadstring  (hinstance,  I D S_N 0 S PLAS H S W I T C H , g_szbuf,  G_BUFLEN); 

B if  (Istrstr  (LpCmdLine,  g_szbuf)) 

B B PGPcomdLgSpLash  (NULL,  S P LAS H_T I HE ) ; 

//  initiaLize  OLE  for  drag  and  drop  f un c t i ona L i t y 
if  (OLelnitiaLize  (NULL)  !=  NOERROR)  return  0; 

//  get  window  position  and  size  information  from  registry 
B KMGetWi ndowPos FromRegi St ry  (SdwShow,  8 L W i nd o w Po s X , 8 L W i nd o wPo s Y, 

B B B B B B B 8 L W i n d o w W i d t h , 8 L W i n do w H e i g h t ) ; 

B B 

//  get  sort  order  from  registry 

B KHGe t So r t 0 rde r F r omReg i s t ry  ( 8g_ L Key L i s t S o r t F i e L d ) ; 

B B 

//  store  path  name  of  appLication 
B KHSetPathRegistryData  (); 

//b  Load  name  of  heLp  fiLe 
B GetHeLpFiLePath  (); 

//a  Load  support  DLLs,  if  possibLe 
B LoadSupportDLLs  (); 

B g_hWndHain  = CreateWindow  ( W I N C LAS S N AM E , WINDOWTITLE, 

B B WS_OVERLAPPEDWINDOW,  LWindowPosX, 

B B LWindowPosY,  L W i ndo w W i d t h , 

B B L W i ndo wH e i g h t , NULL,  NULL,  hinstance,  NULL);b 
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n if  ( ! g_hWndMa i n ) return  0; 

n ShowWindow  (g_hWndMain,  nCndShow);n  //  Show  the  window 
n UpdateWi ndow  ( g_hWndMa i n ) ; n anil  Sends  WM_PAINT  message 

n haccel  = Loa d A c c e L e r a t o r s (g_hlnst,  M AKE I NT R E S OU R C E C I D R_KE YM AN A C C E L)  ) ; 

a while  (GetMessage  (Smsg^  NULL,  0,0))  { 

n n if  ( ! T r a n s L a t e A c c e L e r a t o r (g_hWndMain,  haccel,  &msg))  { 
n TranslateMessageC&msg); 

n □ D i s pa t c h Me s s a g e ( &ms g ) ; 

n n > 
n } 

//  unload  support  DLLs 
n UnloadSupportDLLs  (); 

//  close  down  the  library 
Q pgpLibCleanup  (); 

//  required  by  OLE 

OleUninitialize  (); 

n return  ( ms g . w Pa r a m ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*1 

1 1 ■.  PGPkeys.h 
//.  06dec96  pbj 
// 

//n  $Id:  PGPkeys.h, V 1.5  1997/05/27  18:39:29  pbj  Exp  $ 

// 


SincLude 
#i nc  Lude 
SincLude 
#i nc  Lude 
#incLude 
#i nc  Lude 


".  .\incLude\config.h" 

".  .\incLude\pgpkeydb.h" 
".  .\incLude\pgpmem.h" 

".  .\incLude\treeList.h" 
" pgpkey s h e L p . h " 

".  .\incLude\pgpcomdLg.h 


//  constant  definitions 


//d e f i 

ne 

IDX_ 

NONEn  a 

n 

-1 

//def  i 

ne 

IDX_ 

RSAPUBKEYn 

n 

0 

//d e f i 

n e 

IDX_ 

RSAPUBDI SKEYn 

1 

//d e f i 

ne 

IDX_ 

RSAPUBREVKEYn 

2 

//def  i 

n e 

IDX_ 

RSAPUBEXPKEYn 

3 

//d e f i 

ne 

IDX_ 

RSASECKEYn 

Q 

4 

//def  i 

ne 

IDX_ 

RSASECDISKEYn 

5 

//def  i 

n e 

IDX_ 

RSASECREVKEYn 

6 

//def  i 

ne 

IDX_ 

RSASECEXPKEYn 

7 

//def  i 

n e 

IDX_ 

DSAPUBKEYn 

o 

8 

//def  i 

ne 

IDX_ 

DSAPUBDISKEYn 

9 

//def  i 

n e 

IDX_ 

DSAPUBREVKEYn 

1 0 

//def  i 

ne 

IDX_ 

DSAPUBEXPKEYn 

1 1 

//d e f i 

ne 

IDX_ 

DSASECKEYn 

a 

12 

#def  i 

ne 

IDX_ 

DSASECDISKEYn 

13 

//def  i 

n e 

IDX_ 

DSASECREVKEYn 

1 4 

#def  i 

ne 

IDX_ 

DSASECEXPKEYn 

1 5 

//def  i 

n e 

IDX_ 

RSAUSERIDn 

n 

1 6 

//def  i 

ne 

IDX_ 

DSAUSERIDn 

n 

1 7 

//d e f i 

n e 

IDX_ 

CERTn  n 

n 

1 8 

//d e f i 

ne 

IDX_ 

REVCERTnn 

n 

19 

//def  i 

ne 

IDX_ 

BADCERTnn 

n 

20 

//d  e f i 

ne 

NUH_ 

BITHAPSnn 

n 

21 

//def  i 

ne 

0BJECT_N0NEnn 

0 

//def  i 

ne 

0BJECT_KEYn  n 

1 

//def  i 

ne 

OBJECT.USERIDn 

2 

//def  i 

ne 

OBJ  ECT_CERTnn 

3 

//def  i 

ne 

NUMBERCOLUMNSn 

5 

//^define  DRAW_LOGOnn  1 
#ifdef  DRAW_L0G0 
^define  LOGO_WIDTHn  n 124 

//define  L0G0_H E I G HTnn  28 

//e  L se 

//define  L0G0_WIDTHn  n 0 

//define  L0G0_H  E I G HTnn  0 

//endif  //  DRAW_L0G0 
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#def i ne 

KCD_NEWKEYn  n 

Q 

0X0001 

#def i ne 

KCD_NEWDE  FKEYn 

Q 

0x0002 

#def i ne 

G_BUFLENn  n 

512 

#def  i ne 

DEFAULTWINDOWWIDTHn 

520 

#def i ne 

DEFAULTWINDOWHEIGHT 

300 

#d  e f i n e 

DEFAULTWINDOWX 

85 

#de  f i n e 

DEFAULTWINDOWYn 

n 

90 

# d e f i n e 
#def i ne 
#def  i ne 
#d  e f i n e 
#def  i ne 


DE FAULTCOLWI DTHNAME  240 
DEFAULTCOLWIDTHVALID  54 
DEFAULTCOLWIDTHTRUST  54 
DEFAULTCOLWIDTHDATE  70 
DEFAULTCOLWIDTHSIZE  70 


# de  f i n e 
#def i ne 
#def i ne 
#def i ne 
#d  e f i n e 


KM_M_CREATEDONEnn  n n 
KM_M_RELOADKEYRINGSnn  n 
KM_H_GENERATION_COMPLETEn 
KM_M_CHANGEPHASEn  n n 
KH_H  TICKCLOCKn  n n n 


WH_USER 

WM_USER+1 

WM_USER+2 

WM_USER+3 

WH_USER+4 


/ / Key  Types 

#define  KE YT Y P E_ R S A_0 LD ST Y L E 1 
#define  K E YT YP E_ R S A_ E N C R YPT I 0 N 2 
#define  KE YT Y P E_R S A_ S I G N AT U R E 3 
#define  KEYTYPE_LAST  4 


//  KMAddUser.c 

BOOL  KH Add U s e rTo Key  (HWND  hparent); 

//  KMChange.cn 

VOID  KMC  ha ng e P h r a s e (HWND  hparent,  PGPKey*  pKey); 

//  KMConvert.c 

void  KMConvertStringKeylD  (LPSTR  sz); 

VOID  KMConvertStringFingerprint  (UINT  uALgorithm,  LPSTR  sz); 

VOID  KM C on ve r t T i me  To S t r i n g (PGPTime*  tm,  LPSTR  sz,  INT  iLen); 

UINT  KM C o n ve r t F r omPG PT r u s t (UINT  uPGPTrust); 

UINT  KMConvertToPGPTrust  (UINT  uTrust); 

UINT  KMConvertFromPGPVaLidity  (UINT  uPGPVaLidity); 

//  KM  Focus. c 

VOID  KMSetFocus  (HTLITEM  hFocused,  BOOL  bMuLtipLe); 

INT  KM Fo c u sed I t emTy pe  (VOID); 

INT  KMFocusedObjectType  (VOID); 

HTLITEM  KMFocusedItem  (VOID); 

VOID*  KM F o c u s edO b j e c t (VOID); 

BOOL  KMMu L t i p L eS e L e c t ed  (VOID); 

BOOL  KMP romi s cuou s S e L e c t ed  (VOID); 

BOOL  KMSigningALLowed  (VOID); 

VOID  KMGetSeLectedObjects  (PGPKeySet**  ppKeySet,  LPSTR*  pszKeyIDs); 

VOID  KM F r e e S e L e c t e d Ob j e c t s (PGPKeySet*  pKeySet,  LPSTR  szKeyIDs); 

//  KMI Da t a Ob j e c t . c pp 

LPDATAOBJECT  KM C r e a t e D a t a 0 b j e c t (LPSTR  szName,  LPSTR  szExport); 
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//  KHIDropSource . cpp 

LPDROPSOURCE  KM C r e a t e D ropSou r c e (VOID); 

//  KM  I D ropTa r g e t . c pp 

LPDROPTARGET  KMCreateDropTarget  (VOID); 

VOID  KMReLeaseDropTarget  (LPDROPTARGET  pDropTarget); 

VOID  KHEnabLeDropTarget  (LPDROPTARGET  pDropTarget,  BOOL  bEnabLe); 

//  KHKeylO.c 

BOOL  KMImportKey  (HWND  hWnd,  HDROP  hDrop); 

BOOL  KMExportKeys  (HWND  hWnd,  LPSTR  szFiLe); 

BOOL  KMCopyKeys  (HANDLE*  phMem); 

BOOL  KMDataToPaste  (VOID); 

BOOL  KHPasteKeys  (HWND  hWnd); 

//  KMKeyOps.c 

BOOL  KHDe LeteOb j ect  (HWND  hWnd); 

BOOL  KMC e r t i f y Key 0 r U s e r I D (HWND  hWnd); 

BOOL  KMDisabLeKey  (HWND  hWnd,  PGPKey*  pKey); 

BOOL  KHEnableKey  (HWND  hWnd,  PGPKey*  pKey); 

BOOL  KMRevokeKey  (HWND  hWnd); 

BOOL  KHRevokeCert  (HWND  hWnd); 

BOOL  KM D r a g A nd D r op  (HWND  hWnd); 

BOOL  KHSetDefauLtKey  (HWND  hwnd); 

BOOL  KHSetPrimaryUserlD  (HWND  hwnd); 

//  KHHenu.c 

VOID  KMSetMainMenu  (HMENU  hHenu); 

VOID  KMContextMenu  (HWND  hWnd,  INT  x,  INT  y); 

VOID  KMCreateMenus  (HMENU  hMenuMain); 

VOID  KM D e s t r oy M e n u s (void); 

//  KMMisc.c 

VOID*  KMALLoc  (LONG  size); 

VOID  KM  Free  (VOID*  p); 

PGPKey*  KMGe t Key F r omUse r I D (HWND  hTree,  PGPUserlD*  pUserlD); 

BOOL  KMCheckForSecretKeys  (PGPKeySet*  pKeySet); 

BOOL  KMIsThi sTheOnLyUserlD  (HWND  hTree,  PGPUserlD*  pUID); 

BOOL  KMIsThisThePrimaryUserlD  (HWND  hTree,  PGPUserlD*  pUID); 

BOOL  KMG e t W i nd o wPo s F r omReg i s t ry  (DWORD  * show,  INT  * X,  INT  * Y, 
nnnonnnn  INT  * Width,  INT  * Height); 

BOOL  KMGetCoLWidthsFromRegistry  (WORD  * widths,  INT  nWidths); 

BOOL  KMGe  t So  r 1 0 r de  r F roisReg  i s t ry  (LONG  * field); 

BOOL  KMPGPPref erences  (HWND  hwnd,  INT  iPage); 

VOID  KM S e t W i ndo w Reg i s t r y Da t a (HWND  hwnd); 

VOID  KMSetPathRegi stryData  (VOID); 

BOOL  KMGetKeyName  (PGPKey*  pKey,  LPSTR  sz,  UINT  uLen); 

BOOL  KMGetUserlDName  (PGPUserlD*  pUserlD,  LPSTR  sz,  UINT  uLen); 

INT  KMDetermineKeylcon  (PGPKey*  pKey,  BOOL*  Lpbltalics); 

INT  KMCommi tKeyRi ngChanges  (PGPKeySet*  pKeySet); 

//  KMMsgProc.c 

LONG  APIENTRY  Key Ma n a g e r Wnd P r o c ( H WN D hWndDLg,  UINT  msg,  WPARAM  wParam, 
nnnnnnnn  LPARAM  LParam); 

VOID  SetMainMenu  (VOID); 

//  KMProps.c 
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BOOL  CALLBACK  Key P r op D L g P ro c (HWND  hDLg,  UINT  iHsg,  WPARAM  wParam, 
n n n n n n n LPARAH  LParam); 

BOOL  KMKeyProperties  (HWND  hwnd); 

VOID  KM Upd a t e Key P r ope r t i e s (void); 

VOID  KMDe L e t eP rope r t i esKey  (PGPKey*  pKey); 

VOID  KM D e L e t e A L L Ke y P rope r t i e s (void); 

//  KHTree.c 

HWND  KMCreateTreeList  (HWND  hWndParent); 

BOOL  KMAddColumns  (HWND  hwndTree); 

BOOL  KM Loa d Key R i n g I n t oT r e e (HWND  hParent,  HWND  hwndTree,  BOOL  bRelnsert, 
n H n a n n n BOOLbExpandNew); 

BOOL  KMU p da t eKey I nT r e e (HWND  hTree,  PGPKey*  pKey); 

BOOL  KMUpdateAL LVa Lidi ti  es  (VOID); 

BOOL  KMDestroyTree  (VOID); 

BOOL  KMExpandSe Lected  (HWND  hTree); 

BOOL  KM C o L L a p s e S e L e c t e d (HWND  hTree); 

//  KMUser.c 

LRESULT  KHMessageBox  (HWND  hwnd,  INT  iCaption,  INT  iMessage,  ULONG  flags); 
BOOL  KMBackupWarn  (HWND  hwnd); 

BOOL  KMU s e Ba d Pa s s Ph r a s e (HWND  hwnd); 

BOOL  KM S e L e c t By Key boa r d (HWND  hwnd,  LONG  c,  BOOL  b S t i L L Ty p i n g ) ; 

VOID  KMHeLpAbout  (HWND  hWnd); 

BOOL  KMUserNameOK  (HWND  hWnd,  LPSTR  szUserName); 

BOOL  KMConstructUserlD  (HWND  hDLg,  UINT  uNamelDC,  UINT  uAddrIDC, 
n n n n n n LPSTR*pszUserID); 

VOID  KMReadOnLyWarning  (HWND  hWnd); 

BOOL  KM  S i g n C on  f i r tn  (HWND  hWnd,  BOOL*  pb  S e ndTo  S e r v e r ) ; 

VOID  KMWi peEdi tBox  (HWND  hDLg,  UINT  uID); 

//  KMKeyWiz.c 

VOID  Ne wKey W i z T h r ea d (void  *pArg); 

//  PGPkeygenwi z . c 

VOID  KMCreateKey  (HWND  hwnd); 
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//Microsoft  Developer  Studio  generated  resource  script. 
// 

^include  "resource. h" 

#define  APSTUDIO_READONLY_SYHBOLS 


// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 
// 

^include  "afxres.h" 


#undef  APSTUDIO_READONLY_SYHBOLS 


//  English  (U.S.)  resources 


#if  !def ined(AFX_RESOURCE_DLL)  M d e f i ne d ( A F X_T A R G_ E N U ) 
#ifdef  _WIN32 

LANGUAGE  LANG_ E NG LI S H , SUBLANG_ENGLI SH_US 
^pragma  c od e_pa g e ( 1 2 5 2 ) 

#endif  //  U1N32 


#ifdef  APSTUDIO_INVOKED 


// 

//  TEXTINCLUDE 
// 


1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

" resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"//include  ""afxres.h""\r\n" 

"\0" 

END 

3 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"//include  ""PGPkeysVer.  rc""\r\n 
"\0" 

END 


//endif  //  APSTU D 1 0_ I N VOKE D 


// 

/ / Menu 
// 


IDR_MENUKEY  MENU  DISCARDABLE 
BEGIN 

POPUP  "Context" 

BEGIN 
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HENUITEM 

"&Copy", 

I DH_ 

COPYKEY 

MENUITEM 

"&Paste", 

I DM_ 

PASTEKEY 

MENUITEM 

"SDelete", 

I DM_ 

DELETEKEY 

MENUITEM 

SEPARATOR 

HENUITEH 

" & S i g n " , 

IDH_ 

CERTI FYKEY 

HENUITEM 

"SEnable", 

I DM_ 

ENABLEKE Y 

MENUITEH 

"D8i sable". 

I DH_ 

DISABLEKEY 

MENUITEM 

SEPARATOR 

MENUITEM 

"Add  SName 

IDM_ 

ADDUSERID 

MENUITEM 

"Re&voke", 

I DH_ 

REVOKEKEY 

MENUITEM 

"Set  SAs  Default", 

I DM_ 

SETASDEFAULT 

MENUITEH 

SEPARATOR 

HENUITEM 

"E&xport 

IDH_ 

EXPORTKEYS 

MENUITEH 

SEPARATOR 

MENUITEM 

"Key  P&roperties", 

I DH_ 

KEYPROPERTIES 

END 

END 


IDR_MENUUID  MENU  DISCARDABLE 
BEGIN 

POPUP  "Context" 

BEGIN 

HENUITEM  "SDeLete",  I D M_ D E L ET E KE Y 

HENUITEH  SEPARATOR 

MENUITEH  "&Sign",  I DH_ C E RT I F Y KE Y 

MENUITEH  "Set  As  &Primary  User  ID",  I DH_ S ET AS D E F AU LT 

MENUITEM  SEPARATOR 

HENUITEH  "Key  P& r o p e r t i e s " , I D M_KE YPRO P E RT I E S 

END 

END 


IDR_HENUCERT  MENU  DISCARDABLE 
BEGIN 

POPUP  "Context" 

BEGIN 

HENUITEH  "SDeLete", 

MENUITEM  SEPARATOR 
MENUITEH  "SRevoke", 

MENUITEH  SEPARATOR 

MENUITEH  "Signing  Key  P&roperties", 

END 

END 


I DM_DELETEKEY 
IDM_REVOKECERT 
IDM  KEYPROPERTIES 


IDR_HENUKEYMAN  MENU  DISCARDABLE 
BEGIN 

POPUP  "&FiLe" 

BEGIN 

HENUITEM  "ESxit", 


END 

POPUP  "SEdit 
BEGIN 

HENUITEH 

HENUITEM 

MENUITEM 

MENUITEM 

HENUITEM 

MENUITEM 

HENUITEM 


"&Copy\tCtrL+C", 

"&Paste\tCtrL+V", 

"SDelete", 

SEPARATOR 

"Select  &ALL\tCtrL+A 
"CoSLLapse  Selection 
"E&xpand  Selection", 


IDH_FILEEXIT 


I DM_COPYKEY 
I DM_PASTEKEY 
IDM_DELETEKEY 

I DH_SELECTALL 
I DM_COLLAPSESEL 
I DM_EXPANDSEL 
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MENUITEM 

SEPARATOR 

MENUITEM 

"Pre&ferences", 

IDH_ 

PROPERTIES 

END 

POPUP  "&Keys' 

BEGIN 

MENUITEM 

" & S i g n " , 

IDH_ 

CERTI FYKEY 

MENUITEM 

"SEnabLe", 

IDM_ 

ENABLEKEY 

MENUITEM 

"&Di sable". 

IDM_ 

DISABLEKEY 

MENUITEH 

SEPARATOR 

MENUITEH 

"&Add  Name  . . . " , 

IDH_ 

ADDUSERID 

MENUITEM 

"&Revoke", 

IDH_ 

REVOKEKEY 

MENUITEH 

"Set  As  De&fault\tCtrl+F", 

IDH_ 

SETASDEFAULT, 

MENUITEH 

SEPARATOR 

MENUITEH 

"&New  Key  . . . \ t C t r 1 + N " , 

IDM_ 

CREATEKEY 

MENUITEH 

"I&mport  ...\tCtrl+I", 

IDM_ 

IHPORTKEYS 

MENUITEH 

"E&xport 

IDM_ 

EXPORTKEYS 

MENUITEM 

SEPARATOR 

MENUITEH 

"Key  SProperties 

IDM_ 

KEYPROPERTI ES 

END 

POPUP  "&HeLp' 

BEGIN 

MENUITEM 

"&Help  Topics", 

IDM_ 

HELPTOPICS 

MENUITEM 

SEPARATOR 

MENUITEM 

"&About  PGP  . . . " , 

IDM_ 

HELPABOUT 

GRAYED 


END 


END 


IDR_HENUNONE  MENU  DISCARDABLE 
BEGIN 

POPUP  "Context" 

BEGIN 

MENUITEH  "SPaste",  IDH_PASTEKEY 

END 

END 


IDR_MENUPROMISCUOUS  MENU  DISCARDABLE 
BEGIN 

POPUP  "Context" 

BEGIN 

MENUITEM  "^Delete", 

MENUITEM  SEPARATOR 
MENUITEM  "SSign", 

MENUITEM  SEPARATOR 
MENUITEM  "Key  P8 rope r t i e s " , 

END 

END 


I DM_DELETEKEY 
IDM_CERTI FYKEY 
IDM  KEYPROPERTI ES 


// 

//  Dialog 
// 


IDD_KEYGEN  DIALOGEX  0,  0,  235,  220 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSMENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "New  Key" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
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BEGIN 

GROUPBOX 

RTEXT 

EDITTEXT 

LTEXT 

EDITTEXT 

GROUPBOX 

RTEXT 

COHBOBOX 

RTEXT 

COMBOBOX 

RTEXT 

RADIOBUTTON 

RADIOBUTTON 

EDITTEXT 

LTEXT 

GROUPBOX 

CONTROL 

EDITTEXT 

LTEXT 

EDITTEXT 

DE  FPUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

END 


"User  Identification ",IDC_STATIC, 7, 6, 222, 46 
"Full  SName  : " , I D C_ S T AT  I C , 1 8 , 1 8 , 43 , 8 
IDC_USERID,63,16,160,13,ES_AUTOHSCROLL 
"SEmaiL  address  : " , I D C _ S T AT  I C , 1 3 , 3 5 , 48 , 8 
IDC_USERADDR,63,33,160,13,ES_AUTOHSCROLL 
"Key  Properti es",IDC_STATIC,7,56,222,45 
"&Type  :",IDC_STATIC,25,68,35,8 

IDC_KEYTYPECOMBO,64,65,61,40,CBS_DROPDOWNLIST  | 

WS_VSCROLL  I WS_TABSTOP 

"&Size  :",IDC_STATIC,137,68,24,8 

IDC_KEYSIZECOMBO,1  65,65,44,61  , CBS_DROPDOWN  | WS_VSCROLL  | 
WS_TABSTOP 

"Expires  :",IDC_STATIC,32,86,28,8 

"Ne&ver",IDC_NEVEREXPIRES,69,86,35,10,BS_NOTIFY  | 

WS_GR0UP  I WS_TABSTOP 

"",IDC_EXPIRES,112,86,10,10,BS_NOTIFY 

IDC_EXPIRESDAYS,125,84,22,13,ES_NUMBER  | NOT  WS_TABSTOP 
"&days",IDC_STATIC,151,86,16,8,N0T  WS_GROUP 
"&Passphrase",IDC_STATIC,7,104,222,91 

"Hide  T&yping",IDC_HIDETYPING, "Button", BS_AUTOCHECKBOX  | 
BS_NOTIFY  I WS_GROUP  | WS_TABSTOP, 1 71 , 1 1 1 , 54, 1 0 
IDC_PHRASE1,17,122,205,28,ES_MULTILINE  | WS_VSCROLL 
"Con&firmation",IDC_STATIC,19,152,159,8 
I DC_PHRASE2,1  7,1  61 ,205, 28, ES_HULTI LINE  | WS_VSCROLL 
"Careate",IDOK,71,199,50,14,WS_GROUP 
"&Cancel",IDCANCEL,125,199,50,14 
"&HeLp",IDHELP,179,199,50,14 


IDD_KEYPROP  DIALOG  DISCARDABLE  0,  0,  232,  175 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION 

CAPTION  "PGP  Key  Properties" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

RTEXT  "Key  &ID  : " , I D C _ST AT  I C , 7, 9 , 37, 8 

EDITTEXT  IDC_KEYID,48,7,68,13,ES_AUT0HSCR0LL  | ES_READONLY 

RTEXT  "&Key  Type  : " , I D C_ST AT  I C , 7 , 2 6 , 37, 8 

EDITTEXT  IDC_KEYTYPE,48,24,68,13,ES_AUTOHSCROLL  | ES.READONLY 

RTEXT  "C&reated  : " , I D C_ST AT  I C , 1 26 , 9 , 30 , 8 

EDITTEXT  IDC_CREATEDATE,160,7,58,13,ES_AUTOHSCROLL  | ES_READONLY 

RTEXT  "E&xpires  : " , I D C_ST AT  I C , 1 2 6 , 2 6 , 2 8 , 8 

EDITTEXT  IDC_EXPIREDATE,160,24,58,13,ES_AUTOHSCROLL  | ES_READONLY 

GROUPBOX  "Trust  Mod e L " , I D C_ST AT  I C , 7, 4 2 , 2 1 8 , 63 

RTEXT  "SValidity  : " , I D C _ST AT  I C , 1 5 , 6 1 , 2 7, 8 

EDITTEXT  IDC_VALIDITY,48,59,50,13,ES_AUTOHSCROLL  | ES_READONLY 

RTEXT  "STrust  : " , I D C_ ST AT  I C , 2 1 , 8 2 , 2 1 , 8 

EDITTEXT  IDC_TRUST,48,80,50,13,ES_AUTOHSCROLL  | ES_READONLY 

LTEXT  "Invalid",IDC_STATIC,116,58,22,8 

CONTROL  "Progress1",IDC_VALIDITYBAR,"msctLs_progress32 ",0x0,147, 

58,41,8 


LTEXT 

LTEXT 

CONTROL 

LTEXT 

CONTROL 


"VaLid",IDC_STATIC,197,58,16,8,N0T  WS_GROUP 
"&Untrusted",IDC_STATIC,111,75,32,8 

"SLider1",IDC_TRUSTSLIDER,"msctLs_trackbar32",TBS_BOTH  | 
TBS_NOTICKS  | W S _T ABSTO P, 1 47 , 72 , 4 1 , 1 2 
"Trusted",IDC_STATIC,190,75,25,8,NOT  WS_GROUP 
"ISmpLicit  T r u s t " , I D C _ AX  I OM AT  I C , " Bu 1 1 o n " , B S_ A U TO C H E C KBOX  | 
WS_GROUP  I WS_TABSTOP, 1 41 ,90,62, 1 0 
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GROUPBOX 

EDITTEXT 

CONTROL 

PUSHBUTTON 


END 


"aFingerprint",IDC_STATIC,7,114,218,29,WS_GROUP 
IDC_FINGERPRINT,14,125,203,13,ES_CENTER  | ES_HULTILINE  | 
ES.AUTOHSCROLL  | ES_READONLY 

"&EnabLed",IDC_ENABLED," Button ",BS_AUTOCHECKBOX  | 

WS_GROUP  I WS_TABSTOP, 1 7, 1 54,45, 1 0 

"Change  SPassphrase  ...",IDC_CHANGEPHRASE,121,154,104,14, 
WS_GROUP 


IDD_CHANGEPHRASE  DIALOGEX  0,  0,  227,  164 

STYLE  DS_HODALFRAHE  | DS_CENTER  | WS_POPUP  | WS_CAPT10N  | WS_SYSHENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGP  Change  Passphrase" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

LTEXT  "Old  &Passphrase",IDC_STATIC,7,10,50,8 

EDITTEXT  IDC_OLDPHRASE,7,20,213,28,ES_MULTILINE  | WS_DISABLED  | 

WS_VSCROLL 


LTEXT 

EDITTEXT 

LTEXT 

EDITTEXT 

DEFPUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

CONTROL 


"&New  Passphrase ",IDC_STATIC, 7, 53, 54, 8 
IDC_NEWPHRASE1,7,62,213,28,ES_HULTILINE  | WS_VSCROLL 
"New  Passphrase  C onS f i r ma t i on " , I D C _S T AT  I C , 7, 96 , 1 5 9, 8 
IDC_NEWPHRASE2,7,106,213,28,ES_HULTILINE  | WS_VSCROLL 
"&OK",IDOK,62,143,50,14,US_GROUP 
"&CanceL",IDCANCEL,116,143,50,14 
"8HeLp",IDHELP,170,143,50,14 

"Hide  T&yping",IDC_HIDETYPING, "Button", BS_AUTOCHECKBOX  | 
BS_NOTIFY  I WS_GROUP  | W S _T AB STO P, 1 5 5 , 7, 5 4 , 1 0 


END 


IDD_BACKUPUARN  DIALOG  DISCARDABLE  0,  0,  212,  97 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSHENU 
CAPTION  "PGPkeys  " 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

"&Save  Backup  Now",IDC_BACKUPN0W,37,76,81,14 
"&Cancel",IDCANCEL,124,76,50,14 

"The  new  key  that  has  been  generated  during  this  session  \ 
Losing  your  keyring  file  in  a disk  crash  or  accidental  \ 
file  deletion  without  having  a backup  will  render  the  key  and  all  data  \ 
encrypted  with  that  key  useless.", 

IDC_STATIC,7,7,198,33 

LTEXT  "It  is  strongly  recommended  that  you  backup  your  keyring  \ 

files  to  a medium  other  than  your  main  drive.", 

IDC_STATIC,7,47,198,19 

END 


DEFPUSHBUTTON 

PUSHBUTTON 

LTEXT 

is  very  important. 


IDD_BADPHRASE  DIALOG  DISCARDABLE  0,  0,  230,  71 

STYLE  DS_MODALFRAHE  | DS_CENTER  1 WS_POPUP  | WS_CAPTION  | WS_SYSMENU 
CAPTION  "PGPkeys" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "&Cancel",IDCANCEL,139,50,50,14 

LTEXT  "You  have  selected  a bad  passphrase  which  could  \ 

compromise  the  security  of  your  key.", 

IDC_STATIC,7,7,216,19 

LTEXT  "Passphrases  should  be  at  least  8 characters  in  length.", 

IDC_STATIC,7,31,216,14 

PUSHBUTTON  "SAccept  Bad  Pa s s p h r a s e " , I D C_U S E B A D P H R A S E , 39 , 5 0 , 9 1 , 1 4 
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PUSHBUTTON 

CTEXT 

LTEXT 

LTEXT 

CONTROL 


END 

IDD_WORKING  DIALOG  DISCARDABLE  0,  0,  186,  84 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION 

CAPTION  "PGPkeys" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

"&CanceL",IDCANCEL,68,63,50,14 
"Static",IDC_PHASE,7,43,172,8 
"Please  wait.",IDC_STATIC,7,7,132,11 
'On  slow  computers  this  process  could  take  several  minutes.", 
IDC_STATIC,7,19,138,19 

"Animate1",IDC_WORKINGAVI,"SysAnimate32",ACS_TRANSPARENT  | 
WS_TABST0P,156,9,16,16 

END 

IDD_LOADING  DIALOG  DISCARDABLE  0,  0,  169,  50 

STYLE  DS_HODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION 

CAPTION  "PGP  Loading  Keyring" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

PUSHBUTTON  "&Cancel",IDCANCEL,60,29,50,14,WS_DISABLED 

LTEXT  "Preparing  to  load  keyring  . . . " , I D C_KE Y ST R I NG , 7, 9, 1 5 5 , 8 

END 

IDD_NEWUSERID  DIALOGEX  0,  0,  201,  90 

STYLE  DS_MODALFRAHE  | DS_CENTER  | WS.POPUP  | WS_CAPTION  | WS_SYSMENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGP  New  User  Name" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

"New  Sname  to  add  to  key  :",IDC_STATIC,7,7,82,8 
IDC_NEWUSERNAME,7,17,187,14,ES_AUT0HSCR0LL 
"New  Semail  address  to  add  to  key  :",IDC_STATIC,7,38,108, 

8 

IDC_NEWEMAILADDR,7,48,187,14,ES_AUT0HSCR0LL 
"&OK",IDOK,85,69,50,14 
"&Cancel",IDCANCEL,144,69,50,14 

END 


LTEXT 

EDITTEXT 

LTEXT 

EDITTEXT 

DEFPUSHBUTTON 

PUSHBUTTON 


IDD_DELETEALL  DIALOGEX  0,  0,  222,  63 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSMENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "Delete  Confirmation" 

FONT  8,  "MS  Sans  Serif",  0,  0,  0x1 
BEGIN 

"&No",IDNO,117,42,40,14 
"&Cancel",IDCANCEL,169,42,40,14 
"8Yes",IDOK,13,42,40,14 

"Yes  to  &Al l",IDC_YESTOALL,65,42,40,14 
"Static",IDC_STRING,7,7,208,25 

END 


DEFPUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

PUSHBUTTON 

CTEXT 


IDD_KEYPROPMRK  DIALOG  DISCARDABLE  0,  0,  232,  206 
STYLE  DS_MODALFRAME  | WS_P0PUP  | WS_CAPTION  | WS_SYSMENU 
CAPTION  "Dialog" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

[:i:CHK:0029e52cf774a2007fa659999e6212ba726d37443eeb27ad93a11ce65d794e753:: 


947 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


PGPkeys.rc 


RTEXT 

EDITTEXT 

RTEXT 

EDITTEXT 

RTEXT 

EDITTEXT 

RTEXT 

EDITTEXT 

GROUPBOX 

RTEXT 

EDITTEXT 

RTEXT 

EDITTEXT 

LTEXT 

CONTROL 

LTEXT 

LTEXT 

CONTROL 

LTEXT 

CONTROL 

GROUPBOX 

EDITTEXT 

GROUPBOX 

LTEXT 

EDITTEXT 

CONTROL 

PUSHBUTTON 


END 


"Key  &ID  : " , I D C _ ST AT  I C , 7, 9 , 3 7 , 8 

IDC_KEYID,48,7,68,13,ES_AUT0HSCR0LL  | ES_READONLY 
"&Key  Type  : " , I D C_ST AT  I C , 7 , 26, 37, 8 

IDC_KEYTYPE,48,24,68,13,ES_AUT0HSCR0LL  | ES_READONLY 
"CSreated  :",IDC_STATIC,126,9,30,8 

IDC_CREATEDATE,1 60,7,58,13,ES_AUTOHSCROLL  | ES_READONLY 
"E&xpires  :",IDC_STATIC, 126,26,28,8 

IDC_EXPIREDATE,160,24,58,13,ES_AUTOHSCROLL  | ES.READONLY 
"Trust  HodeL",IDC_STATIC,7,42,218,63 
"SValidity  :",IDC_STATIC,15,61,27,8 

IDC_VALIDITY,48,59,49,13,ES_CENTER  | ES_HULTILINE  | 
ES_AUTOHSCROLL  | ES_READONLY 
"STrust  :",IDC_STATIC,21,82,21,8 

IDC_TRUST,48,80,50,1 3,ES_CENTER  | ES_MULTILINE  | 
ES_AUTOHSCROLL  | ES_READONLY 
"InvaLid",IDC_STATIC,116,58,22,8 

"Progress1",IDC_VALIDITYBAR,"msctLs_progress32 ",0x0,147, 
57,41,10 

"VaLid",IDC_STATIC,197,58,16,8,NOT  WS .GROUP 
"&Untrusted",IDC_STATIC,111,75,32,8 

"SLider1",IDC_TRUSTSLIDER,"msctLs_trackbar32",TBS_B0TH  | 

TBS.NOTICKS  | W S _T AB S TO P , 1 47 , 72 , 41 , 1 2 

"Trusted",IDC_STATIC,190,75,25,8,NOT  WS.GROUP 

"I&mpLicit  Trust",IDC_AXIOMATIC, "Button", BS.AUTOCHECKBOX  | 

WS.GROUP  I WS_TABSTOP,1 41 ,90,62,1 0 

"8Fingerprint",IDC_STATIC,7,111,218,29,WS_GROUP 

IDC_FINGERPRINT,14,122,203,13,ES_CENTER  | ES.MULTILINE  | 

ES.AUTOHSCROLL  | ES.READONLY 

"Message  Recovery ",IDC_STATIC, 7, 146, 218, 29 

"8 Agent  :", IDC.ST AT IC, 16, 159,24,8 

IDC_MRKAGENT,44,1 57,173,13,ES_HULTILINE  | E S_ AUTO H S C RO LL  | 

ES.READONLY  | E S _U ANT R ET U R N | WS.VSCROLL 

"8Enab Led", IDC.ENABLED," Button ",BS_AUTOCHECKBOX  | 

WS.GROUP  I WS_TABSTOP,17,184,45,10 

"Change  8Passphrase  . . . " , I D C_C H ANG E P H R A S E , 1 2 1 , 1 84 , 1 04 , 1 4 , 
WS.GROUP 


IDD.READONLY  DIALOG  DISCARDABLE  0,  0,  215,  82 

STYLE  DS.HODALFRAME  | DS.CENTER  | WS.POPUP  | WS.CAPTION 

CAPTION  "PGPkeys  Warning" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "OK",IDOK,158,61,50,14 

CONTROL  "Do  not  warn  me  about  these  files  a ga  i n " , I D C _ W ARN NOMO R E , 

"Button", BS.AUTOCHECKBOX  | WS_T ABSTOP, 7 , 6 5 , 1 4 1 , 1 0 
LTEXT  "You  do  not  have  file  access  rights  to  modify  the  \ 

contents  of  one  or  both  of  the  selected  keyring  files.", 

IDC_STATIC,7,7,201 ,19 

LTEXT  "These  keyring  files  are  being  opened  in  ""read-only""  \ 

mode.  You  can  view  and  use  the  contents  of  the  keyring  files,  but  all  \ 
operations  on  these  files  will  be  disabled.", 

IDC_STATIC,7,28,201,26 

END 

IDD_KEYWIZ_ABOUT  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  DS.CENTER  | WS.CHILD  | WS.DISABLED  | WS.CAPTION 
CAPTION  "Key  Generation  Wizard" 
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FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "In  order  for  other  people  to  send  you  secure  messages,  \ 

you  must  generate  a key  pair.", 

IDC_STATIC,94,7,212,19 

LTEXT  "If  you  would  like  more  information  on  what  a key  pair  \ 

is  and  how  PGP  works,  click  the  Help  button,  below.", 

IDC_STATIC,94,113,212,17 

LTEXT  "Otherwise,  choose  Next  to  c o n t i n u e . " , I D C_ ST AT  I C , 94 , 1 4 5 , 

212,9 

LTEXT  "Your  key  pair  will  also  be  used  to  sign  digital  documents.", 

IDC_STATIC,94,41 ,212,9 

LTEXT  "A  key  pair  consists  of  a ""Public  Key,""  and  a \ 

""Private  Key.""  The  public  key  should  be  given  to  everyone  you  know  (PGP  \ 
has  facilities  to  assist  in  this).  The  private  key  should  be  kept  \ 
absolutely  secret.", 

I DC_ STATIC, 94, 6 5, 21 2,33 

END 


IDD_KEYWIZ_NAHE  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | US_DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "What  name  and  email  address  should  be  associated  with  \ 


this  key  pair?". 


LTEXT 

EDITTEXT 

LTEXT 

EDITTEXT 

LTEXT 

your  correspondents 
END 


IDC_STATIC,94,16,212,19 

"&Full  name:",IDC_STATIC,94,82,212,9 

IDC_FULL_NAME,94,94,156,14,ES_AUT0HSCR0LL 

"SEmail  address:",IDC_STATIC,94,125,212,9 

IDC_EMAIL,94,137,156,14,ES_AUT0HSCR0LL 

"By  listing  your  name  and  email  address  here,  you  let 
know  that  the  key  they  are  using  belongs  to  you.", 
IDC_STATIC,94,49,212,19 


\ 


IDD_KEYWIZ_TYPE  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS_DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "Whattype 


of 


key  would  you  like  to  generate?  If  you  \ 
don't  know,  it's  recommended  that  you  generate  a DSS/Di f f i e-He I Iman  key  pair.", 

IDC_STATIC,94,7,212,19 

LTEXT  "RSA  is  the  ""old-style""  PGP  key.  Most  new  users  of  PGP  \ 

will  be  expecting  a D S S / D i f f i e-H e I I ma n key.", 

I DC_ STATIC, 94, 38, 21  2,1  9 

LTEXT  "If  you'd  like  more  information  on  the  differences  \ 

between  the  two  key  types,  press  the  Help  button,  below.", 

IDC_STATIC,94,69,212,19 

LTEXT  "PGP  for  Free  supports  D S S / D i f f i e-H e I I ma n key  generation  \ 

only.". 


GROUPBOX 

CONTROL 

CONTROL 


IDC_FREEWARETEXT,94,99,212,11,N0T  WS_VISIBLE 

"Key  Pair  Ty pe " , I D C _ S T AT  I C , 94 , 1 1 8 , 2 1 2 , 4 2 

"&DSS  / D i f f i e-H e I I ma n " , I D C_R AD  I 0_E LG AM AL, "Bu 1 1 on " , 

BS_AUTORADIOBUTTON  | W S_G RO U P, 1 03 , 1 32 , 1 87, 1 0 

"8RSA",IDC_RADI0_RSA," Button ",BS_AUT0RADI0BUTT0N, 103, 145, 

187,10 
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END 


IDD_KEYWIZ_SIZE  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS_DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "How  Large  a key  pair  do  you  wish  to  generate?  As  a \ 

rule.  Larger  keys  are  more  secure,  but  sLower.", 

IDC_STATIC,94,9,212,19 

LTEXT  "For  most  a p p L i c a t i on s , 1024  - 2048  bit  keys  are  quite  \ 


sufficient.", 

GROUPBOX 

CONTROL 

CONTROL 

CONTROL 

CONTROL 

CONTROL 

CONTROL 

EDITTEXT 


IDC_STATIC_SMALL_GUIDE,94,33,212,9 
"Key  Pair  S i z e " , I D C_ST AT  I C , 94 , 5 1 , 2 1 2 , 1 1 0 

"768  bits",IDC_RADIO_768,"Button",BS_AUTORADIOBUTTON,102, 

65.194.10 

"1024  bits",IDC_RADIO_1024,"Button",BS_AUTORADIOBUTTON, 

102.78.194.10 

"1536  bits",IDC_RADI0_1536,"Button",BS_AUT0RADI0BUTT0N, 

102.91.194.10 

"2048  bits",IDC_RADIO_2048,"Button",BS_AUTORADIOBUTTON, 

102.104.194.10 

"3072  bi t s", I DC_RADIO_3072, "But ton",BS_AUTORADIOBUTTON  | 
NOT  WS_VISIBLE,1 02,1 1 7, 1 94, 1 0 

"SCustom  (512  - 2048  b i t s ) " , I D C_R A D I 0_C U STOM , " Bu t t on " , 

BS_AUTORADIOBUTTON,102,130,194,10 

I D C_C U STOM_B I T S, 1 14,143,34,1 4, ES .NUMBER 


END 


IDD_KEYWIZ_EXPIRATION  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS.CHILD  | WS.DISABLED  | WS.CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "It  is  possible  to  create  a key  that  wi L L expire  in  a 

fixed  number  of  days.  Note  that  this  cannot  be  changed  Later.", 

IDC_STATIC,94,13,212,19 

LTEXT  "For  most  a pp L i c a t i on s , it  is  recommended  that  you  \ 


generate  a key  which  never  expires.". 


GROUPBOX 

CONTROL 

CONTROL 

EDITTEXT 

LTEXT 


IDC_STATIC,94,59,212,19 

"Key  Expi ration ",IDC_STATIC, 94, 107, 212, 52 
"Ne&ver  expi res ",IDC_RADIO_NEVER," Button", 
BS_AUTORADIOBUTTON,103,121,130,10 
"SExpires  in",IDC_RADIO_CUSTOM_DAYS, "Button", 
BS_AUT0RADI0BUTT0N,1 03,1 38,46,8 

IDC_EDIT_CUST0M_DAYS,151,135,26,14,ES_AUT0HSCR0LL 

ES.NUMBER 

"days  (1  - 2000)",IDC_STATIC_DAYS,182,138,58,8 


I 


\ 


END 


IDD_KEYWIZ_PASSPHRASE  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS.CHILD  | WS.CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "Your  private  key  wiLL  be  protected  by  a passphrase.  \ 

It  is  important  that  you  do  not  write  this  passphrase  down,  so  it  needs  to  \ 
be  easy  to  remember.". 
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IDC_DUI»IMYST0P,94,7,212,27 


LTEXT  "We  recommend  that  your  passphrase  be  at  Least  eight 

characters  long  and  contain  at  Least  one  non-aLphabetic  character.", 

I DC_ST AT  10,94,33,21  2, 1 8 

LTEXT  " 8Pa s sph rase I DC_STATI 0,94,79,212, 8 

EDITTEXT  IDO_EDIT_PASSPHRASE,94,89,209,28,ES_MULTILINE  | 

WS  VSOROLL 


LTEXT  "Passphrase  & 0 on f i r ma t i on : " , I D 0_S T AT  I 0 , 94 , 1 2 6 , 1 5 6 , 8 

EDITTEXT  IDO_EDIT_PASSPHRASE2,94,137,209,28,ES_HULTILINE  | 

WS_VS0R0LL 


OONTROL 


END 


"SHide  Typing",ID0_0HE0K_HIDE_TYPlNG,"Button", 
BS_AUTOOHEOKBOX  | W S_T AB S TO P, 93 , 5 9 , 6 7, 1 0 


\ 


IDD_KEYWIZ_RANDOBITS  DIALOG  DISOARDABLE  0,  0,  313,  170 
STYLE  WS_GHILD  | WS_0ISABLED  | WS_OAPTION 
OAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "In  order  to  generate  a key,  PGP  needs  a certain  amount  \ 

of  random  data.", 

IDG_STATIG,94,12,212,19 

LTEXT  "Please  type  or  move  your  mouse  around  until  the  bar  \ 

below  fills  up.  PGP  also  uses  certain  other  system  events  as  sources  of  \ 
random  data,  so  the  bar  may  fill  up  even  if  you  just  wait.", 

IDG_STATIG,94,46,212,27 

"Press  ""Next""  when  you're  ready  to  continue.", 
IDC_STATIC,94,95,212,11 

"Random  Data  Collected  : " , I D C_ ST AT  I C , 94 , 1 2 3 , 2 1 2 , 8 
"Progress1",IDC_PR0GRESS,"msctLs_progress32",WS_B0RDER, 
94,139,212,8 

"X  of  y Bits  Needed", IDC_STATIC_PROGRESS_TEXT, 1 29, 1 54, 
132, 8, NOT  WS_VISIBLE 
"0  %",IDC_STATIC, 94,1 52,1 2,8 
"100  %", I DC_STAT I C, 285,1  5 2,20,8 

END 


LTEXT 

CTEXT 

CONTROL 

CTEXT 

LTEXT 

RTEXT 


IDD_KEYWIZ_GENERATION  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS.DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "PGP  is  now  generating  your  new  key  pair.  On  a slow  \ 

machine,  this  could  take  several  minutes.  Please  be  patient.", 

IDC_STATIC,94,5,212,19 

LTEXT  "If  you  have  just  installed  PGP,  now  is  the  perfect  \ 

time  to  fill  out  your  registration  card!", 

IDC_STATIC,94,25,212,18 

CONTROL  "Animate1",IDC_W0RKINGAVI,"SysAnimate32",ACS_CENTER  | 

WS_TABST0P,93,48,213,99 

CTEXT  "Generation  Progess",IDC_PHASE,94,154,212,9 

END 

IDD_KEYWIZ_PRESEND  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS.DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 
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LTEXT  "If  you  have  an  Internet  connection,  we  suggest  that  \ 

you  send  your  new  key  to  the  keyserver.", 

IDC_STATIC,94,8,212,20 

LTEXT  "This  will  make  it  easy  for  your  correspondents  to  get  \ 

your  key  and  communicate  with  you  securely.", 

IDC_STATIC,94,49,212,25 

LTEXT  "If  you  don't  have  an  Internet  connection,  or  are  not  \ 

connected  right  now.  Leave  ""Send  my  key  to  the  keyserver  now""  unchecked.  \ 
You  can  send  your  key  Later  from  within  PGPkeys.", 

IDC_STATIC,94,95,212,28 

CONTROL  "8Send  my  key  to  the  keyserver  n o w " , I D C _ C H E C K_ S E N D , 

"Button",BS_AUTOCHECKBOX  | WS_T ABS TO P , 94 , 1 44 , 1 46 , 1 0 

END 


IDD_KEYWIZ_SEND  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS_DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "By  sending  your  key  to  the  keyserver,  you  make  it  simple  \ 

for  your  friends  and  associates  to  automatically  retrieve  your  public  key.", 

IDC_STATIC,94,8,212,20 

CONTROL  "Progress1",IDC_PR0GRESS,"msctLs_progress32",WS_B0RDER, 

94,131,212,8 

CTEXT  "",IDC_PR0GRESS_TEXT,93,147,212,8 

LTEXT  "It  is  also  suggested  that,  whenever  you  sign  someone  \ 

else's  key,  you  send  their  newly-signed  key  to  the  server  as  well.  In  this  \ 
way,  you'll  assist  in  the  propagation  of  the  Web  Of  Trust!", 

IDC_STATIC,94,48,212,25 

LTEXT  "If  you  are  already  connected  to  the  Internet,  this  \ 

should  take  only  a moment...", 

IDC_STATIC,94,93,212,20 

END 


IDD_KEYWIZ_DONE  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS_DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "Congratulations!  You  have  just  generated  a PGP  key  pair!", 

IDC_STATIC,94,8,212,11 

LTEXT  "You  will  now  be  able  to  receive  secure  messages  and  \ 


sign  documents.", 

IDC_STATIC,94,34,212,19 

LTEXT  "Click  Finish  below  to  add  your  new  key  to  your  keyring!", 

IDC_STATIC,94,128,212,11 

LTEXT  "Because  you  sent  your  key  to  the  keyserver,  your  \ 

correspondents  will  now  be  able  to  get  your  key  automatically  when  they  wish  \ 
to  communicate  with  you.", 

IDC_STATIC_KS_TEXT,94,71,212,29 

END 


IDD_KEYWIZ_SIGN_OLD  DIALOG  DISCARDABLE  0,  0,  313,  170 
STYLE  WS_CHILD  | WS.DISABLED  | WS_CAPTION 
CAPTION  "Key  Generation  Wizard" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "You  have  an  old  private  key  on  your  keyring  with  the  \ 
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same  name  and  email  address  as  the  key  you've  just  generated.", 

IDC_STATIC,94,8,212,19 

LTEXT  "We  recommend  that  you  now  sign  your  new  key  with  your  \ 

old  one.  To  do  so,  simply  enter  the  passphrase  to  your  old  private  key  in  \ 
the  field  below.". 


LTEXT 

one  now,  uncheck 
always  sign  your 

CONTROL 

LTEXT 

EDITTEXT 


I DC_STATI 0,94,31,212,26 

"If  you  do  not  wish  to  sign  your  new  key  with  your  old  \ 
""Sign  my  new  key  now,""  and  press  ""Next.""  You  can  \ 
new  key  at  a later  date  from  within  PGPkeys.", 
IDC_STATIC_KMI,93,63,212,26 

"&Sign  my  new  key  no w " , I D C _C H E C K_ S I G N_KE Y , " Bu t t on " , 
BS_AUT0CHECKB0X  | W S_T AB S TO P , 93 , 9 5 , 1 8 1 , 1 0 
"Old  Private  Key  & Pa s s p h r a s e " , I D C _ ST AT  I C , 93 , 1 1 6 , 99, 8 
IDC_EDIT_PASSPHRASE,94,128,209,28,ES_MULTILINE  | 

WS  VSCROLL 


CONTROL  "SHide  Ty p i n g " , I D C_C H E C K_ H I D E_T Y P I NG , " Bu 1 1 on " , 

BS_AUT0CHECKB0X  | W S_T AB S TO P , 2 5 1 , 1 1 6 , 5 7, 1 0 


END 


IDD_SIGNCONFIRM  DIALOGEX  0,  0,  242,  84 

STYLE  DS_M0DALFRAME  | DS_CENTER  | WS_P0PUP  | WS_CAPTI0N  | WS_SYSMENU 
EXSTYLE  WS_EX_CONTEXTHELP 
CAPTION  "PGPkeys" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "By  signing  the  selected  key(s),  you  are  certifying  \ 

based  on  your  own  direct  first-hand  knowledge  that  they  belong  to  the  \ 
selected  user(s).", 

IDC_STATIC,7,6,228,19 

LTEXT  "Other  people  may  rely  on  your  signature  and  trust  the  \ 

key(s)  as  a result.", 

IDC_STATIC,7,26,228,13 

LTEXT  "Sign  the  keyCs)  ? " , I D C _ S T AT  I C , 7 , 39 , 2 2 8 , 1 2 

DEFPUSHBUTTON  "&Yes",IDOK,130,63,50,14 
PUSHBUTTON  "&No",IDCANCEL,185,63,50,14 

CONTROL  "Send  signature  to  keyserver",IDC_SENDSIG," Button", 

BS_AUT0CHECKB0X  | U S_T ABSTO P, 7, 67 , 1 08, 1 0 

END 


// 

//  DESIGNINFO 

// 


#ifdef  APSTUDI0_INV0KED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_KEYGEN,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTMARGIN,  229 
TOPMARGIN,  6 
BOTTOMMARGIN,  213 

END 

IDD_KEYPR0P,  DIALOG 
BEGIN 
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LEFTWARGIN,  7 
RIGHTHARGIN,  225 
TOPHARGIN,  7 
BOTTOHMARGIN,  168 

END 

IDD_CHANGEPHRASE,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTHARGIN,  220 
TOPHARGIN,  7 
BOTTOMMARGIN,  157 

END 

I DD_BACKUPWARN,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  205 
TOPMARGIN,  7 
BOTTOHMARGIN,  90 

END 


I DD_BADPHRASE,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  223 
TOPHARGIN,  7 
BOTTOHMARGIN,  64 

END 

IDD_WORKING,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  179 
TOPHARGIN,  7 
BOTTOHMARGIN,  77 

END 

IDD_LOADING,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  162 
TOPHARGIN,  7 
BOTTOHMARGIN,  43 

END 

I DD_NEHUSERI D,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  194 
TOPHARGIN,  7 
BOTTOHMARGIN,  83 

END 


I DD_DELETEALL,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  215 
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TOPHARGIN,  7 
BOTTOMMARGIN,  56 

END 

I DD_KEYPROPMRK,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  225 
TOPMARGIN,  7 
BOTTOMMARGIN,  199 

END 

I DD_READONLY,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTHARGIN,  208 
TOPMARGIN,  7 
BOTTOMMARGIN,  75 

END 

IDD_KEYWIZ_RANDOBITS,  DIALOG 
BEGIN 

BOTTOMMARGIN,  169 

END 

IDD_SIGNCONFIRM,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTMARGIN,  235 
TOPMARGIN,  6 
BOTTOMMARGIN,  77 

END 

END 

#endif  //  APSTUDIO  INVOKED 


// 

II  Bitmap 
// 


I DB_ 

RSASEC 

BITMAP 

DISCARDABLE 

"resWpriv.bmp" 

IDB_ 

CERT 

BITMAP 

DISCARDABLE 

"res\\cert .bmp" 

IDB_ 

RSASECMSK 

BITMAP 

DISCARDABLE 

"res\\privmsk.bmp" 

IDB_ 

CERTMSK 

BITMAP 

DISCARDABLE 

"resWcertmsk.bmp" 

IDB_ 

RSAPUB 

BITMAP 

DISCARDABLE 

"resWpub.bmp" 

IDB_ 

RSAPUBMSK 

BITMAP 

DISCARDABLE 

"resWpubmsk.bmp" 

IDB_ 

UIDMSK 

BITMAP 

DISCARDABLE 

"resWuidmsk.  bmp  " 

IDB_ 

RSAPUBDIS 

BITMAP 

DISCARDABLE 

" resWdi  s . bmp" 

IDB_ 

RSAPUBDISMSK 

BITMAP 

DISCARDABLE 

"resWdismsk.bmp" 

IDB_ 

RSAPUBREV 

BITMAP 

DISCARDABLE 

"resWrev.bmp" 

IDB_ 

RSAPUBREVMSK 

BITMAP 

DISCARDABLE 

"resWrevmsk.bmp" 

IDB_ 

RSAPUBEXP 

BITMAP 

DISCARDABLE 

"resWexp.bmp" 

IDB_ 

RSAPUBEXPMSK 

BITMAP 

DISCARDABLE 

"resWexpmsk.bmp" 

I DB_ 

REVCERT 

BITMAP 

DISCARDABLE 

" resWcertI  . bmp" 

IDB_ 

REVCERTMSK 

BITMAP 

DISCARDABLE 

"resWcertmskl  .bmp 

IDB_ 

BADCERTMSK 

BITMAP 

DISCARDABLE 

"resWrevcertm.bmp 

I DB_ 

BADCERT 

BITMAP 

DISCARDABLE 

"resWrevcertI  .bmp 
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I DB_ 

DSAPUB 

BITMAP 

DISCARDABLE 

"resWdsapubkey.bmp" 

I DB_ 

DSAPUBHSK 

BITMAP 

DISCARDABLE 

"resWdsapubkeymsk.bmp" 

I DB_ 

DSASECMSK 

BITMAP 

DISCARDABLE 

"res\\dsaprivkeymsk.bmp 

I DB_ 

DSASEC 

BITMAP 

DISCARDABLE 

"resWdsaprivkey.bmp" 

I DB_ 

DSAPUBDIS 

BITMAP 

DISCARDABLE 

"resWbitmapI  .bmp" 

I DB_ 

DSAPUBDISMSK 

BITMAP 

DISCARDABLE 

" res\ \dsadi ske . bmp" 

I DB_ 

DSAPUBREV 

BITMAP 

DISCARDABLE 

"resWdsarevke  . bmp" 

IDB_ 

DSAPUBREVHSK 

BITMAP 

DISCARDABLE 

"res\\bmp00001 .bmp" 

IDB_ 

DSASECDIS 

BITMAP 

DISCARDABLE 

"res\\bmp00002.bmp" 

IDB_ 

DSASECDISMSK 

BITMAP 

DISCARDABLE 

"res\\dsasecdi .bmp" 

IDB_ 

RSASECDIS 

BITMAP 

DISCARDABLE 

"res\\bmp00003.bmp" 

IDB_ 

RSASECDISHSK 

BITMAP 

DISCARDABLE 

"resWrsasecdi  .bmp" 

IDB_ 

RSASECREV 

BITMAP 

DISCARDABLE 

"res\ \bmp00004.bmp" 

IDB_ 

RSASECREVHSK 

BITMAP 

DISCARDABLE 

"res\\rsasecre.bmp" 

IDB_ 

RSASECEXP 

BITMAP 

DISCARDABLE 

"resWrsasecex.bmp" 

IDB_ 

RSASECEXPMSK 

BITMAP 

DISCARDABLE 

"res\\bmp00005.bmp" 

IDB_ 

DSASECEXP 

BITMAP 

DISCARDABLE 

"resWdsasecex.bmp" 

IDB_ 

DSASECEXPHSK 

BITMAP 

DISCARDABLE 

"res\\bmp00006.bmp" 

IDB_ 

DSASECREV 

BITMAP 

DISCARDABLE 

"resWdsasecre.bmp" 

I DB_ 

DSASECREVHSK 

BITMAP 

DISCARDABLE 

"res\\bmp00007.bmp" 

IDB_ 

DSAPUBEXP 

BITMAP 

DISCARDABLE 

"resWdsapubex.bmp" 

IDB_ 

DSAPUBEXPMSK 

BITMAP 

DISCARDABLE 

"res\\bmp00008.bmp" 

IDB_ 

RSAUID 

BITMAP 

DISCARDABLE 

"ResWrsauid.bmp" 

IDB_ 

DSAUID 

BITMAP 

DISCARDABLE 

"ResWdsauid.bmp" 

IDB_ 

KEYWIZ24 

BITMAP 

DISCARDABLE 

"Res\\kgwiz24bit.bmp" 

IDB_ 

KEYWIZ8 

BITMAP 

DISCARDABLE 

"ResW  kgwi  z8bi  t . bmp" 

IDB_ 

KEYWIZ4 

BITMAP 

DISCARDABLE 

"Res\\kgwiz4bit.bmp" 

IDB_ 

KEYWIZ1 

BITMAP 

DISCARDABLE 

"ResWkgwi  z1  bi  t . bmp" 

// 

//  Accelerator 
// 


1DR_KEYHANACCEL  ACCELERATORS  DISCARDABLE 
BEGIN 

"A",  IDM_SELECTALL, 

"C",  IDM_COPYKEY, 

"F",  IDM_SETASDEFAULT, 

"I",  IDH_IHPORTKEYS, 

"N",  IDH_CREATEKEY, 

"V",  IDM_PASTEKEY, 

END 


VIRTKEY, 

VIRTKEY, 

VIRTKEY, 

VIRTKEY, 

VIRTKEY, 

VIRTKEY, 


CONTROL, 

CONTROL, 

CONTROL, 

CONTROL, 

CONTROL, 

CONTROL, 


NOINVERT 

NOINVERT 

NOINVERT 

NOINVERT 

NOINVERT 

NOINVERT 


// 

II  Icon 
// 


//  Icon  with  Lowest  ID  value  placed  first  to  ensure  application  icon 
//  remains  consistent  on  all  systems. 

IDI_EXEICON  ICON  DISCARDABLE  " r e s \ \ Key . i c o " 


// 

//  AVI 
// 
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IDR  CLOCKAVI 


AVI 


DISCARDABLE 


'res\\cLock89.avi ' 


'General  strings" 

'Passphrase  entries  do  not  match.  \ 

' PGPkey s " 

'PGPkeys  Key  Generation" 

'You  have  selected  a bad  passphrase  which  could\n\ 


// 

//  String  Table 
// 

STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_GENERAL 

IDS_PASSPHRASEHISMATCH 
Please  try  again." 

IDS_CAPTION 
IDS_CAPTIONKEYGEN 
IDS_BADPASSPHRASE 
compromise  the  security  of  your  key.\n\n\ 

Passphrases  should  be  at  least  8 c h a r a c t e r s , \ n \ 

and  they  should  not  contain  words  that  are  found  in  a dictionary  of  \ 
any  I a ng ua g e . \ n \ n \ 

Do  you  want  to  use  the  bad  passphrase?" 

IDS_INVALIDNUMBITS  "The  key  size  must  be  at  least  512  bits  but\n\ 

no  more  than  4096  bits." 

IDS_SUCCESSKEYGEN  "A  new  public/private  key  pair  has  been  created. \n\n\ 

Do  you  want  to  use  this  key  as  the  d e f a u I t \ n s i g n i n g / e n c r y p t to  self  key  ?" 
IDS_DEFAULTUID 
I DS_IMPORTCAPTION 
I DS_EXPORTCAPTION 
IDS_DELCONFCAPTION 
IDS_DELCONFPRIVKEY 
pub  I i c / p r i va t e key  pair 
IDS_DELCONFKEY 
IDS  DELCONFUSERID 


"Johnny  Doe  < j d oe Bpg p . c om> " 

"Select  File  Containing  Key" 

"Export  Key  to  File" 

"Delete  Confirmation" 

"Are  you  sure  you  want  to  delete  your  \ 

\n\n%s  ?" 

"Are  you  sure  you  want  to  delete  this  key  :\n\n%s  ?" 

"Are  you  sure  you  want  to  delete  this  name  :\n\n%s  ?' 

IDS_DELCONFCERT  "Are  you  sure  you  want  to  delete  this  signature  :\n\n%s  ?' 


END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_HEMALLOCFAIL 

IDS_KEYCOLTITLE 

IDS_VALCOLTITLE 

IDS_TRUSTCOLTITLE 

I DS_DATECOLTITLE 

I DS_BITSCOLTITLE 

IDS_BACKUPCAPTION 

IDS.BACKUPDEFAULTFILE 

IDS_BACKUPDEFAULTDIR 

IDS_REGISTRYKEY 

END 


"Memory  allocation  failure." 

" Key s " 

"Validity" 

"Trust  " 

"Creation" 

"Size" 

"Select  Private  Keyring  Backup  Destination' 
"secring. skr" 

"C:\\WINDOWS\\DESKTOP" 

"SoftwareWPGPWPGPWPGPkeys" 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_CAPTIONERROR 

IDS_VALIDITY0 

IDS_VALIDITY1 

IDS_VALIDITY2 

IDS_VALIDITY3 

IDS  DELCONFDEFKEY 


" PGPkeys  Error 
"Unknown" 
"Invalid" 
"Marginal" 
"Complete" 

"You  are 


about  to  delete  your  default 
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s i g n i ng / e n c ry p t 1 o n key.\n\ 

Are  you  sure  you  want  to  do  this  ? 


IDS_KEYGENPHASE1 

IDS_KEYGENPHASE2 

IDS_DROPFILENAME 

IDS_NODEFAULTKEY 

"Generating  first  prime  number  ..." 

"Generating  second  prime  number  ..." 

"Exported  PGP  Key(s)" 

"No  default  private  key  has  been  assigned. \n\n\ 

You  must  assign  a default  private  keyXnin  order  to  create  signatures 


IDS_CERTKEYN0T0NRING 

"The  private  key  used  to  create  this  signature\n\ 

is  not  on  your  keyring." 

IDS_N0IMP0RTKEYS 

PGP  keys . " 

END 

"The  selected  file  does  not  contain  any  valid  \ 

STRINGTABLE  DISCARDABLE 

BEGIN 

IDS_N0IMP0RTKEYSPASTE 
IDS_CANN0T0PENRINGS 
IDS_DELONLYUSERID 
only  one  on  the  key.\n\n\ 

"The  clipboard  does  not  contain  any  valid  PGP  keys." 
"Please  locate  your  keyring  file(s)." 

"This  user  ID  cannot  be  deleted  because  it  is  the\n\ 

To  delete  this  user  ID,  you  must  delete  the  entire  key." 

IDS_BACKUPERROR  "Backup  file  could  not  be  u r i t t e n . \ n \ n \ 

Check  file  name  and  try  again." 

IDS_IMPORTEDSECRETKEYS  "Some  of  the  imported  keys  are  private  keys.\n\n\ 
The  trust  values  on  these  keys  must  be\n\ 
set  manually  via  the  Key  Properties  dialog." 


I DS_TRUST0 

"Undefi ned" 

I DS_TRUST1 

"Unknown" 

I DS_TRUST2 

"Untrusted" 

I DS_TRUST3 

I DS_TRUST4 

I DS_TRUST5 

"Marginal" 

"Complete" 

"Ultimate" 

IDS_SIGNKEYPASSPHRASE 

IDS_SELKEYPASSPHRASE 

IDS.IHPORTFILTER 

"Passphrase  of  signing  key 

"Passphrase  of  selected  key 

"Text  Files  (*.txt;  *.asc)a*.txt;*.asc\ 

aKeyring  Files  (*.pkr;  *.skr;  *.pgp;  *.pubkr;  ...)\ 
a*.pgp;*.pkr;*.skr;*.pubkr;*.prvkr;*.aexpkaAll  Fi les  (*.*)a*.*aa 


END 

STRINGTABLE  DISCARDABLE 

BEGIN 

IDS_COLLAPSEALL 

IDS_EXPANDALL 

IDS_COLLAPSESEL 

I DS_EXPANDSEL 
IDS_HELPFILENAME 

I DS_PROPTITLE0 

"Co&llapse  All" 

"E&xpand  All" 

"CoSllapse  Selection" 

"E&xpand  Selection" 

"PGP50 . hip" 

"Genera  1" 

IDS_RSA 

"RSA" 

IDS_DSA_ELGAMAL 

"DSS/Diffie-Hellman" 

IDS_UNKN0WN 

"Unknown" 

IDS_NEVER 

"Never" 

IDS_KEYGENERATION 

IDS_SUBKEYGENERATION 

IDS_NODRAGTEXTKEYS 

"PGPkeys  - Key  Generation" 

"PGPkeys  - Key  Generation  Phase  2" 

"The  selected  text  does  not  contain  any  valid  \ 

PGP  keys." 

IDS_SETKEYAXIOMATIC 

END 

"Passphrase  is  required  for  Implicit  Trust" 

STRINGTABLE  DISCARDABLE 
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' s k r " 

' a s c " 

'PGP. com" 

'http://uww.pgp.com/" 

'At  Least  one  of  the  selected  keyring  files  is 


BEGIN 

IDS_DEFKEYRINGEXTENSION 
IDS_DEFEXPORTEXTENSION 
IDS_PGPLINKTEXT 
IDS_PGPLINK 
IDS_CORRUPTKEYRING 
corrupt  or  is  not  a valid  keyring  file." 

IDS_PGPMAILKEY  "SoftwareWPGPWPGP" 

I D S_ E R RO N EOU S M R K this  recovery  key  is  erroneous 

1DS_N0SPLASHSWITCH  "/s" 

I D S _N 0 U S E R N AM E "Each  key  must  have  a name." 

I D S _R E VOKE C ON F I RM  "Are  you  sure  you  want  to  revoke  this  key?\n\ 

Once  distributed,  others  will  be  unable  to  encrypt  data  to  this  key." 

I D S _T R U STO N I NV A L I D KE Y "This  is  an  invalid  key.  Setting  trust  on  \ 

this  key  is  not  alLowedNnsince  trust  settings  on  invalid  keys  have  no  effect." 
I DS_CERTI FYERROR  "Cannot  s i g n \ n \ n % s \ n \ n% s " 

I D S_ N ON S T AN D A R D N AH E "The  name  you  entered  is  not  in  the  standard  \ 

format . \n\ 

PGP  recommends  that  you  name  keys  with  the  format\n\n\ 

\tYour  Name  <your  email  a d d r e s s> \ n \ n \ 

Are  you  sure  you  want  to  use  the  name  as  you  entered  it?" 

I D S_RE VCON F D E F KE Y "You  are  about  to  revoke  your  default  \ 

s i g n i ng / e n c r y p t i on  key.\n\ 

You  will  no  Longer  be  able  to  sign  with  this  key,  and  once  \n\ 
distributed,  others  will  be  unable  to  encrypt  data  to  this  key.\n\n\ 

Are  you  sure  you  want  to  do  this  ?" 

IDS_UNAVAILABLECERT  "Unavailable,  Zs" 

I D S_N OU S E R A D D R "In  order  to  take  full  advantage  of  PGP's  email  \ 

integration\n\ 

features,  each  name  must  have  an  associated  email  address. \n\ 

Are  you  sure  you  want  to  proceed  without  entering  an  email  address?" 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_KEYSERVERMENU  "SKeyserver" 

I D S_ LO C KE D KE Y R I NG  "The  selected  keyring  cannot  be  used  because\n\ 

it  is  Locked  by  the  operating  system." 

IDS_EHPTY  "empty" 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

I D S_KW_I N V A LI D_KE Y_ S I Z E "This  version  of  PGP  only  supports  key  sizes  \ 
between  ZLu  and  ZLu  bits.\n\n\ 

Please  ensure  that  your  selection  is  within  this  range." 

IDS_KW_TITLE  "PGP  Key  Generation" 

IDS_KW_INVALID_KEY_TYPE  "This  version  of  PGP  only  supports  RSA  and  \ 

D S S / D i f f i e-H e L L ma n key  types." 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_KW_INVALID_EXPIRATION 

"This  version  of  PGP  only  supports  key  \ 
expirations  between  ZLu  and  ZLu  days.\n\n\ 

Please  ensure  that  your  selection  is  within  this  range." 
IDS_KW_MISMATCHED_PHRASES 
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"The  passphrases  you  entered  do  not  match.  \ 

Please  try  again." 

I DS_KW_NO_EMAI L "In  order  to  take  advantage  of  PGP's  email  \ 

integration  features  (and  so  others  can\n\ 

find  your  key),  it  is  strongly  advised  that  you  enter  an  email  a dd r e s s . \ n \ n \ 
Continue  without  entering  an  email  address?" 

IDS_KW_NO_FULL_NAME  "So  that  others  can  find  your  key,  it  is  \ 

strongly  recommended  that  you  enter  your  full  name.\n\n\ 

Continue  without  entering  your  full  name?" 

IDS_KW_NEED_MORE_BITS  "You  must  complete  entering  random  data  \ 
before  continuing!" 

IDS_KU_CONFIRM_CANCEL  "Cancel  key  generation?" 

IDS_KW_COMPLETE  "Complete" 

IDS_SETASDEFAULT  "Set  &As  Default  Key" 

I DS_SETASPRIMARY  "Set  &As  Primary  User  ID" 

IDS_EXPORTFILTER  "Text  File  (*.*)a*.*aa" 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_KW_BAD_PASSPHRASE 
the  passphrase  of  the  key. 
IDS_KW_CANCELING 
IDS_KW_DSACUSTOH 
IDS_KU_DSA1 536 

END 


The  passphrase  you  entered  does  not  match  \ 
Canceling.  . ." 

SCustom  (512  - 4096  bits)" 

1 536  bits  (1  024  DSS/1  536  D i f f i e-H e I I ma n ) " 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_KW_DSA2048 
IDS_KW_DSA3072 
IDS_KW_RSACUSTOM 
IDS_KW_RSA1 536 
IDS_KW_RSA2048 
IDS_ANIHATIONFILE 
IDS_KU_CANCELED 
IDS_KW_SENDLATER 
a later  date,  simply  right 


"2048  bits  (1  024  DSS/2048  D i f f i e- H e I I ma n ) " 
"3072  bits  (1  024  DSS/3072  D i f f i e- H e I I ma n ) " 
"fiCustom  (512  - 2048  bits)" 

"1536  bits" 

"2048  bits" 

"KeyGen.avi " 

"Canceled" 

"If  you  wish  to  send  your  key  to  the  server  at 
click  on  it  in  PGPkeys,  and  select  \ 


Key s e r ve r / S end  Selected  Keys. 


IDS_PUBBACKUPDEFAULTFILE  "pubring.pkr' 
IDS_DEFPUBKEYRINGEXTENSION  "pkr" 


IDS_PUBBACKUPCAPTION 
IDS_PUBBACKUPFILTER 
aPGP  file  ( * . pg p ) a* . pg paa ' 
IDS_BACKUPFILTER 
aPGP  file  ( * . pgp ) a* . pgpaa ' 
IDS  INVALIDDATE 


'Select  Public 
'Public  key r i ng 

'Secret  keyring 

'Unknown" 


Keyring  Backup  Destination 
file  ( * . p k r ) a* . p k r \ 

file  ( * . s k r ) a* . s k r \ 


\ 


END 


#e  n d i f 


//  English  (U.S.)  resources 


#ifndef  APSTUDIO_INVOKED 


//  Generated  from  the  TEXTINCLUDE  3 resource. 

CCCHK:e05a28baedf3cdb3ffcf47f0e886eb259199377afe7fcdabb72222ed4808b21bc:3 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


960 


PGPkeys.rc 


// 

#incLude  " PG P key s V e r . r c 


#endif  //  not  A PS TU D 1 0_ I N VO KE D 


[:CCHK:200e5f  c52f73:: 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/*:  PG P key s H e L p . h - defines  constants  for  heLp  fiLe  */ 


//define  I DH_PG  PKE  YS_H  I D ET  YPI  NGn  n 
//define  I D H_PG  PKE  Y S_0  L D PH  R A S En  n 
//define  I DH_PGPKEYS_NEWPHRASE1  n n 
#define  I D H_PG PKE Y S_ N E W PH R A S E 2 n n 
//define  IDH_PGPKEYS_CHANGEDIALOGn 


1 20 
121 
122 

123 

124 


//define  I D H _PG  PKE  Y S _ D E LET  EKE  Yn  n 130 
//define  I D H_PG  PKE  Y S _ D E LET  E A LLKE  Y Sn  131 
//define  I DH_PGPKEYS_DONTDELETEKE  Yn  132 
//define  I D H_PG  PKE  Y S _C  AN  C E LD  E LET  E n 133 


#def i ne 
//define 
//def  i ne 
//define 
//def  i ne 
//define 
//def  i ne 
//define 


IDH_PGPKEYS_CREATENEWKEYn  140 
IDH_PGPKEYS_NEUUSERIDn  n 141 
IDH_PGPKEYS_KEYSIZEnn  n 142 
IDH_PGPKEYS_SETKEYTYPEn  n 143 
I0H_PGPKEYS_KEYNEVEREXPIRESn144 
IDH_PGPKEYS_SETKEYEXPlRESn  145 
IDH_PGPKEYS_CREATEDIALOGn  146 
IDH_PGPKEYS_NEWEMAILADDRn  147 


//define  I DH_PGPKE  YS_KE  YI  Dn  n n 
#define  I D H_PG PKE Y S_ C R E AT E 0 AT En  n 
//define  IDH_PGPKEYS_KEYTYPEnn  n 
#define  I D H_PG PKE Y S_KE Y EX  PI R E S n n 
//define  I D H_PG  PKE  Y S _ V A LI  D I T Yn  n 
//define  IDH_PGPKEYS_VALIDITYBARnn 
//define  IDH_PGPKEYS_TRUSTn  n n 
//define  IDH_PGPKEYS_TRUSTSLIDERnn 
//define  IDH_PGPKEYS_FINGERPRINTnn 
^define  I D H _PG PKE Y S_ E N AB LE Dnn  n 
^define  IDH_PGPKEYS_CHANGEPHRASEn 
//define  I D H_PG  PKE  Y S_  AX  I OH  AT  I Cn  n 
//define  I D H_PG  PKE  Y S _P  ROP  D I A LOGn  n 
//define  IDH_PGPKEYS_MRKAGENTn  n 


1 60 
1 61 
162 
1 63 

164 

165 

166 
1 67 
168 

169 

170 
1 71 

172 

173 


//define  I D H_PG  PKE  Y S_  S E N D S I G N AT  U R En  200 


//define  I DH_PGPKE  YWI  Z_AB0UTnn  n 
//define  I DH_PGPKE  YWI  Z_NAHEn  n n 

//define  I DH_PGPKE  YWI  Z_TYPEn  n n 

//define  IDH_PGPKEYWIZ_SIZEn  n n 

//define  IDH_PGPKEYWIZ_EXPIRATIONn 
//define  IDH_PGPKEYWIZ_PASSPHRASEn 
//define  IDH_PGPKEYWIZ_RANDOBITSnn 
//define  IDH_PGPKEYWIZ_GENERATIONn 
//define  I D H_PG  PKE  Y W I Z _ S I GNO  LD  n n 

//define  I D H_PG  PKE  Y W I Z _ P R E S E N D n n 

//define  I D H_PG  PKE  Y W I Z _ S EN  Dn  n n 

//define  I D H_PG  PKE  Y W I Z _ D ON  En  n n 


300n// i nt roductory  pagen 

301n//user  name  and  emaiL  address  diaLog 
302n//key  type  (RSA/DSA)  diaLog 
303n//key  size  (number  of  bits)  diaLog 
304n//key  expiration  diaLog 
305n//key  passphrase  diaLog 
306n//ent ropy  coLLection  diaLog 
307n//key  generation  diaLog 
308n//sign  new  key  with  oLd  diaLog 
309n//asks  about  sending  key  to  keyserver 
310n//diaLog  shown  during  send  to  keyserver 
311n//done  diaLog 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 


//  : 

PGPkeysVer. 

. h - 

PGPkeys  appLication  version  history 

// 

/ /n 

$Id : PGPkeysVer 

. h 

,v  1.23  1997/05/30  17:05:36  pbj  Exp  $ 

// 

/ / n 

970131a 

0030b 

- 

begin  version  history  tracking 

// 

/ /n 

970202a 

0031b 

- 

modified  treeList  to  version  025 

// 

/ /n 

970204a 

0032b 

- 

added  cLose  box  to  key  properties  diaLog 

//n 

□ 

n 

□ 

n 

- 

changed  trust  sLider  to  onLy  have  3 positions 

/ /n 

n 

n 

a 

n 

for  pubLic  keys 

//n 

a 

n 

n 

n 

- 

modified  treeList  to  version  026 

//n 

a 

n 

n 

n 

- 

added  "yes  to  aLL"  on  deLetes 

/ /n 

H 

□ 

n 

a 

- 

fixed  NT  3.51  bug  in  passphrase  diaLogs  code 

//n 

□ 

n 

□ 

n 

- 

moved  PGP  preferences  to  PGPprefs.dLL 

// 

//n 

970205a 

0033b 

- 

added  timer  caLL  to  aLLow  window  update  before  reLoad 

/ /n 

n 

n 

n 

a 

- 

changed  key  info  to  property  sheet 

/ /n 

n 

n 

Q 

n 

- 

aLLowed  muLtipLe  key  info  sheets 

//n 

n 

n 

n 

D 

- 

fixed  bug  in  use  bad  phrase  diaLog 

/ /n 

□ 

n 

n 

n 

- 

changed  Loading...  diaLog  to  onLy  show  on  Long  Loads 

//n 

□ 

u 

□ 

n 

- 

removed  sort  on  fuLL  Loads 

// 

//n 

970207a 

0034b 

- 

added  support  for  generating  DSA/ELGamaL  keys 

/ /n 

n 

n 

n 

n 

- 

added  dispLay  of  key  type  on  property  sheet 

//a 

n 

Q 

□ 

n 

- 

added  DSA/ELGamaL  change  passphrase  code 

/ /n 

n 

n 

n 

n 

- 

added  code  to  save  path  name  to  registry 

//n 

Et 

n 

□ 

□ 

- 

updated  PGPprefs  to  version  0002 

/ / n 

n 

n 

n 

n 

- 

updated  TreeList  to  version  027 

//n 

n 

□ 

□ 

n 

- 

fixed  bug  in  cert  icon  processing 

/ /n 

n 

□ 

n 

n 

- 

fixed  some  bugs  regarding  muLtipLe  property  sheets 

// 

/ /n 

97021  1 a 

0035b 

- 

added  terminating  nuLL  to  copy  to  cLipboard  buffer 

//n 

n 

n 

n 

n 

- 

upgraded  to  PGPprefs  0003 

/ /n 

n 

n 

□ 

n 

- 

updated  entropy  acquisition  code  for  DSA/ELGamaL 

/ /n 

n 

□ 

Q 

n 

- 

impLemented  drag  text  FROM 

//n 

n 

a 

Q 

n 

- 

impLemented  muLtipLe  certs 

// 

//a 

970212a 

0036b 

- 

upgraded  to  TreeList  028  (header  cLick  notifications) 

/ /a 

n 

n 

ta 

□ 

- 

added  code  to  support  sorting  on  fieLds  other  than  name 

//a 

n 

s 

Q 

n 

- 

changed  drag  FROM  to  use  F I LE D E S C R I PTO R (not  HDROP) 

/ /a 

n 

Q 

n 

n 

- 

fixed  string  bug  in  add  user  name 

//a 

n 

D 

n 

n 

- 

accepts  pasted  fiLe  names 

// 

/ /a 

970215a 

0037b 

- 

added  20  byte  fingerprints  for  DSA  keys 

/ /a 

n 

n 

Q 

n 

- 

fixed  bug  causing  race  condition  on  DSA  key  generation 

//a 

n 

n 

□ 

□ 

- 

now  deLetes  master  DSA  keys  when  subkey  generation  faiLs 

//a 

Q 

n 

n 

n 

- 

added  support  for  dropped  text 

// 

/ /a 

970224b 

0038b 

- 

fixed  bug  in  keyboard  autoseLect  when  not  sorted  on  name 

//a 

n 

a 

D 

n 

- 

added  code  to  prevent  "drag  to  seLf"  condition 

//a 

Q 

Q 

n 

n 

- 

change  to  onLy  support  "copies"  when  dragging  out 

//a 

n 

n 

Q 

n 

- 

fixed  e n a b L e / d i s a b L e / r e VO ke  that  didn't  update  menus 

/ / a 

n 

n 

U 

n 

- 

fixed  bug  so  that  phrase-Less  keys  can  certify 
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/ /n 

Q 

□ 

a 

B 

//a 

n 

Q 

B 

B 

//a 

n 

a 

B 

B 

//a 

n 

n 

B 

B 

//a 

a 

a 

B 

B 

// 

//a 

970228n 

0039n 

/ /a 

n 

Q 

B 

B 

//a 

n 

u 

B 

B 

/ /a 

n 

n 

B 

B 

//a 

n 

n 

B 

B 

/ /a 

□ 

□ 

B 

B 

//a 

s 

a 

B 

B 

/ /a 

n 

□ 

B 

B 

//a 

Q 

a 

B 

B 

/ /a 

□ 

n 

B 

B 

// 

/ /a 

970303n 

0040n 

/ /a 

Q 

a 

B 

B 

/ /a 

a 

n 

B 

B 

//a 

□ 

Q 

B 

B 

//a 

a 

n 

B 

B 

//a 

n 

n 

B 

B 

//a 

n 

a 

B 

B 

/ / a 

n 

□ 

B 

B 

//a 

n 

a 

B 

B 

// 

//a 

970305n 

0041  n 

/ / a 

a 

B 

B 

B 

//a 

n 

n 

B 

B 

/ /a 

a 

n 

B 

B 

/ /a 

n 

a 

B 

B 

/ /a 

a 

B 

B 

B 

//a 

a 

fl 

a 

B 

//a 

n 

B 

B 

B 

/ /a 

a 

B 

B 

B 

// 

/ /a 

970307n 

0042n 

//a 

D 

B 

B 

B 

/ / a 

a 

B 

B 

B 

/ /a 

Q 

B 

B 

B 

/ /a 

a 

B 

a 

B 

/ /a 

n 

B 

B 

B 

//a 

a 

B 

B 

fl 

// 

/ /a 

97031  In 

0043n 

/ /a 

a 

B 

B 

fl 

/ / a 

n 

B 

B 

fl 

//a 

□ 

B 

B 

B 

// 

/ /a 

97031 2n 

0044n 

//a 

n 

B 

B 

B 

/ /a 

a 

B 

B 

fl 

/ /a 

a 

B 

B 

fl 

// 

/ /a 

970314n 

0045n 

/ /a 

□ 

B 

B 

B 

/ /a 

n 

B 

B 

fl 

- added  support  for  reload  keys  broadcast  message 

- added  help  buttons  to  selected  dialogs 

- upgraded  TreeList  to  029  (for  sorting  reinsertion) 

- upgraded  to  PGPcomdlg  0004  (formerly  PGPprefs) 

- moved  entropy  dialog  to  PGPcomdlg  DLL 

- added  support  for  DELETE  key 

- fixed  bug  in  change  passphrase  for  DSA/ELGAMAL  keys 

- updated  TreeList  030  keyboard  support  (DEL  key) 

- moved  passphrase  dialog  to  PGPcomdlg 

- updated  PGPcomdlg  to  0005 

- fixed  bug  in  KHUpdateKeyInTree  in  "add  name", 

"delete  primary  user  id",  and  property  sheet  dialog 

- fully  implemented  key  sorting 

- added  calls  to  PGPphrase  caching  routine 

- disabled  trust  slider  for  invalid  and  axiomatic  keys 

- added  axiomatic  check  box 

- changed  key  info  dialog  handling  of  e n a b I e / d i s a b I e 

- fixed  bug  where  default  key  was  losing  bold  on  update 

- upgraded  to  TreeList  version  031 

- cleanup  code  to  deal  with  unlimited  userid  lengths 

- change  alot  of  code  in  KHChange,  KMCreate,  KHProps  and 
KMKeyOps  to  deal  with  unlimited  passphrases 

- upgraded  to  PGPcomdlg  0006  and  PGPphrase  002  for 
unlimited  phrases 

- finished  support  for  unlimited  userids  using  new  library 
functionality 

- added  code  to  flag  axiomatic  keys  for  TreeList 

- upgraded  to  TreeList  032  for  painting  axiomatic  bars 
in  hatched 

- added  distinct  bitmap  for  DSA/ElGamal  keys 

- adding  call  to  PGPcomd I g C hec kKey R i ngs 

- changed  Help  About  to  PG P c omd  I g H e I p Abou t 

- upgraded  to  PGPcomdlg  0007 

- upgraded  to  TreeList  033  to  eliminate  first  chance 
exception 

- upgraded  to  PGPcomdlg  0008  (added  help  to 
PcomdlgCheckKeyRings) 

- added  code  to  support  logo  bitmap 

- fixed  context  help  bugs;  created  PGPmail50.hlp  project 

- added  (where  necessary)  loop  on  passphrase  failure 

- upgraded  to  TreeList  034  (dotted  lines) 

- cleaned  up  dialog  tab  order 

- upgraded  to  PGPcomdlg  0009  (many  changes) 

- moved  error  message  box  to  PGPcomdlg 

- added  logo 

- upgraded  to  TreeList  035  (bug  fixes) 

- added  check  on  return  of  pg pOpe n De f a u I t Key R i ng s 

- added  additional  error  checking 

- updated  Key  properties  dialog  to  match  Mac  version 
(Axiomatic  check  box,  hiding  change  phrase  button,  etc) 

- removed  passphrase  check  on  setting  axiomatic 
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/ /n 

n 

B 

B 

B 

- 

added  "Key  Properties"  to  userids  and  certs 

/ / n 

n 

B 

B 

B 

- 

improved  Logo  background  erasing 

II  n 

n 

B 

B 

B 

- 

changed  working  dialog  cLockface  to  reduce  flicker 

//n 

a 

B 

B 

B 

- 

upgraded  to  PGPcomdlg  0010  (splash  screen,  help  about) 

//n 

n 

B 

B 

B 

- 

added  DSA  revoked  and  expired  icons 

//n 

a 

B 

B 

B 

- 

new  icons  all  around 

// 

//n 

97031 6n 

0046q 

_ 

removed  DeleteObject  of  hB r u s hBa c kg r ou n d 

II  n 

n 

B 

n 

B 

- 

added  code  to  get  Help  file  path  from  registry 

//n 

n 

B 

n 

S 

- 

added  KMSetFocus  call  on  reloading  keyring  to  avoid  bad 

II  'a 

□ 

B 

□ 

B 

pointer  crash 

! In 

a 

B 

B 

n 

- 

added  pointer  check  when  displaying  properties  to  avoid 

II  n 

a 

B 

B 

B 

bad  pointer  crash 

! In 

a 

B 

B 

B 

- 

added  KM Loa d Key R i n g I n t oT r e e call  after  delete  to  avoid 

! In 

n 

B 

B 

B 

problem  with  subsequent  get  of  certifying  key  properties 

! In 

a 

B 

B 

B 

- 

changed  version  info  in  Help  About  to  use  reg  key  value 

II 

! In 

97031 8n 

0047n 

_ 

added  support  for  e n a b L ed / d i s a b L e secret  keys 

! In 

n 

B 

n 

B 

- 

added  distinct  icons  for  dis/rev/exp  secret  keys 

II  n 

a 

B 

Q 

B 

- 

unified  key  context  menus 

! In 

u 

B 

n 

B 

- 

changed  main  dropdown  to  correspond  to  context  menu 

II  n 

n 

n 

n 

B 

- 

changed  version  info  in  Help  About  back  to  report 

! In 

n 

n 

B 

B 

PGPkeys  build  number 

! In 

n 

n 

B 

B 

- 

added  code  to  broadcast  PGPH_RELOADKEYRING  message 

! In 

□ 

Q 

B 

B 

on  call  to  pg p C omm i t Key R i ng C h a n g e s 

II 

! In 

97031 8n 

0048a 

_ 

fixed  bug  where  revoking  key  was  not  changing  icon 

! In 

n 

n 

□ 

B 

- 

disabled  "axiomatic"  checkbox  for  r e vo ked / e xp i r e d keys 

! In 

□ 

B 

u 

B 

- 

fixed  bug  where  "Certifying  Key  Properties"  was  not 

II  n 

n 

B 

n 

B 

being  disabled 

II 

! In 

970319n 

0049n 

_ 

added  code  to  "deminimize"  window  when  activated  by 

! In 

□ 

B 

n 

B 

second  instance 

! In 

n 

B 

n 

B 

- 

new  icons 

II 

! In 

970321 n 

0050n 

_ 

added  call  to  PG Pcomd 1 g I s E xp i r ed 

II  n 

□ 

B 

n 

B 

- 

added  MRK  control  to  Key  Properties  dialog 

II 

! In 

970325n 

0051n 

_ 

fixed  bug  in  KMKeylO  that  resulted  in  file  names  with 

! In 

Q 

B 

B 

B 

bad  characters 

II  n 

n 

B 

B 

B 

- 

changed  fingerprint  control  so  that  it  is  selected 

! In 

a 

B 

B 

B 

w/single  click 

! In 

a 

B 

B 

B 

- 

fixed  MRK  code  to  handle  NULL  keys 

! In 

a 

□ 

B 

B 

- 

removed  logo 

! In 

a 

n 

B 

B 

- 

added  "Is"  switch  to  suppress  splash  screen 

! In 

a 

B 

B 

B 

- 

upgraded  to  TreeList  version  0037  (better  keyboard 

! In 

a 

B 

B 

B 

support ) 

II  n 

a 

B 

B 

B 

- 

added  support  for  keyserver  dll 

II 

II  n 

970327n 

0052n 

_ 

moved  to  RCS  version  control 

! In 

a 

B 

□ 

B 

- 

changed  new  key  dialog  title  to  "New  Key" 

II  n 

n 

B 

□ 

B 

- 

fixed  Ctrl+N  accelerator  key 

II  n 

B 

B 

B 

B 

- 

changed  "certify"  in  all  menus  to  "sign" 

! In 

B 

B 

B 

B 

- 

changed  "PGP  Preferences"  to  "Preferences" 

! In 

B 

B 

B 

n 

- 

now  traps  blank  user  name  on  key  generation  and  pops 

! In 

B 

B 

B 

□ 

messagebox 

II  n 

B 

B 

B 

n 

- 

tabbing  order  fixed  in  new  key  generation  dialog 

! In 

B 

B 

B 

B 

- 

added  confirmation  dialog  on  key  revocation 
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//n 

n 

n 

o 

Q 

- 

changed  wording  on  "bad  passphrase"  dialog 

//n 

□ 

n 

a 

n 

- 

added  messagebox  on  setting  trust  on  invalid  key 

//n 

n 

n 

a 

n 

- 

fixed  tab  orders  and  "Alt+"  keys  on  all  dialogs 

//n 

n 

n 

a 

n 

- 

disabled  "sign"  menu  item  for  keys/userids  with  my 

//n 

n 

n 

n 

B 

signature 

// 

//n 

970328b 

0053b 

- 

added  key  menu  navigation  to  e xpa nd / c o 1 1 a p s e item/all 

/ /n 

n 

Q 

a 

B 

- 

fixed  file  extension  filters  on  importing  files 

// 

//n 

970331b 

0054b 

- 

upgraded  to  TreeList  039 

/ /n 

□ 

n 

D 

B 

- 

added  check  for  standard  name  format  ( KHC h e c kU s e r Na me ) 

//n 

Q 

n 

n 

B 

- 

changed  some  text  strings 

//n 

n 

n 

n 

B 

- 

changed  export  extension  to  *.pgp 

// 

/ /n 

970401b 

0055b 

- 

implemented  "deceptive-sized"  (tm)  keys 

/ /n 

□ 

n 

n 

B 

- 

fixed  revocation  code  to  update  trust  in  treelist 

//n 

D 

n 

D 

B 

- 

added  hourglass  cursor  on  commits,  reloads,  and  updates 

//n 

n 

n 

n 

B 

- 

handles  selection  and  focus  better  on  deletes 

//n 

n 

n 

□ 

B 

- 

cleaned-up  memory  allocation  in  KMG e t S e 1 e c t e d Key s 

// 

/ /n 

970402b 

0056b 

- 

added  confirmation  message  on  revoking  default  key 

/ /n 

n 

n 

n 

B 

- 

implemented  "/"  key  sizes  on  DSA/ElGamal  keys 

// 

/ /n 

970403b 

0057b 

- 

added  code  to  set  new  key  to  default  if  it  is  the  first 

//n 

Q 

n 

n 

B 

key  on  ring 

// 

/ /n 

970404b 

0058b 

- 

fixed  problem  with  small  DSA  key  generation 

//n 

n 

n 

n 

B 

- 

fixed  bug  where  failure  in  key  generation  didn't 

//n 

Q 

n 

□ 

B 

dismiss  working  dialog 

//n 

n 

n 

Q 

B 

- 

fixed  bug  in  DSA  fingerprint  conversion  routine 

// 

//n 

970407b 

0059b 

- 

fixed  bug  where  revoked/expired  keys  did  not  disable 

/ /n 

□ 

n 

n 

B 

trust  slider 

//n 

n 

□ 

n 

B 

- 

prepended  "0x"  on  key  id 

/ /n 

o 

a 

Q 

B 

- 

added  "Unavailable,  " text  to  unavailable  certifiers 

//n 

n 

a 

n 

B 

- 

removed  code  to  disable  "sign"  menu  for  previously 

/ /n 

n 

a 

s 

B 

s i gned  keys 

//n 

Q 

a 

n 

B 

- 

updated  for  new  passphrase  dialog  which  allows  key 

//n 

n 

a 

Q 

B 

selection 

// 

/ /n 

970408b 

0060B 

- 

changed  passphrase  calls  to  PG P comd 1 g G e t Ph r a s e and 

//n 

a 

a 

n 

B 

corrected  error  codes 

//n 

n 

o 

n 

B 

- 

upgraded  to  TreeList  041 

/ /n 

a 

a 

n 

B 

- 

upgraded  to  PGPcomdlg  0027 

//n 

a 

a 

Q 

B 

- 

upgraded  to  PPhrase  010 

// 

//n 

970409b 

0061  B 

- 

fixed  bug  causing  miscalculation  of  needed  entropy 

/ /n 

n 

a 

s 

B 

on  DSA  key  gen 

// 

//B 

970410b 

0062b 

- 

added  separate  name/email  edit  boxes  to  key  gen  and 

/ /n 

Q 

a 

n 

B 

add  name  dialogs 

//B 

Q 

a 

D 

B 

- 

added  code  to  retain  selected  signing  key  on  failed 

//B 

n 

a 

D 

B 

signing  passphrase 

// 

/ /b 

970411b 

0063b 

- 

updated  keyserver  menus  and  added  keyserver  cert  support 

// 

//B 

970414b 

0064b 

- 

changed  decepto-bits  to  give  a 2048  DSA  key  for 

/ /b 

n 

a 

n 

B 

3072<=ElGamal<=4096 
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//n 

n 

B 

B 

B 

- 

disabled  main  window  when  changing  passphrase 

//n 

□ 

B 

B 

B 

- 

added  code  to  prevent  duplicate  Key  Properties  dialogs 

/ /n 

□ 

B 

B 

B 

- 

updated  to  PGPcomdlg  0029 

//n 

a 

B 

B 

B 

- 

updated  to  PGPphrase  012 

// 

//n 

97041 5n 

0065q 

- 

fixed  shift-tab  bug  in  key  gen  and  change  phrase  dialogs 

/ /n 

Q 

B 

B 

B 

- 

Key  Properties  fixes  for  modified  key s / ke y r i ng s . 

// 

/ /n 

97041 6n 

0066n 

- 

added  code  to  s e 1 e c t / expa nd  newly  imported  keys 

//n 

n 

B 

B 

B 

- 

fixed  bug  causing  crash  during  signing  of  multiple  keys 

/ /n 

n 

B 

B 

B 

- 

changed  message  text  when  signing  keys 

//n 

a 

B 

B 

B 

- 

upgraded  to  TreeList  042 

/ /n 

a 

B 

B 

B 

- 

added  *.aexpk  to  import  filter 

// 

/ /n 

97041 7n 

0067n 

- 

added  support  for  read-only  keyring  files 

// 

//n 

97041 8n 

0068a 

- 

changed  read-only  warning  dialog  text 

/ /n 

B 

B 

B 

B 

- 

fixed  bug  causing  keyboard  disabling  following 

//n 

B 

B 

B 

B 

canceled  keygen 

/ /n 

B 

B 

B 

B 

- 

upgraded  to  TreeList  043 

//n 

B 

B 

B 

B 

- 

upgraded  to  PGPcomdlg  0033 

// 

/ /n 

970421 n 

0069n 

- 

merged  with  Brett  Thomas's  keygen  wizard  code 

//n 

n 

B 

B 

B 

- 

updated  calls  to  Brett  Thomas's  keyserver  code 

/ /n 

n 

B 

B 

B 

- 

fixed  code  to  ex  pa nd / s e 1 e c t on  keyserver  importation 

//n 

n 

B 

B 

B 

- 

added  code  to  call  KHCreateKey  if  pref  not  set  and  no 

//n 

n 

B 

B 

B 

secret  keys 

/ /n 

n 

B 

B 

B 

- 

added  distinct  RSA/DSA  userid  icons 

/ /n 

□ 

B 

B 

B 

- 

added  "send  to  server"  checkbox  to  signing  confirmation 

//n 

n 

B 

B 

B 

dialog 

// 

//n 

970421n 

0070n 

- 

fixed  bug  causing  infinite  loop  on  bad  keyring 

// 

//n 

970422n 

0071U 

- 

fixed  bug  where  PGPKeySet*  leak  was  causing  crash  in 

/ /n 

n 

B 

B 

B 

keyserver  code 

//n 

□ 

B 

B 

B 

- 

fixed  focus  bug  after  importation 

/ /n 

n 

B 

B 

B 

- 

added  e x pa n s i on / s e 1 e c t i on  after  importation  of  new 

//n 

B 

B 

B 

B 

userid/sig 

//n 

B 

B 

B 

B 

- 

disabled  setting  trust  on  invalid  keys 

/ /n 

B 

B 

B 

B 

- 

implemented  "send  to  server"  checkbox 

//n 

B 

B 

fl 

B 

- 

upgraded  to  PGPcomdlg  0035 

// 

//n 

970423n 

0072U 

- 

disabled  main  window  during  keygen  wizard 

/ /n 

n 

B 

B 

B 

- 

now  hides  main  window  on  autolaunch  of  keygen  wizard 

/ /n 

n 

B 

B 

B 

- 

changed  "PGPmail"  to  "PGP" 

/ /n 

B 

B 

B 

B 

- 

changed  registry  keys  to  new  convention 

/ /n 

n 

B 

B 

B 

- 

switched  DSA  and  ElGamal  sizes  in  "Size"  column 

//n 

B 

B 

B 

B 

- 

increased  default  column  width  for  "Size"  column 

// 

/ /n 

970424n 

0073n 

- 

added  "set  as  primary  userid"  menu  items 

/ /n 

B 

B 

B 

fl 

- 

handles  DSA  keys  w/o  ElGamal  subkeys  more  cleanly 

// 

//n 

970425n 

0074n 

- 

grayed  out  context  menu  "disable"  for  axiomatic  keys 

/ /n 

B 

B 

B 

B 

- 

fixed  bug  in  properties  when  setting  disabled  keys  to 

/ /n 

B 

B 

B 

fl 

axiomatic 

//n 

B 

B 

B 

B 

- 

updated  file  extensions  and  filters 

/ /n 

B 

B 

B 

B 

- 

upgraded  to  TreeList  044 

//n 

B 

B 

B 

B 

- 

upgraded  to  PGPcomdlg  0038 
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// 

//n 

970429a 

0075n 

_ 

fixed  bug  where  date  was  being  displayed  in  GMT  instead 

//n 

n n 

B 

B 

of  Local  time 

/ /n 

/ /n 

n a 

970430a 

a n 

0076n 

_ 

added  First  Virtual  menu  item 

// 

/ /n 

970502b 

0077n 

_ 

removed  second  warning  on  signing  multiple  keys 

/ /n 

n B 

B 

B 

- 

cLeaned-up  keygen  wizard  text 

/ /n 

B B 

B 

B 

- 

changed  default  to  not  send  key  to  keyserver 

//n 

B B 

B 

B 

- 

centered  wizard  on  screen 

//n 

B B 

B 

B 

- 

fixed  bug  where  canceling  wizard  caused  crash 

//n 

B B 

B 

B 

- 

fixed  ALt+key  navigation 

/ /n 

B B 

B 

fl 

- 

changed  max  expiration  days  to  2000 

//n 

B B 

B 

B 

- 

fixed  bug  where  RSA  keys  were  always  1024 

/ /n 

B B 

B 

B 

- 

after  no  name/email  message  boxes,  focus  is  set  to 

/ /n 

B B 

B 

B 

offending  edit  box 

//n 

B B 

B 

B 

- 

moved  all  strings  to  string  table 

/ /n 

B B 

B 

fl 

- 

added  in  passphrase  text  h i d i ng / h a n d L i ng 

//n 

fl  B 

B 

fl 

- 

disabled  cancel  after  key  has  been  uploaded  to  server 

/ /n 

B B 

B 

B 

- 

added  calls  to  help  system 

//B 

B B 

B 

B 

- 

added  1,4,8  bit  bitmaps  to  wizard 

/ /n 

B B 

B 

B 

- 

fixed  bug  causing  "Next"  button  to  be  enabled  during 

//B 

B B 

B 

B 

key  generation 

/ /b 

B B 

B 

B 

- 

added  code  to  make  sure  AVI  gets  shown  at  Least  once 

// 

//B 

970504b 

0078n 

removed  a couple  more  "PGPmaiL"s  from  the  wizard 

//B 

B B 

B 

B 

( e . g . bug  if  665  ) 

/ /b 

B B 

B 

B 

- 

removed  First  Virtual  ad 

//B 

B B 

B 

B 

- 

fixed  text  of  dialog  (bug  #664) 

// 

//B 

970505b 

0079n 

changed  version  string  from  resource  to  included 

/ /b 

B B 

B 

B 

header  file 

//B 

B B 

B 

fl 

- 

fixed  memory  Leak  on  key  resort 

//B 

B B 

fl 

B 

- 

upgraded  to  TreeList  045 

//B 

B B 

B 

B 

- 

added  code  to  support  promiscuous  selection  and  menuing 

//B 

B B 

B 

fl 

- 

new  application  icons 

// 

//B 

970507b 

00800 

_ 

new  icons 

/ /b 

B B 

B 

fl 

- 

fixed  bugs  related  to  cancelling  sending  to  server 

//B 

B B 

B 

B 

during  keygen  (bugs  #584,  #621) 

/ /b 

B B 

B 

fl 

- 

upgraded  to  TreeList  046  to  fix  notification  when 

/ /b 

B B 

B 

fl 

click  on  nothing  bug  (bug  #694) 

// 

/ /b 

970508b 

00810 

_ 

upgraded  to  TreeList  047 

//B 

B B 

fl 

fl 

- 

implemented  fixes  to  passphrase  code  as  suggested  by 

//B 

B B 

B 

B 

Damon/CoLin 

// 

/ /b 

970509b 

00820 

wizard  tweaking  (fixed  passphrase  not  the  same  bug 

/ /b 

B B 

B 

B 

(#717)  ???) 

// 

/ /b 

970510b 

0083d 

fixed  bug  (introduced  in  0081)  preventing  "Never 

//B 

B B 

B 

fl 

expires"  key  from  being  generated. 

//B 

B B 

B 

fl 

- 

fixed  bug  preventing  "return"  key  from  pressing 

/ /b 

B B 

B 

B 

default  button  in  wizard  passphrase  dialogs  (bug  #727) 

//B 

B B 

fl 

B 

- 

allows  but  no  Longer  forces  entire  AVI  to  be  viewed 

//B 

/ /b 

B B 

970512b 

fl 

0084b 

_ 

changed  "DSA"  to  " D S S / D i f f i e- H e L L ma n " 

/ /b 

B B 

fl 

fl 

- 

added  freeware  condition  compile  flag  to  disable  RSA 
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//n 

n n 

a n 

//B 

// 

Q D 

□ □ 

/ /n 

// 

970512b 

0085b 

//B 

970513b 

0086b 

//B 

// 

n n 

n n 

//B 

// 

970513b 

0087b 

/ / n 

970514b 

0088b 

//B 

n n 

u a 

//B 

// 

n n 

n n 

//B 

// 

970514b 

0089b 

//B 

970515b 

0090b 

/ /n 

// 

n n 

Q n 

/ /n 

// 

970516b 

0091  b 

/ /n 

970519b 

0092b 

//B 

// 

s n 

□ n 

//B 

// 

970522b 

0093b 

/ /n 

970527b 

0094b 

//B 

// 

a n 

n u 

//B 

970528b 

0095b 

//B 

// 

Q D 

□ Q 

//B 

// 

970530b 

0096b 

key  generation  in  freeware  version 

- now  backs-up  both  public  and  private  keyrings 

- fixed  bug  which  allowed  > 2048  bit  RSA  keys 

- fixed  bug  that  caused  Z-order  problem  when  dismissing 
preferences  property  sheet 

- changed  DSS/DH  key  generation  to  limit  DSS  to  1024  bits 

- added  OFN_NOREADONLYRETURN  to  all  G e t S a ve F i I e Na me  calls 

- fixed  bug  that  could  enable  "Next"  button  during  key 
send  to  server  in  keygen  wizard 

- fixed  bug  where  only  first  imported  key  was  selected 

- added  reload  message  broadcast  after  keyserver  reports 
updated  keyring 

- made  key  gen  wizard  modal 

- upgraded  to  TreeList  048 

- changed  dialog  text  when  signing  keys 

- fixed  bug  where  invalid  key  dates  caused  crash  (bug  893) 

- change  to  new  passphrase  API  for  handling  warning  on 
mixing  RSA  encryption  and  DSA  signing. 

- does  not  set  main  window  to  foreground  if  activating 
existing  preferences  property  sheet 

- changed  VERSIONINFO  information  to  new  format 
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//  VERSIONINFO  structure  which  a u t oma t i c a L L y include  version 
//  string  from  PGPversion.h 
// 

//include  <winver.h> 

//include  .\include\pgpversion.h" 


// 

II  Version 
// 


VS_VERSION_INFO  VERSIONINFO 
FI  LEVERS  ION  PGPVERSIONHAJOR,PGPVERSIONHINOR,0,0 
PRODUCTVERSION  PGPVERSIONMAJOR,PGPVERSIONMINOR,0,0 
FILEFLAGSMASK  VS_FFI_FILEFLAGSMASK 
#ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 
#e  I se 

FILEFLAGS  0x0L 
#end i f 

FILEOS  VOS WINDOWS32 

FILETYPE  VFT_APP 
FILESUBTYPE  VFT2_UNKN0WN 
BEGIN 

BLOCK  "StringFileInfo" 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  "CompanyName",  PGPCOMPAN YNAME 

VALUE  "FileDescription",  "PGP  Key  Manager  Application\0 
VALUE  "Fi  leVersion",  PG P V E RS I ON  ST R I NG 
VALUE  " I n t e r na  I Name " , "PGPkeys\0" 

VALUE  "LegalCopyright",  PGPCOPYRIGHT 
VALUE  " Leg  a I T r a dema r k s " , PG PTR A D E M A R KS 
VALUE  "OriginalFilename",  "PGPkeys.exe\0" 

VALUE  "ProductName",  PGPPRODUCTNAME 
VALUE  "ProductVersi on",  PG P VE R S I ON  ST R I NG 

END 

END 

BLOCK  "VarFi  leinf o" 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc. 

* 

* $Id$ 

*/ 

//{{NO_DEPENDENCIES>> 

//  Microsoft  Developer  Studio  generated  include 


//  Used  by  PGPkeys.rc 
// 

#define  IDS_GENERAL  1 

#define  I DS_PASSPHRASEMI SNATCH  2 

#define  IDS_CAPTION  3 

#define  IDC_YESTOALL  3 

^define  I D S_ C APT  I 0 NKE YG E N 4 

#define  I D S_B A D P A S S P H R A S E 5 

#define  I D S_I N V A LI D N UHB I T S 6 

#define  I D S_ S U C C E S S KE YG E N 7 

#define  I D S _ D E F AU LT U I D 8 

#define  I D S_ I M PO RT C A PT I ON  9 

#define  I D S_ E X PO RT C A PT I 0 N 10 

#define  I D S_ D E LC ON F C A PT I ON  11 

^define  IDS_DELCONFPRIVKEY  12 

#define  I D S_ D E LCO N F PUB KE Y 13 

#define  I D S_DE LCON FKE Y 13 

#define  I D S_D E LC ON F U S E R I D 14 

^define  IDS_DELCONFCERT  15 

^define  I D S_M E M A L LO C F A I L 16 

#define  IDS_KEYRINGFILTER  17 

#define  I D S_PR I VKE Y C A PT I ON  18 

#define  IDS_PUBKEYCAPTION  19 

#define  I D S_PR0PC A PT I ON  20 

#define  IDS_KEYCOLTITLE  21 

^define  I D S_ V A LC 0 LT I T L E 22 

#define  I D S_T R U ST C 0 LT I T LE  23 

#define  I D S_ D AT E C 0 LT I T L E 24 

#define  IDS_BITSCOLTITLE  25 

#define  IDS_VERSION  26 

Sdefine  I D S _ PG PKE Y S V E R S 1 0 N 26 

#define  IDS_BACKUPCAPTION  27 

#define  I D S_B AC KU PD E F AU LT F I LE  28 

#define  I D S_B AC KU PD E F AU LT D I R 29 

//define  I D S_R  EG  I ST  R YKE  Y 30 

//define  IDS_CERTMESSAGE  31 

//define  I D S _0UT0  F M EMO  R Y 32 

#define  I D S _G E N E R I C E R RO R 33 

//define  I D S_C  APT  I ON  E R RO  R 34 

//define  I D S_C0N  F I RM  S ET  D E F A U LT  35 

#define  IDS_VALIDITY0  36 

#define  IDS_VALIDITY1  37 

//define  I D S _ V A LI  D I T Y2  38 

#define  I D S_ V A LI D I T Y3  39 

#define  I D S_WRONG P A S S P H R A S E 40 

#define  I D S_ D E LC ON F D E F KE Y 41 

#define  I D S _KE YG E N PH A S E 1 42 

//define  I D S_KE  YG  E N PH  A S E 2 43 

#define  IDS_DROPFILENAME  44 

#define  I D S_NO D E F AU LTKE Y 45 

#define  I D S _ C E RTKE Y NOTON R I NG  46 


All  rights  reserved. 

J 


o 
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#define  I DS_NOIMPORTKE YS  47 

#define  I DS.NOIHPORTKE YSPASTE  48 

#define  IDS_CANNOTOPENRINGS  49 

^define  I D S_D E LON L Y U S E R I D 50 

^define  I D S_B AC KU P E R RO R 51 

#define  IDS.IHPORTEDSECRETKEYS  52 

^define  IDS_TRUST0  54 

^define  I0S_TRUST1  55 

#define  IDS_TRUST2  56 

//define  IDS_TRUST3  57 

//define  IDS_TRUST4  58 

//define  IDS_TRUST5  59 

//define  I D S_D  E F KE  Y P AS  S PH  R AS  E 60 

^define  I D S_S I G N KE Y P AS S PH R AS E 60 

//define  I D S_S  E LKE  Y P A S S PH  R AS  E 61 

//define  I D S_  I HPORT  F I LT  E R 63 

//define  I D S_CO  LL  A P S E A LL  64 

^define  IDS_EXPANDALL  65 

#define  I D S_CO LL A PS E S E L 66 

//define  I D S_  E XP  AN  D S E L 67 

//define  I D S_H  E LP  F I LE  N AM  E 68 

//define  I D S_PRO  PT I T LE  0 69 

//define  IDS_RSA  70 

//define  I D S_  D S A_E  LG  AM  A L 71 

//define  IDS_UNKNOWN  72 

//define  IDS.NEVER  73 

//define  I D S_KE  YG  E N E R AT  I ON  74 

//define  1DS_SUBKEYGENERATI0N  75 

//define  I D S_MU  LTC  E RTH  E S S AG  E2  76 

//define  1DS_MULTCERTMESSAGE1  77 

//define  I D S_NO  D R AGT  E XTKE  YS  78 

//define  I D S_S  ETKE  Y AX  I OM  AT  I C 79 

//define  I D S_  D E F KE  Y R I NG  EXT  EN  S I ON  80 

//define  IDS_DEFEXPORTEXTENSION  81 

//define  I DS.PGPLI  NKTEXT  82 

//define  IDS_PGPLINK  83 

//define  I D S_C  OR  R U PTKE  YR I NG  84 

//define  1 DS_PGPMAI  LKE  Y 85 

//define  I D S_E  RRON  E 0 U S M RK  86 

//define  I D S_NOS  P L A S H S U I T C H 87 

//define  IDS_NOUSERNAME  88 

//define  I DS_REVOKECON  F I RM  89 

//define  IDS_TRUSTONINVALIDKEY  90 

//define  I D S_C  E RT I F Y E R ROR  91 

//define  I DS_NONSTANDARDNAHE  92 

//define  I D S_R  E V C ON  F D E F KE  Y 93 

//define  IDS_UNAVAILABLECERT  94 

//define  I D S_N  OU  S E R A D D R 95 

//define  I D S_KE  Y S E R V E RM  ENU  96 

//define  I D S_LO  C KE  D KE  Y R I NG  97 

//define  IDS_EMPTY  99 

//define  IDD_PUBMAIL  102 

//define  IDD_KEYMAN  102 

//define  I D R_H  E N U C ONT  EXT  103 

//define  I D R_M  E NU  PR  I VKE  Y 103 

//define  IDR.MENUKEY  103 

//define  I OR_MENUPUBKE  Y 104 

//define  I DB_RS  APRI  VKE  Y 104 
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#d  e f i n e 

IDB. 

.RSASEC 

1 04 

#d  e f i n e 

I DB. 

.CERT 

1 0S 

#def i ne 

I DR. 

.MENUUID 

1 0S 

#def i ne 

IDR. 

.MENUCERT 

1 06 

#def i ne 

IDB. 

.RSAPRIVKEYMSK 

106 

#def i ne 

IDB. 

.RSASECHSK 

1 06 

#de  f i n e 

IDB. 

.CERTHSK 

1 07 

#def i ne 

IDB. 

.RSAPUBKEY 

1 08 

# d e f i n e 

IDB. 

.RSAPUB 

108 

# d e f i n e 

IDB. 

.RSAPUBKEYMSK 

1 09 

#def i ne 

IDB. 

.RSAPUBMSK 

1 09 

#d  e f i n e 

IDB. 

.UI  D 

1 1 0 

#def i ne 

IDB. 

.UIDHSK 

1 1 1 

# d e f i n e 

IDR. 

.MENUKEYMAN 

1 1 2 

#d  e f i n e 

IDR. 

.HENUDISKEY 

1 1 S 

#def i ne 

I DD. 

.PR0P1 

1 1 4 

#def i ne 

IDR. 

.MENUREVKEY 

1 1 4 

#def i ne 

IDD. 

.PROP0 

1 1 S 

# d e f i n e 

IDR. 

.MENUNONE 

1 1 S 

# d e f i n e 

IDD. 

.KEYPROP 

1 1 6 

#def i ne 

I DR_ 

.MENUEXPKEY 

1 1 6 

#def i ne 

IDB. 

.RSADISKEY 

117 

# d e f i n e 

IDB. 

.RSAPUBDIS 

1 1 7 

#def i ne 

IDB. 

.RSADI SKEYMSK 

1 1 8 

#def i ne 

IDB. 

.RSAPUBDISnSK 

1 1 8 

#def i ne 

IDB. 

RSAREVKE Y 

1 1 9 

# d e f i n e 

IDB. 

.RSAPUBREV 

1 1 9 

#def i ne 

IDB. 

RSAREVKEYMSK 

120 

#d  e f i ne 

IDB. 

RSAPUBREVMSK 

120 

//define 

IDB. 

RSAEXPKEY 

121 

//define 

IDB. 

RSAPUBEXP 

1 21 

//define 

IDB. 

RSAEXPKEYHSK 

122 

#def i ne 

IDB. 

RSAPUBEXPMSK 

122 

//def  i ne 

IDB. 

REVCERT 

12S 

ttdei  i ne 

IDB. 

REVCERTMSK 

124 

//define 

IDD. 

CHANGEPHRASE 

1 2S 

# d e f i ne 

IDD. 

BACKUPWARN 

126 

//define 

IDD. 

BADPHRASE 

127 

#de  f i n e 

IDR. 

KEYMANACCEL 

128 

//def  i ne 

IDD. 

PASSPHRASE 

1 29 

//define 

IDD. 

KEYRAND 

1 S0 

#def i ne 

IDI. 

EXEICON 

1SS 

#def i ne 

IDI. 

IC0N1 

1 S4 

//def  i ne 

I DC. 

IC0N1 

1S4 

//def  i ne 

IDD. 

WORKING 

1 S4 

//define 

IDI. 

IC0N2 

1 SS 

//define 

IDC. 

IC0N2 

1 SS 

//define 

IDI. 

ICONS 

1 S6 

//define 

IDC. 

ICONS 

1S6 

//def  i ne 

IDI. 

IC0N4 

1S7 

//define 

IDC. 

IC0N4 

1 S7 

#def i ne 

IDD. 

KEYGEN 

1 S8 

//define 

IDI. 

ICONS 

1S8 

//def  i ne 

IDC. 

ICONS 

1S8 

//define 

IDI. 

IC0N6 

1S9 

#def i ne 

IDC. 

IC0N6 

1 S9 

//define 

IDD. 

LOADING 

1 S9 

#d  e f i n e 

IDI. 

IC0N7 

1 40 
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#def i ne 

IDC_ 

IC0N7 

140 

#def i ne 

IDI_ 

IC0N8 

141 

#d  e f i n e 

IDC_ 

1C0N8 

141 

//define 

IDB_ 

BITHAP6 

142 

//  d e f i n e 

IDB_ 

BADCERTHSK 

143 

//define 

IDD_ 

NEWUSERl D 

144 

//define 

IDB_ 

BADCERT 

144 

//define 

IDD_ 

DELETEALL 

145 

//define 

IDB_ 

DSAPUBKEY 

146 

//define 

I DB_ 

DSAPUB 

146 

//define 

IDB_ 

DSAPUBKEYHSK 

147 

//define 

I DB_ 

DSAPUBHSK 

147 

//def  i ne 

IDB_ 

DSAPRIVKEYHSK 

148 

//define 

IDB_ 

DSASECMSK 

148 

//define 

IDB_ 

DSAPRIVKEY 

1 49 

#def i ne 

IDB_ 

DSASEC 

1 49 

//define 

I DB_ 

LOGO 

1 54 

//def  i ne 

I DB_ 

LOGOMSK 

155 

//define 

I DR_ 

CLOCKAVI 

162 

//define 

IDB_ 

DSADISKEY 

164 

//define 

IDB_ 

DSAPUBDIS 

164 

#def i ne 

I DB_ 

DSADISKEYHSK 

165 

#d  e f i n e 

IDB_ 

DSAPUBDISHSK 

165 

//def  i ne 

IDB_ 

DSAREVKEY 

166 

#d  e f i n e 

IDB_ 

DSAPUBREV 

166 

//define 

IDB_ 

DSAREVKEYHSK 

167 

//define 

IDB_ 

DSAPUBREVnSK 

167 

//def  i ne 

IDB_ 

DSASECDIS 

168 

//d e f i n e 

IDB_ 

DSASECDISMSK 

169 

//define 

IDB_ 

RSASECDIS 

170 

//d e f i n e 

IDB_ 

RSASECDISMSK 

171 

//define 

IDB_ 

RSASECREV 

172 

//define 

IDB_ 

RSASECREVHSK 

173 

//define 

IDB_ 

RSASECEXP 

174 

#d  e f i n e 

IDB_ 

RSASECEXPMSK 

175 

//def  i ne 

IDB_ 

DSASECEXP 

176 

#d  e f i n e 

IDB_ 

DSASECEXPHSK 

177 

//def  i ne 

IDB_ 

DSASECREV 

178 

//define 

IDB_ 

DSASECREVnSK 

179 

//define 

IDB_ 

DSAPUBEXP 

180 

//define 

IDB_ 

DSAPUBEXPHSK 

181 

//define 

IDD_ 

KEYPROPHRK 

182 

//define 

IDD_ 

READONLY 

183 

//def  i ne 

IDB_ 

RSAUID 

184 

//define 

I D0_ 

SIGNCONFIRH 

1 84 

//def  i ne 

IDB_ 

DSAUl D 

185 

#def i ne 

I DD_ 

KEYWIZ_SIGN_OLD 

186 

#d  e f i n e 

IDC_ 

CHECK_SIGN_KEY 

187 

//define 

IDB_ 

KEYWIZ8 

187 

//define 

IDB_ 

KEYWIZ4 

188 

//define 

IDB_ 

KEYWIZ1 

189 

//define 

IDR_ 

HENUPROniSCUOUS 

190 

//define 

IDC_ 

TREELI ST 

401 

//define 

IDC_ 

TEXT 

1 000 

//def  i ne 

I DC_ 

NAME 

1000 

//define 

IDC_ 

RANDOHTEXT 

1000 

//d e f i n e 

IDC_ 

NUMBER 

1001 

//d e f i n e 

IDC_ 

SETPRIVATEKEYRING 

1001 
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#d  e f i n e 

IDC. 

.SETPUBLICKEYRING 

1 002 

#def i ne 

IDC. 

.PGPBITSIZE 

1 003 

#d  e f i n e 

IDC. 

.PRIVATEKEYRING 

1005 

#def i ne 

IDC. 

.PUBLICKEYRING 

1 006 

# d e f i n e 

IDC. 

.KEYTYPECOMBO 

1 006 

#def i ne 

IDC. 

.KEYSIZECOHBO 

1 007 

#d  e f i n e 

IDC. 

.NEVEREXPIRES 

1 008 

# d e f i n e 

IDC. 

.EXPIRES 

1009 

#def  i ne 

IDC. 

.EXPIRESDAYS 

1010 

#d  e f 1 n e 

IDC. 

.FINGERPRINT 

1013 

#def  i ne 

IDC. 

.TRUSTSLIDER 

1014 

# d e f i n e 

IDC. 

.VALIDITYBAR 

1015 

#def  i ne 

IDC. 

.BITSPROGBAR 

101  5 

# d e f 1 n e 

IDC. 

.ENABLED 

1016 

#d  e f i ne 

IDC. 

.CHANGEPHRASE 

1017 

//define 

IDC. 

.USERID 

1017 

//define 

IDC. 

.KEYID 

1018 

//define 

IDC. 

.PHRASE1 

1018 

#d  e f i n e 

IDC. 

.NEWUSERNAME 

1018 

//def  i ne 

IDC. 

.CERTDEPTH 

1019 

//define 

IDC. 

.PHRASE2 

1019 

#def  i ne 

IDC. 

.KEYTYPE 

1019 

//def  i ne 

IDC. 

.CREATEDATE 

1020 

//def  i ne 

IDC. 

USERADDR 

1020 

//d e f i n e 

IDC. 

OLDPHRASE 

1 021 

//define 

IDC. 

.VALIDITY 

1 021 

//define 

IDC. 

HIDETYPING 

1022 

//define 

IDC. 

TRUST 

1022 

#d  e f i n e 

IDC. 

ENCRYPTTOSELF 

1023 

#def i ne 

IDC. 

HRKAGENT 

1023 

#d  e f i n e 

IDC. 

COMPRESS 

1 024 

//  d e f i n e 

IDC. 

NUMCOMPLETE 

1025 

//define 

IDC. 

NUMHARGINAL 

1026 

//def  i ne 

IDC. 

NEWPHRASE 

1027 

//define 

IDC. 

NEWPHRASE1 

1027 

//define 

IDC. 

NEWPHRASE2 

1028 

//def  i ne 

IDC. 

PHRASE 

1 029 

//define 

IDC. 

BITSREMAIN 

1 031 

//define 

IDC. 

PHASE 

1032 

//define 

IDC. 

KEYSTRING 

1 034 

//def  i ne 

IDC. 

PROHPTSTRING 

1 035 

#d  e f i n e 

IDC. 

PASSPHRASE 

1037 

//  d e f i n e 

IDC. 

STRING 

1 037 

# d e f i n e 

IDC. 

PASSPHRASE2 

1 038 

//define 

IDC. 

BACKUPNOW 

1 038 

//def  i ne 

IDC. 

USEBADPHRASE 

1 039 

//def  i ne 

IDC. 

EXPIREDATE 

1 040 

//define 

IDC. 

AXIOMATIC 

1 041 

//d e f i n e 

IDC. 

WORKINGAVI 

1043 

# d e f i n e 

IDC. 

NEWEMAILADDR 

1 045 

//define 

IDC. 

WARNNOMORE 

1 046 

//define 

IDC. 

STATIC. KMI 

1050 

//define 

IDC. 

PROGRESS. TEXT 

1051 

//def  i ne 

IDC. 

STATIC. KMI2 

1052 

# d e f i n e 

IDC. 

CHECK. NO. SEND 

1053 

//define 

IDC. 

SENDSIG 

1054 

//define 

IDC. 

CHECK.SEND 

1055 

//d  e f i n e 

IDC. 

DUMMYSTOP 

1 055 
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//define  I D C_ST  AT  I C_KS  _T  EXT  1056 

//define  I D C_  F R E E W A R E T E XT  1056 

//define  I DC_STATI  C_SHA  LL_GU  I DE  1057 

//define  I D S_KW_  I N V A LI  D_KE  Y_S  I Z E 1100 

//define  I D S_KW_  I N V A LI  D_KE  Y_S  I Z E_T  I T LE  1101 

#define  IDS_KU_TITLE  1101 

//define  I D S_KW_  I N V A LI  D_KE  Y_T  Y P E 1102 

//define  I D S_KW_  I N V A LI  D_KE  Y_T  Y P E_T  I T LE  1103 

//define  I D S_KW_  I N V A LI  D_  EX  P I R AT  I 0 N 1104 

#define  I D S_KW_ I N V A LI D_ E X P I R AT  I 0N_T I T LE  1105 

#define  IDS_KW_MISHATCHED_PHRASES  1106 

//define  I D S_KW_M  I S M AT  C H E D_PH  R A S E S_T  I T LE  1107 
//define  I D S_KW_  E R RO  R_T  I T LE  1108 

//define  I D S_KW_N0_  EM  A I L 1109 

//define  IDS_KW_NO_FULL_NAME  1110 

//define  I D S_KW_N  E E D_MO  R E _B  I T S 1111 

//define  IDB_KEYWIZ24  1112 

//define  I D S_KW_C  ON  F I RM_T  I T LE  1112 

//define  I DD_KEYWI  Z_ABOUT  1113 

//define  I D S_KW_C  ON  F I R M_  C A N C E L 1113 

//define  I D D_KE  Y W I Z _N  AM  E 1114 

//define  I D S_KW_C  OM  P L ET  E 1114 

//define  I D D_KE  Y W I Z_T  Y P E 1115 

//define  I D S_S  ET  AS  D E F AU  LT  1115 

//define  I D D_KE  Y W I Z _ S I Z E 1116 

//define  I D S_S  ET  A S PR  I M A R Y 1116 

//define  I D D_KE  Y W I Z _E  X P I R AT  I ON  1117 

//define  I DS_EXP0RT  F I LTER  1117 

//define  I D D_KE  Y W I Z_P  A S S PH  R AS  E 1118 

^define  I D D_KE YU  I Z _R A N DOBI T S 1119 

//define  I D D_KE  Y W I Z_G  E N E R AT  I ON  1120 

//define  IDD_KEYWIZ_DONE  1121 

//define  I D D_KE  Y W I Z_  S E N D 1122 

//define  IDC_PROGRESS  1123 

//define  IDC_WIZIMAGE  1124 

//define  I D C_  F U LL_N  AM  E 1125 

//define  I 0C_R  A D I 0_  E LG  AM  A L 1126 

//define  IDC_EMAIL  1127 

#define  I D C_R A D 1 0_RS A 1128 

//define  IDC_RADI0_768  1 1 29 

//define  I D C_R  A D 1 0_1  024  1 130 

//define  IDC_RADI0_1  536  1 1 31 

//define  I D C_E  D I T_P  A S S PH  R AS  E2  1132 

//define  I DC_RADIO_2048  1 1 33 

//define  I D C_C  H E C K_H  I D E_T  Y P I N G 1134 

^define  IDC_RADIO_3072  1135 

//define  I D C_ST  AT  I C _P  ROG  R E S S_T  E XT  1136 

//define  IDC_RADIO_CUSTOM  1137 

//define  IDC_BUTTON_BACKUP  1138 

//define  I D C_C U ST0M_B I T S 1139 

//define  I D C_ST  AT  I C _C  U STOM_S  I Z E 1140 

//define  I D C_R  A D I 0_C  U ST0M_D  A Y S 1141 

//define  I D C_E  D I T_C  U STOM_D  A YS  1142 

//define  IDC_RADIO_NEVER  1143 

//define  I D C_ST  AT  I C_  D A Y S 1144 

//define  I D C_E  D I T_P  A S S PH  R A S E 1145 

//define  I D S_KW_B  A D_P  A S S PH  R A S E 1146 

#define  I D S_KW_B A D_P A S S PH R AS E_T I T LE  1147 
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# d e f i n e 

IDD_KEYWIZ_PRESEND 

1 1 48 

#d  e f i n e 

IDS_KW_CANCELING 

1 149 

#def i ne 

I DS_KW_DSACUSTOM 

1 1 50 

#def i ne 

IDS_KW_DSA1 536 

1151 

#def i ne 

I DS_KW_DSA2048 

1152 

#def i ne 

I DS_KW_DSA3072 

1 1 53 

#de  f i n e 

IDS_KW_RSACUSTOH 

1 1 54 

#def i ne 

I DS_KW_RSA1 536 

1155 

#def i ne 

IDS_KW_RSA2048 

1156 

#d  e f i n e 

IDS_ANIMATIONFILE 

1 1 57 

#def i ne 

IDS_KW_CANCELED 

1158 

#def i ne 

IDS_KW_SENDLATER 

1159 

#def i ne 

IDS_PUBBACKUPDEFAULTFILE 

1 1 60 

# d e f i n e 

IDS_DEFPUBKEYRINGEXTENSION 

1 161 

#def i ne 

IDS_PUBBACKUPCAPTION 

1162 

#def i ne 

IDS_PUBBACKUPFILTER 

1 1 63 

#def i ne 

IDS_BACKUPFILTER 

1 1 64 

#de  f i n e 

IDS_INVALIDDATE 

1 165 

#def i ne 

I DM_DELETEKEY 

40006 

#def i ne 

IDM_KEYPROPERTIES 

40007 

# d e f i n e 

IDM_CERTI FYKEY 

40008 

#d  e f i n e 

I DM_REV0KEKEY 

4001  0 

#def i ne 

I DM_HELPCONTENTS 

4001  3 

#d  e f i n e 

IDH_HELPSEARCH 

4001  4 

#d  e f i n e 

I DM_HELPT0PI CS 

4001  4 

#def i ne 

I DM_HELPTUT0RI AL 

4001  5 

#def i ne 

IDM_HELPAB0UT 

40016 

#def i ne 

IDM_NEWKEYPAIR 

4001  8 

#d  e f 1 n e 

IDH_DISABLEKEY 

4001  9 

//define 

I DH_ENABLEKEY 

40020 

//define 

IDM_PROPERTIES 

40021 

//define 

IDM_COLLAPSEALL 

40023 

#def i ne 

IDM_COLLAPSESEL 

40023 

#d  e f i n e 

I DM_EXPANDALL 

40024 

#def i ne 

I DM_EXPANDSEL 

40024 

//define 

IDH_ADDUSERID 

40025 

//define 

IDH_IMPORTKEYS 

40027 

//define 

I DM_EXP0RTKEYS 

40028 

//define 

I DH_SELECTALL 

40030 

//define 

IDM_CUTKEY 

40031 

//define 

IDH_C0PYKEY 

40032 

#d  e f i n e 

I DH_PASTEKEY 

40033 

//def  i ne 

IDM_UND0 

40034 

//def  i ne 

IDM_FILEEXIT 

40038 

//define 

IDM_REVOKECERT 

40039 

//define 

I DH_CREATEKEY 

40041 

//define 

IDH_SETASDEFAULT 

40042 

#de  f i n e 

IDM_ADVERTISE1 

40043 

//  Next  default  values  for  new  objects 
// 

//ifdef  APSTUDI0_INV0KED 

//ifndef  APSTUDI0_READ0NLY_SYMB0LS 

//define  _ A P S_N  E XT_  R E S OU  R C E_  V A LU  E 

1 92 

//define 

_APS_NEXT_COHMAND_VALUE 

40045 

//define 

_APS_NEXT_ CONTROL. VALUE 

1057 

//define 

_APS_NEXT_SYMED_VALUE 

101 

# e nd i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 


*/ 

//rPGPphrase  - get  cached  passphrase 
// 

//n  $ld:  PGPphrase . c,v  1.5  1997/05/28  15:45:21  pbj 
// 


Exp  $ 


//n  Passphrase  caching  is  impLemented  as  user  convenience. 

//n  The  pgpLib  preferences  controL  whether  caching  is 
//n  enabLed  and  for  how  Long.  The  code  in  this  fiLe  impLements 
//n  the  passphrase  cache  by  keeping  a gLobaL  counter  and  a 
//n  gLobaL  pointer  variabLe  to  the  phrase.  When  the 
//n  phrase  is  entered  or  accessed,  the  counter  is  set  to  the 
//n  current  timeout  vaLue  specified  by  the  Library  preferences, 
//n  A separate  thread  is  created  which  awakes  every  second  and 
//n  decrements  the  counter.  When  the  counter  reaches  zero,  the 
//n  cache  (string)  is  wiped,  the  string  freed  and  the  thread 
//  terminates. 

// 


//n  The  caLLer  to  PG PG e t C a c h e d P h r a s e is  responsibLe  for  freeing 
//n  the  returned  string  buffer  with  PG P F r e e Ph r a s e . 

// 


#incLude  "pgpphrasex.h" 


#d  e f i n e 

CACHECLOCKPERIODn  500nn 

n 

n 

// 

in  m i L L 

i seconds 

//  LocaL  gLobaLs 

s t a t i c 

BOOL  b E n c r y p t C a c h e A c t i ve  = FALSE 

// 

TRUE  => 

cache  thread 

is  active 

static 

INT  iEncryptCacheCounter  = 0; 

a 

n 

// 

seconds 

Left  before 

pu  rge 

static 

LPSTR  s z E n c r y p t C a c h e d P h r a s e = 

NULL;n 

// 

pointer 

to  phrase 

s t a t i c 

BOOL  b S i g n C a c h e A c t i V e = FALSE 

n 

// 

TRUE  => 

cache  thread 

is  active 

stat i c 

INT  iSignCacheCounter  = 0;n 

n 

Q 

// 

seconds 

Left  before 

purge 

s t a t i c 

LPSTR  s z S i g n C a c h ed P h r a s e = NULL; 

no 

// 

pointer 

to  phrase 

static 

CFIAR  s z S i g nCa  c h edKey  I D 1120  U ; n 

n 

a 

// 

cached 

key  keyid 

s t a t i c 

ULONG  u L S i g n C a c h e d H a s h A L g ; n 

Q 

n 

// 

cached 

key  hash  a Lgori thm 

stat  i c 

BOOL  bSi gnCachedDSAKey  = FALSE;n 

□ 

// 

TRUE  => 

cached  key  i 

s DSA 

static  UINT  u S i g n C a c h e dOp t i on s = 0; 


//  check  error  vaLue.  If  no  error  return  FALSE, 
//  otherwise  return  TRUE. 

// 

BOOL  PG Pp h r a s e E r r o r (PGPError  err)  { 
n if  (err  ==  PGPERR_OK)  return  FALSE; 
n return  TRUE; 

> 


// 

//  Convert  entire  KeylD  from  big  endian  to 
//  character  string  format. 

//  NB:  sz  must  be  at  Least  19  bytes  Long 
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VOID  Conve r t S t r i ngKey I D64  (LPSTR  sz)  { 
n INT  i; 

n ULONG  ulFirst,  uLSecond; 

n //  convert  first  half  of  keyid  to  little  endian 
n ulFirst  = 0; 
n for  (i=0;  i<4;  i++)  { 

n n ulFirst  <<=  8; 

n a ulFirst  |=  ((UL0NG)szCi3  & 0xFF); 
a > 

a //  convert  first  half  of  keyid  to  little  endian 
a ulSecond  = 0; 
a for  (i=0;  i<4;  i++)  { 

a a ulSecond  <<=  8; 

a a ulSecond  |=  ( ( U LONG ) s z C i +4 3 S 0xFF); 
a > 

a //  convert  to  string 

a wsprintf  (sz,  ''0x%08lX%08lX",  ulFirst,  ulSecond); 

} 

// I 

//  thread  to  clear  cache  after  delay  period 
//a  This  routine  is  executed  as  a separate  thread.  The 
//a  routine  wakes  up  every  second  and  decrements  the 
//a  counter.  Uhenthe  counter  reaches  zero,  the  cache 
//a  is  purged  and  the  flag  is  set  to  indicate  cache  is 
//a  not  active. 

void  C I ea r Enc ry p t Ca c heTh read  (PVOID  pvoid)  { 
a while  ( i E n c r y p t Ca c h e C o u n t e r > 0)  f 
a a Sleep  (CACHECLOCKPERIOD); 

a a i EncryptCacheCountei ; 

a > 

a if  ( sz Enc ry p t Ca c hedPh ra s e ) { 

a a PGPcomd I g F r eePh ra s e ( s z E n c r y p t C a c h ed Ph r a s e ) ; 

a a sz Enc ry pt Ca chedPh ra se  = NULL; 

a > 

a bEncryptCacheActive  = FALSE; 

} 

a 

// I 

//  thread  to  clear  signing  cache  after  delay  period 
//a  This  routine  is  executed  as  a separate  thread.  The 
//a  routine  wakes  up  every  second  and  decrements  the 
//a  counter.  Whenthe  counter  reaches  zero,  the  cache 
//a  is  purged  and  the  flag  is  set  to  indicate  cache  is 
//a  not  active. 

void  C I e a r S i g n C a c h eT h r ea d (PVOID  pvoid)  ( 
a while  ( i S i g n C a c h e C oun t e r > 0)  { 
a a Sleep  (CACHECLOCKPERIOD); 

a a iSignCacheCountei ; 

a } 

a if  ( s z S i g n C a c h e d Ph r a s e ) ( 
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n 

n 

Q 

D 

} 


n PG P c omd L g F r e e Ph r a s e ( s z S i gnCa c hedPh ra s e ) ; 

a szSignCachedPhrase  = NULL; 

> 


bSignCacheActive 


FALSE 


n 

// I 

//a  PG PG e t C a c h e d Ph ra s e 

//n  This  routine  is  called  to  get  either  cached  phrase 
//a  (if  available)  or  prompt  user  for  phrase. 

// 

//a  hWndn  n n - parent  window 

//n  szPromptn  n - prompt  string  to  be  displayed  in  dialog 
//n  b Fo r c eU se r I npu t n-  TRUE  =>  post  dialog  regardless  of  cache 


1 la 

pszBuffern 

n 

- 

pointer  to  buffer  to  hold  phrase. 

1 la 

n 

n 

□ 

n 

PGPGetCachedPhrase  will  allocate 

enough 

1 la 

n 

n 

n 

n 

memory  to  hold  phrase  and  return 

pointer. 

1 la 

n 

o 

n 

n 

Caller  must  call  PG P F r e e Ph r a s e when  done,  to 

1 la 

n 

Q 

n 

n 

deallocate  memory. 

II 

INT 

PGPGetCachedPhrase 

(HWND  hWnd,  LPSTR  szPrompt,  BOOL 

bForceUserInput 

a 

n 

S 

n 

n 

Q 

LPSTR*  pszBuffer)  { 

n UINT  u; 
n INT  iRetval; 
n DWORD  dw; 

n Boolean  bCacheEnabled  = FALSE; 


n iRetval  = PG P P H R A S E_0K; 

n //  we  rely  on  pgplib  to  supply  cache  parameters 

n if  ( PG Pph r a s e E r r o r (pgpLiblnit  ()))  return  PG P PH R AS E_ L I BE R RO R ; 
n pgpLoadPrefs  (); 

n pg pG e t P r e f Boo  I e a n ( kPG PP r e f Ma i I Pa s s C a c h e E na b I e , &b C a c h e Ena b I ed ) ; 

n 

n //  use  phrase  from  cache 

H if  ( ! bForceUserInput  SS  bCacheEnabled  S& 

n n n b E n c r y p t C a c h e A c t i ve  &&  s z E n c r y p t C a c h e d Ph r a s e ) < 

n n if  ( ! PG Pph r a s e E r r o r ( pg pG e t P r e f N umb e r ( 
n n n n n kPG PP r e f Ma i I Pa s s C a c h e D u r a t i on , &u)))  { 

nan  i E n c r y p t C a c h e C oun t e r = (u  * 1000)  / C A C H E C LO C KP E R 1 0 D ; 

n n > 

n n *pszBuffer  = pgpHemAlloc  (Istrlen  C s z En c r y p t C a c h ed Ph r a s e ) +1  ) ; 
n n if  (*pszBuffer)  Istrcpy  (*pszBuffer,  s z E n c r y p t C a c h ed Ph r a s e ) ; 
a a else  iRetval  = PG PPH R AS E_HEM E RROR ; 
n } 


n //  otherwise,  get  phrase  from  user 
n else  { 

n n if  ( s z E n c r y p t C a c h ed Ph r a s e ) { 

n n n PG P c omd  I g F r e e Ph  r a s e ( s z E n c r y p t C a c h ed  P h r a s e ) ; 

n n n s z E n c r y p t C a c h e d Ph r a s e = NULL; 

n n > 

n n u = PG P c omd I g G e t Ph r a s e (hWnd,  szPrompt,  & s z E n c r y p t C a c h ed P h r a s e , 
nnnnnHnnn  NULL,  NULL,  NULL,  NULL,  0); 
nail  user  entered  phrase  --  setup  cache 
n n if  ((u  ==  PG PC  OH D LG_0K ) &&  s z E n c r y p t C a c h e d Ph r a s e ) { 
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Q 

a 

□ 

n 

n 

n 

n 

n 

n 

a 

n 

u 

n 

n 

n 

n 

D 

n 

Q 

n 

n 

n 

o 

n 

n 

D 

n 

a 

n 

Q 

D 


n 

Q 

n 

n 

□ 

n 

n 

n 

n 

n 

n 

n 

n 

n 

□ 

□ 

Q 

n 

Q 

n 

□ 

n 

n 

n 

n 

B 

B 

B 

B 

B 

> 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

> 


if  ( b C a c h e E n a b L e d ) f 

n if  ( ! PG Pp h ra s e E r r 0 r ( pg pGe t P r e f N umb e r ( 
n B B kPG  PP  r e f Ma  i L Pa  s s C a c h e D u r a t i on  , &u)))  -C 

n B i EncryptCacheCounter  = (u  * 1 000)  / C A C H E C LO C KP E R 1 0 D ; 

n > 

n if  ( ! b En c ryp t C a c h e A c t i ve ) { 
n B bEncryptCacheActive  = TRUE; 

B B _beg i n t h readex  (NULL,  0, 

n B B (LPTHREAD_START_ROUTINE)CLearEncryptCacheThread, 

B B B 0,0,&dw); 

n > 

> 

*pszBuffer  = pgpMemALLoc  (LstrLen  (szEncryptCachedPhrase)  +1); 
if  (*pszBuffer)  Lstrcpy  (*pszBuffer,  szEncryptCachedPhrase); 
else  iRetvaL  = PGPPHRASE_HEMERROR; 


//  problem  (cancel  or  other  error)  --  flush  cache 
else  { 

n iEncryptCacheCounter  = 0; 
n if  (szEncryptCachedPhrase)  i 

B B PG Pc omd I g F r ee Ph r a s e (szEncryptCachedPhrase); 
n B szEncryptCachedPhrase  = NULL; 
n > 


B if  ((u  ==  PGPC0MDLG_0K)  ||  (u  ==  PG PC OM D LG_C AN C E L ) ) 
B B iRetval  = PGPPHRASE^USERCANCEL; 

n else  if  (u  ==  PGPCOMDLG_HEMERROR ) 

B B iRetval  = PGPPHRASE_HEMERROR; 

n else 

B B i Retva  I = u; 

> 


n pgpLibCleanup  (); 
n return  iRetval; 

> 


// I 

//n  PGPGetSignCachedPhrase 

//n  This  routine  is  called  to  get  either  signing  cached  phrase 
//n  (if  available)  or  prompt  user  for  phrase, 

// 


INT  PGPGetSignCachedPhrase  (HWND  hWnd,  LPSTR  szPrompt,  BOOL  b F o r c e U s e r I n pu t , 
B B B B B B LPSTR*  pszBuffer,  LPSTR  szKeylD,  ULONG*  pulHashAlg, 

B B B B B B UINT*  puOptions,  UINT  uFlags)  -C 

n UINT  u,  uError; 

n INT  iRetval; 

n DWORD  dw; 

B Boolean  bCacheEnab led  = FALSE; 

n PGPKey*  pKey; 

B PGPKeySet*  pKeySet; 

n PGPKeySet*  pKey S e t ToU s e ; 

n BOOL  bAskUser  = TRUE; 

n iRetval  = PGPPHRASE_OK; 

n //  we  rely  on  pgplib  to  supply  cache  parameters 

Ci:CHK:7a0a994cda51ea14bde0447b140ab3eead3331  09f33daf96b8513dd9997606503:: 
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n 

n 

n 

o 

n 

n 

□ 

□ 

□ 

n 

n 

n 

n 


if  (PGPphraseError  (pgpLiblnit  ()))  return  PG P P H R A S E_ L I B E R RO R ; 
pgpLoadPrefs  (); 

pgpGetPrefBooLean  CkPGPPrefSignCacheEnabLe,  &bCacheEnabLed); 

//  use  phrase  from  cache 

if  ( ! b F o r c e U s e r I n p u t &&  b C a c h e E n a b L ed  && 

n n b S i g n C a c h e A c t i V e &&  s z S i g n C a c h e d P h r a s e ) { 

n if  (bSignCachedDSAKey  &&  (uFLags  & PG P C OM D LG _R S A E N C R Y PT ) ) i 

n n iRetval  = PGPcomdLgRSADSAMixWarning  (hWnd); 

n n switch  CiRetvaL)  -C 

n n case  PGPC0MDLG_0K  ; 

a u n iRetvaL  = PG P P H R A S E .0 K; 

n n n break; 


n n 

n n 

n □ 

n Q 


B 

case 

PGPCOHDLG_CANCEL  : 

B 

B 

iRetval  = PGPPHRASE_USERCANCEL; 

B 

B 

bAskUser  = FALSE; 

B 

B 

break; 

n n 
n n 
n n 
n □ 
n Q 
n □ 
n n 
u n 
n n 
n u 
n n 
n Q 
n n 
n Q 
n n 
n n 
n n 
□ n 
n n 
D n 
n > 


n case  PGPC0MDLG_N0  : 
n n bAskUser  = TRUE; 

n n break; 

B > 

> 

if  CiRetvaL  ==  PG P PH R A S E _0 K ) { 

B if  (!  PGPphraseError  ( pg pGe t P r e f N umbe r C 

B n n kPG  PP  r e f S i g n C a c h e Du  r a t i o n , &u)))  -C 

B n i Si gnCacheCounter  = (u  * 1000)  / CACHECLOCKPERIOD; 

B > 

B *pszBuffer  = pgpMemALLoc  (LstrLen  ( s z S i g n C a c h e d Ph r a s e ) +1); 
B i f ( *pszBuf  f er  ) -C 

B B Lstrcpy  (*pszBuffer,  s z S i g n C a c h ed Ph r a s e ) ; 

B B if  (szKeylD)  Lstrcpy  (szKeylD,  s z S i g n C a c h ed Key I D ) ; 

B B if  CpuLHashALg)  *puLHashALg  = uLSignCachedHashALg; 

B B if  (puOptions)  *puOptions  = u S i g n C a c h e dO p t i on s ; 

B > 

B eLse  iRetvaL  = PGPPHRASE_MEHERROR; 

B bAskUser  = FALSE; 

> 


s 

n 

Q 

n 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


//  Otherwise,  get  phrase  from  user 
if  CbAskUser)  { 

B //  open  keyring  and  get  keyset 

B pKeySet  = pg pO pe n De f a u L t Key R i n g s (FALSE,  NULL); 

B if  (!pKeySet)  iRetvaL  = PG P PH RA S E_KE Y R I NG E R RO R ; 

B e L s e L 

B B if  ( s z S i g n C a c h e d Ph  r a s e ) -C 

B B B PG P c omd L g F r e e Ph r a s e ( s z S i g n C a c h e d Ph r a s e ) ; 

B B B szSi gnCachedPhrase  = NULL; 

B B > 

B B //  caLL  PGPcomdLg  routine  to  post  passphrase  diaLog 
B B if  (szKeylD)  pKeySetToUse  = pKeySet; 

B B eLse  pKeySetToUse  = NULL; 

B B pKey  = NULL; 

B B uError  = PG P c omd L g G e t P h r a s e (hWnd,  szPrompt,  & s z S i g n C a c h ed Ph r a s e , 
bbbbbbbbb  pKeySet,  &pKey,  szKeylD,  puOptions, 

B B B B B B B B B uFLags); 
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n □ n 

n n n 

Q Q n 

non 
n n n 

non 
n n n 

non 
n n n 

non 
non 
non 
n n n 

non 
n n n 

n n n 

n n n 

non 
non 
n n n 

non 
non 
n n n 

non 
non 
n n n 

non 
n n n 

n n n 

n n n 

n n n 

non 
n n n 

n n n 

n n n 

n n n 

non 
n n n 

n n n 

non 
n n n 

non 
n n n 

n n n 

n n n 

n n } 

n > 


//  user  entered  phrase  --  setup  cache 

if  (CuError  ==  PGPCOMDLG_OK)  &&  s z S i g n C a c h ed Ph r a s e ) i 
if  ( b C a c h e Ena b L e d ) { 


n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

> 


if  ( ! PG Pp h r a s e E r r 0 r ( p g pG e t P r e f N umbe r ( 
n k PG P P r e f S i g n C a c h e D u r a t i on , &u)))  { 

n i SignCacheCounter  = Cu  * 1 000)  / C A C H E C LO C KP E R 1 0 D ; 
> 

if  C ! bS  i g nC  a c h e Ac  t i ve  ) -C 
n bSignCacheActive  = TRUE; 

n _beg i nt h r eadex  (NULL,  0, 

n n (LPTHREAD_START_ROUTINE)CLearSignCacheThread, 

a n 0,  0,  &dw); 

> 


n 
n 
n 
n 
n 
n 
n 
n 
n 
n 
> 

pg p G e t H a s h A I g U s e d (pKey,  &u L S i g n C a c h ed H a s h A L g ) ; 
u = sizeof  (szSignCachedKeylD); 
pgpGetKeySt r i ng  (pKey,  kPGPKeyPropKeyld, 
n n n n n s z S i g n C a c h e d Key I D , &u); 
s z S i g n C a c h e dKey I D C u D = *\0*; 

ConvertStringKeyID64  (szSignCachedKeylD); 
if  (puOptions)  u S i g n C a c h e dO p t i o n s = *puOptions; 
else  uS i gnCa c hedOp t i on s = 0; 

*pszBuffer  = pgpMemALLoc  (LstrLen  ( s z S i g n C a c h ed P h ra s e ) +1); 
if  C*pszBuffer)  i 

Lstrcpy  (*pszBuffer,  szSignCachedPhrase); 
if  (szKeylD)  Lstrcpy  (szKeylD,  szSignCachedKeylD); 
if  (pulHashAlg)  *puLHashALg  = ulSignCachedHashALg; 


else  iRetval  = PGPPHRASE_MEMERROR; 


//  problem  (cancel  or  other  error)  --  flush  cache 
else  i 

n i S i gnCa cheCount e r = 0; 
n if  (szSignCachedPhrase)  •( 

n n PGPcomd I g F r eePh r a se  (szSignCachedPhrase); 

n n szSignCachedPhrase  = NULL; 

n > 

n if  ((uError  ==  PGPCOHDLG.OK)  ||  (uError  ==  PG PC OH D LG_C AN C E L ) ) 
n n iRetval  = PG PPH R AS E_U S E R C AN C E L; 
n else  if  (uError  ==  PGPCOMDLG_MEMERROR) 
n n iRetval  = PG P PH R AS E_M EH E R RO R ; 
n else 

n n iRetval  =u; 

> 


pgp F r eeKeySet  (pKeySet); 


n pgpLi bC leanup  (); 
n return  iRetval; 

> 


// I 

//n  PG PPu r g e C a c h ed P h r a s e 

//n  Called  to  purge  phrase  from  cache. 

BOOL  PG P Pu r g e C a c h e d Ph r a s e (void)  f 
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n i En c ry p t Ca c h e Coun t e r = 0; 

n if  ( s z En c ry p t Ca c hedPh ra s e ) { 

n n PGPcomdLgFreePhrase  (szEncryptCachedPhrase); 

n n szEncryptCachedPhrase  = NULL; 

n > 

n return  b E n c r y p t C a c h e A c t i ve ; 

} 

// 

//n  PG  P P u r g e S i g n C a c h ed  P h r a s e 

//n  Called  to  purge  phrase  from  cache. 

BOOL  PGPPurgeSi gnCachedPhrase  (void)  { 
n iSignCacheCounter  = 0; 
n if  ( s z S i g n C a c h ed P h r a s e ) { 

n n PGPcomdlgFreePhrase  (szSignCachedPhrase); 

n n szSignCachedPhrase  = NULL; 

n > 

n return  b S i g n C a c h e A c t i v e ; 

} 


// I 

//n  PGPSetCachedPhrase 

//n  Called  to  set  phrase  in  cache. 

INT  PGPSetCachedPhrase  (LPSTR  szPhrase)  { 
n UINT  u; 
n INT  iRetval; 
n DWORD  dw; 

a Boolean  b C a c h e E n a b I ed  = FALSE; 

n //  we  rely  on  pgplib  to  supply  cache  parameters 

n if  ( PG Pph r a s e E r r o r (pgpLiblnit  ()))  return  PG PPH R A S E_ LI  BE R RO R ; 
n pgpLoadPrefs  (); 

n pg pG e t P r e f Boo  I e a n C kPG PP r e f Ha i I Pa s s C a c h e Ena b I e , Sb C a c h e E na b I ed  ) ; 

n if  (szEncryptCachedPhrase)  { 

n n PGPcomdlgFreePhrase  (szEncryptCachedPhrase); 

n n szEncryptCachedPhrase  = NULL; 

n } 


szEncryptCachedPhrase  = pgpMemAlloc  (Istrlen  (szPhrase)  +1 ) ; 
if  (szEncryptCachedPhrase)  C 

Istrcpy  (szEncryptCachedPhrase,  szPhrase); 
if  ( b C a c h e E n a b I ed ) { 


n if  ( ! PG Pp h r a s e E r r o r ( pgpGet Pref Numbe r ( 
n n n k PG PP r e f Ha i I Pa s s C a c h e D u r a t i o n , 8u)))  { 

n a i E n c r y p t C a c h e C o un t e r = (u  * 1000)  / C AC H E C LO C KP E R 1 0 D ; 

n } 

n if  ( ! b E n c r y p t C a c h e A c t i ve ) { 
n n bEncryptCacheActive  = TRUE; 

n n _b e g i n t h r ea d e X (NULL,  0, 

n n n ( LPT  H R E A D_  ST  A RT_  ROUT  I N E ) C I ea  r E n c r y p t C a c h eT  h r ea  d , 

n H n 0,0,8dw); 

n } 

> 
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n 

n iRetval  = 

PGPPHRASE_OK; 

n 

} 

n 

else  i Retva 1 = 

PGPPHRASE_MEMERROR; 

n 

pgpLibCleanup 

(); 

n 

return  iRetval 

r 

> 

/* 

// 

//n  PG PS e t S i g n C a c h ed Ph r a s e 

//n  Called  to  set  phrase  in  cache. 


INT  PG PS e t S 1 gnCa c hedPh ra se  (LPSTR  szPhrase)  { 
n UINT  u; 
a inT  iRetval; 
n DWORD  dw; 

a Boolean  b C a c h e E na b I ed  = FALSE; 


n //  we  rely  on  pgplib  to  supply  cache  parameters 

a if  ( PG Pph r a s e E r r 0 r (pgpLiblnit  ()))  return  PG PPH R A S E_LI B E R RO R ; 
n pgpLoadPrefs  (); 

n pg pG e t P r e f Boo  I ea n ( kPG PP r e f S i g n C a c h e Ena b I e , &b C a c h e E na b I e d ) ; 


a if  ( sz S i gn Ca c h edPh ra se ) f 

n n PGPcomdlgFreePhrase  (szSignCachedPhrase); 

n n szSignCachedPhrase  = NULL; 


szSignCachedPhrase  = pgpHemAlloc  (Istrlen  (szPhrase)  +1); 
if  (szSignCachedPhrase)  { 


Istrcpy  (szSignCachedPhrase,  szPhrase); 
if  ( b C a c h e Ena b I ed ) { 

n if  ( ! PG Pp h r a s e E r r o r ( pg pGe t P r e f Numbe r ( 

n n kPGPPref S i gnCa c heDu ra t i on,  &u)))  ( 
n i Si gnCacheCounter  = (u  * 1 000)  / C AC H E C LOC KP E R 1 0 D ; 
> 

if  ( ! bS i gnCa cheAc t i ve  ) { 
a bS i g n Ca c h e A c t i ve  = TRUE; 

_beg i nt h readex  (NULL,  0, 

n (LPTHREAD_START_ROUTINE)C lea rSignCacheTh read, 
n 0,  0,  Sdw); 


iRetval  = PGPPHRASE_OK; 


else  iRetval  = PG PPH R AS E_H EM E R RO R ; 


n pgpLibCleanup  (); 
n return  iRetval; 

> 

*/ 


// 

//a  PG P F r eeCa c hedPh r a se 

//n  Called  to  wipe  and  free  the  phrase  returned  by 
//n  PG PG e t C a c h ed P h r a s e . 


CCCHK:d9eece22ff4dda 43722 89766661  1 445882226f0c09809 1 322 ba2dd5f89387ca30:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


988 


PGPphrase.c 


void  PG P F r e e Ph ra s e (LPSTR  szPhrase)  i 

n FiLlMemory  (szPhrase,  LstrLen  (szPhrase),  '\0'); 

n pgpMetnFree  (szPhrase); 

} 

// I 

//n  PG PQue r y C a c h e S e c s R ema i n i n g 

//n  Returns  number  of  seconds  remaining  until  cache  expires 

INT  PGPQueryCacheSecsRemai ni ng  (void)  { 
n return  ( i E n c r y p t C a c h e C ou n t e r ) ; n 
> 

// I 

//a  PGPQuerySignCacheSecsRemaining 

//n  Returns  number  of  seconds  remaining  until  cache  expires 

INT  PG PQue ry S i gn Ca c heS e c s Rema i n i ng  (void)  { 
n return  ( i S i g n C a c h e C ou n t e r ) ; n 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

//:  PGPphrase.h  - incLude  for  PGP  common  passphrase  routines 

#ifndef  EXTERN_C 

#ifdef  __cpLuspLus 

//define  EXTERN_Cn  extern  "C" 

//e  L se 

//define  EXTERN_C 
//endi  f 
// e nd i f 


//def  i nenPGPPHRASE 

_0Kn  n 

n 

n 

0 

//define 

PGPPHRASE 

_USERCANCELn 

n 

-1 

//define 

PGPPHRASE 

_MEMERR0Rn 

D 

Q 

-2 

//define 

PGPPHRASE 

_LIBERR0Rn 

n 

n 

-3 

// I 

//n  PGPGetCachedPhrase  - 

//n  get  passphrase  from  cache  or  user. 

// 

//n  Entry  parameters  : 

//n  n hwndn  n n - handLe  of  parent  window 

//n  n szPromptn  n - message  string  to  be  dispLayed  to  user 

//n  n b F o r c eU s e r I n pu t - TRUE  =>  force  diaLog  box  regardLess  of  cache 

//n  n pszBuffern  n - variabLe  to  receive  pointer  to  buffer  with  phrase 

// 

//n  This  function  returns  one  of  the  above-defined  vaLues. 

//n  If  PGPPHRASE_OK,  PGPGetCachedPhrase  has  aLLocated  a buffer, 

//  fiLLed  it  with  the  passphrase,  and  returned  a pointer  to  the 
//n  buffer  in  pszBuffer. 

// 

//  Important;  the  caLLer  must  caLL  PG P F r e e Ph r a s e when  the  phrase 
//  is  no  Longer  needed! 

EXTERN_C  INT  PGPGetCachedPhrase  (HWND  hWnd,  LPSTR  szPrompt, 
n n n n n n BOOL  b F o r c e U s e r I npu t , LPSTR*  pszBuffer); 

// I 

//n  PGPPurgeCachedPhrase  - 
//n  purge  passphrase  cache. 

EXTERN_C  void  PGPPurgeCachedPhrase  (void); 

// I 

//n  PGPQueryCacheSecsRemai ni ng 

//n  Returns  number  of  seconds  remaining  untiL  cache  expires 
EXTERN_C  INT  PG PQu e r y C a c h e S e c s Rema i n i ng  (void); 
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// I 

//n  PG PG e t S i g n C a c h e d P h r a s e - 

//n  get  signing  key  passphrase  from  cache  or  user. 

// 

//n  Entry  parameters  : 

//n  n hwndn  n n - handle  of  parent  window 

//n  n szPromptn  n - message  string  to  be  displayed  to  user 

//n  n b F o r c e U s e r I n pu t - TRUE  =>  force  dialog  box  regardless  of  cache 

//n  n pszBuffern  n - variable  to  receive  pointer  to  buffer  with  phrase 

// 

//n  This  function  returns  one  of  the  above-defined  values. 

//n  If  PGPPHRASE_OK,  PG PG e t C a c h e d Ph r a s e has  allocated  a buffer, 

//  filled  it  with  the  passphrase,  and  returned  a pointer  to  the 
//n  buffer  in  pszBuffer. 

// 

II  Important:  the  caller  must  call  PG P F r e e Ph r a s e when  the  phrase 
//  is  no  longer  needed! 

EXTERN_C  INT  PG PGe t S i g n C a c h e d Ph r a s e (HWND  hWnd,  LPSTR  szPrompt, 
n n n n n a BOOL  b F o r c e U s e r I n pu t , LPSTR*  pszBuffer); 

// I 

//n  PGPPurgeSignCachedPhrase  - 

//n  purge  signing  key  passphrase  cache. 

EXTERN_C  void  PGPPurgeSignCachedPhrase  (void); 

U I 

//n  PGPQuerySignCacheSecsRemaining 

//n  Returns  number  of  seconds  remaining  until  signing  key  cache  expires 
EXTERN_C  INT  PGPQuerySignCacheSecsRemaining  (void); 

// I 

//n  PG  PS  e t Ca  c h ed  Ph  r a s e 

//n  Called  to  set  phrase  in  cache. 

EXTERN_C  INT  PG PS e t C a c h e d Ph r a s e (LPSTR  szPhrase); 


// I 

//n  PG  PS  e t S i g n C a c h ed  Ph  r a s e 

//n  Called  to  set  phrase  in  cache. 

EXTERN_C  INT  PG P S e t S i g n C a c h e d Ph r a s e (LPSTR  szPhrase); 

// I 

//n  PGPFreePhrase  - 

//n  wipe  and  deallocate  the  passphrase  buffer. 
EXTERN_C  void  PGPFreePhrase  (LPSTR  szPhrase); 
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/* 

* 

★ 

*/ 
//  : 
// 

/ /n 
// 

/ / n 
// 

/ /n 

//n 

// 

//n 

//n 

// 

//n 

/ / n 

//n 

/ /n 

//n 

// 

/ /n 
// 
//n 
// 
//n 
// 
//n 
// 
//n 
// 
//n 
/ /n 
/ /n 
// 

/ /n 
/ /n 
// 
//n 
/ /n 
// 

/ /n 

//n 

// 

//n 

//n 

// 

//n 

// 
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PGPphraseVer.h  - PGPphrase  version  history 

$Id:  PGPphraseVer . h,v  1.5  1997/05/28  15:45:21  pbj  Exp  $ 


970228n  001n-first  version 


970303n  002  -cLeaned  up  variabLe  names  and  types 
n n n -changed  code  to  handLe  unLimited  phrase  Length 

970305n  003n-rebuiLt  to  be  consistent  with  new  version  of 
n n n of  PGPcomdLg.  No  changes  to  code. 


970307n 
n n 
D n 
n n 
□ n 


004n-fixed  aLLocation  bugs  (thanks  Brett)  which  caused 
n probLems  for  pgpMemALLoc 
n -switched  from  HeapALLoc  to  pgpMemALLoc 

n -added  PG PQue r y C a c h e S e c s R ema i n i n g for  Brett  and  TED 
n -added  C++  friendLy  decLarations 


970314n  005n-rebuiLt  with  static  runtime  Linkage 


970324n  006D-added  sign  phrase  caching 


970324n  007n- r e L i n ked  to  PGPcmdLg.Lib 

970403n  008  -fixed  bug  where  canceLLing  caused  NULL  string  errors 

970407n  009a-added  code  to  support  signing  key  seLection  combo  box 

970408D  010n-changed  API  to  PG PG e t S i g n C a c h e d P h r a s e to  return  KeylD 
n n n strings  and  hash  algorithm.  Now  caches  these  values  aLso. 

n n n -changed  error  codes 

970410n  01 1 n- s u p po r t ed  new  API  to  PG P comd L g Ge t Ph r a s e (for  retaining 
n n n signing  keys) 

970414n  012n-added  code  to  pass  aLong  options  parameter  to 
n n n PG P c omd L gGe t Ph r a s e 

970506n  013n-changed  the  "Purge"  routines  to  return  the  status  of  the 
n n n respective  caches 


970527n  014Q-added  code  to  post  warning  on  mix  of  RSA  encryption  and  DSA 
n n n signing 

970528n  015n-added  caching  of  signing  options 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

* 

*/ 

//:  PGPphrasex.h  - internaL  incLude  header  for  PGPphrase  project 
// 


//n  $Id  : 

// 

PG Pp h r a s e X . h , V 1.2  1997/05/09  15:42:18  pbj  Exp  $ 

#incLude 

#incLude 

#incLude 

#incLude 

# i n c L ud e 

#i nc  Lude 

<Hindous.h> 

<process . h> 

". .\incLude\config.h" 

". .\incLude\pgpkeydb.h" 

". .\incLude\pgpmem.h" 

". .\incLude\pgpcomdLg.h" 

#i nc  Lude 

#incLude 

"pgpphrasever.h" 

". .\incLude\PGPphrase.h" 

II  prototypes 
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/* 

* Copyright  CO  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

#pragma  warning  CdisabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

#pragma  warning  CdefauLt  : 4214  4201  4115) 
static  int  Ticket  = 0; 


#i nc  Lude 

".  .\incLude\errs.h" 

#i  nc  Lude 

".  .\incLude\config.h" 

# i n c L ud e 

". .\incLude\pgpmem.h" 

#i nc  Lude 

" define. h" 

#incLude 

"clipboard. h" 

#incLude 

"encLyptorkeydb.h" 

#incLude 

"wordwrap. h" 

#incLude 

"encLyptorencryptsign 

. h" 

# i n c L ud e 

"encLyptordecryptveri 

f y . h 

# i n c L ud e 

"encLyptoraddkey.h" 

unsigned 

{ 

n UINT 

Long  D 0 E n c r y p t ( H W N D hwnd. 

ReturnVaLue  = 0; 

a UINT 

C L i p boa  r d F 0 r ma  t = 0; 

BOOL  Encrypt, 


n void*  pCLipboardData  = NULL; 

n DWORD  dwDataSize  = 0; 

n DWORD  dwOutputSize  = 0; 

n void*  pO u t pu t Bu f f e r = NULL; 
n unsigned  Long  MyReturnCode  = 


SUCCESS; 


BOOL  Sign) 


n ifCJTicket) 
n { 

n n Ticket=1; 


n n pCLipboardData  = Re t r i e ve C L i pboa r d D a t a ( h wnd , & C L i pboa r d F o r ma t , 
naanDaonanan  &d w D a t a S i z e ) ; 


D □ 

a Q 

a □ 

□ □ 

□ a 

a n 

□ a 

Q Q 

n n 

□ n 

□ n 

□ n 

o a 


if(pCLipboardData) 


{ 

D 

a 

D 

n 

□ 

□ 

□ 

Q 

B 

a 

B 


i f ( C L i pboa r d Fo rma t ==  CF_TEXT) 

{ 

n unsigned  short  Wo r d W r a pT h r e s h o L d = 80; 

n ifCWeNeedToWordWrapCaWordWrapThreshoLd)) 
n { 

n B char*  s z W r a ppe dBu f f e r = NULL; 

n B i f ( ST ATU S_ S U C C E S S ==  W r a pBu f f e r ( 8 s z W r a pp ed Bu f f e r , 
BBBBBBBBBB  pCLipboardData, 
BBBBBBBBBB  W o r d W r a p T h r e s h o L d ) ) 

B B { 

n B B DWORD  d w W r a ppe d S i z e = s t r L e n ( s z W r a p p e dBu f f e r ) ; 
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Actions. c 


n n Q n 
n □ n n 
n n □ n 


n i f C d wDa t a S 1 ze  < d w W r a p p ed S i z e ) 
n -C 

n n pgpRea L L oc ( &pC L i pboa rd Da t a , d w W ra pped S i z e + 1); 


d n 
Q n 
n □ 
n a 
□ n 
n Q 


□ n 
n n 
n n 
u n 
n n 
n n 


n 

n 

n 

n 

n 

n 


B 

B 

B 

B 

B 

B 


n i f ( p C L i pboa r d D a t a ) 
a { 

a a s t r cpy ( pc L i pboa rdDa t a , s z W ra pp edBu f f e r ) ; 
a a dwDataSize  = dwWrappedSize; 
a > 

> 


a B B a 

B B B B 

fl  B B B 


B 

B 


> 


B 

> 


pgpFree(szWrappedBuffer); 


B B 
B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B fl 
B B 
B a 
fl  B 
fl  fl 


ReturnVaLue  = En c L y p t o rEn c ry p t S i gn ( hwnd,  p C L i pboa rd D a t a , 
B B B B B a dwDataSize,  &p0 u t pu t Bu f f e r , 

B a B B B B &dwOutputSi ze.  Encrypt,  Sign);B 

i f (ReturnVa Lue  ==  S TAT U S_S U C C E S S ) 

B / / V E r r o rOu t ( f g _p 1 n k,  " % s \ n " , ( c ha r * ) pOu t pu t Bu f f e r ) ; 


B 


B 


B B a 


S t 0 r e C L i pboa r d D a t a ( h wnd , pOutputBuf f er,  dwOutputSi ze) ; 


fl  B 

fl  B 

fl  fl 

B B 

B B 


B B B pgpFreeCpOutputBuffer); 

B B > 

a > 

a pg p F r e e ( p C L i p boa rd Da t a ) ; 

> 


a a Ticket  =0; 
a > 

a return(HyReturnCode); 

> 


unsigned  long  DoDe c r y p t ( H WN D hwnd) 
i 

B DINT  ReturnVaLue  = 0; 

B DINT  C L i pboa r d F o rma t = 0; 

B void*  p C L i pboa r d D a t a = NULL; 
a DWORD  dwDataSize  = 0; 

B DWORD  dwOutputSize  = 0; 

a void*  pOu t pu t Bu f f e r = NULL; 

B unsigned  Long  HyReturnCode  = SUCCESS; 

a ifCITicket) 
a i 

B B Ticket=1; 

a a pc L i pboa rdData  = Re t r i e ve C L i pboa r d Da t a < h wnd , &C L i pboa r d Fo rma t , 
B B B B B B B B B B B B fidwDataSize); 

a B i f ( pC L i pboa r d Da t a ) 

B fl  -C 

B B B i f ( C L i pboa rd F o rma t ==  CF_TEXT) 

B B B < 
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Q 0 
0 0 
0 0 
O 0 
0 0 
0 0 
//n  o 
0 0 
0 0 
n □ 
D □ 

n a 


a a ReturnValue  = E n c L y p t o r D e c ry p t Ve r i f y ( h wnd , p C L i pboa rd Da t a , 
nnnnnnnnnn  dwDataSize,  &pOu t pu t Bu f f e r , 
nnnnnnnnnn  &d wO u t pu t S i z e ) ; n 
□ □ 

n n ifCReturnVaLue  ==  STATUS_SUCCESS) 
n n { 

n n n S t o r e C I i p b oa r d D a t a ( h wnd , pO u t p u t Bu f f e r , dwDataSize); 

n n n pgpFree(pOutputBuffer); 

n n > 

n > 

n pgpFree(pClipboardData); 

> 


n n Ticket=0; 
n > 

n r e t u r n ( My R e t u r n C od e ) ; 

> 


unsigned  Long  Do Add  Key ( H W N D hwnd) 

{ 

o DINT  ReturnValue  = 0; 

n UINT  C L i pboa rd Fo rma t = 0; 
n void*  p C L i pboa r d Da t a = NULL; 

n DWORD  dwDataSize  = 0; 

□ DWORD  dwOutputSize  = 0; 

a void*  pOutputBuffer  = NULL; 

a unsigned  Long  HyReturnCode  = SUCCESS; 


n ifC!Ticket) 
n { 

n n Ticket=1; 

a n pC L i pboa rdData  = R e t r i e v e C L i pboa rd Da t a ( h wn d , &C L i pboa rd Fo rma t , 
□ QDaDaDanaaa  Sd  w Da  t a S i z e ) ; 


n Q 

□ □ 

n □ 

□ a 

n n 

□ □ 

n Q 

D Q 

n n 

D n 

a n 

n Q 

Q □ 

n n 

n Q 

□ a 

□ n 

n n 

n D 

Q □ 

Q □ 

□ a 

n > 


if(pCLipboardData) 

{ 

n i f ( C L i pboa r d F o rma t ==  CF_TEXT) 
n { 

n n ReturnValue  = E n c L y p t o r Add  Key ( h wnd , p C L i pboa r d Da t a , dwDataSize); 

Q D 

n n ifCReturnVaLue  ==  ST ATU S_S UC C ES S ) 
n n { 

a a a M e s s a g e Bo X ( h w n d , 

a n n a "PGP  successfully  added  the  key(s)  to  your  keyring.", 

n n a a "PGP  - Add  Key",  MB_0K); 

a a } 

a a else 

a a { 

n a a He s s a g e Box ( h wnd , 

n a a a "PGP  failed  to  add  the  key(s)  to  your  keyring.", 

a a a a "PGP  - Add  Key",  HB_0K | HB_ I C ON W A R N I N G ) ; 

a a > 

a > 

n pg p F r e e ( p C L i pboa r d D a t a ) ; 

} 

Ticket  = 0; 
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n return(HyReturnCode); 

> 


Actions. c 


unsigned  Long  Do  La u n c h Key s ( H WN D hwnd) 

{ 

n HKEY  hkey; 

n UINT  ReturnVaLue  = 0; 

n UINT  CLipboardFormat  = 0; 

n void*  p C L i pboa r d Da t a = NULL; 

n DWORD  dwDataSize  = 0; 

c DWORD  dwOutputSize  = 0; 

n void*  pOutputBuffer  = NULL; 

n unsigned  long  MyReturnCode  = SUCCESS; 


n ifChwnd) 

n n ; /*Avoid  W4  warning*/ 

nDnannancanDDD 


a if (ERROR_SUCCESS  ==  Reg  Ope n Key E x ( H KE Y_ C U R R E NT_U S E R , 
nnnnnnnnn  " So f t wa r e \ \ PG P \ \ PG P \ \ PG P k ey s " , 

nnnnnnnnn0,  KE Y_ A LL_ AC C E S S , 8h key  ) ) 
n { 

a a DWORD  Size, Type; 
n n char  s z Pa t h C H AX_P ATH ] ; 


n n Size  = s i z e o f ( s z Pa t h ) ; 
n n i f ( R egOue ry Va L ue Ex ( h key , 


□ 

n 

Q 

D 

n 

n 

"ExePath", 

n 

□ 

n 

□ 

n 

n 

NULL, 

n 

□ 

n 

n 

n 

n 

SType, 

n 

n 

n 

D 

n 

n 

(BYTE*)szPath, 

n 

n 

n 

n 

n 

n 

SSize)  ==  ERROR 

n 

n 

i 

n 

n 

a 

strcatCszPath, 

" /s"); 

n 

n 

n 

WinExecCszPath 

, SW_SH0W); 

n 

n 

> 

n 

a 

else 

n 

n 

i 

n 

n 

n 

/ * S ome 

kind  of 

error  handling* 

n 

n 

> 

n r e t u rn { My Re t u r n C od e ) ; 

> 
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Actions,  h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#ifndef  ACTI0NS_H 

//define ACTI0NS_H 

unsigned  Long  Do E n c r y p t ( H WN D hwnd,  BOOL  Encrypt,  BOOL  Sign); 
unsigned  Long  DoOecryptCHWND  hwnd); 
unsigned  Long  Do Ad d Key ( H W N D hwnd); 
unsigned  Long  Do  La u n c h Key s ( H WN D hwnd); 

//endif  /*  ACTI0NS_H*/ 
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CONERROR.C 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

//pragma  warning  (disabLe  : 421  4 4201  41  1 5 451  4) 

SincLude  <windows.h> 

//pragma  warning  (defauLt  : 421  4 4201  41  1 5) 

//incLude  <stdarg.h> 

#incLude  <direct.h> 

#incLude  <stdio.h> 

BOOL  SizeSet  = FALSE; 

DWORD  E r r o r Ou t ( c h a r * text, WORD  attrib); 

DWORD  LogCchar*  text,  ...); 

DWORD  E r r o r Ou t ( c h a r * text, WORD  attrib) 

{ 

n DWORD  NumBytesWritten; 
n CONSOLE_SCREEN_BUFFER_INFO  csbi; 
n COORD  CursorPos; 

a COORD  ScreenSize; 

n HANDLE  consoLe; 

n ALLocConsoLeC); 

n SetConsoLeTitLeC" Debug  ConsoLe"); 
n consoLe  = G e t S t d H a nd L e ( S T D_OU T PUT_H AN D L E ) ; 
ifCconsoLe  ==  I N V A LI D_H AN D LE_ V A LU E ) 

n n HessageBoxCNULL," Invalid  Handle  Returned  by  GetStdHandLe()",0,MB_OK); 

n if(!SizeSet) 
n { 

n n ScreenSize. X = 80; 

n n ScreenSize. Y = 50; 

a o S e t Con s o L e S c r e enBu f f e r S i z e ( con s o L e , S c r e e n S i z e ) ; 

n n SizeSet  = TRUE; 

a > 

n if(attrib) 

n n SetConsoLeTextAttributeCconsoLe, attrib); 

n W r i t e F i L e ( c on  so L e , text,  s t r L e n ( t ex t ) , &N umBy t e s W r i 1 1 e n , NULL); 

n i f ( * ( t ex t + s t r L e n ( t e X t ) ) ==  '\n') 

n { 

n n G e t Con s o L e S c r e e nBu f f e r I n f o ( c o n so L e , Scsbi); 

n n CursorPos  = c s b i . d w C u r s o r Po s i t i on ; 
n n CursorPos. X = 0; 

n n CursorPos. Y +=  1; 

n n S e t C o n s o L e C u r s o r Po s i t i o n C c on s o L e , C u r s o r Po s ) ; 

n } 
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n return  N umBy t e s W r i t t e n ; 

> 

DWORD  V E r r o r 0 u t ( WO R D attrib,char*  text,  ...) 

{ 

n va_List  argptr; 
tJ  DWORD  NumBytesWri  tten; 
n CONSOLE_SCREEN_BUFFER_INFO  csbi; 
n COORD  CursorPos; 

COORD  ScreenSize; 
n HANDLE  console; 
n char  0 u t p u t C 32 * 1 0 2 4+2 D ; 
n int  size; 

n //initialize  argptr 

n va _ s t a r t ( a r g p t r , t e X t ) ; 

n size  = w v s p r i n t f ( Ou t pu t , t e x t , a r g p t r ) ; 
n va_end ( a rgpt r ) ; 

n AllocConsoleC); 

n SetConsoleTitleC"  Debug  Console"); 
a console  = G e t S t d H a nd  I e ( S T D _0 UT PUT_ H AN D LE ) ; 
n ifCconsole  ==  I N V A L I D_H AN D L E_ V A LU E ) 

n n MessageBoxCNULL," Invalid  Handle  Returned  by  GetStdHandle()",0,MB_OK); 

a ifClSizeSet) 
n { 

a n ScreenSize. X = 80; 

n n ScreenSize. Y = 500; 

n n S e t C o n s o I e S c r e e nBu f f e r S i z e ( c on s o I e , S c r ee n S i z e ) ; 
n n SizeSet  = TRUE; 

n } 

n if(attrib) 

a n SetConsoleTextAttributeCconsole,attrib); 

n W r i t e F i I e ( c on s o I e , Output,  size,  &N umBy t e s W r i 1 1 e n , NULL); 

n Log  (Output); 

n i f C * ( t e x t + s t r I e n ( t ex t ) ) ==  '\n') 
n { 

n Ge t C on  so  I eS c r eenBu f f e r I n f o ( conso I e , Scsbi); 

n n CursorPos  = c s b i . d w C u r s o r Po s i t i on ; 

n n CursorPos. X = 0; 

a n CursorPos. Y +=  1; 

n n SetConsoleCursorPositionCconsole, CursorPos); 

n } 

n return  N umBy t e s W r i t t e n ; 

} 
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DWORD  Log(char*  text,  ...) 

{ 

n va_List  argptr; 

n FILE*  file; 

B char  Ou t pu t C 32 * 1 024  + 2 ] ; 

B DWORD  NumBytesWri tten; 

B DWORD  size; 

B char  f i I e n a me C M AX_P AT H ] ; 
B char  *Path  = filename; 

B static  int  opened  = 0; 


B //initialize  argptr 


B va _ s t a r t ( a r g p t r , t e X t ) ; 

B size  = w V s p r i n t f ( Ou t pu t , t e X t , a r g p t r ) ; 


B va_end(argptr); 

B _g e t c wd ( f i I ename , HAX_PATH); 

B strcat  (filename,  "Wiff.log"); 

B //b  HessageBoxCNULL, filename, "Name  of  the  log  file",MB_0K); 
B i f ( ! opened ) 

B { 

B B opened  = 1 ; 

B n file  = fopen  (filename,  "w"); 

B > 

B else 

B { 

B n file  = fopen  (filename,  "a"); 

B > 

B NumBytesWri tten  = fprintf  (file.  Output); 

B fclose  (file); 

B return  N umBy t e s W r i t t e n ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

//  Header  FiLe  for  consoLe  error  output 
//  Mark  ELrod 

//  Monday,  February  12  5:58  a.m.  Yikes!!! 


//  foreground  coLors 
#define  fg_bLuenn  n 

^define  fg_greenn  n 

#define  fg_redn  n n 

^define  fg_orange  n 
^define  f g_b r i t e_g r e e n 
#define  fg_navy_bLue 

#define  f g _u n c _b L uean 
#define  fg_cyannn  n 

n n n n □ Q 


FOREGROUND_BLUE 

FOREGROUND_GREEN 

F0REGR0UND_RED 

FOREGROUND_RED  nn  | 

FOREGROUND_GREEN  a | 
FOREGROUND_BLUE  n | 

FOREGROUND_BLUE  n | 

FOREGROUND_BLUE  a | 

I FOREGROUND_INTENSITY 


FOREGROUND_INTENSITY 

FOREGROUND_INTENSITY 

FOREGROUND_INTENSITY 

FOREGROUND_GREEN 
FOREGROUND  GREEN  n\ 


#define  fg_purpLe 
#define  fg_pink 
□ n n a Q 


n FOREGROUND_BLUE  n | F 0 R EG RO U N D_R E D 
FOREGROUND_BLUE  n | F 0 R EG R 0 U N D_R E D 
n I FOREGROUND_INTENSITY 


n \ 


#define  fg_puke 
#define  fg_yeLLown  n 
n Q n n n □ 


FOREGROUND_GREEN  a | FO R E G RO U N D_ R E D 
FOREGROUND_GREEN  n | F 0 R E G RO U N D_ R E Dn 
I FOREGROUND_INTENSITY 


\ 


#def i ne 
Q n 
#def i ne 
#def  i ne 
#def i ne 


fg_whi te 
nan 
f g_g  rey 
f 9_dk_grey 
fg_bLack 


n F0REGR0UND_RED  n|  F OR  EG RO U N D_B LU E n \ 
n I FOREGROUND_GREENn  | F 0 R E G ROU N D_ I NT E N S I T Y 
n F0REGR0UND_RED  n|  F 0 R EG RO U N D_B LU E | F 0 R E G RO U N D_G R E E N 

FOREGROUND_INTENSITY 

BACKGROUND_BLUE  | B A C KG ROU N D_G R E E N | B AC  KG ROU N D_R E D 


#define  fg_hiLiten  n 


FOREGROUND_INTENSITY 


//background  coLors 

//def  i ne 

bg_b  L uenn 

n 

#def  i ne 

bg_g  reenn 

□ 

#def i ne 

bg_redn  n 

n 

BACKGROUND_BLUE 

BACKGROUND_GREEN 

BACKGROUND_RED 


#define  bg_orange  n 
(/define  bg  _b  r i t e_g  r e e n 
Sdefine  bg_navy_bLue 


BACKGROUND_RED  n|  B AC  KG RO U N D _ I NT E N S I T Y 
BACKGROUND_GREEN  n | B A C KG RO U N D_ I NT E N S I T Y 
BACKGROUND_BLUE  n | B A C KG ROU N D_ I NT E N S I T Y 


#define  bg_un c_b L u e nn 
//define  bg_cyannn  n 
n n n n n n 


BACKGROUND_BLUE  n | B A C KG RO U N D_G R E E N 
BACKGROUND_BLUE  n | B A C KG R 0 U N D_G R E E N n\ 
I BACKGROUND_INTENSITY 


//define  bg_purpLe 
//define  bg_pink 
n n n n n 


n BACKGROUND_BLUE  n | B A C KG RO U N D_ R E D 

BACKGROUND_BLUE  n | B AC  KG RO U N D_R E D n\ 

n I BACKGROUND_INTENSITY 


//define  bg_puke 


BACKGROUND_GREEN  n | B AC  KG RO U N D_ R E D 
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#def i ne 

bg_y e L town 

n 

BACKGROUND_GREEN  n | BACKGROUND, 

REDn 

\ 

D D 

non 

n 

1 BACKGROUND_INTENSITY 

#d  e f 1 n e 

bg_whi te 

n 

BACKGROUND_RED  n|  B AC  KG RO U N D_B LU E 

n \ 

Q □ 

n n □ 

n 

1 BACKGROUND_GREENn  | BACKGROUND, 

INTENSITY 

//define 

bg_g  rey 

n 

BACKGROUND_RED  n|  B A C KG ROU N D,B LU E 

1 

BACKGROUND, GREEN 

//def  i ne 

bg_dk_grey 

BACKGROUND, INTENSITY 

//def  i ne 

bg_b  L a c k 

FOREGROUND, RED  n|  FO R EG ROU N D,B LU E 

n \ 

n D 

n n n 

n 

1 FOREGROUND, GREENn  | FOREGROUND, 

INTENSITY 

//def  i ne 

bg_hi Litea 

n 

BACKGROUND, INTENSITY 

DWORD  vErrorOutCWORD  attrib,  char*  text,  ...); 
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ClipBoard.c 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

#pragma  warning  CdisabLe  : 4214  4201  4115  4514) 

#incLude  <uindows.h> 

#pragma  warning  (defauLt  : 4214  4201  4115) 

#incLude  <assert.h> 


#incLude  "..\incLude\config.h 
#incLude  " . . \ i n c L u d e \ pg pmem . h 


void*  R e t r i e V e C L i p bo  a r d D a t a ( H WN D hwnd,  DINT*  p C L i pboa r d Fo r ma t , DWORD*  pDataSize) 
{ 

n void*  ReturnVaLue  = 0; 

n DWORD  dwBufferSize  = 0; 

n void*  pLoca L DataBuf f er  = NULL; 
n void*  pC L i pboa rdBuf f e r = NULL; 
n HANDLE  h C L i pboa r d D a t a = NULL; 


o //  See  if  we  can  gain  access  to  the  cLipboard 
n i f ( Ope n C L i pboa rd ( h wnd  ) ) 
a { 

n n *pCLipboardFormat  = CF_TEXT; 

n n h C L i pboa r d Da t a = G e t C L i p boa r d D a t a ( *p C L i p boa r d F o r ma t ) ; 


n n i f ( h C L i pboa r dDa t a S&  I s C L i pboa r d F o r ma t A va i L a b L e ( C F _T EXT ) ) 
n n { 

n n n dwBufferSize  = G L oba L S i z e ( h C L i p boa r d Da t a ) ; 


n n n 
□ □ n 
n B a 


//  For  Some  Reason  Windows  is  returning  1 bytes  more  than  the  data 
//  and  it  is  not  a NULL  Byte  ...grrrrrr 
dwBufferSize  — ; 


n B B //vErrorOut(fg_white,  "BufferSize  = %Lu\n",  dwBufferSize); 


n B B p C L i p boa r d Bu f f e r = G L oba L Lo c k ( h C L i p boa r d Da t a ) ; 


B B B 
B B B 
B B B 
B B B 
B B B 


if(pCLipboardBuffer) 

{ 

B pLocaLDataBuffer  = pgpALLocCdwBufferSize  + 1); 

B mems e t ( p Lo c a L D a t a Bu f f e r , '\0',  (dwBufferSize  + 1) 

n a n b b b b b b *sizeof(BYTE)); 


B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 
B B 


i f (pLoca  LDataBuffer) 

{ 

n *pDataSize  = dwBufferSize; 

n memcpyCpLocaLDataBuffer,  pCLipboardBuffer,  dwBufferSize); 
B i f ( s t r L e n ( ( c h a r *)  pLocaLDataBuffer)  < dwBufferSize) 

B B *pDataSize  = strLenCCchar  *)  pLocaLDataBuffer); 


B B B B B 

B B B B > 


ReturnVaLue  = pLocaLDataBuffer; 


B B B B 


GLobaLUnLock(hCLipboardData); 
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n 

n 

B 

} 

n 

n 

> 

n 

n 

else 

n 

n 

i 

n 

n 

B 

if  ( ! 

hC  L i 

pboardData)  /*There's  nothing  on  the  clipboard.*/ 

u 

a 

B 

n 

a 

B 

□ 

ReturnVaLue  = pgpALLocd); 

n 

n 

B 

n 

mem s e t ( R e t u r nVa L u e , '\0',  1); 

n 

n 

B 

> 

Q 

a 

B 

else 

n 

n 

B 

n 

n 

B 

B 

/*UINT  LastFormat  = 0; 

n 

Q 

B 

B 

char 

textCI 500D ; 

n 

n 

B 

B 

char 

formatC100] ; 

Q 

n 

B 

B 

strcpy(text,  ” Available  Formats: 

\ n \ n " ) ; 

Q 

□ 

B 

B 

w h i 1 e ( La s t F 0 r ma t = EnumC 1 i pboa r d Fo rma t s ( La s t F o rma t ) ) 

Q 

B 

B 

B 

n 

B 

B 

B 

B 

switch(LastFormat) 

Q 

B 

B 

B 

B 

i 

s 

B 

B 

B 

B 

B 

case  CF_TEXT: 

n 

B 

B 

B 

B 

B 

n w s p r i n t f ( f o r ma  t , 

"CF 

_TEXT\n" ) ; 

□ 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_BITMAP: 

n 

B 

B 

B 

B 

B 

n ws p r i n t f ( f o r ma t , 

"C  F 

_BITMAP\n" ) ; 

□ 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_METAFILEPICT: 

n 

B 

B 

B 

B 

B 

n w s p r i n t f { f o r ma  t , 

"C  F 

_HETAFlLEPICT\n" ); 

a 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF.SYLK: 

a 

B 

B 

B 

B 

B 

n w s p r i n t f ( f o r ma  t , 

"C  F 

_SYLK\n" ) ; 

n 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_DIF: 

n 

B 

B 

B 

B 

B 

n H s p r i n t f ( f o r ma  t , 

"CF 

_ D I F \ n " ) ; 

n 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_TIFF: 

D 

B 

B 

B 

B 

B 

n w s p r i n t f ( f o r ma  t , 

"CF 

_TIFF\n"); 

Q 

B 

B 

B 

B 

B 

n break; 

D 

B 

B 

B 

B 

B 

case  CF_0EHTEXT: 

n 

B 

B 

B 

B 

B 

n wsp r i n t f ( f 0 rma t , 

"C  F 

_0EriTEXT\n"); 

u 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_DIB: 

□ 

B 

B 

B 

B 

B 

n w s p r i n t f ( f o r ma  t , 

"CF 

_DIB\n"); 

a 

B 

B 

B 

B 

B 

n break; 

n 

B 

B 

B 

B 

B 

case  CF_PALETTE: 

D 

B 

B 

B 

B 

B 

n w s p r i n t f ( f 0 r ma  t , 

"CF 

_PALETTE\n"); 

□ 

B 

B 

B 

B 

B 

n break; 

Q 

B 

B 

B 

B 

B 

case  CF_PENDATA: 
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n 

n 

n 

□ 

□ 

B 

n wsp r i n t f ( f 0 rma t , 

"CF 

_PENDATA\n"); 

n 

n 

n 

n 

Q 

B 

n break; 

n 

n 

n 

n 

n 

B 

case  CF_RIFF: 

□ 

n 

n 

n 

□ 

B 

n w s p r i n t f ( f 0 rma t , 

"CF 

_RI F F\n"  ) ; 

n 

n 

n 

n 

□ 

B 

n break; 

n 

n 

n 

n 

n 

B 

case  CF_WAVE: 

n 

n 

n 

n 

a 

B 

n ws p r i n t f C f 0 rma t , 

"CF 

_WAVE\n"); 

c 

n 

n 

n 

n 

fl 

n break; 

n 

n 

n 

n 

n 

B 

case  CF_UNICODETEXT: 

n 

n 

n 

n 

□ 

B 

a u s p r i n t f ( f 0 r ma  t , 

"CF 

_UNIC0DETEXT\n"  ) ; 

a 

□ 

n 

a 

a 

B 

a break; 

n 

n 

□ 

n 

n 

B 

case  CF_ENHMETAFILE: 

n 

n 

□ 

n 

n 

B 

a w s p r i n t f ( f 0 r ma t , 

"CF 

_ENHMETAFILE\n"); 

n 

n 

n 

n 

□ 

B 

a break; 

n 

n 

n 

n 

Q 

B 

case  CF_HDR0P: 

n 

n 

n 

n 

n 

B 

a ws p r i n t f ( f 0 rma t , 

"CF, 

_HDR0P\n"); 

n 

n 

□ 

n 

Q 

B 

a break; 

B 

B 

fl 

n 

a a default: 

B 

B 

fl 

fl 

a a a w s p r i n t f ( f o r ma t , "%lu  (Private  Format)\n", 

B 

□ 

B 

B 

a a a a a LastFormat); 

B 

fl 

B 

fl 

a a a break; 

fl 

B 

B 

B 

a } 

fl 

B 

fl 

fl 

a strcatCtext,  format); 

fl 

fl 

fl 

fl 

} 

fl 

fl 

B 

B 

MessageBoxCNULL,  text,  "Available  Formats",  HB_0K); 

fl 

fl 

B 

fl 

*pClipboardFormat  = LastFormat; 

fl 

B 

fl 

B 

*/ 

fl 

B 

B 

fl 

HessageBox(NULL,B  "This  version  of  PGP  only  supportsNn 

B 

fl 

B 

B 

a a a a a "encrypting  text  on  the  clipboard.". 

B 

B 

B 

fl 

a a n n n 0,HB_OK); 

fl 

□ 

B 

> 

fl 

B 

> 

B 

B 

C L 0 s e C l 

i pboa  rd  ( ) ; 

fl 

> 

fl 

e 

L se 

fl 

i 

fl 

B 

M e s s a g eBox ( h wn d , " A no t h e r Application  is  busy  with  the\n" 

fl 

fl 

fl 

fl 

a a "clipboard.  Attempt  this  operation  afterXn" 

fl 

fl 

fl 

fl 

a a "this  application  completes  its  use  of  the\n" 

fl 

fl 

fl 

fl 

a a "clipboard.",  "Clipboard  Busy",  HB_0K); 

fl 

> 

fl 

> 

return 

ReturnVa  Lue; 

void  S t o r e C L i pboa r d D a t a ( H W N D hwnd,  void*  pData,  DWORD  dwDataSize) 
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{ 

a HANDLE  h C L i pboa rd Da t a = NULL; 
n void*  p C L i p boa rdBu f f e r = NULL; 
n UINT  CLipboardFormat  = CF_TEXT; 

n assert(pData); 


if(pData) 

{ 

a i f ( OpenC L i pboa rd ( hwnd ) ) 
n { 

n n 1 f ( Empty C L i pboa rd () ) 
n n { 

n n n i f ( C L i pboa rd Fo rma t 

n n n { 

a n n n h C I i pboa r d D a t a 

□ Donnnnn 

n n n > 


#ifdef  SUPPORT_NON_TEXT 
n n n n else 

□ D n □ { 

n n n n n h C L i pboa r d Da t a 

□ annnnnnQ 

n n n n > 

#endi f 


==  CF_TEXT) 

= GLobaLALLoc(GHEM_nOVEABLE  | 
n n n dwDataSize  + 1); 


= Globa LAL Loc (GMEH_HOVEABLE  | 
n o n dwDataSize); 


GHEH_DDESHARE, 


GMEM_DDESHARE, 


if(hCLipboardData) 

{ 

n pCLipboardBuffer  = nGLobaLLock(hCLipboardData); 


n n 

□ □ 

n a 

n D 

□ n 

□ □ 

□ n 

a □ 


□ n 

n n 

n n 

□ a 

n n 

□ a 

n n 

□ □ 


n 1 f ( p C I i p boa r dBu f f e r ) 

n { 

a a memcpylpCLipboardBuffer,  pData,  dwDataSize); 
a a i f ( C L i pboa rd Forma t ==  CF_TEXT) 
n n { 

a n n *((char  *)  pCLipboardBuffer  + dwDataSize)  = '\0'; 

n n } 

a a G L oba L Un L oc k ( hC L i pboa r d Da t a ) ; 


n a 

n D 

a n 

a a 

a n 

a a 

□ D 

Q a 

n a 

n a 

Q a 

a n 

n a 

a a 

a > 

} 


a n n n SetCLipboardDataCCLipboardFormat,  hCLipboardData); 

□ a a } 

a a } 

a } 

a //  Close  the  clipboard  when  we  are  done  with  it. 
a C L oseC L i pboa rd ( ) ; 

> 

else 

{ 


Q 

n 

n 

□ 

> 


MessageBoxlhwnd, 
n □ n n 

a a a a 

n a a a 


Another  Application  is  busy  with  the\n" 
clipboard.  Attempt  this  operation  afterXn" 
this  application  completes  its  use  of  the\n 
clipboard.",  "Clipboard  Busy",  MB_0K); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

void*  Re t r i e ve C L i p boa r d Da t a ( H W N D hwnd,  UINT*  p C L i p b o a r d F o r ma t , 

B n n n n n n DWORD*  pDataSize); 

void  S t o r e C L i pboa r d D a t a ( H WN D hwnd,  void*  pData,  DWORD  dwDataSize); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

* 

* $Id$ 

*/ 

//  project  defines 


#def i ne 

STATUS_SUCCESSn  n n 0x0000000 

#d  e f i ne 

STATUS  FAILUREn  n n 0x0000001 

#def i ne 

WM  TASKAREA_MESSAGEnn  WH_USER  + 1 

//define 

KEYIDLENGTH  20 

//define 

USERIDLENGTH  512 

//define 

HAX_RETRIES  100 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc. 

★ 

* $Id$ 

*/ 

#ifndef  _ERR_H 
^define  _ERR_H 

#define  SUCCESS  0 


#define  E R R_U S E R_N 0T_ F 0 U N D 1 
#define  E R R_ R E C 0 R D_T 00_ L A RG E 2 
#define  E R R_ F I L E_ E R RO R 3 
#define  ERR_N0_MEM  4 
#define  E R R_U N KN 0 W N_ R E S OU R C E 5 
#define  E R R_ V A LU E_ N 0T_ F 0 U N D nn  6 
^define  E R R_B A D_P A R AM  7 


#endif  //  ERR  H 


ALL  rights  reserved. 

J 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

^pragma  warning  CdisabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

^pragma  warning  (defauLt  : 4214  4201  4115) 

#incLude  <assert.h> 


#incLude  "define. h" 

#incLude  "..\incLude\config.h" 

SincLude  ". .\incLude\pgpkeydb.h" 

#incLude  ". .\incLude\pgpcomdLg.h" 

UINT  Enc Lyptor AddKey ( HWND  hwnd,  void*  pinput,  DWORD  dwInSize) 

{ 

n UINT  ReturnVaLue  = ST ATU S_ F A I LU R E ; 
n PGPKeySet  *RingSet; 

a PGPKeySet  *NewKeySet; 

n PGPError  error; 

n i f ( hwnd ) 

n n ; /*Avoid  W4  Warning*/ 
n a s s e r t ( p I n pu t ) ; 

pgpLiblnitC); 

RingSet  = pg pOpe n D e f a u L t Key R i ng s ( TRU E , NULL); 

n if(RingSet) 
n { 

n n NewKeySet  = pgpImportKeyBuffer((BYTE*)pInput,  dwInSize); 

n n i f ( NewKeySet ) 

a a { 

#if  In  //>>>  pre-existing  code 

n n a error  = pgpAddKeysCRingSet,  NewKeySet); 

#eLsen  //>>>  PG P c omd L gflue ry Ad d Key s changes  ... 

ana  error  = PG Pc omd L gQu e ry AddKey s ( hwnd , RingSet,  NewKeySet); 
#endifn  //<<<  PG P c omd L gflue r y Add  Key s changes  ... 


a a 
a a 
a a 
a a 
a a 
a a 
a a 
a a 
a a 
a a 

a a 
a a 


CCCHK: 


n ifCerror  ==  PGPERR_0K) 
a { 

a a error  = pgp Comm i t Key R i ng C h a ng e s ( R i ng S e t ) ; 
a a 

n a ifCerror  ==  PGPERR_0K) 
a a { 

a a a ReturnVaLue  = ST ATU S_S U C C E S S ; 

a a a PG P c omd L g No t i f y Key r i ng C h a ng e s ( Ge t C u r r e n t P r o c e s s I d ( ) ) ; 

a a > 

a > 

a pg p F r e e Key S e t ( N e wKey S e t ) ; 

> 
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n n pgpFreeKeySet(RingSet); 
n > 

n pgpLibCLeanupC); 

n return  ReturnVaLue; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

UINT  EncLyptorAddKeyCHWND  hwnd,  void*  pinput,  DWORD  dwInSize); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

Spragma  warning  (disabLe  : 4214  4201  4115  4514) 

#incLude  <uindows.h> 

#pragma  warning  (defauLt  : 4214  4201  4115) 


#incLude 

<assert . h> 

#i nc  Lude 

".  .\incLude\config.h" 

SincLude 

".  .\incLude\pgprecip.h" 

#i nc  Lude 

".  .\incLude\pgpkeydb.h" 

#incLude 

".  .\incLude\pgpcomdLg.h 

#i nc  Lude 

".  .\incLude\spgp.h" 

# i n c L ude 

".  .\incLude\pgpphrase.h 

SincLude 

".  .\incLude\pgpmem.h" 

#incLude 

" define. h" 

#i nc  Lude 

"EncLyptorDecryptVeri fy 

#incLude 

"CLipboard.h" 

#i nc  Lude 

"messagest  ri ngs . h" 

#incLude 

" e r r s . h " 

static  unsigned  Long  R e A L L o c An d C opy ( c h a r **Dest,  char  *Source); 

UINT  Enc L y p t o r De c ry p t Ve r i f y ( H WN D hwnd,void*  plnput, DWORD  dwInSize, 
n n n n n n n void**  ppO u t p u t , D WO R D * pOutSize) 

{ 

n UINT  ReturnVaLue  = S T ATU S_ F A I LU R E ; 
n UINT  PassPhraseReturn  = PG P PH R A S E_0K; 

n char  *EnteredOrCachedPhrase  = NULL,  EmptyPhraseC23  = "\0"; 
a char  *Pa s s P h r a s eToU s e = Empty Ph ra se; 
n char  SignerC256Il; 

n char  S i g na t u r e Da t e C 64 5 ; 

n char  S i g n a t u r e Re s u L t Bu f f e r C 5 1 2 3 ; 
n DWORD  RetryCount  = 0; 

n UINT  Re c e i ve R e t u r n = 0; 

n UINT  S i g na t u r e Re s u L t = 0; 

n unsigned  short  N utnPa  s s p h r a s e s Req  u e s t ed  = 0; 
n char  Temp E r r o r H e s s a g e C 1 02 4 3 ; 

n assert(plnput); 

« assert(ppOutput); 

n //  Check  for  expiration 

a if  (PGPcomdLgEvaLExpi redChwnd,  PG PC OM D LG_ A LLE X P I R E D ) ) 
n { 

n n PGPcomdLgErrorHessage(PGPCOHDLG_EXPIRED); 

a a return  STATUS_ FAILURE, ■ 

n } 

n *ppOutput  = NULL; 

n *pOutSize  = dwInSize  * 2; 

n if(*pOutSize  < 65535) 

[:i:CHK:604d3d6e2bbf13fc6661  874007704ea893afbf3fbffedde3c21  661  1 22eca93b4133 
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n { 

n n *pOutSize  = 65535; 
n > 


n 

n 

□ 

n 

Q 

n 


do 

n if (*ppOutput ) 
n { 

n n pgpFree(*ppOutput); 
n > 


n n 

D n 

n □ 

Q □ 

n □ 

n □ 

□ □ 

a □ 

n □ 

□ □ 

n n 

□ Q 

n n 


i f (Recei veReturn  ==  S I M P L E PG P_B A DKE YP A S S PH R AS E || 

Recei veReturn  ==  S I H P L E PG P_B A D C ON V E NT  I ON A LP A S S PH R A S E ) 

{ 

n /*Looks  Like  they  entered  a wrong  passphrase. 

n *A  more  common  scenario  is  that  they  actually  HAVE  a passphrase;  we 

n *try  NO  passphrase,  first,  in  case  that  works, 

n * / 

n i f ( E n t e r e do r C a c h e d Ph r a s e ) 

n { 

n n /*Free  Last  bad  passphrase,  if  any*/ 

n a PGPFreePhrase(EnteredOrCachedPhrase); 

n n E n t e r ed 0 r C a c h e d P h r a s e = NULL; 
n > 


n 

n 

B 

if  (! 

NumPassphrasesRequested) 

□ 

n 

B 

i 

Q 

n 

B 

B 

i f 

(Recei veReturn  ==  S I MP LE PG P_B AD KE YP AS S PH R A S E ) 

n 

n 

B 

B 

B 

PassPhraseReturn  = PG PGe t C a c h ed Ph r a s e (hwnd. 

n 

n 

B 

B 

B 

fl 

fl 

n n n "Enter  passphrase  for  private  key:". 

n 

n 

B 

B 

B 

B 

fl 

n n n FALSE, 

□ 

n 

B 

B 

B 

fl 

fl 

n n n & E n t e r e dO r C a c h ed P h r a s e ) ; 

n 

B 

B 

B 

e L 

s e 

□ 

B 

B 

B 

B 

PassPhraseReturn  = PG PGe t C a c hed Ph r a s e (hwnd. 

n 

B 

B 

B 

fl 

B 

B 

n n n "Enter  decryption  passphrase:". 

n 

B 

B 

B 

B 

fl 

fl 

n n n FALSE, 

n 

B 

B 

B 

B 

B 

B 

n n n &EnteredOrCachedPhrase); 

u 

B 

B 

> 

n 

B 

B 

else 

n 

B 

B 

B 

PassPhraseReturn  = PG PGe t Ca c h ed Ph ra s e (hwnd. 

n 

B 

B 

B 

B 

B 

B 

n "The  entered  or  cached  phrase  was  incorrect.". 

n 

B 

B 

B 

B 

B 

fl 

n TRUE, 

a 

B 

B 

B 

fl 

B 

fl 

n SEnteredOrCachedPhrase); 

n n n Pa s s Ph r a s eToU s e = E n t e r edO r C a c h ed Ph r a s e ; 

n n n ++NumPassphrasesRequested; 

n n } 

n n else 

n n n Pa s s Ph r a s e Re t u r n = PGPPHRASE_OK; 


n n *ppOutput  = pgpA L I oc ( ( *pOut S i ze  + 1)  * s i zeof ( c h a r ) ) ; 

c n memset(*ppOutput,  '\0',  (*pOutSize  + 1)  * sizeof(char)); 

□ a 

n n if(*ppOutput  8&nPa s s Ph r a s e Re t u r n ==  PG P PH R A S E_OK ) 
n n { 

n n n //Try  to  encrypt: 

n n n R e c e i v e R e t u r n = S i mp I e PG PR e c e i v eBu f f e r ( 
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n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

hwnd. 

□ 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

p I n pu  t , 

□ 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

dMlnSize,H  n n 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

"Message", 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

*pp0utput. 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

(unsigned  int  *)  pOutSize, 

u 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

PassPhraseToUse, 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

strLen(PassPhraseToUse), 

a 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

(int  *)  8 S i g na t u r e R e s u L t , 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

Signer, 

u 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

sizeof(Signer), 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

(unsigned  char  *)  S i g n a t u r e D a t e , 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

sizeof(SignatureDate), 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

n n n n 

□ 

B 

B 

i 

fCReceiveReturn 

= 

= 0) 

□ 

B 

B 

B 

ReturnVaLue 

= 

STATUS 

SUCCESS 

/ 

H n > 


n n i f (Recei veReturn  !=  S I M P L E PG P_B A D KE Y P AS S P H R A S E &S 

n n Recei veReturn  !=  S I M P L E PG P_B A D C 0 N V E NT  I 0 N A LP A S S PH R AS E ) 

n n a ++RetryCount; 


a 

a 

a 


n 

□ 


>whi  Le( (Recei veReturn  ==  S I M P L E PG PR E C E I V E BU F F E R_OUTPUTBU F F E RTOO S M A L L || 
n n Recei veReturn  ==  S I M P L E PG P_B A DKE Y P A S S P H R AS E | | 

a n Recei  veReturn  ==  S I M P L E PG P_B A D C ON V E NT  1 0 N A LP A S S P H R A S E ) &S 

n n RetryCount  < MAX_RETRIES  && 

n n PassPhraseReturn  ==  PGPPHRASE_OK); 


n i f ( En t e redo r Ca chedPh ra se ) 

n n PGPFreePhrase(EnteredOrCachedPhrase); 

n i f ( PassPhraseReturn  !=  PG PP H R A S E_U S E RC A N C E L ) { 

n n i f ( PG P c omd L g E r r o r ToS t r i n g ( Re c e i ve R e t u r n , T emp E r r o r M e s s a g e , 

nnnnnnnnn  s i z eof  ( Temp E r r o r Me s s a g e ) ) ) 

B n { 

B B B DispLayDecryptionResuLtsChwnd,  TempErrorHessage); 

B B > 

B B else 

B B { 

B B B StoreCLipboardDataChwnd,  *ppOutput,  *pOutSize); 

B B B i f ( PGPcomd L gT ran s L a t e S i gna t u re Resu L t ( S i g na t u r e Re su L t , 


B 

B 

B 

B 

B 

B 

B 

B B 

B 

n Signer, 

B 

B 

B 

B 

B 

B 

B 

B B 

B 

n Si gnatureDate, 

B 

B 

B 

B 

B 

B 

B 

B B 

B 

n SignatureResuLtBuffer, 

B 

B 

B 

B 

B 

B 

B 

B B 

B 

n sizeof(SignatureResuLtBuffer))) 

B 

B 

B 

{ 

B 

B 

B 

B 

DispLayDecryptionResuLts(hwnd,  SignatureResuLtBuffer); 

B 

B 

B 

} 

B 

B 

B 

else 

B 

B 

B 

B 

B 

B 

B 

DispLayDecryptionResuLts(hwnd,  "Decryption  Successful."); 

B 

B 

fl 

> 

B 

B 

> 

B 

> 

B return  ReturnVaLue; 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

UINT  E n c L y p t o r D e c r y p t V e r i f y ( H WN D hwnd,void*  pinput, DWORD  dwInSize, 
n n n n n n void**  ppOu t pu t , D WOR D * pOutSize); 

UINT  D i s p L ay De c r y p t i on  Re s u L t s ( H W N D hwnd,  char  * D e c r y p t i o n R e s u L t s ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc. 

* 

* $ld$ 

*/ 

/*4514  is  "unreferenced  inline  func"*/ 

#pragrna  warning  (disable  : 421  4 4201  41  1 5 451  4) 

4115) 


All  rights  reserved. 


#include 

<wi ndows . h> 

#p  ra  gma 

warning  (default  : 4214  4201 

#include 

<assert . h> 

^include 

.\include\config.h" 

#i  nc  lude 

.\include\PGPRecip.h" 

#include 

.\include\pgpkeydb.h" 

#i  nc  lude 

.\include\pgpcomdlg.h" 

#i nc 1 ude 

.\include\spgp.h" 

#i nc 1 ude 

.\include\pgpphrase.h" 

# i nc 1 ude 

.\include\pgpMem.h" 

#i nc lude 

"define. h" 

#include 

"enclyptorkeydb.h" 

#i nc  lude 

"resource. h" 

extern  HINSTANCE  g_hinst; 

BOOL  Ge t Rec i p i en t s I nf o ( HUN D hwnd. 


a 

n 

n 

n 

Q 

RECIPIENTDIALOGSTRUCT  **prds. 

n 

Q 

a 

n 

n 

DWORD 

PGPF  lags. 

n 

n 

n 

□ 

Q 

DWORD 

Di sableFlags); 

BOOL  Ge t S i gn Ph ra s e ( H UN D hwnd, 

n n n n char  ** E n t e r e d 0 r C a c h ed P h r a s e , 

n n n n unsigned  long  * Pa s s P h r a s e Le n , 

n n n n unsigned  short  * Pa s s Ph r a s e C ou n t , 

n n n n char  *szSignKey, 

n n n n UINTuFlags); 

UINT  En c I y p t o r En c ry p t S i gn ( H WN D hwnd, void*  pinput, DWORD  dwInSize, 
n n n n void**  ppOu t p u t , D WO R D * pOutSize,  BOOL  Encrypt,  BOOL  Sign) 
{ 

n UINT  ReturnValue  = ST ATU S_ F A I LU R E , LibReturn  = PGPERR_0K; 
n PRECIPIENTDIALOGSTRUCT  prds  = NULL; 
a char  * E n t e r e dO r C a c h ed Ph r a s e = NULL; 
n unsigned  long  Pa s s Ph r a s e Le n = 0; 
n unsigned  short  Pa s s Ph r a s e C o u n t = 0; 
n char  szSi gnKeyCKEYIDLENGTH  + 1]  = "\0"; 
n BOOL  UserCancel  = FALSE; 

a assert(plnput); 
n a s s e r t ( ppO u t p u t ) ; 
n assertCSign  ||  Encrypt); 


// 
i f 
{ 

D 

□ 

> 


Check  for  expiration 

C PGPcomd I gEva I Expired (hwnd,  PGPCOMDLG_ENCRYPTSIGNEXPIRED)) 

PGPcomdlgErrorHessage(PGPCOMDLG_EXPIRED); 
return  S TAT U S_ FAILURE; 


[CCHK:604d3d6e2bbf4a10c5549ffbb850218e9200b89b61f5400a53301a138867482fd]: 


1019 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


EnclyptorEncryptSign.c 


n 

it 

ppOutput 

- 

NULL; 

n 

it 

pOutSi ze 

= 

dwInSize  * 2; 

n 

i 

f ( *p0ut  S i 

z e 

! < 65535) 

n 

i 

n 

B 

*p0utSize  = 65535; 

n 

> 

n 

1 

fCEncrypt) 

n 

{ 

n 

B 

UserCanceL  = Ge t Re c i p i en t s I nf o ( hwnd , 

D 

B 

B 

fl 

D □ n □ □ Sprds, 

n 

B 

fl 

fl 

n n n n n PGP_ENCRYPT  | PGP_ A S C 1 1 _ ARMOR , 

□ 

B 

B 

fl 

n n n n H D 1 S AB LE_ AS C I I _ A RMO R ) ; 

n 

> 

n 

if(  lUserCanceL) 

n 

{ 

s 

B 

DWORD 

RetryCount  = 0; 

n 

B 

do 

n 

B 

n 

fl 

B 

i f ( S 1 gn ) 

n 

B 

fl 

n 

B 

fl 

B 

UINT  uPhraseFLags  = 0; 

n 

B 

fl 

fl 

if  (prds  &&  (prds->dwPGPFLags  & PG P_ AT LE A STON E R S AKE Y ) ) 

Q 

B 

B 

fl 

a UPhraseFLags  |=  PG PC  OH D LG_R S A ENC R Y PT ; 

n 

B 

fl 

fl 

UserCanceL  = Ge t S i g n Ph r a s e C h w nd , 

n 

B 

fl 

fl 

n n n n n n 8 En t e r edO r C a c h e d Ph r a s e , 

n 

B 

fl 

B 

n n n n n n 8 Pa  s s Ph  r a s e Le n , 

n 

B 

fl 

Q 

n n n n n n 8Pa s s Ph r a s e C oun t , 

n 

B 

fl 

fl 

n n n n n B szSignKey, 

n 

B 

fl 

fl 

B B B B B B UPhraseFLags); 

n 

B 

B 

> 

n 

B 

fl 

e L 

s e 

n 

B 

fl 

C 

n 

B 

fl 

B 

PassPhraseLen  = 0; 

n 

B 

fl 

fl 

EnteredOrCachedPhrase  = NULL; 

n 

B 

fl 

> 

n 

B 

B 

1 f ( ! 

UserCanceL) 

n 

fl 

fl 

Q 

fl 

B 

fl 

i f (*ppOutput ) 

n 

fl 

fl 

fl 

i 

n 

B 

fl 

□ 

B pgpFree(*ppOutput); 

n 

fl 

fl 

fl 

} 

n 

fl 

fl 

fl 

*ppOutput  = pg p A L L 0 c ( *pOu t S i z e * s i zeof ( c h a r ) ) ; 

a 

B 

B 

fl 

memset(*ppOutput,  '\0',  *pOutSize  * sizeof(char)); 

□ 

fl 

B 

fl 

ifC*ppOutput) 

n 

B 

fl 

fl 

{ 

□ 

B 

fl 

B 

B i f C En  c ryp t ) 

n 

fl 

B 

fl 

B { 

n 

fl 

fl 

fl 

B B LibReturn  = S i mp L e PG P E n c ry p t Bu f f e r ( b 

n 

B 

fl 

fl 

B B B B B hwnd. 

n 

fl 

B 

B 

B B B B B pinput. 

n 

fl 

fl 

fl 

B B B B B dwInSlZe,B  B B 
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n 

B 

B 

fl 

B 

B 

fl 

□ 

fl 

"Message", 

a 

B 

fl 

B 

fl 

fl 

fl 

B 

B 

*pp0utput. 

n 

B 

fl 

B 

fl 

fl 

B 

fl 

fl 

(unsigned  int  *)  pOutSize, 

□ 

B 

B 

B 

B 

fl 

fl 

fl 

fl 

Sign,B  n b //  Sign  it? 

Q 

B 

B 

B 

fl 

fl 

fl 

fl 

fl 

//  Armor  it? 

n 

B 

fl 

B 

fl 

fl 

fl 

fl 

B 

Cprds->dwPGPFLags  S PG P_ A S C 1 1 _ A RMO R ) , 

n 

B 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

TRUE,b  n b //  Text  Mode  = On 

n 

B 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

FALSE, B anil  Not  IDEA  only 

n 

B 

fl 

B 

fl 

B 

fl 

B 

fl 

TRUE,b  nail  Use  untrusted  keys 

n 

B 

B 

fl 

fl 

fl 

fl 

fl 

fl 

prds->szReci pi ents. 

n 

B 

fl 

B 

fl 

fl 

fl 

fl 

fl 

szSignKey, 

n 

fl 

B 

fl 

fl 

fl 

fl 

fl 

fl 

s t r L en ( s z S i gnKey ) , B //  s t r L e n ( S i g n e r Id) 

n 

B 

B 

fl 

B 

B 

fl 

fl 

B 

EnteredOrCachedPhrase, 

a 

B 

B 

fl 

fl 

fl 

fl 

fl 

fl 

PassPhraseLen, 

u 

B 

B 

B 

fl 

fl 

B 

B 

fl 

NULL,  //IDEA  password 

u 

B 

B 

fl 

fl 

fl 

B 

fl 

fl 

0,  "",  ""); 

n 

B 

B 

fl 

fl 

> 

Q 

B 

fl 

B 

B 

else 

□ 

B 

B 

B 

fl 

Q 

B 

B 

fl 

fl 

B 

LibReturn  = 

S i mp L e PG P S i g nBu f f e r (b 

Q 

B 

B 

fl 

fl 

fl 

B 

B 

B 

hwnd,B  H n //  handle 

n 

B 

B 

fl 

fl 

fl 

B 

fl 

B 

pInput,BB  n //  input 

u 

B 

B 

fl 

fl 

fl 

B 

fl 

fl 

dwInSize,B  b //  input  sizeB 

n 

B 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

" Message ",B  a //  name  of  buffer 

n 

B 

B 

fl 

fl 

fl 

fl 

fl 

fl 

*ppOutput,B  B //  ouput 

□ 

B 

B 

B 

fl 

fl 

fl 

fl 

B 

(unsigned  int  *)  pOutSize,B  //  output  size 

u 

B 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

TRUE,b  anil  Armor  it? 

n 

B 

B 

fl 

fl 

B 

fl 

fl 

fl 

TRUE,b  anil  TextMode  = On 

n 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

fl 

FALSE, B anil  Signature  Only 

Q 

B 

fl 

fl 

B 

fl 

fl 

fl 

fl 

TRUE,b  anil  clear  sign 

□ 

B 

B 

fl 

fl 

fl 

fl 

fl 

B 

szSignKey,B  n //  Signer  Id  (char*) 

□ 

fl 

fl 

B 

fl 

B 

fl 

B 

fl 

s t r 1 e n ( s z S i g n Key ) , B //  s t r 1 en ( S i g n e r Id) 

□ 

B 

fl 

fl 

fl 

fl 

fl 

B 

fl 

EnteredOrCachedPhrase, 

Q 

fl 

fl 

fl 

fl 

fl 

fl 

B 

fl 

PassPhraseLen, 

Q 

B 

fl 

fl 

B 

fl 

fl 

fl 

fl 

" " ) ; 

tt 

B 

fl 

fl 

fl 

> 

a 

B 

B 

fl 

□ 

s w i 

tchCLibReturn) 

n 

B 

B 

fl 

fl 

< 

a 

B 

fl 

fl 

fl 

fl 

case 

0: 

n 

fl 

B 

fl 

fl 

fl 

fl 

ReturnVaLue  = STATUS_SUCCESS; 

n 

fl 

fl 

fl 

B 

fl 

B 

*p0utSize  +=  1;  /*Make  room  for  a NULL*/ 

n 

fl 

B 

fl 

B 

n 

fl 

break; 

n 

fl 

fl 

fl 

fl 

B 

case 

SIMPLEPGP_RNGNOTSEEDED: 

□ 

B 

fl 

fl 

fl 

B 

B 

i f ( PGPcomd L g Random  (hwnd. 

Q 

B 

fl 

fl 

fl 

fl 

n 

B 

fl 

B B B S i mp  1 e PG P Ra ndomN e ed ed ( h wnd  ) ) 

B 

B 

fl 

fl 

fl 

n 

B 

fl 

fl 

B ==  PGPCOMDLG_CANCEL) 

B 

B 

fl 

B 

fl 

fl 

fl 

B 

UserCanceL  = TRUE; 

B 

B 

fl 

fl 

fl 

B 

fl 

break; 

B 

fl 

fl 

fl 

fl 

fl 

case 

SIHPLEPGP_BADKEYPASSPHRASE: 

B 

fl 

B 

fl 

fl 

fl 

B 

break; 

/*Do  nothi ng*/ 

B 

B 

B 

fl 

B 

fl 

default; 

B 

B 

fl 

fl 

fl 

B 

B 

PGPcomdLgErrorMessage(LibReturn); 
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s 

□ 

a 

a 

□ □ a 

++RetryCount; 

n 

n 

a 

a 

□ HD 

break; 

Q 

n 

a 

a 

n } 

□ 

a 

a 

a 

> 

n 

a 

a 

> 

Q 

a 

}wh i 1 e 

((LibReturn  = 

= SIMPLEPGPENCRYPTBUFFER_OUTPUTBUFFERTOOSHALL 

n 

a 

a 

a 

LibReturn  = 

= SIMPLEPGPSIGNBUFFER_OUTPUTBUFFERTOOSMALL  | | 

n 

a 

a 

a 

LibReturn  = 

= SIHPLEPGP_RNGNOTSEEDED  | | 

n 

a 

a 

a 

LibReturn  = 

= SIHPLEPGP_BADKEYPASSPHRASE)  SS 

u 

a 

a 

a 

!UserCancel 

SS 

n 

a 

a 

RetryCount 

< HAX_RETRIES); 

n 

> 

n 

a 

a 

a 

n i f ( En t e redo r Ca c h edPh ra se  ) 

n n PGP F ree Ph ra s e ( Ent e redo rCa c hedPh ra se ) ; 

n if(prds) 
n { 

n n i f ( p r d s ->  s z R e c i p i e n t s ) 

n n n pg  p F r e e ( p r d s ->  s z R e c i p i e n t s ) ; 

n n pg  p F r e e ( p r d s ) ; 

n > 

n return  ReturnVaLue; 

> 


BOOL  GetRecipientsInfoCHWND  hwnd, 

n n n D n R E C I P I E NT D I A LOG  ST RU C T **prds, 

n n n n n DWORD  PGPFLags, 

□naan  DWORD  D 1 s a b L e F L a g s ) 

{ 

n BOOL  UserCanceL  = FALSE; 

n DINT  Re c i p i e n t R e t u r n = RC PT_ D LG_E R ROR_S U C C E S S ; 


n assert(prds); 


n *prds  = (PRECIPIENTDIALOGSTRUCT)  pg p A L L o c ( s i z eo f ( R E C I P I E NT D I A LOG  ST RU C T ) ) ; 
n if(*prds) 
n { 

D n do 

n a { 

a a a memset(*prds,  '\0',  sizeof(RECIPIENTDIALOGSTRUCT)  ); 


a a a ( *p r d s ) -> s V e r s i on  = R C PT_ D LG_V E R S I ON ; 

a a a ( * p r d s ) ->  h w n d P a r e n t = hwnd; 

a a a ( * p r d s ) ->s zT i t L e = "PGP  - Key  Selection  Dialog"; 

a a a ( * p r d s ) ->d w PG P F I a g s = PGPFlags; 

a a a ( * p r d s ) ->d w D i s a b I e F I a g s = D i sa b I e F I a g s ; 


RecipientReturn  = PGPRecipientDialog(*prds); 


a a 
a a 
a a 
a a 
a a 
a a 


a i f ( Rec i pi ent Return  ==  R C PT_ D LG_ E RR0R_ S U C C E S S SS 
a a a a ! ( *p r d s ) ->d wNumRe c i p i e n t s ) 

a a MessageBox(NULL,n  "In  order  to  Encrypt  you  must  chooseXn" 
a a a a a a a "at  least  one  recipient.",  "No  Recipients", 

a a a a a a a MB_0K | MB_ I C ON W A RN I NG  ) ; 

> w h i I e ( Re c i p i e n t Re t u r n ==  R C PT_ D LG_ E R RO R_S U C C E S S SS 
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n a a !(*prds)->dwNumRecipients); 

a a i f ( Reci pi ent Return  !=  R C PT_ D LG_ E R RO R_S U C C E S S ) 
a a a UserCanceL  = TRUE; 
a } 

a r e t u r n ( U s e r C a n c e L ) ; 

} 

BOOL  G e t S i g n Ph r a s e ( H WN D hwnd. 


□ 

n 

B 

char  ** E n t e r e d 0 r C a c h e d P h r a s e , 

Q 

n 

B 

unsigned  Long  * Pa s s Ph r a s e Le n , 

S 

B 

B 

unsigned  short  *Pa s s Ph r a s e C ou n t 

n 

B 

fl 

char  *szSignKey, 

n 

B 

B 

UINT  uFLags) 

a BOOL  UserCancel  = FALSE; 
a BOOL  ForceEntry  = FALSE; 
a char  Ph  r a s eT  i t L e C 2 56 II  ; 

a assert(EnteredOrCachedPhrase); 
a a s s e r t ( Pa s s Ph r a s e Len ) ; 

a assert(szSignKey); 

a i f ( * E n t e r edO r C a c h e d Ph r a s e ) 

a { 

a a PG  P F r e e P h r a s e ( * E n t e r e do  r C a c h ed Ph  r a s e ) ; 

a a *EnteredOrCachedPhrase  = NULL; 

a } 

a i f ( Pa s s Ph r a s e C ou n t &S  *Pa s s P h r a s e C o u n t > 0) 

a { 

a a LoadString(g_hinst,  IDS_WRONG_PHRASE,  PhraseTitLe,  sizeof(PhraseTitLe)); 

a a ForceEntry  = TRUE; 

a > 
a else 

a a Loa d S t r i n g C g _h i n s t , I D S _ E NT E R_P H R A S E , PhraseTitLe,  s i zeof ( Ph ra seTi t L e ) ) ; 

a i f C PG PG e t S i g n C a c h ed Ph r a s e (hwnd. 


B 

B 

B 

B 

B 

B 

B 

PhraseTitLe, 

B 

B 

B 

B 

B 

B 

B 

ForceEntry, 

B 

B 

B 

B 

B 

B 

B 

EnteredOrCachedPhrase, 

B 

B 

B 

B 

B 

B 

B 

s z S i g nKey , 

B 

B 

B 

B 

B 

B 

B 

NULL, 

B 

B 

B 

B 

B 

B 

B 

NULL, 

B 

B 

B 

B 

B 

B 

B 

uFLags)  !=  PGPPHRASE_OK) 

B 

{ 

B 

B 

UserCancel 

= TRUE; 

B 

> 

B 

else 

B 

i 

B 

B 

* 

PassPhraseLen 

= ( uns i 

gned  Long)  strLen(*EnteredOrCachedPhrase); 

a } 

a i f ( Pa s s Ph r a s e C oun t ) 
a n ++ ( * Pa s s Ph r a s e Cou n t ) ; 

a r e t u r n ( U s e r C a n c e L ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 
*/ 


UINT  E n c L y p t o r E n c r y p t S i g n ( H WN D hwnd,void*  pinput, DWORD  dwInSize, 
n n n n n n void**  ppO u t p u t , D WO R D * pOutSize, 

n n n n n n BOOL  Encrypt,  BOOL  Sign); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inline  func"*/ 

#pragma  warning  (disable  : 4214  4201  4115  4514) 

#incLude  <uindows.h> 

//pragma  warning  (default  : 421  4 4201  41  1 5) 

#incLude  <assert.h> 

#incLude  "..\incLude\config.h" 

#incLude  ". .\incLude\pgpkeydb.h" 

#incLude  " define. h" 

//include  " en  c I y p t o r key  d b . h " 


BOOL  We N e edTo Wo r d W r a p ( u n s i g n ed  short*  Wo r d W r a pT h r e s ho L d ) 

{ 

n Long  Value  = 76; 

n BOOL  bWordWrap  = FALSE; 

n pgpLoadPrefs  (); 

n pgpGetPrefBooLean(kPGPPrefMai LWordWrapEnable,  (Boolean*)8bWordWrap); 

a if(bWordWrap) 

n { 

n n pg  pG  e t P r e f N umb  e r ( k PG  PP  r e f Ha  i I Wo  r d W r a p W i d t h , SValue); 

n n * Wo r d W r a pT h r e s h o L d = (unsigned  short)  Value; 

n } 

n return  bWordWrap; 

> 
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EnclyptorKeyDB.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

BOOL  We N e edT o Wo r d W r a p ( u n s i g n ed  short*  Wo r d W r a pT h r e s h o L d ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

^pragma  warning  (disabLe  : 4214  4201  4115  4514) 

#incLude  <uindows.h> 

(/pragma  warning  (defauLt  : 421  4 4201  41  1 5) 

#incLude  <stdio.h> 

#incLude  <assert.h> 


# 

n 

n\ 


n c L ude 
n c L ud e 
nc  Lude 


. .\incLude\config.h" 

. .\incLude\pgpkeydb.h" 
. .\incLude\pgpcomdLg.h 


U\ 

ft 

ft 

#i 

ffi 

ft 

ffi 

ft 

ffi 

U 

//i 


n c L ud e 
nc  L ude 
n c L u d e 
nc  Lude 
n c L u d e 
nc  Lude 
nc  L ude 
nc  L ude 
nc  L ude 
nc  Lude 
nc  L ude 


define. h" 
resource . h" 
cLipboard.h" 
encLyptorkeydb. h" 
wordwrap. h" 

EncLyptorEncryptSign.h" 
Enc  LyptorDecryptVeri fy  . h 
EncLyptorAddKey.h" 
EncLyptorViewCLipboard.h 
viewers. h" 
actions. h" 


extern  HINSTANCE  g_hinst; 
extern  HICON  hIconKey; 
extern  BOOL  IsTed; 

static  void  Popu pT a s kba r Menu ( H W N D hwndTarget,  BOOL  I nPGPOpe ra t i on  ) ; 
static  void  GetHe LpFi LePath  (char  *HeLpFiLe,  DWORD  H e L p F i L e S i z e ) ; 

LRESULT  CALLBACK  E n c L y p t o r P r o c C H WN D hwnd,  DINT  msg,  WPARAM  wParam, 
nnnnnnnn  LPARAH  LParam) 

{ 

n static  char  HeLpFiLeCHAX_PATH  + 13  = "\0"; 
n static  BOOL  I n PG POpe r a t i on  = FALSE; 
n 

n switch(msg) 
n { 

n n case  WH_CREATE: 

n n { 

n n n return0; 

n n } 

n n case  WM_QUERYOPEN : 

Q a { 

n n a return0; 

a a } 

n a case  WM_T A S KA RE A_M E S S AG E : 

a a { 

n a a UINT  uID  = (UINT)  wParam; 

a a a UINT  uHouseMsg  = (UINT)  LParam; 


ECCHK: 604d3d6e2599bbcc4f df de4f 2544ad996bba56a1  1 d7beb22df4ee459ee3a1e9b6]: 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Ck)od  Privacy,  Inc. 


1028 


EnclyptorProc.c 


n 

B 

B 

i 

f(uMouseMsg  ==  WH_ RBUTTON DO W N ) 

B 

B 

B 

{ 

B 

B 

B 

B 

switch(uID) 

B 

B 

B 

B 

i 

B 

fl 

B 

B 

B 

case  1 : 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

n SHORT  ALtKeyState  = 

B 

B 

B 

B 

B 

n SHORT  CtrLKeyState 

□ n □ □ o □ 

□ □ a □ n n 


CtrLKeyState  = GetAsyncKeyState(\/K_CONTROL); 
ALtKeyState  = G e t As y n c Key S t a t e C VK_M E N U ) ; 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

fl 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

/ /b 

B 

B 

//B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

fl 

B 

B 

B 

B 

B 

fl 

B 

B 

> 

n □ 

n a 

a □ 

□ a 

n n 

n D 

D □ 

n n 

n D 

□ □ 

n a 

n > 


n 1 f ( ( C t r L Ke y S t a t e S 0x8000)  &S 
n a (ALtKeyState  S 0x8000)  SS  IsTed) 

n { 

n n PLaySoundC CLPCSTR)  WAV_TED3,  g_hinst,  S N D_R E S OU R C E ) ; 
n } 
n e L s e 
n { 

n D PopupTaskbarMenuChwnd,  InPGPOperation); 

n > 

n return  0; 

} 


> 

else  ifCuMouseMsg  ==  WM_LBUTTON DOWN ) 
{ 


n switch(uID) 
n { 


n n easel: 
n n { 

n n n Popu pTa s kba r He n u ( h wnd , InPGPOperation); 

a a n Po s t H e s s a g e C h wnd , WH_COHHAND, 

n n n n a n (WPARAH)ID_LAUNCHPGPKEYS,  0); 

n n n return0; 

n □ > 

n > 

> 


break; 


n n case  WM_COHHAND: 


B 

B 

B 

fl 

B 

switchCwParam) 

fl 

fl 

fl 

B 

B 

fl 

fl 

case 

ID_ENCRYPT: 

fl 

B 

fl 

fl 

{ 

B 

fl 

fl 

B 

fl 

InPGPOperati on 

= TRUE; 

B 

B 

fl 

fl 

B 

DoEncryptChwnd, 

TRUE,  FALSE); 

fl 

B 

B 

B 

fl 

InPGPOperation 

= FALSE; 

B 

fl 

B 

fl 

B 

break; 

fl 

fl 

B 

B 

> 

B 

fl 

fl 

B 

case 

ID_SIGN : 

B 

B 

fl 

fl 

{ 

B 

B 

B 

B 

fl 

InPGPOperation 

= TRUE; 

B 

B 

fl 

B 

B 

DoEncryptChwnd, 

FALSE,  TRUE); 

fl 

B 

B 

B 

B 

InPGPOperation 

= FALSE; 
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n 

B 

B 

B 

fl 

break; 

n 

B 

B 

B 

} 

n 

B 

B 

B 

case 

ID_ENCRYPTSIGN: 

□ 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

InPGPOperation  = TRUE; 

n 

B 

B 

B 

B 

D 0 E n c ry p t ( h wnd , TRUE,  TRUE); 

□ 

B 

B 

B 

fl 

InPGPOperation  = FALSE; 

D 

B 

B 

B 

B 

break; 

Q 

B 

B 

B 

> 

n 

B 

B 

B 

case 

ID_DECRYPTVERIFY: 

n 

B 

B 

B 

{ 

n 

B 

B 

B 

fl 

InPGPOperation  = TRUE; 

n 

B 

B 

B 

fl 

DoDecrypt(hMnd)  ; 

n 

B 

B 

B 

fl 

InPGPOperation  = FALSE; 

n 

B 

B 

B 

B 

break; 

a 

B 

B 

B 

> 

n 

B 

B 

B 

n 

B 

B 

B 

case 

ID_ADDKEY : 

n 

fl 

B 

B 

{ 

Q 

B 

B 

B 

B 

InPGPOperation  = TRUE; 

n 

B 

B 

B 

fl 

DoAddKeyChwnd); 

n 

B 

B 

B 

fl 

InPGPOperation  = FALSE; 

n 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

B 

case 

ID_LAUNCHVIEWER: 

n 

B 

B 

B 

{ 

n 

B 

B 

B 

fl 

LaunchExternaLViewer(hwnd); 

n 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

B 

n 

B 

B 

B 

case 

ID_VIEUCLIPBOARD: 

n 

B 

B 

fl 

{ 

n 

B 

B 

B 

fl 

LaunchlnternaLViewer(hwnd); 

Q 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

B 

case 

I D_WHATIS_TED1 : 

n 

B 

B 

B 

fl 

PLaySoundC (LPCSTR)  WAV_TED1,  g_hinst. 

SND 

_RES0URCE); 

n 

B 

B 

B 

B 

break; 

a 

B 

B 

fl 

case 

ID_WHATIS_TED2: 

n 

B 

B 

B 

fl 

PLaySoundC ( LPCSTR)  WAV_TED2,  g_hinst. 

SND 

.RESOURCE) ; 

a 

B 

B 

fl 

fl 

break; 

n 

B 

B 

fl 

case 

I D_LAUNCHPGPKEYS : 

n 

B 

B 

B 

{ 

Q 

B 

B 

B 

fl 

DoLaunchKeysChwnd); 

n 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

B 

case 

ID_PR0PERTIES : 

n 

B 

B 

B 

{ 

n 

B 

B 

fl 

B 

InPGPOperation  = TRUE; 

B 

B 

B 

fl 

fl 

PGPcomd L gP r ef e r ence s ( h wnd , 0); 

CCCHK: 
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n 

n 

Q 

n 

n InPGPOperation  = FALSE; 

n 

n 

n 

n 

n break; 

n 

u 

n 

n 

> 

tt 

n 

n 

n 

case  1 D_QUIT_ENCLYPTOR : 

u 

n 

n 

n 

{ 

n 

n 

n 

n 

n C L ea n u pTemp F i L e s ( ) ; 

n 

la 

□ 

□ 

a S e t Fo r eg roundU i ndow ( h wnd ) ; 

n 

n 

□ 

□ 

n PostMessageChund,  WM_CL0SE,  0,  0); 

n 

n 

□ 

n 

B break; 

n 

n 

n 

□ 

> 

n 

n 

n 

Q 

case  ID_HELP_T0PICS: 

n 

u 

n 

□ 

{ 

n 

n 

□ 

n 

B if(!(*HeLpFiLe)) 

n 

□ 

n 

n 

B { 

n 

□ 

n 

n 

B B Ge t He L p F i L e Pa t h ( He  1 p F i L e , sizeofCHelpF 

n 

Q 

n 

Q 

B > 

n 

n 

□ 

n 

B Wi nHe Lp( hwnd,  HeLpFiLe,  HELP_FINDER,  0); 

u 

□ 

n 

n 

} 

n 

n 

Q 

n 

□ o Q n 

n 

n 

n 

> 

n 

n 

□ 

break; 

Q 

Q 

> 

n 

□ 

n 

n 

case  WM_ 

ENDSESSION  : 

n 

n 

n 

n 

n 

CLeanupTenpFi  LesC); 

n 

n 

D 

break; 

n 

D 

> 

c 

n 

case  WM_ 

CLOSE : 

n 

a 

•Cn 

n 

n 

Q 

PostQui tHessage(0); 

□ 

n 

n 

a 

return  0; 

n 

□ 

> 

a 

> 

n 

return 

Def Wi ndowProc (hwnd,  msg,  wParam,  LParam); 

} 


static  void  PopupTa s kba rHenu ( HWND  hwndTarget,  BOOL  I n PG POpe ra t i on  ) 
{ 

n HHENU  hHenu  = NULL; 

n POINT  pt; 


n 

ifCIIsTed) 

n 

B hHenu  = 

LoadHenuCg_hinst, 

HAKEINTRESOURCE(IDH_ 

TASKBARHENU) ); 

n 

else 

n 

B hHenu  = 

LoadHenu(g_hinst, 

HAKEINTRESOURCE(IDH_ 

TEDBARHENU) ); 

o 

Ge t C u r so r Pos  ( &pt  ); 

n 

ifCInPGPOperation) 

n 

{ 

n 

B E n a b 1 e He n u I t em ( h He n u , 

Q 

n n Q 

B ID_ENCRYPTSIGN, 

CCCHK: 38331 bd2a9ff5404c54cc9f333bc0aac97728a4555b5111f6e55ff5ae0a6ea825]] 


1031 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


EnclyptorProc.c 


n n n n n MF_BYCOMMAND  | MF_GRAYED); 

n n Ena b I eMenu I t em ( hMenu, 

n n n n n I D_D E C R Y PT V E R I F Y , 

n n n n n HF_BYCOHMAND  | MF_GRAYED); 

n n E na b L eMen u I t em ( hMen u , 

n n n n n ID_ADDKEY, 

n n n n n MF_BYCOH«AND  | MF_GRAYED); 

n n EnabLeMenuItem(hl*lenu, 

n n n n n I D_PR0 P E RT I E S , 

n n n n n MF_BYCOHMAND  | MF_GRAYED); 

n > 

n hHenu  = G e t S u bM e nu ( hHe n u , 0 ) ; 
n SetForegroundWindow(hwndTarget); 

n T ra c kPopupMenu ( hMenu,  T PM_ L E FT A L I GN  | T PM_ L E FTBUTTO N , 
n n n n n pt.x,  pt.y,  0,  hwndTarget,  NULL); 

n D e s t roy Menu ( hMe n u ) ; 

} 


// I 

//  get  PGPkeys  path  from  registry  and  substitute  Help  file  name 


static  void  Ge t He L p F i I ePa t h (char  *HeLpFiLe,  DWORD  H e L p F i L e S i z e ) 

n HKEY  hKey; 

n LONG  (Result; 

n CHAR  sz[MAX_PATH3; 

n CHAR*  p; 

a DWORD  dwValueType,  dwSize; 

n assert(HeLpFiLe); 


n *HeLpFiLe  = '\0'; 


n 

□ 

□ 

n 

n 


L Re s u L t 

= 

RegOpenKey Ex 

( HKEY_CURRENT_USER, 

Q n 

n 

a 

n 

o 

"SoftwareWPGPWPGPWPGPkeys 

n o 

n 

n 

n 

n 

Q Q 

n 

D 

n 

n 

KEY_READ, 

D n 

Q 

n 

n 

n 

& h K e y ) ; 

n 

Q 

n 

n 

n 

□ 

n 

D 

D 

n 

Q 

n 

□ 

n 


if  ((Result  ==  ERROR_SUCCESS ) 

{ 

n dwSize  = HelpFileSize; 

n (Result  = R egClu  e ry  Va  ( ue  Ex  (hKey,  "ExePath",  NULL,  &d  w Va  ( u eTy  p e , 
n n n n n n n n (LPBYTE)He(pFi(e,  SdwSize); 

n RegCloseKey  (hKey); 

n p = strrchr  (HelpFile,  '\\'); 

n if  ( p ) 
n { 

n n P++; 

n n *p='\0'; 

n > 

n else  Istrcpy  (HelpFile,  ""); 

} 
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o Loadstring  (g_hinst,  I DS_H E LP F I LEN AH E,  sz,  sizeof(sz)); 
n Lstrcat  (HeLpFiLe,  sz); 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

LRESULT  CALLBACK  E n c L y p t o r P r o c ( H W N D hwnd,  UINT  msg,  WPARAH  uParam, 
n n n n n n n n LPARAMLParam); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

★ 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inline  func"*/ 

Spragma  warning  (disable  : 4214  4201  4115  4514) 

#include  <windows.h> 

#pragma  warning  (default  : 4214  4201  4115) 

#incLude  <assert.h> 

SincLude  "..\incLude\config.h" 

#include  "..\incLude\pgpmem.h" 

^include  "define. h" 

^include  "resource. h" 

char*  m_pDi a LogOutput  = NULL; 

DWORD  m_d w D i a L og Ou p u t S i z e = 0; 

extern  HINSTANCE  g_hinst; 

BOOL  WINAPI  C L i p boa r dV i e wP r o c ( H WN D hdlg,  UINT  uHsg,  WPARAM  wParam, 
nnnnnnnn  LPARAM  LParam); 


UINT  E n c L y p t o r V i e w C L i pb oa r d ( H W N D hwnd,  void*  pinput, DWORD  dwInSize, 
n n H n n n n void**  ppOutput,  DWORD*  pOutSize) 

{ 

n UINT  ReturnValue  = S T ATU S _ F A I LU R E ; 
n BOOL  DialogReturn  = FALSE; 
n char*  s z D i a L og I n pu t = NULL; 
n 

n assert(plnput); 
n a s s e r t ( ppOu t p u t ) ; 

n //  No  guarantee  our  data  is  null  terminated  so  Let's  do  that. 

n szDialoglnput  = (char*)  pgpALLoc  ( dwInSize  + 1); 

n i f ( s z D i a L og I n pu t ) 
n { 

n n memc py ( s z D i a L og I n pu t , pinput,  dwInSize); 

n n * ( s z D i a L og  I npu t + dwInSize)  = 0x00; 

n n DialogReturn  = D i a L og Bo x Pa r a m ( g_h i n s t , 

nnnnnnnn  H AKE I NT R E S OUR C E ( I D D_ C LI PBO A R D V I E W E R ) , hwnd, 
nnnnnnnn  C L i pboa r d V i e w P r o c , (LPARAM)  szDialoglnput); 

n n pgpFree(szDiaLoglnput); 

n } 

n i f ( D i a L ogRe t u r n &S  m_p D i a I og Ou t p u t ) 

n { 

n n *ppOutput  = m_pDiaLogOutput; 

n n *pOutSize  = m_dwDiaLogOuputSize; 

n n / / V E r r o r Ou t ( f g_wh i t e , "%s\n%d\n",  m_p D i a L og 0 u t pu t , m_dwDiaLogOuputSize); 
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n n ReturnVaLue  = S T ATU S_ S U C C E S S ; 
n } 

n return  ReturnVaLue; 

> 

BOOL  WINAPI  C L i pboa r d V i e wP r o c ( H WN D hdlg,  UINT  uMsg,  WPARAM  wParam, 


□ 

r 

u 

B 

B 

B 

n n n LPARAH  LParam) 

\ 

U 

static 

HWND 

hWnd 

= NULL; 

n 

s w i 

tch(uMsg) 

n 

{ 

□ 

n 

case  WM_ 

INITDIALOG : 

□ 

n 

n 

□ 

B 

if  ( ! 

hWnd  ) 

n 

n 

B 

i 

n 

n 

B 

B 

hWnd 

= hdLg; 

□ 

n 

B 

B 

if(LParam) 

□ 

n 

B 

B 

□ 

□ 

B 

B 

B 

SetWindowText(GetDLgItem(hdLg,IDC_EDITl ),  (char*) LParam); 

n 

n 

B 

B 

B 

Set  Focus(GetDLgItem(hdLg,IDC_EDIT1 ) ) ; 

□ 

o 

B 

B 

> 

Q 

n 

B 

> 

n 

n 

B 

else 

D 

n 

B 

n 

n 

B 

B 

char 

*ExistingBuffer; 

n 

Q 

B 

B 

i n t 

Buf f erSi ze; 

n 

Q 

B 

fl 

SetActiveWindowChWnd); 

n 

n 

B 

B 

BufferSize  = G e t W i n dowTe x t Leng t h ( Ge t D L g I t em ( h Wnd , IDC_EDIT1)); 

Q 

n 

B 

B 

i-f(BufferSize) 

n 

n 

B 

B 

D 

Q 

B 

B 

B 

E X i s t 1 ngBu f f e r = pg p A L L o c ( s i z eof ( c ha r ) * (BufferSize  + 1)); 

n 

a 

B 

B 

B 

if(ExistingBuffer) 

n 

a 

B 

B 

B 

( 

D 

n 

B 

B 

B 

n Ge t W i ndowTex t ( Ge t D L g I t em ( h Wnd , IDC_EDIT1), 

n 

n 

B 

B 

B 

n n n n n ExistingBuffer,  BufferSize); 

n 

a 

B 

B 

B 

n i f ( s t r cmp ( Ex i s t i ng Bu f f e r , (char  *)  LParam)  !=  0) 

□ 

a 

B 

B 

B 

n { 

n 

n 

B 

B 

B 

n n i f ( NessageBox ( hd L g , 

n 

a 

B 

B 

B 

n n n n n "The  CLipboard  Contents  have  " 

o 

n 

B 

B 

B 

n n a a a a "Changed.  ReLoad?", 

n 

n 

B 

B 

B 

a a a a a "PGP", 

D 

n 

B 

B 

B 

a a a a HB_ I C ONQU E ST  I ON  | MB_YESN0)  ==  IDYES) 

n 

Q 

B 

B 

B 

a a { 

n 

s 

B 

B 

B 

a a a S e t W i ndo wTe x t ( Ge t D 1 g I t em ( h W nd , IDC_EDIT1), 

n 

B 

B 

B 

B 

a a a a a a a (char  *)  LParam); 

n 

B 

B 

B 

B 

a a > 

u 

B 

B 

B 

B 

a > 

n 

B 

B 

B 

B 

} 

n 

B 

B 

B 

> 

a 

B 

B 

B 

SetActiveWindow(hWnd); 

n 

B 

B 

B 

End D i a L og ( hd L g , FALSE); 

n 

B 

B 

> 

n 

B 

B 

return  FALSE; 

□ 

B 

> 
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n 

a 

case 

1 WH_CL0SE: 

n 

a 

{ 

a 

a 

a 

hWnd  = NULL; 

a 

a 

a 

break; 

a 

a 

> 

a 

a 

case 

WM_SIZING : 

a 

a 

{ 

a 

a 

a 

LPRECT  pRect; 

a 

a 

a 

pRect  = (LPRECT) 

L Pa  r a m; 

a 

a 

a 

if(pRect->right  - 

pRect->Lef t < 200) 

a 

a 

a 

n pRect->right 

= pRect -> Left  + 200; 

a 

a 

a 

if(pRect->bottom 

- pRect->top  < 200) 

a 

a 

a 

n pRect->bottOfii 

= pRect->top  + 200; 

a 

a 

a 

break; 

a 

a 

> 

case  WM  SIZE: 


a 

a 

a 

a 

a 

unsigned 

short  Width,  Height; 

a 

a 

a 

Width  = 

LO wo R D ( L Pa r a m ) ; //  width  of  client  area 

a 

a 

a 

Height 

= 

H I WORD ( L Pa  ram ) ; //  height  of  client  area 

a 

a 

a 

SetWindowPos(GetDLgItem(hdlg,  IDC_EDIT1  ), 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

Width  - 10, 

a 

a 

a 

a 

a 

a 

Height  - 42, 

a 

a 

a 

a 

a 

a 

SWP_N0H0VE  1 SWP_N0Z0RDER ) ; 

a 

a 

a 

SetWindowPosCGetDLgltemChdlg,  IDCANCEL), 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

Width  - 79, 

a 

a 

a 

a 

a 

a 

Height  - 28, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

SWP_N0Z0RDER  | SWP_N0SIZE); 

a 

a 

a 

SetWindowPosCGetDLgItemChdLg,  IDOK), 

a 

a 

a 

a 

a 

a 

NULL, 

a 

a 

a 

a 

a 

a 

Width  - 1 66, 

a 

a 

a 

a 

a 

a 

Height  - 28, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

0, 

a 

a 

a 

a 

a 

a 

SWP_N0Z0RDER  | SWP_N0SIZE); 

InvalidateRectCGetDLgltemChdLg,  IDC_EDIT1), NULL, TRUE); 
InvaLidateRectCGetDlgltemChdLg,  IDOK),NULL,TRUE); 
InvaLidateRectCGetDLgltemChdlg,  IDCANCEL),NULL,TRUE); 


UpdateWindowChdlg); 

break; 
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n 

n 

case 

1 WM 

_C0HMAND  : 

n 

n 

{ 

n 

□ 

n 

s w i 

tch(wParam) 

n 

n 

n 

n 

n 

n 

0 

case  IDOK: 

n 

a 

n 

o 

n 

□ 

n 

0 

0 

DWORD  TextLength  = 0; 

s 

□ 

□ 

0 

0 

TextLength  = G e t W i ndouT ex t Le ng t h ( Ge t D L g 1 1 em ( h d 1 g , 

n 

Q 

n 

o 

0 

nnnnnnnnnnn  IDC_EDIT1)) 

n 

n 

n 

0 

0 

ifCText Length) 

n 

□ 

n 

0 

0 

{ 

n 

ta 

n 

0 

0 

n TextLength  +=  2; 

D 

n 

n 

0 

0 

n m_pD i a L og Ou t pu t = (char*)  pgpALLocC  TextLength  ); 

n 

n 

0 

0 

0 

n i f (ni_p  D i a L ogOu  t pu  t ) 

n 

n 

0 

0 

0 

n { 

D 

n 

0 

0 

0 

n n in_dwDi  a LogOuputSi  ze  = G e t W i n d ouTe x t ( 

n 

n 

0 

0 

0 

n n n n n n G e t D L g I t em ( h d L g , IDC_EDIT1), 

n 

n 

0 

0 

0 

n n n n n n m_p D i a L ogOu t pu t , TextLength); 

n 

□ 

0 

0 

0 

n n m_d w D i a L og 0 u pu t S i z e +=  1;  //  make  room  for  NULL 

s 

n 

0 

0 

0 

n n / / Me s s a g eBox ( N U L L,  m_p D i a L og 0 u t pu t , 

n 

n 

0 

0 

0 

Q n //a  n □ " m_p D i a L og Ou t pu t " , MB_0K); 

n 

n 

0 

0 

0 

n > 

a 

Q 

0 

0 

0 

> 

n 

D 

0 

0 

0 

else 

□ 

n 

0 

0 

0 

{ 

n 

n 

0 

o 

0 

n m_pDi  a LogOutput  = (char  *)  pgpALLocd); 

n 

n 

0 

0 

0 

n *m_pDi a LogOutput  = '\0'; 

n 

n 

0 

o 

0 

> 

Q 

n 

0 

0 

0 

hUnd  = NULL; 

n 

n 

0 

0 

0 

End D i a L og ( hd L g , TRUE); 

o 

n 

0 

0 

0 

break; 

□ 

□ 

0 

0 

> 

n 

n 

0 

0 

case  IDCANCEL: 

D 

n 

0 

0 

n 

Q 

0 

0 

0 

hWnd  = NULL; 

n 

n 

0 

0 

0 

EndDi a Log ( hd Lg,  FALSE); 

n 

n 

0 

0 

0 

break; 

n 

n 

0 

0 

> 

n 

□ 

0 

> 

n 

n 

0 

return 

TRUE; 

n 

n 

> 

n > 

n return  FALSE; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

UINT  En c L y pt o r Vi e wC L i pboa r d ( HUN D hwnd,void*  pinput, DWORD  dwInSize, 
n n n n n n n void**  ppOu t p u t , D WO R D * pOutSize); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

^pragma  warning  (disabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

^pragma  warning  (defauLt  : 4214  4201  4115) 


#i nc  Lude 

". .\incLude\config.h" 

#incLude 

". .\incLude\PGPkeydb.h" 

#incLude 

". .\incLude\PGPcomdLg.h" 

#incLude 

". .\incLude\PGPphrase.h" 

#incLude 

". .\pgpwctx\sheLLdecryptverify 

#incLude 

"encLyptorproc.h" 

#incLude 

" resource. h" 

#i nc  Lude 

"taskbar. h" 

#incLude 

"def i ne . h " 

#i nc  Lude 

"actions. h" 

HINSTANCE 

g_hinst  = NULL; 

HICON  hIconKey; 

BOOL  IsTed  = FALSE; 

int  WINAPI  WinHain  (HINSTANCE  h I n s t a n c e , H I N ST AN C E hinstPrev, 
n n n n n LPSTR  LpszCmdLine,  int  nCmdShow) 

{ 

n HUND  hwnd  = NULL; 

n WNDCLASSEX  wc; 

n MSG  msg; 

n HANDLE  hHutex  = NULL; 

n BOOL  GotOneShot  = FALSE; 

n char  *p; 

n ifCnCmdShow  ||  hinstPrev) 

n n ; /*Avoid  W4  Warning*/ 

n pgpLiblnitC); 

n i f ( PGPcomd L g I s Exp i r ed ( NU LL  ) ) 

n n return(0); 

n if(strnicmp(LpszCmdLine,  "-TED",  strLen("-TED"))  ==  0) 

n n IsTed  = TRUE; 

n p = strstrCLpszCmdLine,  "HWND="); 

n i f ( p ) 

n { 

a a p +=  5; 

n o hwnd  = (HWND)  atoL(p); 

n } 

n i f ( s t r n i cmp ( L p s z C md Li  n e , "-AutoSign",  s t r L e n ( " - Au t o S i g n " ) ) ==  0) 
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n { 

n n GotOneShot  = TRUE; 
n n DoEnc rypt ( hwnd,  FALSE,  TRUE); 
n > 


n i f ( St rni cmp( LpszCmdLi ne,  " - Au t o E n c ry p t " , s t r L e n ( " - A u t o E n c ry p t " ) ) ==  0) 
n { 

n n GotOneShot  = TRUE; 

n n DoEncryptChwnd,  TRUE,  FALSE); 

n > 

n 1 f ( s t r n i c mp ( L p s z C md L i n e , " - A u t o E n c ry p t S i g n " , 
n n n n s t r L e n ( " - A u t o En c ry p t S i g n " ) ) ==  0) 

n { 

n n GotOneShot  = TRUE; 

n a Do E n c ry p t ( h w nd , TRUE,  TRUE); 

n > 

n i f ( s t r n i cmp ( L p s z Cmd L i n e , " - Au t o De c r y p t Ve r i f y " , 
n n n n s t r L e n ( " - Au t o E n c r y p t Ve r i f y " ) ) ==  0) 

n { 

n n GotOneShot  = TRUE; 

n a D o D e c r y p t ( h wnd ) ; 

n } 

n i f ( s t r n i cmp ( L p s z C md L 1 n e , "-AddKey",  s t r I e n ( " - Add  Key " ) ) ==  0) 
n { 

n n GotOneShot  = TRUE; 

o a DoAddKey C hwnd ) ; 

n > 

n i f ( s t rn i cmp ( L ps z Cmd Li ne , " - La u n c h Key s " , s t r L en ( " - La un c h Key s " ) ) ==  0) 
n { 

n n GotOneShot  = TRUE; 

n n DoLa unc hKey s ( h wnd ) ; 

n > 

n i f C St rni cmpC LpszCmdLi ne,  "-Properties",  s t r L en C " - P r o p e r t i e s " ) ) ==  0) 
n { 

n n GotOneShot  = TRUE; 

n n PG P comd L g P r e f e r e n c e s C h wnd , 0); 
n > 


n 

D 

n 

□ 

□ 

n 

n 

Q 

□ 

n 

n 

□ 


if(  ! GotOneShot) 

{ 

n i f ( ! * L p s z Cmd L i n e ) 
n { 

a a hHutex  = C r e a t eMu t ex ( N U LL, T RU E , " EN C L Y PTO R_MUT EX " ) ; 

n n i f ( ERROR_ALREADY_EXISTS  ==  G e t La s t E r r o r ( ) ) 
n n { 

n n n CLoseHandle(hHutex); 

n B B return(0); 

B B } 

B B g_hinst  = hinstance; 

B B //  Register  the  Server  Window  Class 
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n 

n 

n 

wc.cbSizen  n 

a 

= 

sizeof(wc); 

n 

n 

n 

wc.styLen  n 

n 

= 

0; 

□ 

Q 

n 

wc.  LpfnWndProcn 

n 

= 

EncLyptorProc; 

□ 

n 

n 

wc.cbCLsExtran 

Q 

= 

0; 

n 

n 

n 

wc.cbWndExtraD 

n 

= 

0; 

n 

n 

n 

wc.hinstancen 

n 

= 

hinstance; 

□ 

□ 

n 

wc.hiconn  n 

a 

= 

0; 

Q 

n 

n 

wc.hCursorn  n 

n 

= 

0; 

n 

□ 

H 

wc.hbrBackgroundD 

= 

0; 

n 

n 

n 

wc. LpszMenuNamenD 

= 

0; 

Q 

□ 

Q 

wc. LpszCLassNameQ 

= 

''PGPtray_Hidden_Window"; 

n 

n 

n 

wc.hIconSmn  a 

a 

= 

0; 

n 

□ 

n 

RegtsterClassExC&wc) 

/ 

n 

Q 

n 

hwnd  = C r e a t e W i n do w ( 

" PG  P t r a y _FI  i d d e n _W  i n dow  " , 

□ 

□ 

n 

n Q n n 

n 

WS 

_0VERLAPPEDWIND0W, 

n 

n 

n 

n n n n 

n 

CW 

_USEDEFAULT,  C W_U S E D E F AU LT , C W_U S E D E F A U LT 

n 

n 

n 

D n c n 

a 

CW 

_USEDEFAULT,  NULL,  NULL,  hinstance,  NULL 

n S h o w W i nd o w ( h wnd , SU_HIDE); 

n U p d a t e W i n d ow ( h wnd  ) ; 


D 

o 

a 

i f C ! 

n 

S3 

S3 

< 

n 

n 

S3 

S3 

n 

a 

S3 

S3 

□ 

S3 

a 

S3 

n 

S3 

S3 

> 

n 

n 

a 

else 

fi 

n 

S3 

n 

n 

S3 

□ 

n 

Q 

S3 

n 

n 

n 

S3 

□ 

Q 

a 

S3 

> 

□ 

u 

a 

wh  i L 

n 

S3 

S3 

< 

n 

S3 

S3 

S3 

n 

S3 

S3 

S3 

n 

S3 

U 

a 

a 

S3 

n 

S3 

a 

n 

a 

S3 

I sTed  ) 

hIconKey  = Loa d I c on ( g_h i n s t , M AKE I NT R E S OU R C E ( I D I _T AS  KB A R ) ) ; 
TaskbarAddlcon(hwnd,  hlconKey,  "PGPtray", 
n n n n WM_TASKAREA_HESSAGE); 


hIconKey  = Loa d I c on ( g_ h i n s t , M AKE I NT R E S OU R C E ( I D I _T E D ) ) ; 
TaskbarAddIconChwnd,  1,  hIconKey,  "PGPted", 
n n n n WM_T A S K AR E A_M E S S AG E ) ; 


//  Process  Tab  messages  and  such 
if(  I s D i a L ogMes sage ( hwnd,  &msg  ) ) 
n cont i nue ; 

T ra n s L a t eHe ssage ( &msg  ); 

D i s pa t c hMe s sa g e ( Smsg  ); 


//  Process  other  messages 


> 

else 

{ 


char  *Passphrase  = NULL; 


n n n S h e L L D e c ry p t Ve r i f y ( G e t F o r eg r ou ndW i ndow ( ) , LpszCmdLine,  FALSE, 

n n n n n n n n FALSE,  SPassphrase,  TRUE); 

n n n i f ( Pa s s p h r a s e ) 

n n n { 

n n n n PG  P F r e e Ph  r a s e ( Pa  s s p h r a s e ) ; 

n n n } 
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a n > 

a > 

a else 

a { 

a a i f ( hwnd  ) 
a a { 

n a a PostMessageChwnd,  WM_PASTE,  0,  0); 

a a } 

a > 

n pgpLibCLeanupC); 

n TaskbarDeLetelconChwnd,  1); 

n return  0; 

> 


CCCHK: 93691 ef9999999ed78f371b:: 


1043 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


PGPTrayVer.rc 


//  VERSIONINFO  structure  which  a u t oma t i c a L L y include  version 
//  string  from  PGPversion.h 
// 

#incLude  <winver.h> 

^include  .\incLude\pgpversion.h" 


// 

//  Version 
// 


VS_VERSION_IN FO  VERSIONINFO 
FILEVERSION  PGPVERSIONMAJOR,PGPVERSIONHINOR,0,0 
PRODUCTVERSION  PGPVERSIONHAJOR,PGPVERSIONMINOR,0,0 
FILEFLAGSMASK  VS_FFI_FILEFLAGSMASK 
#ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 

# e L s e 

FILEFLAGS  0x0L 

# e nd i f 

FILEOS  VOS WIND0WS32 

FILETYPE  VFT_APP 
FILESUBTYPE  VFT2_UNKN0WN 
BEGIN 

BLOCK  "StringFiLeInfo" 

BEGIN 

BLOCK  ”04090460" 

BEGIN 

VALUE  "CompanyName",  PGPCOHPANYNAME 

VALUE  " F i I e De s c r i p t i on " , "PGP  System  Tray  App L i c a t i on \ 0 
VALUE  "Fi LeVersion",  PG P V E R S I ON S T R I N G 
VALUE  "Interna LName",  "PGPtray\0" 

VALUE  " Le g a L Copy r i g h t " , PGPCOPYRIGHT 
VALUE  " Lega IT radema r ks " , PGPTRAD EMARKS 
VALUE  "OriginalFilename",  "PGPtray.exe\0" 

VALUE  "ProductName",  PG P PRO  DU CTN AH E 
VALUE  "ProductVersion",  PGPVERSIONSTRING 

END 

END 

BLOCK  "VarFi Leinf o" 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 


[;CCHK:49cdaac372276c8c601d8a7d07f1b3d18eb81  1 327fbdadd97da:: 
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//Microsoft  Developer  Studio  generated  resource  script. 
// 

#incLude  "resource. h" 

^define  APSTUDIO_READONLY_SYHBOLS 
// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 

// 

#incLude  "afxres.h" 


#undef  APSTUDIO  READONLY  SYMBOLS 


//  English  (U.S.)  resources 

#if  !def ined(AFX_RESOURCE_DLL)  ||  d e f i n e d ( A F X_T ARG_ E N U ) 

#ifdef  _WIN32 

LANGUAGE  L A N G_ E NG LI S H , S U B L ANG_ E NG L I S H_U S 
#pragma  c od e_ pa g e ( 1 2 5 2 ) 

#endif  //_WIN32 

#ifdef  APSTUDIO_INVOKED 

///////////////////////////////////////////////////////////////////////////// 

// 

//  TEXTINCLUDE 
// 


1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"/(include  ""afxres.h""\r\n" 

"\0" 

END 

3 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"//include  ""pgptrayver.  rc""\r\n 
"\0" 

END 


#endif  //  APSTUDIO  INVOKED 


///////////////////////////////////////////////////////////////////////////// 

// 

II  Menu 
// 

IDM_TASKBARMENU  MENU  DISCARDABLE 
BEGIN 

POPUP  "" 

BEGIN 

i;CCHK:5f77be131999aa1cc75d599b1ecff107ccfd6bcc675cee888c87aa8d76eef7b89:: 
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MENUITEM 

MENUITEH 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

END 


"SEncrypt  Clipboard", 

"SSign  Clipboard", 

"Encrypt  &And  Sign  Clipboard", 
SEPARATOR 

"SDecrypt/  Verify  Clipboard", 
"Add  &Key  from  Clipboard", 
SEPARATOR 

"Edit  Clipboard  SText", 

"Launch  Associated  SViewer", 
SEPARATOR 

"Launch  SPGPkeys", 

"PGP  P&references", 

"He  Ip  ...  ", 

SEPARATOR 
"Quit  PGPtray", 


END 


ID_ENCRYPT 

ID_SIGN 

ID_ENCRYPTSIGN 

I D_DECRYPTVERI FY 
I D_ADDKEY 

ID_VIEWCLIPBOARD 

ID_LAUNCHVIEUER 

ID_LAUNCHPGPKEYS 

ID_PROPERTIES 

ID_HELP_TOPICS 

ID  QUIT  ENCLYPTOR 


I DM_TEDBARMENU 
BEGIN 

POPUP  "" 
BEGIN 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

MENUITEM 

END 


MENU  DISCARDABLE 


"&Encrypt  Clipboard", 

"&Sign  Clipboard", 

"Encrypt  &And  Sign  Clipboard" 
SEPARATOR 

"&Decrypt/  Verify  Clipboard", 
"Add  &Key  from  Clipboard", 
SEPARATOR 

"Edit  Clipboard  6Text", 
"Launch  Associated  SViewer", 
SEPARATOR 

"Launch  SPGPkeys", 

"PGP  P&references", 

"Help. 

SEPARATOR 

"What  The  Heck  Is  TED?  (Semi- 
"What  The  Heck  Is  TED?  (Unoff 
SEPARATOR 
"Quit  TED", 


ID_ENCRYPT 

ID_SIGN 

, ID_ENCRYPTSIGN 

ID_DECRYPTVERI FY 
ID_ADDKEY 

ID_VIEWCLIPBOARD 

ID_LAUNCHVIEWER 

ID_LAUNCHPGPKEYS 

ID_PROPERTIES 

ID_HELP_TOPICS 

Official)",  ID_WHATIS_TED1 
icial)",  ID_WHATIS_TED2 

ID  QUIT  ENCLYPTOR 


END 


// 

//  Dialog 
// 


IDD_CLIPBOARDVIEWER  DIALOG  DISCARDABLE  0,  0,  344,  257 

STYLE  DS_3DL00K  | DS_CENTER  | W S _M I N I M I Z E BO X | W S _ M A X I M I Z E B 0 X | WS_P0PUP  | 
WS_VISIBLE  I WS_CAPTION  | WS_SYSMENU  | U S _TH I C K F R AM E 
CAPTION  "PGPtray  - Clipboard  Viewer" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "Save",IDOK,232,239,50,14 
PUSHBUTTON  "Cancel",IDCANCEL,290,239,50,14 

EDITTEXT  IDC.EDITI ,4,4,336,230,ES_MULTILINE  | E S _ AUTO V S C RO L L | 


CnCHK:fa79b4f22e644abc885f04cf5dd86f835ac6de4d411155777a090042a1b3fe937:: 
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ES_AUTOHSCROLL  | E S_ W A NT R E T U RN  | WS_VSCROLL  | WS_HSCROLL 


END 


IDD_RESULTS_SMALL  DIALOG  DISCARDABLE  0,  0,  271,  77 

STYLE  DS_MOOALFRAME  | DS_CENTER  | WS_POPUP  | WS_CAPTION  | WS_SYSMENU 
CAPTION  "Decryption/Verification  Results" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "8OK",IDOK,4,56,50,14 

PUSHBUTTON  "View  With  SExternaL  V i e w e r " , I D V I E W_ E XT E RN A L, 6 1 , 5 6 , 99 , 1 4 

PUSHBUTTON  "View  With  SCLipboard  E d i t o r " , I D V I E W_ I N T E R N A L, 1 67 , 5 6 , 99 , 

1 4 

CTEXT  "",IDC_DECRYPTI0N_RESULTS,7,7,257,46,N0T  WS_GR0UP 

END 


// 

II  Icon 
// 


//  Icon  with  Lowest  ID  value  placed  first  to 
//  remains  consistent  on  all  systems. 
IDI_TASKBAR  ICON  DISCARDABLE 

IDI_TED  ICON  DISCARDABLE 


ensure  application  icon 

"res/taskbar. ico" 
"res/iconl.ico" 


// 

//  DESIGNINFO 
II 

#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_CLIPBOARDVIEWER,  DIALOG 
BEGIN 

LEFTHARGIN,  4 
RIGHTHARGIN,  340 
TOPMARGIN,  4 
BOTTOMHARGIN,  253 

END 


I DD_RESULTS_SHALL,  DIALOG 
BEGIN 

LEFTHARGIN,  7 
RIGHTHARGIN,  264 
TOPMARGIN,  7 
BOTTOMHARGIN,  70 

END 

END 

#endif  //  APSTUDIO  INVOKED 


// 

//  WAVE 
// 


[:CHK:655b3b19f2a3a11143b77f13ff9b5cc7b521e2eccc922b85fc777f98ee5bb0e3c]] 
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WAV_TED1 
WAV_TED2 
WAV  TEDS 


WAVE  DISCARDABLE 
WAVE  DISCARDABLE 
WAVE  DISCARDABLE 


ResWtedI  .wav 
ResWtedZ  . wav 
Res\\ted3.wav 


// 

/ / Bitmap 
// 


IDB  BITMAPS 


BITMAP  DISCARDABLE  " R e s \ \ I ma g e 1 . i c o 


// 

//  String  Table 
// 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_SIGNATURE_ERROR  "There  was  a problem  signing  this  message.  If  \ 

you  saw  the  passphrase  dialog  box,  you  either  pressed  <Esc>  or  entered  the  \ 
wrong  passphrase  ten  times.  If  you  didn't  see  the  passphrase  dialog  box,  \ 

PGP  couldn't  find  the  public  key  that  corresponds  to  your  designated  signing  \ 
key.  Please  use  the  main  PGP  program  to  make  sure  that  your  public  key  is  \ 
still  on  the  default  public  keyring." 

I DS_0UT_0 F_MEMORY  "Unable  to  perform  the  operation  because  Windows  \ 

is  low  on  memory  or  system  resources.  Try  closing  one  or  more  programs  to  \ 
free  up  memory,  or  restart  your  computer." 

IDS_FUNCTION_NOT_ENABLED 

"Your  Corporate  Security  Officer  has  disabled  \ 
this  function.  Please  contact  him/her  if  you  wish  to  use  it." 
IDS_CANNOT_SIGN_WITH_UNCERTIFIED_KEY 

"One  or  more  of  the  recipients  selected  (or  the  \ 
signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 
Please  contact  him/her  regarding  these  recipients." 
IDS_CANNOT_DECRYPT_WITH_UNCERTIFIED_KEY 

"This  message  could  not  be  decrypted  because  \ 
one  or  more  of  the  recipients  have  not  been  certified  by  the  Corporate  \ 
Security  Officer.  Please  contact  him/her  regarding  these  recipients." 
IDS_CANNOT_ENCRYPT_WITH_UNCERTIFIED_KEY 

"One  or  more  of  the  recipients  selected  (or  \ 
the  signing  key)  have  not  been  certified  by  the  Corporate  Security  Officer.  \ 
Please  contact  him/her  regarding  these  recipients." 

IDS_CATCHALL_ERROR_MESSAGE 

"An  internal  error  (#%i)  occurred. \r\n\ 

Please  call  the  Pretty  Good  Privacy,  Inc.  technical  support  line." 

IDS_UNABLE_TO_MATCH_ID  "Unable  to  find  requested  user  in  keyring  file." 

END 

STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_RSA_ENCR_ERROR  "An  error  has  ocurred  with  one  or  more  selected  \ 

keys.  The  most  common  cause  of  this  error  is  that  you  have  selected  \ 
""Encrypt  to  Self""  in  the  PGP  application  Settings/Encrypt,  but  have  not  \ 
specified  a valid  username  in  the  ""MyName""  field.  If  this  is  not  the  \ 
cause  of  this  error,  then  it  is  possible  that  you  have  a corrupt  key." 
IDS_INVALID_FILE_OP_ERROR 

"This  message  could  not  be  decrypted.  Common  \ 

causes  are:\r\n\ 
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1)  The  passphrase  dialog  was  canceled,  or  the  wrong  passphrase  was  \ 
entered  ten  times. \n\ 

2)  PGP  was  unable  to  find  your  private  keyring.  Please  check  the  \ 
configuration. \n\ 

3)  PGP  was  unable  to  find  the  appropriate  private  key  on  your  keyring, 
This  implies\n\ 

that  you  were  not  a recipient  of  this  message. \n\ 

4)  The  ASCII  armoring  of  the  message  is  corrupt  in  some  fashion. \n" 

I DS_NO_PGP_DATA  "No  PGP  data  was  available." 

I D S _N0_ D AT A_T 0_ E N C R Y PT  "No  data  was  available  for  encryption." 

"PGP50  . HLP" 

"Enter  passphrase:" 

"Incorrect  passphrase.  Please  re-enter;" 

END 


IDS_HELPFILENAME 
IDS_ENTER_PHRASE 
IDS  WRONG  PHRASE 


#end  i f 


//  English  (U.S.)  resources 


#ifndef  APSTUDIO  INVOKED 


// 


//  Generated  from  the  TEXTINCLUDE  3 resource. 
// 

^include  " pg p t r ay ve r . r c " 


#endif  //  not  APSTUDIO  INVOKED 


:ECHK:1c82f1925ec7c557aaaa79fe57790cb4ed21D: 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

•k 

* $Id$ 

*/ 

//iKMPhrase  - get  passphrase  from  user 

//a  This  code  attempts  to  thwart  some  common  situations 
//a  which  couLd  compromise  the  security  of  the  passphrase. 

//  NB:  this  code  is  susceptabLe  to  J ou r na L R e c o r d hooks 
//  (which  is  probabLy  the  way  someone  wouLd  try  to  catch 
//  your  keystrokes  anyway)  so  it  is  not  very  secure. 

// 

//n  First,  a separate  thread  is  created  to  handLe  the  diaLog 

//a  in  order  to  thwart  hooks  pLaced  on  the  main  thread. 

// 

//n  Second,  Keyboard  and  Debug  hooks  are  instaLLed  to  hook 
//a  keyboard  messages  and  send  them  directLy  to  the  passphrase 

//  n edit  boxes  to  try  to  thwart  p r e v i ou s L y- i n s t a L L ed  system 

//  n hook  procedures. 

// 

//a  Third,  the  edit  boxes  are  subcLassed  to  inhibit  the 
//n  WM_GETTEXT  message  from  returning  their  text  (they 
//h  pLace  their  text  directLy  into  the  change_szbuf  buffer, 

//n  instead)  to  thwart  hooks  from  asking  their  text. 

//  NB:  the  subcLassing  is  aLso  used  to  hide  the  text 
//  as  it  is  typed  by  setting  the  text  coLor  to  the 
//  background  coLor. 

/*4514  is  "unreferenced  inLine  func"*/ 

^pragma  warning  (disabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

^pragma  warning  (defauLt  : 4214  4201  4115) 

#incLude  "resource. h" 

^define  G_BUFLEN  512 

//  externaL  gLobaLs 
extern  HINSTANCE  g_hinst; 

//  Loca  L g Loba  Ls 
HWND  h wnd Ph r a s e D L g ; 

HWND  hwndParent; 

BOOL  bH i deT ext ; 

WNDPROC  wpOrigPhraseProc; 

HHOOK  hhookDebug; 

HHOOK  h h oo kKey boa r d ; 

HWND  hwndFocus; 

int  i P rompt S t r i ng ; 

char  phrase_szbufCG_BL)FLEND; 


// I 

//  Check  if  message  is  dangerous  to  pass  to  passphrase  edit  box 

BOOL  CommonPhraseMsgProc  (HWND  hwnd,  UINT  uMsg,  WPARAM  wParam,  LPARAM  LParam)  { 
switch  (uMsg)  { 
n case  WM_ RBUTTO N DO WN  : 
n case  WM_LBUTT0 N DB LC LK  : 

CCCHK:604d3bac45779bc75928c88033cc868cc9440ee98209c527bbbf66afd9c7f47da:] 
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n case  WM_MOUSEMOVE  : 

n case  WM_COPY  : 

a case  WM_CUT  : 

a case  WM_PASTE  : 

n case  WH_CLEAR  : 

n case  WM_CONTEXTMENU : 

n n return  TRUE; 

n case  WM_ENABLE: 
a a wParam  = (WPARAH)  TRUE; 

n n return  TRUE; 

n case  WM_PAINT  : 

o n SetBkCoLor  ( ( H D C ) wPa r a m,  GetSysCoLor  ( C 0 LO R_W I N DOW) ) ; 

n n if  (bHideText)  SetTextCoLor  ( ( H DC) wPa ram,  GetSysCoLor  ( C 0 LO R_ W I N D 0 W ) ) ; 
a a else  SetTextCoLor  ((HDC)wParam,  GetSysCoLor  (C0L0R_WIND0WTEXT)); 
a n break; 

a case  WM_SETFOCUS  : 

n n SendHessage  (hwnd,  EM_SETSEL,  0xFFFF,  0xFFFF); 

n n hwndFocus  = hwnd; 

n n break; 

n case  WM_KILLFOCUS  : 

H B hwndFocus  = NULL; 

B B break; 

B } 

return  FALSE; 

> 


//  Passphrase  edit  box  subcLass  procedure 

LRESULT  APIENTRY  Ph r a s e S u b c L a s s P r o c (HWND  hwnd,  UINT  uMsg, 
dbbbbbbb  WPARAH  wParam,  LPARAH  LParam)  { 

B if  ( CommonPh ra seHsg P roc  (hwnd,  uHsg,  wParam,  LParam))  return  0; 

B switch  (uHsg)  ( 

B case  WH_GETTEXT  : 

B B wParam  = G_BUFLEN; 

B B LParam  = ( LPARAM ) ph r a s e_s z bu f ; 

B B break; 

B case  WH_CHAR  : 

B B if  (wParam  ==  VK_TAB)  { 

DUO  SetFocus  (GetDLgItem  ( h wnd P h r a s e D L g , I D C_ H I D ET Y P I N G ) ) ; 

B B } 

B B break; 

B } 

return  CaLLWindowProc(wpOrigPhraseProc,  hwnd,  uMsg,  wParam,  LParam); 

> 


//  DiaLog  Message  procedure 

BOOL  CALLBACK  G e t Ph r a s e D L g P r o c (HWND  hDLg,  UINT  iMsg,  WPARAM  wParam, 
CCCHK: d4d3a977956620ef 776a31 1 be905777  50091  1 b1  66600d27e583dddb4448a339bb:: 
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nnnnnnnn  LPARAM  LParam) 
a switch(iHsg)  { 


n a case  WH_I N I T D I A LOG : 
n n n hwndPhraseDLg  = hDLg; 

n n n hwndFocus  = NULL; 


n n n //Loadstring  (g_hlnst,  i P romp t S t r i n g , p h r a s e _ s z bu f , G_BUFLEN); 

n n n / / S e t D L g 1 1 emTex t (hDLg,  I D C_ PROM PT ST R I N G , p h r a s e_ s z bu f ) ; 


n n n bHideText  = TRUE; 

n a n CheckDLgButton  (hDlg,  I DC_HI DETYPING,  BST_CHECKED); 


n n n wpO r i g Ph ra s e P ro c = (WNDPROC)  S e t W i n d o w Long ( G e t D L g I t em ( h D L g , 

DaaaaaDnnnQDaaDn  IDC_PHRASE), 
GWL_WNDPROC,  (LONG)  PhraseSubcLassProc); 


n n n return  TRUE; 


case  WH_DESTROY: 

Se t W i ndo w Long ( G e t D L g I t em ( h D L g , IDC_PHRASE),  G W L_WN D PROC , 
n n n n n n n ( LON G ) wpO r i g Ph r a s e P r o c ) ; 

n n n return  TRUE; 


n 

n 

case  WM 

_CTLC0L0REDIT : 

n 

n 

n 

i f 

((HWND) LParam  ==  GetDLgItem  (hDLg,  IDC_PHRASE))  { 

n 

n 

□ 

n 

SetBkCoLor  ((HDC)wParam,  GetSysCoLor  (C0L0R_WIND0W)); 

n 

n 

n 

n 

1 f 

(bHideText) 

n 

n 

Q 

n 

n 

SetTextCoLor  ( ( H D C ) wPa r a m,  GetSysCoLor  ( CO LO R_W I N DOW ) ) ; 

□ 

n 

□ 

n 

eLse  SetTextCoLor  ( ( H DC ) wPa r am,  GetSysCoLor  ( C 0 LO R_W I N D 0 WT EXT ) ) 

n 

s 

n 

Q 

return  ( BOO L) C r e a t e S o L i dB r u s h (GetSysCoLor  ( C 0 L0R_W I N DO W ) ) ; 

□ 

n 

n 

> 

n 

n 

D 

break; 

n 

n 

case  WM 

_C0MMAND : 

n 

a 

n 

sw i t c h ( LOWOR D (wParam))  { 

D 

n 

n 

n 

case  IDOK: 

n 

D 

n 

n 

s 

Ge t D L g I t emTex t (hDLg,  IDC_PHRASE,  p h r a s e_ s z bu f , G_BUFLEN); 

D 

n 

n 

o 

n 

EndDiaLog  (hDLg,  1); 

n 

o 

n 

n 

Q 

return  TRUE; 

n 

o 

D 

n 

case  IDCANCEL: 

Q 

n 

Q 

n 

□ 

EndDiaLog  (hDLg,  0); 

s 

Q 

n 

Q 

n 

return  TRUE; 

Q 

n 

n 

Q 

case  IDC_HIDETYPING  : 

n 

a 

u 

n 

n 

if  ( I s D L gBu t t on C h e c ked  (hDLg,  I D C_H I D ET Y P I N G ) 

n 

o 

u 

n 

Q 

n n n ==  BST_CHECKED) 

n 

n 

n 

n 

□ 

n bHideText  = TRUE; 

Q 

a 

D 

n 

□ 

eLse  bHideText  = FALSE; 

n 

a 

n 

n 

a 

I n V a L i d a t e R e c t (GetDLgItem  (hDLg,  IDC_PHRASE),  NULL,  TRUE); 

n 

a 

n 

n 

s 

break; 

□ 

n 

n 

> 

n 

n 

n 

return 

TRUE; 

n 

> 

D 

return 

FALSE; 
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// 

//  Hook  procedure  for  WH_KEYBOARD  hook  -- 
//  used  to  inhibit  any  other  hook  procedures 


LRESULT  CALLBACK  Ge t KB H oo k P r o c (int  nCode,  WPARAM  wParam,  LPARAM  LParam)  { 
n return  CalLNextHookEx  ChhookKeyboard,  nCode,  wParam,  LParam); 


U I 

//  Hook  procedure  for  WH_DEBUG  hook  — 

/ used  to  inhibit  any  other  hook  procedures 

LRESULT  CALLBACK  G e t D e b ug H oo kP r o c (int  nCode,  WPARAM  wParam,  LPARAM  LParam)  { 
//n  DWORD  L; 

/ /n  MSG  msg; 

if  (nCode  < 0)  /*  do  not  process  message  */ 

return  CaLLNextHookEx  (hhookDebug,  nCode,  wParam,  LParam); 

n i f ( wPa  ram  ! = 2 ) 

return  C a L L N e x t H oo k E x (hhookDebug,  nCode,  wParam,  LParam); 


//>>> 

//  The  foLLouing  code  has  been  removed  because,  under  Windows  NT,  it  causes 
//  doubLe  characters.  ApparentLy,  either  the  debug  hook  returning  1 does 
//  not  prevent  further  processing;  or  the  WM_CHAR  message  is  getting  through 


// 

from 

somewhere 

e L s e . 

/ /n 

n 

//n 

if 

(hwndFocus) 

//n 

n 

L = ( (DEBUGHOOKINFO*) LParam)->LParam; 

/ /n 

n 

if  (L  & 0x8000) 

//n 

n 

n msg. message  = WH_KEYUP; 

/ /n 

n 

e L s e 

//n 

Q 

n msg. message  = WM_KEYD0WN; 

/ /n 

n 

msg . hwnd  = 

hwndFocus; 

//n 

D 

msg . wPa  ram 

= ( (DEBUGHOOKINFO*) LParam) 

/ /n 

n 

msg . LParam 

= ((DEBUGHOOKINFO*) LParam) 

//n 

n 

msg. time  = 

0; 

//n 

Q 

msg . pt . X = 

0; 

//n 

Q 

msg . pt . y = 

0; 

// 

//n 

D 

TransLateMessage  (&msg); 

/ /n 

n 

return  1 ; 

//n 

> 

//<<< 


return  Ca L L N e x t Hoo k E x (hhookDebug,  nCode,  wParam,  LParam); 


// I 

//  DiaLog  box  thread  procedure  (used  to  thwart  potentiaL 
//  passphrase  copy  by  hook  procedures) 
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BOOL  KMGetPhrase  (HWND  hparent,  int  istring,  LPSTR  buffer,  int  bufLen) 

{ 

n DWORD  Ph ra s e T h r ea d I D ; 
n BOOL  retvaL; 

n i PromptSt ri ng  = istring; 

n Ph ra s eT h rea d I D = G e t C u r r e n t T h r ea d I d (); 

n h h 00 kKey boa r d = S e t W i nd o w s Hoo k Ex  ( W H_KE YBO A R D , G e t KB H o o k P ro c , NULL, 
nnnnnnnnnn  Ph ra s eT h r e a d I D ) ; 

n hhookDebug  = S e t W i ndou s Hoo k Ex  (WH_DEBUG,  G e t D e b ug H oo kP r o c , NULL, 
nnnnnnnnn  Ph ra s eT h r e a d I D ) ; 

a if  (DiaLogBox  (g_hinst,  H AKE I NT R E SOU R C E ( I D D_ P A S S PH R A S E ) , hparent, 
n n n n n G e t Ph r a s e D L g P r o c ) ) 

n { 

n n if  (LstrLen  ( p h r a s e_s z b u f ) < bufLen) 
n n { 

n n n Lstrcpy  (buffer,  phrase_szbuf); 

n n n retvaL  = TRUE; 

n n > 

a n e L se 

n n { 

n n n Lstrcpy  (buffer, 

n n n retvaL  = FALSE; 

n n > 

n } 

n e L se 

n { 

n n Lstrcpy  (buffer,  ""); 

n n retvaL  = FALSE; 

n } 

n memset(phrase_szbuf,  0x00,  sizeof(phrase_szbuf)); 

n UnhookWindowsHookEx  (hhookDebug); 

n UnhookWindowsHookEx  (hhookKeyboard); 

n EnabLeWindow  (hwndParent,  TRUE); 

n return  retvaL; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

BOOL  KMGetPhrase  CHWND  hparent,  int  istring,  LPSTR  buffer,  int  bufLen); 
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970319 

Changes  since  Last  Version: 

Added  call  to  PG P c omd L g I sT i me dO u t ( ) (or  whatever)  to  inforce  beta  timeout 
Sends  broadcast  message  when  you  add  a key  so  that  the  KeyDB  is  updated 

970318 

Changes  since  Last  Version: 

Fixed  problem  with  default  signing  key  sometimes  not  being  found 
Now  allow  deletion  of  all  text  on  clipboard 


970317 


Changes  since  Last  Version: 


Default  icon  now  correct 

Changed  "Properties"  menu  item  to  "PGP  Preferences"  to  comply  with  PGPkeys 
To  Do: 

General  s t r i ng /mes sage  cleanup  (place  in  resources,  make  more  business-like) 
Hot  keys  on  menu  probably  need  rethinking  (ie,  PGP  Preferences  should  be  'P', 
not  'R',  PGPkeys  should  be  'K'  not  'P') 
randseed.bin  missing  not  handled 
Multi-app  locking  on  PGPkeys  not  handled 

970313 


Changes  Since  Last  Version 

Uses  common  dialog  error  reporting  and  signature  translation  routines 
Known  Bugs  : 

Some  messages  apply  more  to  4.5  than  5.0,  and  some  5.0  messages  aren't  handled 
randseed.bin  missing  not  handled 
Multi-app  locking  on  PGPkeys  not  handled 


970310 


Changes  Since  Last  Version 

Changed  reg  key  to  find  PGPkeys.exe 

Unlimited  retries  on  passphrase  entry 

Now  use  common  dialog  instead  of  PGPprefs  dialog 

Made  signing  use  passphrase  dialog  if  wrong  singing  phrase  entered  in 
recipients  dialog 

Fixed  memory  leak  on  multiple  passphrase  retries 

Known  Bugs: 
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Some  messages  apply  more  to  4.5  than  5.0,  and  some  5.0  messages  aren't  handled 
randseed.bin  missing  not  handled 
Hulti-app  locking  on  PGPkeys  not  handled 


970306 

Changes  Since  Last  Version 

Finally  fixed  trailing  garbage  problems 


Known  Bugs: 

Intermittent  trailing  garbage  problem,  maybe  (haven't  seen  it  in  a while...) 
Some  messages  apply  more  to  4.5  than  5.0,  and  some  5.0  messages  aren't  handled 
randseed.bin  missing  not  handled 
Multi-app  locking  on  PGPkeys  not  handled 


970305 


Changes  Since  Last  Version 

Added  English  error  reporting 

All  viewers  work  with  empty  clipboard 

Updated  to  use  latest  common  dialogs 

Added  support  for  launching  associated  viewer  (currently  text  is  all  that's 
associated) 

Greyed  out  "ASCII  Armor"  option  on  R e c i p i e n t D i a I og 
**Is  now  feature  complete** 

Known  Bugs: 

Intermittent  trailing  garbage  problem,  maybe  (haven't  seen  it  in  a while...) 
Some  messages  apply  more  to  4.5  than  5.0,  and  some  5.0  messages  aren't  handled 
randseed.bin  missing  not  handled 
Hulti-app  locking  on  PGPkeys  not  handled 

970303 


Changes  Since  Last  Version 

Updated  to  use  common  passphrase  dialog  (including  caching) 

Updated  to  allow  use  of  external  viewers 
Properly  handles  empty  passphrases 

Known  Bugs : 

Doesn't  allow  internal  viewer  to  edit  empty  clipboard 
Errors  aren't  reported  in  English 

Occasional  garbage  in  viewer-bug  (unclear  if  it's  on  read  or  write) 

970228 


Changes  Since  Last  Version: 
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Fixed  L e ng t h- c ho p p i ng  problem  in  sign  (and  potentially  elsewhere)  that 

caused  PGP  BLOCK  info  to  be  truncated 

Updated  to  use  new  PG PR e c i p i e n t s D i a I og  dialog 

Changed  to  be  more  version-manager  friendly  on  compile 

Known  Bugs : 

Doesn't  properly  handle  empty  passphrases  (ie,  always  prompts  before  calling) 
Errors  aren't  reported  in  English 


To  Do  : 

Fix  known  bugs 

Update  to  use  new  common  dialogs 
Change  passphrase  handling 

Add  handling  for  non-text  types  (including  files?) 
Add  automatically  launching  viewer  option 
Allow  empty  clipboard  to  be  v i e w ed / e d i t ed 
Add  "launch  registered  viewer"  functionality 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

//{{NO_DEPENDENCIES>} 

//  Microsoft  DeveLoper  Studio  generated  incLude  fiLe. 

//  Used  by  PGPTray.rc 
// 


#d  e f i n e 

I DM_TASKBARHENU 

101 

#def i ne 

IDD_CLIPBOARDVIEWER 

1 04 

#def i ne 

IDI_TASKBAR 

105 

#def i ne 

IDB_BITMAP1 

1 1 5 

#def i ne 

I DI_TED 

1 1 6 

#def i ne 

IDM_TEDBARHENU 

1 1 7 

#d  e f i ne 

IDB_BITMAP2 

118 

#def i ne 

WAV_TED1 

1 20 

# d e f i n e 

WAV_TED2 

122 

#def i ne 

WAV_TED3 

123 

#d  e f i n e 

IDD_RESULTS 

1 24 

#def i ne 

IDD_LAUNCH_VIEWER 

125 

#d  e f i n e 

IDB_BITHAP3 

1 29 

#d  e f i n e 

IDD_RESULTS_SHALL 

131 

#d  e f i n e 

IDD_PASSPHRASE 

1 001 

# d e f i n e 

IDC_EDIT1 

1001 

#def i ne 

IDC_PHRASE 

1 002 

#def i ne 

IDC_EXTERNAL_VIEWER 

1 002 

#d  e f i n e 

IDC.HIDETYPING 

1 003 

#d  e f i n e 

ID_VIEW_EXTERNAL 

1 003 

#d  e f i n e 

IDVIEW_EXTERNAL 

1003 

#def i ne 

I DC_PROHPTSTRING 

1 004 

#de  f i n e 

ID_VIEW_INTERNAL 

1 004 

#d  e f i n e 

IDVIEW_INTERNAL 

1 004 

#d  e f i n e 

IDC_DECRYPTION_RESULTS 

1 005 

#def i ne 

ID_BR0WSE 

1 006 

#def i ne 

I DBROWSE 

1006 

#d  e f i n e 

IDUNDO 

1 007 

#d  e f i n e 

IDS_SIGNATURE_ERROR 

5000 

#def i ne 

IDS_0UT_0F_HEH0RY 

5001 

#d  e f i ne 

IDS_FUNCTI0N_N0T_ENABLED 

5002 

#def i ne 

IDS_CANNOT_SIGN_WITH_UNCERTIFIED 

i_KEY  5003 

#def i ne 

IDS_CANNOT_DECRYPT_WITH_UNCERTIFIED_KEY 

5004 

#def i ne 

IDS_CANNOT_ENCRYPT_WITH_UNCERTIFIED_KEY 

5005 

#d  e f i n e 

IDS_CATCHALL_ERROR_nESSAGE 

5006 

#d  e f i ne 

IDS_UNABLE_TO_MATCH_ID 

5007 

#def i ne 

IDS_RSA_ENCR_ERROR 

5008 

# d e f i n e 

IDS_INVALID_FILE_0P_ERR0R 

5009 

#def i ne 

IDS_N0_PGP_DATA 

5010 

#de  f i n e 

IDS_N0_DATA_T0_ENCRYPT 

501  1 

#def i ne 

IDS_HELPFILENAHE 

5012 

#d  e f i ne 

IDS_ENTER_PHRASE 

5013 

#def i ne 

IDS_WRONG_PHRASE 

501  4 

#def i ne 

I D_ADDKEY 

40006 

#def i ne 

ID_ENCRYPTSIGN 

40007 

#d  e f i n e 

ID_DECRYPTVERI FY 

40008 

#def i ne 

ID_VIEWCLIPBOARD 

40009 

# d e f i n e 

1D_LAUNCHVIEWER 

4001  0 

# d e f i n e 

I D_LAUNCHPGPKEYS 

4001  1 
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#d  e f i n e 

ID_PR0PERTIES 

4001  2 

#de  f i n e 

ID_WHATIS_TED1 

40013 

#def i ne 

ID_WHATIS_TED2 

40014 

#def i ne 

ID_QUIT_ENCLYPTOR 

4001  5 

#def i ne 

ID_HELP_T0PICS 

40016 

#def i ne 

1D_ENCRYPT 

4001  7 

#def i ne 

ID_SIGN 

40018 

II  Next 

default  values  for  new  objects 

// 

#i f def 

APSTUDI0_INV0KED 

# i f nde  f 

APSTUDI0_READ0NLY_SYHB0LS 

#def i ne 

_APS_NEXT_RESOURCE_VALUE 

1 32 

#def i ne 

_APS_NEXT_COHHAND_VALUE 

4001  4 

#def i ne 

_APS_NEXT_C0NTR0L_ VALUE 

1 008 

#def i ne 

_APS_NEXT_SYMED_VALUE 

101 

#en  d i f 

#endi f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inline  func"*/ 

Spragma  warning  (disable  : 4214  4201  4115  4514) 

#include  <windows.h> 

#pragma  warning  (default  ; 4214  4201  4115) 

^include  <assert.h> 

^include  " define. h" 

#include  "resource. h" 

^include  "errs.h" 

^include  "EnclyptorViewClipboard.h" 

#include  " clipboard. h" 

#include  "viewers. h" 

extern  HINSTANCE  g_hinst; 

typedef  struct  _La u n c h V i e we r P r o c A r g s 
{ 

n char  *DecryptionResultsString; 

ILAUNCHVIEWERPROCARGS,  *PLAUNCHVIEWERPROCARGS; 

BOOL  WINAPI  LaunchViewerProc(HWND  hdlg,  UINT  uHsg,  WPARAM  wParam, 
n n n n n n n LPARAHlParam); 

UINT  D i s p I a y D e c r y p t i on  Re s u 1 1 s ( H WN D hwnd,  char  * D e c r y p t i o n Re s u 1 1 s ) 

{ 

n LAUNCHVIEWERPROCARGS  LVPArgs; 

n LPCTSTR  Resource  = H AKE I NT R E S OU R C E ( I D D_R E S U LT S_ SH A LL ) ; 
n assert(DecryptionResults); 

n LVP A r g s . De c r y p t i o n Re s u 1 1 s S t r i ng  = D e c r y p t i o n Re s u 1 1 s ; 

n D i a I og Box  Pa r a m ( g_ h i n s t , 


a 

a 

Q 

Resource, 

n 

a 

n 

h wnd  , 

n 

a 

n 

(DLGPROC)  La un c h V i e we r P r o c , 

n 

n 

n 

(LPARAM)  SLVPArgs); 

n r e t u r n ( S U C C E S S ) ; 

} 

BOOL  WINAPI  LaunchViewerProc(HWNO  hdlg,  UINT  uMsg,  WPARAM  wParam,  LPARAM 
{ 

n PLAUNCHVI EWERPROCARGS  pLVPArgs  = NULL; 

n switch! uHsg) 
n { 

n n case  WM_ I N I T D I A LOG : 
n n { 

n n n a s s e r t ( I Pa  r a m ) ; 

i:i:CHK:604d3d6e2bb83399581  1 1 1 33  5 f f 9 c c 7 b788d  d99  2 b44  c c 066bbe  e6734  bb4  f 8a  2 e 3 D 3 
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n n 

n □ 

□ a 

n a 

□ □ 

D □ 

□ n 

□ Q 

n □ 

D n 

□ □ 

n n 

n □ 

n D 

n n 

D n 

□ □ 

n □ 


n if(LParam) 
n { 

n n pLVPArgs  = (PLAUNCHVIEWERPROCARGS)  L Pa  ram; 

D n i f ( p LVPA rg s->De c ry p t i onRe s u L t s S t r i ng  ) 

n n { 

n n n S e t D I g I t emT e x t ( h d L g , 

n n n n n n I D C_ D E C R Y PT I 0 N_ R E S U LT S , 

n n n D n n p LVP A rg s -> D e c ry p t i o n Re s u L t s S t r i ng  ) ; 

no} 

n n S e t U i nd o w Long ( h d I g , G W L_U S E R D AT A , (LONG)  pLVPArgs); 

n } 

n return  FALSE; 

> 

case  WM_CLOSE: 

n E nd D i a L og ( hd  I g , TRUE); 
n break; 

} 


a 

B 

case  WM 

_C0MHAND : 

n 

B 

i 

n 

B 

a 

s w i 

tch(wParam) 

n 

B 

B 

{ 

B 

B 

B 

B 

case 

IDOK: 

B 

B 

B 

B 

B 

B 

B 

B 

B 

E n d D i a L og ( hd L g , TRUE); 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

> 

B 

B 

B 

B 

case 

IDVIEW_EXTERNAL: 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

ShowWindowChdLg,  SW_HIDE); 

B 

B 

B 

B 

B 

LaunchExternaLViewer(hdLg); 

B 

B 

B 

B 

B 

E nd D 1 a L og ( h d L g , TRUE); 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

> 

B 

B 

B 

B 

case 

IDVIEW_INTERNAL: 

B 

B 

B 

B 

< 

B 

B 

B 

B 

B 

S h 0 wU i ndo w ( h d L g , SW_HIDE); 

B 

B 

B 

B 

B 

LaunchInternaLViewerChdLg); 

B 

B 

B 

B 

B 

EndDiaLogChdLg^  FALSE); 

B 

B 

B 

B 

B 

break; 

B 

B 

B 

B 

> 

B 

B 

B 

> 

B 

B 

B 

return  TRUE; 

B 

B 

> 

B 

> 

B 

return 

FALSE; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

BOOL  TaskbarAddIconLHWND  hwnd,  UINT  uID,  HICON  hicon,  LPSTR  LpszTip, 
n n n n n UINTcbMsg); 

BOOL  TaskbarDeLetelconCHWND  hwnd,  UINT  uID); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

^pragma  warning  (disabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

#pragma  warning  (defauLt  : 4214  4201  4115) 

#incLude  " resource. h" 

BOOL  TaskbarAddIconCHWND  hwnd,  UINT  uID,  HICON  hicon,  LPSTR  LpszTip,  UINT  cbHsg) 


n 

BOOL  resuLt; 

Q 

NOTIFYICONDATA  tnid; 

n 

tnid.cbSizenn  n n 

= si zeof (NOTI FYICONDATA) ; 

n 

tnid.hWndn  n n n 

= h w n d ; 

n 

tni d . uIDn  n n n 

= uID; 

n 

tnid.uFLagsnn  n n 

= NIF_MESSAGE  1 NIF_IC0N  | NIF_TIP; 

D 

tnid.uCaLLbackMessagen 

= c bM  s g ; 

n 

tnid.hiconn  n n n 

= hicon; 

n 

if(LpszTip) 

n 

1 

n 

n L s t r cpyn ( t n i d . s zT i p. 

LpszTip,  s i z eo f ( t n i d . s zT i p ) ) ; 

D 

} 

o 

e L se 

n 

{ 

D 

n t n i d . szT i p C03  = '\0' 

r 

n 

} 

Q 

resuLt  = SheLL_NotifyIcon(Nin_ADD,  &tnid); 

n 

if(hicon) 

n 

{ 

n 

n Best roy I con ( h i con  ) ; 

n 

> 

u 

return  resuLt; 

> 

BOOL  Ta s kba r D e L e t e I c on ( HUN D hwnd,  UINT  uID) 
{ 

n BOOL  resuLt; 
n NOTI FYICONDATA  tnid; 


a 

tnid. cbSi zenn 

D 

n 

= sizeof (NOTIFYICONDATA); 

n 

tnid.hWndn  n 

Q 

D 

= hwnd ; 

Q 

tnid.uIDn  n 

n 

n 

= uID; 

n resuLt  = S h e L L _No t i f y I c o n ( N I M_ D E LET E , Stnid); 

n return  resuLt; 

} 


C[CHK:604d3d6e22bb24f55ccd13aa9c6553eee9946166e9993930049ee22121da8c39:] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1064 


WORDWRAP.H 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*1 

#ifndef  WORDWRAP_H 

#define  WORDWRAP_H 

unsigned  Long  W r a pBu f f e r ( c h a r ** W r a pp edBu f f e r , 
a a a a a a char  *0 r i g i n a L Bu f f e r , 

n n n n n n unsigned  short  Wo r d W r a pT h r e s h o L d ) ; 

#endif  //  WORDWRAP  H 


Ci;CHK:604d38ee5f221  3269b9c:] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

#pragma  warning  (disabLe  : 4214  4201  4115  4514) 

/^incLude  <windous.h> 

#pragma  warning  (defauLt  : 4214  4201  4115) 

#incLude  <assert.h> 


#incLude  "..\incLude\config.h 
#incLude  "..\incLude\pgpmem.h 

#incLude  "errs.h" 


unsigned  Long  W rapBu f f e r ( cha r **W r a ppedBu f f e r , 
n n n n n n char  *0 r i g i na L Bu f f e r , 

n n n n n n unsigned  short  Uo r d W r a pT h r e s h o L d ) 

{ 

n unsigned  Long  ReturnCode  = SUCCESS; 

n char  * S t a r t 0 f C u r r e n t B L o c k,  * S t a r t Of C u r r e n t L i n e , * E ndO f C u r r e n t B L o c k; 
n unsigned  Long  C ha r sOnC u r r e n t L i ne  = 0,  W r a ppe d Bu f f e r Le n g t h = 1, 

n n n n n C u r r e n t B L o c kLe ng  t h = 0; 

n unsigned  short  SpaceOffset  = 1; 

n assert(UrappedBuffer); 
n a s s e r t ( 0 r i g i na L Bu f f e r ) ; 

n //Do  an  initiaL,  one  char  ALLocation: 

n *WrappedBuf f er  = (char  *)  pg p A L L o c ( W r a ppe dBu f f e r Le ng t h * s i z eof ( c h a r ) ) ; 


n i f (*WrappedBuf f er) 
n { 

n n **WrappedBuffer  = '\0'; 

n n StartOfCurrentBtock=StartOfCurrentLine=EndOfCurrentBLock=OriginaLBuffer; 

n n //BLocks  run  untiL  we  hit  something  that  needs  to  be  word-wrapped 

n n //(ie  > 78  chars  on  a Line).  BLocks  can  be  muLtipLe  Lines. 


//Run  untiL  the  end  of  the  originaL  buffer: 
wh i L e ( EndOf Cu r ren t B L o c k && 


a 

D 

n 

a 

a 

D 

□ 

a 

n 

n 

n 

> 

n 

n 

n 

else 

n 

D 

n 

■C 

n 

D 

n 

n 

Q 

n 

n 

a 

□ 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

* E ndOf C u r r en t B L o c k SS 
ReturnCode  ==  SUCCESS) 

i f ((* EndOf C u r r e n t B L o c k ==  '\r')  || 

(*End0f CurrentBLock  ==  '\n')) 

< 

C h a r sO n C u r r en t L i n e = 0; 

Start0fCurrentLine=End0fCurrentBLock+1; 


i f ( Wo r d W r a pT h r e s h o L d &&  C h a r s 0 n C u r r e n t L i n e >=  Wo r d W r a pTh r e s ho L d ) 
{ 

n //Uh-oh!  Time  to  wrap!  Back  up  to  the  Last  space... 

n wh  i L e ( ( EndO f C u r r en  t B L o c k > S t a r t Of  C u r r e n t L i n e ) &S 

n n ( *En do f C u r r en t B L o c k !=  ' '88 
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n 

B 

B 

fl 

B 

B 

*End0f CurrentBlock  ! 

= ' \t  ' 

8& 

Et 

B 

B 

B 

B 

B 

* E nd 0 f C u r r e n t B 1 o c k ! 

= ' \n  ' 

&& 

n 

B 

B 

B 

B 

B 

*EndOf Cu r r en t B 1 0 c k ! 

= ' \r  ' 

S& 

a 

B 

B 

B 

B 

B 

* E ndO f C u r r e n t B 1 o c k ! 

II 

1 

B 

B 

B 

B 

B 

B 

— EndOfCurrentBlock; 

B 

B 

B 

B 

B 

//We 

only  get  here  if  there 

WERE  no 

1 f ( E ndO f C u r r e n t B I o c k ==  S t a r t 0 f C u r r e n t L i n e ) 

{ 

EndOf Cu r ren t B L o c k = 

StartOfCurrentLine  + WordWrapThreshoLd; 
Space0ffset=1;  //SpaceOffset  = 0; 


□ 
a 

Q 
} 

else 

n SpaceOffset 


1; 


a n a a n //Allocate  the  new  block  space  (+2  is  one  for  the 

n n n n n //newline  and  one  for  the  return): 

n n n n n C u r r e n t B I o c k Leng t h = C E ndO f C u r r e n t B I o c k - 

nnnnnnnnnnn  S t a r 1 0 f C u r r e n t B I o c k ) ; 

n n n n n WrappedBufferLength  +=  (CurrentBlockLength  + 2); 

n n n n n pg p R e a I I o c ( W r a p p e d B u f f e r , WrappedBufferLength); 


B 

B 

B 

B 

B 

i fC*WrappedBuffer) 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

n s t rn ca t ( *W r a ppedBu f f e r , S t a r t 0 f C u r r e n t B 1 o c k. 

B 

B 

B 

B 

fl 

n n n CurrentBlockLength); 

B 

B 

B 

B 

fl 

n //Force  NULL  termination: 

B 

B 

B 

B 

fl 

n *(( *W ra ppedBu f f e r ) + WrappedBufferLength  - 2) 

B 

B 

B 

B 

B 

n strcat(*WrappedBuffer,  "\r\n"); 

B 

B 

B 

B 

B 

n //Start  the  next  block,  skipping  the  space: 

B 

B 

fl 

B 

B 

n StartOfCurrentBlock=StartOfCurrentLine= 

B 

B 

B 

B 

fl 

n n EndOfCurrentBlock  + SpaceOffset; 

B 

B 

B 

fl 

fl 

> 

B 

B 

fl 

fl 

fl 

else 

B 

B 

fl 

fl 

fl 

n ReturnCode  = ERR_N0_MEM; 

B 

B 

fl 

fl 

fl 

C h a r s 0 n C u r r e n t L i n e = 0; 

B 

B 

B 

fl 

> 

B 

B 

fl 

fl 

else 

B 

B 

fl 

fl 

fl 

++CharsOnCurrentLine; 

B 

B 

fl 

> 

B 

B 

fl 

++EndOfCurrentBlock; 

B 

B 

> 

B 

B 

/ /They 

d i d 

wrap;  we  need  to  clear  up  any  trailing  block. 

= ' \0' 


n n i f ( E n d 0 f C u r r e n t B I o c k > S t a r 1 0 f C u r r e n t B I o c k ) 

n n { 

n n n CurrentBlockLength  = C E n dO f C u r r e n t B I o c k - S t a r t 0 f C u r r e n t B I o c k ) ; 

n n n WrappedBufferLength  +=  CurrentBlockLength  + 1; 

a n n pg p R ea I I o c ( W r a ppe d Bu f f e r , WrappedBufferLength); 

n n n i f ( * W r a ppedBu f f e r ) 

Q Q Q { 

a a a n s t r n c a t ( * W r a p pe d Bu f f e r , S t a r t 0 f C u r r e n t B I o c k, 

n n n n n n CurrentBlockLength); 

n n n n //Force  NULL  termination: 
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n n n n * ( ( * W r a ppedBu f f e r ) + W r a pped Bu f f e r Le n g t h 

n n n } 


n n B else 

B B B B ReturnCode  = ERR_NO_MEM; 

B B } 

B > 


B else 


B B ReturnCode  = ERR_NO_MEH; 


2) 


'\0'; 


B return(ReturnCode); 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*4514  is  "unreferenced  inLine  func"*/ 

#pragma  warning  CdisabLe  : 4214  4201  4115  4514) 

#incLude  <windows.h> 

//pragma  warning  (defauLt  : 421  4 4201  41  1 5) 

//incLude  <assert.h> 

#incLude  <stdio.h> 

//incLude  <string.h> 

//#incLude  "gLobaLs.h" 

//#incLude  "stdafxs.h" 

extern  HINSTANCE  g_hinst; 

//incLude  "..\incLude\config.h" 

#incLude  "..\incLude\spgp.h" 

//incLude  "resource. h" 

BOOL 

SimpLePGPErrorToStringCchar  *ErrorMessage, 
n n n n n unsigned  Long  E r r o r He s s a g e Le n , 

n n n n n int  S i mp L e Re s u L t ) 

{ 

n BOOL  ReturnCode  = TRUE;  //Assume  there  is  an  error 
B char  Tempo r a r y Bu f f e r C 1 2 8 ] ; 

B a s s e r t C E r r o r Hes sag e ) ; 

B a s s e r t ( E r r o r Me s s a g e Le n ) ; 


B s wi t c h ( S i mp L eRe su L t ) 

B { 

B B //We  don't  want  to  say  anything  on  CanceLs,  or  if  we  get  here 
B B //on  success,  somehow: 

B B case  SIHPLEPGPKEYSEL_CANCEL: 

B B case  KERNEL_CANCEL_ON_BUSY : 

B B case  KEYSEL_CANCEL_ON_BUSY: 

B B case  SIMPLEPGPENCRYPTBUFFER_KEYSELCANCEL: 

B B case  SIHPLEPGPSIGNBUFFER_KEYSELCANCEL: 

B B case  SIHPLEPGPOPENPUBLICKEYRING_USERCANCELONTASKBUSY : 

B B case  SIMPLEPGPOPENPRIVATEKEYRING_USERCANCELONTASKBUS Y : 

B B //The  kerneL  pops  up  a message  for  this  one,  so  we  don't  want  to 
B B //pop  up  a bonus  box... 

B B case  KERNEL_EXIT_OK: 

B B case  KERNEL_EXIT_OK_NOSIG : 

B B n ReturnCode  = FALSE;  //There  wasn't  an  error  message 

B B n break; 

B B case  SIMPLEPGPRECEIVEBUFFER_INPUTBUFFERLENGTHISZERO: 


□ 

LoadStri 

ng(g_hi nst. 

□ 

n 

n 

I DS_N0_PGP_DATA, 

n 

n 

Q 

ErrorMessage, 

n 

n 

n 

ErrorMessageLen); 

n 

break; 
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n 

B 

case 

SIMPLEPGPENCRYPTBUFFER_INPUTBUFFERLENGTHISZERO: 

□ 

B 

B 

LoadString(g_hinst, 

n 

B 

B 

n B 

IDS_NO_DATA_TO_ENCRYPT, 

n 

B 

B 

B B 

ErrorMessage, 

B 

B 

B 

B B 

ErrorMessageLen); 

n 

B 

case 

KERNEL^RSA 

_ENCR_ERROR : 

n 

B 

□ 

LoadString(g_hinst, 

n 

B 

n 

□ n 

IDS_RSA_ENCR_ERROR, 

n 

B 

B 

o n 

ErrorMessage, 

n 

B 

B 

B a 

ErrorMessageLen); 

B 

B 

n 

break; 

B 

B 

case 

-100: 

B 

B 

n 

strcpyCErrorMessage,"No  PGP  encrypted/signed  blocks 

B 

B 

o 

break; 

B 

B 

case 

-101  : 

B 

a 

a 

strcpyCErrorMessage, 

B 

B 

n 

n "Could 

not  find  default  key  to  encrypt  to  self! 

B 

B 

n 

n "Please 

choose  a default  key  in  the  key  manager 

B 

B 

o 

break; 

ffii 

0 

B 

n 

case 

SIMPLEPGPKEYSEL_ KEYRING  FI LENOT FOUND: 

B 

n 

n 

LoadString(g_hinst, 

B 

B 

n 

n n 

IDS_KEYRING_FILE_NOT_FOUND, 

B 

B 

□ 

B B 

ErrorMessage, 

B 

B 

B 

n B 

ErrorMessageLen); 

B 

B 

B 

break; 

#e nd i f 

case  KERNEL  SIGNATURE  ERROR: 


n 

B 

B 

// 

Virtually  infinite  possibilities  for  th 

n 

n 

B 

// 

1 ) 

User  pressed  <ESC>  at  passphrase  dig 

n 

B 

fl 

// 

2) 

User  tried  10  times,  still  bad  pud 

n 

B 

B 

// 

3) 

"Can't  find  public  part  of  sign-key" 

n 

a 

B 

LoadString(g_hinst, 

B 

B 

B 

B 

B 

IDS_SIGNATURE_ERROR, 

B 

B 

B 

B 

B 

ErrorMessage, 

B 

B 

B 

B 

B 

ErrorMessageLen)  ; 

B 

B 

B 

break; 

n n case  S I H P L E PG PS  I G N BU F F E R_NOT E NOUG H M EHOR Y F OR  I N PUT  ST RU CT U R E : 

n n case  S I H P L E PG PS  I G NBU F F E R_N OT E NOUG H M E MO R Y F OROUT PUT  ST RU C TU R E : 

n a case  S I M P L E PG P EN C R Y PTBU F F E R_N OT E N OUG H M E MOR Y FO R I N PUT  ST R U CTU R E : 
n a case  S I M P L E PG PEN C R Y PTBU F F E R_NOT E N 0 UG H H E MOR Y FOROUT PUT STRU CTU R E : 
n n case  S I HP L E PG PR E C E I V EBU F F E R_NOT E NO UG H M EHOR Y FOR  I N PUT  ST RU CTU R E : 
n n case  S I M P LE PG PR E C E I V EBU F F E R_NOT E NO UG H H EHOR Y FOROUT PUT S TRU CTUR E : 
a tx  a / / Insufficient  memory 

n n n Loa d S t r i ng ( g_h i n s t , 

n n D n n I D S_0 UT_0 F_H EHO R Y , 

n n n n n E r r o rM e s s a g e , 

n n n n n ErrorMessageLen); 

n n n break; 

n n case  S I H P LE PG PS  I GN BU F F E R_ F U N C T I ON  NOT E N AB LE D : 
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n n case  S I HP L E PG PR E C E I V EBU F F E R_ F U N C T I ON N OT EN AB L E D : 

a a case  S I M P LE PG P EN C R YPTBU F F E R_E N C R Y PT NOT S I G N_ F U N CT I 0 N N OT E N AB L E D : 
n n case  S I M P LE PG PE N C R Y PTBU F F E R E N C R Y PT A N D S I G N F U N CT I 0 N NOT E N AB L E D ; 


Q 

a 

a 

LoadString(g_hinst, 

n 

a 

n 

n n 

IDS_FUNCTION_NOT_ENABLED, 

n 

a 

n 

□ a 

ErrorHessage, 

n 

a 

n 

a n 

ErrorHessageLen)  ; 

n 

a 

a 

break; 

□ 

a 

case 

1 SIMPLEPGPSIGNBUFFER_CANNOTUSEUNCERTIFIEDKEY: 

a 

a 

n 

LoadString(g_hinst, 

n 

a 

□ 

D Q 

IDS_CANNOT_SIGN_WITH_UNCERTIFIED_KEY, 

n 

a 

n 

n n 

ErrorHessage, 

□ 

a 

□ 

n n 

ErrorHessageLen)  ; 

n 

n 

Q 

brea  k; 

n 

a 

case 

1 SIHPLEPGPRECEIVEBUFFER_CANNOTUSEUNCERTIFIEDKEY: 

n 

n 

Q 

//  Key(s)  not  certified 

□ 

a 

n 

LoadStri ng(g_hi nst. 

n 

a 

□ 

n □ 

IDS_CANNOT_DECRYPT_WITH_UNCERTIFIED_KEY, 

n 

a 

a 

n n 

ErrorHessage, 

n 

a 

n 

□ a 

ErrorHessageLen) ; 

Q 

a 

a 

break; 

n 

a 

case 

SIMPLEPGPENCRYPTBUFFER_CANNOTUSEUNCERTIFIEDKEY: 

Q 

a 

n 

//  Key(s)  not  certified 

n 

□ 

□ 

LoadString(g_hinst, 

a 

□ 

n 

n n 

IDS_CANNOT_ENCRYPT_UITH_UNCERTIFIED_KEY, 

□ 

a 

n 

n n 

ErrorHessage, 

n 

n 

a 

□ n 

ErrorHessageLen); 

n 

Q 

a 

break; 

a 

n 

case 

KERNEL. 

INVALID_FILE_OP_ ERROR: 

n 

n 

a 

LoadStringCg_hinst, 

Q 

u 

a 

□ n 

IDS_INVALID_FILE_OP_ERROR, 

a 

a 

a 

n □ 

ErrorHessage, 

a 

a 

n 

n u 

ErrorHessageLen) ; 

n 

n 

n 

break; 

n 

a 

default; 

n 

o 

//ALL  other 

errors  are  internal  problems  (Like  NULL  pointers 

s 

a 

//or 

buffers 

that  are  too  small)  and  should  never  be  returned 

n 

a 

n 

LoadString(g_hinst, 

n 

n 

n 

n D 

IDS_CATCHALL_ERROR_HESSAGE, 

n 

a 

D 

n □ 

ErrorHessage, 

n 

a 

n 

n a 

ErrorHessageLen) ; 

n 

n 

Q 

sprintfCTemporaryBuffer, 

n 

n 

n 

n n 

ErrorHessage, 

a 

a 

Q 

n a 

SimpLeResuLt); 

n 

a 

□ 

s t r n c py ( E r r 0 r He s sa g e , Tempo r a r y Bu f f e r , E r r o r He s s a g e Le n ) ; 

n 

a 

n 

break; 

return(ReturnCode)  ; 
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BOOL 

TransLateSignatureResuLtCchar  *SignatureResuLt, 

char  *Signer, 
char  *SignatureDate, 
int  SignatureCode) 

a char  ConditionaLMessageC255]  = "\0";  //This  is  for  the  cases  where  we 
n //sometimes  add  some  more  info. 

K BOOL  ReturnCode  = FALSE; 

n a s s e r t ( S i g na t u r e Re s u L t ) ; 
n assert(Signer); 
n assert(SignatureDate); 

n *SignatureResuLt  = *\0*; 


n 

n 

n 

n 

n 

n 

n 

n 

n 


swi tch(SignatureCode) 
i 


n 

n 

□ 

n 

□ 

□ 


case  SIGSTS  VERIFIED  UNTRUSTED: 


n 

a 

n 

n 

n 

n 


sprintfCConditionalMessage, 

n n '■  \ r \nWa  r n i ng  : Because  this  key  is  not  certified  with  " 

n n "enough  trusted  signatures,  it  cannot  be  known  with  high  " 

n n "confidence  that  this  message  was  actually  signed  by  %s.", 
n n Signer); 

//Fall  th  rough 


n n 
Q n 
n n 
□ n 
n n 
n n 
n D 


case  SIGSTS.VERIFIED: 
n s p r i n t f ( S i g na t u re R e s u 1 1 , 

n n n "Good  signature  from  % s . \ r \ n S i g na t u r e made  on  %s.\r\n", 

n n H Signer, 

n n n SignatureDate); 

n strcatCSignatureResuLt,  ConditionalHessage); 
n break; 


n n 
n n 
n □ 
n n 

Q □ 


case  SIGSTS_NOTVERIFIED: 
n s t r c py ( S i g na t u r e R e s u L t , 

n n "Could  not  find  a public  key  to  verify  the  signature  on 

n n "this  message."); 

n break; 


n 

n 

case  SIGSTS_BADSIG : 

a 

a 

n if(*Signer) 

n 

a 

n n sp r i n t f ( S i gna t u reRe su L t 

n 

a 

n else 

n 

Q 

n n s t rcpy ( S 1 gna t u reRe su L t , 

"Bad  signature  from  %s!".  Signer); 
Unable  to  verify  signature!"); 


D 

n 

n 

n 

□ 

n 

□ 

n 

n 


n D 

n n 

n n 

n n 

n o 

a n 

n n 

n Q 

> 


if(*SignatureDate) 

a sprintf(ConditionalMessage, 
a n n " Signature  made  on  %s.\r\n", 

a a a SignatureDate); 

a strcatCSignatureResult,  ConditionalMessage); 

> 

break; 


a i f ( * S i g na t u r e R e s u 1 1 ) 
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n n ReturnCode  = TRUE; 
n r e t u r n ( R e t u r n C od e ) ; 


} 


C[CHK:88bd2458121]] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

BOOL 

SimpLePGPErrorToStringCchar  *ErrorMessage, 
n n n n n unsigned  Long  E r r o r M e s s a g e Le n , 

n n n n n int  S i mp L e R e s u L t ) ; 


BOOL 

TransLateSignatureResuLtCchar  *SignatureResuLt, 
n n n n n n char  *Signer, 

n n n n n n char  * S i g na t u r e D a t e , 

n n n n n n int  S i g na t u r e C od e ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 


/*4514  i 

s "unreferenced  inline  func" 

*/ 

# p r a g ma 

warning  (disable  : 4214 

4201 

4115  4514) 

#incLude 

<windows.h> 

Up ragma 

warning  (default  : 4214 

4201 

4115) 

#incLude 

<assert . h> 

#i nc  L ude 

<stdi 0 . h> 

#i nc  L ude 

<stdLib.h> 

#incLude 

<di rect . h> 

#i  nc  Lude 

".  .\incLude\config.h" 

#incLude 

".  .\incLude\pgpmem.h" 

#incLude 

" clipboard. h" 

#incLude 

"def i ne . h " 

#i nc  L ude 

"encLyptorviewcLipboard 

. h" 

/*This  code  isn't  going  to  work 

for 

non-text 

c L i 

*t  h i s i 

s supported,  some  other 

method  wiLL 

have 

*probLem  is  that  S h e L L Ex e c u t e ( ) 

depends  on 

the 

ard  data  types.  When/If 
be  used . The  basic 
e extension  to  find  the 
*appropriate  viewer;  since  we  know  the  type  but  not  the  extension  (??  is 
*this  true??)  then  we  wiLL  have  to  do  some  other  thing. 

*/ 


void  GetTempDirectoryCchar  *TempDir,  DWORD  TempDirSize); 
void  G e t Temp F i L e ( c h a r *TempFiLe,  char  *TempDir); 

//  D e L e t eT emp F i L eT h r e a d wjbapgp.com  5/20/97 
// 

//  This  thread  hangs  around  untiL  the  externaL  viewer  has  been  cLosed. 
//  It  then  deletes  the  temporary  fiLe. 


DWORD  DeLeteTempFi LeThread(SHELLEXECUTEINFO  *sei) 
{ 


n 

WaitForSingLeObject(sei->hProcess, 

INFINITE  ) ; 

n 

remove(sei->LpFi Le); 

n 

C LoseHand  Le(sei->hInstApp) ; 

// 

No 

memory  Leaks! 

□ 

free((char  *)sei->LpFiLe); 

// 

Free 

the  f i L ename 

n 

free(sei ); 

// 

Free 

our  structure 

n 

return  TRUE; 

} 

void  La u n c h E X t e r n a L V i e we r ( H WN D hwnd) 

{ 

a HINSTANCE  hAppLication  = NULL; 

n char  TempFiLeC_HAX_PATH],  TempDirC_MAX_PATH]; 

n BOOL  ALLOK  = TRUE; 

n void*  pCLipboardData  = NULL; 

n DWORD  dwDataSize  = 0; 
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n UINT  C L i pboa r d F o rma t = 0; 

n G e t Temp D i r e c t o ry ( Temp D i r , s i z eof ( T emp D i r ) ) ; 

n /*First  of  all,  we'LL  need  a temporary  file  name.*/ 
n GetTempFiLeCTempFile,  TempDir); 


n if(TempFiLe) 
n { 

n n p C 1 1 p boa r d D a t a = Re t r i e v e C L i pboa r d Da t a ( h wnd , &C L i pboa r d F o r ma t , 

□BannonnnnaQ  Sd w Da t a S 1 z e ) ; 


n n i f ( pC L i pboa rdData ) 

n n { 

n n n FILE*ouf; 


□ □ □ 

□ an 

□ n □ 

□ n □ 

□ □ □ 

n □ □ 

□ □ n 

n □ □ 

□ n □ 


ouf  = f ope n ( Temp F i L e , "wb"); 
i f ( o u f ) 

{ 

□ f w r i t e ( pC L i pboa r d Da t a , s i z e o f ( c h a r ) , dwDataSize,  ouf); 

□ fcLose(ouf); 

} 

else 

{ 

□ char  T empMe s s a g e C _M AX_ P AT H + 100D; 


□ □ □ □ 


sprintflTempMessage,  "Unable  to  create  file\n%s",  TempMessage); 


□ n n 

□ n □ 

□ □ n 

□ □ □ 


NessageBoxlhund, 

□ □ TempMessage, 

□ □ "Error", 

□ □ HB_ICONERROR  | HB_0K); 


□ □ □ □ AllOK  = FALSE; 

□ D □ > 

□ D > 


□ □ 

□ □ 

□ □ 

□ □ 

□ □ 

□ □ 


if  (AllOK) 

{ 

□ HANDLE  de  letethread; 

□ SHELLEXECUTEINFO  *sei; 

□ DWORD  ThreadID; 

□ char  *Temp F i I eMem; 


□ □ □ sei  = (SHELLEXECUTEINFO  * ) ma I I o c ( s i z e of ( S H E LLE X E C UT E I N F 0 ) ) ; 

□ □ □ mems e t C s e i , 0x00, s i z eo f ( S H E LLEX E C UT E I N FO ) ) ; 


□ □ □ Temp F i I eMem= ( c ha r * ) ma I I o c ( _H AX_ P AT H ) ; 

□ □ □ mems e t ( Temp F i I eMem, 0x00 , _MAX_P AT H ) ; 


□ □ □ s t r c py ( Temp F i I eMem, Temp F i I e ) ; 


□ □ □ 

n □ □ 

o □ □ 

□ n □ 

n □ □ 

□ □ □ 

n □ □ 


sei ->cbSize= si zeof (SHELLEXECUTEINFO) ; 

sei->fHask  = S E E_M AS K_N0 C LO S E P RO C E S S ; 

sei->hwnd=hwnd; 

sei->lpVerb=NULL; 

sei->lpFi le=TempFi leMem; 

sei->lpParameters=NULL; 

sei->lpDi rectory=NULL; 


CCCHK:dd41884d7ccf122df884bc6998863d887788f1ece22eddc77bbfd78ae9469096d:: 


Pretty  CtoocI  Privacy  5.0’^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1076 


VI  ewers. c 


n 

B 

B 

s e i - 

■>nShow=SW_SH0WN0RHAL; 

n 

B 

B 

n 

B 

B 

ShelLExecuteExCsei  ); 

n 

B 

B 

if (sei->hInstApp  <=  (HINSTANCE)  S E_ E R R_ D L LN OT F OU N D ) 

n 

B 

B 

n 

B 

B 

B 

i f ( sei ->hlns t App  ==  (HINSTANCE)  S E_ E R R_N 0 A S S 0 C || 

n 

B 

B 

B 

sei ->hInstApp  ==  (HINSTANCE)  S E_ E R R_ A S S 0 C I N C OM P LET E ) 

n 

B 

B 

B 

{ 

u 

B 

B 

B 

n Mes sa geBox ( s e i ->h wnd , 

n 

B 

B 

B 

n n "Unable  to  find  type  associated  with  text  files 

□ 

B 

B 

B 

n n "Error", 

n 

B 

B 

B 

n n MB_IC0NERR0R  | MB_0K); 

a 

B 

B 

B 

> 

n 

B 

B 

B 

r emove ( s e i -> 1 p F i 1 e ) ; //  Delete  temp  file 

n 

B 

B 

B 

free((char  * ) s e i -> L p F i L e ) ; 

Q 

B 

B 

B 

free(sei  ); 

n 

B 

B 

> 

□ 

B 

B 

else 

//  Ext  viewer  Launched.  Start  thread  to  clean  up. 

n 

B 

B 

□ 

B 

B 

deLetethread=CreateThread(NULL,0, 

n 

B 

B 

B 

(LPTHREAD_START_ROUTINE)DeLeteTempFiLeThread, 

n 

B 

B 

B 

sei,0,&ThreadID); 

Q 

B 

B 

Q 

B 

B 

if(deLetethread==0) 

n 

B 

B 

B 

MessageBox(hwnd, 

□ 

B 

B 

B 

"Unable  to  start  delete  thread  for  temporary  file.\n" 

□ 

B 

B 

B 

"Temporary  file  will  be  deleted  upon  exit  of  PGPtray.", 

□ 

B 

B 

B 

"Error", HB_0K); 

n 

B 

B 

> 

n n > 

n > 

n else 

n { 

n n char  bu f f e r C _H AX_P AT H + 128D; 

n n s p r i n t f ( b u f f e r , "Unable  to  create  temp  fiLe\n%s",  TempFile); 

Q D Mes sageBox ( h wnd, 

n n n n buffer, 

a n n n "Error", 

n n n n HB_IC0NERR0R  | MB_0K); 

n } 

} 

void  La u n c h I n t e r n a L V 1 e we r C H W N D hwnd) 

{ 

n void  *pCLipboardData,- 

n UINT  ClipboardFormat  = 0; 

n DWORD  dwDataSize  = 0; 

n DWORD  dwOutputSize  = 0; 

n void*  pOutputBuffer  = NULL; 

n S h o wW i ndo w ( h wnd , SW_HIDE); 

n pCLipboardData  = RetrieveCLipboardDataChwnd,  SClipboardFormat,  KdwDataSize); 

n i f ( p C L i pboa r d D a t a ) 
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n { 

n n i f ( C L i p boa r d F o rma t ==  CF_TEXT) 

n n ■( 

n n n OS V E R S I ON  I N F 0 osid; 

n n n o s i d . d wO S Ve r s i on  I n f o S i z e = sizeof  (osid); 

n n n GetVersionEx  (Sosid); 


n n B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 


if  ( (osi d . dwPLatf ormid  ==  VER_PLAT FORM.WI N32_NT ) || 
n CdwDataSize  < 65535))  i 

n if(EncLyptorViewCLipboard(hwnd,  pCLipboardData,  dwDataSize, 
n B B a B B &pOutputBuf f er,  SdwOut put S i ze ) 

a B B B ==  STATUS. SUCCESS) 
a { 

a a StoreCLipboardDataChwnd,  pOutputBuffer,  dwOutputSize); 


B B 

B B 

B a 

B B 

B B 

B B 

B a 

a a 

a a 

a B 

B B 

B B 

a > 

> 


a a a pgpFree(pOutputBuffer); 

B fl  } 

a > 

a else 

a -C 

a a MessageBox  (NULL,  "Sorry,  the  clipboard  contents  exceed  the\n 
B a a "Limits  of  the  PGP  clipboard  viewer",  "PGP  Warning", 
a a B MB.OKi MB.ICONEXCLAHATION I MB.SETFOREGROUND); 

B B B 

a > 

> 

pgpFree(pClipboardData); 


void  G e t Temp D i r e c t o r y ( c h a r *TempDir,  DWORD  TempDirSize) 
i 

a HKEY  hKey; 

a LONG  IResult; 

a CHAR*  p; 

a DWORD  dwValueType,  dwSize; 


a a s s e r t ( Temp D i r ) ; 


a *TempDir  = *\0*; 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


IResult 

= 

RegOpenKeyEx 

( HKEY_CURRENT_USER, 

B B 

B 

B 

B 

B 

"SoftwareWPGPWPGPWPGPkeys 

B B 

B 

B 

B 

a 

0, 

B B 

B 

B 

B 

B 

KEY_READ, 

B B 

B 

B 

B 

B 

&hKey ) ; 

if  (IResult  ==  ERROR.SUCCESS) 

{ 

a dwSize  = TempDirSize; 

a IResult  = R eg Qu e r y Va I u e Ex  (hKey,  "ExePath",  NULL,  &d wVa L u eTy pe , 
BBBaaaaB  ( LPB YT E ) Temp D i r , &dwSize); 

a RegCloseKey  (hKey); 

a p = strrchr  (TempDir,  *\\*); 

a if  ( p ) 

a { 

B B P++; 

B B *p=  *\0*; 
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n n > 

B B else  Lstrcpy  (TempDir, 

B > 

B Lstrcat  (TempDir,  "TEMP"); 

B _mkdir(TempDir);  /*If  this  fails,  we  just  assume  it  was  already  there*/ 

> 

void  Ge t T emp F i I e ( c h a r *TempFile,  char  *TempDir) 

{ 

B Static  int  Tempindex  = 0; 

B char  F i I e S u f f i X C _M AX_P AT H 3 ; 

B BOOL  GotGoodFile  = FALSE; 

B FILE  *f h; 

B assert(TempFile); 

B assert(TempDir); 

B wh i I e ( ! Go t Good F i I e ) 

B { 

B B ItoaCTempIndex,  FileSuffix,  36); 

B B sprintflTempFile,  "%s\\TED%s.txt",  TempDir,  FileSuffix); 

n n fh  = fopenCTempFile,  "r"); 


n 

a 

i 

f (fh) 

n 

a 

C 

n 

a 

a 

fclose(fh); 

n 

a 

> 

a 

a 

e 

L se 

a 

a 

i 

a 

a 

a 

f h 

= fopenlTempFile,  "w"); 

a 

a 

a 

if Cfh) 

a 

a 

a 

a 

a 

a 

a 

fcloseCfh); 

a 

a 

a 

a 

unlinkCTempFi le) ; 

a 

a 

a 

a 

GotGoodFile  = TRUE; 

a 

a 

a 

> 

a 

a 

> 

B H + + T emp I ndex; 

B > 

} 

void  C I e a n u pT emp F i I e s ( VO i d ) 

{ 

B char  TempDi  ri:_MAX_PATHD,  F u I I F i I e C _H  AX_P  AT  H 3 ; 

B HANDLE  hDir; 

B WIN32_FIN0_DATA  FindData; 

B G e t T emp D i r e c t o r y ( T emp D i r , s i z eo f ( T emp D i r ) ) ; 

B sprintffFullFile,  "%s\\TED*.txt",  TempDir); 

B hDir  = FindFirstFileCFullFile,  SFindData); 

B whileChDir  !=  I N V A LI D_H AN D LE_ V A LU E ) 

B { 

B B s p r i n t f ( F u I I F i I e , "%s\\%s",  TempDir,  F i n d D a t a . c F i I e Na me ) ; 

B B unlink(FullFile); 

B B i f ( ! F i nd N e X t F i I e ( h D i r , SFindData)) 
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n n B hDir  = I N V A LI D_H AN D LE_ V A LU E ; 

B > 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

void  LaunchInternaLViewerCHWND  hwnd); 
void  La un c h Ex t e r n a L V i e we r ( H WN D hwnd); 
void  C L eanupTemp F i L e s ( VO i d ) ; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:  TreeList  memory  aLLocation  and  m i s c e L L a n eou s routines 
// 

//n  $Id:  TLMisc.c, V 1.4  1997/06/03  14:54:12  pbj  Exp  $ 

// 

#incLude  <windows.h> 

#incLude  "TLintern.h" 


// I 

//  Private  memory  aLLocation  routine 

void*  TLALLoc  (Long  size)  ( 
n void*  p; 

n p = HeapALLoc  ( G e t P r o c e s s H e a p (),  H E AP_Z E R0_M EMO R Y , size); 
n i f ( ! p)  { 

n n MessageBox  (NULL,  "Memory  aLLocation  faiLure",  "Error",  MB_OK); 
n } 

n return  p; 

} 


// 

//  Private  memory  reaLLocation  routine 


void* 

TLReA  L Loc 

(void*  p.  Long  size)  ( 

n 

i f 

(p)  { 

n 

a 

HeapF  ree 

(GetProcessHeap  (),  0, 

n 

n 

return  (TLALLoc  (size)); 

n 

> 

n 

eLse  return 

NULL; 

> 


// 

//  Private  memory  deaLLocation  routine 

void  TLFree  (void*  p)  { 

n if  (p)  HeapFree  (GetProcessHeap  (),  0,  p); 
} 


// I 

//  Return  next  item 

TLTreeltem*  Nextitem  (TLTreeltem*  p)  ( 
n if  ( p->n e X t I t em ) return  p->nextltem; 

n if  ( p->pa r e n t I t em ) return  (Nextitem  ( p->pa r e n t I t em ) ) ; 
n return  NULL; 

> 


// I 

//  Return  item  beLow  the  specified  one 
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T LT r e e I t em*  Downitem  ( T LT r e e I t em*  p,  BOOL  bShift)  { 
n TLTreeltem  *p2; 

a if  (bShift)  { 

n n if  (p->nextltem)  p = p->nextltem; 
n } 

a e L s e { 

n n if  ( p-> c h i L d 1 1 em  &&  (p->state  S T LI S_ E X P AN D E D ) ) return  p-> c h i L d 1 1 em; 

n n if  ( p-> n e X t I t em ) return  p->nextltem; 

n n if  C p->pa r e n t I t em ) { 
n n n p2  = Nextitem  (p->parentltem); 

n n n if  (p2)  return  (p2); 

n n } 

n } 

n return  p; 

} 


//  Return  last  child  item  of  the  specified  item 
TLTreeltem*  Lastitem  (TLTreeltem*  p)  { 

n if  (p->chi  Iditem  SS  (p->state  S T LI  S_  EX  P AN  D E D ) ) ■( 
n n p = p->chi Iditem; 

n n while  (p->nextltem)  p = p->nextltem; 
n n return  (Lastitem  (p)); 

o > 

n return  p; 

> 


//  Return  item  above  the  specified  one 
TLTreeltem*  Upltem  (TLTreeltem*  p,  BOOL  bShift)  ( 


□ 

i f 

(bShift)  { 

Q 

n 

i f 

( p->p r e V 1 1 em ) p = p->prevltem; 

n 

> 

Q 

e L 

s e { 

□ 

□ 

i f 

(p->prevltem)  return  Lastitem  (p->prevltem); 

n 

n 

i f 

( p->pa r e n t I t em ) return  p->pa r e n t I t em; 

n 

> 

n 

return 

p; 

y 


II  Process  keyboard  character 

BOOL  TLKeyboa rdCha r (TLWndData*  pWD,  WPARAH  ch,  LPARAH  IP)  { 
n TLTreeltem*  p; 
n INT  iCurrentRow,  iFinalRow; 
n BOOL  bShift; 

n if  (GetKeyState  (VK_SHIFT)  & 0x8000)  bShift  = TRUE; 
n else  bShift  = FALSE;n 
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n pWD->niiiTreeLi  St  . f Lags  = 0; 
a if  ( pWD->f o c u s I t em)  { 


n 

B 

switch 

(ch)  { 

n 

B 

case 

' VK 

_D0WN  : 

□ 

B 

fl 

P = 

Downitem  (pWD->focusItem,  bShift); 

n 

B 

B 

if 

Cp  !=  pWD->f ocusitem)  f 

n 

B 

B 

B 

p W D-> f o c u s I t em->s t a t e 8=  ~T LI S _ F 0 C U S E D ; 

□ 

B 

fl 

B 

T LI nva L i da t e I t em  (pUD,  p W D-> f o c u s I t em ) ; 

n 

B 

B 

fl 

TLDese LectTree  (pWD,  pWD-> r oo t I t em,  NULL); 

n 

B 

B 

fl 

pWD->focusItem  = p; 

n 

B 

fl 

fl 

if  ( ! pWD->f i r s t Se L ec 1 1 1 em)  p W D->f i r s t S e L e c 1 1 1 em  = p; 

n 

B 

fl 

B 

if  (IbShift)  { 

□ 

B 

B 

B 

n p WD-> i N umbe r S e L e c t ed  = 1; 

n 

fl 

fl 

fl 

n pWD->f i rstSe Lectitem  = p; 

n 

B 

B 

B 

> 

n 

B 

fl 

B 

else  { 

n 

B 

fl 

fl 

n pWD->i NumberSe Lected  = 0; 

□ 

B 

B 

B 

n T LSe L e c t Ra nge  (pWD,  pWD-> roo t I t em,  p); 

Q 

B 

fl 

B 

> 

n 

B 

B 

fl 

pW0->f ocusItem->state  |=  TLIS_F0CUSED  | T L I S_ S E LE C TE D 

□ 

B 

B 

B 

TLInvaLidateltem  (pWD,  pUD->focusItem); 

n 

B 

B 

B 

if  ( T LSe L e c t Au t 0 S c r 0 L L (pWD,  p W D->f o c u s I t em ) ) 

n 

B 

B 

fl 

n I nva L i da t eRe c t (pWD->hWnd,  8pWD->t L I nva  1 , TRUE); 

n 

B 

fl 

B 

pWD->nmTreeLi St . f Lags  |=  TLC_B YKEYBOARD; 

n 

B 

B 

> 

Q 

B 

fl 

break; 

n 

B 

case 

VK 

_UP  : 

n 

B 

B 

P = 

Upltem  ( p W D->f 0 c u s I t em,  bShift); 

n 

B 

fl 

i f 

(p  !=  pW0->f ocusitem)  { 

□ 

B 

B 

B 

pWD->focusItem->state  8=  “TLIS_F0CUSED; 

□ 

B 

fl 

B 

TLInvaLidateltem  (pWD,  pWD->focusItem); 

□ 

B 

B 

B 

T LDes e L ec t T r ee  (pWD,  pWD->root I t em,  NULL); 

a 

B 

B 

fl 

pWD->focusItem  = p; 

H 

B 

B 

B 

if  ( ! pW0->f i r s t S e L e c 1 1 1 em ) pW D->f i r s t S e L e c 1 1 1 em  = p; 

□ 

B 

B 

B 

if  (ibShift)  { 

a 

B 

fl 

B 

n pW D-> i Numbe r S e L e c t ed  = 1; 

n 

B 

B 

B 

B pWD->f i r s t S e L e c t I t em  = p; 

n 

B 

fl 

B 

I 

□ 

B 

fl 

B 

e L s e { 

□ 

B 

fl 

B 

n pW D-> i Numbe r S e L e c t ed  = 0; 

n 

B 

B 

B 

n TLSeLectRange  (pWD,  pWD->rootItem,  p); 

D 

B 

fl 

B 

} 

D 

B 

fl 

B 

pWD->f ocusItem->state  |=  TLIS_F0CUSED  | T LI S _S E LE C T E D 

n 

B 

B 

fl 

TLInvaLidateltem  (pWD,  pW D->f o c u s I t em ) ; 

n 

B 

fl 

B 

if  ( TLSe L ec t Au t oS c r 0 L L (pWD,  pW D->f o c u s I t em ) ) 

B 

fl 

B 

fl 

a I n va L i da t e Re c t (pWD->hWnd,  8pU D-> t L I n va L , TRUE); 

B 

fl 

fl 

B 

pU D->nmT r e e L i s t . f L a g s |=  T LC_B YKE YBO AR D ; 

B 

B 

fl 

> 

B 

B 

fl 

break; 

B 

B 

case 

VK 

_LEFT  : 

B 

B 

case 

VK 

_SUBTRACT  : 

B 

B 

fl 

i f 

( ! bShi f t ) { 

B 

B 

fl 

Q 

if  ( pU D->f 0 c u s 1 1 em->s t a t e 8 T L I S_E X P AN D E D ) { 

B 

B 

B 

n 

n p = pWD->focusItem; 

:CCHK:5544e4266856611c8347ea7fe1c8822f15cb0b6da251c7dbf1d330ab6a1fc8fd0:: 
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n 

B 

fl 

□ 

fl 

TLDeseLectTree  CpWD,  pWD->rootItem,  p); 

□ 

B 

fl 

fl 

fl 

p->state  8=  "TLIS.EXPANDED; 

a 

B 

fl 

fl 

B 

p->state  1=  TLIS_SELECTED; 

n 

fl 

fl 

fl 

fl 

pWD 

->iNuiiiberSeLected  = 1; 

Q 

fl 

fl 

fl 

fl 

I n va L i d a t e R e c t (pWD->hWnd,  8 pW D-> t L I n va L , TRUE); 

n 

B 

fl 

□ 

fl 

pWD 

->nnnTreeLi  St  . f Lags  |=  T LC_B  Y KE  YBO  A R D ; 

□ 

B 

fl 

fl 

> 

□ 

fl 

□ 

fl 

else  { 

n 

B 

fl 

fl 

B 

i f 

( c h 

!=  VK_SUBTRACT)  { 

u 

fl 

fl 

B 

fl 

B 

i f 

( pWD->f ocus I t em->pa ren t I t em ) { 

n 

fl 

fl 

fl 

fl 

fl 

fl 

pWD->focusItem->state  8=  “TLIS_FOCUSED; 

a 

B 

□ 

□ 

fl 

□ 

fl 

TLInvaLidateltem  (pWD,  pWD->focusItem); 

n 

fl 

□ 

fl 

fl 

fl 

□ 

TLDeseLectTree  (pWD,  pWD->rootItem,  NULL); 

D 

B 

fl 

fl 

B 

fl 

fl 

p = p W D-> f 0 c u s I t em->p a r e n t I t em; 

□ 

fl 

fl 

fl 

fl 

fl 

fl 

p W D-> f 0 c u s I t em  = p; 

□ 

fl 

B 

fl 

fl 

fl 

fl 

pWD->f i r s t S e L e c t I t em  = p; 

n 

fl 

fl 

B 

fl 

fl 

B 

p->state  1=  TLIS_F0CUSED  | T LI S_S E L E C T E D ; 

□ 

fl 

fl 

B 

fl 

fl 

B 

pWD->iNumberSeLected  = 1; 

n 

B 

B 

B 

B 

fl 

fl 

TLInvaLidateltem  (pWD,  p); 

□ 

fl 

□ 

fl 

fl 

fl 

fl 

if  ( T LS e L e c t Au t 0 S c r 0 L L (pWD,  p)) 

n 

fl 

B 

fl 

fl 

fl 

fl 

n I n va L i d a t e R e c t (pWD->hWnd,  8pWD->tLlnva 

n 

B 

□ 

fl 

fl 

B 

fl 

n TRUE); 

n 

B 

fl 

fl 

fl 

fl 

fl 

pWD->nmTreeLi St . f Lags  |=  T LC _B Y KE YBO A R D ; 

□ 

fl 

fl 

fl 

fl 

B 

> 

□ 

fl 

fl 

fl 

fl 

> 

n 

B 

fl 

B 

> 

n 

B 

B 

> 

n 

B 

B 

break; 

n 

fl 

case 

1 VK 

_RIGHT  : 

□ 

B 

case 

1 VK 

_RETURN 

; 

□ 

fl 

case 

' VK 

_ADD 

: 

n 

B 

fl 

if 

( ! bShi f t ) { 

n 

B 

fl 

fl 

if 

CpWD 

->f ocusIteni->chi  Lditem)  { 

a 

fl 

B 

fl 

fl 

i f 

(pWD 

->f ocusItem->state  8 T LI S_ E X P AN D E D ) { 

n 

B 

fl 

fl 

n 

fl 

i f 

(ch  !=  VK_ADD)  f 

n 

fl 

fl 

□ 

□ 

fl 

□ 

p W D->f 0 c u s I t em-> s t a t e 8=  ~ T LI S _ F 0 C U S E D ; 

n 

fl 

B 

fl 

n 

fl 

fl 

TLInvaLidateltem  (pWD,  p W D->f o c u s I t em ) ; 

n 

fl 

fl 

□ 

fl 

n 

fl 

TLDeseLectTree  (pUD,  pW D-> r oo 1 1 1 em,  NULL); 

B 

B 

fl 

B 

B 

fl 

fl 

p = pWD->focusItem->chi  Lditem; 

B 

B 

fl 

fl 

fl 

fl 

n 

pWD->focusItem  = p; 

B 

B 

fl 

fl 

fl 

fl 

fl 

pWD->firstSeLectItem  = p; 

B 

fl 

□ 

□ 

B 

fl 

B 

p->state  1=  TLIS.FOCUSED  | TLIS_SELECTED; 

B 

fl 

fl 

fl 

B 

fl 

fl 

p W D-> i N umbe r S e L e c t ed  = 1; 

B 

fl 

fl 

fl 

B 

B 

fl 

TLInvaLidateltem  (pWD,  p); 

B 

fl 

fl 

fl 

fl 

fl 

fl 

if  ( T LS e L e c t Au t 0 S c r 0 L L (pWD,  p)) 

fl 

fl 

B 

B 

fl 

fl 

fl 

n I n va L i da t e Re c t (pWD->hWnd,  8pWD->tLInva 

fl 

fl 

B 

fl 

fl 

fl 

fl 

n TRUE); 

B 

fl 

fl 

fl 

fl 

□ 

B 

pWD->nmTreeLi St . f Lags  |=  TLC_BYKEYBOARD; 

B 

fl 

B 

B 

fl 

fl 

> 

B 

fl 

fl 

fl 

B 

> 

B 

fl 

fl 

fl 

B 

else  -C 

B 

fl 

fl 

fl 

B 

B 

p = 

pWD->f ocusitem; 

B 

fl 

fl 

fl 

fl 

fl 

TLDeseLectTree  (pWD,  p W D-> r oo t I t em,  p); 

B 

fl 

B 

fl 

□ 

B 

p->state  1=  (TLIS_EXPANDED  | T L I S _ S E L E C T E D ) ; 

B 

□ 

fl 

□ 

fl 

B 

pWD 

-> i N umbe r S e L e c t e d = 1; 

B 

fl 

B 

fl 

□ 

fl 

I n va L i da t e Re c t (pWD->hWnd,  8pWD->t L I nva L , TRUE) 

B 

fl 

fl 

□ 

fl 

fl 

TLExpandAutoScroLL  (pWD,  pWD->focusItem); 

CCCHK:4f5fe5d6001f05dbf844e0ecb9bee6dea8686120a6197e90933db20ff438e7842]] 
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n 

n 

u 

o 

0 

n pWD->nmTreeLi St . f lags  |=  T LC_B YKE YBO A R D ; 

Q 

Q 

n 

0 

0 

> 

n 

n 

n 

0 

> 

a 

n 

D 

> 

Q 

n 

n 

break; 

n 

□ 

case  VK 

_NEXT  : 

Q 

n 

n 

if 

(ibShift)  { 

n 

Q 

n 

0 

iCurrentRou  = 0; 

n 

n 

a 

0 

TLGetRow  ( p W D-> r oo t I t em,  p W D-> f o c u s I t em,  & i C u r r en t Row ) ; 

n 

n 

n 

0 

if 

(iCurrentRow  >=  (pWD->iFirstRow  + pWD->iHaxRows  -1)) 

a 

a 

n 

0 

0 

iFinalRow  = iCurrentRow  + pWD->i HaxRows  -1; 

n 

n 

n 

0 

else 

n 

a 

n 

0 

0 

iFinalRow  = pW D-> i F i r s t Row  + pW D-> i Ma x Row s -1; 

n 

a 

n 

0 

i f 

(iFinalRow  > p W D-> i E x pa nded Ro w s ) 

n 

n 

n 

0 

0 

iFinalRow  = p W D-> i Expa nd ed R o ws ; 

n 

u 

D 

n 

s 

0 

P = 

pWD->focusItem; 

n 

n 

D 

0 

while  (iCurrentRow  < iFinalRow)  { 

n 

n 

Q 

0 

0 

p = Downitem  (p,  bShift); 

n 

n 

D 

0 

0 

i CurrentRow  + +; 

n 

n 

n 

0 

> 

n 

Q 

n 

0 

i f 

(p  !=  pW D->f 0 c u s I t em ) { 

Q 

n 

n 

0 

0 

pW [>->f  0 c u s 1 1 em-> s t a t e &=  ~ T L I S_  F OC U S E D ; 

Q 

□ 

□ 

0 

0 

T L I n va 1 i da t e I t em  (pWD,  p W D-> f o c u s I t em ) ; 

n 

n 

Q 

0 

0 

T LDe se 1 e c t T r ee  (pWD,  p W D-> r oo t I t em,  NULL); 

n 

n 

C 

0 

0 

pUD->focusItem  = p; 

n 

n 

n 

o 

0 

if  (!pWD->firstSelectItem)  pWD->firstSelectItem  = p; 

u 

n 

n 

0 

0 

if  (IbShift)  p W D-> f i r s t S e 1 e c 1 1 1 em  = p; 

n 

□ 

Q 

0 

0 

pWD->f ocusItem->state  |=  TLIS_FOCUSED  | T LI S_S E LE C T E D 

n 

n 

n 

0 

0 

p W D-> i N umbe r S e 1 e c t e d = 1; 

n 

n 

n 

o 

0 

TLInva 1 i da t el t em  (pWD,  p W D-> f o c u s I t em ) ; 

□ 

a 

n 

0 

0 

if  ( T LS e 1 e c t Au 1 0 S c r 0 1 1 (pWD,  pWD->f ocusitem) ) 

n 

n 

n 

0 

0 

n InvalidateRect  (pWD->hWnd,  &pWD->tlInval,  TRUE); 

D 

n 

n 

0 

0 

pWD->nmTreeLi St . f lags  |=  T LC_B YKE YBO A R D ; 

n 

n 

D 

0 

> 

n 

n 

n 

> 

n 

n 

n 

break; 

D 

n 

case 

VK 

_PRI0R  : 

n 

Q 

n 

if 

( ! bShi  f t ) { 

a 

n 

□ 

0 

iCurrentRow  = 0; 

n 

n 

n 

0 

TLGetRow  ( p W D-> r oo 1 1 1 em,  p W D-> f o c u s 1 1 em,  & i C u r r e n t Row  ) ; 

a 

n 

n 

0 

i f 

(iCurrentRow  ==  p W D-> i F i r s t Row ) 

n 

Q 

n 

0 

0 

iFinalRow  = iCurrentRow  - p W D-> i Ma x Ro w s +1; 

n 

n 

0 

0 

else 

n 

a 

0 

0 

o 

iFinalRow  = pUD->iFirstRow; 

n 

Q 

0 

0 

i f 

(iFinalRow  < 0)  iFinalRow  = 0; 

n 

n 

a 

n 

0 

0 

P = 

pWD->focusItem; 

n 

n 

0 

0 

while  (iCurrentRow  > iFinalRow)  { 

n 

a 

0 

0 

0 

p = Upltem  (p,  bShift); 

n 

n 

0 

0 

0 

iCurrentRow--; 

n 

n 

0 

0 

> 

Q 

a 

0 

0 

i f 

(p  !=  pWD->f ocus I t em ) { 

n 

n 

0 

o 

0 

pW D->f 0 c u s I t em-> s t a t e &=  " T LI S_ F OC U S E D ; 

n 

n 

0 

0 

0 

T LI n va 1 i da t e I t em  (pUD,  pW D-> f o c u s I t em ) ; 

n 

n 

0 

0 

0 

T LDe s e 1 e c t T r e e (pWD,  p W D -> r oo t I t em,  NULL); 

[:CHK:4e2311e6d79a29aff39d47852ab6cf9aac619aaf5196f7699716da6640b3f557b]] 
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Q n □ 
nan 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


n n pWD->f ocusitem  = p; 

n n if  ( ! pWD->f i rstSe Lectitem)  p W D-> f i r s t S e L e c t I t em  = p; 
n n if  (IbShift)  pWD->firstSeLectItem  = p; 

n n p W D-> f o c u s I t em-> s t a t e |=  TLIS_FOCUSED  | T LI S _ S E LE C T E D ; 

n n p W D-> i N umbe r S e L e c t e d = 1; 

n n T LI n V a L i d a t e I t em  (pWD,  p W D-> f o c u s I t em ) ; 

n n if  C T LS e L e c t Au t o S c r o L L (pWD,  p W D->f o c u s I t em ) ) 

n n n InvaLidateRect  (pWD->hWnd,  &pWD->tLInvaL,  TRUE); 

n n pWD->nmTreeList. flags  |=  TLC_BYKEYBOARD; 

n > 

> 

break; 


n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 


case  VK_H0ME  : 

n p = p W D-> roo t I t em; 

n if  (p  !=  p W D -> f o c u s I t em ) i 

n n p W D->f o c u s I t em-> s t a t e &=  "T LI S _ F 0 C U S E D ; 

n n T L I nva L i d a t e I t em  CpWD,  p W D-> f o c u s I t em ) ; 

n n TLDeselectTree  (pWD,  pWD->rootItem,  NULL); 

n n pWD->focusItem  = p; 

n n if  C ! p W D -> f i r s t S e I e c t I t em ) p W D->f i r s t S e L e c t I t em  = p; 
n n i f ( ! bShi f t ) i 

n n n pWD->iNumberSeLected  = 1; 

n n n p W D->f i r s t S e L e c t I t em  = p; 

n n > 

n n e L s e -C 

n n n p W D-> i N umbe r S e L e c t e d = 0; 

n n n T LS e L e c t Ra n g e (pWD,  p W D-> roo t I t em,  p); 

n n > 

n n pWD->f ocusItem->state  |=  TLIS_FOCUSED  | TLIS_SELECTED; 

n n TLI n va L i da t e I t em  (pWD,  p W D->f o c u s I t em ) ; 

n n if  C T LS e L e c t Au t o S c r o L I CpWD,  p W D-> f o c u s 1 1 em ) ) 

n n n InvaLidateRect  CpWD->hWnd,  &pWD->t L I nva L , TRUE); 

n n pWD->nmTr eeLi st . f Lags  |=  TLC_BYKEYBOARD; 

n > 

n break; 


n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 
n n 


case  VK_END  : 
n p = p W D -> r 00 t I t em; 

n while  ( p->n e x t I t em ) p = p->nextltem; 
n if  Cp  !=  pWD->f ocusitem)  i 

n n p W D->f o c u s I t em-> s t a t e &=  " T L I S_ F 0 C U S E D ; 

n n TLInva L i dateltem  CpWD,  pW D->f o c u s I t em ) ; 
n n TLDeselectTree  (pWD,  pW D-> r oo t I t em,  NULL); 
n n p W D-> f o c u s I t em  = p; 

n n if  (! pWD->fi rstSe  lectitem)  p W D-> f i r s t S e I e c 1 1 1 em  = p; 
n n if  ClbShift)  { 

n n n p W D-> i N umbe r S e I e c t ed  = 1; 

n n n pW D->f i r s t S e L e c t I t em  = p; 

n n > 

n n e I se  T 

n n n pW D-> i N umbe r S e I e c t ed  = 0; 

n n n T LS e L e c t Ra ng e CpWD,  p W D-> r oo t I t em,  p); 

n n > 

n n pWD->f ocusItem->state  |=  TLIS_FOCUSED  | TLIS_SELECTED; 
n n T LI n va L i da t e I t em  (pWD,  pW D->f o c u s I t em ) ; 

n n if  ( T LS e L e c t Au t oS c r o I L CpWD,  p W D-> f o c u s 1 1 em ) ) 

n n n InvaLidateRect  (pWD->hWnd,  &pWD->t 1 1 nva L , TRUE); 


CCCHK:e8dc6ff1247bba02a29bl16d9d99ed77257446485ca68d74dc40db9d2d29474c7:: 
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n 

n 

a n pWD->niiiTreeLi  St  . f lags 

1=  TLC_BYKEYBOARD; 

n 

n 

n > 

n 

n 

n break; 

n 

Q 

} 

n 

>n 

n 

i f 

( p W D->nmT r e e L i s t . f 1 a g s ) { 

n 

n 

if  ( pW D-> i N umbe r S e 1 e c t ed  > 1) 

pUD->nmTreeList. flags 

n 

n 

pUD->nmT  reeLi st . i temOld. hitem 

= NULL; 

□ 

Q 

pWD->nmT  reeLi st . i temNew . hitem 

= (HTLITEH)p; 

n 

n 

pWD->nmT  reeLi st . i temNew . state 

= p->state; 

n 

n 

pW D->nmT r e e L i s t . hd r . c od e = TLN 

_SELCHANGED; 

n 

Q 

SendHessage  ( pWD->hWndPa rent. 

WM_N0TIFY,  pWD->id, 

n 

n 

n n n n ( LPA R AH ) 8 ( p W D- 

>nmTreeList)); 

n 

D 

return  TRUE; 

Q 

> 

D 

else  { 

n 

Q 

pWD->nmKeyDown . hdr . code  = TLN_ 

KEYDOUN; 

n 

n 

p W D->nmKey Do wn . wVKey  = ch; 

n 

n 

pU D->nmKey Do wn . f 1 a g s = IP; 

n 

n 

SendHessage  ( p W D->h Wnd Pa r e n t , 

WM_N0TIFY,  pWD->id, 

n 

n 

n n n n ( LPAR AH ) 8 ( pW D- 

>nmKeyDown ) ) ; 

n 

n 

return  FALSE; 

n 

> 

> 


1=  TLC_MULTIPLE; 


// I 

//  Process  selected  objects  by  calling  callback  function 


BOOL  IterateSe  lected  (TLTreeltem*  pStart, 


D 

TL_ 

TREEITEM  tli; 

n 

TLTreeltem*  p; 

n 

i f 

(ipStart)  return  FALSE; 

D 

P = 

pSta  rt ; 

D 

while 

( p->ne X t I t em ) p = p->nextltem; 

Q 

while 

(p)  { 

n 

n 

i f 

(p->state  8 TLIS_EXPANDED) 

Q 

B 

D 

IterateSe  lected  (p->chi Iditem, 

n 

n 

if 

(p->state  8 TLIS_SELECTED)  { 

n 

n 

n 

tli .hitem  = (HTLITEH)p; 

n 

Q 

n 

tli.pszText  = p->pszText; 

n 

B 

Q 

tli.ilmage  = p->ilmage; 

a 

B 

n 

tli.lParam  = p->lParam; 

B 

B 

a 

p = p->prevltem; 

B 

B 

n 

if  ( ! ( * c a 1 1 ba c k ) ( 8 1 1 i ) ) return 

B 

B 

> 

B 

B 

e L 

se  p = p->prevltem; 

B 

} 

B 

return 

TRUE; 

B00L(*callback) ( T L_T R E E I T EM* ) ) 


callback) ; 


FALSE; 


> 


{ 


BOOL  T LI t e r a t e S e I e c t e d (TLWndData*  pWD,  BOO L ( * c a I I ba c k ) ( T L_T R E E I T EH* ) ) { 
::CHK:8351443c6ae517c3ddcd8b0f8882aaeeff000333e9574a443c1345bbbf063a50e:] 
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a return  ( 1 1 e r a t e S e L e c t e d ( p W D-> r oo 1 1 1 em,  callback)); 
} 


// I 

//  Scroll  to  key b oa r d- s e I e c t ed  key 
// 

//n  c =nn  n n character  just  typed  by  user 

//n  bStillTyping  =n  TRUE  =>  this  character  is  part  of  a previous 
//n  n n n n string  of  characters  =>  append  to  end. 

BOOL  TLSe  I e c t By  Keyboa  r d (TLWndData*  pUD,  LONG  c,  BOOL  bStillTyping)  -C 

n static  CHAR*  bufptr; 

n static  CHAR  bufC32]; 

H static  INT  i NumC ha r I nBuf f e r = 0; 
n INT  i; 

n TLTreeltem*  p; 

n TLTreeltem*  pfirst; 

n //  return  if  non-p r i n t a b I e character 


a 

1 f 

(lisprint  (c))  return  FALSE; 

n 

// 

escape  key  deselects  selection 

and  clears  buffer 

□ 

1 f 

(c  ==  VK_ESCAPE)  { 

□ 

B 

bufptr  = 8buf[I0]; 

n 

B 

i N umC h a r I nBu f f e r = 0; 

D 

B 

if  ( p W D-> f 0 c u s 1 1 em ) { 

n 

B 

n pWD->f ocusItem->state  &= 

TLIS_FOCUSED; 

n 

B 

a T L I n va 1 i da t e I t em  (pWD,  pWD 

->focusItem) ; 

□ 

B 

n TLDe se 1 e c t T ree  (pWD,  p W D-> r oo t I t em,  NULL); 

a 

B 

> 

n 

fl 

pWD->f ocusitem  = NULL; 

n 

B 

p W D->f i r s t S e 1 e c t I t em  = NULL; 

n 

B 

p W D-> i N umbe r S e 1 e c t e d = 0; 

B 

B 

pWD->nmTreeList. flags  = TLC_BYKEYBOARD; 

B 

B 

pWD->nmT  reeLi st . i temO Id . hitem 

= NULL; 

B 

B 

pWD->nmT  reeLi st . i temNew. hitem 

= NULL; 

B 

B 

pWD->nmT  reeLi st . i temNew . state 

= 0; 

B 

B 

pW D->nmT r ee L i s t . hd r . c od e = TLN 

_SELCHANGED; 

B 

B 

SendMessage  ( p W D-> h W nd Pa r e n t , 

WM_NOTIFY,  pWD->id 

B 

B 

n n n n ( LP  A R AH  ) & ( p W D- 

>nmTreeList)); 

B 

B 

return  FALSE; 

B 

> 

n //  convert  to  lower  case 
n CCHAR)c  = tolower  ((CHAR)c); 

n //  get  starting  point  for  traversing  linked  list 
n if  (pWD->f ocusitem)  { 
n n p = pW D->f o c u s I t em; 

n n while  ( p->pa r e n 1 1 1 em ) p = p->pa r e n 1 1 1 em  ; 
n > 

a else  p = p W D-> r 00 t I t em; 
n if  (!p)  return  FALSE; 
n pfirst  = p; 

n //  if  only  one  char  in  buffer  and  incoming  is  same  character 
ni:CHK:8222398afffff2c840aa422c56d5709c184e49f323daaf1  1 996801  722855d9ca9]  3 
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n 

// 

then  step  to  next  iterr 

1 which  begins  with  this  character 

n 

if 

( (i 

NumC h a r I nBu f f e r == 

1)  8S  (buf:0:  ==  (CHAR)c))  { 

n 

□ 

i f 

(p->nextltem)  p = 

p->nextltem; 

n 

n 

else  p = p W D-> r 00 t I t em; 

n 

n 

while  (tolower  ( p->p s z Te x t C 0 3 ) !=  bufC03)  { 

n 

n 

n 

if  (p->nextltem) 

p = p->nextltem; 

n 

n 

a 

else  p = p W D-> r 00 t I t em; 

n 

n 

u 

if  (p  ==  pfirst) 

break; 

n 

n 

} 

s 

> 

D 

// 

otherwise  do  standard 

matching 

n 

else  { 

n 

n 

i f 

(JbStillTyping)  { 

n 

u 

n 

iNumCharInBuffer 

= 0; 

n 

n 

n 

bufptr  = &bufC03; 

□ 

n 

} 

Q 

□ 

*bufptr  = (CHAR)c; 

n 

□ 

buf pt  r + + ; 

Q 

n 

*bufptr  = '\0'; 

n 

n 

iNumCharInBuffer++; 

s 

n 

if 

( p->nex t I t era)  p = 

p->nextltem; 

Q 

n 

i 

= Istrlen  (buf); 

S 

n 

while  Cstrnicmp  (p->pszText,  buf,  i)  !=  0)  { 

n 

n 

n 

i f (p->nextltem) 

p = p->nextltem; 

a 

Q 

n 

else  p = p W D-> r 00 t I t em; 

n 

Q 

Q 

if  (p  ==  pfirst) 

break; 

n n } 

n > 

n //  if  we  have  selected  new  item  then  handle  s e I e c t i on / d e s e I e c t i on  and 
n //  notify  parent  of  selection  change 
n if  (p  !=  pfirst)  { 
n n if  (pWD->f ocusitem)  { 

n n n pWD->focusItem->state  &=  ~TLIS_FOCUSED; 

n n n T LI n va I i da t e I t em  (pWD,  pW D-> f o c u s I t em ) ; 

n n n T LD e s e I e c t T ree  (pWD,  pW D-> r oo t I t em,  NULL); 

□ □ > 

n n pWD->f ocusitem  = p; 

n n pWD->i NumberSe lected  = 1; 

n n pWD->f i rstSe lectitem  = p; 

a a pWD->f ocusItem->state  |=  TLIS_FOCUSED  | T LI S_S E LE C T E D ; 

n n T LI n va I i da t e I t em  (pWD,  p W D->f o c u s I t em ) ; 

n n if  ( TLSe I e c t Au t oSc ro I I (pWD,  pW D->f o c u s 1 1 em ) ) 

n n n InvalidateRect  (pWD->hWnd,  8pWD->tlInval,  TRUE); 

n n pWD->nmTreeLi St . f lags  = T LC _B YKE YBO AR D ; 

n n pW D->nmT r e e L i s t . i t emO I d . h I t em  = NULL; 

n n pW D->nmT r e e L i s t . i t emN e w . h I t em  = (HTLITEH)p; 

n n pWD->nmTreeList.itemNew. state  = p->state; 

n n pWD->nmTreeLi St . hdr . code  = T LN_ S E LC H ANG E D ; 

n n Sendnessage  C p W D->h W nd Pa r e n t , WM_NOTIFY,  pWD->id, 

n n n n n n (LPARAM)&(pWD->nmTreeList)); 

n } 

n return  TRUE; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//iTLMouse.c  - handLe  tree  List  mouse  events 
// 

//n  $ld:  TLMouse.c, V 1.6  1997/05/19  14:36:25  pbj  Exp  $ 

// 


#incLude  <uindows.h> 

#incLude  "TLIntern.h" 

#define  TLM F_DBLC LI CKn  0x0001 
#define  TLM F_C0NTR0Ln  0x0002 
^define  TLMF_SHIFTn  n 0x0004 
^define  TLM F_RBUTTONn  0x0008 

#define  TLK_N0NEn  n 0x0000 
#define  TLK_BUTTONn  n 0x0001 
^define  TLK_SELECTn  n 0x0002 


// I 

//  Search  for  object  containg  given  point 

TLTreeltem*  PointSearch  (TLTreeltem*  pStart,  POINT  mpt,  int*  iType)  f 


n 

TLTreeltem*  p; 

□ 

TLTreeltem*  pp; 

□ 

P 

= pStart; 

D 

w h i L e 

(p)  { 

n 

n 

i f 

(PtInRect  (&p->buttonRect, 

mpt  ) ) 

{ 

a 

n 

Q 

*iType  = TLK_BUTT0N; 

n 

n 

D 

return  p; 

Q 

n 

> 

□ 

□ 

i f 

(PtInRect  ( &p->s e L e c t R e c t , 

mpt  ) ) 

{ 

a 

n 

a 

*iType  = TLK_SELECT,- 

n 

n 

n 

return  p; 

Q 

n 

> 

n 

n 

i f 

(p->state  & TLIS_EXPANDED) 

n 

□ 

a 

pp  = PointSearch  ( p-> c h i L d I t em. 

mpt 

a 

n 

n 

if  (pp)  return  pp; 

a 

□ 

> 

□ 

n 

i f 

( p->bu 1 1 0 n R e c t . r i g h t < p->bu 1 1 on  Re c t 

a 

Et 

a 

*iType  = TLK_N0NE; 

n 

u 

n 

return  NULL; 

Q 

Q 

> 

a 

□ 

P 

= p->nextltem; 

u 

> 

n 

★ 

iType 

= TLK_N0NE; 

a 

return 

NULL; 

// I 

//  SeLect  range  of  Lines 

BOOL  T LS e L e c t Ra nge  (TLWndData*  pWD,  TLTreeltem*  pFirst,  TLTreeltem*  pSeL)  { 
CCCHK:604e22cff244755bba28883ee27558c3a3c851a4aae6c6e0111ccceff9263e904DD 
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n TLTreeltem*  p; 

n TLTreeltem*  pLast; 

n BOOL  bSeL; 


n p = pFirst; 
n bSeL  = FALSE; 


n if  CpSel  ==  pU D-> f i r s t S e L e c t I t e m ) { 
a n pSeL->state  |=  T L I S_ S E LE CT E D ; 

n n pWD->iNumberSeLected  = 1; 

a n T LI n va L i da t e I t em  (pWD,  pSeL); 

n n return  TRUE; 

n } 


n 

□ 

□ 

n 

n 

n 

□ 

n 

n 

D 

n 

D 

n 

□ 

n 

n 

n 

□ 

n 

n 


whi Le  (p  SS  !bSeL)  T 

n if  ( (p->chi Idltem)  &&  (p->state  & T L I S_ EXP AN D E D ) ) { 
n n if  ( TLSe I e c t Ra nge  (pWD,  p-> c h i L d I t em,  pSeL))  return  TRUE; 
n } 

n if(p==pSeL){ 
n n bSeL  =TRUE; 

n n pLast  = p W D-> f i r s t S e L e c t I t em; 
n n p->state  |=  T LI S _ S E LE C T E D ; 

n B ( pU D-> i N umbe r S e L e c t e d ) + + ; 

B B TLInvaLidateltem  (pWD,  p); 

B > 

B else  if  (p  ==  pUD->f i r s t Se L ec t I t em ) { 

B B bSeL  = TRUE; 

B B pLast  =pSeL; 

B B p->state  1=  TLIS_SELECTED; 

B B (pWD->iNumberSeLected)++; 

B B TLInvaLidateltem  (pWD,  p); 

B > 

B p = p->nextltem; 

> 


B if  (bSeL)  { 


n 

n 

while  (p  &S 

bSel)  { 

n 

n 

□ 

if  ( p == 

pLast)  f 

n 

n 

n 

B bSe  L 

= FALSE; 

n 

n 

n 

} 

o 

n 

n 

p->state 

1=  TLIS_SELECTED 

n 

n 

n 

(pWD->iNumberSeLected)++; 

Q 

n 

n 

TLInvaLidateltem  (pWD,  p) 

n 

n 

a 

p = p->nextltem; 

n 

n 

> 

n 

n 

return  TRUE; 

n 

> 

n 

return 

FALSE; 

>B 

B 

// 

//  Handle  Left  mouse  button  down  event 


void  T LLe f t Bu t t o n D o wn  (TLWndData*  pWD,  WPARAH  wParam,  LPARAH  LParam)  { 

B int  iHitType; 

B TLTreeltem*  pHit; 

B POINT  mpt; 

[CCHK:  92b44c448f f be55ed56c029795c1 f 000db77a68d4cdbd0f 37225aa52d7e093f 79:: 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1094 


TLMouse.c 


n BOOL  bControL,  bShift; 

n mpt.x  = LOWORD  (LParam); 

n mpt.y  = HIWORD  (LParam); 

n if  (wParam  S HK_C0NTR0L)  bControL  = TRUE; 

n else  bControL  = FALSE; 

n if  (GetKeyState  (VK_SHIFT)  S 0x8000)  bShift  = TRUE; 
n else  bShift  = FALSE;n 

n p W D->nmT r e e L i s t . f L a g s = 0; 

a p W D->nmT r e e L i s t . i t emN e w . h I t em  = NULL; 

n p W D-> nmT r e e L i s t . i t emN e w . s t a t e = 0; 

n pWD->nmTreeList.itemOld.hItem  = NULL; 

a pHit  = PointSearch  ( pWD-> root  1 1 em,  mpt,  SiHitType); 

n switch  (iHitType)  { 

a case  TLK_NONE  : 

n n if  (bControL  ||  bShift)  return; 

n n TLDeseLectTree  (pWD,  pWD->rootItem,  NULL); 

n n p W D->f i r s t S e L e c t I t em  = NULL; 

n n pWD->nmTreeLi St . f Lags  |=  TLC_BYMOUSE; 

n n if  ( pW D->f oc u s I t em ) { 

n n n pHit  = p W D->f o c u s I t em; 

n n n pUD->focusItem  = NULL; 

n n n T L I n va L i da t e 1 1 em  (pWD,  pHit); 

n n > 

n n break; 


n case  TLK_BUTTON  : 

n n if  (pHit->state  S T LI S_EX P A N 0 E D ) { 

n n n pHit->state  &=  ~T LI S_ E X P AN D E D ; 

n n } 

n a e L se  { 

n n n pHit->state  |=  T LI S_ E X P AN D E D ; 

n n n if  (bControL)  TLExpandTree  ( p H i t -> c h i L d 1 1 em ) ; 

n n n TLExpandAutoScroLL  (pWD,  pHit); 

n n > 

n n I n va L i d a t e Re c t (pWD->hWnd,  &p W D-> t L I n va L , TRUE); 

n n break; 


□ 

□ 

□ 

□ 

n 

n 

Q 

□ 

Q 

n 

a 

a 

□ 

n 

n 

Q 


case  TLK_SELECT  : 


□ 

□ 

Q 

□ 

Q 

□ 

n 

□ 

D 

n 

n 

□ 

□ 

□ 

□ 


if  ( ! p W D-> f i r s t S e L e c t I t em ) p W D-> f i r s t S e L e c t I t em  = pHit; 
if  (IbControL  &&  !bShift)  p W D->f i r s t S e L e c t I t em  = pHit; 
if  ( ( pH i t ->pa r en 1 1 1 em  ==  p W D->f i r s t S e L e c 1 1 1 em->pa r e n 1 1 1 em  ) 
a ((pWD->styLe  S T LS_ PROM  I S C UOU S ) &&  IbShift))  { 
n if  (bShift)  { 

n n TLDeseLectTree  (pWD,  p W D-> r oo t I t em,  NULL); 
a a p W D-> i N umbe r S e L e c t ed  = 0; 

a n TLSeLectRange  (pWD,  pWD->rootItem,  pHit); 
a a pW D->nmT r ee Li s t . i t emNe w . h 1 1 em  = ( HT LI T E M ) p H i t ; 

n n pW D->nmT r e e Li s t . i t emN e w . s t a t e = pHit->state; 

n n p W D->nmT r e e Li s t . f L a g s |=  TLC_BYMOUSE; 

n > 

n e L s e { 

n n if  ( ! (pHi t->state  & T L I S_S E L E CT E D ) ) C 
n n n if  (IbControL)  { 


I I 
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D 

n 

B 

B 

B 

a if  (IbControL  88  IbShift)  { 

n 

n 

B 

B 

B 

n n T LD e s e 1 e c t T r e e (pWD,  pW D-> r oo t I t em,  pHit); 

n 

Q 

B 

B 

B 

n n pWD->iNumberSeLected  = 0; 

n 

a 

B 

B 

B 

n > 

n 

B 

B 

B 

B 

n pHit->state  |=  T LI S_ S E LE CT E D ; 

n 

B 

B 

B 

B 

n ( pW D-> i N umbe r S e L e c t e d ) ++ ; 

n 

B 

B 

B 

B 

n if  ( TLS e L e c t Aut oS c r 0 L L (pWD,  pHit)) 

n 

B 

B 

B 

B 

n n Inva L i dateRect  (pWD->hWnd,  8p W D-> t L I n va L , TRUE) 

n 

B 

B 

B 

B 

a p W D->nmT r e e L i s t . i t emN e w . h I t em  = ( H T L I T EH ) p H i t ; 

n 

B 

B 

B 

B 

n pWD->nmT r ee Li s t . i t emNe w . s t a t e = pHit->state; 

n 

B 

B 

B 

B 

n p W D->nmT r ee L i s t . f L a g s |=  TLC_BYH0USE; 

□ 

B 

B 

B 

B 

> 

n 

B 

B 

B 

> 

n 

B 

B 

> 

Q 

B 

B 

if 

(pWD 

->focusItem  !=  pHit)  { 

n 

B 

B 

B 

i f 

( p W D->f 0 c u s 1 1 em ) { 

n 

B 

B 

B 

B 

pWD->focusItem->state  8=  ■TLIS_F0CUSED; 

Q 

B 

B 

B 

B 

p W D->nmT r e e L i s t . i t emO L d . h I t em  = ( HT LI T E H ) p W D-> f o c u s I t em 

n 

B 

B 

B 

B 

pWD->nmT r ee Li s t . i t emO L d . s t a t e = p W D-> f o c u s I t em-> s t a t e ; 

n 

B 

B 

B 

B 

T LI n va L i da t e I t em  (pWD,  p W D->f o c u s I t em ) ; 

n 

B 

B 

B 

> 

n 

B 

B 

B 

pHit->state  |=  T LI S_ F OC U S E D ; 

Q 

B 

B 

B 

pWD 

->focusItem  = pHit; 

n 

B 

B 

> 

Q 

B 

B 

TLInva  L 

idateltem  (pWD,  pHit); 

n 

B 

> 

n 

B 

break; 

n > 

□ 

n if  ( pW D->nmT r ee Li s t . f L a g s ) { 

n n if  ( p W D-> i N umb e r S e L e c t ed  > 1)  p W D->nmT r e e L i s t . f L a g s |=  T LC_HU LT I P L E ; 

n n pWD->nmT r e e L i s t . hd r . c od e = T LN_S E LC H ANG E D ; 

n n pWD->nmT ree Li s t . p t D r ag  = mpt; 

n n SendMessage  C pWD->hWndPa rent , WM_N0TIFY,  pWD->id, 

n n n n n n ( LP AR AM ) 8 ( p W D->nmT r e e L i s t ) ) ; 

n } 

> 


// I 

//  Handle  Left  mouse  button  up  event 

void  T LLe f t Bu t t o nU p CTLWndData*  pWD,  WPARAM  wParam,  LPARAH  LParam)  { 
n int  iHitType; 

a TLTreeltem*  pHit; 

n POINT  mpt; 

a BOOL  bControL,  bShift; 

n mpt.x  = LOWORD  (LParam); 

n mpt.y  = HIWORD  (LParam); 

n if  (wParam  8 HK_C0NTR0L)  bControL  = TRUE; 

n else  bControL  = FALSE; 

n if  (GetKeyState  (VK_SHIFT)  8 0x8000)  bShift  = TRUE; 
n else  bShift  = FALSE;n 

n pWD->nmTreeLi St . f Lags  = 0; 
n pWD->nmTreeLi St . i temNew . hitem  = NULL; 
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n p W D->nmT r e e L i s t . i t emO L d . h 1 1 em  = NULL; 

n pHit  = PointSearch  (pWD->rootItem,  mpt,  SiHitType); 

n switch  (iHitType)  { 

n case  TLK_N0NE  : 

n n break; 

n case  TLK_BUTTON  : 

n n break; 


s 

case  T LK_ 

SELECT  : 

n 

B 

i f 

( ! 

pWD- 

>firstSeLectItem)  pWD->firstSeLectItem  = pHit; 

n 

fl 

i f 

( ! 

bControL 

88  IbShift)  p W D-> f i r s t S e L e c t I t em  = pHit; 

Q 

B 

i f 

( ( p H i t 

->parentltem  ==  pWD->f i r s t Se L e c t I t em->pa r en t I t em ) || 

D 

B 

B 

( ( pWD 

->styLe  & TLS_PR0MISCU0US)  &&  IbShift))  { 

□ 

B 

B 

i 

f ( ! 

bShift)  { 

n 

B 

B 

B 

i 

f (pHit->state  & TLIS_SELECTED)  f 

n 

B 

fl 

B 

B 

i f 

(bControL)  C 

□ 

B 

B 

B 

B 

B 

pHit->state  8=  ~TLIS_SELECTED; 

n 

B 

fl 

fl 

B 

fl 

(pWD->iNumberSeLected)--; 

Q 

B 

B 

B 

B 

B 

T LI n V a L i d a t e 1 1 em  (pWD^  pHit); 

n 

B 

B 

B 

B 

B 

if  ( p W D -> i N umb e r S e L e c t ed  <=  0)  { 

□ 

B 

B 

B 

B 

fl 

n p W D ->nmT r e e L i s t . f L a g s |=  TLC_BYM0USE; 

D 

B 

B 

B 

B 

B 

} 

n 

B 

B 

fl 

fl 

> 

n 

B 

B 

B 

B 

e L 

s e { 

□ 

B 

B 

fl 

fl 

B 

TLDeseLectTree  (pWD,  pWD->rootItem,  pHit); 

a 

B 

B 

B 

B 

fl 

pHit->state  |=  T LI S_ S E LE C T E D ; 

n 

B 

fl 

fl 

B 

B 

pWD->iNumberSeLected  = 1; 

n 

B 

B 

B 

B 

B 

if  ( T L S e L e c t A u t 0 S c r 0 L L (pWD,  pHit)) 

n 

B 

fl 

B 

B 

fl 

n Inva  1.  i dateRect  CpUD->hWnd,  8pWD->t  L I nva  L , 

a 

B 

B 

B 

B 

B 

p W D->nmT r e e L i s t . i t emN e w . h I t em  = ( HT LI T E M ) p H i t 

n 

fl 

fl 

fl 

fl 

B 

pW D->nmT r ee Li s t . i t emNew . s t a t e = pHit->state; 

a 

B 

B 

B 

B 

B 

p W D->nmT r e e L i s t . f L a g s |=  TLC_BYH0USE; 

□ 

fl 

fl 

fl 

B 

> 

n 

B 

B 

B 

> 

n 

fl 

fl 

fl 

else  { 

n 

B 

B 

B 

B 

i f 

(bControL)  { 

n 

B 

B 

B 

B 

B 

pHit->state  1=  TLIS_SELECTED; 

□ 

B 

B 

B 

B 

B 

(pWD->iNumberSeLected)++; 

□ 

B 

B 

B 

fl 

B 

T LI n va L i d a t e I t em  (pWD,  pHit); 

Q 

B 

B 

B 

B 

B 

if  ( T LS e L e c t Au t oS c ro L L (pWD,  pHit)) 

Q 

B 

B 

B 

B 

fl 

n I n va L i da t e Re c t (pWD->hWnd,  8p W D-> t 1 1 n va L , 

n 

B 

B 

fl 

B 

B 

pU D->nmT r e e L i s t . i t emN e u . h 1 1 em  = ( HT LI T EM ) p H i t 

n 

B 

B 

B 

B 

fl 

pU D->nmT r e e L i s t . i t emN e w . s t a t e = pHit->state; 

a 

B 

B 

B 

B 

B 

pWD->nmTreeLi St . f Lags  |=  TLC_BYM0USE; 

n 

B 

B 

fl 

B 

> 

n 

fl 

B 

B 

> 

H 

fl 

B 

> 

B 

fl 

fl 

i 

f (bShift 

II  bControL)  f 

B 

fl 

B 

fl 

if  ( p W D->f 0 c u s I t em  !=  pHit)  { 

B 

B 

B 

B 

B 

if 

( p W D->f 0 c u s I t em ) { 

B 

fl 

fl 

B 

B 

B 

pWD->f ocusItem->state  8=  ~TLIS_F0CUSED; 

B 

B 

B 

B 

fl 

fl 

p W D-> nmT r e e L i s t . i t emO L d . h I t em  = 

B 

B 

B 

fl 

B 

fl 

n CHTLITEH)pWD->focusItem; 

B 

fl 

fl 

fl 

B 

B 

pWD->nmT r ee Li s t . i t emO L d . s t a t e = 

B 

B 

B 

fl 

fl 

fl 

a pWD->focusItem->state; 

TRUE  ) ; 


TRUE)  ; 
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a 

n 

B 

D 

n 

n TLI n va L i da t e I t em  (pWD,  p W D->f o c u s I t em ) ; 

Q 

n 

B 

□ 

Q 

} 

n 

a 

n 

Q 

□ 

pHit->state  |=  TLIS_F0CUSED; 

n 

a 

n 

n 

B 

pWD->focusItem  = pHit; 

n 

B 

n 

Q 

B 

T LI n va L i d a t e I t em  (pWD,  pHit); 

D 

B 

□ 

n 

> 

n 

B 

n 

> 

n 

B 

> 

n 

B 

break; 

n > 
n 

n if  ( pWD->nmT ree Li s t . f L ag s ) { 

n n if  ( p W D -> i N umbe r S e L e c t e d > 1)  pW D->nmT r e e L i s t . f L a g s |=  T LC_MU LT I P L E ; 

n n p W D->nniT  r e e L i s t . h d r . cod  e = T LN_  S E LC  H ANG  E D ; 

n n p W D->nmT r e e L i s t . p t D ra g = mpt; 

n n SendMessage  ( p W D-> h W nd Pa r e n t , WH_N0TIFY,  pWD->id, 

n n H n n n (LPARAM)&(pWD->nmTreeList)); 

n > 

> 

// I 

//  Handle  Left  mouse  button  double  click  event 

void  T L Le f t Bu t t on D b L C L k (TLWndData*  pWD,  WPARAH  wParam,  LPARAM  LParam)  { 
a int  iHitType; 
n TLTreeltem*  pHit; 
n POINT  mpt; 
n BOOL  bControL; 

n mpt.x  = LOWORD  (LParam); 

n mpt.y  = HIUORD  (LParam); 

n if  (wParam  & MK_C0NTR0L)  bControL  = TRUE; 
n else  bControL  = FALSE; 

n pHit  = PointSearch  ( pU D-> r oo t I t em,  mpt,  SiHitType); 

n switch  (iHitType)  ( 
n case  TLK_NONE  : 
n n break; 

n case  TLK_BUTTON  : 

n n if  (pHit->state  S T LI S_E X P A N D E D ) { 

n n n pHit->state  &=  ~T LI S _ E X P AN D E D ; 

n n } 

n n e L se  { 

n n n pHit->state  |=  T LI S _ E X P AN D E D ; 

n n n if  (bControL)  TLExpandTree  ( pH i t -> c h i L d I t em ) ; 

n n n TLExpandAutoScroLL  (pWD,  pHit); 

n n } 

n n I n va L i da t e Re c t (pWD->hWnd,  8pU D-> t L I n va L , TRUE); 

n n break; 

n case  TLK_SELECT  : 

n n if  (pHit->state  & T L I S_ E X P AN 0 E D ) ( 

n n n pHit->state  &=  “ T L I S_ E X P AN D E D ; 

n n } 
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D n 

□ n 

D a 

□ □ 

□ a 

a Q 

n n 

n > 

} 


else  { 

n pHit->state  |=  T L I S _ E X P AN D E D ; 

n if  (bControL)  TLExpandTree  ( p H i t -> c h i L d I t em ) ; 
a TLExpandAutoScroLL  (pWD,  pHit); 

} 

InvaLidateRect  (pWD->hUnd,  &pWD->tLInvaL,  TRUE); 
break; 


// I 

//  Handle  right  mouse  button  down  event 

void  TLRi ghtButtonDown  (TLWndData*  pWD,  WPARAM  wParam,  LPARAM  LParam)  { 
n int  iHitType; 

n TLTreeltem*  pHit; 

n POINT  mpt ; 

n if  (wParam  S MK_CONTROL)  return; 

n if  (GetKeyState  (VK_ SHIFT)  S 0x8000)  return; 

n mpt.x  = LOWORD  (LParam); 

n mpt.y  = HIWORD  (LParam); 

n pU D->nmT r e e L i s t . f L a g s = 0; 

n p W D->nmT r e e L i s t . i t emN e w . h I t em  = NULL; 

n pWD->nmTreeLi St . i temOLd . hitem  = NULL; 

n pHit  = PointSearch  ( pW D-> r oo t I t em,  mpt,  SiHitType); 

n switch  (iHitType)  { 

a case  TLK_N0NE  : 

n n TLDeseLectTree  (pWD,  pUD->rootItem,  NULL); 

B B pWD->nmTreeLi St . f Lags  |=  TLC_BYMOUSE; 

B B break; 


B case  TLK_BUTTON 
B B break; 


case  TLK  SELECT 


n 

□ 

if 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

o 

D 

□ 

n 

n 

n 

n 

n 

> 

n 

□ 

i f 

n 

n 

Q 

n 

n 

Q 

n 

n 

n 

s 

n 

n 

n 

n 

> 

n 

n 

pH 

TLDeseLectTree  (pWD,  pWD-> roo t I t em,  pHit); 
pHit->state  |=  TLIS_SELECTED; 
p W D-> i N umbe r S e L e c t ed  = 1; 
if  ( T LS e L e c t A u t o S c r o L L (pWD,  pHit)) 

B InvaLidateRect  (pWD->hWnd,  &pW D-> t L I n va L , TRUE); 
pU D->nmT r e e L i s t . i t emN e w . h I t em  = ( H T LI T EH ) pH i t ; 
p W D->nmT r e e L i s t . i t emN e w . s t a t e = pHit->state; 
pWD->nmTreeLi St . f Lags  |=  TLC_BYHOUSE; 

( pW D-> f o c u s I t em ) { 

p W D->f o c u s I t em->s t a t e &=  “T LI S _ F 0 C U S E D ; 

p W D->nmT r e e L i s t . i t emO L d . h I t em  = ( HT L I T EH ) p W D-> f o c u s I t em; 
pWD->nmTreeList.itemOLd. state  = pWD->focusItem->state; 

T LI n va L i d a t e 1 1 em  (pWD,  p W D->f o c u s 1 1 em ) ; 


pHit->state  |=  T L I S _ F 0 C U S E D ; 
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n n pWD->f ocusltem  = pHit; 

n n TLInvalidateltem  (pWD,  pHit); 

n n break; 

n > 

D 

a if  ( p W D->ninT  r e e L i s t . f L a g s ) f 

n n if  ( pWD-> i Numbe rSe L e c t ed  > 1)  p W D->nmT r e e Li s t . f L a g s |=  T LC_mj LT I P LE ; 

n n p W D->nmT r ee L i s t . hd r . c od e = T LN_S E LC H ANG E D ; 

n n p W D->nmT r ee L i s t . p t D ra g = mpt; 

n n SendMessage  ( p W D->h W nd Pa r e n t , WM_NOTIFY,  pWD->id, 

n n n n n n ( LP A R AM ) & ( p W D->nmT r e e L i s t ) ) ; 

n } 

> 

// I 

//  Handle  column  resizing 

void  ColumnResize  (TLWndData*  pWD,  HD_N0TIFY*  hdn)  { 
n T LC o I umn I t em*  pci; 


n 

i nt 

1 /■ 

sex,  left; 

Q 

HD_ 

ITEM 

hdi  ; 

n 

R E CT  r c I nva  1 ; 

n 

if 

(hdn 

->iButton  ==  0)  { 

n 

n 

rcinval  = p W D-> 1 1 1 n va  1 ; 

n 

o 

left  = pWD-> i F i r s t Co  1 umnW i d t h ; 

tt 

n 

if 

(hdn->iltem  ==  0)  { 

□ 

n 

n 

sex  = hdn->pi tem->cxy  - pUD->iFirstColumnWidth; 

n 

n 

o 

pW D-> i F i r s t Co  1 umn W i d t h = hdn->p i t em-> c xy ; 

n 

n 

n 

rcinva 1 . ri ght  = pWD-> i F i r s t Co  1 umnWi d t h + sex  +1 

n 

□ 

n 

if  (sex  < 0)  rcinval. left  = r c I n va  1 . r i g h t - 24; 

n 

n 

D 

else  rcinval. left  = p W D-> i F i r s t Co  1 umn W i d t h - 24 

n 

n 

> 

a 

n 

else  { 

n 

n 

n 

pci  = p W D->c 0 1 umn I t em; 

n 

u 

tt 

left  +=  pci->cx; 

n 

n 

tt 

rcinval. left  = p W D-> i F i r s t Co  1 umn W i d t h ; 

n 

n 

tt 

for  (i=1;  i <hdn-> i I t em;  i++)  { 

n 

Q 

tt 

n rcinval. left  +=  pci->cx; 

n 

a 

a 

n pci  = p c i ->nex t I t em; 

n 

a 

n 

n left  +=  pci->cx; 

n 

n 

tt 

> 

n 

tt 

tt 

sex  = hdn->pi tem->cxy  - pci->cx; 

n 

tt 

tt 

pci->cx  = h dn->p i t em-> c xy ; 

n 

tt 

tt 

rcinval. right  = left  + sex  +1; 

n 

tt 

> 

n 

tt 

pc  i 

= pU D-> c 0 1 umn I t em; 

n 

tt 

pUD 

-> i To t a 1 W i d t h = pW D-> i F i r s t Co  1 umn W i d t h ; 

n 

tt 

for 

(i=1;  i <pW D-> i Numb e r C o 1 umn s ; i++)  { 

n 

tt 

□ 

pW D-> i To t a 1 W i d t h +=  pci->cx; 

n 

tt 

n 

pci  = pci->nextltem; 

n 

tt 

> 

n 

tt 

h d i 

.mask  = HDI_WIDTH; 

n 

tt 

hdi 

.cxy  = h d n->p i t em-> c xy ; 

n 

tt 

H ea de r _S e t I t em  ( pW D->h Wn d H ea d e r , hdn->iltem,  &hdi); 
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B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B > 

> 


rcInvaL.Left  -=  p W D-> i H o r i z o n t a L Po s ; 
r c I n va L . r i g h t -=  p W D->  i H o r i z o n t a L Po s ; 

I n va I i da t e R e c t (pWD->hWnd,  8pWD->t L I n va  I , FALSE); 
if  ((sex  < 0)  88  (pWD->iHorizontaLPos  > 0))  ( 

B i = p W D-> i H o r i z on t a L Po s + sex; 

B if(i<0)i=0; 

B SendMessage  ( p W D->h W nd , WM_HSCROLL, 

B B HAKEWPARAM  ( S B_T H U M B PO S I T I 0 N , i),  0); 

B I n va L i d a t e R e c t (pWD->hWnd,  8 pU D-> t L I n va L , TRUE); 
} 


// 

//  Handle  header  notifications 


void  T LH ea d e r No t i f i c a t i on  (TLWndData*  pWD,  HD_N0TIFY*  hdn)  { 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

} 


switch  ( hdn->hdr . code ) ( 
case  HDN_ENDTRACK  : 
case  HDN_TRACK  : 

B if  ( h d n-> i Bu t t 0 n ==  0)  { 

B B CoLumnResize  (pWD,  hdn); 

B } 

B break; 

case  HDN_ITEMCLICK  : 

B if  ( h d n-> i Bu t t on  ==  0)  { 

B B pW D->nmT r ee L i s t . h d r . c ode  = T LN_ H E A D E RC LI C KE D ; 

B B p W D->nmT r e e L i s t . i n d e X = hdn->iltem; 

B B SendMessage  ( pWD->h WndPa r e n t , WH_NOTIFY,  pWD->id, 

B B B B B B ( LPARAH)8(pWD->nmTreeLi St ) ); 

B > 

B break; 

} 


// I 

//  Handle  horizontal  scrolling 

void  TLHScroll  (TLWndData*  pWD,  int  code,  int  pos,  HUND  hWndBar)  ( 

B int  pagesize; 

B int  newpos; 

n int  scrollamount; 

B pagesize  = p W D-> 1 1 1 n va I . r i g h t - p W D-> t 1 1 n va  I . I e f t ; 

B newpos  = p W D-> i Ho r i z on t a I Po s ; 

n switch  (code)  ( 

B case  SB_T0P  : 

B B newpos  =0; 

B B break; 

n case  SB_B0TT0H  : 

B B newpos  = ( p W D-> i To t a I W i d t h-pa g e s i z e ) ; 

B B break; 
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n 

case 

SB_PAGELE  FT 

Q 

n 

newpos  -=  pagesize; 

□ 

□ 

if  ( newpos  < 

0)  newpos  = 0; 

□ 

a 

break; 

Q 

case 

SB_PAGERIGHT 

n 

n 

newpos  +=  pagesize; 

n 

n 

if  ( newpos  > 

(pWD->iTota  LWi dth-pagesi ze)  ) 

□ 

n 

n newpos  = 

(pWD->iTotaLWidth-pagesize); 

n 

n 

break; 

D 

case 

SB_LINELE  FT 

: 

n 

□ 

newpos-=3 ; 

Q 

n 

if  ( newpos  < 

0)  newpos  = 0; 

□ 

a 

break; 

n 

case 

SB_LINERIGHT 

: 

n 

a 

newpos+=3 ; 

D 

a 

if  ( newpos  > 

(pWD->iTotaLWidth-pagesize)) 

n 

a 

n newpos  = 

(pWD->iTotaLWidth-pagesize); 

n 

a 

break; 

n case  SB_THUMB PO S I T I 0 N : 
n case  SB_THUHBTRACK  : 
n n neupos  = pos; 

n n break; 

n default  : 
n n return; 

n > 

n scrolLamount  = pWD->iHorizontaLPos  - newpos; 
n p W D-> i Ho r i z on t a I Pos  = newpos; 
n if  (scrolLamount)  { 

n a ScroLlWindow  (pWD->hWnd,  scrolLamount,  0,  NULL,  NULL); 

n n UpdateWindow  (pWD->hWnd); 

n } 

} 


// I 

//  Handle  window  resizing 

void  TLResize  (TLWndData*  pWD,  WINDOWPOS*  pWP)  { 
n int  dx,  dy; 

□ 

n dx  = pWD->t L Re c t . r i gh t - pWP->cx; 
n if  ((dx  < 0)  &8  (pWD->i Hori zonta LPos  > 0))  { 
n n dx  +=  pWD->iHorizontaLPos; 

n n if(dx<0)dx=0; 

n n SendMessage  (pWD->hWnd,  WH_HSCROLL, 

n n B B B B MAKEWPARAM  (SB_THUMBPOSITION,  dx),  0); 
n } 

B pW D-> t L Re c t . r i g h t = pWP->cx; 

B B 

n dy  = pWD->t LRect . bottom  - pWP->cy; 
n if  ((dy  < 0)  &&  ( p W D-> i F i r s t Ro w > 0))  { 

B B dy  +=  ( pW D-> i F i r s t Row  * p W D-> i Ro w H e i g h t ) ; 
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n n dy  /=  p W D-> i Ro w H e i g h t ; 
n n if(dy<0)dy=0; 

n n SendMessage  (pWD->hWnd,  WH_VSCROLL, 

n n n n n n HAKEWPARAH  ( S B_TH U HBPO S I T I 0 N , dy),  0); 
n > 

n p W D-> t L R e c t . bo t t om  = pWP->cy; 

n T LD e L e t eH emD C (pWD); 

n pWD->tLInvaL  = pWD->tLRect; 
n pWD->tlInvaL.top  +=  pWD->iRowHeight+1; 

n InvaLidateRect  (pWD->hWnd,  &pWD->tLInvaL,  TRUE); 

> 


,, I 

//  Handle  vertical  scrolling 

void  TLVScroll  (TLWndData*  pWD,  int  code,  int  pos,  HWND  hWndBar)  { 
n int  pagesize; 

n int  scrollamount; 

n int  newrow; 

n pagesize  = pWD->tlInval. right  - pWD->tlInval.left; 
n newrow  = pW D-> i F i r s t Ro w; 


□ 

switch  (code)  { 

□ 

case 

SB_T0P  : 

s 

n 

newrow  = 0; 

n 

□ 

break; 

n 

case 

SB_B0TT0M  : 

s 

n 

newrow  = (pUD 

n 

□ 

break; 

n 

case 

SB_PAGEUP  : 

Q 

D 

newrow  -=  pWD 

n 

□ 

if  (newrow  < 

n 

n 

break; 

n 

case 

SB_PAGED0WN 

n 

n 

newrow  +=  pWD 

XX 

n 

if  (new  row  > 

u 

XX 

n new  row  = 

n 

n 

break; 

D 

case 

SB_LINEUP  : 

n 

n 

newrow — ; 

n 

n 

if  (newrow  < 

□ 

□ 

break; 

n 

case 

SB_LINED0WN 

XX 

n 

new  r 0 W + + ; 

n 

xi 

if  (newrow  > 

□ 

u 

n newrow  = 

Q 

XX 

break; 

(pWD->i ExpandedRows-pWD->iHaxRows)  +1 ; 


= 0; 


CpWD->iExpandedRows-pWD->iMaxRows)  +1 ; 
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n case  SB_TH UHB PO S I T I 0 N : 
n case  S B_TH UHBT R A C K : 
n n newrow  = pos; 

n n break; 

n default  : 
n n return; 

n > 


n s c ro L L amoun t = pW D-> i F i r s t R o w - newrow; 
n p W D-> i F i r s t Ro w = newrow; 

n if  C s c r o L L a moun t ) { 

n n I n va L i da t e Re c t (pWD->hWnd,  &p W D-> t L I n va L , TRUE); 
n > 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

/ / : T LMsg P ro c . c - TreeList  message  processing  routine 
// 

//n  $ld:  TLMsgProc . c, V 1.4  1997/05/19  14:36:25  pbj  Exp  $ 

// 


#incLude  <windows.h> 
#incLude  <commctrL.h> 
#incLude  <math.h> 
#incLude  "TLintern.h" 


#define  DRAGDEADZONE  2 
^define  KEYTIHEOUTn  n 1000Ln 
QQQaannc 
^define  KEYBOARDTIMERIDnl 1 1 1 Ln 


//miLLisec  to  wait  for  subsequent  keypresses 
//n  whiLe  a u t o s c r o L L i ng 

//arbitrary  numbers  used  as  timer  identifiers 


H I 

//  Message  processing  function  for  TreeList  cLass 

LRESULT  WINAPI  T r e e L i s t H s g P r o c (HWND  hWnd,  UINT  msg,  WPARAH  wParam, 
nnnnnnnnn  LPARAM  LParam)  { 

n PAINTSTRUCT  ps; 
n HOC  hdc; 

n TLWndData*  pWD  = T r e e L i s t _G e t P t r ( h Wnd ) ; 

if  (pWD  ==  NULL)  t 

if  (msg  ==  WH_NCCREATE)  { 

n pWD  = ( T LU nd Da t a * ) T LA L L o c ( s i z eo f ( T LW n d Da t a ) ) ; 
n if  (pWD  ==  NULL)  return  0L; 
n T r e e L i s t _S  e t P t r (hWnd,  pWD); 

} 

e L se  { 

n return  D e f W i ndow P r o c (hWnd,  msg,  wParam,  LParam); 

> 

> 

n 

if  (msg  ==  WM_NCDESTROY)  ( 
n n TLFree  (pWD); 

pWD  = NULL; 

TreeLi st_SetPtr  (hWnd,  NULL); 

} 

n switch  (msg)  { 

n case  WH_CREATE  : 
n n pWD->hWnd  = hWnd; 

n n pWD->hWndPa rent  = ( ( LP C R E AT E S T RU C T ) L Pa r a m ) -> h wn d Pa r en t ; 
n n pWD->hdcMem  = NULL; 

n n pWD->id  = ( LO NG ) ( ( LPC R E AT E ST R U C T ) L Pa r am ) ->h Me n u ; 
n n pWD->styLe  = (LONG)((LPCREATESTRUCT)LParam)->styLe; 

n n pWD->rootItem  = NULL; 

n n pW D-> c o L umn I t e m = NULL; 
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n n pWD->hImageLi St  = NULL; 

n n pWD->f i r s t S e I e c t I t em  = NULL; 
n n pWD->focusItem  = NULL; 

n n pWD->iNumberCoLumns  = 0; 

n n p W 0-> i H o r i z on t a L Pos  = 0; 

n n p W D-> i F i r s t Row  = 0; 

n n pWD->i Numbe r Se L e c t ed  = 0; 

n n TLInitPaint  (pWD); 

//  create  a vertical  scroll  bar 

n n Ge t C 1 1 en t Re c t (pWD->hWnd,  &p W D-> t I R e c t ) ; 

n n p W D-> h Wnd H ea d e r = C r ea t e W i n d ow E x (0L,  WC_HEADER,  (LPCTSTR)  NULL, 

n n n WS_VISIBLE  | WS_CHILD  | HDS.HORZ  | HDS_BUTTONS, 

n n n 0,  0,  30000,  pW D-> i Ro wH e i g h t +1 , 

n n n hWnd,  ( H HE NU ) I D C_TR E E L I STH E A D E R , 0,  NULL); 

n n SendHessage  (pWD->hUndHeader,  WH_SETFONT,  ( W P A R AM ) p W D->h F o n t , FALSE); 

n n break; 

n case  WM_E R A S EBKG N D : 
n n return  1; 

n case  WH_PAINT  : 
n n TLPrePaint  (pWD); 

n n hdc  = BeginPaint  (pWD->hWnd,  &ps); 

n n TLHemPaint  (pWD,  hdc); 

n n EndPaint  (pWD->hWnd,  &ps); 

n n return  0; 

n case  WH_LBUTTON DOWN  : 

n n TLLef tButtonDown  (pWD,  wParam,  IParam); 

n n p W D->p t Bu 1 1 on  Down . X = LOWORD  (IParam); 

n n pWD->ptBut tonDown . y = HIWORD  (IParam); 

n n pWD->bDraggi ng  = FALSE; 

n n return0; 

n case  WM_LBUTTONUP  : 

n n if  ( ! p W D->b D r a gg i ng ) T LLe f t Bu t t on U p (pWD,  wParam,  IParam); 

n n pW D->b D r a gg i ng  = FALSE; 

n n break; 

n case  WM_RBUTTON D 0 WN  : 

n n TLRightButtonDown  (pWD,  wParam,  IParam); 

a n pU D->b D r a g g i ng  = FALSE; 

n n return  0; 

n case  WH_ LBUTTON DBLC LK  : 

n n TLLeftButtonDblClk  (pWD,  wParam,  IParam); 

n n pU D->b D r a g g i ng  = FALSE; 

n D return  0; 

n case  WM_RBUTTON DB LC LK  : 
n n break; 

n case  WM_MOUSEHOVE  : 

n n if  ((wParam  S MK_LBUTTON)  SS  ! p W D->b D r a g g i ng  ) { 
n n n if  ( pU D-> i N umbe r S e I e c t e d > 0)  { 
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break; 

( ( a b s ( p W D->p t Bu 1 1 on D o wn . X- LO WO R D ( L Pa r a m ) ) > D R AG D E A D Z 0 N E ) | | 

(absCpWD->ptButtonDown.y-HIWORDCLParam))>DRAGDEADZONE))  { 
NMH  DR  nmhd  r ; 
p W D-> b D ra g g i ng  = TRUE; 
nmhdr.code  = T LN _B EG  I N D R AG ; 

SendMessage  ( p W D -> h W n d Pa r e n t , WM_N0TIFY,  pUD->id, 
n n n n ( LPARAM)  Rnnihd  r ) ; 


n case  T LM_ I N S E RT I T EM  : 

n n return  ((LRESULT)TLInsertTreeltem  (pWD,  (LPTL_INSERTSTRUCT)LParam)); 


n case  T LH_D E LET E I T E M : 

n a return  ( ( LR E S U LT ) T L D e L e t eT r e e 1 1 em  (pWD,  ( T L_T R E E I T EM  * ) L Pa r a m ) ) ; 


n case  TLM_GETITEM  : 

n n return  ((LRESULT)TLGetT reel  tern  (pWD,  (TL_TREEITEM*)LParain)); 


a case  TLM_SETITEM  : 

a a return  ( ( LR E S U LT ) T L S e t T r e e I t em  (pWD,  ( T L_T R E E I T E M* ) L Pa r a m ) ) ; 

a case  T LM_G ET F I R ST  I T EH  : 
a a return  ( ( LR E S U LT ) p W D-> r oo t I t em ) ; 

a case  T LM_ I N S E RT C 0 LUMN  : 

a a return  ( ( L R E S U LT ) T LI n s e r t C o L umn  (pWD,  wParam,  ( T L_ C 0 LUH N * ) L Pa r a m ) ) ; 
a case  T LH_ S ET C 0 LUM N : 

a a return  ( ( LR E S U LT ) T LS e t C o L umn  (pWD,  wParam,  ( T L_C 0 LUMN * ) L Pa r a m ) ) ; 
a case  TLH_GETCOLUHNWI DTH  : 

a a return  ( ( LR E S U LT ) T LG e t C o L umn W i d t h (pWD,  wParam)); 
a a 

a case  T LM_S ET I H AG E L I ST  : 

a a pWD->hImageLi St  = ( H I H AG E LI S T ) L Pa r a m; 
a a return  0; 


a case  T LM_ S ET LI  ST  I T EM  : 

a a return  ( ( LR E S U LT ) T LS e t L i s t I t em  (pWD,  ( T L_ LI S T I T E M* ) L Pa r a m ) ) ; 


a case  TLM_EXPAND  : 

a a return  ( ( LR E S U LT ) T L E xpa ndT r e e 1 1 em  (pWD,  ( T L_T R E E I T EH  * ) L Pa r am, 

adaQaanaanan  wParam)); 

a case  TLH_SELECTITEH  : 

a a return  ( ( LR E S U LT ) T LS e L e c t T r e e I t em  (pWD,  ( T L_T R E E I T E H* ) L Pa r a m, 

aaaaaaaaaaaa  wParam)); 


a case  T LH_ S E LE C T C H I LD R E N : 

a a return  ( ( LR E S U LT ) T LS e L e c t C h i L d r e n (pWD,  ( T L_T R E E I T EH* ) L Pa r am ) ) ; 


a case  T LM_ E N S U R E V I S I B LE  : 

a a return  (CLRESULT)TLEnsureVisibLe  (pWD,  (TL_TREEITEM*)LParam)); 


a case  T LM_ I T E R AT E S E L E C T E D : 
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n n return  ( ( L R E S U LT ) T L I t e r a t e S e L e c t ed  (pWD,  IParam)); 
n case  T LM_D E L ET ET R E E : 

n n if  (wParam)  T L D e L e t e T r e e L i s t ( p W D-> r oo t I t em ) ; 
n n pW D-> r 00 t I t em  = NULL; 

n n pWD->focusItem  = NULL; 

n n pWD->f i r s t Se L e c t I t em  = NULL; 

n n p W D->  i N umb e r S e I e c t ed  = 0; 

n n pWD->iFirstR0H  = 0; 

n n return  TRUE; 

n case  WH_TIHER  : 

n a KiLLTimer  (hWnd,  wParam); 

n n pW D->b S t i L L Ty p i ng  = FALSE; 

a n break; 

a case  WM_NOTIFY  : 

n n switch  (wParam)  { 

n n case  I D C_T R E E L I ST H E A D E R : 

n n n TLHeade rNot i f i ca t i on  (pWD^  C H D_N OT I F Y* ) I Pa r a m ) ; 
n n n return  FALSE; 

n n } 

n n break; 

n n 

n case  WH_HSCROLL  : 

n n TLHScroLL  (pWD,  LOWORD  (wParam),  HIWORD  (wParam),  ( H W N D ) L Pa r am ) ; 

n n return  0; 

n case  WM_VSCROLL  : 

a n TLVScroLL  (pWD,  LOWORD  (wParam),  HIWORD  (wParam),  ( H WN D ) ( Pa r a m ) ; 

n n return  0; 

n case  WM_W 1 N DOW PO S C H ANG E D : 
n n TLResize  (pWD,  ( W I N DO W PO S * ) L Pa r a m ) ; 

n n return  0; 

n case  WM_SIZE  : 

n case  WM_MOVE  : 

n n return  0; 

n case  WM_KEYDOWN  : 

a n TLKeyboardChar  (pWD,  wParam,  LParam); 

n n break; 

n case  WM_S Y S C 0 LO R C H A N G E : 

n n TLClosePaint  (pWD); 

n n TLInitPaint  (pWD); 

n n SetWindowPos  ( p W D-> h Wnd H ea d e r , 0,  0,  0,  30000,  pW D-> i Ro wH e i g h t +1 , 
n a n n n n S W P_N 0 Z 0 R D E R | S W P_N OHO V E ) ; 

a a SendMessage  ( p W D-> h W n d H e a d e r , WM_SETFONT,  ( WPARAH ) pWD->h Font , FALSE); 

a a break; 

a case  WH_CHAR  : 

a a if  ((pWD->styLe  & T LS_ AUTO S C RO LL ) S&  "(LParam  & 0x80000000))  { 

a a a T LS e L e c t By Key boa r d (pWD,  wParam,  p W D->b S t i L L Ty p i ng ) ; 

a a a p W D->b S t i L L Ty p i ng  = TRUE; 

a a a SetTimer  (hWnd,  KE YBO A R DT I H E R I D , KEYTIHEOUT,  NULL); 

a a } 
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H n p W D->nmKe y D ou n . h d r . c od e = TLN_CHAR; 
n n pWD->nmKey Down . wVKey  = wParam; 

n n pWD->nmKeyDown . f Lags  = IParam; 

a n SendMessage  ( p W D -> h Wn d Pa r e n t , WM_N0TIFY,  pWD->id, 
a n n n n n n (LPARAM)&(pWD->nmKeyDown)); 

n n break; 

a case  WM_CL0SE  : 
a n T L D e L e t eMem D C (pUD); 

n n TLCLosePaint  (pWD); 

n n TLOeLeteTreeList  (pWD->rootIteni); 

n n pWD->rootItem  = NULL; 

n n TLDe I e t e Co L umn Li s t ( p W D-> c o L umn I t em ) ; 

a n pWD->coLumnItem  = NULL; 

n n break; 

n > 

B return  (DefWindowProc  (hWnd,  msg,  wParam,  LParam)); 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//iTLPaint.c  - paint  tree  List 
// 

//n  $ld:  TLPaint.c, V 1.3  1997/05/19  14:36:25  pbj  Exp  $ 

// 

^include  <windous.h> 

#i nc  Lude  <math . h> 

#incLude  "TLIntern.h" 


# d e f i n e 

INCREMENTINDENT  16 

# d e f i 

ne 

BUTTONWI DTH 

1 8 

#d e f i 

n e 

BUTTONHEIGHT 

16 

#d e f i 

n e 

BITMAPWIDTH 

16 

#def  i 

n e 

BITMAPHEIGHT 

1 6 

#def  i 

ne 

HTEXTSHIFT  4 

#def  i 

n e 

HBARSHIFT  6 

#d e f i 

n e 

VBARSHIFT  3 

#def  i 

n e 

BARCOLUMNDI F F HBARSHIFT*2 

# d e f i 

ne 

HBCENT  9 

#d e f i 

n e 

BBOX  4 

#def  i 

n e 

BBAR  2 

t y p ed  e f 

struct  .DOTTEDSTRUCT  { 

n HDC 

hDC; 

Q DWORD  d w Do t t ed C o I o r ; 

} DOTTEDSTRUCT; 

// I 

//  Initialize  painting  routines  — create  pens,  brushes,  etc. 

void  TLInitPaint  (TLWndData*  pWD)  { 

Q DWORD  rgb; 

n BYTE  r,  g,  b; 

n LOGFONT  If; 

n HDC  hdcMem,  hdcScreen; 

a HBITHAP  hOLdBitmap; 
n TEXTMETRIC  tm; 

D RECT  rc; 

n HPEN  pen; 

n i n t i ; 

n hdcMem  = C r e a t e Compa t i b L e D C (NULL);n 

n pW D-> s e L bg b r u s h = C rea t eSo L i dB r u sh  (GetSysCoLor  C C 0 LO R_H I G H L I G HT  ) ) ; 

n pW D->u n s e I bg b r u s h = C r ea t e S o L i dB r u s h (GetSysCoLor  ( C 0 LO R_W I N DOW  ) ) ; 

n pW D-> s e L f g b r u s h = C r ea t e S o L i dB r u s h (GetSysCoLor  ( C 0 LO R_H I G H LI G HTT E XT  ) ) ; 

n pW D->u n s e I f g b r u s h = C r e a t e S o L i dB r u s h (GetSysCoLor  ( C 0 LO R_W I N D OWT E XT  ) ) ; 

n p W D->u n s e I f o c u s CO L o r = GetSysCoLor  ( CO LO R_HI G H L I G HT ) ; 

n r = GetRVaLue  ( pW D->un s e I f o c u s co L o r ) ; 
n if(r>127)r=0; 
n else  r = 255; 

n g = GetGVaLue  (pWD->unselfocuscoLor); 

n if(g>127)g=0; 
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n else  g = 255; 

n b = GetBVaLue  (pWD->unseLfocuscoLor); 

n if(b>127)b=0; 
n else  b = 255; 

n pWD->se  L f ocus  c o L o r = PALETTERGB  (.r,  g,  b); 

n p W D-> s e L t e X t p e n = CreatePen  (PS_S0LID,  0, 

nnnnnnnn  GetSysCoLor  ( C 0 LO R_ H I G H L I G HIT E XT  ) ) ; 
n pW D->un s e L t ex t p e n = CreatePen  (PS_S0LID,  0, 

nnnnnnnn  GetSysCoLor  ( C 0 LO R_ W I N DOWT E XT  ) ) ; 

pWD->buttonpen  = CreatePen(PS_SOLID,  0,  GetSysCoLor  (COLOR_3DSHADOW)); 
n p W D-> L i n e c o L o r = GetSysCoLor  ( C 0 LO R_3 D S H A D 0 W ) ; 

n pW D->ba r c o L o r = GetSysCoLor  ( C 0 L0R_3 D S H A D 0 W ) ; 

n p W D->s t dba r b r u s h = C r ea t eSo L i dB r us h (GetSysCoLor  ( C 0 LO R_3 D S H A D 0 W ) ) ; 

n p W D-> s p c ba r b r u s h = C r ea t e H a t c h B r u s h ( H S_B D I AG  0 N A L, 

nnnnnnnnn  GetSysCoLor  ( C 0 LO R_ H I G H L I G HTT E XT ) ) ; 

n //  Ge t D e V i c e C a p s returns  possitive  vaLue  for  dispLays  with  2-256  coLors 
n if  (GetDevi ceCaps  (hdcHem,  NUMCOLORS)  > 0)  { 
n n hdcScreen  = GetDC  (NULL); 

n n pWD->ba rbgbi tmap  = C r e a t e C ompa t i b L e B i t ma p (hdcScreen,  8,  8); 

n n hOLdBitmap  = SeLectObject  (hdcMem,  pWD->barbgbitmap); 

n n rc.Left=0; 

n n rc.top=0; 

n n rc. bottom  = 8; 

n n rc.right=8; 

n n FiLLRect  (hdcMem,  &rc,  p W D->u n s e L bg b r u s h ) ; 

n n pen  = CreatePen  (PS_S0LID,  0,  GetSysCoLor  ( C 0 LO R_3 D L I G HT  ) ) ; 
n n SeLectObject  (hdcMem,  pen); 

n n for  (i=-8;  i<8;  i+=2)  { 

n n n MoveToEx  (hdcHem,  i,  0,  NULL); 

n n n LineTo  (hdcMem,  i+8,  8); 

n n } 

n n DeLeteObject  (pen); 

n n pWD->barbgbrush  = C r ea t e Pa 1 1 e r nB r u s h ( pW D->ba r bg b i t ma p ) ; 
n n SeLectObject  (hdcMem,  hOLdBitmap); 

n n ReLeaseDC  (NULL,  hdcScreen); 

n > 

n //  G e t D e V i c e C a p s returns  -1  for  dispLays  with  more  than  8 bit  depth 
n e L se  { 

n n rgb  = GetSysCoLor  ( CO LO R_BTN F A C E ) ; 

n n r = GetRVaLue  (rgb); 

n n r = 255  - ((255  - r)/2); 

n n g = GetGVaLue  (rgb); 

n n g=255-((255-g)/2); 

n n b = GetBVaLue  (rgb); 

n n b=255-((255-b)/2); 

n n p W D->ba r bg b i t ma p = NULL; 

n n pWD->ba r bg b r us h = C r ea t e S o L i dB r u s h (RGB  (r,g,b)); 
n } 

n SystemParametersInf o ( S P I _G ET I C ONT I T LE LO G F 0 NT , s i zeof  ( LOG  FONT ) , &Lf,  0); 

n pWD->hFont  = CreateFontIndirect  (&Lf); 
n Lf.LfItaLic  = !Lf.LfItaLic; 

n p W D-> h F on 1 1 1 a L i c = CreateFontIndirect  (8Lf); 
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H Lf.LfItaLic  = ILf.LfltaLic; 

n Lf.lfWeight  = FW_BOLD; 

n pW D->h Fon t Bo L d = C rea t e F o n t I n d i r e c t (&Lf); 

n SeLectObject  (hdcMem,  pWD->hFont); 
n GetTextHetrics  (hdcMem,  &tm); 

a pWD->i  RowHeight  = t m . t tnH  e i g h t + (2  * ( T E XT  V E RTO  F F + 1 ) ) -1; 

n DeleteDC  (hdcMem); 

> 


// 


// 

close  painting 

routines  --  delete  pens,  brushes,  etc. 

void  TLCLosePaint 

(TLWndData*  pUD)  { 

n 

DeLeteObject 

(pWD->seLbgbrush); 

n 

DeleteObject 

(pWD->unseLbgbrush); 

B 

DeLeteObject 

(pWD->seLfgbrush); 

n 

DeleteObject 

(pWD->unseLfgbrush) ; 

B 

DeleteObject 

(pWD->stdbarbrush); 

B 

DeleteObject 

(pWD->spcbarbrush) ; 

B 

DeleteObject 

(pWD->barbgbrush); 

B 

DeleteObject 

(pUD->seLtextpen) ; 

B 

DeleteObject 

(pWD->unseLtextpen); 

B 

DeleteObject 

(pWD->buttonpen); 

B 

DeleteObject 

(pUD->hFont) ; 

B 

DeleteObject 

(pWD->hFontItaLi c); 

B 

DeleteObject 

(pWD->hFontBoLd),- 

B 

> 

if  ( p W D->ba r bg b i t ma p ) DeleteObject  ( pW D->ba r bg b i t ma p ) ; 

// 

//  Truncate  text  string 


void  TruncateText  (HOC  hdc,  char  * szorig,  int 


B 

SIZE 

s; 

B 

i n t 

L, 

w; 

B 

L St  rcpy 

(sztrunc,  szorig); 

B 

Ge t Text  Ex t en t Poi n 1 32  (hdc,  szorig. 

lstrlen 

B 

w = 

s . c X + 4 ; 

B 

L = 

Lstrlen  (szorig); 

B 

i f ( L < 

3)  { 

B 

B 

i f 

(w  > xmax)  Istrcpy  (sztrunc. 

II  II  \ . 

' r 

B 

> 

B 

else 

{ 

B 

B 

L = 

Lstrlen  (szorig)  - 3; 

B 

B 

while  ((w  > xmax)  &&  (L  >=  0)) 

{ 

B 

B 

B 

Istrcpy  (&sztruncCLD, 

); 

B 

B 

B 

GetTextExtentPoi nt32  (hdc. 

sztrunc. 

B 

B 

B 

w = s.cx  + 4; 

B 

B 

B 

1 — ; 

B 

B 

>n 

B 

B 

1 f 

(1  < 0)  Istrcpy  (sztrunc,  "" 

); 

B 

> 

xmax,  char  * sztrunc)  { 


(szorig),  &s); 


LstrLen  (sztrunc),  &s); 


> 
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H 1 

//  Calculate  how  many  lines  are  needed 

int  CountRows  (TLTreeltem*  p)  { 
n int  i = 0 ; 
o 

n while  (p)  { 

n n i + + ; 

n n if  (p->chi  Iditem  &&  (p->state  S T LI S_E X P AN D E D ) ) 
n n n i +=  CountRows  ( p-> c h i I d I t em ) ; 
n n p = p->nextltem; 

n } 

n return  i; 

} 

// I 

//  Get  row  number  of  item 

BOOL  TLGetRow  (TLTreeltem*  root,  TLTreeltem*  p,  int*  row)  { 

□ 

n while  (root)  { 

n n if  (p  ==  root)  return  TRUE; 

n n ( *row )++; 

n n if  ( root->chi Iditem  SS  (root->state  & T LI S_ E X P AN D E D ) ) { 

n n n if  (TLGetRow  ( r oo t -> c h i I d I t em,  p,  row))  return  TRUE; 

n n > 

n n root  = r o o t ->n e x t I t em; 

B > 

B return  FALSE; 

} 

// I 

//  Item  has  just  been  expanded  — scroll  window  appropriately 

void  T LE X pa nd Au t o S c r o I I ( T LW n d D a t a * pWD,  TLTreeltem*  p)  { 

B int  itemRow  = 0; 

B if  (TLGetRow  ( p W D-> r oo t I t e m,  p,  SitemRow))  { 

B B if  ( ( ( i temRow-pWD->i Fi rstRow)  + p->c C h i I d r e n ) >=  pW D-> i Ma x R o w s ) { 

B B n if  ( p-> c C h i I d r e n >=  p W D-> i Ma x Ro ws ) p W D-> i F i r s t Ro w = itemRow; 

B B n else  pU D-> i F i r s t Row  = itemRow  + p->cChildren  - p W D-> i Ha x Ro ws  +1 ; 

B B B if  ( p W D-> i F i r s t Row  < 0)  p W D-> i F i r s t Ro w = 0; 

B B > 

B > 

B return; 

> 

B 

// I 

//  Item  has  just  been  selected  --  scroll  window  appropriately 

BOOL  T LS e I e c t Au t o S c r o I I (TLWndData*  pWD,  TLTreeltem*  p)  { 

B int  itemRow  = 0; 
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n 

n 

□ 

n 

n 

Q 

□ 

□ 

□ 

Q 

Q 

□ 

} 

□ 


if  (TLGetRow  ( pU D-> roo t I t em,  p,  SitemRow))  { 


n 

i f 

( ( i t emRow-pW D->i F i r s t Row ) >=  pW D-> i Ha x Ro ws  ) ( 

n 

n 

pW D-> i F i r s t Row  = itemRow  - p W D-> i Ha x Ro w s 

+ 1; 

Q 

n 

if  ( p W D-> i F i r s t Ro w < 0)  p W D-> i F i r s t Ro w = 

0; 

n 

D 

return  TRUE; 

n 

> 

□ 

i f 

(itemRow  < p W D-> i F i r s t Ro w ) { 

a 

n 

p W D-> i F i r s t Ro w = itemRow; 

□ 

n 

return  TRUE; 

n 

> 

> 

return  FALSE; 


//  Invalidate  the  specified  item 

void  TLI nva L i da t e I t em  (TLWndData*  pWD,  TLTreeltem*  p)  { 
n RECT  rc; 
n rc  = p-> h i L i t e Re c t ; 
n rc.Left  = p W D-> t L I n va I . I e f t ; 
n I nva L i da t e Re c t (pWD->hWnd,  8rc,  TRUE);n 
> 
n 


// 

//  draw  a dotted  line  by  setting  alternate  pixels 
//  (callback  to  LineDDA) 


void 

□ 


CALLBACK  Do t t e d L i ne P r o c CINT 
DOTTEDSTRUCT  *p Do t t ed Struct; 


iX, 


INT  iY, 


LPARAM  IpData) 


{ 


n pDottedStruct  = (DOTTEDSTRUCT*) IpData; 
n if  ( ! ( ( i X+i Y)  & 0x0001 ) ) 

n n SetPixel  (pDottedStruct ->hDC,  iX,  iY,  pDottedStruct ->dwDottedColor); 
} 
a 


// 

//  Paint  one  level  of  list 


void  Paintitems  (HDC  hdc,  TLWndData*  pWD,  int  *item,  int*  y,  int  indent, 
n n n n n n n TLTreeltem*  p)  ( 
n HBRUSH  oldbrush,  bgbrush,  fgbrush,  barbrush; 
n INT  iBCent,  iBHPos; 
n HPEN  oldpen,  textpen; 

n SIZE  s; 

n INT  ix,  iy,  cx,  xoffset; 
n TLColumnItem*  pci; 
n TLListItem*  pLi; 
a RECT  rc; 

a DOTTEDSTRUCT  DottedStruct; 
n double  f; 
n char  sz256:256:; 


iBCent  = pWD->iBCent; 
iBHPos  = pWD->iBMPos; 
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n Do t t ed S t ru c t . h DC  = hdc; 

n xoffset  = indent  - p W D-> i H o r i z o n t a L Po s ; 
n while  (p)  { 


//  increment  item  count 
a n (*i tem)++; 

//  check  if  items  are  visible  in  window 


n 

n 

i f 

( (*i 

tern)  > ( p W D-> i F i r s t R 0 w + p W D -> i Ma x R o w s 

+ 2))  break; 

n 

n 

i f 

( (*i 

tern)  > p W D -> i F i r s t Ro w ) { 

// 

first 

paint 

the  t ree  i terns 

// 

select 

colors  based  on  state  of  tree  item 

n 

u 

n 

if 

(p->state  S TLIS_SELECTED)  { 

n 

Q 

n 

d 

bgbrush  = p W D-> s e 1 bg b r u s h ; 

n 

n 

□ 

d 

fgbrush  = pWD->selfgbrush; 

n 

a 

n 

d 

textpen  = pWD->seltextpen; 

□ 

u 

n 

d 

Do t t edS t ru c t . d w Do t t edCo 1 0 r = p W D-> s e 1 f o c u s c o 1 o r ; 

□ 

c 

n 

d 

pW D->t ex t bg CO  1 0 r = GetSysColor 

(COLOR. 

HIGHLIGHT); 

n 

□ 

n 

d 

SetTextColor  (hdc,  GetSysColor 

(COLOR. 

HIGHLIGHTTEXT) ) 

n 

n 

n 

> 

Q 

n 

n 

else  { 

□ 

n 

n 

d 

bgbrush  = pWD->unselbgbrush; 

n 

□ 

d 

d 

fgbrush  = p W D ->u n s e 1 f g b r u s h ; 

□ 

□ 

D 

d 

textpen  = p W D->u n s e 1 1 e x t p e n ; 

n 

n 

a 

d 

Do t t ed S t r u c t . dwDo t t edCo 1 0 r = p W D ->u n s e 1 f o c u s c o 1 o r ; 

u 

n 

a 

d 

pW D-> t e X t bg c o 1 0 r = GetSysColor 

(COLOR. 

WINDOW)  ; 

Q 

Q 

d 

d 

SetTextColor  (hdc,  GetSysColor 

(COLOR. 

WINDOWTEXT) ) ; 

n 

n 

d 

} 

n 

s 

d 

SetBkColor  (hdc,  p W D-> t ex t bg c o 1 o r ) ; 

// 

set 

rectangle  coordinates 

//  rectangle  sensitive  to  "selection”  mouse  clicks 
n n n p-> s e I e c t R e c t . I e f t = xoffset  + BUTTONWIDTH; 

n n n p-> s e I e c t R e c t . r i g h t = pW D-> t 1 1 n va  I . r i g h t ; 

a Q n p->selectRect.top  = *y+1; 

n n n p->s e I e c t R e c t . bo 1 1 om  = p->s e I e c t R e c t . t o p + p W D-> i Ro wH e i g h t ; 


// 

D 

□ 

n 

□ 

n 

Q 

Q 

Q 

Q 

□ 

□ 

D 


rectangle  sensitive  to  "button"  mouse  clicks 


if  (p->cChi Idren  &S  (pWD->style  S TLS_H ASBUTTONS ) ) { 
n p->buttonRect.Left  = xoffset; 

n p->bu 1 1 on  Re c t . r i g h t = p->b u 1 1 o n R e c t . I e f t + BUTTONWIDTH; 
n p->buttonRect . top  = *y; 

n p->b u 1 1 on  Re c t . bo 1 1 om  = p->bu 1 1 on  Re c t . t op  + p W D-> i R o w H e i g h t ; 
} 

else  { 

n p->buttonRect . lef t 
n p->bu t t on R e c t . r i g h t 
n p->buttonRect . top  = 
a 
> 


= xoffset  + BUTTONWIDTH; 

= xoffset  + BUTTONWIDTH; 

*y; 


p->buttonRect . bottom  = 0; 


//  rectangle  which  is  highlighted  when  item  is  selected 
n n n p->h i I i t e R e c t . I e f t = 

n n n n min  (xoffset  + BUTTON W I DT H+B I TM A P W I DT H+HT E XT S H I F T , 

n n n Q n p W D->  i F i r s t C o I umn  W i d t h ) ; 
n n n p-> h i I i t e R e c t . t op  = *y+1; 
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□ n n 
non 

□ □ D 

□ □ a 

□ D □ 
n Q n 
n n n 

□ n n 
Dan 
D n D 
D D D 

n n n 
D D n 
n n D 

D D D 
n D D 
n n D 
D D n 
D n D 
D D D 


p->hi L i teRect . bottom  = p-> s e L e c t R e c t . t o p + p W D-> i Ro wH e i g h t ; 
if  (p->state  & TLIS_B0LD)  SeLectObject  Chdc,  p W D-> h F on t Bo L d ) ; 
else  if  (p->state  & T L I S_ I T A LI C S ) 
n SeLectObject  (hdc,  p W D-> h F o n 1 1 1 a I i c ) ; 
else  SeLectObject  (hdc,  pWD->hFont); 

TruncateText  (hdc,  p->pszText, 

D p W D-> i F i r s t C o L umn W i d t h - 

n (indent  + BUTTON W I DT H + BI TM A P W I DT H + H T E XTS H I FT  ) , 
n s z 2 5 6 ) ; 

GetTextExtentPoint32  (hdc,  sz256,  LstrLen  (sz256),  &s); 

p-> h i L i t e R e c t . r i g h t = p-> h i L i t e R e c t . L e f t + s.cx  + HTEXTSHIFT; 

pLi  = p->ListItem; 

pci  = pWD->coLumnItem; 

ix  = p W D-> i F i r s t C o L umn W i d t h ; 

whiLe  (pci  S&  pLi)  -C 

n ix  +=  pci->cx; 

n if  (pLi->state  & T L I S _V I S I B LE ) p-> h i L i t e Re c t . r i g h t = ix; 
n pci  = p c i ->nex t I t em; 
n pLi  = pLi->nextItem; 

> 


//  painting  background  to  desired  coLor 


FiLLRect  (hdc,  &p->h i L i t e Re c t , bgbrush); 
if  (p->state  S T LI S_ FOCU S E D ) { 
n LineDDA  ( p-> h i L i t e Re c t . L e f t , p->hiLi 
D D p->h i L i t eRe c t . r i g h t -1 , p->h 
D D ( LI N E D D APROC ) Do t t ed Li neP roc 

LineDDA  ( p->h i L i t e R e c t . r i g h t - 1 , p->h 
D D p->h i L i t eRe c t . r i g h t-1 , p->h 

D D ( LI N E D D APROC ) Do t t edL i neP roc 

LineDDA  ( p->h i L i t e Re c t . r i g h t -1 , p->h 
D n 
n D 


I p->h i L i t eRe c t . L ef t , p->hiLi 
I ( LINEDDAPROC ) DottedLi neProc 
LineDDA  ( p->h i L i t eRe c t . L e f t , p->hiLi 
D D p->h i L i t e R e c t . L e f t , p->hiLi 

D D ( LI N E D D A PR OC ) Do 1 1 ed L i ne P r o c 


teRect . top, 
i LiteRect.top, 

, (LPARAfD&DottedStruct); 
i L i teRect . top, 
i LiteRect. bottom-1, 

, (LPARAfD&DottedStruct); 
i LiteRect. bottom-1, 
teRect . bottom-1 , 

, (LPARAM)&DottedStruct); 
teRect . bottom-1 , 
teRect . top, 

, (LPARAM)&DottedStruct); 


//  if  focused,  draw  box 


//  draw  tree  item  text 

D n D iy  = p->h i L i t e Re c t . t o p + T E XTV E RT 0 F F ; 

D D D TextOut  (hdc,  p->h i L i t e R e c t . L e f t + 2 , iy,  sz256,  L s t r L e n ( s z 2 56 ) ) ; 


// 

D 

n 

D 

D 

n 

D 

// 

D 

D 

D 

D 

D 


draw  tree  item  bitmap,  if  there  is  space 

n D if  ( p W D->  i F i r s t C o L umn  W i d t h >=  ( p->bu  1 1 on  Re  c t . r i g h t + BI  TM  A PW I DT  FI ) ) { 

D D D I ma g e L i s t _D r a w ( pWD->h Imag e Li s t , p->ilmage,  hdc, 

D n n D D D D p->buttonRect  . ri ght,  p->h i L i t e R e c t . t op+ i BH Pos , 

n D D D n D D I LD_T R AN S P A R E NT  ) ; 

D D > 

n 

paint  List  items  based  on  their  data  type 
n n SeLectObject  (hdc,  pWD->hFont); 

D D pLi  = p->ListItem; 

D D pci  = p W D-> CO L umn I t em; 

o a ix  = p W D-> i F i r s t C o L umn W i d t h - p W D-> i H o r i zon t a L Po s ; 
n n whiLe  (pci  &&  pLi)  C 
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n 

B 

B 

fl 

1 f 

( p L i 

->state  & TLIS_VISIBLE)  { 

o 

B 

B 

B 

B 

switch  (pci->iDataType)  { 

a 

B 

B 

B 

fl 

case 

TLC_DATAN0NE  : 

n 

B 

B 

fl 

fl 

fl 

break; 

n 

B 

B 

fl 

B 

case 

TLC_DATASTRING  : 

n 

B 

B 

B 

B 

fl 

TruncateText  (hdc,  pLi->ps2Text,  pci->cx,  sz256); 

□ 

B 

B 

B 

B 

fl 

SetBkCoLor  (hdc,  p W D-> t ex t bg c o L o r ) ; 

a 

B 

B 

fl 

B 

fl 

TextOut  (hdc,  ix  + 6,  iy,  sz256,  1 s t r L e n ( s z 2 5 6 ) ) ; 

□ 

B 

B 

fl 

fl 

fl 

break; 

n 

B 

B 

fl 

fl 

case 

TLC_DATAL0NG  : 

n 

B 

B 

B 

fl 

fl 

switch  ( p c i -> i Da t a Fmt ) ( 

B 

B 

B 

B 

B 

fl 

case  TLC FHT_LINBAR  : 

B 

B 

B 

fl 

fl 

fl 

fl 

cx  = pci->cx  - BARCOLUMNDI F F; 

B 

B 

B 

B 

fl 

n 

fl 

if  ( cx  <=  0)  break; 

B 

B 

B 

B 

fl 

fl 

fl 

rc. Left  = ix  + HBARSHIFT; 

B 

B 

B 

fl 

B 

fl 

fl 

rc.top  = iy  + VBARSHIFT; 

B 

B 

B 

B 

B 

fl 

fl 

rc. right  = ix  + pci->cx  - HBARSHIFT; 

B 

B 

B 

fl 

B 

fl 

fl 

rc. bottom  = i y + p W D-> i Ro wH e i g h t - ( VB A R S H I FT  + 2 ) ; 

B 

B 

B 

B 

fl 

fl 

fl 

oLdbrush  = SeLectObject  (hdc,  pWD->barbgbrush); 

B 

B 

B 

B 

fl 

fl 

fl 

oLdpen  = SeLectObject  (hdc,  textpen); 

B 

B 

fl 

B 

fl 

fl 

fl 

RectangLe  (hdc,  rc.Left,  rc.top. 

B 

B 

B 

fl 

fl 

fl 

fl 

n n n n rc. right,  rc. bottom); 

B 

B 

fl 

fl 

fl 

B 

fl 

SeLectObject  (hdc,  oLdbrush); 

B 

B 

B 

B 

fl 

fl 

□ 

SeLectObject  (hdc,  oLdpen); 

B 

B 

fl 

B 

fl 

fl 

fl 

if  ( p c i -> L Ma X Va L u e !=  0)  { 

B 

B 

fl 

fl 

fl 

fl 

fl 

n if  ( p L i -> L Da t a Va L u e > p c i -> L Ma x Va L u e ) { 

B 

fl 

B 

fl 

fl 

fl 

fl 

n n barbrush  = pWD->spcbarbrush; 

B 

B 

fl 

B 

fl 

B 

fl 

n n rc. right  = rc.Left  + cx; 

B 

B 

B 

fl 

fl 

fl 

fl 

n > 

B 

B 

B 

B 

fl 

fl 

fl 

n e L s e { 

B 

B 

B 

B 

fl 

fl 

fl 

n n barbrush  = pWD->stdbarbrush; 

B 

B 

B 

B 

fl 

fl 

fl 

n n rc. right  = rc.Left  + 

B 

B 

fl 

fl 

fl 

fl 

B 

n n n ( i n t ) ( ( ( f L oa  t ) p L i ->  L D a t a Va  L u e / 

B 

B 

B 

B 

fl 

fl 

B 

n n n B ( f L oa t ) p c i -> L Ha x Va L u e ) 

B 

B 

fl 

B 

fl 

fl 

fl 

B B B B *(fLoat)cx); 

B 

B 

B 

B 

fl 

fl 

B 

B > 

B 

B 

fl 

fl 

fl 

fl 

fl 

> 

B 

B 

fl 

fl 

fl 

fl 

fl 

eLse  rc. right  = rc.Left; 

B 

B 

fl 

B 

fl 

fl 

fl 

rc . top++; 

B 

B 

fl 

B 

fl 

B 

fl 

rc. Left++; 

B 

B 

fl 

B 

fl 

fl 

□ 

rc . bottom--; 

B 

B 

fl 

fl 

fl 

fl 

fl 

if  (rc. right  > rc.Left)  ( 

B 

B 

fl 

fl 

fl 

fl 

B 

n rc. right--; 

B 

B 

B 

fl 

fl 

fl 

fl 

n SetBkCoLor  (hdc,  p W D->ba r c o L o r ) ; 

B 

B 

fl 

B 

fl 

fl 

fl 

B FiLLRect  (hdc,  &rc,  barbrush); 

B 

B 

B 

B 

fl 

fl 

B 

> 

B 

B 

fl 

B 

fl 

fl 

B 

break; 

B 

B 

B 

B 

fl 

B 

case  TLC FHT_L0GBAR  : 

B 

B 

B 

B 

fl 

fl 

fl 

cx  = pci->cx  - BARCOLUMNDI F F; 

B 

B 

fl 

fl 

fl 

fl 

B 

if  (cx  <=  0)  break; 

B 

B 

fl 

fl 

fl 

n 

fl 

rc.Left  = ix  + HBARSHIFT; 

B 

B 

B 

B 

fl 

B 

fl 

rc.top  = iy  + VBARSHIFT; 

B 

B 

B 

fl 

fl 

fl 

fl 

rc. right  = ix  + pci->cx  - HBARSHIFT; 

B 

B 

fl 

fl 

fl 

fl 

B 

rc. bottom  = i y +p W D-> i Ro w H e i g h t - ( VB AR S H I FT+2 ) ; 
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n 

n 

a 

n 

n 

n 

n 

oLdbrush  = SelectObject  (tide,  p W D->ba  r bg  b r u s h ) 

n 

Q 

a 

□ 

Q 

Q 

n 

oLdpen  = SelectObject  (tide,  textpen); 

n 

a 

n 

n 

Q 

a 

Q 

Rectangle  (hdc,  rc.Left,  rc.top. 

u 

a 

n 

n 

n 

n 

n 

n n n n rc. right,  rc. bottom); 

a 

a 

n 

s 

n 

□ 

D 

SelectObject  (hdc,  oLdbrush); 

a 

a 

a 

n 

a 

n 

n 

SelectObject  (hdc,  oLdpen); 

n 

n 

a 

n 

n 

n 

n 

if  ( pc i ->  1 MaxVa L ue  !=  0)  { 

a 

n 

o 

a 

a 

n 

n 

n if  (pLi->lDataVaLue  > pci->LMaxValue)  ( 

a 

n 

n 

a 

a 

s 

n 

n n barbrush  = pWD->spcbarbrush; 

n 

n 

n 

a 

n 

n 

n 

n n rc. right  = rc.Left  + cx; 

n 

n 

n 

n 

s 

D 

n 

n } 

a 

□ 

n 

a 

a 

n 

D 

n e L s e { 

a 

n 

Q 

a 

a 

n 

n 

n n barbrush  = p W D-> s t dba r b r u s h ; 

a 

n 

n 

o 

n 

□ 

□ 

n n f = ( f L oa t ) p L i -> L Da t a Va L ue  / 

o 

n 

Q 

n 

n 

n 

n 

n n n ( f L oa t ) p c i -> L Ha x Va L u e ; 

a 

□ 

n 

n 

n 

n 

n 

n n f+=1.0; 

n 

□ 

n 

n 

n 

a 

n 

a a f = Log  (f)  / Log  (2.0); 

D 

n 

a 

Q 

n 

n 

n 

n n rc. right  = rc.Left  + (int)(f  * (float) 

n 

Q 

a 

n 

n 

n 

a 

a } 

s 

□ 

n 

a 

n 

n 

n 

> 

n 

n 

a 

a 

n 

a 

H 

else  rc. right  = rc.Left; 

Q 

Q 

o 

a 

a 

a 

n 

rc . top++; 

n 

n 

a 

a 

n 

a 

n 

rc. Left++; 

n 

Q 

a 

a 

a 

a 

n 

rc . bottom--; 

n 

a 

n 

a 

n 

a 

n 

if  (rc. right  > rc.Left)  f 

a 

n 

a 

a 

n 

n 

n 

n rc. right  — ; 

o 

o 

a 

a 

n 

n 

n 

n SetBkCoLor  (hdc,  pWD->barcoLor); 

a 

a 

u 

n 

o 

□ 

□ 

n FiLLRect  (hdc,  &rc,  barbrush); 

o 

a 

n 

Q 

n 

Q 

n 

} 

a 

a 

n 

n 

n 

□ 

D 

break; 

a 

n 

n 

n 

□ 

□ 

default  ; 

n 

a 

n 

n 

Q 

n 

n 

wsprintf  (sz256,  "%i",  pLi->LDataVaLue); 

n 

a 

n 

n 

n 

D 

D 

SetBkCoLor  (hdc,  pWD->textbgcoLor); 

a 

D 

n 

a 

n 

n 

n 

TextOut  (hdc,  ix+6,  iy,  sz256,  LstrLen(sz256)), 

a 

n 

a 

a 

Q 

□ 

n 

break; 

a 

a 

n 

a 

n 

n 

> 

a 

a 

a 

a 

a 

D 

break; 

n 

n 

a 

a 

a 

> 

a 

a 

Q 

D 

} 

n 

a 

n 

n 

i X 

+ = 

pc  i - 

> c X ; 

Q 

a 

n 

Q 

pc  i 

= 

pc  i - 

>nextltem; 

n 

a 

n 

□ 

pLi 

= 

pLi- 

>nextltem; 

Q 

a 

n 

> 

// 

increment  y 

coordinate 

to  next  rown 

a 

n 

n 

*y 

+=  pWD- 

>iRowHeight; 

// 

i f 

there 

‘ i s 

space^ 

paint  button  and  Lines 

□ 

a 

n 

if 

(pUD 

-> i F i r s t Co L umn W i d t h >=  p->bu 1 1 on  Re c t . r i g h t ) { 

n 

a 

Q 

n 

i f 

(p- 

>cChiLdren)  { 

n 

a 

n 

n 

n 

0 Ldpen 

= SelectObject  (hdc,  pU D->bu 1 1 on pe n ) ; 

a 

D 

n 

Q 

n 

MoveToEx  (hdc,  p->bu t t o n Re c t . L e f t +H BC E NT-BBOX, 

n 

n 

n 

n 

Q 

a 

n 

n p->bu 1 1 on  Re c t . t op  + i BC en t -BBO X , NULL); 

n 

a 

n 

n 

n 

L i n eTo 

(hdc,  p->buttonRect . Left+HBCENT+BBOX, 

n 

a 

Q 

n 

s 

D 

D 

n p->buttonRect.top+iBCent-BBOX); 

n 

a 

n 

Q 

n 

Li neTo 

(hdc,  p->buttonRect . Left+HBCENT+BBOX, 
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n 

B 

B 

B 

fl 

n 

B 

B 

B 

fl 

n 

B 

B 

B 

fl 

D 

B 

B 

B 

fl 

n 

B 

B 

fl 

fl 

n 

B 

B 

B 

B 

n 

B 

B 

B 

B 

n 

B 

B 

B 

fl 

Q 

B 

B 

B 

fl 

n 

B 

B 

fl 

fl 

n 

B 

B 

fl 

fl 

n 

B 

B 

fl 

fl 

n 

B 

B 

fl 

fl 

□ 

B 

B 

fl 

fl 

n 

B 

B 

fl 

B 

n 

B 

B 

□ 

fl 

n 

B 

B 

fl 

B 

n 

B 

B 

fl 

fl 

□ 

B 

B 

fl 

B 

n 

B 

B 

B 

fl 

□ 

B 

B 

B 

B 

Et 

B 

B 

fl 

B 

n 

B 

B 

fl 

fl 

n 

B 

B 

fl 

fl 

B 

B 

B 

fl 

B 

B 

fl 

B 

fl 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

fl 

B 

B 

fl 

fl 

B 

B 

B 

fl 

fl 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

fl 

B 

B 

fl 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

fl 

B 

B 

B 

fl 

n 

B 

B 

B 

fl 

B 

B 

B 

fl 

fl 

fl 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

fl 

fl 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

fl 

fl 

a a n p->buttonRect.top+iBCent+BBOX); 

LineTo  Chdc,  p->bu t t o n R e c t . L e f t + H B C E NT-BBOX , 
n n n p->bu 1 1 o n Re c t . t op+ i B C e n t + BB0 X ) ; 

LineTo  Chdc,  p->b u 1 1 on  Re c t . L e f t + H B C E NT-BBO X , 
n n n p->b u 1 1 on  Re c t . t op  + i BC e n t -BBOX  ) ; 

SeLectObject  Chdc,  oLdpen); 
if  (p->state  S T LI S_ E X P AN D E D ) { 

B oLdpen  = SeLectObject  Chdc,  p W D->u n s e L t e x t pe n ) ; 

B MoveToEx  Chdc,  p->bu 1 1 on  Re c t . L e f t + H B C E NT-BB A R , 

B n n B p->buttonRect.top+iBCent,  NULL); 

B LineTo  Chdc,  p-> bu t t on R e c t . L e f t + H B C E NT+BB A R+ 1 , 

B n B B p->bu 1 1 o n R e c t . t o p+ i B C e n t ) ; 

B SeLectObject  Chdc,  oLdpen); 

B //  paint  chiLdren 
B Paintitems  Chdc,  pWD,  item,  y, 

B B B B i ndent+INCREHENTINDENT,  p-> c h i L d I t em ) ; 

> 

e L s e { 

B oLdpen  = SeLectObject  Chdc,  p W D->u n s e L t e x t p e n ) ; 

B MoveToEx  Chdc,  p->bu t t on R e c t . L e f t + H B C E NT-BB A R , 

B B B B p->buttonRect . top+i BCent,  NULL); 

B LineTo  Chdc,  p->bu 1 1 on  Re c t . L e f t + HBC E NT  + BB A R + 1 , 

B B B B p->buttonRect.top+iBCent); 

B MoveToEx  Chdc,  p->bu t t on R e c t . L e f t +H B C ENT , 

B B B B p->b u 1 1 on  Re c t . t op+ i BC en t -BB A R , NULL); 

B LineTo  Chdc,  p-> b u t t on R e c t . L e f t + H B C E NT , 

B B B B p->b u 1 1 on  Re c t . t op+ i B C e n t + BB AR  + 1 ) ; 

B SeLectObject  Chdc,  oLdpen); 

} 

if  CCpWD->styLe  S T LS_H AS  LI N E S ) &S  C p->pa rent  1 1 em  | | 

B C ! p->parentltem  &&  CpWD->styLe  S TLS_LI NES ATROOT  ) ) ) ) { 
B D o 1 1 ed S t r u c t . du D o 1 1 ed C o L o r = p W D-> L i n e c o L o r ; 


B 

i f 

Cp- 

>prevltem 

1 1 p->pa r en t I t em ) { 

B 

fl 

i f 

Cp- 

>prevltem) 

fl 

B 

fl 

LineDDA 

Cxoff set+HBCENT, 

B 

fl 

□ 

fl 

fl 

p->prevItem->seLectRect. bottom 

B 

fl 

B 

fl 

B 

xoffset+HBCENT, 

fl 

B 

B 

fl 

fl 

p->buttonRect . top+i BCent-BBOX, 

fl 

B 

B 

fl 

B 

CLINEDDAPROODottedLineProc, 

fl 

fl 

fl 

B 

B 

CLPARAM)&DottedStruct); 

fl 

fl 

e L 

s e 

fl 

B 

fl 

LineDDA 

Cxoff set  + HBCENT,  p->b u 1 1 o n R e c t . 

fl 

fl 

fl 

B 

fl 

xoffset+HBCENT, 

fl 

B 

B 

fl 

fl 

p->buttonRect . top+i BCent-BBOX, 

fl 

B 

B 

fl 

fl 

CLINEDDAPROC)DottedLineProc, 

n 

B 

B 

fl 

B 

CLPARAM)8DottedStruct); 

B 

> 

fl 

i f 

(p- 

>nextltem) 

{ 

B 

B 

LineDDA  C xo f f s e t +HBC E NT, 

B 

fl 

fl 

fl 

p->buttonRect. top+i BCent+BBOX, 

B 

fl 

B 

fl 

xof f set+HBCENT,  *y  +1, 

fl 

B 

B 

B 

CLINEDDAPROODottedLineProc, 

fl 

B 

fl 

fl 

CLPARAM)8DottedStruct); 

B 

> 

B 

LineDDA  C xo f f s e t +HB C E NT+BBO X , 

B 

fl 

fl 

p 

->buttonRect . top+i BCent, 

B B B xof f set+BUTTONWIDTH, 

B B B p->buttonRect . top+i BCent, 
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n 

B 

B 

B 

fl 

B 

n n ( LI N ED D APROC) Do t t ed Li nePr 0 c , 

n 

B 

B 

B 

fl 

fl 

n n (LPARAH)&DottedStruct); 

n 

B 

B 

B 

B 

> 

n 

B 

B 

B 

> 

B 

// 

i f 

item 

has 

n 0 

children,  only  paint  lines 

B 

B 

B 

B 

else  T 

B 

B 

B 

B 

B 

i f 

C(pWD->style  8 T LS_ H A S LI N E S ) S&  ( p-> pa r e n 1 1 1 em  || 

B 

B 

B 

B 

fl 

( !p->parentltem  8&  CpWD->style  S TLS_LI NES ATROOT ) ) ) ) 

B 

B 

B 

B 

fl 

B 

Dot t ed S t r uc t . dwDo 1 1 edCo 1 0 r = pU D-> 1 i n e c o 1 o r ; 

B 

B 

B 

B 

fl 

fl 

if  ( p->p r e V 1 1 em ) { 

B 

B 

B 

B 

fl 

fl 

n ix  = xo f f s e t +H B C E NT ; 

B 

B 

B 

B 

fl 

B 

n iy  = p->p r e V 1 1 em-> s e 1 e c t Re c t . bo 1 1 om; 

B 

B 

B 

B 

B 

fl 

> 

B 

B 

B 

B 

B 

B 

else  { 

B 

B 

B 

B 

B 

fl 

n ix  = xo f f s e t +HB C E NT ; 

B 

B 

B 

B 

B 

B 

n iy  = p->buttonRect.top; 

B 

B 

B 

B 

fl 

fl 

> 

B 

B 

B 

B 

B 

B 

if  ( p->n ex t I t em ) { 

B 

B 

B 

B 

fl 

fl 

n LineDDA  (ix,  iy,  x o f f s e t +H BC E NT , *y  +1, 

B 

B 

B 

B 

fl 

B 

n n n { LI N E D D A PRO C ) D o 1 1 ed L i n e P r o c , 

B 

B 

B 

B 

fl 

B 

n n n (LPARAM)&DottedStruct); 

B 

B 

B 

B 

fl 

fl 

> 

B 

B 

B 

B 

fl 

fl 

else  LineDDA  (ix,  iy,  x o f f s e t +H BC ENT , 

B 

B 

B 

B 

B 

fl 

n n n p->bu t t o n Re c t . t op+ i BC e n t , 

B 

B 

B 

B 

B 

B 

n n n ( LI N E D D A PRO C ) Do 1 1 ed L i n e P r o c , 

B 

B 

B 

B 

B 

fl 

n n n (LPARAM)&DottedStruct); 

B 

B 

B 

B 

B 

fl 

LineDDA  ( xo f f s e t +H BC ENT , p->bu t t o n Re c t . t op+ i BC e n t , 

B 

B 

B 

B 

B 

fl 

n n xof f set+BUTTONWIDTH, 

B 

B 

B 

B 

B 

fl 

n n p->bu t t on Rec t . t op+i BC en t , 

fl 

B 

B 

B 

B 

fl 

n a ( LINEDDAPROC ) Dot tedLi neProc, 

B 

B 

B 

B 

B 

B 

n n ( LPARAH ) &Do 1 1 edS t r u c t ) ; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

> 

B 

B 

B 

> 

// 

if 

no  space^ 

we 

still  need  to  paint  children 

B 

B 

B 

else 

B 

B 

B 

B 

if 

(p- 

>cChildren)  { 

B 

B 

B 

B 

fl 

i f 

(p->state  8 TLIS_EXPANDED)  { 

B 

a 

B 

B 

B 

□ 

Paintitems  (hdc,  pWD,  item,  y. 

B 

B 

B 

B 

B 

□ 

n i ndent+INCREHENTINDENT,  p-> c h i 1 d I t em ) ; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

fl 

> 

B 

B 

B 

> 

B 

B 

> 

B 

B 

else 

1 -Cb 

B 

// 

((*item)  <=  pWD->i F i r s t Row  ) { 

B 

B 

B 

p->s e L e c t Re c t . L e f t = 0; 

B 

B 

B 

p->seLectRect. right  = 0; 

B 

B 

B 

p->seLectRect.top  = 0; 

B 

B 

B 

p-> s e L e c t Re c t . bo t t om  = 0; 

B 

B 

B 

p->bu t t on R e c t . L e f t = 0; 

B 

B 

B 

p->buttonRect. right  = 0; 

B 

B 

B 

p->bu t t 0 n R e c t . t op  = 0; 

B 

B 

B 

p->bu t t 0 n R e c t . bo t t om  = 0; 
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n n n if  ( p-> c C h i L d r e n ) { 

n n n n if  (p->state  S T L I S _E X P AN D E D ) { 
n n n n n Paintltems  (hdc,  pWD,  item,  y, 

n n n n n n i n d e n t + 1 N C R E M E NT  I N D E NT , p->c h i L dl t em ) ; 

n n n n > 

n n n } 

n a } 

//  step  to  next  tree  item 
n n p = p->nextltem; 

n > 

//n  set  next  item  to  unusual  value  to  flag  end  of  list 
H if  (p)  { 

n n p-> s e I e c t R e c t . I e f t = 0; 

n n p->se lectRect . ri ght  = -1; 

a n p->se lectRect . top  = 0; 

n n p->se I e c t Re c t . bo t t om  = -1; 

n n p->bu 1 1 on  Re c t . I e f t = 0; 

n n p->buttonRect. right  = -1; 

n n p->bu t t on R e c t . t op  = 0; 

n n p->buttonRect . bottom  = -1; 

n } 

} 

// I 

//  Calculations  before  painting  --  called  in  response  to  WM_PAINT 

void  TLPrePaint  (TLWndData*  pWD)  { 

n SCROLLINFO  si; 
n INT  iY; 

n pWD->iBCent  = ( p W D-> i Ro w H e i g h t / 2)  +2; 
n pWD->iBMPos  = pWD->iBCent  - ( B I TH APH E I G HT / 2 ) -1; 

n pWD->tlInval  = pWD->tlRect; 
n pWD->t linva I . top  +=  p W D-> i Ro w H e i g h t +1 ; 

n pWD->iExpandedRows  = CountRows  (pWD->rootItem); 
n pW D-> i Ma X Ro w s = (pWD->tlInval.bottom-pWD->tlInval.top- 
n n n n n ( p W D-> i R o wH e i g h t / 2 ) ) / pW D-> i Ro w H e i g h t ; 
n if  ( pWD->i MaxRows  <=  p W D-> i E x pa nd e d Ro w s ) pW D-> t L I n va I . r i g h t = 
n n pWD->tlRect. right  - GetSystemMetrics  (SH_CXVSCROLL); 
n e I se  { 

n n pWD->iFirstRow  = 0; 

a a p W D-> 1 1 1 n va I . r i g h t = p W D-> t I Re c t . r i g h t ; 
n } 

n iY  = p W D-> t 1 1 n va I . r i g h t - p W D-> t 1 1 n va I . I e f t ; 
n if  ( p W D-> i To t a I W i d t h > iY)  p W D-> t 1 1 n va I . bo 1 1 om  = 
a n pWD->t I Re c t . bo 1 1 om  - GetSystemMetrics  ( S M_ C Y H S C RO L L) ; 
n else  pWD->t I Inva I . bottom  = p W D-> t I R e c t . bo t t om ; 

n p W D-> i Ha  X Ro w s = (pWD->tlInval.bottom-pWD->tlInval.top- 
n n n n n ( p W D-> i Ro  w H e i g h t / 2 ) ) / p W D->  i R o wH  e i g h t ; 
a si.cbSize  = sizeof  (SCROLLINFO); 
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a si.fMask  = SIF_PAGE  | SIF_POS  | SIF_RANGE; 
n si.nMin  = 0; 

n si.nMax  = p W D-> i E x pa nded Ro w s ; 
n si.nPage  = p W D-> i Ma x Ro w s ; 
n si.nPos  = p W D-> i F i r s t Row ; 

n SetScroL LInfo  (pWD->hWnd,  SB_VERT,  8si,  TRUE); 
n si.nMax  = p W D-> i To t a L W i d t h ; 

n si.nPage  = pW D->t L I n va L . r i g h t - pWD->t L I nva L . L ef t ; 
n si.nPos  = p W D -> i H o r i z on t a L Po s ; 

n S e t S c r o L L I n f o (pWD->hUnd,  SB_H0RZ,  &si,  TRUE); 

} 


// I 

//  Paint  a tree  List  — called  in  response  to  WM_PAINT 

void  TLPaint  (TLWndData*  pWD,  HOC  hdc)  { 

n TLT reeltem*  p; 

n HFONT  hO  LdFont  ; 

n int  y,  item; 

n hOLdFont  = SelectObject  (hdc,  pWD->hFont); 

n p = pWD->rootItem; 

n y = pWD->t L Inva L . top; 

n i t e m = 0 ; 

n Paintitems  (hdc,  pWD,  &item,  &y,  0,  p); 

n SelectObject  (hdc,  hOLdFont); 

} 


// I 

//  create  mem  dc  and  pass  it  to  routine  to  render  treelist 

void  T LO e I e t eHemO C (TLWndData*  pWD)  { 
n if  ( p W D->hd c Hem ) ( 

n n SelectObject  ( pW D-> hd c Mem,  pWD->hbmO L d ) ; 
n n DeleteObject  (pWD->hbmHem); 

n n DeleteDC  (pWD->hdcHem); 

n n pWD->hdcMem  = NULL; 

n > 

} 


// I 

//  create  mem  dc  and  pass  it  to  routine  to  render  treelist 

void  TLMemPaint  (TLWndData*  pWD,  HDC  hdc)  { 
c RECT  rc; 

n GetClientRect  (pWD->hWnd,  8rc); 
n if  ( ! p W D->h d c H em ) ( 

n n pWD->hdcMem  = C r e a t e C ompa t i b L e D C (hdc); 

n n pWD->hbmHem  = C r e a t e C ompa t i b L eB i t ma p (hdc,  r c . r i g h t - r c . L e f t , 
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nnnnnnnnnnnn  r c . bot t om- r c . t op ) ; 
n n pW  D->hbmO  L d = SelectObject  C p W D->hd  cH  em,  pW  D->h  btnMem ) ; 

n n SetBkMode  (pWD->hdcHem,  TRANSPARENT); 

n > 

n FilLRect  ( p W D-> h d c M em,  8rc,  p W D-> u n s e L bg b r u s h ) ; 
n TLPaint  CpWD,  p W D ->hd c Hem ) ; 

n BitBLt  (hdc,  rc.Left,  rc.top,  rc.right-rc.Left,  r c . bo 1 1 om- r c . t o p , 
n n n pWD->hdcMem,  0,  0,  SRCCOPY); 

} 
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/* 

* Copyright  <C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

*/ 

//:  TreeList  Tree  linked  List  management  routines 
// 

//n  $ld:  TLTree.c, V 1.5  1997/05/19  14:36:25  pbj  Exp  $ 

// 


^include  <windows.h> 
//include  <conmctrL.h> 
//include  "TLintern.h" 


// 

//  Insert  Tree  item  into  List 


HTLITEM  TLInsertTreeltem  (TLWndData*  pWD,  LPT L_ I N S E RT ST RU CT  Lpins)  t 
n TLTreeltem*  LpParent; 

n TLTreeltem*  LpPrev; 

n TLTreeltem*  LpNeu; 

a TLListItem*  pLi; 

a i n t i ; 


Q 

D 

n 

n 

D 

n 

n 

n 

n 

D 


//  allocate  new  Linked  List  structure  if  needed 
if  ( ! Lplns->i tern. hitem)  { 

n IpNew  = TLALLoc  (sizeof  (TLTreeltem)); 
n if  (ilpNew)  return  NULL; 
n LpNew->state  = 0; 
a L pNew-> c h i L d I t em  = NULL; 

n L pN e w-> L i s t I t em  = NULL; 

n LpNew->cChi Ldren  = 0; 

> 

else  IpNew  = ( T LT r e e I t em* ) ( I p I n s-> i t em . h I t em ) ; 


n //  get  parent  item 

n LpParent  = ( T LT r e e I t em* ) L p I n s-> h Pa r en t ; 
n LpNew->parentItem  = LpParent; 

n //  Insert  item  into  List  at  appropriate  spot 
n if  (LpParent)  { 


//not  a root  item 


if  ( Lplns->hlnsert After  ==  TLI_FIRST)  { 
n L pN e w->n ex t I t em  = L p Pa r e n t-> c h i L d I t em; 

if  ( LpNew->nextItem)  L pNe w->n ex t I t em->p r e v I t em  = LpNew; 
L pPa r e n t -> c h i L d I t em  = LpNew; 

L pN e w->p r e V 1 1 em  = NULL; 


□ 
n 

D 
} 

else  if  ( L p I n s->h I n s e r t A f t e r ==  TLI_LAST)  { 
n LpPrev  = L p Pa r e n t -> c h i L d I t em; 
a if  (LpPrev)  { 

n n while  ( L p P r e v->ne x t I t em ) LpPrev 
n n LpPrev->nextItem  = LpNew ; 
o n L pN e w->p r e V 1 1 em  = LpPrev; 

n n L pNe w->n ex t I t em  = NULL; 

n } 

n e I s e { 


LpPrev->nextItem; 
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n 

n 

D 

D 

□ 

n 

u 

n 

n 

n 

Q 

□ 

n 

□ 

□ 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


n B LpParent“>chiLdItem  = LpNew; 

n B LpNew ->nextltem  = NULL; 

n B L pN e w->p r e V I t em  = NULL; 
n } 


else  if  ( Lplns->hlnsert  After  ==  TLI_SORT)  -C 
n LpPrev  = L p Pa r e n t -> c h i L d I t e m ; 
n i f ( ! LpPrev)  -C 

B B L p Pa r en t -> c h i L d I t em  = LpNew; 
a LpNew->nextItem  = NULL; 
n L p Ne w->p r e V I t e m = NULL; 

> 

e L se  { 

n if  (Lstrcmp  ( L p P r e v-> p s z T e x t , L p I n s-> i t em . p s z T e x t ) >=  0)  { 
n B L p N e w->n ex t I t em  = L p Pa r en t -> c h i L d I t em; 

if  ( L p N e w->n e X 1 1 1 em ) L pN e w-> n ex 1 1 1 em->p r e v 1 1 em  = LpNew; 
LpParent->chiLdItem  = LpNew; 

L pN e w->p r e V I t em  = NULL; 


B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
B 
> 

e L se  { 

B 


B 
B 
B 
B 
> 

e L s e 

B 
B 
B 
B 
B 
B 
B 
B 
> 


whiLe  ( L p P r e V“>n ex t I t em  && 
n (Lstrcmp  (LpPrev->nextItem->pszText, 
n B B L p I n s-> i t em . p s zT e x t ) < 0)) 

n LpPrev  = L p P r e V“> n ex 1 1 1 em; 

LpNew->nextItem  = LpPrev->nextItem; 

if  ( L pN e w->n e X 1 1 1 em ) L pN e w->n e x 1 1 1 em->p r e v 1 1 em 

L pP r e V“>n ex t I t em  = LpNew; 

L pNew->p revl t em  = LpPrev; 


LpNew; 


LpPrev  = (TLTreeItem*)LpInS“>hInsertAfter; 
if  (LpPrev)  i 

n L pNe w->p r e V I t em  = LpPrev; 

LpNew->nextItem  = LpPrev->nextItem; 

L p P r e v->ne X t I t em  = LpNew; 

if  ( L p N e W“> n e X t I t em ) L pNe W“>nex t I t em->p r e v I t em 


LpNew; 


n B L p Pa r en t -> c C h i L d r en++; 

B > 


B //  this  is  a root  item 
B e L se  { 

B B if  ( Lplns->hlnsert After  ==  TLI_FIRST)  i 
nun  LpNew->nextItem  = p W D-> r oo t I t em; 

B B B if  ( L pN e w->n ex 1 1 1 em ) L pN e w->n e x 1 1 1 em->p r e v 1 1 em 
B B B L p Ne w->p r e V 1 1 em  = NULL; 

B B B pWD->rootItem  = LpNew; 

B B } 

B B eLse  if  ( L p I n s -> h I n s e r t A f t e r ==  TLI_LAST)  { 

B B B LpPrev  = pWD->rootItem; 

B B B i f ( LpPrev)  i 

B B B B whiLe  ( L pP r e v->n e X 1 1 1 em ) LpPrev 

B B B B L pPr ev->next I t em  = LpNew; 

B B B B LpNew->prevItem  = LpPrev; 


LpNew; 


LpPrev->nextItem; 
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n 

u 

n 

Q 

1 pNew->next 1 1 em  = NULL; 

□ 

Q 

Q 

> 

n 

□ 

n 

else  f 

n 

□ 

n 

n 

pWD 

->rootItem  = IpNew; 

n 

n 

n 

n 

1 p N e w->n e X 1 1 1 em  = NULL; 

n 

n 

n 

n 

1 p N e w->p r e V 1 1 em  = NULL; 

n 

Q 

Q 

> 

n 

Q 

> 

n 

n 

else 

! i f 

( 1 p I n s -> h I n s e r t A f t e r ==  TLI_S0RT)  { 

tt 

Q 

s 

1 pP  r e V 

= p W D-> r 00 t I t em; 

n 

□ 

D 

if 

(llpPrev)  { 

n 

n 

a 

n 

pWD 

->rootItem  = IpNew; 

n 

n 

n 

n 

1 pNew->next 1 1 em  = NULL; 

n 

n 

n 

n 

1 pN e w->p r e V 1 1 em  = NULL; 

n 

n 

Q 

> 

n 

n 

a 

else  { 

Q 

□ 

n 

n 

i f 

(Istrcmp  ( 1 pPr e v->ps zTex t , 1 p I n s-> i t em . p s z T e x t ) 

Q 

s 

n 

n 

n 

lpNew->nextItem  = pWD->rootItem; 

D 

n 

n 

n 

n 

if  ( 1 pNe w->n ex 1 1 1 em ) 1 pN e w-> n e x 1 1 1 em->p r e v 1 1 em 

D 

Q 

□ 

n 

Q 

pU D-> r 00 t I t em  = IpNew; 

n 

n 

D 

n 

n 

lpNew->prevItem  = NULL; 

n 

n 

D 

D 

> 

□ 

a 

□ 

n 

else  { 

□ 

n 

n 

n 

n 

while  ( 1 pP r e v->n ex 1 1 1 em  88 

a 

a 

n 

s 

n 

n (Istrcmp  ( 1 p P r e v-> n e x t I t em->p s z Te x t , 

n 

□ 

□ 

n 

n 

n n n 1 p I n s -> i t em . p s zT ex t ) < 0)) 

n 

n 

n 

Q 

□ 

n IpPrev  = 1 p P r e v->n ex t I t em; 

n 

n 

n 

n 

□ 

1 pNe w->n ex 1 1 1 em  = 1 p P r e v->ne x 1 1 1 em; 

n 

n 

n 

n 

□ 

if  ( 1 pN e w->n e X 1 1 1 em ) 1 pN e w->nex 1 1 1 em->p r e v 1 1 em 

n 

n 

n 

n 

n 

1 pPrev->next 1 1 em  = IpNew; 

n 

n 

n 

o 

□ 

1 pNew->p re V 1 1 em  = IpPrev; 

Q 

n 

a 

n 

> 

n 

n 

n 

>n 

n 

n 

a 

> 

n 

Q 

else 

n 

□ 

n 

1 p P r e V 

= (TLT  reeltem*) lpIns->hInsertAfter; 

n 

n 

n 

if 

(IpPrev)  { 

n 

n 

n 

D 

lpNew->prevItem  = IpPrev; 

Q 

n 

n 

n 

lpNew->nextItem  = lpPrev->nextItem; 

n 

n 

n 

n 

1 p P r e v->n e X t I t em  = IpNew; 

n 

n 

o 

n 

i f 

( lpNew->nextItem)  1 p Ne w->n ex 1 1 1 em->p r e v 1 1 em  = l| 

L p N e w ; 


I pNew; 


//  only  do  the  following  if  this  is  a new  item 
if  ( ! I pi n s-> i t em . h 1 1 em ) {n  n 
n if  ( I pi n s -> i t em . ma s k 8 TLIF_TEXT)  { 

a n I pNew->pszText  = TLAlloc  (Istrlen  ( I p I n s -> i t em . p s zT ex t ) +1); 
n n if  ( I pNew->pszText ) Istrcpy  ( I p N e w->p s zT ex t , I p I n s-> i t em . p s z T e x t ) ; 
n > 

n else  lpNew->pszText  = NULL; 

n if  ( I pi n s-> i t em . ma s k 8 TLIF_IMAGE)  L pN e w-> i I ma g e = I p I n s -> i t em . i I ma g e ; 
n else  I pN e w-> i I ma g e = 0; 


I if  ( I p I n s -> i t em . ma s k 8 TLIF_PARAM)  I pNew-> I Pa  ram  = I p I n s -> i t em . I Pa r a m; 
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Q □ 

n 

n □ 

n D 

a a 

n n 

Q 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

n > 


else  L pNew-> L Pa  ram  = 0; 

if  ( L p I n s -> i t em . ma s k & TLIF_STATE)  { 

B LpNew->state  8=  ~LpIns->iteni.stateMask; 

B LpNew->state  |=  ( L p I n s-> i t em . s t a t eHa s k 8 L p I n s -> i t em . s t a t e ) ; 
} 

if  ( p W D-> i N umb e r C o L umn s > 1)  { 

B LpNew->ListItem  = TLALloc  (sizeof  (TLListItem)); 

B pLi  = L pNe w-> L i s t I t em; 

B for  (i=2;  i <pW D-> i N umbe r C o L umn s ; i++)  { 

B B p L i -> n ex t I t em  = TLALLoc  (sizeof  (TLListItem)); 

B B pLi  = p I i ->n e X t I t em; 

B } 

> 


B return  ( H T L I T EM ) L pN e w ; 


> 


// I 

//  Delete  Tree  item 

BOOL  TLDe LeteTreeltem  (TLWndData*  pWD,  TL_TREEITEM*  Lpti)  ( 

B TLT reeltem*  p; 

B TLTreeltem*  op; 

B TLListItem*  pLi; 

B TLListItem*  opLi; 

n p = (TLTreeltem*)  Lpti->hltem; 

B if  (!p)  return  FALSE; 

B if  ( p->p r e V 1 1 em ) p->prevltem->nextltem  = p->nextltem; 
n else  if  ( p->pa r e n t I t em ) p->pa r e n t I t em-> c h i I d I t em  = p->nextltem; 

B else  pWD->rootItem  = p->nextltem; 

B if  (p->nextltem)  p->next I t em->p revi t em  = p->prevltem; 

B if  ( p->pa r e n t I t em ) p->pa r e n t I t em-> c C h i I d r en — ; 

B if  (p->chi Iditem)  T LDe I e t eT r ee Li s t ( p->c h i I d I t em ) ; 

B if  (pWD->focusItem  ==  p)  plilD->focusItem  = NULL; 

B if  ( pWD->f i r s t Se I e c t I t em  ==  p)  p W D-> f i r s t S e I e c t I t em  = NULL; 

o pli  = p->listltem; 

B while  (pli)  { 

B B TLFree  ( p I i ->ps z T e x t ) ; 

B B opli  =pli; 

B B pli  = pli->nextltem; 

B B TLFree  (opli); 

B } 

n TLFree  (p->pszText); 

B op  = p; 

B p = p->nextltem; 

B TLFree  (op); 
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> 

// I 

//  Get  Tree  item  information 

BOOL  TLGetTreeltem  (TLWndData*  pWD,  TL_TREEITEM*  Lpti)  { 
n TLTreeltem*  p; 

n p = (TLTreeltem*)  Lpti->hltem; 
n if  (!p)  return  FALSE; 

n if  (Lpti->mask  & TLIF_TEXT)  { 

n n if  ( L p t i -> c c hTex t Ha X > LstrLen  ( p->p s zTe x t ) ) 
n n n Lstrcpy  ( L p t i ->p s zTe x t , p->p s zTex t ) ; 

n n e L se  f 

n n n I p t i -> p s z Te x t = NULL; 

a a n return  FALSE; 

n n } 

a } 

n else  Lpti->pszText  = NULL; 

n if  (Lpti->nask  S TLIF_IHAGE)  Lpti->ilmage  = p->ilmage; 
n else  Lpti ->il mage  = 0; 

n if  (Lpti->mask  & TLIF_PARAH)  Lpti->LParam  = p->LParam; 
n else  Lpti->LParam  = 0; 

n if  (Lpti->mask  S TLIF_STATE)  Lpti->state  = p->state; 
n else  Lpti->state  = 0; 

n if  (Lpti->mask  & T LI F _N E XTH AN D LE ) Lpti->hltem  = ( HT LI T EH ) p->ne x t I t em; 
n else  if  (Lpti->mask  & TLI F_PREVHANDLE ) Lpti->hltem  = ( HT L I T EH ) p->p r e v I t em ; 

a else  if  (Lpti->mask  & T LI F _P A R E NT H AN D L E ) Lpti->hltem  = 

nnnnnnnnnnnn  ( HT LI T EH ) p->pa r en t I t em; 

n return  TRUE; 

> 

// I 

//  Set  Tree  item  information 

BOOL  TLSetTreeltem  (TLWndData*  pWD,  TL_TREEITEH*  Lpti)  { 
n TLTreeltem*  p; 

n p = (TLTreeltem*)  Lpti->hltem; 
n if  (!p)  return  FALSE; 

n if  (Lpti->mask  S TLIF_TEXT)  { 

n n p->pszText  = TLReALLoc  (p->pszText,  LstrLen  (Lpti->pszText)  +1); 
n n Lstrcpy  (p->pszText,  Lpti->pszText); 
n > 

n if  (Lpti->mask  & TLIF_IHAGE)  p->ilmage  = Lpti->ilmage; 
a if  (Lpti->mask  & TLIF_PARAH)  p->LParam  = L pt i -> L Pa  ram; 
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n if  (Lpti->mask  & TLIF_STATE)  { 
n n p->state  &=  ” ( L p t i -> s t a t eMa s k ) ; 

n n p->state  |=  (Lpti->state  & L p t i -> s t a t eMa s k ) ; 

n > 

n T L I n va I i d a t e I t em  (pWD,  p); 

n return  TRUE; 

} 


II- 

II 


Deselect  Tree 


void  T L D e s e I e c t T r e e (TLWndData*  pWD,  TLTreeltem*  p,  T LT r e e I t em*  pExcept)  { 


n 

w h i 1 e 

Cp) 

{ 

□ 

S 

i f 

Cp- 

>childltem)  T LD e s e 1 e c t T r e e (pWD,  p-> c h i 1 d I t em. 

n 

n 

if 

c P 

!=  pExcept)  { 

n 

n 

n 

i f 

(p->state  B TLIS_SELECTED)  ( 

n 

n 

n 

n 

p->state  8=  "TLIS.SELECTED; 

□ 

Q 

□ 

Q 

pWD->iNumberSelected--; 

Q 

D 

n 

□ 

T LI n va 1 i da t e I t em  (pWD,  p); 

Q 

n 

n 

> 

Q 

n 

n 

i f 

(p->state  8 TLIS_F0CUSED)  { 

n 

n 

n 

n 

p->state  8=  "TLIS_F0CUSED; 

n 

n 

n 

n 

p W D->nmT r e e L i s t . f 1 a g s = 0; 

□ 

n 

n 

Q 

p W D->nmT r e e L i s t . i t emO 1 d . h 1 1 em  = NULL; 

n 

n 

n 

Q 

pWD->nmTreeLi St . i temNew . hi  tern  = NULL; 

n 

a 

n 

n 

p W D->nmT r e e L i s t . i t emN e w . s t a t e = 0; 

n 

n 

n 

n 

pWD->nmTreeLi St . hdr . code  = T LN_ S E LC H A NG E D ; 

n 

Q 

Q 

n 

SendHessage  ( pWD->hWndPa rent , WH_N0TIFY,  pWD 

□ 

n 

n 

n 

n n n n (LPARAH)8(pWD->nmTreeList)); 

n 

n 

a 

> 

n 

n 

> 

n 

s 

P 

= P- 

>nextltem; 

n 

> 

/ / Expand  Tree 

void  TLExpandTree  (TLTreeltem*  p)  { 
n while  (p)  ( 
n n if  ( p-> c h i I d I t em ) { 
n n n p->state  |=  T LI S_ E X P AN D E D ; 

n n n TLExpandTree  ( p-> c h i I d I t em ) ; 

n n } 

n n p = p->nextltem; 

n > 

> 


//  Expand  entire  Tree 

void  ExpandTree  (TLTreeltem*  p)  { 
n while  (p)  ( 

n n if  ( p-> c h i I d 1 1 em ) ExpandTree  ( p-> c h i I d 1 1 em ) ; 
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a a p->state  |=  T LI S_ E X P A N D E D ; 
n n p = p->nextltem; 

D > 

> 


// I 

//  Expa nd / Co  I L a ps e Tree  item 

BOOL  T LExpa ndT r e e I t em  (TLWndData*  pWD,  TL_TREEITEM*  Lpti,  int  flags)  { 
n TLTreeltem*  p; 


□ 

switch 

(flags)  { 

n 

case 

TLE_C0LLAPSE  : 

n 

B 

P 

= (TLTreeltem*)  lpti->hltem; 

D 

B 

i f 

(!p)  return  FALSE; 

o 

B 

if 

(p->state  & TLIS_EXPANDED)  { 

n 

fl 

fl 

p->state  &=  ~TLIS_EXPANDED; 

B 

B 

B 

TLDe s e 1 e c t T ree  (pWD,  p-> c h i 1 dl t em. 

NULL) 

B 

B 

fl 

TLSelectAutoScroll  (pWD,  p); 

B 

B 

B 

return  TRUE; 

B 

B 

> 

B 

B 

e L 

se  return  FALSE; 

B 

case 

TLE_EXPAND  : 

B 

B 

P 

= (TLTreeltem*)  lpti->hltem; 

B 

B 

i f 

(!p)  return  FALSE; 

B 

B 

if 

(p->state  & TLIS_EXPANDED)  return  FALSE; 

B 

B 

e L 

se  { 

B 

B 

B 

p->state  1=  TLIS_EXPANDED; 

B 

B 

fl 

T LExpa ndAu t 0 S c r 0 1 1 (pWD,  p); 

B 

B 

B 

return  TRUE; 

B 

B 

> 

B 

B 

break; 

B 

case 

TLE_T0GGLE  : 

B 

B 

P 

= (TLTreeltem*)  lpti->hltem; 

B 

B 

i f 

(!p)  return  FALSE; 

B 

B 

if 

(p->state  & TLIS_EXPANDED)  { 

B 

fl 

B 

p->state  &=  "TLIS.EXPANDED; 

B 

B 

fl 

TLDese 1 ec t T r ee  (pWD,  p-> c h i 1 d I t em. 

NULL) 

B 

B 

fl 

TLSelectAutoScroll  (pWD,  p); 

B 

B 

fl 

return  TRUE; 

B 

B 

> 

B 

B 

else  p->state  |=  TLIS_EXPANDED; 

B 

B 

return  TRUE; 

B 

case 

TLE_COLLAPSEALL  : 

B 

fl 

P 

= NULL; 

B 

fl 

i f 

(Ipti)  p = (TLTreeltem*)  lpti->hltem 

r 

B 

fl 

i f 

(p)  { 

B 

fl 

n 

p->state  &=  "TLIS.EXPANDED; 

B 

fl 

D 

TLDe se 1 e c tT ree  (pWD,  p-> c h i 1 d I t em. 

NULL) 

B 

fl 

n 

TLSelectAutoScroll  (pUD,  p); 

B 

B 

} 

B 

B 

else  { 

B 

B 

fl 

p = p W D-> r 00 t I t em; 
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Q n 
Q o 
n n 
□ a 
n □ 

Q □ 
n 13 
n n 


n 

while  (p)  { 

n 

B 

p->state  &=  "TLIS.EXPANDED; 

Q 

B 

T LD e s e L e c t T r e e (pWD, 

p->chi Lditem,  NULL); 

Q 

B 

p = p->nextltem; 

B 

> 

B 

1 

T LS e L e c t Au 1 0 S c r o l L (pWD, 

pWD->rootItem) ; 

return 

TRUE; 

n case  T LE_ EX P AN D A L L : 
n n p = NULL; 

a n if  (Lpti)  p = (TLTreeltem*)  Lpti->hltem; 
n n p = (TLTreeltem*)  Lpti->hltem; 

n £3  i f ( p ) { 

n n n p->state  |=  T L I S _ E X P A N D E D ; 

£3  n n TLExpandTree  ( p->  c h i L d 1 1 em ) ; 

n £3  n T LE  X pa  nd  Au  t o S c ro  L L (pWD,  p); 

n n } 

Et  £3  e L s e { 

£3  n £3  TLExpandTree  ( pW D->  r oo 1 1 1 em ) ; 

£3  £3  n TLExpa  nd  Au  t oS  c r o L L (pWD,  p W D->  r oo  1 1 1 em  ) ; 

n £3  } 

£3  £3  return  TRUE; 

D > 


£3  return  FALSE; 
} 


// 

//  Select  Tree  item 


BOOL  TLSe LectTreeltem  (TLWndData*  pWD,  TL_TREEITEM*  Lpti,  BOOL  bOeselect)  { 
£3  TLT  reeltem*  p; 


£3 

£3 

£3 

£3 

n 

a 

D 

n 

n 

£3 

Q 

£3 

£3 

£3 

£3 

□ 

□ 

£3 

n 

n 

£3 

□ 

n 


if  ( p W D-> f o c u s I t em ) p W D->f o c u s I t em-> s t a t e &=  “ T LI S_ F OC U S E D ; 
if  (bOeselect)  { 

£3  T LD  e s e I e c t T r e e (pWD,  p W D->  r oo  1 1 1 em,  NULL); 

£3  pWD->i  Numbe  r Se  L e c t ed  = 0; 

> 

if  (Lpti)  { 

n p = (TLTreeltem*)  Lpti->hltem; 

£3  if  (!p)  return  FALSE; 

£3  p->state  1=  TLIS_SELECTED  | T L I S _ F 0 C U S E D ; 
n p W D-> f o c u s I t em  = p; 

a pW D->f  i r s t Se L e c 1 1 1 em  = p; 

£3  ( p W D->  i N umbe  r S e L e c t e d ) + + ; 

£3  if  ( T LS  e L e c t Au  t o S c r o L L (pWD,  p)) 

£3  £3  InvalidateRect  (pWD->hWnd,  &pWD->tLInvaL,  TRUE); 

£3  else  T LI  n va  L i da  t e 1 1 em  (pWD,  p); 

n if  ( pW D-> i N umb e r S e L e c t e d > 1)  pW D->nmT r e e L i s t . f L a g s = TLC_HULTI PLE; 
n else  pWD->nmTreeList. flags  = 0; 

£3  pW D->nmT  r e e L i s t . i t emO  L d . h 1 1 em  = NULL; 

n p W D->nmT r e e L i s t . i t emN e w . h I t em  = (HTLITEM)p; 

n p W D->nmT r e e L i s t . i t emN e w . s t a t e = p->state; 

£3  pWD->nmTreeLi  st  . hdr  . code  = TLN_SELCHANGED; 

£3  SendMessage  (pWD->hWndPa  rent,  WI'1_N0TIFY,  pWD->id, 

£3  n n £3  n n (LPARAM)&(pWD->nmTreeList)); 
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n } 

n return  TRUE; 

> 

// I 

//  Select  all  the  children  of  a Tree  item 

BOOL  TLSelectChi Idren  (TLWndData*  pUD,  TL_TREEITEM*  Ipti)  { 
n TLTreeltem*  p; 

n TLDe se I e c t T r ee  (pWD,  p W D-> r oo t I t em,  NULL); 

n p W D-> i N umbe r S e I e c t e d = 0; 


n 

i f 

(Ipti  ==  NULL)  { 

□ 

D 

p = pWD->rootItem; 

n 

n 

pW D->f 0 c u s I t em  = p; 

n 

> 

Q 

else  { 

n 

n 

p = (TLTreeltem*)  lpti->hltem 

Q 

n 

if  (p)  p = p->childltem; 

n 

> 

n 

if 

(!p)  return  FALSE; 

□ 

while  (p)  ■( 

n 

n 

p->state  1=  TLIS_SELECTED; 

D 

Q 

pWD->iNumberSelected++; 

n 

n 

TLInvalidateltem  (pWD,  p); 

n 

Q 

p = p->nextltem; 

n 

> 

n return  TRUE; 

> 


// 

//  Delete  Tree  List  linked  list 


void  TLDe leteTreeLi St  (TLTreeltem*  p)  ( 
n TLTreeltem*  op; 

n TLListIt  em*  p I i ; 

n TLListItem*  opli; 


n while  (p)  ( 

n n if  ( p-> c h i I d 1 1 em ) T LDe I e t eT r ee Li s t ( p-> c h i I d 1 1 em ) ; 


□ Q 
n □ 
D □ 
n □ 
n n 

□ n 
a a 


p I i = p-> I i s 1 1 1 em; 
while  (pli)  { 

n TLFree  ( p I i ->pszText  ) ; 

n opli  = pli; 

n pli  = p I i ->nex t I t em; 
n TLFree  (opli); 

> 


n n TLFree  (p->pszText); 

a n op  = p; 

n n p = p->nextltem; 

n n TLFree  (op); 
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n } 
} 


// 

//  Delete  Column  linked  list 

void  T LDe I e t e Co  I umnLi s t ( TLCo I umn 1 1 em*  p)  { 


a 

TLColumnItem*  opci; 

a 

while  (p)  { 

n 

n 

opci  = p; 

n 

Q 

p = p->nextltem 

n 

n 

TLFree  (opci); 

n 

> 

> 


//  Insert  column  into  TreeList 

LONG  TLInsertColumn  (TLWndData*  pWD,  LONG  index,  TL_C0LUHN*  tic)  { 

n HD_ITEH  hditem; 
n TLColumnItem*  pci; 

n hditem. mask  = 0; 

a if  (index  ==0){ 

n n if  (tlc->mask  S TLCF_WIDTH)  p W D-> i F i r s t C o I umn W i d t h = tlc->cx; 

n n hditem. mask  = HDI_FORMAT  | HDI_WIDTH  |HDI_TEXT; 

n n hditem.fmt  = tlc->fmt; 

n n if  ((hditem.fmt  ==  TLC FMT_LOGBAR ) M (hditem.fmt  ==  TLC FMT_L1 NBAR ) ) 

a n n hditem.fmt  = HDF_CENTER; 

n n hditem. cxy  = tlc->cx; 

n n hd i t em . ps zText  = t I c->pszText ; 

n n pW D-> i N umb e r Co  I umn S + + ; 

n n pW D-> i F i r s t C o I umn W i d t h = tlc->cx; 

n n p W D-> i To t a I W i d t h = tlc->cx; 

n n return  ( H e a d e r _ I n s e r t I t em  ( p W D->h Wnd H ea d e r , index,  Shditem)); 
n } 

a pWD->iTotalWidth  +=  tlc->cx; 

n pci  = p W D-> c o I umn 1 1 em; 
n if  (pci)  C 

n a while  ( p c i ->n ex t I t em ) pci  = p c i ->nex t I t em ; 

n n pci ->nextltem  = TLAlloc  (sizeof  (TLColumnItem)); 
n n pci  = p c i ->n ex t I t em; 

n > 

n else  { 

n n pWD->columnItem  = TLAlloc  (sizeof  (TLColumnItem)); 
n n pci  = pWD->columnItem; 

n } 

n p c i -> i S u b I t em  = index; 

n if  (tlc->mask  & T LC F_ D AT AT Y PE ) { 

H n pci ->i DataType  = t I c -> i Da t a Ty pe ; 
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Q 

n 

n 

n 

a 

n 

□ 

n 

□ 

n 

n 

n 

a 

n 

n 

a 

n 

n 

n 

a 

n 

n 

n 

n 

D 

n 

a 

> 


> 

if  (tLc->mask  & T LC F_D AT AM AX ) { 
n p c i -> L Ha  X Va L ue  = t L c -> c c hT e x t Ha x ; 

> 

if  (tLc->mask  & TLCF_FHT)  { 
n hditem.mask  |=  HDI_FORMAT; 

n hditem.fmt  = tLc->fmt; 

n if  ( ( hdi  t etn.  f mt  ==  TLC  FHT_LOGBAR  ) M (hditem.fmt  ==  T LC  F MT_  LI  NB  A R ) ) 
n n hditem.fmt  = HDF_CENTER; 

n p c i -> i D a t a Fm t = tLc->fmt; 

> 

if  (tLc->mask  & TLCF_WIDTH)  { 
n hditem.mask  |=  HDI_WIDTH; 

n hditem.cxy  = tLc->cx; 
n pci->cx  = tLc->cx; 

> 

if  (tLc->mask  & TLCF_TEXT)  { 
n hditem.mask  |=  HDI_TEXT; 

n hdi tern . pszText  = t L c ->p s zTe x t ; 

} 

if  (tLc->mask  S T LC F_S UB I T EM  ) { 

n hditem.mask  |=  HDI_LPARAM; 
n h d i t em . L Pa ra m = t L c -> i S u b I t em; 

} 

pWD->iNumberCoLumns++; 

return  ( H e a d e r _ I n s e r t I t em  ( pU D->h Wn d H ea d e r , index,  Shditem)); 


// I 

//  Change  column  attributes 

LONG  TLSetCoLumn  CTLWndData*  pWD,  LONG  index,  TL_C0LUHN*  tic)  t 


a TLColumnltem*  pci; 
n HD_ITEM  hdi; 
n i n t i ; 

n if  (index  < 1)  return  -1; 

n if  (index  >=  p W D-> i N umb e r C o L umn s ) return  -1 ; 


n hdi. mask  = 0; 


n pci  = p W D-> c o I umn I t em; 
a for  (i=1;  i<index;  i++)  { 
n n if  (pci)  pci  = p c i ->n ex t I t em; 
n > 

n p c i -> i S u b I t em  = index; 


n 

□ 

/ /n 
//n 

D 

Q 

n 

a 


i f 
n 
a 
a 
} 

i f 

Q 

} 


(tLc->mask  S T LC F_ D AT AT Y P E ) { 
p c i -> i Da t a Ty pe  = t L c-> i Da t a Ty pe ; 
hdi  .mask  = HDI_FORHAT; 
hdi.fmt  = tLc->fmt; 

(tLc->mask  & TLCF_FHT)  ( 
p c i -> i D a t a F m t = tLc->fmt; 
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n 

i f 

( t L c ->ma  s k 

8 TLC F_DATAMAX  ) { 

n 

n 

p c i -> L MaxVa L ue  = t L c->c c hTex t Max 

□ 

> 

n 

i f 

(t  Lc->mask 

8 TLCF_WIDTH)  { 

a 

Q 

pci ->cx  = 

t L c->  c X ; 

□ 

n 

hdi.mask  = 

HDI_WIDTH; 

n 

n 

hdi . cxy  = 

t lc->cx; 

n 

n 

pWD->iTotaLWidth  +=  tLc->cx; 

n > 

a if  (hdi.mask)  Header_SetIteni  (pWD->hWndHeader,  index,  Shdi); 

a Inva L i dateRec t ( pW D->h Wnd , NULL,  TRUE); 
a return  index; 

} 


//  Get  column  width 

LONG  T LG e t C o I umn W i d t h (TLWndOata*  pWD,  LONG  index)  { 

n T LC o L umn I t em*  pci; 

n i n t i ; 

n if  (index  < 0)  return  -1; 

n if  (index  >=  p W D-> i N umbe r C o L umn s ) return  -1; 

n if  (index  ==  0)  return  ( p W D-> i F i r s t C o L umn W i d t h ) ; 

n pci  = pWD->coLumnItem; 

n for  (i=1;  i<index;  i++)  { 

n n if  (pci)  pci  = p c i ->n ex t I t em; 
n > 

a return  pci->cx; 

> 


// 

//  Set  data  in  List 


item 


LONG  TLSetListItem  (TLWndData*  pWD,  TL_LISTITEM*  LpLi)  ( 
n TLListItem*  pLi; 
a i n t i ; 


n if  ( L p L i -> i S ub I t em  < 1)  return  -1; 

H if  ( L p L i -> i S u b 1 1 em  >=  p W D-> i N umbe r C o L umn s ) return  -1  ; 


n pLi  = ((TLTreeItem*)(LpLi->hItem))->ListItem; 

n for  (i=1;  i<LpLi->iSubItem;  i++)  ( 

n n pLi  = pLi->nextItem; 

n > 


n if  (LpLi->mask  & TLIF_STATE)  { 
a n pLi->state  8=  ~ ( L p I i -> s t a t e Ma s k ) ; 

n n pLi->state  |=  (LpLi->stateMask  8 LpLi->state); 

n } 

n if  (LpLi->mask  8 TLIF_TEXT)  { 
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n B TLFree  (pLi->pszText); 

B B pLi->pszText  = TLALLoc  (LstrLen  ( L p L i ->p s z Te x t ) +1); 

B B Istrcpy  (pli->pszText,  LpLi->pszText); 

B } 

B if  (LpLi->mask  & T L I F_ D AT A V A LU E ) t 
B B p L i -> L D a t a Va L u e = L p L i -> L D a t a Va L ue ; 

B } 


B return  ( I p L i -> i S u b I t em ) ; 

> 


TLTree.c 


U I 

//  Ensure  that  specified  item  is  visible 

BOOL  TLEnsureVi si b Le  (TLWndData*  pWD,  TL_TREEITEH*  Lpti)  { 

B if  ( ! L p t i -> h 1 1 em ) return  FALSE; 

B if  ( ! pWD->rootItem)  return  FALSE; 

B return  ( T LS e L e c t Au t o S c r o L L (pWD,  C T LT r e e I t em* ) L p t i -> h I t em ) ) ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:  TreeList  internaL  incLude  fiLe 
// 

/ /n  $Id:  TLintern.h, V 1.4  1 997/05/1  9 1 4:36:26  pbj  Exp  $ 

// 

#incLude  <cominc  t r L . h> 

#incLude  ".  .\incLude\TreeList.h" 

#define  T E XT VE RTO F F nn  n 1 

#define  I D C_T R E E L I ST H E A D E Rn  100 
#define  I D C _S C RO LLB ARn  n 101 

//  TreeList  Linked  List  List  item 
typedef  struct  _TLListItem  { 
a struct  _TLListItem*  nextitem; 
n UINT  state; 
n LPSTR  pszText; 
n LONG  LDataVaLue; 

} TLListItem; 

//  TreeList  Linked  List  List  item 
typedef  struct  _TLCo L umn I t em  { 
n struct  _T LC o L umn I t em*  nextitem; 
n INT  iSubItem; 

n UINT  iDataType; 

n UINT  iDataFmt; 

n LONG  LMaxVaLue; 

n INT  i X ; 

n INT  c X ; 

> TLCoLumnItem; 

//  TreeList  Linked  List  tree  item 
typedef  struct  _TLTreeItem  { 
n struct  _TLTreeItem*  nextitem; 

n struct  _TLTreeItem*  prevltem; 

n struct  _TLTreeItem*  chiLdItem; 

n struct  _TLTreeItem*  parentitem; 

n TLListItem*  Listitem; 
n RECT  seLectRect; 

n RECT  hiLiteRect; 

n RECT  buttonRect; 

n UINT  state; 

n LPSTR  pszText; 

n INT  ilmage; 

n INT  iSeLImage; 

n INT  cChiLdren; 

a LPARAM  LParam; 

> TLTreeltem; 

//  TreeList  window  extra  data.  Must  incLude  window  handle  fieLd. 
typedef  struct  _TLWndData  { 
n HWND  hWnd; 

n HWND  hWndPa  rent ; 

n HWND  hWndHeader; 
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n HWND  hWndScroLL; 

n HDC  hdcMem; 

a HBITHAP  hbmMem; 

n HBITHAP  hbmOLd; 

n HFONT  hFont; 

n HFONT  hFontItaLic; 

n HFONT  hFontBoLd; 

a long  id; 

n UINT  style; 

n INT  iNumberSelected; 

n NH_TREELIST  nmTreeList; 
n TL_KEYDOWN  nmKeyDown; 

n HIHAGELIST  hImageList; 

n TLTreeltem*  rootitem; 

n TLTreeltem*  focusitem; 

o TLTreeltem*  f i r s t S e L e c t I t em; 
n TLCoLumnItem*  coLumnItem; 
n INT  iNumberCoLumns; 

n INT  i F i r s t C o L umn W i d t h ; 

n INT  i Tota  L Wi dt h; 

o INT  iHorizontalPos; 

n INT  iHaxRows; 

n INT  iFirstRow; 

n INT  iExpandedRows; 

n INT  iRowHeight; 

n RECT  tlRect; 

n RECT  tllnval; 

n BOOL  bDraggi ng; 

a BOOL  bS t i I L Typ i ng ; 

n POINT  ptButtonDown; 

n HBRUSH  seLbgbrush; 

n HBRUSH  unselbgbrush; 

n HBRUSH  seLfgbrush; 

a HBRUSH  unselfgbrush; 

n HBRUSH  stdbarbrush; 

a HBRUSH  barbgbrush; 

n HBRUSH  spcbarbrush; 

n DWORD  textbgcoLor; 

n DWORD  barcoLor; 

n DWORD  LinecoLor; 

n DWORD  se L f oc us c o L o r ; 

a DWORD  unselfocuscoLor; 

n HBITHAP  barbgbitmap; 

n HPEN  seltextpen; 

n HPEN  unseLtextpen; 

n HPEN  buttonpen; 

n INT  i BCent  ; 

n INT  iBHPos; 

} TLWndData; 


#define  T r ee Li s t _G e t P t r ( h wnd  ) ( T LW nd Da t a * ) G e t W i ndowLong ( C h wnd ) , 0) 

^define  T r ee Li s t _Se t Pt r ( hwnd , pTL)  \ 

Q n n ( T LW  nd  D a t a * ) S e t W i n dow  Long  ( ( h wnd  ) , 0,  (LONGICpTD) 


//  function  prototypes 
//  TLHi sc . c 

void*  TLALLoc  (Long  size); 
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void*  TLReALloc  (void*  p.  Long  size); 
void  TLFree  (void*  p); 

BOOL  TLKeyboa rdCha r (TLWndData*  pWD,  WPARAM  ch,  LPARAH  LP); 

BOOL  TLIterateSelected  (TLWndData*  pWD,  BOO L ( * c a L L ba c k ) ( T L_T R E E I T E H*  LptLi)); 
BOOL  T LS e L e c t By Keyboa rd  (TLWndData*  pWD,  LONG  c,  BOOL  b S t i L L Ty p i n g ) ; 

//  TLMouse.c 

void  TLLeftButtonDoun  (TLWndData*  pWD,  WPARAM  wParam,  LPARAH  LParam); 
void  TLLef tButtonUp  (TLWndData*  pWD,  WPARAM  wParam,  LPARAM  LParam); 
void  T L R i g h t Bu t t on D o wn  (TLWndData*  pWD,  WPARAM  wParam,  LPARAM  LParam); 
void  T L Le f t Bu t t on D b L C L k (TLWndData*  pWD,  WPARAM  wParam,  LPARAM  LParam); 
void  TLHeaderNotification  (TLWndData*  pWD,  HD_NOTIFY*  hdn); 
void  TLHScroLL  (TLWndData*  pWD,  int  code,  int  pos,  HWND  hWndBar); 
void  TLVScroLL  (TLWndData*  pWD,  int  code,  int  pos,  HWND  hWndBar); 
void  TLResize  (TLWndData*  pWD,  WINDOWPOS*  pWP); 

BOOL  T LS e L e c t Ra n g e (TLWndData*  pWD,  TLTreeltem*  pFirst,  TLTreeltem*  pSeL); 

//  TLMsgProc.c 

LRESULT  WINAPI  T r e e L i s t H s g P r o c (HWND  hWnd,  UINT  msg,  WPARAM  wParam, 
n n n n n n n n LPARAHLParam); 

//  TLPaint.c 

BOOL  TLGetRow  (TLTreeltem*  root,  TLTreeltem*  p,  int*  row); 

void  TLInitPaint  (TLWndData*  pWD); 

void  TLCLosePaint  (TLWndData*  pWD); 

void  TLPrePaint  (TLWndData*  pWD); 

void  TLPaint  (TLWndData*  pWD,  HDC  hdc); 

void  TLMemPaint  (TLWndData*  pWD,  HDC  hdc); 

void  TLExpandAutoScroLL  (TLWndData*  pWD,  TLTreeltem*  p); 

BOOL  T L S e L e c t Au t o S c r 0 L L (TLWndData*  pWD,  TLTreeltem*  p); 
void  T L I n va L i d a t e I t em  (TLWndData*  pWD,  TLTreeltem*  p); 
void  T LD e L e t eMemD C (TLWndData*  pWD); 

//  TLTree.c 

HTLITEH  TLInsertTreeltem  (TLWndData*  pWD,  LPT L_ I N S E RT ST RU CT  Lpinsert); 

LONG  TLSetLi stitem  (TLWndData*  pWD,  TL_LISTITEH*  pLi); 
void  TLDeLeteTreeList  (TLTreeltem*  p); 
void  T LD e L e t e C o L umn L i s t ( T LC o L umn I t em*  p); 

LONG  TLInsertCoLumn  (TLWndData*  pWD,  LONG  index,  TL_C0LUMN*  tLc); 

LONG  TLSetCoLumn  (TLWndData*  pWD,  LONG  index,  TL_C0LUMN*  tLc); 

LONG  T LG e t C o I umn W i d t h (TLWndData*  pWD,  LONG  index); 

BOOL  TLGetTreeltem  (TLWndData*  pWD,  TL_TREEITEH*  Lpti); 

void  T LD e s e L e c t T r e e (TLWndData*  pWD,  TLTreeltem*  p,  TLTreeltem*  pExcept); 

BOOL  TLExpandTreeltem  (TLWndData*  pWD,  TL_TREEITEH*  Lpti,  int  fLags); 

BOOL  TLSe LectTreeltem  (TLWndData*  pWD,  TL_TREEITEH*  Lpti,  int  fLags); 

BOOL  TLSe LectChi Ldren  (TLWndData*  pWD,  TL_TREEITEM*  Lpti); 

BOOL  TLSetTreeltem  (TLWndData*  pWD,  TL_TREEITEH*  Lpti); 

BOOL  TLDeLeteTreeltem  (TLWndData*  pWD,  TL_TREEITEM*  Lpti); 
void  TLExpandTree  (TLTreeltem*  p); 

BOOL  TLEnsureVi si b Le  (TLWndData*  pWD,  TL_TREEITEM*  Lpti); 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

//:TreeList.c  - handLe  "TreeList"  window  cLass 
// 

//n  $Id:  TreeList. c,v  1.4  1997/05/19  14:36:26  pbj  Exp  $ 

// 


#incLude 
#incLude 
#i nc  Lude 
#incLude 


<wi ndows . h> 
<commctrL . h> 
"TreeListVer.h 
"TLintern.h" 


// 

//  Load  and  initiaLize  controL 

void  WINAPI  I n i t T r ee L i s t C on t r o L (void)  ( 


n 

WNDCLASS  wc; 

n 

n 

I n i t C ommon Con t r 0 L s C); 

n 

//  register  new  window  cLasses  for 

menus 

n 

wc.styLe  = CS_DBLCLKS  | C S_G LOB A LC L AS S ; n 

// 

CLass  styLeCs). 

n 

wc  . L pf nWndProc  = (WNDPROC)  T r e e L i s t Msg P r o c ; 

n 

w c . c bC L s Ex t r a = 0;n 

// 

No  per-cLass 

extra  data. 

D 

w c . c bUnd Ex t r a = sizeof  (TLWndData*) 

;n  n 

// 

pointer  to  extra  data 

Q 

noanancinD 

□ a 

// 

n n structure 

n 

wc.hinstance  = 0;n 

n 

wc.hicon  = NULL; 

Q 

wc.hCursor  = LoadCursor  (NULL,  IDC_ 

ARROW)  ; 

a 

w c . h b r Ba c kg r ou nd  = (HBRUSH)  (C0L0R_ 

WINDOW+1 ) 

/ 

II  Background 

c 0 L o r 

n 

wc  . L psznenuName  = NULL;nn  n n 

□ Q 

// 

No  menu 

Q 

wc  . LpszC LassName  = " T r ee Li s t C t r L 32 " 

;n  n 

// 

Name  used  in 

CreateWi ndow 

n 

Reg i s t e r C L a s s (&wc); 

> 
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TreeListVer.h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

★ 

*/ 

//:  TreeLi stVer . hn  - version  history  of  TreeList  controL 
// 

//n  $Id:  T r e e L i s t Ve r . h , V 1.7  1997/06/03  14:54:12  pbj  Exp  $ 


// 

// 

//  970131n 

024Bbegin  version  history  tracking 

// 

//  970202 

025n-move  hMemDC  c r e a t i on / d e L e t i on  from  TLPaint  to  TLInitPaint 

/ / n n n 

B to  increase  performance. 

/ / n n n 

B -changed  bar  background  to  pattern  brush. 

/ / n n n 

n -fixed  hiLight  bar  when  i F i r s t C o L umnW i d t h < xoffset. 

/ / B B B 

B -fixed  verticaL  Line  bug  (when  prev  item  was  out  of  window). 

II  a n B 

n -fixed  font  handLing  and  Line/header  spacing 

// 

//  970203n 

026B-fixed  bug  where  focus  was  incorrect  foLLowing  autoscroLL 

/ / B B B 

n -fixed  one  pixeL  row  of  garbage  at  upper  right  on  resize 

linn  B 

n -fixed  pattern  of  pattern  brush 

II  n a B 

n -added  code  to  aLLow  soLid  brush  on  hicoLor  dispLays 

// 

//  970207b 

027  -fixed  bug  that  caused  strings  of  2 chars  not  being  shown 

// 

//  970212n 

028B-added  support  for  "item  cLick"  header  notifications 

// 

//  970224b 

029n-changed  deLetetree  message  to  support  non-freeing  of  items 

/ / B B B 

B -change  TLInsertItem  to  aLLow  reinserting  items 

// 

//  970227n 

030  -changed  handLing  of  keyboard  messages  to  support  DEL  (and 

II  u n B 

n other  n on- c h a r a c t e r ) keys 

// 

//  970303n 

031  -fixed  bug  that  couLd  cause  hanging  focus  and  firstseLect 

linn  B 

n pointers  after  item  deLetion 

linn  B 

B 

//  970304b 

032n-added  code  to  paint  out-of-range  bars  in  hatched  brush 

/ /B  B B 

B (for  axiomatic  keys) 

// 

//  970306b 

033n-fixed  first  chance  exception  by  creating  TLPrePaint  routine 

// 

//  970310n 

034  -changed  Line  and  focus  Line  to  dotted  Line  (using  LineDOA) 

// 

//  970312n 

035B-fixed  string  aLLocation  bug  in  T LS e t T r e e I t em 

linn  B 

B -added  ca L L to  T LS e L e c t Au t o S c r o L L when  coLLapsing  entire  tree 

// 

//  970314b 

036B-rebuiLt  with  static  runtime  Linkage 

// 

//  970325n 

037n-added  keyboard  support  for  home/end 

linn  B 

B -added  keyboard  support  for  keypad  +/- 

linn  B 

B -added  support  for  shift-up/dn  and  s h i f t -h ome / e nd 

linn  B 

B -added  keyboard  autoscroLL  support  to  emuLate  Windows  standard 

// 

//  970327b 

linn  B 

038n-fixed  bug  that  was  causing  PointSearch  to  make  mistakes 

B -fixed  bug  that  couLd  cause  crash  after  tree  deLetion 

// 

//  970331n 

039n-aLLowed  no n-a L p h a n ume r i c keystrokes  when  a u t o s c r o L L i ng 

/ /B  B B 

B -fixed  autoscroLL  on  e xpa nd / c o L L a p s e 
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// 

//  970401n 
/ /n  n n 

/ / n a n 

// 

//  970408n 
/ / n n n 
// 

//  970416n 
linn  n 
// 

//  970418n 
// 

II  970425n 
// 

//  970505n 
/ / n n n 

! ! n n n 

linn  n 
linn  n 
/ / n n n 
linn  n 
// 

//  970507n 
linn  n 
II 

II  970508n 
// 

//  970519n 
// 

//  970603n 
! ! n n n 
// 


040  -added  TLI F_PREVHANDLE  for  retrieving  handle  of  previous  item 
n -added  flag  to  TreeLi st_Se Lect  to  not  deselect 
n -added  T LM_ E N S U R E V I S I B LE  message  handling 

041n-fixed  bug  where  focused  item  following  delete  could  not  be 
n selected  with  single  mouse  click 

042n-fixed  bug  where  right  clicking  w/control  or  shift  caused 
n loss  of  selection 

043n-fixed  minor  bugs  with  s e I e c t i on / f o c u s / key boa r d 
044n-fixed  bug  causing  Lockup  when  enter  key  pressed 
045n-fixed  memory  leak  on  reinsertion 

n -fixed  bug  where  focus  was  not  getting  removed  when 
n clicking  on  "nothing" 

n -added  promiscuous  selection 

n -changed  Logic  of  I t e r a t e S e L e c t e d to  traverse  entire  tree 
n -reversed  order  of  I t e r a t e S e I e c t e d to  obviate  problems 
a in  PGPkeys 

046n-fixed  bug  where  notification  was  not  being  sent  when 
n clicking  on  "nothing" 

047n- r e f i n emen t of  fix  introduced  in  046 

048n-removed  all  global  variables 

n -fixed  bug  causing  lockup  on  keyboard  input  when  userid  or 
n cert  i s focused 
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PRETTY  GOOD  PRIVACY,  INC.  SOFTWARE  END-USER  LICENSE  AGREEMENT 
RETAIN  THE  ORIGINAL  OF  THIS  AGREEMENT  AS  PROOF  OF  LICENSE 


n THIS  IS  A LEGAL  AGREEMENT  BETWEEN  YOU  AS  END  USER  AND  ANY  SUBSEQUENT 
END-USER,  AND  PRETTY  GOOD  PRIVACY,  INC.  BY  BREAKING  THE  SEAL  ON  THE  MEDIA 
PACKAGE,  YOU  ARE  AGREEING  TO  BE  BOUND  BY  THE  TERMS  OF  THIS  AGREEMENT  (THE 
"AGREEMENT").  IF  YOU  DO  NOT  AGREE  TO  ALL  THE  TERMS  OF  THIS  AGREEMENT,  WITHIN 
30  DAYS  OF  PURCHASING  THE  LICENSE,  RETURN  THE  UNOPENED  PACKAGE  AND  THE 
ACCOMPANYING  ITEMS  (INCLUDING  WRITTEN  MATERIALS  AND  BINDERS  OR  OTHER 
CONTAINERS)  WITH  PROOF  OF  PURCHASE  TO  THE  PLACE  YOU  OBTAINED  THEM  FOR  A FULL 
REFUND. 

This  is  a License  agreement  and  not  an  agreement  for  sale.  Pretty  Good 
Privacy,  Inc.  hereby  Licenses  this  version  of  the  Pretty  Good  Privacy,  Inc. 
software  identified  above  (the  "Software")  to  the  original  end-user  and  any 
subsequent  transferee  of  the  Software  for  use  onLy  on  the  terms  set  forth  in 
this  Agreement. 

1. n  GRANT  OF  LICENSE.  Pretty  Good  Privacy,  Inc.  grants  you  a 

non-ex c L us i ve  License  to  put  in  use  by  a person  or  organization  that  agrees  to 

be  bound  by  the  terms  of  this  Agreement,  the  number  of  copies  of  the  Software 

specified  above  provided  that  (1)  if  the  Software  is  in  use  in  singLe-user 
environments,  each  copy  of  the  Software  is  in  use  on  onLy  one  computer  at  any 
time  or  (2)  if  the  Software  is  in  use  on  computers  or  computer  terminaLs  in 
muLti-user  or  networked  environments,  you  have  Licensed  one  copy  of  the 
Software  for  each  computer  or  computer  terminaL  which  is  participating  in  such 
an  environment  and  which  has  access  to  the  Software.  The  Software  is  "in  use" 

on  a computer  when  it  is  Loaded  into  the  temporary  memory  (i.e.,  RAM)  or 

instaLLed  into  the  permanent  memory  (e.g.,  hard  disc,  CD-ROM,  or  other  storage 
device)  of  that  computer,  except  that  a copy  instaLLed  on  a network  server  for 
the  soLe  purpose  of  distribution  to  other  computers  is  not  "in  use."  If  this 
Software  is  an  upgrade  or  trade-up  from  a previous  version  of  a Pretty  Good 
Privacy,  Inc.  product.  Pretty  Good  Privacy,  Inc.  grants  you  the  right  to  put 
in  use  either  the  current  or  prior  version  of  the  Software  in  the  quantity 
indicated  above,  and  any  prior  version  License  is  repLaced  by  this  Agreement. 

2.  a COPYRIGHT.  ALL  right,  titLe  and  interest  in  the  Software,  the 
accompanying  documentation  (the  "Documentation")  and  reLated  trademarks,  trade 
names  and  other  inteLLectuaL  property  rights  are  owned  by  Pretty  Good  Privacy, 
Inc.  or  its  suppliers  and  the  Software  and  Documentation  are  protected  by 
United  States  copyright  Laws  and  i n t e r n a t i o na L treaty  provisions.  Therefore, 
you  must  treat  the  Software  and  Documentation  Like  any  other  copyrighted 
materiaL  (e.g.,  a book  or  musicaL  recording)  except  that  in  addition  to  the 
number  of  copies  you  are  permitted  to  put  in  use,  you  may  make  one  copy  of  the 
Software  soLeLy  for  backup  or  archivaL  purposes.  Such  copy  shaLL  incLude 
Pretty  Good  Privacy,  Inc.'s  copyright  and  other  proprietary  notices.  You  may 
not  copy  the  Documentation. 

3. n  OTHER  RESTRICTIONS.  The  original  of  this  Agreement  is  your  proof  of 
License  to  exercise  the  rights  granted  herein  and  must  be  retained  by  you. 

You  may  not  rent  or  Lease  the  Software,  but  you  may  transfer  your  rights  under 
this  Agreement  on  a permanent  basis  provided  you  transfer  this  Agreement  and 
aLL  copies  of  the  Software  and  Documentation,  you  do  not  retain  any  copies  of 
the  Software  or  Documentation,  and  the  recipient  agrees  to  the  terms  of  this 
Agreement.  Any  transfer  of  the  Software  must  incLude  the  most  recent  update 
and  aLL  prior  revisions.  You  may  not  reverse  engineer,  decompiLe,  disassembLe 
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or  otherwise  translate  the  Software. 

4. n  DUAL  MEDIA  SOFTWARE.  If  the  Software  package  contains  both  3 1/2"  and 
5 1/4"  disks,  and/or  a CD,  you  may  use  only  the  disks  appropriate  to  your 
computer.  You  may  not  use  the  other  disks  on  another  computer  or  Loan,  rent, 
lease,  or  transfer  them  to  another  user  except  as  permitted  under  this 
Agreement  or  as  part  of  the  permanent  transfer  (as  provided  above)  of  all 
Software  and  Documentation. 

5. n  GOVERNMENT  LICENSEE.  If  you  are  acquiring  the  Software  on  behalf  of 

the  United  States  Government,  the  following  provisions  apply:  The  Government 
acknowledges  Pretty  Good  Privacy,  Inc.'s  representation  that  the  Software  and 
Documentation  were  developed  at  private  expense  and  no  part  of  them  is  in 
public  domain.  The  Government  also  acknowledges  Pretty  Good  Privacy,  Inc.'s 
representation  that  the  Software  is  "commercial  computer  software"  as  that 
term  is  defined  in  48  C.F.R.  12.212  of  the  Federal  Acquisition  Regulations 
("FAR")  and  is  "Commercial  Computer  Software"  as  that  term  is  defined  in  48 
C.F.R.  227.7014  (a)(i)  of  the  Department  ofDefense  Federal  Acquisition 
Regulation  Supplement  ("DFARS").  The  Government  agrees  that:  if  the  Software 
is  supplied  to  any  unit  or  agency  of  the  United  States  Government,  the 
Government's  rights  in  the  Software  and  its  documentation  will  be  only  as 
specified  in  this  Agreement. 

n Restricted  Rights  Legend 

n The  C on t r a c t o r / Ma n u f a c t u r e r is:  Pretty  Good  Privacy,  Inc., 

2121  S.  EL  Camino  Real,  Suite  902,  San  Mateo,  CA  94403. 

6.0  TERMINATION.  This  Agreement  will  immediately  and  automatically 
terminate  without  notice  if  you  fail  to  comply  with  any  term  or  condition  of 
this  Agreement.  You  agree  upon  termination  to  promptly  destroy  all  of  the 
Software  and  Documentation  in  your  possession  together  with  all  copies, 
modifications  and  merged  portions  in  any  form. 

7. n  LIMITED  WARRANTY.  Pretty  Good  Privacy,  Inc.  warrants  that  the 
Software  will  perform  substantially  in  accordance  with  the  written  materials 
in  this  package  for  a period  of  90  days  from  the  date  of  original  purchase. 
Pretty  Good  Privacy,  Inc.'s  entire  Liability  and  your  exclusive  remedy  shall 
be,  at  Pretty  Good  Privacy,  Inc.'s  option,  either  (a)  return  of  the  purchase 
price  paid  for  the  License  or  (b)  repair  or  replacement  of  the  Software  that 
does  not  meet  Pretty  Good  Privacy,  Inc.'s  limited  warranty  and  which  is 
returned  at  your  expense  to  Pretty  Good  Privacy,  Inc.  with  a copy  of  your 
receipt.  This  limited  warranty  is  void  if  failure  of  the  Software  has 
resulted  from  accident,  abuse,  or  misapplication.  Any  repaired  or  replacement 
Software  will  be  warranted  for  the  remainder  of  the  original  warranty  period 
or  30  days,  whichever  is  Longer.  IF  THE  SOFTWARE  IS  EXPORT  CONTROLLED  (SEE 
BELOW),  THESE  REMEDIES  ARE  NOT  AVAILABLE  OUTSIDE  THE  UNITED  STATES  OF  AMERICA. 

8. n  NO  OTHER  WARRANTIES.  EXCEPT  FOR  THE  WARRANTIES  SET  FORTH  HEREIN,  THE 
SOFTWARE  AND  DOCUMENTATION  ARE  PROVIDED  "AS  IS"  AND  PRETTY  GOOD  PRIVACY,  INC. 
DISCLAIMS  ALL  OTHER  WARRANTIES,  EITHER  EXPRESS  OR  IMPLIED,  INCLUDING  BUT  NOT 
LIMITED  TO  IMPLIED  WARRANTIES  OF  MERCHANTABILITY,  FITNESS  FOR  A PARTICULAR 
PURPOSE,  CONFORMANCE  WITH  DESCRIPTION,  AND  NON- I N F R I N G EM E NT  OF  THIRD  PARTY 
RIGHTS.  THIS  LIMITED  WARRANTY  GIVES  YOU  SPECIFIC  LEGAL  RIGHTS.  YOU  MAY  HAVE 
OTHERS,  WHICH  VARY  FROM  STATE  TO  STATE. 

9. n  LIMITATION  OF  LIABILITY.  PRETTY  GOOD  PRIVACY,  INC.'S  CUMULATIVE 
LIABILITY  TO  YOU  OR  ANY  OTHER  PARTY  FOR  ANY  LOSS  OR  DAMAGES  RESULTING  FROM  ANY 
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CLAIMS,  DEMANDS  OR  ACTIONS  ARISING  OUT  OF  OR  RELATING  TO  THIS  AGREEMENT  SHALL 
NOT  EXCEED  THE  PURCHASE  PRICE  PAID  FOR  THE  LICENSE.  IN  NO  EVENT  SHALL  PRETTY 
GOOD  PRIVACY,  INC.  OR  ITS  SUPPLIERS  BE  LIABLE  FOR  ANY  INDIRECT,  INCIDENTAL, 
CONSEQUENTIAL,  SPECIAL  OR  EXEMPLARY  DAMAGES  OR  LOST  PROFITS  WHATSOEVER 
(INCLUDING,  WITHOUT  LIMITATION,  DAMAGES  FOR  LOSS  OF  BUSINESS  PROFITS,  BUSINESS 
INTERRUPTION,  LOSS  OF  BUSINESS  INFORMATION,  OR  OTHER  PECUNIARY  LOSS)  ARISING 
OUT  OF  THE  USE  OR  INABILITY  TO  USE  THE  SOFTWARE,  EVEN  IF  PRETTY  GOOD  PRIVACY, 
INC.  HAS  BEEN  ADVISED  OF  THE  POSSIBILITY  OF  SUCH  DAMAGES.  BECAUSE  SOME  STATES 
DO  NOT  ALLOW  THE  EXCLUSION  OR  LIMITATION  OF  LIABILITY  FOR  CONSEQUENTIAL  OR 
INCIDENTAL  DAMAGES,  THE  ABOVE  LIMITATION  MAY  NOT  APPLY  TO  YOU. 

10. nEXPORT  LAW.  Export  of  the  Software  nay  be  subject  to  compliance  with 
the  rules  and  regulations  promulgated  regulations  from  time  to  time  by  the 
Bureau  of  Export  Administration,  United  States  Department  of  Commerce,  which 
restrict  the  export  and  re-export  of  certain  products  and  technical  data.  If 
the  export  of  the  Software  is  controlled  under  such  rules  and  regulations, 
then  the  Software  shall  not  be  exported  or  reexported,  directly  or  indirectly, 
(a)  without  all  export  or  reexport  licenses  and  governmental  approvals 
required  by  any  applicable  laws,  or  (b)  in  violation  of  any  applicable 
prohibition  against  the  export  or  reexport  of  any  part  of  the  Software. 

11. nGENERAL.  This  Agreement  will  be  governed  by  the  laws  of  the  State  of 
California  and  you  consent  to  the  jurisdiction  and  venue  of  the  courts  of  the 
State  of  California.  If  any  action  is  brought  by  either  party  to  this 
Agreement  against  the  other  party  regarding  the  subject  matter  hereof,  the 
prevailing  party  shall  be  entitled  to  recover,  in  addition  to  any  other  relief 
granted,  reasonable  attorneys  fees  and  expenses  of  litigation.  Should  any  term 
of  this  Agreement  be  declared  void  or  unenforceable  by  any  court  of  competent 
jurisdiction,  such  declaration  shall  have  no  effect  on  the  remaining  terms 
hereof.  The  failure  of  either  party  to  enforce  any  rights  granted  hereunder 
or  to  take  action  against  the  other  party  in  the  event  of  any  breach  hereunder 
shall  not  be  deemed  a waiver  by  that  party  as  to  subsequent  enforcement  of 
rights  or  subsequent  actions  in  the  event  of  future  breaches.  YOU  ACKNOWLEDGE 
THAT  YOU  HAVE  READ  THIS  AGREEMENT,  UNDERSTAND  IT  AND  AGREE  TO  BE  BOUND  BY  ITS 
TERMS  AND  CONDITIONS.  YOU  FURTHER  AGREE  THAT  IT  IS  THE  COMPLETE  AND  EXCLUSIVE 
STATEMENT  OF  THE  AGREEMENT  BETWEEN  US  WHICH  SUPERSEDES  ANY  PROPOSAL  OR  PRIOR 
AGREEMENT,  ORAL  OR  WRITTEN,  AND  ANY  OTHER  COMMUNICATION  BETWEEN  US  RELATING  TO 
THE  SUBJECT  MATTER  OF  THIS  AGREEMENT.  Should  you  have  any  questions 
concerning  this  Agreement,  or  if  you  desire  to  contact  Pretty  Good  Privacy, 
Inc.  for  any  reason,  please  write:  Pretty  Good  Privacy,  Inc.  Customer 
Service,  2121  S.  El  Camino  Real,  Suite  902,  San  Mateo,  CA  94403. 

n 581-00030C 
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PGP  for  Personal  Privacy,  Version  5.0 
n Release  Notes 

n Windows  95/NT 


Important  Notes : 

1) n  Eudora  must  be  upgraded  to  Version  3.0.2  in  order  for  the  Eudora 

Plug-in  to  function  properly.  The  appropriate  update  files  are  available  from 
the  Qualcomm  Eudora  website  for  both  Eudora  Pro  and  Eudora  Light.  Only 
Version  3.0.2  and  above  will  work. 

2) n  Using  Microsoft  Word  as  your  editor  in  Outlook  is  not  currently 
supported.  The  Ex c h a ng e / 0 u t I oo k Plug-in  will  not  be  available  in  Word. 
Switching  your  editor  back  to  the  Outlook  editor  will  correct  the  issue. 

3) n  When  using  PGP/HIHE  to  send  encrypted  and/or  signed  messages,  we 
suggest  you  use  the  PGP/MIHE  button  on  Eudora's  toolbar  rather  than  the 
Plug-in  menu.  Using  the  Plug-in  menu  may  produce  unpredictable  results. 

4) n  Please  read  the  PGP  5.0  FAQ  on  the  PGP  web  site  (http://www.pgp.com/) 
for  answers  to  Frequently  Asked  Questions. 

Please  send  any  reports  of  problems,  suggestions,  or  comments  to 
pgp50bugsapgp.com,  or  see  the  help  file  for  Technical  Support  information. 

We  hope  you  enjoy  using  this  new  generation  of  PGP! 

Thanks ! 

The  PGP  5.0  Development  Team 
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/*Very  minimalist  installation  program.  Finds  the  system  directory 
*and  the  PGP  50  application  directory.  Asks  user  if  she  wants  to 
♦install  Eudora,  and  where  to  put  it,  if  so.  Asks  user  if  she 
♦wants  the  Exchange  plugin.  After  all  this  info  is  gathered,  we 
♦copy  all  the  files  to  their  appropriate  places,  and  set  up  the 
♦neccessary  reg  keys. 

* 

♦Yes,  I know  this  doesn't  do  error  checking  and  isn't  very 
♦user-friendly.  It  is,  however,  better  than  typing  in  all  those 
♦reg  keys  and  copying  all  those  files,  which  is  what  you  were  going 
♦to  have  to  do  before  I wrote  this  at  the  last  minute. 

★ 

♦06/11/97  23:30  Brett  A.  Thomas  <q ua r kaba z . c om> 

* 

♦$Id$ 

* 

♦Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  All  Rights  Reserved. 
♦/ 

#include  <windows.h> 

Sinclude  <stdio.h> 

//include  <stdlib.h> 

void  usage(void); 

void  ge t _sy s t em_d i r ( c ha r ♦sy s t em_d i r ) ; 
void  g e t _ i n s t a I I _d i r ( c h a r ♦ i n s t a I I _d i r ) ; 
void  g e t _eudo ra_d i r ( c ha r ♦eudora_di r); 
void  g e t _s ou r c e _d i r ( c h a r ♦ s ou r c e_d i r ) ; 
int  query_install_eudora(void); 
int  query_install_exchange(void); 


voi  d 

perform_i 

nstallCchar  ♦source_dir. 

n 

□ 

s 

n 

n char  ♦system_dir. 

n 

n 

n 

n 

n char  ♦ i n s t a 1 1 _d i r , 

n 

Q 

Q 

a 

a char  ♦eudora_dir. 

a 

a 

n 

n 

a int  do_eudo r a_ i n s t a 1 1 , 

o 

a 

a 

a 

a int  do_e X c h a n g e_ i n s t a 1 1 ) ; 

void 

get_i 

nputCchar  ♦string. 

n 

a 

n 

int  max_len. 

n 

n 

a 

char  ♦query_message. 

n 

n 

n 

char  ♦def au 1 t_va 1 ue  ) ; 

void  ba n ne r ( VO i d ) ; 

void  do_ r eg  key s C c ha r ♦ i n s t a I I _d i r ) ; 
void  create_dir(char  ♦install_dir); 

int  mainCint  argc,  char  ♦♦argv) 

{ 

n char  sy s t em_d i r C H AX_ P ATH D = "\0", 
n n i nsta I l_di rCHAX.PATHD  = "\0", 
n n eudora_dirCMAX_PATHD  = "\0", 

n n source_dirCHAX_PATH]  = "\0"; 

n int  do_eudora_i nsta I I = 0,  d o_ex c h a ng e _ i n s t a I I = 0; 

n bannerC); 

n ifCargc  > 1) 
n { 

n n usageC); 
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B return(0); 
} 


install. c 


B printf("\nPrior  to  installation,  you  need  to  answer  a few  questions. \n"); 
B printf("\ 

The  default  answers  are  printed  in  square  brackets.  If  you  don't  know  the\n\ 
answer  to  a given  question,  it  is  probably  safe  to  simply  hit  ENTER  and\n\ 
accept  the  default. \n\n"); 


B g e t _ sou r c e_d i r ( s ou r c e_d i r ) ; 

B g e t _ s y s t em_d i r ( s y s t em_d i r ) ; 

B get_install_dir(install_dir); 

B i f ( ( do_eudo r a _ i n s t a I I = q u e r y _ i n s t a I I _e u d o r a ( ) ) ) 

B B ge t _eudo r a_d  i r ( eudo r a_d i r ) ; 

B d o_e X c ha ng e_ i n s t a I I = qu e r y _ i n s t a I I _e x c h a ng e ( ) ; 

B pe r f o r m_ i n s t a I I ( s o u r c e_d i r , 

B B B B B system_dir, 

B B B B B install_dir, 

B B B B B eudora_dir, 

B B B B B d o_e ud o r a _ i n s t a I I , 

B B B B B do_exchange_i nsta  I I ) ; 


B return(0); 

> 


void  banner(void) 

B printf("\ 

PGP  for  Personal  Privacy  Easy  Installer,  v0.1,  by  Brett  Thomas\n\ 
Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  Rights  Reserved. \n"); 
> 


void  usage(void) 

{ 

B printf{"\ 

Installs  PGP  5.0  for  Personal  Privacy.  Interactively  queries  the\n\ 
user  about  install  options.  Creates  reg  keys.Xn"); 

} 


void  g e t _sy s t em_d i r C c h a r *system_dir) 

{ 

B ge t _i npu t ( sy s t em_d i r, 

B B B MAX_PATH, 

B B B " \ n \ 

Enter  the  path  to  your  Windows  System  d i r e c t o r y \ n C c : \ \ w i nd o w s \ \ sy s t emD  : 
"c:  WwindowsWsystem"); 


} 


void  g e t _ i n s t a I I _d i r ( c h a r * i n s t a I I _d i r ) 

{ 

B g e t _ i n pu t { i n s t a I I _d i r , 

B B B MAX_PATH, 

B B B " \ n \ 

Enter  the  path  you  wish  PGP  to  be  installed  in\n\ 
Cc:\\program  files\\pgp\\pgp503:  ", 

"c:\\program  files\\pgp\\pgp50"); 


> 
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install. c 


void  g e t _eudo ra_d i r ( c h a r *eudora_dir) 
{ 


n g e t _ i n p u t ( e u do r a _d i r , 

n n n HAX_PATH, 

n n n " \ n \ 

Enter  the  directory  you  want  to  install 
Cc:\\eudora\\plugin3:  ", 

"c:\\eudora\\plugin"); 


} 


the  Eudora  plugin  in\n\ 


void  g e t _ s o u r c e_d i r C c h a r *source_dir) 

C 

° g e t _ i n pu t ( s o u r c e_d i r , 
n H n riAX_PATH, 

n n n " \ n \ 

Enter  the  directory  you  want  to  copy  the  source  files  from\n\ 
C..\\..\\releasell:  ", 

n n n "..\\..\\release"); 

> 

int  que ry_ i n s t a I I _eudo r a ( vo i d ) 

{ 

n int  Deinstall  = 0; 

n char  tmpC16D; 

n get_input(tmp, 
n n n sizeofCtmp), 

n n n "\nDo  you  wish  to  install  the  Eudora  plugin?\nCYD/N: 

n n n " Y " ) ; 

n i f ( t ou ppe r ( t mp C 0 3 ) ==  'Y') 
n { 

n n Deinstall  = 1; 

n > 

n r e t u r n ( D o I n s t a I I ) ; 

} 

int  query_install_exchange(void) 

{ 

n int  Deinstall  = 0; 

n char  tmpC16!l; 

n get_input(tmp, 
n n n sizeofCtmp), 

n n n "\nDo  you  wish  to  install  the  Exchange  p I ug i n ? \ n C Y 3 /N : 

n n n " Y " ) ; 

n i f ( t ouppe r ( t mp C03  ) ==  'Y') 
n { 

a n Deinstall  = 1; 

n > 

n return(DoInstall); 

} 


void 
a n 
□ n 
a n 


g e t _ i n p u t ( c h a r *string, 
n i nt  max_len, 

n char  *q u e r y _me s s a g e , 

n char  *d e f a u 1 1 _ va  I u e ) 
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{ 

n /*max_Len  is  not  used  at  this  point.  Eventually,  it  would  be  nice  to 
n *have  this  function  use  getchC)  to  pull  one  character  at  a time  and 
n *thus  ensure  that  we  don't  overwrite  the  length  of  the  string,  but 
n *I  don't  have  time  to  do  this  at  this  point, 
n * / 

n (void)  max_len; 

n *string  = '\0'; 

n p r i n t f ( que ry_me s sage  ) ; 

a gets(string); 
n if(!*string) 
n { 

n n strncpy(string,  default_value,  max_len); 
n > 

> 


void  p e r f o rm_ i n s t a I I ( c h a r *source_dir. 


n 

n 

n 

n 

n 

char 

*system_di r. 

n 

n 

n 

n 

n 

char 

*instal l_di r. 

n 

n 

a 

n 

n 

char 

*eudora_di r. 

n 

n 

n 

n 

n 

i n t 

do_eudora_install. 

D 

n 

n 

Q 

n 

i nt 

do_exchange_insta  1 1 ) 

n char  sy s bu f C 1 0 2 4 ] ; 


n printfC" Source  Dir  = %s\n",  source_dir); 

n printf(" System  Dir  = %s\n",  system_dir); 

a printfC "Install  Dir  = %s\n",  install_dir); 
n i f ( do_eudo r a_i ns t a I I ) 

a n p r i n t f ( " E udo r a Dir  = %s\n",  eudora_dir); 

n else 

n a printfC  "Not  performing  Eudora  install. \n"); 
a i f ( do_e X c ha ng e_ i n s t a 1 1 ) 

a a printfC "Installing  Exchange  plugin. \n"); 
a else 

a a printfC "Not  installing  Exchange  plugin. \n"); 
a printfC "\n"); 


a c r ea t e_d i r ( i ns t a I l_d i r ) ; 

a sprintfCsysbuf,  "copy  \"%s\\pgpwctx.dll\"  \"%s\" 
a a a source_dir,  system_dir); 

a printfC "%s\n",  sysbuf); 
a systemC  sysbuf  ) ; 

a sprintfCsysbuf,  "copy  \"%s\\simple.dll\"  \"%s\"" 
a a a source_dir,  sy s t em_d i r ) ; 

a printfC  "%s\n",  sysbuf); 
a systemCsysbuf); 

a sprintfCsysbuf,  "copy  \ " % s \ \ bn . d 1 1 \ " \"%s\"", 
a a a source_dir,  system_dir); 

a printfC "%s\n",  sysbuf); 
a systemC  sysbuf ) ; 

a sprintfCsysbuf,  "copy  \"%s\\pgp.dll\"  \"%s\"", 
a a a source_dir,  system_dir); 

n printfC "%s\n",  sysbuf); 
a systemCsysbuf); 

a sprintfCsysbuf,  "copy  \ " % s \ \ pg p r e c i p . d I I \ " \"%s\ 
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n 

a n source_ 

dir,  system_di r); 

u 

printf("%s\n". 

sysbuf); 

□ 

system(sysbuf); 

n 

sprintfCsysbuf, 

"copy  \ " % s \ \ pg p cmd L g . d L L \ 

" \"%s\"" 

n 

n a source_ 

dir,  system_dir); 

□ 

printf("%s\n". 

sysbuf); 

n 

system(sysbuf); 

n 

spri ntfCsysbuf, 

"copy  \ " % s \ \ keydb . d L L \ " \ 

"%s\"". 

n 

a a source_ 

dir,  system_dir); 

Et 

printf("%s\n". 

sysbuf); 

n 

system(sysbuf); 

□ 

spri ntf ( sysbuf. 

"copy  \ " % s \ \ pg p k s . d L L \ " \ 

"%s\"". 

n 

a a source_ 

dir,  system_dir); 

n 

printfC"%s\n", 

sysbuf)  ; 

n 

system(sysbuf)  ; 

Q 

sprintfCsysbuf, 

"copy  \ " % s \ \ pg p t r a y . e X e \ " 

\"%s\"". 

a 

a a source_ 

dir,  instaLL_dir); 

n 

printf("%s\n". 

sysbuf); 

n s y s t em ( s y s bu f ) ; 

n sprintfCsysbuf,  "copy  \"%s\\pgpkeys.exe\"  \"%s\"", 
n n n source_dir,  i n s t a I L _d i r ) ; 
n printf("%s\n",  sysbuf); 
n s y s t em ( s y s bu f ) ; 

n s p r i n t f ( sy s buf , "copy  \ " % s \ \ pg p 5 0 . h L p \ " \"%s\"", 

n n n source_dir,  instaLL_dir); 

n printfC"%s\n",  sysbuf); 
n system(sysbuf); 

n s p r i n t f ( s y s b u f , "copy  \ " % s \ \ key g en . a v i \ " \"%s\"", 

n n n source_dir,  instaLL_dir); 

n printfC"%s\n",  sysbuf); 
n system(sysbuf); 
n i f ( do_eudo ra_i ns t a L L ) 
n { 

n n spri ntf ( sysbuf , "copy  \ " % s \ \ pg p p L u g i n . d L L \ " \"%s\"", 
n n n n source_dir,  eudora_dir); 

n n printf("%s\n",  sysbuf); 

n n system(sysbuf); 

n > 

n i f ( do_ex c h a n g e_ i n s t a L L ) 
n { 

n n sp r i nt f ( sysbuf , "copy  \ " % s \ \ pg p ex c h . d L L \ " \"%s\"", 

n n n n source_dir,  system_dir); 

n n printf("%s\n",  sysbuf); 

n n systemC sysbuf  ) ; 

n > 

n do_regkeys(instaLL_dir); 

} 

void  do_ r eg  key s ( c h a r * i n s t a L L _d i r ) 

{ 

n FILE  *ouf; 
n SHELLEXECUTEIN FO  *sei; 

n char  t emp_ i n s t a L I _d i r H 1 024 D , *p1,  *p2; 

n pi  = instaLL_dir; 

n p2  = temp_instaLL_dir; 
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a wh i L e ( *p1  ) 

n { 

n n if(*p1  ==  -W) 

n n { 

n n n *p2='\\'; 

n n n ++p2; 

Q Q > 

n n *p2  = *p1 ; 

n n ++p2; 

n n ++p1; 

n > 

n *p2  = '\0'; 

n printfC  Writing  temporary  reg  fiLe..."); 

n ifCCouf  = fopenC"pgp.reg",  "w"))) 

n { 

a n fprintfCouf,  "REGEDIT4\n\n"); 

n n fprintf(ouf,  "\ 

CHKEY_CLASSES_ROOT\\.asc:\n\ 

a=\"PGP  Armored  Encrypted  FiLe\"\n"); 

n n fprintf(ouf,  "\ 

CHKEY_CLASSES_ROOT\\.aexpkD\n\ 

a=\"PGP  Armored  Extracted  Public  Key\"\n"); 

n n fprintfCouf,  "\ 

[HKEY_CLASSES_ROOT\\.bexpkD\n\ 

a=\"PGP  Binary  Extracted  Public  Key\"\n"); 

a a fprintfCouf,  ”\ 

[HKEY_CLASSES_ROOT\\.pgp:\n\ 

a=\"PGP  Encrypted  File\"\n"); 

a n fprintfCouf,  "\ 

i:HKEY_CLASSES_ROOT\\.prvkr:\n\ 

a=\"PGP  Private  Keyring\"\n"); 

a a fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\.pubkr:\n\ 
a=\"PGP  Public  Key r i ng \ " \ n " ) ; 

a n fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\.sig:\n\ 

a=\"PGP  Detached  Signature  File\"\n"); 

a a fprintfCouf,  "\ 

i:HKEY_CLASSES_ROOT\\.pkrD\n\ 

a=\"PGP  Public  Key r i ng \ " \ n " ) ; 

a a fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\.skr:\n\ 

a=\"PGP  Private  Keyring\"\n"); 

a a fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\*\\shellex\\ContextMenuHandlers\\PGP  Shell  Extension]\n\ 
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a=\ "{969223c0-26aa-11d0-90ee-4445535 40000 >\"\n"); 
n n / * 

n a * PGP  File  type  handlers 

a a * / 

a a fprintflouf,  "\ 

[HKEY_CLASSES_ROOT\\PGP  Encrypted  FiLe:\n\ 
a=\"PGP  Encrypted  FiLe\"\n\ 

\"DefauLtIcon\"=\"pgpwctx.dLL,-104\"\n\ 

\"sheLL\\open\\command\"=\"%s\\\\pgptray.exe  Z%1\"\n",  temp_instaLL_dir); 
a a fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\PGP  Encrypted  F i L e \ \ D e f a u L 1 1 c o n D \ n \ 
a = \"pgpwctx.dL  L,-104\"\n"); 

a n fprintfCouf,  "\ 

[HKEY_CLASSES_ROOT\\PGP  Armored  Encrypted  FiLe]\n\ 
a=\"PGP  Armored  Encrypted  FiLe\"\n\ 

\"sheLL\\open\\command\"=\"%s\\\\pgptray.exe  %%1\"\n",  temp_instaLL_dir); 
a n fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\PGP  Armored  Encrypted  F i L e \ \ De f a u 1 1 1 c o n : \ n \ 
a=\"pgpwctx.dLL,-103\"\n"); 

a a fprintfCouf,  "\ 

[HKEY_CLASSES_ROOT\\PGP  Armored  Extracted  Public  Key]\n\ 
a=\"PGP  Armored  Extracted  Public  Key\"\n\ 

\"shell\\open\\command\"=\"%s\\\\pgptray.exe  %%1\"\n",  temp_install_dir); 
a a fprintfCouf,  "\ 

C H KE Y_C LA S S E S _ ROOT \ \ PG P Armored  Extracted  Public  Key \ \ 0 e f a u 1 1 1 c on 3 \ n \ 
a=\"pgpwctx.dll,-107\"\n"); 

a n fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\PGP  Binary  Extracted  Public  Key]\n\ 
a=\"PGP  Binary  Extracted  Public  Key\"\n\ 

\"shell\\open\\command\"=\"%s\\\\pgptray.exe  %%1\"\n",  temp_install_dir); 
a n fprintfCouf,  "\ 

C H KE Y_C LA S S E S_R00T \ \ PG P Binary  Extracted  Public  Key \ \ D e f a u I t I c o n 3 \ n \ 
a=\"pgpwctx.dl l,-107\"\n"); 

a a fprintfCouf,  "\ 

[HKEY_CLASSES_ROOT\\PGP  Detached  Signature  File3\n\ 
a = \''PGP  Detached  Signature  File\"\n\ 

\"shell\\open\\command\"=\"%s\\\\pgptray.exe  temp_install_dir); 

a n fprintfCouf,  "\ 

C H KE Y_ C L A S S E S _ ROOT \ \ PG P Detached  Signature  F i I e \ \ D e f a u 1 1 1 c on  3 \ n \ 
a=\ "pgpwctx.dll, -102\"\n"); 

a a fprintfCouf,  "\ 

[HKEY_CLASSES_ROOT\\PGP  Private  Keyring3\n\ 
a=\"PGP  Private  Keyring\"\n\ 

\"shell\\open\\command\"=\"%s\\\\pgptray.exe  %%1\"\n",  temp_install_dir); 
a n fprintfCouf,  "\ 
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CHKEY_CLASSES_ROOT\\PGP  Private  Key r i ng \ \ D e f a u L t I c on D \ n \ 
a=\"pgpwctx.dLL,-105\"\n"); 

n n fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\PGP  Public  KeyringDXnX 
a=\"PGP  Public  Keyring\"\n\ 

\"shell\\open\\command\"=\"%s\\\\pgptray.exe  %%1\"\n",  temp_install_dir); 
n n fprintfCouf,  "\ 

CHKEY_CLASSES_ROOT\\PGP  Public  Key r i ng \ \ D e f a u I t I c o n D \ n \ 
a = \"pgpwctx.dl  l,-106\"\n"); 

□ n 

n n / * 

n n * Current  User  keys 

n n */ 

n n fprintfCouf,  "\ 

i;HKEY_CURRENT_USER\\Software\\PGP\\PGP\\]\n\ 
a=\"  \"\n\ 

\"AutoGet\"=\"0\"\n\ 

\"Company  Na me \ " = \ " \ " \ n \ 

\"Encode_Flags\"=\"2\"\n\ 

\"Port\"=\"11371\"\n\ 

\"Serial  N umbe r \ " = \ " \ " \ n \ 

\"Server\"=\"pgpkeys.mit.edu\"\n\ 

\"User\"=\"\"\n\ 

\ " Ve r s i on \ "=\ " f o r Personal  Privacy  ver.  5.0\"\n"); 

Q □ 

n n fprintfCouf,  "\ 

:HKEY_CURRENT_USER\\Software\\PGP\\PGP\\PGPkeys\\:\n\ 
a=\"  \"\n\ 

\"ExePath\"=\"%s\\\\PGPkeys.exe\"\n",  temp_instaLl_dir); 
n n fprintfCouf,  "\ 

:HKEY_CURRENT_USER\\Software\\PGP\\PGPlib\\D\n\ 
a=\"  \"\n\ 

\"MailEncryptPGPMIME\"=\"false\"\n\ 

\"MailSignPGPMIHE\"=\"false\"\n\ 

\"PubRing\"=\"%s\\\\pubring.pkr\"\n\ 

\"SecRing\"=\"%s\\\\secring.skr\"\n", 
temp_install_dir,  temp_install_dir); 

n n fprintfCouf,  "\ 

:HKEY_LOCAL_MACHINE\\SOFTWARE\\Classes\\CLSID\\"); 
n n fprintfCouf,  "\ 

C:9692  23c0-26aa-1  1 d0-90e e-4445  5 3 5 40000>  \ \ I n P r o c S e r ve  r 32  \ \ 3 \ n \ 
a=\"pgpwctx.dl l\"\n\ 

\"ThreadingModel\"=\”Apartment\"\n"); 
n n fprintfCouf,  "\ 

CHKEY_LOCAL_HACHINE\\SOFTWARE\\C  lassesWPGP  Armored  Encrypted  FileW"); 
n B fprintfCouf,  " s h e I I \ \ o p e n \ \ c omma nd \ \ 3 \ n \ 

a = \ " % s \ \ \ \ pg p t r a y . ex e %%1\"\n",  t emp_ i n s t a I I _d i r ) ; 

n B fprintfCouf,  " : H KE Y_L0 C A L_M A C H I N E \ \ S 0 FT W A R E \ \ C I a s s e s \ \ " ) ; 

B B fprintfCouf,  "PGP  Armored  Extracted  Public  Key \ \ s h e I I \ \ " ) ; 
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n n fprintfCouf,  "open\\command\\]\n\ 

a = \"%s\\\\pgptray.exe  %%1\"\n",  tetnp_instalL_dir); 

n n fprintfCouf,  "\ 

CHKEY_LOCAL_MACHINE\\SOFTWARE\\CLasses\\PGP  Binary  Extracted  Public  KeyW"); 
a n fprintfCouf,  " s h e L L \ \ o pe n \ \ c omma n d \ \ D \ n \ 
a = \ " % s \ \ \ \ pg p t r a y . ex e %%1\n",  t emp_ i n s t a L L _d i r ) ; 

n n fprintfCouf,  "\ 

[HKEY_LOCAL_HACHINE\\SOFTWARE\\CLasses\\PGP  Detached  Signature  FiLeW"); 
n n fprintflouf,  " s h e L L \ \ o pe n \ \ c omma n d \ \ D \ n \ 

a=\"%s\\\\pgptray.exe  %%1\"\n",  temp_instalL_dir); 

a n fprintfCouf,  "\ 

CHKEY_LOCAL_HACHINE\\SOFTWARE\\CLasses\\PGP  Encrypted  Fi LeW"); 
n a fprintfCouf,  " s h e I L \ \ o pe n \ \ c omma nd \ \ D \ n \ 

a = \ " % s \ \ \ \ pg p t r a y . e X e %%1\"\n",  t emp_ i n s t a I L _d i r ) ; 

a a fprintfCouf,  "\ 

CHKEY_LOCAL_HACHINE\\SOFTWARE\\CLasses\\PGP  Private  KeyringW"); 
a a fprintfCouf,  " s h e L L \ \ o pe n \ \ c omma nd \ \ D \ n \ 

a=\"%s\\\\pgptray.exe  %%1\"\n",  temp_instalL_dir); 

n n fprintfCouf,  "\ 

[HKEY_LOCAL_MACHINE\\SOFTWARE\\CLasses\\PGP  Public  KeyringW"); 
n n fprintfCouf,  " s h e I I \ \ o pe n \ \ c omma n d \ \ D \ n \ 

a = \ " %s \ \ \ \pg p t ray . exe  %%1\"\n",  t emp_ i n s t a I I _d i r ) ; 

n n fprintfCouf,  "\ 

CHKEY_LOCAL_HACHINE\\SOFTWARE\\Hicrosoft\\Exchange\\Client\\Extensions\\II\n"); 
n n fprintfCouf,  " a\"  \"\n\ 

\"PGP  Plugin\"=\"4.0;pgpExch.dll;1;01000111111100;1001110\"\n"); 

n n fprintfCouf,  "\ 

[HKEY_LOCAL_MACHINE\\SOFTWARE\\nicrosoft\\Windows\\CurrentVersion\\"); 
n n fprintfCouf,  "App  Pa  t h s \ \ PG  PKE  Y S . E X E W II  \ n \ 

a = \"Zs\\\\PGPKEYS.EXE\"\n",  teiiip_install_dir); 

n n fprintfCouf,  "\ 

[HKEY_LOCAL_MACHINE\\SOFTWARE\\nicrosoft\\Windows\\CurrentVersion\\"); 
n n fprintfCouf,  "App  Paths\\PGPKEYS.EXE\\Path3\n\ 

a=\"%s\"\n",  temp_install_dir); 

n n fprintfCouf,  "\ 

[HKEY_LOCAL_MACHINE\\SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\"); 
n n fprintfCouf,  "\ 

Shell  Ex t en s i on s \ \ App r o ve d \ \ D \ n \ 
a=\"pgpwctx.dl l\"\n\ 

\"{969223c0-26aa-11d0-90ee-444553540000>\"=\" Shell  Extension\"\n\ 
[HKEY_LOCAL_HACHINEWSOFTWARE\\PGP\\PGP\\PGPkeys\\ExePath]\n\ 
a=\"%s\\\\PGPkeys.exe\"\n",  temp_install_dir); 

n n fcloseCouf); 

n n p r i n t f C " C omp I e t e . \ n " ) ; 

n n sei =C SHELLEXECUTEIN FO  * ) ma I I o c C s i z eo f C S H E LL E X E C UT E I N F 0 ) ) ; 
n n niemsetCsei,0x00,sizeofCSHELLEXECUTEINFO)),- 
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n n s e i -> c b S i z e = s 1 z eo f ( S H E LL E X E C UT E I N F 0 ) ; 

a n sei->fMask  = S E E_M AS K_N0 C LO S E PRO C E S S ; 

n n s e i ->h wnd =N U L L ; 

n n s e i -> L p V e r b=N U L L; 

n n se i -> L p F i L e = " pg p . reg  " ; 

n n s e i -> L p Pa r a me t e r s = N U L L; 

n n s e i -> L p D i r e c t o ry =N U LL; 

a n sei ->nShow=SW_SHOWNORMAL; 

n n 

n n ShelLExecuteEx(sei); 


n □ 

□ n 

a □ 

n n 

□ □ 

n n 

□ a 

n □ 

D □ 

n □ 


if  (sei->hInstApp  <=  (HINSTANCE)  S E_ E R R_ D LLNOT F OU N D ) 

{ 

n if (sei->hInstApp  ==  (HINSTANCE)  S E_ E R R_NO A S SO C || 
n sei->hInstApp  ==  (HINSTANCE)  S E _ E R R_ AS S OC I N C OH P LET E ) 

n { 

n n printfC Unable  to  execute  regedit!\n\n"); 
n } 

} 

else 

n printf("CompLete!\n\n"); 


n n free(sei); 

n n printf("PGP  5.0  Installation  C omp I e t e ! \ n " ) ; 
n } 
n else 
n { 

n n printf( "Unable  to  write  pgp.reg!  Registry  keys  not  added!\n"); 
n } 

> 


void  c r ea t e_d i r ( c ha r * i n s t a I I _d i r ) 

{ 

n char  s egmen t C M A X_P AT H D , *p,  c,  sy s b u f C 1 0 2 4 D ; 
n s t r c py ( segmen t , i n s t a I I _d i r ) ; 

n printf(" Creating  directory  %s:\n",  install_dir); 

n p = segment ; 

n uhile(*p) 
n { 

n n while(*p  &S  *p  !=  '\\') 
n n n ++p ; 

n n if(p  > segment  SS  *(p  -1)  !=  ':') 

n n { 

n n n c=*p; 

n n n *p='\0'; 

n n n printf(" Creating  \"%s\"\n",  segment); 

n n n s p r i n t f ( sy s bu f , "mkdir  \"%s\"",  segment); 

n n n s y s t e m ( s y s b u f ) ; 

n n n *p  = c; 

a n a if(*p) 

n n n n ++P ; 
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n n } 

n n else 

n n n ++  p ; 

n > 

} 
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nmake  /f  install. mak  cfg="install 
release\install 


Win32  Release 
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Extras/ 


win32/install/Extras/ 
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win32/install/help/ 


help/ 
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pgpExch/ 

win32/pgpExch/ 
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Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved, 


/* 

* 

★ 

* $Id$ 

*/ 

#incLude  <windows.h> 
#incLude  " assert. h" 
#incLude  "config.h" 


#1 

fli 


n c L u d e 
nc  L ude 


'pgpTypes . h" 
'pgpHem. h" 


#incLude 

"pgpErr.h" 

#incLude 

"BLockUti Ls.h" 

#def i ne 

SUCCESSnn  0 

//define 

ERR_N0 

_MEHn  1 

n 

const  char 

* 

FindMatchingBytesC 

Q 

const  char 

*n  buffer. 

□ 

u L on  g n n 

n Length, 

□ 

const  char 

*n  findit. 

n 

u L ongn  n 

n findItLength 

Q 

) 

{ 

n 

const  char 

*n  resuLtn  = NULL; 

n 

a 

pgpAssert  ( 

Length  >=  1 );  //  aLL 

n 

if  ( 

n Length  ! = 0 && 

n 

Q 

n findItLength  !=  0 S& 

Q 

n 

n findItLength  <=  Length  ) 

D 

{ 

□ 

n 

const 

char  *n  cur; 

□ 

n 

const 

char  *n  Last ; 

s 

n 

const 

charn  n searchCharn 

n 

□ 

cu  rnn 

= buffer; 

n 

□ 

Lastn 

= cur  + ( Length  - f 

n 

□ 

whi  Le 

( cur  <=  Last  ) 

n 

n 

< 

n 

n 

n if 

( *cur  ==  searchChar 

n 

n 

n { 

o 

n 

a □ 

if  ( pgpMemo r y Eq ua L ( 

n 

n 

a n 

{ 

Q 

a 

□ n 

n resuLtn  = cur; 

Q 

□ 

n □ 

n break; 

0 3; 


++cur; 


c 


returnC  resuLt  ); 
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/* 

n Find  a block  of  the  form: 
a 

n linestart 
n ... 
n LineEnd 
a 

n Return  the  offset  at  which  it  begins  and  its  Length, 

n Length  includes  the  begin/end  Lines  and  the  trailing  carriage 

n return/Line  feed. 


Q Boolean 
FindBLockC 


n 

const 

void  *n 

n inBuffer, 

n 

u 1 ongQ 

□ n 

n inBufferSize, 

□ 

const 

cha  r*nn 

n StartLine, 

Et 

const 

cha  r*nn 

n endLine, 

n 

u 1 0 ng 

*nn  n 

n en c ry p t edB L 0 c kS t a r t , 

Q 

{ 

u L ong 

*nn  n 

n e n c r y p t e d B L 0 c kS  i z e ) 

n 

Booleannn  n 

foundBLockn  = FALSE; 

n 

const 

char  *n 

c u r ; 

n 

const 

char  *n 

beginningn  = NULL; 

□ 

const 

char  *n 

endn=  NULL; 

n 

const 

cha  rn  n 

kCarriageReturnCharn=  13; 

u 

const 

cha  rn  n 

kLineFeedCharn  n = 10; 

u 

const 

char  *n 

i nBufferLast; 

n 

c u rn  = 

(const 

char  *)inBuffer; 

a 

i nBufferLastn 

= ( cur  + inBufferSize  ) -1 

r 

#def 

ine  IsEOLC  c 

c 

II 

II 

u 

t- 

II 

II 

u 

D 

' ) 

a 

while 

( cur  <■ 

= inBuffer La  St  ) 

B 

{ 

B 

n beginning 

= F i ndMa t c h i n g By t e s ( c u r , inBufferSize, 

B 

n n 

B n 

n n n a a (const 

char  *)startLi 

B 

□ B 

n B 

a a a a a strlen( 

StartLine  ) ) 

□ 

n i f 

(!beg inning  ) 

B 

D B 

break 

f 

B 

n i f 

( (cur 

==  inBuffer)  {|  IsE0L(  *(cur 

- 1 ) ) ) 

B 

□ n 

break 

r 

D 

n II 

string 

doesn't  start  at  beginning  of 

1 i ne--s  kip  it 

curn=  beginning  + strlenC  startLine  ); 


*/ 


n i f 

n { 

□ n 


D 


□ 


Q 


□ 


IIIICHK: 


( beginning  ) 
ulongn  by t e s Rema i n i n g ; 

*e n c r y p t edB I o c k S t a r t = beginning  - (const  char  *)inBuffer; 
curn=  beginning  + strlenCstartLine  ); 
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n 

u 

by t es Rema i n i ngn  = inBufferSize  - * en c r y p t e dB L o c kS t a r t ; 

Q 

n 

while  ( 

cur  <=  inBufferLast  ) 

a 

□ 

i 

n 

□ 

a 

endn 

= F i n dHa t c h i ng By t e s ( 

□ 

□ 

a 

n 

a n cur. 

n 

n 

a 

n 

n n by t e s Rema i n i n g , 

n 

n 

a 

Q 

n n (const  char  *)endLine, 

n 

n 

a 

n 

n n strlenC  endLine  ) ); 

□ 

n 

a 

if  ( 

lend  ) 

n 

n 

n 

B 

break; 

n 

n 

n 

if  ( 

IsEOLC  *(end  - 1 ) ) ) 

n 

n 

s 

{ 

Q 

n 

a 

n 

//  advance  past  Line  end,  which  could  be  <CR><LF>  or 

□ 

n 

a 

Q 

II  or  <CR> 

□ 

n 

a 

B 

curn=  end  + strlenC  endLine  ); 

n 

n 

a 

B 

if  ( *cur  ==  kCa r r i ageRe t u r n C ha r ) 

n 

□ 

B 

n 

{ 

n 

Q 

B 

n 

n ++cur; 

n 

Q 

B 

□ 

n if  ( *cur  ==  kL i n e F e ed C h a r ) 

n 

n 

B 

n 

n n ++cur; 

D 

□ 

B 

B 

> 

n 

n 

B 

B 

else  if  ( *cur  ==  k L i n e F ee d C h a r ) 

□ 

o 

B 

B 

n 

a 

B 

B 

n ++cur; 

n 

a 

B 

B 

> 

n 

□ 

B 

B 

*e n c r y p t e dB L 0 c kS i z e n=  ( cur  - (const  char  *)inBuffer) 

n 

□ 

n 

n 

n n n n n n *e n c r y p t edB 1 o c kS t a r t ; 

n 

a 

n 

n 

foundBLockn  = TRUE; 

D 

J3 

n 

□ 

break; 

n 

a 

n 

> 

a 

a 

n 

cu  rn 

= end  + StrlenC  endLine  ); 

□ 

n 

> 

n 

} 

n 

a 

r e t u r n ( 

foundBLock  ); 

> 

/* 

n Find  a block  of  the  form: 

Q 

BEGIN  PGP  SIGNED  MESSAGE 

BEGIN  PGP  SIGNATURE 


n 

n 

a 

D 


□ 


END  PGP  SIGNATURE 


Return  the  offset  at  which  it  begins  and  its  Length. 

Length  includes  the  begin/end  Lines  and  the  trailing  carriage 
return/Line  feed. 

*/ 


Boolean 
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FindSignedBLockC 


n 

const 

void 

*n 

inBuffer, 

n 

u 1 ongQ 

□ 

Q 

inBufferSize, 

u 

uLong 

*nn 

n 

encryptedBLockStart, 

n 

{ 

uLong 

*aa 

n 

encryptedBLockSi ze  ) 

n 

const 

cha  rn 

n 

kBegi nSt ri ngC]H  = " BEGIN  PGP  SIGNED 

MESSAGE 

Q 

const 

charn 

n 

kEndStri ngCDn  = " END  PGP  SIGNATURE 

/ 

n 

returnC  FindBLockC  inBuffer,  i n Bu f f e r S i z e , kB e g i n S t r i n g , 

kEndString, 

Q 

n n 

Q 

n 

n e n c r y p t edB L 0 c k S t a r t , encryptedBLockSi 

ze  ) ) ; 

> 

/* 

n Find  a block  of  the  form: 

□ 

a BEGIN  PGP  MESSAGE 

n 

n end  PGP  MESSAGE 

a 

n Return  the  offset  at  which  it  begins  and  its  Length, 

n Length  includes  the  begin/end  Lines  and  the  trailing  carriage 

n return/Line  feed. 

*/ 

n Boo  Lean 
FindEncryptedBlockC 


n 

const 

void 

*n 

i nBuf f er. 

n 

u L ongQ 

a 

Q 

inBufferSize, 

n 

u 1 ong 

*nn 

n 

encryptedBLockStart, 

n 

f 

uLong 

*aa 

n 

en c r y p t e dB L 0 c kS i z e ) 

u 

const 

charn 

D 

kBegi  nSt  ri  ngCTn  = " BEGIN  PGP  MESSAGE 

n 

const 

c h a r a 

n 

kEndStri  ngCTn  = " END  PGP  MESSAGE 

n 

returnC  FindBLockC  inBuffer,  i nB u f f e r S i z e , kBe g i n S t r i ng , kEndString, 

D 

n n 

n 

n 

n encryptedBLockStart,  encryptedBLockSize  ) ); 

> 


/* 


n Find  a block  of  the  form: 

Q 

a BEGIN  PGP  KEY 

a 

n end  PGP  KEY 

a 

n Return  the  offset  at  which  it  begins  and  its  Length, 

n Length  includes  the  begin/end  Lines  and  the  trailing  carriage 

n return/Line  feed. 

*/ 

Q Boolean 
FindPGPKeyBLockC 
n const  void  *n  inBuffer, 

n uLongn  n a i nBu f f e r S i z e , 

a uLong  *Ha  a e n c r y p t e d B L o c k S t a r t , 

a uLong  *na  a enc rypt edB L oc kS i ze  ) 

{ 
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n const  charn  n kBeginStringCDn  = " BEGIN  PGP  PUBLIC  KEY  BL0CK-- 

n const  charn  n k E nd S t r i ng C D n = " END  PGP  PUBLIC  KEY  BLOCK 

n 

n returnC  FindBLockC  inBuffer,  i nBu f f e r S i z e , kBe g i n S t r i n g , kEndString, 
n n n n n n e n c ry p t edB L o c kS t a r t , e n c ry p t edB L o c k S i z e ) ); 

> 


unsigned  Long  W r a pBu f f e r ( c h a r ** W r a p pe dBu f f e r , 
n n n n n n char  *0 r i g i na L Bu f f e r , 

n n n n n n unsigned  short  Wo r d W r a pT h r e s h o L d ) 

{ 

n unsigned  long  ReturnCode  = SUCCESS; 

n char  *S t a r t 0 f C u r r e n t B L o c k,  * E n d 0 f C u r r e n t B L o c k , * S t a r t 0 f C u r r e n t L i n e ; 
n unsigned  Long  C h a r sOn C u r r e n t L i n e = 0, 
n n n n n U r a ppedBu f f e r Le n g t h = 1, 

n n n n n C u r r en t B L o c k Le n g t h = 0; 

n unsigned  short  SpaceOffset  = 1; 

n a s s e r t ( U r a ppe dBu f f e r ) ; 

n assert(OriginaLBuffer); 

n --WordWrapThreshoLd; 

n //Do  an  initial,  one  char  Allocation: 

n *WrappedBuffer  = (char  *)  pgpALlocCWrappedBufferLength  * sizeof(char)); 

n i f ( *W rappedBuf f e r ) 

n { 

□ n 
D n 

n n 
D n 

□ o 
n □ 
n □ 
n n 
D □ 

□ □ 
n □ 
n n 
n n 
n n 

□ n 
n D 
a n 
a D 

□ □ 
n a 
n □ 
a n 
n n 
n a 
n n 
D n 
n a 

i:CCHK:25583ccc75ab51150663ccffe44665aa7ddd9adc6e454b82a419948e7c1a578b6]] 


**W r a ppe dBu f f e r = '\0'; 

StartOfCurrentBLock=StartOfCurrentLine=EndOfCurrentBLock=OriginaLBuffer; 

//Blocks  run  until  we  hit  something  that  needs  to  be  word-wrapped 
//(ie  > 78  chars  on  a Line).  Blocks  can  be  multiple  Lines. 

//Run  until  the  end  of  the  original  buffer: 
wh i L e ( EndOf C u r r en t B I oc k SS 
n *End0f CurrentBLock  && 

a ReturnCode  ==  SUCCESS) 

{ 

n i f ( ( * E ndOf C u r r e n t B L o c k ==  '\r')  | | 

n ( * E nd 0 f C u r r e n t B L o c k ==  '\n')) 

n { 

n n CharsOnCurrentLine  = 0; 

n n Start0fCurrentLine=End0fCurrentBLock+1; 

n > 
n else 
n { 

n n i f ( Wo r d W r a pT h r e s h o L d S&  CharsOnCurrentLine  >=  WordWrapThreshoLd) 


Q 

B 

n 

B 

n 

//Uh 

-oh!  Time  to  wrap!  Back 

up  to  the  Last  space 

o 

B 

n 

wh  i L e ( C EndOf C u r rent B L oc k > 

S t a r t Of C u r r en t Li n e ) && 

□ 

B 

n 

n 

(*EndOfCurrentBLock 

! = 

' ' && 

a 

B 

B 

n 

*EndOfCurrentBlock 

! = 

'\t'  SS 

n 

B 

B 

n 

*EndOfCurrentBlock 

! = 

'\n'  && 

B 

n 

B 

B 

*EndOfCurrentBLock 

! = 

'\r'  && 

B 

n 

B 

B 

*EndOfCurrentBLock 

! = 

'-•  )) 

B 

n 

B 

B 

--EndOfCurrentBLock; 
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n n 
n a 
n n 
n n 

B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B 

B 

B 

B 

B 

B 

B 

B 

B 


//We  only  get  here  if  there  WERE  no  spaces! 
ifCEndOfCurrentBLock  ==  StartOfCurrentLine) 
i 

n E n d 0 f C u r r e n t B L o c k = 

n StartOfCurrentLine  + Wo r d W r a pTh r e s h o L d ; 
n Space0ffset=1;  //SpaceOffset  = 0; 

> 

else 

n SpaceOffset  = 1; 


B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 


n //ALLocate  the  new  block  space  (+2  is  one  for  the  newline 
n //and  one  for  the  return): 

n C u r r e n t B I o c k Le n g t h = C E ndO f C u r r e n t B I o c k - 

n B B B B B B StartOfCurrentBlock); 
n C u r r e n t B I o c k Le ng t h++ ; 


B B B B 


B 


W r a p p edBu f f e r Le ng t h +=  ( C u r r e n t B I o c k Le ng t h + 2); 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


B 

B 

B 

B 

B 

B 

B 

B 


pgpReallocC(void  **)  WrappedBuffer,  WrappedBufferLength); 
ifC*WrappedBuffer) 

n s t r n c a t ( * W r a pp e dBu f f e r , StartOfCurrentBlock, 

n B B CurrentBlockLength); 

n //Force  NULL  termination: 

n * C ( * W ra p pe dBu f f e r ) + WrappedBufferLength  - 2)  = *\0*; 
n strcat(*WrappedBuffer,  "\r\n"); 


B B 
B B 
B B 
B B 
B B 
B B 


B B 
B B 
B B 
B B 
B B 
B B 


n B //Start  the  next  block,  skipping  the  space: 
n n StartOfCurrentBlock  = S t a r t 0 f C u r r e n t L i n e= 
n B B EndOfCurrentBlock  + SpaceOffset; 

n > 

B else 

n B ReturnCode  = ERR_N0_MEH; 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
fl  B 
B B 
B B 
B B 


n B B C ha r sOn Cu r r en t Li ne  = 0; 

B B > 

n n else 

n B B ++C h a r s 0 n C u r r e n t L i n e ; 

n > 

n ++E ndO f C u r r e n t B I o c k; 

> 

//They  did  wrap;  we  need  to  clear  up  any  trailing  block. 
ifCEndOfCurrentBlock  > StartOfCurrentBlock) 

n CurrentBlockLength  = (EndOfCurrentBlock  - StartOfCurrentBlock); 
n WrappedBufferLength  +=  CurrentBlockLength  + 1; 


n B B pgpRea I loc ( ( voi d **)  W r a ppe d Bu f f e r , WrappedBufferLength); 


B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 


if(*WrappedBuffer) 

n strncatC*WrappedBuffer,  StartOfCurrentBlock, 
n B B CurrentBlockLength); 

n //Force  NULL  termination: 

H * ( C * W r a p p e dBu f f e r ) + WrappedBufferLength  - 2)  = *\0*; 

> 

else 
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n n n n ReturnCode  = ERR_N0_MEM; 

n n > 

n > 

n else 

n n ReturnCode  = ERR_NO_MEM; 


n return(ReturnCode); 

> 
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BlockUtils.h 


/* 

* Copyright  (C)  1996,  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

*/ 

#ifndef  _B LO C KUT I LS_H 
#define  _B LO C KUT I LS _H 

#ifdef cpLuspLus 

extern  "C"  t 
#end  i f 

const  char  *n  F i n dMa t c h i n g By t e s ( const  char  * buffer,  uLong  Length, 

n n n n n const  char  * findit,  uLong  findItLength  ); 

□ n □ n n 

Boo L e a nn F i ndB L o c k ( const  void  * inBuffer,  uLong  i nBu f f e r S i z e , 
n n n const  char*  startLine,  const  char*  endLine, 

n n H uLong  * en c ry p t e dB L o c k S t a r t , uLong  * en c r y p t ed B L o c k S i z e ); 

n 

Boo L ea nn F i n d S i g n e d B L o c k ( const  void  * inBuffer,  uLong  i n Bu f f e r S i z e , 
n n n uLong  * e n c r y p t edB L o c kS t a r t , uLong  * e n c r y p t e dB L o c k S i z e ); 

Boo L e a nn F i nd E n c r y p t edB L 0 c k ( const  void  * inBuffer,  uLong  i nBu f f e r S i z e , 
n n n uLong  * encryptedBLockStart,  uLong  * encryptedBLockSize  ); 

BooLeannFindPGPKeyBLockC  const  void  * inBuffer,  uLong  inBufferSize, 

H n n uLong  * encryptedBLockStart,  uLong  * encryptedBLockSize  ); 

unsigned  Long  W r a pBu f f e r ( c ha r **W r a ppe dBu f f e r , 


n n 

n n 

a n n n 

n n n Q 

char  *0 r i g i n a L Bu f f e r , 

unsigned  short  Wo r d W r a pTh r e s h o L d ) ; 

#i  fdef 

__cpLuspLus 

#endi  f 


# e n d i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

^include  "stdinc.h" 

^include  "pgpexch.h" 

#include  " assert. h" 


#if  d e f i n ed ( _D EBUG ) 

void  DumpPropTag ( U LONG  uLPropTag) 

{ 

char  s z Un kTa g C 32 D ; 

char  * pszTag; 

switch  ( PR0P_I D ( u L PropTag  ) ) 
n { 

n //  Message  envelope  properties 

n case  PR0P_ I D ( P R_ A C KNOW LE DG EM E NT_HOD E ) : 
n n pszTag  = " PR_  A C KNO  W LE  DG  EH  E NT_M0  D E " ; 
n n break; 

case  PROP_ID(PR_ALTERNATE_RECIPIENT_ALLOWED)  : 
n n pszTag  = " PR_ A LT E RN AT E_ R E C I P I E NT_ A LLOW E D " ; 
a n break; 

case  PROP_ID(PR_AUTHORIZING_USERS)  : 
n n pszTag  = " PR_ AUT HOR I Z I N G_U S E R S " ; 
a n break; 

case  PROP_IDCPR_AUTO_FORWARD_COHHENT)  : 
n n pszTag  = " PR_ AUTO_ FO R W AR D_C OHHENT " ; 
n n break; 

case  PROP_ID(PR_AUTO_FORWARDED)  : 
n n pszTag  = " PR_ AUT0_ F 0 R W AR D E D " ; 
n n break; 

case  PROP_ID(PR_CONTENT_CONFIDENTIALITY_ALGORITHH_ID)  : 
n n pszTag  = " PR_C 0NTENT_C 0 N F I D E NT  I A LI T Y_ A LG  0 R I T H H_ I D " ; 
n n break; 

case  PROP_ID(PR_CONTENT_CORRELATOR)  : 
n n pszTag  = " PR_CONT ENT_ C 0 R R E L ATO R " ; 
n n break; 

case  PROP_ID(PR_CONTENT_IDENTIFIER)  : 
n n pszTag  = " P R_CONT E NT_ I D E NT  I F I ER " ; 
n n break; 

case  PROP_ID(PR_CONTENT_LENGTH)  : 
n n pszTag  = " P R_C ONT E NT_ LE NGTH " ; 
n n break; 

case  PROP_ID(PR_CONTENT_RETURN_REaUESTED)  : 
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n n pszTag  = " P R_ C 0 NT E NT_ R ET U R N_ R EQU E S T E D " ; 
n n break; 

case  PROP_ID(PR_CONVERSATION_KEY)  : 
n n pszTag  = " P R_C ON V E R S AT  I 0 N_KE Y " ; 

a n break; 

case  PROP_ID(PR_CONVERSION_EITS)  : 
n n pszTag  = " P R_ C 0 N V E R S I ON_ E I T S " ; 

case  PROP_ID(PR_CONVERSION_WlTH_LOSS_PROHIBITED)  : 
n n pszTag  = " P R_ C ON V E R S I 0 N_ W I T H _ LO S S_ P RO H I B I T E D " ; 

case  PROP_ID(PR_CONVERTED_EITS)  : 
n n pszTag  = "PR_CONVERTED_EITS"; 

case  PROP_ID(PR_DEFERRED_DELIVERY_TIME)  : 
n n pszTag  = " PR_  D E F E R R E D _ D E L I V E R Y_T  I M E " ; 

case  PROP_ID(PR_DELIVER_TIHE)  : 
n n pszTag  = " P R_ D E LI  V E R_T I M E " ; 

case  PROP_ID(PR_DISCARD_REASON)  : 
n n pszTag  = " PR_  D I S C AR  D_  R E A S 0 N " ; 

case  PROP_ID(PR_DISCLOSURE_OF_RECIPIENTS)  : 
n n pszTag  = " PR_ D I S C LO S U R E _0 F_R E C I P I E NT S " ; 

case  PROP_ID(PR_DL_EXPANSION_HISTORY)  : 
n n pszTag  = " PR_ D L_ EX P AN S I 0 N_ H I STO R Y " ; 

case  PROP_ID(PR_DL_EXPANSION_PROHIBITED)  : 
n n pszTag  = " P R_ D L_ E X P AN S I ON_P RO H I B I T E D " ; 

case  PROP_ID(PR_EXPIRY_TIME)  : 
a a pszTag  = " P R_ E X P I R Y_T I M E " ; 

case  PROP_ID(PR_IMPLICIT_CONVERSION_PROHIBITED)  : 
n n pszTag  = " PR_ I M P L I C I T_C 0 N V E R S I 0 N_PROH I B I T E D " ; 

case  PROP_ID(PR_IMPORTANCE)  : 
n n pszTag  = " PR_ I H PO RT AN C E " ; 

case  PROP_ID(PR_IPM_ID)  : 
n n pszTag  = "PR_IPM_ID"; 

case  PROP_IDCPR_LATEST_DELIVERY_TinE)  : 
n n pszTag  = " P R_ L AT E ST_ D E L I V E R Y_T I M E " ; 

case  PROP_ID(PR_MESSAGE_CLASS)  : 
a a pszTag  = " P R_M E S S AG E_ C L A S S " ; 

case  PROP_ID(PR_HESSAGE_DELIVERY_ID)  : 
a a pszTag  = " PR_M E S S AG E_ D E L I V E R Y_ I D " ; 

case  PROP_ID(PR_HESSAGE_SECURITY_LABEL)  : 
n a pszTag  = " PR_M E S S AG E_S E C U R I T Y_ L AB E L " ; 

case  PROP_ID(PR_OBSOLETED_IPHS)  : 
n a pszTag  = "PR_OBSOLETED_IPMS"; 

case  PROP_ID(PR_ORIGINALLY_INTENDED_RECIPIENT_NAHE)  : 
a a pszTag  = " PR_0  R I G I N A L L Y_  I NT  E N D E D_R  E C I P I E NT_  N AM  E " ; 

case  PROP_ID(PR_ORIGINAL_EITS)  ; 
n a pszTag  = " P R_0 R I G I N A L_ E I T S " ; 

case  PROP_ID(PR_ORIGINATOR_CERTIFICATE)  : 
n a pszTag  = "PR_ORIGINATOR_CERTI  FICATE"; 

case  PROP_ID(PR_ORIGINATOR_DELIVERY_REPORT_REaUESTED)  : 
n a pszTag  = " PR_0 R I G I N ATO R_ D E LI  V E R Y_ R E PO RT_ R E QU E S T E D " ; 

case  PROP_ID(PR_ORIGINATOR_RETURN_ADDRESS)  : 
n a pszTag  = "PR_ORIGINATOR_RETURN_ADDRESS"; 

case  PROP_ID(PR_PARENT_KEY)  : 
n a pszTag  = " PR_ P A R E NT_ KE Y " ; 

case  PROP_ID(PR_PRIORITY)  : 
n a pszTag  = " P R_P R I 0 R I T Y " ; 

case  PROP_ID(PR_ORIGIN_CHECK)  : 


break; 
break; 
break; 
b rea  k; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
break; 
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n n pszTag  = " PR_0 R I G I N_C H E C K" ; 

case  PROP_ID(PR_PROOF_OF_SUBMISSION_REQUESTED)  : 
n n pszTag  = " P R_PROO F_0 F_ S UBH I S S 1 0N_ R EQU E ST E D " ; 

case  PROP_ID(PR_READ_RECEIPT_REQUESTED)  : 
n n pszTag  = " PR_ R E AD_R E C E I PT_R EQU E ST E D " ; 

case  PROP_ID(PR_RECEIPT_TIHE)  : 
n n pszTag  = " P R_ R E C E I PT_T I M E " ; 

case  PROP_ID(PR_RECIPIENT_REASSIGNHENT_PROHIBITED)  : 
n n pszTag  = " P R_R E C I P I E NT_ R E A S S I G NM ENT_PRO H I B I T E D " ; 

case  PROP_ID(PR_REDIRECTION_HISTORY)  : 
n n pszTag  = " P R_R E D I R E CT I ON_H I S TO R Y " ; 

case  PROP_ID(PR_RELATED_IPMS)  : 
n n pszTag  = " P R_ R E LAT E D_ I PM S " ; 

case  PR0P_1D(PR_LANGUAGES)  : 
n n pszTag  = " P R_ LANG U AG E S " ; 

case  PROP_IDCPR_REPLY_TIHE)  : 
a n pszTag  = " PR_RE PL Y_T I M E " ; 

case  PROP_ID(PR_REPORT_TAG)  : 
a a pszTag  = " P R_ R E PO RT_T AG " ; 

case  PROP_ID(PR_REPORT_TIME)  : 
a a pszTag  = " P R_R E PORT_T I M E " ; 

case  PROP_ID(PR_RETURNED_IPM)  : 
n n pszTag  = " PR_RETU R N E D_ I PM " ; 

case  PROP_ID(PR_SECURITY)  : 
n n pszTag  = " PR_S E C U R I T Y " ; 

case  PROP_ID(PR_lNCOMPLETE_COPY)  : 
n n pszTag  = " PR_ I N C OMP LET E_C OP Y " ; 

case  PROP_ID(PR_SENSITIVITY)  : 
n n pszTag  = " P R_ S E NS  I T I VI T Y " ; 

case  PROP_ID(PR_SUBJECT)  : 
n n pszTag  = " P R_ S UB J E C T " ; 

case  PROP_ID(PR_SUBJECT_IPM)  : 
n n pszTag  = " P R_S UB J E C T_ I PM " ; 
n case  PROP_I D ( PR_SUB J ECT_PRE F I X ) : 

n n pszTag  ="PR_SUBJECT_PREFIX";n  n n n n n n n 
case  PROP_ID(PR_CLIENT_SUBMIT_TIME)  : 
n n pszTag  = " PR_C LI E NT_S UBM I T_T I M E " ; 

case  PROP_ID(PR_REPORT_NAME)  : 
n n pszTag  = " PR_REPORT_NAME " ; 

case  PROP_ID(PR_SENT_REPRESENTING_SEARCH_KEY)  : 
n n pszTag  = " PR_ S ENT_R E PR E S E NT  I N G_S E A RC H_KE Y " ; 

case  PROP_ID(PR_X400_CONTENT_TYPE)  : 
n n pszTag  = " PR_X400_CONT E NT_T YP E " ; 

case  PROP_IDCPR_NON_RECEIPT_REASON)  : 
n n pszTag  = " PR_NON_R E C E I PT_R E ASON " ; 

case  PROP_ID(PR_RECEIVED_BY_ENTRYID)  : 
n n pszTag  = " P R_ R E C E I V E D_B Y_ E NT R Y I D " ; 

case  PROP_ID(PR_RECEIVED_BY_NAME)  : 
n n pszTag  = " P R_ R E C E I V E D_B Y_N AM E " ; 

case  PROP_ID(PR_SENT_REPRESENTING_ENTRYID)  : 
n n pszTag  = " P R_ S E NT_ R E PR E S ENT  I NG_E NTR Y I D " ; 

case  PROP_ID(PR_SENT_REPRESENTING_NAME)  : 
n n pszTag  = " P R_S E NT_ R E PR E S ENT  I NG_N AM E " ; 

case  PROP_ID(PR_RCVD_REPRESENTING_ENTRYID)  : 
a a pszTag  = " P R_RC V D_ R E PR E S ENT  I NG_E NT R Y I D " ; 

case  PROP_ID(PR_RCVD_REPRESENTING_NAME)  : 
a a pszTag  = " P R_RC V D_ R E PR E S E NT  I NG_N AM E " ; 
case  PROP  IDCPR  REPORT  ENTRYID)  : 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 
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n n pszTag  = " P R_ R E PO RT_ E NT R Y I D " ; 

case  PROP_ID(PR_READ_RECEIPT_ENTRYID)  : 
a n pszTag  = " PR_ R E A D_ R E C E I PT_ E NTR Y I D " ; 

case  PROP_ID(PR_HESSAGE_SUBHISSION_ID)  : 
n n pszTag  = " P R_M E S S AG E_ S UBH I S S I ON_ I D " ; 

case  PROP_ID(PR_PROVIDER_SUBHIT_TIME)  : 
n n pszTag  = " P R_PRO V I D E R_ S UBM I T_T I M E " ; 

case  PROP_ID(PR_ORIGINAL_SUBJECT)  : 
n n pszTag  = " P R_0 R I G I N A L_ S UB J E C T " ; 

case  PROP_ID(PR_DISC_VAL)  : 
n n pszTag  = " PR_ D I S C_ V A L " ; 

case  PROP_ID(PR_ORIG_HESSAGE_CLASS)  : 
n n pszTag  = " PR_0 R I G_M E S S AG E_ C L AS S " ; 

case  PROP_ID(PR_ORIGINAL_AUTHOR_ENTRYID)  : 
n n pszTag  = " PR_0 R I G I N A L_ AUT H 0 R_ E NT R Y I D " ; 

case  PR0P_I D ( PR_ORIGINAL_AUTHOR_NAME  ) : 

n n pszTag  = " P R_OR I G I N A L_ AUT H 0 R_N AM E " ; 

case  PR0P_I D ( PR_ORIGINAL_SUBMIT_TIME  ) : 

n n pszTag  = " P R_OR I G I N A L_S UBH I T_T I H E " ; 

case  PROP_ID(PR_REPLY_RECIPIENT_ENTRIES)  : 
n n pszTag  = " P R_ R E PL Y_R E C I P I E NT_ E NT R I E S " ; 

case  PROP_ID(PR_REPLY_RECIPIENT_NAMES)  : 
n n pszTag  = " PR_ R E P L Y_R E C I P I ENT_N AM E S " ; 

case  PROP_ID(PR_RECEIVED_BY_SEARCH_KEY)  : 
n n pszTag  = " PR_ R E C E I V E D_B Y_S E A R C H_KE Y " ; 

case  PROP_ID(PR_RCVD_REPRESENTING_SEARCH_KEY)  : 
a n pszTag  = " PR_ R C V D_ R E PR E S E NT  I NG_ S E AR C H_KE Y " ; 

case  PROP_ID(PR_READ_RECEIPT_SEARCH_KEY)  : 
a n pszTag  = " PR_ R E A D_ R E C E I PT_ S E AR C H_KE Y " ; 

case  PROP_ID(PR_REPORT_SEARCH_KEY)  : 
n n pszTag  = " PR_ R E PO RT_S E AR C H_KE Y " ; 

case  PROP_ID(PR_ORIGINAL_DELIVERY_TIME)  : 
n n pszTag  = " P R_0 R I G I N A L_D E LI  V E R Y_T I M E " ; 

case  PROP_ID(PR_ORIGINAL_AUTHOR_SEARCH_KEY)  : 
n n pszTag  = " PR_OR I G I N A L_ AUT H 0R_S E A R C H_KE Y " ; 

case  PROP_I D ( PR_HESSAGE_TO_ME ) : 

n n pszTag  = " PR_M E S S AG E_T0_M E " ; 

case  PROP_ID(PR_HESSAGE_CC_HE)  : 
n n pszTag  = " P R_M E S S AG E_C C _H E " ; 

case  PROP_ID(PR_HESSAGE_RECIP_ME)  : 
n n pszTag  = " P R_H E S S AG E_R E C I P_H E " ; 

case  PROP_I D ( PR_ORIGINAL_SENDER_NAHE ) : 

n n pszTag  = " P R_OR I G I N A L_ S EN D E R_N AM E " ; 

case  PROP_ID(PR_ORIGINAL_SENDER_ENTRYID)  : 
n n pszTag  = " P R_OR I G I N A L_ S EN D E R_ E NT R Y I D " ; 

case  PROP_ID(PR_ORIGINAL_SENDER_SEARCH_KEY)  : 
n n pszTag  = " P R_OR I G I N A L_ S EN D E R_S E A R C H_KE Y " ; 

case  PR0P_ID(PR_0RIGINAL_SENT_REPRESENT1NG_NAME)  : 
a a pszTag  = " P R_OR I G I N A L_ S ENT_R E P R E S E NT  I NG_ N AM E " ; 

case  PROP_ID(PR_ORIGINAL_SENT_REPRESENTING_ENTRYID)  : 
n n pszTag  = " P R_0 R I G I N A L_ S ENT_R E PR E S ENT  I NG_ E NT R Y I D " ; 

case  PROP_ID(PR_ORIGINAL_SENT_REPRESENTING_SEARCH_KEY)  : 
n n pszTag  = " P R_0 R I G I N A L_S ENT_ R E PR E S E NT  I NG_ S E A R C H_KE Y " ; 

case  PROP_I D ( PR_START_DATE ) : 

n n pszTag  = " P R_ST ART_ D AT E " ; 

case  PROP_ID(PR_END_DATE)  : 
n n pszTag  = " P R_ E N D_ D AT E " ; 

case  PROP_ID(PR_OWNER_APPT_ID)  : 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 
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n a pszTag  = " P R_0 WN E R_ A PPT_ I D " ; 

case  PROP_ID(PR_RESPONSE_REQUESTED)  : 
n n pszTag  = " PR_ R E S PON S E_ R EQU E S T E D " ; 

case  PROP_ID(PR_SENT_REPRESENTING_ADDRTYPE)  : 
n a pszTag  = " PR_S  ENT_R  E P R E S E NT  I NG_  A D D RT  Y P E " ; 

case  PROP_ID(PR_SENT_REPRESENTING_EMAIL_ADDRESS)  : 
n n pszTag  = " P R_S E NT_ R E PR E S E NT  I NG_ EH A I L_ A D D R E S S " ; 

case  PROP_ID(PR_ORIGINAL_SENDER_ADDRTYPE)  : 
n n pszTag  = " PR_0 R I G I N A L_S  E N D E R_ A D D RT  Y P E " ; 

case  PROP_ID(PR_ORIGINAL_SENDER_EHAlL_ADDRESS)  : 
n n pszTag  = " PR_OR I G I N A L_ S E N D E R_EH A I L_ A D D R E S S " ; 

case  PROP_ID(PR_ORIGINAL_SENT_REPRESENTING_ADDRTYPE)  : 
n n pszTag  = " PR_OR I G I N A L_S E NT_ R E PR E S E NT  I NG_ A D D RT Y PE " ; 

case  PROP_ID(PR_ORIGINAL_SENT_REPRESENTING_EHAIL_ADDRESS)  : 
n a pszTag  = " PR_0 R I G I N A L_S E NT_ R E PR E S E NT  I NG_ EH A I L_ A D D R E S S " ; 

case  PROP_ID(PR_CONVERSATION_TOPIC)  : 
n n pszTag  = " PR_ C ON V E R S AT  I 0 N_T 0 PI C " ; 

case  PROP_ID(PR_CONVERSATION_INDEX)  : 
n n pszTag  = " PR_  CON  V E RS  AT  I ON_  I N D E X " ; 

case  PROP_IDCPR_ORIGINAL_DISPLAY_BCC)  : 
n n pszTag  = " PR_OR I G I N A L_ D I S P L A Y_BC C " ; 

case  PROP_ID(PR_ORIGINAL_DISPLAY_CC)  : 
n n pszTag  = " P R_0 R I G I N A L_ D I S P L A Y_C C " ; 

case  PROP_ID(PR_ORIGINAL_DISPLAY_TO)  : 
n a pszTag  = " P R_0 R I G I N A L_ D I S P L A Y_TO " ; 

case  PROP_ID(PR_RECEIVED_BY_ADDRTYPE)  : 
n n pszTag  = " PR_R E C E I V E D_B Y_ A D D RT Y P E " ; 

case  PROP_ID(PR_RECEIVED_BY_EHAIL_ADDRESS)  : 
a a pszTag  = " PR_R E C E I V E D_B Y_ E H A I L_ A D D R E S S " ; 

case  PROP_ID(PR_RCVD_REPRESENTING_ADDRTYPE)  : 
a a pszTag  = " PR_ R C VD_R E PR E S E NT  I NG_ A D D RT Y PE " ; 

case  PROP_ID(PR_RCVD_REPRESENTING_EHAIL_ADDRESS)  : 
a a pszTag  = " PR_ R C VD_R E PR E S E NT  I NG_EH A I L_ A D D R E S S " ; 

case  PROP_ID(PR_ORIGINAL_AUTHOR_ADDRTYPE)  : 
a a pszTag  = " PR_0R I G I N A L_ AUT H 0 R_ AD D RT Y P E " ; 

case  PROP_ID(PR_ORIGINAL_AUTHOR_EHAIL_ADDRESS)  : 
a a pszTag  = " PR_OR I G I N AL_ AUT H 0 R_EH A I L_ A D D R E S S " ; 

case  PROP_IDCPR_ORIGINALLY_INTENDED_RECIP_ADDRTYPE)  : 
a a pszTag  = " PR_OR I G I N A LL Y_ I NT  E N D E D_R E C I P_ A D D RT  YP E " ; 

case  PROP_ID(PR_ORIGINALLY_INTENDED_RECIP_EHAIL_ADDRESS)  : 
a a pszTag  = " PR_0R  I G I N ALL  Y_  I NT  E N D E D_R  E C I P_  E H A I L_  A D D R E S S " ; 

case  PROP_ID(PR_TRANSPORT_HESSAGE_HEADERS)  : 
a a pszTag  = " PR_T R AN S PO RT_H E S S AG E_H E A D E R S " ; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


//  Hessage  content  properties 


a case  PROP_I D C PR_BODY ) : 

a a pszTag  ="PR_B0DY";  break; 

case  PROP_ID(PR_REPORT_TEXT)  : 

a a pszTag  = " PR_R E PO RT_T E XT " ; break; 

case  PROP_ID(PR_ORIGINATOR_AND_DL_EXPANSION_HISTORY)  : 
a a pszTag  = " PR_OR I G I N ATO R_ AN D_ D L_ EX P AN S 1 0N_ H I STOR Y " ; break; 

case  PROP_ID(PR_REPORTING_DL_NAHE)  : 

a a pszTag  = " PR_R E PORT  I NG_ D L_N AH E " ; break; 

case  PROP_ID(PR_REPORTING_HTA_CERTIFICATE)  : 
a a pszTag  = " PR_R E PORT  I NG_HT A_C E RT I F I C AT E " ; break; 

case  PROP_ID(PR_RTF_SYNC_BODY_CRC)  : 

a a pszTag  = " PR_RT F_S YNC_BOD Y_C RC " ; break; 
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case  PROP_ID(PR_RTF_SYNC_BODY_COUNT)  : 
a a pszTag="PR_RTF_SYNC_BODY_COUNT";  break; 

case  PROP_ID(PR_RTF_SYNC_BODY_TAG)  : 

a n pszTag  = " P R_ RT F _ S Y N C _B0 D Y_T AG " ; break; 

case  PROP_ID(PR_RTF_COMPRESSED)  : 

D n pszTag  = " PR_RT F_ C OM P R E S S E D " ; break; 

case  PROP_ID(PR_RTF_SYNC_PREFIX_COUNT)  : 
n n pszTag  = " PR_ RT F_ S YN C _ P R E F I X_ C 0 U NT " ; break; 

case  PROP_ID(PR_RTF_SYNC_TRAILING_COUNT)  : 
n n pszTag  = " P R_ RT F_ S YN C _TR A I L I N G_ C 0 U NT  " ; break; 

case  PROP_ID(PR_ORIGINALLY_INTENDED_RECIP_ENTRYID)  : 
n n pszTag  = " P R_0 R I G I N A L L Y_ I NT E N D E D_ R E C I P_ E NT R Y I D " ; break; 


//  Message  recipient  properties 
a case  PRO P_ I D ( PR_C 0 NT E NT_ I NT E G R I T Y_ C H E C K ) : 

n n pszTag  = " P R_C ONT E NT_ I NT E G R I T Y_C H E C K" ; break; 

case  PROP_ID(PR_EXPLICIT_CONVERSION)  : 
n n pszTag  = " P R_ E X P L I C I T_ C ON V E R S I 0 N " ; break; 

case  PROP_ID(PR_IPH_RETURN_REQUESTED)  : 
n n pszTag  = " PR_ I PM_R ET U R N_R EQU E S T E D " ; break; 

case  PROP_ID(PR_MESSAGE_TOKEN)  : 

n n pszTag  = " PR_H E S S AG E_T0KE N " ; break; 

case  PROP_ID(PR_NDR_REASON_CODE)  : 

n n pszTag  = " PR_N D R_ R E A S 0N_C 0 D E " ; break; 

case  PROP_IDCPR_NDR_DIAG_CODE)  : 

n n pszTag  = " PR_N D R_ D I AG_ C 0 D E " ; break; 

case  PROP_ID(PR_NON_RECEIPT_NOTIFICATION_REQUESTED)  : 
n n pszTag  = " P R_N0N_R E C E I PT_N0T I F I C AT  1 0N_R EQU E ST E D " ; break; 

case  PROP_IDCPR_ORIGINATOR_NON_DELIVERY_REPORT_REQUESTED)  : 
n n pszTag  = " P R_0 R I G I N ATOR_N 0N_ D E LI  V E R Y_ R E PORT_ R EQU E ST E D " ; break; 

case  PROP_ID(PR_ORIGINATOR_REQUESTED_ALTERNATE_RECIPIENT)  : 
n n pszTag  = " PR_0 R I G I N ATO R_R EQU E S T E D_ A LT E R N AT E_ R E C I P I E NT " ; break; 

case  PROP_ID(PR_PHYSICAL_DELIVERY_BUREAU_FAX_DELIVERY)  : 
n n pszTag  = " PR_PH Y S I C A L_ D E LI  V E R Y_BU R E AU_ F A X_ D E LI  V E R Y " ; break; 

case  PROP_ID(PR_PHYSICAL_DELIVERY_MODE)  : 
a a pszTag  = " PR_PH Y S I C A L_D E L I V E R Y_MO D E " ; break; 

case  PROP_ID(PR_PHYSICAL_DELIVERY_REPORT_REQUEST)  : 
n n pszTag  = " PR_PH Y S I C A L_ D E LI  V E R Y_R E PO RT_ R EQU E S T " ; break; 

case  PROP_ID(PR_PHYSICAL_FORWARDING_ADDRESS)  : 
n n pszTag  = " PR_PH Y S I C A L_ F 0 R W AR D I N G_ A D D R E S S " ; break; 

case  PROP_ID(PR_PHYSICAL_FORWARDING_ADDRESS_REQUESTED)  : 
n n pszTag  = " PR_ PH Y S I C A L_ F 0 R W AR D I NG_ A D D R E S S_ R EQU E ST E D " ; break; 

case  PROP_ID(PR_PHYSICAL_FORWARDING_PROHIBITED)  : 
n n pszTag  = " P R_ PH Y S I C A L_ F 0 R W AR D I NG _PRO H I B I T E D " ; break; 

case  PROP_I D ( PR_PHYSICAL_RENDITION_ATTRIBUTES  ) : 

n n pszTag  = " P R_ P H Y S I C A L_ R E N D I T 1 0 N_ ATT R I BUT E S " ; break; 

case  PR0P_ID< PR_PROOF_OF_DELIVERY)  : 

n n pszTag  = " P R_ P ROO F _0 F _ D E LI  V E R Y " ; break; 

case  PROP_ID(PR_PROOF_OF_DELIVERY_REQUESTED)  : 
n n pszTag  = " PR_ P ROO F _0 F _ D E LI  V E R Y_ R EQU E ST E D " ; break; 

case  PROP_IDCPR_RECIPIENT_CERTIFICATE)  : 

Q n pszTag  = " PR_ R E C I P I E NT_C E RT I F I C AT E " ; break; 

case  PROP_ID(PR_RECIPIENT_NUMBER_FOR_ADVICE)  : 
n n pszTag  = " PR_R E C I PI E NT_N UMB E R_ F 0 R_ A D V I C E " ; break; 

case  PROP_ID(PR_RECIPIENT_TYPE)  : 

n n pszTag  = " PR_R E C I P I E NT_T Y P E " ; break; 

case  PROP  I D ( PR_R EG  I ST E R E D_M A I L_T Y P E ) : 
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n n pszTag  = " PR_R E G I S T E R E D_H A I L_T  YP E " ; 

case  PROP_ID(PR_REPLY_REQUESTED)  : 
n H pszTag  = "PR_REPLY_REQUESTE[)"; 

case  PR0P_ID(PR_RE9UESTED_DELIVERY_riETH0D)  : 
n n pszTag  = " PR_ R EQU E S T E D_ D E L I V E R Y_H ET H 0 D " ; 

case  PROP_ID(PR_SENDER_ENTRYID)  : 
n n pszTag  = "PR_SENDER_ENTRYID"; 

case  PROP_ID(PR_SENDER_NAME)  : 
n n pszTag  = " PR_S E N D E R_N AH E " ; 

case  PROP_ID(PR_SUPPLEHENTARY_INFO)  : 
n n pszTag  = " P R_S  U PP  LE  H ENT  A R Y_I  N F 0 " ; 

case  PROP_ID(PR_TYPE_OF_MTS_USER)  : 
n n pszTag  = " PR_T Y P E_0 F_HT S _U S E R " ; 

case  PROP_ID(PR_SENDER_SEARCH_KEY)  : 
n n pszTag  = " PR_ S E N D E R_ S E A R C H_KE Y " ; 

case  PROP_ID(PR_SENDER_ADDRTYPE)  : 
n n pszTag  = " PR_ S E N D E R_  A D D RT  Y P E " ; 

case  PROP_ID(PR_SENDER_EMAIL_ADDRESS)  : 
n n pszTag  = " PR_S  E N D E R_  EH  A I L_  A D D R E S S " ; 

//  Hessage  non t ra n smi t t a b L e properties 

n case  PRO P_ I D ( PR_C U R R E NT_ V E R S I ON  ) : 

n n pszTag  = " P R_C U R R E NT_V E R S I ON " ; 

case  PROP_ID(PR_DELETE_AFTER_SUBniT)  : 
n n pszTag  = " PR_  D E LET  E_  A F T E R_  S UBH I T " ; 

case  PROP_ID(PR_DISPLAY_BCC)  : 
n n pszTag  = " PR_D I S P LA Y_BC C " ; 

case  PROP_ID(PR_DISPLAY_CC)  : 
n n pszTag  = " PR_ D I S P L A Y_ C C " ; 

case  PROP_ID(PR_DISPLAY_TO)  : 
n n pszTag  = " PR_ D I S P LA Y_T0 " ; 

case  PROP_ID(PR_PARENT_DISPLAY)  : 
n n pszTag  = " PR_P A R E NT_ D I S P L A Y " ; 

case  PROP_ID(PR_HESSAGE_DELIVERY_TIHE)  : 
n n pszTag  = " PR_H E S S AG E_D E L I V E R Y_T I H E " ; 

case  PROP_ID(PR_HESSAGE_FLAGS)  : 
n n pszTag  = " PR_H E S S AG E_ F LAG S " ; 

case  PROP_ID(PR_HESSAGE_SIZE)  : 
n n pszTag  = " PR_H E S S AG E_ S I Z E " ; 

case  PROP_ID(PR_PARENT_ENTRYID)  : 
n n pszTag  = " PR_P A R E NT_ E NT R Y I D " ; 

case  PROP_ID(PR_SENTHAIL_ENTRYID)  : 
n n pszTag  = " PR_ S E NTH A I L_ ENT R Y I D " ; 

case  PROP_ID(PR_CORRELATE)  : 
n n pszTag  = " PR_ C 0 RR E LAT E " ; 

case  PROP_ID(PR_CORRELATE_HTSID)  : 
n n pszTag  = " PR_ C 0 RR E L AT E_HT S I D " ; 

case  PROP_ID(PR_DISCRETE_VALUES)  ; 
n n pszTag  = " PR_ D I S C R ET E_V  A LU  E S " ; 

case  PROP_ID(PR_RESPONSIBILITY)  : 
a n pszTag  = " PR_ R E S PON S I B I LI T Y " ; 

case  PROP_ID(PR_SPOOLER_STATUS)  : 
n n pszTag  = " PR_ S POO LE R_ ST ATU S " ; 

case  PROP_ID(PR_TRANSPORT_STATUS)  : 
n n pszTag  = " PR_T R AN S PO RT_ST ATU S " ; 

case  PROP_ID(PR_HESSAGE_RECIPIENTS)  : 
n n pszTag  = " P R_H E S SAG E_ RECIPIENTS"; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 
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case  PROP_ID(PR_HESSAGE_ATTACHMENTS)  : 

n pszTag  = " PR_H E S S AG E_ ATT AC H M E NT S " ; break; 

case  PROP_ID(PR_SUBHIT_FLAGS)  : 

a pszTag  = " P R_ S UBH I T_ F L AG S " ; break; 

case  PROP_IDCPR_RECIPIENT_STATUS)  : 

n pszTag  = " P R_R E C I P I E NT_ ST ATU S " ; break; 

case  PROP_ID(PR_TRANSPORT_KEY)  : 

n pszTag  ="PR_TRANSPORT_KEY";  break; 

case  PROP_I D ( PR_MSG_STATUS ) : 

n pszTag  = " P R_M S G_ ST ATU S " ; break; 

case  PROP_ID(PR_MESSAGE_DOWNLOAD_TIME)  : 

n pszTag  = " P R_M E S S AG E_ D 0 WN LO A D_T I M E " ; break; 

case  PROP_ID(PR_CREATION_VERSION)  : 

n pszTag  = " PR_C R E AT  I ON_ V E R S I 0 N " ; break; 

case  PROP_ID(PR_MODIFY_VERSION)  : 

a pszTag  = " P R_MO D I F Y_ V E R S 1 0 N " ; break; 

case  PROP_I D ( PR_HASATTACH ) : 

n pszTag  = " P R_ H A S ATT AC H " ; break; 

case  PROP_I D ( PR_BODY_CRC)  : 

n pszTag  = " PR_BO D Y_C R C " ; break; 

case  PROP_ID(PR_NORHALIZED_SUBJECT)  : 

n pszTag  = " P R_NO RM A LI Z E D_S UB J E CT " ; break; 

case  PROP_IDCPR_RTF_IN_SYNC)  : 

n pszTag  = " P R_ RT F_ I N_S YN C " ; break; 

case  PROP_ID(PR_ATTACH_SIZE)  : 

n pszTag  = " PR_ ATT A C H _S I Z E " ; break; 

case  PROP_ID(PR_ATTACH_NUM)  : 

n pszTag  = " PR_ ATT A C H_N UM " ; break; 

case  PROP_ID(PR_PREPROCESS)  : 

n pszTag  ="PR_PREPROCESS";  break; 

case  PROP_IDCPR_ORIGINATING_HTA_CERTIFICATE)  : 

n pszTag  = " P R_0 R I G I N AT  I NG_MT A_ C E RT I F I C AT E " ; break; 

case  PROP_ID(PR_PROOF_OF_SUBHISSION)  : 

n pszTag  = " PR_PROO F _0 F _ S U BM I S S I ON " ; break; 


//  Properties  common  to  multiple  objects  (including  message  objects) 


case  PROP_ID(PR_ENTRYID)  : 

n pszTag  = " PR_ENTRYI D " ; break; 

case  PROP_ID(PR_OBJECT_TYPE)  : 

n pszTag  = "PR_0BJ ECT_TYPE";  break; 

case  PR0P_ID(PR_IC0N)  : 

n pszTag  ="PR_IC0N";  break; 

case  PROP_ID(PR_HINI_ICON)  : 

n pszTag  = " PR_M I N I _ I C ON " ; break; 

case  PROP_ID(PR_STORE_ENTRYID)  : 

a pszTag  = " PR_ STO R E_ E NT R Y I D " ; break; 

case  PR0P_1D(PR_ST0RE_REC0RD_KEY)  : 

n pszTag  = " PR_STORE_RECORD_KE Y" ; break; 

case  PROP_ID(PR_RECORD_KEY)  : 

a pszTag  = " PR_R E C 0 R D_KE Y " ; break; 

case  PROP_IDCPR_MAPPING_SIGNATURE)  : 

n pszTag  = " P R_M A PP I N G_ S I G N AT U R E " ; break; 

case  PR0P_I D C PR_ACCESS_LEVEL)  : 

a pszTag  = " P R_ A C C E S S_ LE V E L" ; break; 

case  PROP_ID(PR_INSTANCE_KEY)  : 

n pszTag  = " P R_ I N S T AN C E_KE Y " ; break; 
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case  PROP_I D ( PR_ROW_TYPE ) : 

n pszTag  = " P R_ROW_T Y P E " ; break; 

case  PROP_ID(PR_ACCESS)  : 

n pszTag="PR_ACCESS";  break; 

//  Properties  common  to  multiple  objects  (NOT  including  message  objects) 


case  PROP_IDCPR_ROWID)  : 

n pszTag="PR_ROWID";  break; 

case  PROP_ID(PR_DISPLAY_NAHE)  : 

a pszTag  = " PR_ D I S P LA Y_N AH E " ; break; 

case  PROP_ID(PR_ADDRTYPE)  : 

n pszTag  = " P R_ A D D RT YP E " ; break; 

case  PROP_ID(PR_EHAIL_ADDRESS)  : 

n pszTag  = " P R_ E M A I L_ A D D R E S S " ; break; 

case  PROP_ID(PR_COHHENT)  : 

n pszTag  ="PR_COHHENT";  break; 

case  PROP_ID(PR_DEPTH)  : 

n pszTag  ="PR_DEPTH";  break; 

case  PROP_ID(PR_PROVIDER_DISPLAY)  : 

n pszTag  = " PR_PRO V I D E R_ D I S P LA Y " ; break; 

case  PROP_ID{PR_CREATION_TIME)  : 

n pszTag  = " PR_C R E AT  1 0 N_T I H E " ; break; 

case  PROP_ID(PR_LAST_MODIFICATION_TIME)  : 

n pszTag  = " PR_ L A ST_M0 D I F I C AT  1 0N_T I M E " ; break; 

case  PROP_I D ( PR_RESOURCE_FLAGS  ) : 

n pszTag  = " PR_ R E S 0 U R C E_ F L AG S " ; break; 

case  PROP_ID(PR_PROVIDER_DLL_NAHE)  : 

a pszTag  = " PR_PRO V I D E R_ D LL_N AH E " ; break; 

case  PROP_ID(PR_SEARCH_KEY)  : 

a pszTag  = " P R_ S E A R C H_KE Y " ; break; 

case  PROP_IDCPR_PROVIDER_UID)  : 

n pszTag  = " P R_PRO V I D E R_U I D " ; break; 

case  PROP_ID(PR_PROVIDER_ORDINAL)  : 

n pszTag  = " P R_PRO V I D E R_0 R D I N A L " ; break; 


//  HAPI  form  properties 


case  PROP_ID(PR_FORH_VERSION)  : 

n pszTag  = " PR_ FO RH_VE R S 1 0 N " ; break; 

case  PROP_ID(PR_FORH_CLSID)  : 

n pszTag  ="PR_FORH_CLSID";  break; 

case  PROP_I D ( PR_FORH_CONTACT_NAHE  ) : 

a pszTag  = " PR_ F 0 RH_ C ONT ACT_N AH E " ; break; 

case  PROP_ID(PR_FORH_CATEGORY)  : 

n pszTag  = " PR_ F 0 RH_C AT E GO R Y " ; break; 

case  PROP_ID(PR_FORH_CATEGORY_SUB)  : 

n pszTag  = " PR_ F ORH_C AT E GO R Y_S UB " ; break; 

case  PROP_IDCPR_FORH_HOST_HAP)  : 

n pszTag  = " PR_ F 0 RH_H 0 ST_H A P " ; break; 

case  PROP_IDCPR_FORH_HIDDEN)  : 

n pszTag  = " PR_ FORH_H I D D EN  " ; break; 

case  PROP_ID(PR_FORH_DESIGNER_NAHE)  : 

n pszTag  = " PR_ F 0 RH_ D E S I G N E R_N AH E " ; break; 

case  PROP_ID(PR_FORH_DESIGNER_GUID)  : 

n pszTag  = " PR_ F ORH_ D E S I G N E R_G U I D " ; break; 

case  PROP_ID(PR_FORH_HESSAGE_BEHAVIOR)  : 

n pszTag  = " PR_ F 0 RH_H E S S AG E_B E H A V I OR  " ; break; 


CCCHK:3ff77ff6a49b6d0a9fe98866c43c816eb699771ed53176d133b7e7ab19acb5646:] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1182 


DEBUG.CPP 


n //Message  store  properties 

n case  PRO P_ I D ( P R_ D E F A U LT_ST0 R E ) : 

n n pszTag  = " PR_ D E F AU LT_ S TOR E " ; 

case  PROP_ID(PR_STORE_SUPPORT_MASK)  : 
n n pszTag  = " P R_ST0 R E_S U PPO RT_M A S K" ; 

case  PROP_ID(PR_STORE_STATE)  : 
n H pszTag  = " P R_ STO R E_ST AT E " ; 

case  PROP_ID(PR_IPH_SUBTREE_SEARCH_KEY)  : 
n a pszTag  = " P R_ I PM_S U 0T R E E_ S E AR C H_KE Y " ; 

case  PROP_ID(PR_IPM_OUTBOX_SEARCH_KEY)  : 
a n pszTag  = " PR_ I PH_0UTB0X_S E AR C H _KE Y " ; 

case  PROP_ID(PR_IPM_WASTEBASKET_SEARCH_KEY)  : 
n n pszTag  = " PR_ I PM_ W A S T EB AS KET_S E AR C H_KE Y " ; 

case  PROP_ID(PR_IPH_SENTHAIL_SEARCH_KEY)  : 
n n pszTag  = " PR_I PH_ S E NTM A I L_ S E A R C H _KE Y " ; 

case  PROP_ID(PR_MDB_PROVIDER)  : 

H n pszTag  = " P R_M DB_ PRO V I D E R " ; 

case  PROP_ID(PR_RECEIVE_FOLDER_SETTINGS)  : 
n n pszTag  = " P R_ R E C E I V E_ F 0 LD E R_S ETT I N G S " ; 

case  PROP_IDCPR_VALID_FOLDER_MASK)  : 
n B pszTag  = " PR_ V A LI D_ F 0 LD E R_M AS K " ; 

case  PROP_ID(PR_IPM_SUBTREE_ENTRYID)  : 

B B pszTag  = " PR_ I PH_S UBT R E E_ E NT R Y I D " ; 

case  PROP_IDCPR_IPM_OUTBOX_ENTRYID)  : 

B B pszTag  = " PR_I PH_OUTBOX_ENTRYI D " ; 

case  PROP_ID(PR_IPH_WASTEBASKET_ENTRYID)  : 

B B pszTag  = " PR_ I PH_W A ST EB A S KET_ E NTR Y I D " ; 

case  PROP_ID(PR_IPH_SENTHAIL_ENTRYID)  : 

B B pszTag  = " PR_ I PH_S E NTM A I L_E NT R Y I D " ; 

case  PROP_ID(PR_VIEWS_ENTRYID)  : 

B B pszTag  = " PR_V I E W S_ E NTR Y I D " ; 

case  PROP_ID(PR_COMMON_VIEWS_ENTRYID)  : 

B B pszTag  = "PR_COMMON_VIEWS_ENTRYID"; 

case  PROP_ID(PR_FINDER_ENTRYID)  : 

B B pszTag  = "PR_FINDER_ENTRYID"; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


B //  Folder  and  address  book  container  properties 


B case  PROP_ID(PR_CONTAINER_FLAGS)  : 

B B pszTag  = "PR_CONTAINER_FLAGS";  break; 

case  PROP_IDCPR_FOLDER_TYPE)  : 

B B pszTag  = "PR_FOLDER_TYPE";  break; 

case  PROP_ID(PR_CONTENT_COUNT)  : 

B B pszTag  = " PR_CONTENT_COUNT" ; break; 

case  PROP_IDCPR_CONTENT_UNREAD)  : 

B B pszTag  = "PR_CONTENT_UNREAD";  break; 

case  PROP_ID(PR_CREATE_TEHPLATES)  : 

B B pszTag  = " PR_ C R E AT E_T EM  PL AT E S " ; break; 

case  PROP_IDCPR_DETAILS_TABLE)  : 

B B pszTag  ="PR_DETAILS_TABLE";  break; 

case  PROP_ID(PR_SEARCH)  : 

B B pszTag  ="PR_SEARCH";  break; 

case  PROP_ID(PR_SELECTABLE)  : 

B B pszTag  = " P R_ S E LE CT AB L E " ; break; 
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case  PROP_ID(PR_SUBFOLDERS)  : 
n n pszTag  = " P R_S UB F 0 L D E R S " ; 

case  PROP_ID(PR_STATUS)  : 
n n pszTag  = "PR_STATUS"; 

case  PROP_ID(PR_ANR)  : 
n a pszTag  = "PR_ANR"; 

case  PROP_ID(PR_CONTENTS_SORT_ORDER)  : 
n n pszTag  = " P R_CONT E NT S _ S 0 RT_0 R D E R " ; 

case  PROP_ID(PR_CONTAINER_HIERARCHY)  : 
n n pszTag  = " PR_ CONT A I N E R_H I E R A R C H Y " ; 

case  PROP_ID(PR_CONTAINER_CONTENTS)  : 
n n pszTag  = " PR_ C ONT A I N E R_ C ONT E NT S " ; 

case  PROP_ID(PR_FOLDER_ASSOCIATED_CONTENTS)  : 
a n pszTag  = " PR_  F 0 LD E R_  AS  S 0 C I AT  E D_ C ONT  E NT S " ; 

case  PROP_ID(PR_DEF_CREATE_DL)  : 
a n pszTag  = " P R_D E F_ C R E AT E_ D L " ; 

case  PROP_ID(PR_DEF_CREATE_nAILUSER)  : 
n n pszTag  = " PR_ D E F_ C R E AT E_H A I LU S E R " ; 

case  PROP_ID(PR_CONTAINER_CLASS)  : 
n n pszTag  = " PR_ C ONT A I N E R_ C L A S S " ; 

case  PROP_IDCPR_CONTAINER_MODIFY_VERSION)  : 
n n pszTag  = " PR_C ONT A I N E R_MO D I F Y_V E R S I ON  " ; 

case  PROP_ID(PR_AB_PROVIDER_ID)  : 
a a pszTag  = " PR_ AB_PRO V I D E R_ I D " ; 

case  PROP_ID(PR_DEFAULT_VIEW_ENTRYID)  : 
n n pszTag  = " PR_ D E F AU LT_ V I E W_ E NT R Y I D " ; 

case  PROP_ID(PR_ASSOC_CONTENT_COUNT)  : 
n n pszTag  = " PR_ A S S 0 C_C ONT E NT_C OU NT ” ; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


//  Attachment  properties 


n case  PROP. I D ( PR_ ATT A C HH E NT_X400_P AR AHET E R S ) : 

n n pszTag  = " PR_ ATT A C HM ENT_X400_P AR AM ET E R S " ; 

case  PROP_ID(PR_ATTACH_DATA_OBJ ) : 

n n pszTag  = " PR_ ATT A C H_ D AT A_B I N or  PR_ ATT A C H _ 0 AT A_0B J " ; 
n case  PRO P_ I D ( PR_ ATT AC H_E N C 0 D I N G ) : 

n n pszTag  = " PR_ ATT A C H_EN C 0 D I N G " ; 

case  PROP_ID(PR_ATTACH_EXTENSION)  : 
n n pszTag  = " PR_ ATT AC H_ EXT E N S I ON " ; 

case  PROP_ID(PR_ATTACH_FILENAHE)  : 
n n pszTag  = " PR_ ATT AC H_ F I L E N AM E " ; 

case  PROP_ID(PR_ATTACH_METHOD)  : 
n n pszTag  = " PR.ATT AC H_M ET H 0 D " ; 

case  PROP_IDCPR_ATTACH_LONG_FILENAME)  : 
n n pszTag  = " PR_ ATT A C H_ LONG. F I LEN AME " ; 

case  PROP. IDCPR. ATTACH. PATHNAME)  : 
n n pszTag  = " PR. ATT AC H.P AT H N AM E " ; 

case  PROP. IDCPR. ATTACH. RENDERING)  : 
n a pszTag  = " PR. ATT AC H.R E N D E R I NG  " ; 

case  PROP. IDCPR. ATTACH.TAG)  : 
n n pszTag  = " PR. ATTAC H.T AG " ; 

case  PROP. IDCPR. RENDERING. POSITION)  : 
a n pszTag  = " PR. R EN D E R I NG.PO S I T I ON " ; 

case  PROP. IDCPR. ATTACH. TRANSPORT. NAME)  : 
n n pszTag  = " PR.  ATT  A C H.T  R A N S PO  RT.N  AM  E " ; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 
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n //  Address  book  object  properties 


case  PROP_ID(PR_DISPLAY_TYPE)  : 

n n pszTag  = " PR_ D I S P L A Y_T YP E " ; break; 

case  PROP_I D ( PR_TEMPLATEI D ) : 

n n pszTag  = " P R_T EM P L AT E I D " ; break; 

case  PROP_ID(PR_PRIMARY_CAPABILITY)  : 

n n pszTag  = " PR_PR I M AR Y_ C A P AB I L I T Y " ; break; 


n //  Mail  user  properties 

n case  P RO P_ I D ( PR_ A C C OU NT ) : 

n n pszTag  = " PR_ AC C 0 U NT " ; 

case  PROP_ID(PR_ALTERNATE_RECIPIENT)  : 
n p pszTag  = " P R_ A LT E R N AT E_R E C I P I E N T " ; 

case  PROP_ID(PR_CALLBACK_TELEPHONE_NUHBER)  : 
p P pszTag  = "PR_CALLBACK_TELEPHONE_NUMBER"; 

case  PROP_ID(PR_CONVERSION_PROHIBITED)  : 
p P pszTag  = " PR_C ON V E R S I ON_P RO H I B I T E D " ; 

case  PROP_ID(PR_DISCLOSE_RECIPIENTS)  : 
p P pszTag  = " P R_ D I S C LO S E_R E C I P I E NT S " ; 

case  PROP_ID(PR_GENERATION)  : 
p p pszTag  = "PR_GENERATION"; 

case  PROP_ID(PR_GIVEN_NAME)  : 
p P pszTag  = "PR_GIVEN_NAME"; 

case  PROP_ID(PR_GOVERNMENT_ID_NUHBER)  : 
p P pszTag  = "PR_GOVERNHENT_ID_NUnBER"; 

case  PROP_ID(PR_OFFICE_TELEPHONE_NUHBER)  : 
p P pszTag  = " PR_0 F F I C E_T E LEPHON E_NUHBER " ; 

case  PROP_ID(PR_HOHE_TELEPHONE_NUMBER)  : 
p P pszTag  = "PR_HOME_TELEPHONE_NUMBER"; 

case  PROP_ID(PR_INITIALS)  : 
p p pszTag  = "PR_INITIALS"; 

case  PROP_ID(PR_KEYWORD)  : 
p P pszTag  = "PR_KEYWORD"; 

case  PROP_ID(PR_LANGUAGE)  : 
p P pszTag  = "PR_LANGUAGE"; 

case  PROP_ID(PR_LOCATION)  : 
p P pszTag  = "PR_L0CATI0N"; 

case  PROP_ID(PR_MAIL_PERMISSION)  : 
p P pszTag  = "PR_HAIL_PERMISSION"; 

case  PROP_IDCPR_MHS_COMHON_NAME)  : 
p P pszTag  = "PR_HHS_COnMON_NAME"; 

case  PROP_ID(PR_ORGANIZATIONAL_ID_NUMBER)  : 
p P pszTag  = "PR_ORGANIZATIONAL_ID_NUMBER"; 

case  PROP_ID(PR_SURNAME)  : 
p P pszTag  = " PR_S U RN AM E " ; 

case  PROP_ID(PR_ORIGINAL_ENTRYID)  : 
p P pszTag  = " PR_0RI G I N A L_ENTR YI D " ; 

case  PROP_ID(PR_ORIGINAL_DISPLAY_NAME)  : 
p P pszTag  = "PR_ORIGINAL_DISPLAY_NAME"; 

case  PROP_ID(PR_ORIGINAL_SEARCH_KEY)  : 
p P pszTag  = " PR_0 R I G I N A L_S E AR C H_KE Y " ; 

case  PROP_ID(PR_POSTAL_ADDRESS)  : 
p P pszTag  = " P R_P0 ST A L_ A D D R E S S " ; 

case  PROP_ID(PR_COMPANY_NAME)  : 
p P pszTag  = " P R_ C OM P A N Y_N AM E " ; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 
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case  PROP_ID(PR_TITLE)  : 
n n pszTag  = "PR_TITLE"; 

case  PROP_ID(PR_DEPARTMENT_NAME)  : 
n n pszTag  = " P R_ D E P ARTM E NT_N AM E " ; 

case  PROP_ID(PR_OFFICE_LOCATION)  : 
n n pszTag  = " P R_0 F F I C E_ LO C AT  I 0 N " ; 

case  PROP_ID(PR_PRIHARY_TELEPHONE_NUMBER)  : 
n n pszTag  = " P R_ P R I H A R Y_T E LE PH  ON E_N UHB E R " ; 

case  PR0P_ID(PR_0FFICE2_TELEPH0NE_NUHBER)  : 
n n pszTag  = " PR_0  F F I C E 2_T  E L E PH  0 N E_N  UMB  E R " ; 

case  PROP_ID(PR_CELLULAR_TELEPHONE_NUMBER)  : 
n n pszTag  = " PR_ C E LLU L A R_T E L E P H ON E_NUMB E R " ; 

case  PROP_IDCPR_RADIO_TELEPHONE_NUMBER)  : 
n a pszTag  = "PR_RADIO_TELEPHONE_NUMBER"; 

case  PROP_ID(PR_CAR_TELEPHONE_NUHBER)  : 
a a pszTag  = " PR_C AR_T E LE PH  ON E_NUHBE R " ; 

case  PROP_ID(PR_OTHER_TELEPHONE_NUHBER)  : 
a a pszTag  = " PR_OT  H E R_T  E LE  P H ON  E_N  UMB  E R " ; 

case  PROP_ID(PR_TRANSMITABLE_DISPLAY_NAME)  : 
a a pszTag  = " P R_T R A N S M I T AB L E_ D I S P L A Y_N AM E " ; 

case  PROP_IDCPR_BEEPER_TELEPHONE_NUMBER)  : 
a a pszTag  = " PR_B E E PE R_T E LE P H ON E_N UMB E R " ; 

case  PROP_ID(PR_USER_CERTIFICATE)  : 
a a pszTag  = " P R_U S E R_ C E RT I F I C AT E " ; 

case  PROP_ID(PR_PRIHARY_FAX_NUHBER)  : 
a a pszTag  = " PR_ P R I H A R Y_ F AX_N UHBE R ” ; 

case  PROP_ID(PR_BUSINESS_FAX_NUMBER)  : 
a a pszTag  = "PR_BUSINESS_FAX_NUMBER"; 

case  PROP_ID(PR_HOHE_FAX_NUMBER)  : 
a a pszTag  = " PR_HOHE_ F AX_NUHBER" ; 

case  PROP_ID(PR_COUNTRY)  : 
a a pszTag  = " PR_COUNTR Y" ; 

case  PROP_ID(PR_LOCALITY)  : 
a a pszTag  = " PR_ LO C A LI T Y " ; 

case  PROP_ID(PR_STATE_OR_PROVINCE)  : 
a a pszTag  = " PR_S T AT E_OR_ PRO V I N C E " ; 

case  PROP_IDCPR_STREET_ADDRESS)  : 
a a pszTag  = " PR_S T R E ET_ A D D R E S S " ; 

case  PROP_ID(PR_POSTAL_CODE)  : 
a a pszTag  = " PR_PO ST A L_ C 0 D E " ; 

case  PROP_ID(PR_POST_OFFICE_BOX)  : 
a a pszTag  = " PR_P0 ST_0 F F I C E_BOX " ; 

case  PROP_ID(PR_TELEX_NUMBER)  : 
a a pszTag  = " P R_T E LEX_NUMBE R " ; 

case  PR0P_ID(PR_1SDN_NUMBER)  : 
a a pszTag  = " P R_ I S D N_NUMB E R " ; 

case  PROP_ID(PR_ASSISTANT_TELEPHONE_NUMBER)  : 
a a pszTag  = " PR_  A S S I ST  ANT_T  E LE  PHON  E_N  UMB  E R " ; 

case  PROP_ID(PR_HOME2_TELEPHONE_NUMBER)  : 
a a pszTag  = " P R_H OM E 2_T E L E P H ON E_NUMB E R " ; 

case  PROP_ID(PR_ASSISTANT)  : 
a a pszTag  = "PR_ASSISTANT"; 

case  PROP_ID(PR_SEND_RICH_INFO)  : 
a a pszTag  = "PR_SEND_RICH_INFO"; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


Q 


//  Profile  section  properties 
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n case  PROP_I D ( PR_STORE_PROVI DERS ) : 

n n pszTag  = " P R_ STO R E_PRO V I D E R S " ; 

case  PROP_ID(PR_AB_PROVIDERS)  : 
n n pszTag  = " PR_ AB_PR0 V I D E R S " ; 

case  PR0P_I D C PR_TRANSPORT_PROVI DERS  ) : 
n n pszTag  = " P R_T R AN S PO RT_ P RO V I D E R S " ; 

case  PROP_ID(PR_DEFAULT_PROFILE)  : 
n n pszTag  = " PR_ D E F A U LT_PR 0 F I LE  " ; 

case  PROP_ID(PR_AB_SEARCH_PATH)  : 
n n pszTag  = " PR_ AB_ S E A R C H_ P ATH " ; 

case  PROP_ID(PR_AB_DEFAULT_DIR)  : 
n n pszTag  = "PR_AB_DEFAULT_DIR"; 

case  PROP_ID(PR_AB_DEFAULT_PAB)  : 
n n pszTag  = " PR_ AB_ D E F AU LT_P AB " ; 

case  PROP_ID(PR_FILTERING_HOOKS)  : 
n a pszTag  = " P R_ F I LT E R I NG_ H 00 KS " ; 

case  PROP_ID(PR_SERVICE_NAHE)  : 
n n pszTag  = " PR_ S E R V I C E_N AM E " ; 

case  PROP_IDCPR_SERVICE_DLL_NAME)  : 
n n pszTag  = " PR_ S E R V I C E_ D LL_N AH E " ; 

case  PROP_ID(PR_SERVICE_ENTRY_NAHE)  : 
n n pszTag  = "PR_SERVICE_ENTRY_NAME"; 

case  PROP_ID(PR_SERVICE_UID)  : 
n n pszTag  = " PR_ S E R V I C E_U I D " ; 

case  PROP_ID(PR_SERVICE_EXTRA_UIDS)  : 
n n pszTag  = " PR_ S E R V I C E_ EXT R A_U I D S " ; 

case  PROP_ID(PR_SERVICES)  : 
a a pszTag  = " PR_S E R V I C E S " ; 

case  PROP_ID(PR_SERVICE_SUPPORT_FILES)  : 
n a pszTag  = " PR_ S E R V I C E_ S U PPO RT_ F I LE S " ; 

case  PROP_ID(PR_SERVICE_DELETE_FILES)  : 
a a pszTag  = " PR_ S E R V I C E_D E LET E_ F I LE S " ; 

case  PROP_ID(PR_AB_SEARCH_PATH_UPDATE)  : 
n a pszTag  = " P R_ AB_ S E A R C H_ P ATH _U PD AT E " ; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


n //  Status  object  properties 


n case  PRO P_ I D ( P R_ I D E NT  I T Y_ D I S P LA Y ) : 

n n pszTag  = " PR_ I D E NT  I T Y_ D I S P L A Y " ; break; 

case  PROP_ID(PR_IDENTITY_ENTRYID)  : 

n n pszTag  = " PR_ I D E NT  I T Y_ E NT R Y I D " ; break; 

case  PR0P_I D ( PR_RESOURCE_HETHODS ) : 

n n pszTag  = " PR_R E S 0 U R C E_M ET H 0 D S " ; break; 

case  PROP_ID(PR_RESOURCE_TYPE)  : 

n n pszTag  = " P R_ R E S OU R C E_T Y P E " ; break; 

case  PROP_ID(PR_STATUS_CODE)  : 

n n pszTag  = " P R_ S T ATU S_C 0 D E " ; break; 

case  PR0P_I D C PR_I DENTITY_SEARCH_KEY)  : 

n n pszTag  = " PR_ I D E NT  I T Y_S E AR C H_KE Y " ; break; 

case  PROP_IDCPR_OWN_STORE_ENTRYID)  : 

n n pszTag  = " PR_0 WN _S TOR E_ ENT R Y I D " ; break; 

case  PROP_IDCPR_RESOURCE_PATH)  : 

n n pszTag  = " P R_R E S OU R C E_P AT H " ; break; 

case  PROP_ID(PR_STATUS_STRING)  : 

n n pszTag  ="PR_STATUS_STRING";  break; 

case  PROP_ID(PR_X400_DEFERRED_DELIVERY_CANCEL)  : 

a a pszTag  = " PR_X400_ D E F E R R E D_ D E LI  V E R Y_ C AN C E L " ; break; 
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case  PROP_ID(PR_HEADER_FOLDER_ENTRYID)  : 
n n pszTag  = " PR_H E A D E R_ F 0 LD E R_ ENT R Y I D ” ; break; 

case  PROP_ID(PR_REMOTE_PROGRESS)  : 

n B pszTag  = " P R_R EHOT E_PROG R E S S " ; break; 

case  PROP_ID(PR_REHOTE_PROGRESS_TEXT)  : 

B B pszTag  = " PR_ R EMOTE_PROG R E S S_T E XT " ; break; 

case  PROP_IDCPR_REMOTE_VALIDATE_OK)  : 

B B pszTag  = " PR_REHOTE_VALI DATE_OK" ; break; 


B //  Display  table  properties 

B case  PROP_IDCPR_CONTROL_FLAGS)  : 

B B pszTag  = "PR_CONTROL_FLAGS"; 

case  PROP_ID(PR_CONTROL_STRUCTURE)  : 

B B pszTag  = " P R_C ONT RO L_ST RU C TU R E " ; 
case  PROP_ID(PR_CONTROL_TYPE)  : 

B B pszTag  = " PR_CONTROL_TYPE " ; 
case  PROP_ID(PR_DELTAX)  : 

B B pszTag  = "PR_DELTAX"; 

case  PROP_ID(PR_DELTAY)  : 

B B pszTag  = "PR_DELTAY"; 

case  PROP_ID(PR_XPOS)  : 

B B pszTag  = "PR_XPOS"; 

case  PROP_ID(PR_YPOS)  : 

B B pszTag  = "PR_YP0S"; 

case  PR0P_ID(PR_C0NTR0L_ID)  : 

B B pszTag  = "PR_CONTROL_ID"; 

case  PROP_ID(PR_INITIAL_DETAILS_PANE)  : 

B B pszTag  = "PR_INITIAL_DETAILS_PANE"; 


break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 

break; 


default  : 

wsprintf  (szUnkTag,  "UNKNOWN  P RO P_ I D ( u I P r o pTa g ) ) ; 

pszTag  = szUnkTag; 

break; 

} 

char  * pszType; 

char  szUnkTypeC323; 

switch  (PROP_TYPE(ulPropTag) ) 

{ 


case 

PT_ 

UNSPECIFIED  : 

pszType 

= 

"PT_ 

UNSPECIFIED' 

; break; 

case 

PT_ 

NULL  : 

pszT  ype 

= 

"PT_ 

NULL"; 

break; 

case 

PT_ 

SHORT  : 

pszType 

= 

"PT_ 

SHORT"; 

break; 

case 

PT_ 

LONG  : 

pszType 

= 

"PT_ 

LONG"; 

break; 

case 

PT_ 

FLOAT  : 

pszT  ype 

= 

"PT_ 

FLOAT"; 

break; 

case 

PT_ 

DOUBLE  : 

pszT  ype 

= 

"PT_ 

DOUBLE"; 

break; 

case 

PT_ 

CURRENCY  : 

pszType 

= 

"PT_ 

CURRENCY"; 

break; 

case 

PT_ 

APPTIHE  : 

pszT  ype 

= 

"PT_ 

APPTIHE"; 

break; 

case 

PT_ 

ERROR  : 

pszT  ype 

= 

1 

1- 

0. 

ERROR"; 

break; 

case 

PT_ 

BOOLEAN  : 

pszT  ype 

= 

"PT_ 

BOOLEAN"; 

break; 

case 

PT_ 

OBJECT  : 

pszT  ype 

= 

"PT_ 

OBJECT"; 

break; 

case 

PT_ 

18  : 

pszT  ype 

= 

"PT_ 

•s 

00 

break; 

case 

PT_ 

STRING8  : 

pszT  ype 

= 

"PT_ 

STRING8"; 

break; 

case 

PT_ 

UNICODE  : 

pszT  ype 

= 

"PT_ 

UNICODE"; 

break; 

case 

PT_ 

SYSTIME  : 

pszT  ype 

= 

"PT_ 

SYSTIME"; 

break; 

case 

PT_ 

CLSID  : 

pszT  ype 

= 

"PT_ 

CLSID"; 

break; 

case 

PT_ 

BINARY  : 

pszT  ype 

= 

1 

1- 

Qu 

BINARY"; 

break; 
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default  : 

wsprintf  (szUnkType,  "UNKNOWN  (Zx)",  PROP_TYPE(uLPropTag)); 

pszType  = szUnkType; 

break; 

> 

char  message  C1E8D; 

n int  cch  = wsprintfCmessage,  "Tag;  Zs  Type:  Zs\r\n",  pszTag,  pszType); 
OutputDebugStringCmessage); 

} 

#end  i f 

#if  d e f i ne d ( _ D EBU G ) 

void  xxxCLPEXCHEXTCALLBACK  peecb) 

{ 

n IMessage*  pmsg; 

n HRESULT  hr  = peecb->GetObject(NULL,  (IMAPIProp**)&pmsg); 
n assertCSUCCEEDED(hr)); 
n ULONG  cprp; 
n SPropVaLue*  pprp; 

n hr  = pmsg ->G e t P r op s C N U LL,  0,  Scprp,  Spprp); 
n assert(SUCCEEDED(hr)); 
n while  (cprp — > 0) 
n { 

n n SPropValue*  pprpHere  = pprp+cprp; 
n n D ump P r o pTa g ( pp r p H e r e->u I P r opTa g ) ; 
n > 

n M A PI F r e e Bu f f e r ( pp r p ) ; 
n pmsg->Re I ea s e C ) ; 

} 

#end i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


#i nc  Lude 

"stdinc.h" 

#incLude 

<i 0 . h> 

#i nc  Lude 

<fcntL.h> 

#incLude 

<sys/types.h> 

#i nc  L ude 

<sys/stat . h> 

#inc  Lude 

"pgpexch.h" 

#incLude 

" u i . h " 

#incLude 

" assert. h" 

#i nc  Lude 

"resource. h" 

#i nc  Lude 

" re_i 0 . h " 

/tincLude 

"outLook.h" 

#incLude 

" Ex c h Key  DB . h " 

#i nc  Lude 

"config.h" 

#incLude 

"pgpTypes.h" 

#i nc  Lude 

"pgpKeyDB.h" 

#i nc  L ude 

"pgpMem. h" 

#incLude 

"PGPcomdLg.h" 

#i nc  Lude 

" PGPRe  c i p . h " 

/tincLude 

" PGPPh  ra  se . h " 

#incLude 

"spgp.h" 

//#incLude  "pgpVersion.h" 

#incLude  "BLockUtiLs.h" 

//  Used  by  assert()  and  other  code  of  Last  resort 

const  char  SzDefauLtCaptionCD  = "PGP  PLugin  for  Exchange"; 

//  The  version  that  went  out  with  Win95  is  410;  with  Exchange  Server,  837. 
//  (RC1  used  611;  RC2  used  736.3.) 

//  The  Windows  95  Messaging  Update  is  839. 

^define  L A ST_BU I LD_S U PPORT E D 994 

//  Other  vaLues  returned  by  I E x c h Ex t C a L L ba c k : : G e t Ve r s i on 
//  Microsoft  Exchange  4.0  is  0x01??0400 

^define  C U RR E NT_ P RO D U CT_C 0 D E 0x01000000 
#define  LAST_MAJ VER_SUPPORTED  0x00000400 
^define  LAST_MINVER_SUPPORTED  0x00000000 

//  ModuLe  LocaL  decLarations 

extern  "C"  lExchExt*  CALLBACK  ExchEntryPointC); 
static  HWND  FindMessageWindowCIExchExtCaLLback*  pmecb); 

BOOL  CALLBACK  ReportChiLdrenCHWND  hwnd,  LPARAM  LParatn); 
static  BOOL  I s E x c h E x t U i t h i nOu t L oo k ( I E x c h E x t C a L L ba c k*  peecb); 
static  void  H e x D ump ( H U N D hwnd,  char  *szMessage,  int  nLength); 

typedef  struct  f 
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n n HWND  hwndFound; 

n n i nt  yMax; 

} FindStruct; 

class  CExtlmpL  : public  lExchExt, 

n I Ex c h Ex t P rope r t y S h ee t s , I E x c h Ex t Me s s a g e E ve n t s , 

n I E X c h E X t C omma n d s , I Ex c h E x t A 1 1 a c h ed F i I e E ve n t s 

{ 

public: 

CExtlmplC); 
n "CExtlmplC); 

n //  The  methods  of  IUnknown 

STDMETHODIHP  Qu e ry I n t e r f a c e ( R E F 1 1 D riid,  void**  ppvObj); 
inline  ST  DM  ET  H 0 D I M P_  ( U LO  N G ) AddRefO 
a { ++_cRef;  return  _cRef;  I 
inline  ST DMETHO D I MP_ ( U LONG ) Release!) 

{ ULONG  ulCount  = --_cRef; 

if  (lulCount)  { delete  this;  } 
return  ulCount; 

> 

n //  The  methods  of  lExchExt 

STDMETHODIMP  I n s t a I I ( I E x c h Ex t C a I I ba c k*  pmecb, 

ULONG  mecontext,  ULONG  ulFlags); 

n //  The  methods  of  I E x c h Ex t P r o pe r t y S h ee t s 

STDMETHODIMP_(ULONG)  Ge t Ma x Pa g e C ou n t ( U LO NG  ulFlags); 

STDMETHODIHP  G e t Pa g e s ( I Ex c h E x t C a I I ba c k*  peecb, 

ULONG  ulFlags,  LPPRO PS H E ETP AG E ppsp, 
n n H n n n ULONG*pcpsp); 

STDHETHODIMP_(VOID)  F r e e Pa g e s ( LPPROPS H E ET P AG E ppsp,  ULONG  ulFlags, 

ULONG  cpsp); 

n //  The  methods  of  I Ex c h E x t He s s a g e E ven t s 

STDMETHODIHP  0 n R e a d ( I E x c h Ex t C a I I ba c k*  Ipeecb); 

STDMETHODIHP  0 n R e a d C omp I e t e C I E x c h E x t C a I I ba c k*  Ipeecb,  ULONG  ulFlags); 
STDMETHODIHP  On U r i t e ( I E x c h E x t C a I I ba c k*  Ipeecb); 

STDMETHODIHP  On W r i t e C omp I e t e ( I E x c h Ex t C a I I ba c k*  Ipeecb,  ULONG  ulFlags); 
STDMETHODIHP  On C h e c kNa me s ( I E x c h E x t C a I I ba c k*  Ipeecb); 

STDMETHODIHP  On C h e c kNa me s C omp  I e t e ( I E x c h E x t C a I I ba c k*  Ipeecb, 
nnnnnnnnna  ULONG  ulFlags); 

STDMETHODIHP  On S ubm i t ( I E x c h Ex t C a I I ba c k*  Ipeecb); 

STDMETHODIHP_( VOID)  0 n S u bm i t C omp  I e t e ( I E x c h Ex t Ca I I ba c k*  Ipeecb, 
nnannaannan  ULONG  ulFlags); 

n //  The  methods  of  I Ex c h E x t C omma nd s 

STDMETHODIMP  I n s t a I I C omma nd s ( I E x c h Ex t C a I I ba c k*  pmecb, 

HWND  hwnd,  HMENU  hmenu, 

UINT  * cmdidBase,  LPTBENTRY  IptbeArray, 
UINT  ctbe,  ULONG  ulFlags); 

STDMETHODIMP  D o C omma nd C I E x c h E x t C a I I ba c k*  pmecb,  UINT  mni); 
STDMETHODIHP_(VOID)  I n i t H e n u ( I E x c h E x t C a I I ba c k*  pmecb); 
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STDHETHODIHP  H e L p ( I E x c h Ex t C a L L ba c k*  pmecb,  UINT  mni); 

STDHETHODIHP  Qu e ry H e L pTe x t ( U I NT  mni,  ULONG  uLFLags,  LPTSTR  sz,  UINT  c c h ) ; 
STDHETHODIMP  Qu e ry Bu 1 1 on  I n f o ( U LONG  tbid,  UINT  itbb,  LPTBBUTTON  ptbb, 

LPTSTR  Lpsz,  UINT  cch,  ULONG  uLFLags); 
STDMETHODIHP  Re s e t Too L ba r ( U LO NG  tbid,  ULONG  uLFLags); 

a II  The  methods  of  I E x c h Ex t A 1 1 a c h ed F i L e E v e n t s 

n STDMETHODIMP  0 n R e a d Pa 1 1 F r o m S z F i L e ( I A 1 1 a c h * LpAtt,  LPTSTR  LpszFiLe, 
nnnQDaannn  ULONG  uLFLags); 
n STDHETHODIMP  0 n W r i t e Pa 1 1 To S z F i L e ( I A 1 1 a c h * LpAtt,  LPTSTR  LpszFiLe, 
n n n n n n n n n n ULONGuLFLags); 
n STDMETHODIHP  Que ry D i s a L L ouOpe n Pa 1 1 ( I A 1 1 a c h * LpAtt); 

STDHETHODIHP  OnOpe n Pa 1 1 ( I A 1 1 a c h * LpAtt); 
n STDMETHODIMP  OnOpe n S z F i L e ( LPT S T R LpszFiLe,  ULONG  uLFLags); 


private: 


ULONGn 

_ c Re f ; 

//  Set 

in  InstaLL. 

UINTn 

_context;n  n 

n 

// 

The 

context  of  the  current  instance 

BOOLn 

_fOLdEEHE;n  n 

Q 

// 

Set 

if  oLd  styLe  I E x c h Ex t Me s s a g e E ven t : 

BOOLn 

_f Out  L ook; n n 

n 

// 

Set 

if  0utLook97  is  being  used 

HWNDn 

_hwndRE;n  n 

0 

// 

The 

richedit  controL  on  a note  form 

HWNDn 

_hwndHessage;n 

0 

// 

Window  containing  message 

//  Set 

in  OnSubmit  and 

OnSubmitCompLete. 

BOOL 

_f InSubmi tState 

// 

Set 

if  in  a submission. 

n //  Set  on  the  first  pass  through  InitHenu. 

n BOOLn  _f I n i t He n uOn c e ; nn  //  FLag  as  to  whether  the  above  is 

nnnnnnnn//  initiaLized  yet. 

n //  Set  in  I n s t a L L C omma nd s . 

n //  PGP  menu  on  menu  bar 

n HMENU  _hmenuPGP; 

n //  Menu  and/or  button  command  ID's 


0 

UINTn 

_cmdi dSi gn; 

0 

UINTn 

_cmdidSignNow; 

0 

UINTn 

_cmdidEncrypt; 

O 

UINTn 

_cmdidEncryptNow; 

0 

UINTn 

_cmdidEncryptSign; 

0 

UINTn 

_cmdidDecrypt; 

0 

UINTn 

_cmdidAddKey; 

0 

UINTn 

_cmdidPgpKeys; 

O 

UINTn 

_cmdidPrefs; 

0 

UINTn 

_cmdidHeLp; 

0 

UINTn 

_cmd i dAbout ; 

n //  Button  bitmap  ID's 
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El 

UINTn 

_i tbmSign; 

Q 

UINTn 

_i tbmS i gnNow ; 

Q 

UINTn 

_itbmEncrypt; 

□ 

UINTn 

_itbmEncryptNow; 

□ 

UINTn 

_itbmEncryptSign; 

Q 

UINTn 

_itbmDecrypt; 

n 

UINTn 

_i tbmAddKey; 

a 

UINTn 

_i  tbmPgpKeys; 

a 

//  Button  id's 

a 

UINTn 

_itbbSign; 

n 

UINTn 

_itbbSignNow; 

a 

UINTn 

_itbbEncrypt; 

a 

UINTn 

_i tbbEncryptNow; 

B 

UINTn 

_itbbEncryptSign; 

B 

UINTn 

_itbbDecrypt; 

B 

UINTn 

_i  tbbAddKey; 

B 

UINTn 

_itbbPgpKeys; 

B 

//  Toolbar  handles 

B 

HWNDn 

_hwndSendToolbar; 

B 

HWNDn 

_hwndReadToolbar; 

B 

//  Message  flags 

B 

BOOLn 

_b  S i g n ; 

B 

BOOLn 

_bEncrypt; 

B 

BOOLn 

_bUseHIME; 

n //  Attachment  variables 

n UINTn  _nAttachNum; 

o char  *n  _szSig; 

H //  Set  in  either  or  both  of  InitMenu  and  On R e a d C omp L e t e . 

n CMsgType  _msgtype;n  n n //  Type  of  message,  analyzed  at  note-read  time. 

>; 


//  Implementation  follows 
//  DLL  entry  point 

BOOL  WINAPI  Dl  IHai nCHINSTANCE  hinstDll,  DWORD  fdwReason,  LPVOID) 

{ 

n if  ( DLL_PROCESS_ATTACH  ==  fdwReason) 
n { 

n n //  Make  sure  the  PGP  plugin  hasn't  expired 
n n if  ( PGPcomd I g I s Exp i r ed ( NU LL ) ) 
n n n return  FALSE; 

n n C U I Common  : : I n i t ( h i n s t D I I ) ; 
n n pgpLiblnitC); 
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n > 

a if  (DLL_PROCESS_DETACH  ==  fdwReason) 
n { 

n n while  ( PG P Pu rg e C a c h e d P h r a s e ( ) | | PG PPu r g e S i g n C a c h e d P h r a s e ( ) ) 

n n { 

n n n SLeep(250); 

n n } 

a n pg p Li bC L ea nup ( ) ; 

n > 

n return  TRUE; 

} 


//  Exchange  client  extension  entry  point 

lExchExt*  CALLBACK  Ex c h En t ry Po i n t ( ) 

{ 

n return  new  CExtlmpl; 

} 


CExtlmpl: :CExtlmpl() 
n : _cRef(1),  _context{0), 

n _fOldEEHEC FALSE),  _f I n S u bm  i t S t a t e ( F A LS E ) , 

n _f I n i t M e n uOn c e ( F A LS E ) , 

n _hwndRE(NULL),  _msgtype() 

{ 

n _hmenuPGP  = NULL; 

> 


CExtlmpl: :“CExtImpl{) 

{ 

n i f (_hmenuPGP) 
n n De s t r oy He n u ( _ hmen uPG P ) ; 

} 


STDHETHODIHP  C Ex 1 1 mp I : : 9u e r y I n t e r f a c e ( R E F 1 1 D riid,  void**  ppvObj) 

{ 

*ppvObj  = NULL; 

HRESULT  hr  = S_0K; 
n IUnknown*  punk  = NULL; 

if  ((  IID_IUnknown  ==  riid)  ||  ( IID_IExchExt  ==  riid)  ) 

{ 

punk  = ( I Ex c h Ext  * ) t h i s ; 

> 

else  if  ( 1 1 D_I Ex c h Ex t Prope r t y S h ee t s ==  riid) 

{ 

punk  = ( I E X c h E X t P r op e r t y S h e e t s * ) t h i s ; 

> 

else  if  ( 1 1 D_I Ex c h Ex t Mes sag e E ven t s ==  riid) 

{ 

punk  = ( I E X c h Ex t Me s s a g e E V e n t s * ) t h i s ; 
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} 

else  if  ( 1 1 D_ I Ex c h Ex t Commands  ==  riid) 

{ 

punk  = (IExchExtCommands*)this; 

> 

else  if  ( 1 1 D_ I E X c h E X t A 1 1 a c h ed F i L e E V e n t s ==  riid) 
{ 

punk  = ( I E X c h E X t A t t a c h e d F i L e E V e n t s * ) t h i s ; 

} 

else 

hr  = E_NOINTERFACE; 

n if  (NULL  !=  punk) 
n { 

n n *ppvObj  = punk; 

n n AddRefC); 

n } 

return  hr; 

} 


ST  DM ETH 0 D I M P C E x 1 1 mp L : : I n s t a L L ( I E x c h E x t C a L L b a c k * peecb,  ULONG  eecontext, 
n n n n n n n ULONG  ulFLags) 

{ 

n static  BOOL  fWarnOnce  = FALSE; 
n static  BOOL  f H i n o r Bu i L d 0 k = FALSE; 

ULONG  u LBui  LdVer; 
n ULONG  u L P r o d u c t V e r ; 

HRESULT  hr; 

_context  = eecontext; 
n CUICommon  ui  ; 


// 

Ensure  that  this  is  the  right  version. 

n 

h r 

= peecb->GetVersion(&uLProductVer,  E E C BG V_G ET V I RTU A LV E R S I ON ) 

n 

i f 

(SUCCEEDED(hr)  ) 

D 

n 

hr  = peecb->GetVersion(SuLBui LdVer,  E E C BG V_G ETBU I LD V E R S 1 0 N ) 

Q 

if 

( FAILED(hr)  ) 

n 

i 

n 

u 

ui .Hessage(IDS_E_NOVERSION); 

n 

n 

return  S_FALSE; 

n 

> 

if 

( (CURRENT_PRODUCT_CODE  != 

□ 

Q 

(uLProductVer  S E E C BG V_ V E R S I 0N_P RO DU CT_ 

MASK) ) 

Q 

Q 

1 1 

O 

O 

(EECBGV_BUILDVERSION_MAJOR  != 

n 

n 

(uLBuiLdVer  & E E C BG V_BU I L D V E R S I 0N_M A J 0 R 

_HASK) ) ) 

□ 

{ 

n 

n 

//  The  first  time,  explain  why  we  aren' 

t loading. 

n 

n 

//  Subsequently,  remain  silent. 

tt 

Q 

if  (tfWarnOnce) 

n 

n 

{ 

n 

n 

a fWarnOnce  = TRUE; 
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□ 

n 

B 

ui. Message (IDS_E_INCOHPATIBLE_VERSION); 

tt 

n 

> 

return  S_FALSE; 

□ 

> 

n 

i f 

( ( LAST_MAJ VER_SUPPORTED  < 

n 

a 

(uLProductVer  S EECBGV_VERSION 

_MAJOR 

_MASK) ) 

n 

n 

1 1 

n 

D 

( LAST_MINVER_SUPPORTED  < 

□ 

n 

(uLProductVer  & E E C BG V_V E R S I ON 

_HINOR 

_MASK) ) 

n 

n 

1 1 

n 

n 

{LAST_BUILD_SUPPORTED  < 

n 

n 

(uLBuildVer  & E E C BG V_BU I LD V E RS I ON_H I N 0 R_H A S K ) ) 

n 

i 

n 

□ 

// 

The  first  time,  make  a note 

of  it 

n 

n 

// 

Subsequently,  abide  by  the 

user's 

decision. 

n 

n 

i f 

( IfUarnOnce) 

n 

□ 

{ 

n 

B 

a 

fWarnOnce  = TRUE; 

Q 

B 

a 

fMinorBuildOk  = 

a 

B 

n 

B (ui .auery(IDS_Q_LATER_ 

BUILD, 

MB_YESNO) 

u 

B 

} 

n 

B 

i f 

( ! fMinorBui LdOk) 

n 

B 

n 

return  S_FALSE; 

n 

> 

I DYES); 


n //  Check  to  see  if  we're  running  0utLook97 
n _fOutLook  = I s Exc h Ex t U i t h i nOu t L 00 k ( pee cb ) ; 

n BOOL  fFindRE  = FALSE;  //  Set  if  it  needs  to  find  the  RE. 

switch  (eecontext) 

{ 

n case  E E C ONT EXT_ S E N D PO STM E S S AG E : 
n case  E E C ONTEXT_S E N DNOT EH E S S AG E : 
n case  E E C ONTEXT_ R E A DNOT EM E S S AG E : 
n case  E E C ONTEXT_R E A D PO STM E S S AG E : 

//n  n fFindRE  = TRUE; 

B B hr=S_OK; 

B n break; 

case  EECONTEXT_PROPERTYSHEETS : 

B n //To  get  the  property  page 

hr  = S_OK; 
break; 


B 

case 

EECONTEXT 

_VIEWER: 

B 

B 

hr  = S_OK; 

B 

B 

break; 

B 

case 

EECONTEXT 

_READREPORTHESSAGE 

B case  EECONTEXT_SENDRESENDMESSAGE: 
default : 

hr  = S_FALSE; 
break; 

> 
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//  Make  a note  of  pre-RCI  builds, 

//  in  which  the  I E x c h E x t Me s s a g e E ve n t sequence  differed  on  reply  notes. 
_fOldEEME  = ( (EECBGV_BUILDVERSION_MINOR_MASK  S ulBuildVer)  < 611); 
return  hr; 

} 

STDMETHODIMP_(ULONG)  C Ex  1 1 tnp  I : : G e t Ma  x Pa  g e C ou  n t ( U LONG  ulFlags) 

{ 

n //  In  a message.  Exchange  is  calling  the  extension  once  for 

n //  p r ope r t y s h e e t s , and  once  for  the  note  form.  Respond  only 

n II  once. 

□ 

n if  (_context  !=  E E C 0 NT EXT_PR0 P E RT Y S H E ET S ) 
n n return  0; 

n II  Note  that  "ulFlags"  is  actually  an  opcode,  not  a word  of 
n //  flags. 

n if  (ulFlags  ==  E E PS_T00 LS 0 PT I 0 N S ) 
n n return  1 ; 

n //  Ignore  all  other  property  sheets. 

n return  0; 

> 


STDMETHODIMP  C E x 1 1 mp I : : G e t P a g e s ( I E X c h E X t C a I I b a c k * peecb, 
n ULONG  ulFlags,  LPPRO P S H E ET P AG E ppsp,  ULONG  * pcpsp) 

{ 

n if  C_context  !=  E E C ON T E XT_ P RO P E RT Y S H E ET S ) 

H n return  S_FALSE; 

n if  (ulFlags  !=  E E PS_T00 LS 0 PT 1 0 N S ) 
n n return  S_FALSE; 

ppspEO: . dwSi ze  = sizeof  ( PRO  PS H E ET P AG E ) ; 

ppspC0] . dwF lags  = PS P_ D E F AU LT | PS P_ H A S H E LP; 

pp s p C 0 ] . h I n s t a n c e = C U I C ommon : : G e t H i n s t ( ) ; 

ppspC0] . pszTemplate  = M AKE I NT R E S OU R C E ( I D 0_H A I N PRO P ) ; 

ppspC01 . h I con  = NULL;  //  not  used  in  this  sample 

ppspC0].pszTitle  = NULL;  //  not  used  in  this  sample 

ppspC0].pfnDlgProc  = (DLGPROC)HainPropPageDlgProc; 

a II  Give  the  property  page  a reference  to  the  session  to  use. 

n IMAPISession*  psess; 

n HRESULT  hr  = p e e c b->G e t S e s s i on ( &p s e s s , NULL); 

D if  (FAILED(hr)) 
n { 

n n GUI  Common (). Message (I DS_E_N0SESSI0N); 

a n return  S_FALSE; 

n } 

ppsp[!0].lParam  = (DWORD)psess;  //  Inherits  AddRef  in  GetSession. 
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ppspCOD . pf nCa L Lback  = NULL; 

ppspCOD . pcRef Pa  rent  = NULL;  //  Not  used  in  this  sample 
*pcpsp  = 1;  //  Only  a single  page 
return  S_0K; 

} 


STDHETHODIHP_(VOID)  C Ex t I mp I : : F r e e Pa g e s ( LP PRO P S H E ET P AG E ppsp, 
nnnnnnnnnn  ULONG  ulFlags,  ULONG  cpsp) 
{ 

n if  (_context  !=  E E CONT E XT_P R OP E RT Y S H E ET S ) 
n n return; 

n if  (ulFlags  !=  E E PS_TOO LSO PT I ON S ) 

n n return; 

n //  Release  the  session  reference  that  the  property  page  held. 

n I M A P I S e s s i o n*  psess  = ( I H API Ses s i on* ) ppsp CO] . I Pa r am; 

a psess ->Release(); 

} 


STDMETHODIHP  C E x 1 1 mp I : : On  Rea d ( I Ex c h E x t C a I I ba c k*  peecb) 

{ 

a HUND  hwnd; 
n TCHAR  s zT i t I e [ 2 00 ] ; 

n peecb->GetWindow(8hwnd); 
n i f ( ! hwnd ) 

n n hwnd  = GetTopWindow(NULL); 

a G e t S t r i ng C s z T i 1 1 e , s i z eo f ( s zT i t I e ) / s i z eo f ( T C H A R ) , IDS_TITLE); 


n switch  (_context) 
n { 

n case  EECONTEXT  S EN ONOT EM E S S AG E : 


Q 

B 

n 

B 

B 

BOOL  fAddButtons  = TRUE; 

a 

B 

B 

i nt 

nNumBut  tons; 

n 

B 

B 

1 n t 

nl ndex ; 

n 

B 

B 

TBBUTTON  tbbNewCS]; 

n 

B 

B 

TBBUTTON  tbbCheck; 

a 

B 

B 

a 

B 

B 

// 

Check  to  make  sure  the  buttons 

aren't  already 

on  the  toolbar 

Q 

B 

B 

nNumButtons  = S e ndM e s s a g e ( _ h wn d S e ndToo  1 ba r , TB_BUTTONCOUNT,  0,  0) 

n 

B 

B 

for 

(nlndex=0;  n I nd ex<n N umBu t t on s ; 

nlndex++) 

n 

B 

B 

B 

B 

B 

B 

SendMessage(_hwndSendToolbar, 

TB_GETBUTTON, 

(WPARAH)  nindex. 

B 

B 

B 

B 

a a n (LPARAM)  &tbbCheck); 

B 

B 

B 

B 

//  If  a button  exists  with  the 

same  bitmap  ID  and  command  ID 

B 

B 

B 

B 

//  as  the  Encrypt  button,  odds 

are  good  that 

the  button  is 

B 

B 

B 

B 

//  already  on  the  toolbar 

B 

B 

B 

B 

if  ( ( t bbC h e c k . i B i t ma p ==  (int) 

_itbmEncrypt) 

&& 
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a 

B 

B 

B 

n ( t bb C h e c k . i d C omma n d ==  ( i n t ) _ c md i d E n c ry p t ) ) 

□ 

B 

fl 

B 

{ 

n 

fl 

B 

B 

n fAddButtons  = FALSE; 

□ 

fl 

B 

B 

n nindex  = nNumButtons; 

□ 

B 

B 

fl 

> 

B 

B 

B 

> 

B 

B 

B 

i f 

(fAddButtons) 

B 

B 

fl 

{ 

B 

B 

B 

B 

t b bN  e w [ 0 3 . i B i t ma  p = 0; 

B 

B 

fl 

B 

tbbNewC03 . i dCommand  = 0; 

B 

B 

B 

B 

tbbNewC0D.fsState  = 0; 

B 

B 

B 

B 

tbbNewi;0:  . f sSty  Le  = TBSTYLE_SEP; 

B 

B 

fl 

fl 

tbbNewlI0Il.dwData  = 0; 

B 

B 

B 

fl 

t bbN e w C 0 D . i S t r i ng  = -1; 

B 

B 

B 

B 

B 

B 

B 

tbbNewCID.iBitmap  = _itbmEncrypt; 

B 

B 

fl 

fl 

tbbNewCI 3 . i dCommand  = _cmdidEncrypt; 

B 

B 

B 

B 

tbbNewCI : . f sState  = TBSTATE_ENABLED; 

B 

B 

fl 

B 

tbbNewCI : . f sSty Le  = TBS T Y LE_C H E C K; 

B 

B 

B 

B 

tbbNewCID.dwData  = 0; 

B 

B 

B 

B 

tbbNewCID.iString  = -1; 

B 

B 

B 

B 

B 

B 

fl 

tbbNeHC2D.iBitmap  = _itbmSign; 

B 

B 

B 

B 

tbbNewC2] . i dCommand  = _cmdidSign; 

B 

B 

B 

B 

tbbNewC2: . f sState  = TB ST AT E_ E N AB L E D ; 

B 

B 

fl 

B 

tbbNew:23 . f sSty Le  = TBSTYLE_CHECK; 

B 

B 

B 

fl 

t bbN e w C 2 3 . d w D a t a = 0; 

B 

B 

B 

B 

tbbNewC23.iString  = -1; 

/ *B 

B 

fl 

B 

B 

B 

B 

tbbNewC33 . i Bi tmap  = _ i t bmEn c ry p t S i g n ; 

B 

B 

B 

fl 

tbbNewC33 . i dCommand  = _ cmd i d E n c r y p t S i g n ; 

B 

B 

B 

B 

tbbNewi:33  . f sState  = TBSTATE_ENABLED; 

B 

B 

fl 

fl 

tbbNewi:33  . f sSty  Le  = TBSTYLE_BUTTON; 

B 

B 

B 

B 

t bbNe w 1133  . dwDa  t a = 0; 

B 

B 

fl 

B 

t bbN e w C 3 3 . i S t r i ng  = -1; 

*/ 

B 

B 

fl 

B 

B 

B 

B 

tbbNewC33 . i Bi tmap  = 0; 

B 

B 

fl 

B 

t bbN e w E 3 3 . i d C omma nd  = 0; 

B 

B 

B 

B 

tbbNewC33 . f sState  = 0; 

B 

B 

B 

B 

tbbNew:33 . f sSty Le  = TBSTYLE_SEP; 

B 

B 

B 

B 

tbbNewC33.dwData  = 0; 

B 

B 

fl 

fl 

t bbN e w C 3 3 . i S t r i ng  = -1; 

B 

B 

B 

B 

B 

B 

fl 

tbbNewC43 . i Bi tmap  = _ i t bmPg pKey s ; 

B 

B 

B 

fl 

tbbNewC43 . i dCommand  = _cmdidPgpKeys; 

B 

B 

B 

B 

tbbNewC43 . f sState  = TBSTATE_ENABLED; 

fl 

B 

fl 

B 

tbbNew:43 . f sSty Le  = TB ST Y LE_BUTT0N  ; 

fl 

B 

fl 

B 

tbbNewE43.dwData  = 0; 

B 

B 

fl 

B 

t bbN e w C 4 3 . i S t r i ng  = -1; 

B 

B 

fl 

B 

B 

B 

B 

SendMes sage ( _h wnd SendToo L ba r , TB_ A D D BUTTON S , 5, 

B 

B 

fl 

B 

n n n (LPARAM)  tbbNew); 

B 

B 

B 

> 

B 

B 

> 

B 

B 

break; 
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case  EECONTEXT_SENDPOSTMESSAGE : 
n break; 


case  EECONTEXT_REAONOTEHESSAGE 
n 

n n BOOL  fAddButtons  = TRUE; 
n n int  n N umBu t t on s ; 
int  nindex; 

TBBUTTON  tbbNewCS:,- 
TBBUTTON  tbbCheck; 

//  Check  to  make  sure  the  buttons  aren't  already  on  the  toolbar 
nNumButtons  = SendHessage(_hHndReadToolbar,  TB_BUTTONCOUNT,  0,  0); 


{ 

a 

D 

Q 

n 

□ 


□ 

□ 

B 

for 

(nlndex=0;  n I nd ex<n N umBu t t o n s ; nlndex++) 

Q 

n 

B 

a 

n 

B 

fl 

SendMessage(_hundReadToolbar,  TB_GETBUTTON, 

n 

n 

B 

fl 

n n n (WPARAM) 

nindex,  (LPARAM)  &t bbChec k); 

n 

n 

B 

B 

//  If  a button  exists  with  the  same  bitmap  ID  and 

n 

n 

B 

fl 

//  as  the  Decrypt  button,  odds  are  good  that  the 

Et 

n 

B 

fl 

//  already  on  the  toolbar 

o 

n 

B 

B 

if  ( C t bbChec k . i B i t ma p ==  ( i n t ) _ i t bmDe c r y p t ) && 

n 

n 

B 

B 

n ( t bbChec k . i dComma nd  ==  ( i n t ) _ cmd i d D e c r y p t ) ) 

u 

B 

B 

B 

{ 

n 

B 

B 

fl 

n fAddButtons  = FALSE; 

o 

B 

fl 

B 

n nindex  = nNumButtons; 

n 

B 

B 

fl 

> 

n 

B 

fl 

> 

H 

B 

fl 

i f 

( f AddBut  tons ) 

n 

B 

B 

i 

n 

B 

B 

B 

t bbNe w [ 0 3 . i B i t ma p = 

0; 

n 

B 

B 

B 

tbbNew[03.idCommand 

= 0; 

□ 

B 

fl 

B 

tbbNewC03 . f sState  = 

0; 

n 

B 

B 

B 

t bbN e w C 0 3 . f s S t y 1 e = 

TBSTYLE_SEP; 

D 

B 

B 

B 

t bbN e w [ 0 3 . du Da t a = 0 

r 

n 

B 

B 

B 

tbbNewC03 . i Stri ng  = 

-1; 

□ 

fl 

B 

n 

B 

B 

fl 

t bbN e w C 1 3 . i B i t ma p = 

_i tbmDecrypt; 

D 

B 

B 

B 

tbbNewd  3 . idCommand 

= _cmdidDecrypt; 

n 

B 

B 

B 

t bbN e w C 1 3 . f s S t a t e = 

TBSTATE_ENABLED; 

□ 

B 

B 

B 

tbbNewCI 3 . f sSty le  = 

TBSTYLE.BUTTON; 

n 

B 

B 

B 

t bbN e w C 1 3 . d w Da  t a = 0 

f 

n 

B 

fl 

B 

t bbNewC 1 3 . i S t r i ng  = 

-1; 

n 

B 

B 

o 

B 

B 

B 

tbbNeuC23 . i Bi tmap  = 

_i tbmAddKey; 

o 

B 

fl 

B 

tbbNewE23. idCommand 

= _cmd i dAddKey ; 

a 

B 

fl 

fl 

tbbNewC23 . f sState  = 

TBSTATE_ENABLED; 

n 

B 

B 

fl 

tbbNewC23 . f sSty  le  = 

TBSTYLE_BUTTON; 

Q 

B 

B 

fl 

t bbNe w [ 2 3 . du Da t a = 0 

n 

B 

fl 

B 

t bbNe u C 2 3 . i S t r i ng  = 

-1; 

n 

B 

fl 

o 

B 

fl 

fl 

tbbNewC33 . i Bi tmap  = 

0; 

n 

B 

fl 

fl 

tbbNew[33 . idCommand 

= 0; 

n 

B 

B 

B 

t bbN eu E 3 3 . f s S t a t e = 

0; 

n 

B 

B 

B 

tbbNeuC33 . f sSty  le  = 

TBSTYLE_SEP; 
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□ 

n 

B 

B 

tbbNewC33.dwData  = 0; 

n 

□ 

B 

B 

tbbNewC33.i String  = -1; 

Q 

Q 

B 

□ 

n 

B 

fl 

t bbNe w C 4 T . i B i t ma p = _i t bmPgpKey s; 

n 

n 

B 

B 

tbbNewC4D . i dCommand  = _cmdidPgpKeys; 

n 

n 

B 

fl 

tbbNew[4: . f sState  = TBSTATE_ENABLED; 

n 

n 

B 

B 

tbbNewC4] . f sSty Le  = TBSTYLE_BUTTON; 

a 

a 

B 

fl 

t b b Ne w C 4 T . d w Da t a = 0; 

u 

n 

B 

B 

tbbNewC4!].iString  = -1; 

□ 

D 

B 

n 

El 

fl 

B 

S e nd Me s s a g e ( _ h wnd R e a dToo  L ba  r , TB_ A D DBUTTON S , 5, 

Q 

n 

B 

B 

a n a (LPARAM)  tbbNew); 

n 

n 

B 

> 

u 

□ 

B 

IHAPISession*  psess; 

n 

n 

B 

_nAttachNuin  = 0; 

n 

Q 

fl 

HRESULT  hr  = pe e c b->G e t S e s s i o n ( &p s e s s , NULL); 

n 

n 

fl 

i f 

( FAILEDChr) ) 

n 

n 

B 

{ 

□ 

□ 

fl 

n 

CUI Common C). Message (I DS_E_N0SESSI0N); 

£t 

□ 

B 

D 

return  S_FALSE; 

n 

Q 

B 

> 

n 

B 

fl 

n 

B 

B 

CDecrypt  d e c ry p t ( p s e s s ) ; 

□ 

B 

fl 

decrypt. InitC); 

o 

fl 

B 

n 

B 

fl 

i f 

( d e c ry p t . W i L L Au t oDe c ryp t C ) ||  d e c r y p t . W i L L Au t o Ad d Key ( ) ) 

n 

B 

B 

{ 

n 

B 

B 

fl 

IMessage  *pmsg  = 0; 

□ 

B 

fl 

fl 

STATSTG  StreamStats; 

n 

B 

fl 

fl 

DWORD  dwlnSize; 

u 

B 

B 

B 

ULONG  uLOutSize; 

n 

B 

B 

B 

char  *plnput; 

n 

B 

B 

B 

char  *p0utput  = NULL; 

n 

B 

B 

B 

CUICommon  ui(hwnd); 

Q 

B 

B 

B 

int  nError; 

n 

B 

B 

fl 

o 

B 

B 

fl 

CWaitCursor  wait;  //  Mark  busy 

n 

B 

B 

B 

n 

B 

B 

B 

hr  = peecb->GetObject(NULL,  (IMAPIProp**)&pmsg); 

n 

B 

fl 

fl 

if  (FAILED(hr)) 

n 

B 

B 

B 

{ 

n 

B 

B 

B 

n ui . MessageC IDS_E_NOMESSAGE) ; 

n 

B 

B 

B 

n return  S_FALSE; 

n 

B 

B 

fl 

} 

n 

B 

B 

fl 

n 

B 

B 

B 

IStream  *pstrmBody  = 0; 

n 

B 

B 

B 

hr  = pms g->0penP r ope r t y ( PR_B0D Y,  & 1 1 D_ I S t r ea m,  S TGM_ R E A D W R I T E 

n 

B 

B 

B 

a HAPI_H0DIFY,  CIUnknown**)&pstrmBody); 

n 

B 

fl 

B 

if  (FAILED(hr)) 

n 

B 

B 

fl 

{ 

u 

B 

B 

B 

n u i . E r r 0 r Me s s a g e ( pmsg , hr,  I DS_E_N0B0D Y ) ; 

n 

B 

B 

fl 

n pms g->Re L ea se ( ) ; 

n 

B 

fl 

fl 

n p s e s s -> R e L ea s e ( ) ; 

a 

B 

B 

B 

n return  S_FALSE; 

a 

B 

B 

fl 

> 

n 

B 

B 

fl 
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n 

n 

B 

B 

pstrmBody->Stat(&StreamStats,  STATFLAG_NONAME); 

n 

n 

B 

fl 

dwInSize  = S t r e a mS t a t s . c bS i z e . Lo w Pa r t ; 

n 

n 

B 

fl 

n 

□ 

B 

fl 

pinput  = (char  *)  caLloc(dwInSize+1,  sizeofCchar)); 

n 

n 

B 

fl 

1 f 

( ! pinput) 

n 

n 

B 

fl 

n 

n 

fl 

fl 

B 

ui.Hessage(IDS_E_N0HEM0RY); 

n 

B 

fl 

B 

fl 

pstrniBody->ReLease(); 

n 

B 

fl 

B 

B 

pmsg->ReLease(); 

n 

B 

fl 

B 

B 

psess->Re  LeaseC ) ; 

n 

B 

B 

B 

B 

return  S_FALSE; 

n 

B 

fl 

fl 

> 

n 

B 

fl 

fl 

pst rmBody->Read(pInput,  dwInSize,  KdwlnSize); 

□ 

B 

B 

B 

plnputCdwInSizeD  = 0; 

n 

B 

fl 

fl 

n 

B 

B 

fl 

i f 

(decrypt. Wi LLAutoAddKey()) 

n 

B 

B 

B 

fl 

AddKeyBuffer(hwnd,  pinput,  dwInSHze); 

n 

B 

B 

B 

i f 

(decrypt .Wi L LAutoDecrypt( ) ) 

n 

B 

B 

B 

n 

B 

fl 

B 

B 

int  nContents; 

a 

B 

fl 

B 

fl 

//  Check  to  see  if  there's  anything  to  d e c r y p t / v e r i f y 

u 

B 

B 

fl 

fl 

nContents  = S i mp L e PG P Ana L y z eBu f f e r ( p I np u t , dwInSize); 

a 

B 

fl 

B 

fl 

if  (nContents  ==  S I H PLE AN A L Y Z E_ I 0 E R RO R ) 

n 

B 

fl 

B 

B 

{ 

n 

B 

B 

B 

fl 

n char  s z E r r o r C 2 00 3 ; 

n 

B 

fl 

fl 

fl 

n char  szTitLeC2003; 

n 

B 

fl 

B 

B 

n G e t S t r i ng ( s z E r r 0 r , s i z e o f ( s z E r r o r ) , I D S _E_B A D PG PBLOC K ) ; 

□ 

B 

B 

fl 

fl 

n Ge t S t r i ng ( s zTi  t L e,  s i zeof ( szTi t L e ) , IDS_TITLE); 

n 

B 

B 

B 

B 

n MessageBox ( hwnd,  szError,  szTitLe,  HB_ I C ON E X C LAH AT  I ON  ) ; 

tt 

B 

B 

fl 

B 

n free(plnput); 

n 

B 

B 

B 

B 

n p s t rmBody->Re L ea se ( ) ; 

n 

B 

fl 

B 

B 

n pnisg->Re  L ea  se  ( ) ; 

n 

B 

B 

B 

B 

n pses s->Re L ea se ( ) ; 

n 

B 

B 

B 

B 

n return  S_FALSE; 

a 

B 

B 

B 

fl 

} 

n 

B 

B 

B 

fl 

if  ((nContents  !=  SIHPLEANALYZE_ENCR)  SS 

n 

B 

fl 

B 

fl 

n (nContents  !=  S I HPLE AN A L Y Z E_S I GN ) ) 

n 

B 

B 

B 

fl 

{ 

n 

B 

fl 

B 

B 

n free(plnput); 

n 

B 

B 

B 

fl 

n ps t rmBody->Re 1 ea se ( ) ; 

n 

B 

B 

B 

fl 

n pmsg->Re L ea se  ( ) ; 

n 

B 

B 

B 

fl 

n psess->ReLease(); 

n 

fl 

fl 

B 

B 

n return  S_FALSE; 

Q 

B 

B 

B 

fl 

> 

n 

B 

fl 

B 

fl 

nError  = D e c r y p t Ve r i f y Buf f e r ( h wnd , pinput,  dwInSize, 

n 

B 

B 

B 

B 

n n n n n n n NULL,  0,  (VOID  **  )&p0utput. 

n 

B 

fl 

B 

fl 

n n a n n n B &ulOutSize); 

n 

B 

fl 

B 

fl 

if  (InError) 

a 

B 

B 

B 

fl 

{ 

n 

B 

B 

B 

fl 

B LARGE_INTEGER  Li  = {0,0>; 

n 

B 

fl 

B 

fl 

B ULARGE_INTEGER  uLi  = CuLOutSize,  0>; 
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n 

B 

B 

B 

B 

B 

BOOL  fPartied; 

□ 

B 

B 

B 

B 

B 

char  *szBuffer; 

n 

B 

B 

B 

B 

B 

ULONG  u L B L 0 c kS t a r t , u L B L o c k Le ng t h ; 

n 

B 

B 

B 

B 

B 

n 

B 

B 

B 

B 

B 

//  Alter  only  the  block  of  e n c r y p t e d / s i g n ed  text 

n 

B 

B 

B 

B 

B 

szBuffer  = (char  *)  c a 1 1 o c ( d w I n S i z e + u 1 Ou t S i z e + 1 , 

n 

B 

B 

B 

B 

B 

n n n n n n n sizeofCchar)); 

n 

B 

B 

B 

B 

B 

if  ( F 1 nd E n c r y p t e dB 1 0 c k ( p I np u t , dwInSize, 

o 

B 

B 

B 

B 

B 

n n B n n n &u 1 B 1 o c k S t a r t , &u 1 B 1 o c kLe n g t h ) ) 

n 

B 

B 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

B 

B strncpyCszBuffer,  pinput,  ulBlockStart); 

n 

B 

B 

B 

B 

B 

B s z Bu f f e r C u 1 B 1 o c k S t a r t 3 = 0; 

B 

B 

B 

B 

B 

B 

B s t r ca t ( s zBu f f e r , pOutput); 

B 

B 

B 

B 

B 

B 

B s t r ca t < s zBuf f e r , 

B 

B 

B 

B 

B 

B 

B B B & ( p I npu  t C u 1 B 1 0 c k S t a r t + u 1 B 1 0 c k Le n g t h D ) ) ; 

B 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

B 

else  if  C F i nd S i g nedB 1 oc k ( pi npu t , dwInSize, 

B 

B 

B 

B 

B 

B 

B B B B B B &u 1 B 1 oc kS t a r t , &u 1 B 1 o c k Le n g t h ) ) 

B 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

B 

B s t r n c py ( s z Bu f f e r , pinput,  ulBlockStart); 

B 

B 

B 

B 

B 

B 

B szBufferCulBlockStartD  = 0; 

B 

B 

B 

B 

B 

B 

B strcatCszBuffer,  pOutput); 

B 

B 

B 

B 

B 

B 

B StrcatCszBuffer, 

B 

B 

B 

B 

B 

B 

B B B SCpInputCulBlockStart+ulBlockLength])); 

B 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

B 

B s t r c py ( s zBuf f e r , pOutput); 

B 

B 

B 

B 

B 

B 

if  (nContents  ==  S I MP L E AN A L Y Z E_ E N C R ) 

B 

B 

B 

B 

B 

B 

{ 

B 

B 

B 

B 

B 

B 

B uli.LowPart  = s t r 1 en ( s z Bu f f e r ) ; 

B 

B 

B 

B 

B 

B 

B p s t r mBody-> S e e k ( 1 i , S TR E AH_S E E K_ S ET , NULL); 

B 

B 

B 

B 

B 

B 

B pstrmBody->Write(szBuffer,  strlen(szBuffer),  NULL); 

B 

B 

B 

B 

B 

B 

B p s t r mBody-> S e t S i z e C u 1 i ) ; 

B 

B 

B 

B 

B 

B 

B pstrmBody->Commit<STGC_DEFAULT); 

B 

B 

B 

B 

B 

B 

B p s t r mBody-> Re  1 ea s e ( ) ; 

B 

B 

B 

B 

B 

B 

B RTFSyncCpnsg,  RT F_S YN C_B0 D Y_ C H A NG E D , SfPartied); 

B 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

B 

memsetCpOutput,  0,  ulOutSize); 

B 

B 

B 

B 

B 

B 

mems e t ( s z Bu f f e r , 0,  d w I n S i z e+u 1 Ou t S i z e+1 ) ; 

B 

B 

B 

B 

B 

B 

pgpFree(pOutput); 

B 

B 

B 

B 

B 

B 

free(szBuffer)  ; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

B 

pstrmBody->Release(  ) ; 

B 

B 

B 

B 

> 

B 

B 

B 

B 

e 1 

. se 

B 

B 

B 

B 

B 

pstrnBody->ReLease(); 

B 

B 

B 

B 

freeCpInput); 

B 

B 

B 

B 

pmsg->ReLease(); 

B 

B 

B 

> 

B 

B 

B 

B 

B 

B 

psess- 

->ReLease(); 

B 

B 

> 

B 

B 

break; 
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n 

case 

EECONTEXT_READPOSTMESSAGE: 

n 

n 

break; 

u 

default : 

n 

□ 

//  This  way,  the  function  defends  itself  against 

unknown 

future 

tt 

a 

//  variants,  as  FindREOnNote  is  less  robust  than 

it  might 

be  . 

a 

□ 

return  S_FALSE; 

n } 

/* 

n IHAPISession*  psess; 

n HRESULT  hr  = peecb->GetSession(8psess,  NULL); 
n if  (FAILED(hr)) 

n { 

n n CUICommonC ). Message ( IDS_E_NOSESSION)  ; 

n n return  S_FALSE; 

n } 

n CCharFormat  cf(psess); 

n pse s s->Re L ea se  ( ) ; 

n cf.LoadC); 

n SendMessageC.hwndRE,  EM_S ET C H A R F ORH AT , 0,  ( LP AR AM ) ( vo i d * ) & c f ) ; 
*/ 

n //  Can't  yet  detect  whether  it's  a reply,  since  recipients 
n //  are  unavailable.  (Pre  611) 

n return  S_FALSE; 

} 


STDMETHODIHP  C Ex 1 1 mp I : : On  Read  Comp  I e t e ( I E x c h E x t C a I I ba c k*  peecb,  ULONG  ulFlags) 
{ 

n HWND  hwndMa i n ; 

n TCHAR  s zT i t I e C 2 00 3 ; 

n peecb->GetWi ndowC&hwndMai n); 
n if  (IhwndMain) 

n n hwndMain  = GetTopWindow(NULL); 

n GetStringCszTitle,  sizeof(szTitle)/sizeof(TCHAR),  IDS_TITLE); 

n if  (_context  !=  E E C ONT E XT_R E A D N OT EHE S S AG E ) 
n n return  S_FALSE; 

/* 

n IHAPISession*  psess; 

n _nAttachNum  = 0; 

n HRESULT  hr  = pee c b->Ge t S e s s i on ( &p s e s s , NULL); 
n if  (FAILED(hr)) 

n { 

n n C U I C ommo n ( ) . He s s a g e ( I D S _ E_N 0 S E S S 1 0 N ) ; 

n n return  S_FALSE; 

n } 

D n □ 

n CDecrypt  decrypt(psess); 

n decrypt.InitC); 
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n 

□ 

□ 

n 

n 

Et 

n 

□ 

n 

n 

n 

Q 


n n 

if  (decrypt. WiLLAutoDecryptC)  ||  decrypt. WiLLAutoAddKey()) 
{ 

n _hwndMessage  = FindMessageWindowCpeecb); 
n if  (_hwndMessage ) 
n -C 

n n char  *szlnput; 

n n char  *szOutput  = NULL; 

n n Long  LLength; 

n n ULONG  uLOutLength; 

n n BOOL  bSelectedText  = FALSE; 
n n CHARRANGE  chRange  = •C0,0>; 


n n 
n D 
Q □ 

n n 
n □ 
n n 
n n 
Q Q 

n o 

□ tt 

n n 
n □ 
Q n 
n n 
D n 

□ n 
n n 
Q n 

□ Q 

n n 
Q n 
n □ 
n □ 
n n 
Q n 
n n 
n n 
n n 
Q n 
n > 


o //  Determine  if  the  user  selected  a particular  piece  of  text 
a SendMessageC_hwndMessage,  EM_EXGETSEL,  CWPARAM)0, 
n n n n (LPARAM)  SchRange); 

n bSelectedText  = chRange. cpMax  - chRange.cpMin; 

□ 

n //  If  not,  select  all  the  text 
n i f ( ! b S e I e c t e die X t ) 
n i 

n n RECT  rect; 

n n 

n n GetCLientRectC_hwndMessage,  &rect); 

n n SendMessage(„hwndMessage,  WM_LBUTT0ND0WN,  MK.LBUTTON, 

n n n n n MAKELPARAMCrect. right  - 5,  rect. bottom  -5  )); 

n n SendMessage(„hwndMessage,  WM_LBUTTONUP,  HK_LBUTTON, 

a n n n n MAKELPARAMCrect. right  - 5 , rect. bottom  -5  )); 

n > 

□ 

n szinput  = G e t R i c h Ed i t C o n t en t s ( _ h wndM e s s a g e , SlLength, 
n n n n n n n n n FALSE, bSelectedText); 

n s z I npu t C L Leng t h-1 H = 0; 

n if  ( ! De c ryp t Ve r i f y Bu f f e r ( h wndMa i n , szinput,  LLength,  NULL,  0, 
n n n n n n n (void  **)  fiszOutput,  &u L Ou t Leng t h ) ) 

H { 

n n SetWi ndowText (_hwndMessage,  szOutput); 

a a pg p F ree ( s zOu t pu t ) ; 

n > 

a 

n HeapFreeCGetProcessHeap  (),  0,  szinput); 

> 


n p s e s s->Re L ea s e ( ) ; 
*/ 

n return  S_FALSE; 

> 


STDMETHODIMP  C E x 1 1 m p L : : 0 n W r i t e ( I E x c h E x t C a L L b a c k * pecb) 

n //  The  prewrite  handler  stamps  this  message  as  having  been  processed, 

n //  This  prevents  the  extension  from  munging  the  message  body  twice. 

n if  (^context  !=  E E C 0 NT E XT_ S E N D NOT EM E S S AG E ) 
n a return  S_FALSE; 
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n 

a 

n 

D 

□ 

> 


CWaitCursor  wait;  //  Mark  busy 

HRESULT  hr  = _ns g t y pe . W r i t e ( pe c b , _ f I n S u bm i t S t a t e ) ; 
if  (FAILED(hr)) 
n return  hr; 

return  S_FALSE; 


STDMETHODIMP  C E x 1 1 mp L : : On W r i t e C omp L e t e ( I Ex c h Ex t C a L I ba c k*  pecb,  ULONG  ulFLags) 

{ 

n //  The  postwrite  handler  appends  signatures  onto  outgoing  messages. 

n if  (_context  !=  E E CONT EXT_ S E N D NOT  EM E S S AG E ) 
n n return  S_FALSE; 

n if  (uLFlags  ==  E EH E_COMP LET E_ F A I LE D ) //  Nothing  to  unwind 
a a return  S_FALSE; 

n if  ( ! _f I n S u bm i t S t a t e ) n //  This  is  not  a submission, 
n n return  S_FALSE; 

//a  if  (!_fUseSig)n  on//  Suppressed  on  this  message,  or  else  not  present 
//n  n return  S_FALSE; 


n if  (_bEncrypt  ||  _bSign) 
n { 

n n IHessage  *pmsg  = 0; 

n n STATSTG  StreamStats; 

n n DWORD  dwInSize; 

n n DWORD  dwNumRecip  = 0; 

n n ULONG  uLOutSize; 

n n char  *plnput; 

n n char  *pOutput  = NULL; 

n n PRECIPI ENTDI ALOGSTRUCT  prds  = NULL; 
a a HWND  hwnd; 

n n LPHAPITABLE  ptabLeAttach  = 0; 
n n LPATTACH  pAttach  = 0; 

n n S i zeds P ropTagAr ray ( 1 , tagaTable)  = { 
n n n n 1,  { PR_ ATT AC H_N UH > > ; 

n n SRowSet  *prAttach  = 0; 

n n i nt  nError=0; 


n n pe c b->Ge t W i ndow ( &h wnd ) ; 

n n if  (!hwnd) 

n n Q hwnd  = GetTopWi ndow ( NULL) ; 

B B CUICommon  ui(hwnd); 

B B 

B B CWaitCursor  wait;  //  Hark  busy 

B B 

B B HRESULT  hr  = pe c b->Ge t Ob j e c t ( N U LL,  ( I M A P I P r op** ) &pms g ) ; 
B B if  (FAILED(hr)) 

B B { 

B B B u i . H e s s a g e ( I D S_E_N OH E S S AG E ) ; 

B B B return  E_AB0RT; 

□ B > 


if  (_bEncrypt) 
{ 
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n n n LPADRLIST  pAddrList; 


n n 

n a 

□ □ 


n prds  = (PRECIPIENTDIALOGSTRUCT)  pgpALLocC 
n n n n n n n s i z eo f ( R E C I P I E NT D I A LOG S T RU C T ) ) ; 

n memset  (prds,  '\0',  s i z eo  f ( R E C I P I E NT  D I A LOG  ST  RU  C T ) ); 


n n n prds->szRecipients  = (char  *)  pgpALLoc(l); 

n a n prds->szRecipientsC0!]  = 0; 


□ n n 

n a □ 

□ no 
non 
nan 
ana 

□ □ □ 

n n □ 

n n n 


pecb->GetRecipients(&pAddrList); 
if  (pAddrList) 

{ 

n p r d s ->d uN umRe c i p i e n t s = p Add r L i s t -> c E n t r i e s ; 
> 

else 

{ 

n prds->dwNumRecipients  = 0; 

> 


n 

n 

n 

i f 

(prds 

>dHNumRecipients) 

& 

n 

o 

■Cn 

□ 

n 

n 

a 

ULONG 

u L Row; 

□ 

D 

n 

n 

i n t 

nLength=1 ; 

Q 

n 

n 

n 

ULONG 

ulindex; 

□ 

n 

n 

n 

ULONG 

uLEmai LAddr; 

Q 

n 

n 

n 

ULONG 

uLDi spLayName; 

n 

n 

n 

n 

ULONG 

u L Type ; 

Q 

n 

□ 

n 

i n t 

n C h a r ; 

Q 

n 

n 

n 

i n t 

nRecipLength; 

n 

n 

n 

a 

char 

*szRecip; 

□ 

□ 

n 

a 

ULONG 

u L NumRows  ; 

n 

n 

n 

n 

B 

n 

□ 

n 

n 

uLNumRows  = p r d s->d w N umRe c i p i e n t s ; 

n 

n 

n 

n 

for 

(uIRoh=0;  uLRou<uLNumRows;  uLRow++) 

n 

□ 

Q 

n 

{ 

n 

n 

n 

Q 

B 

uLEmaiLAddr  = 65535; 

n 

n 

n 

n 

B 

ulDispLayName  = 65535; 

□ 

n 

□ 

n 

B 

uLType  = 65535; 

n 

Q 

a 

n 

B 

for  (uLIndex=0;  u L I nd e x<p Ad d r L i s t ->a E n t r i e s C u L Ro w D . c Va L u e s 

□ 

D 

□ 

n 

B 

B 

a u L I ndex  + + ) 

n 

a 

□ 

Q 

B 

i 

Q 

□ 

n 

□ 

B 

B 

if  (pAddrList->aEntriesCuLRowT.rgPropVaLsnuLIndex] 

Q 

a 

n 

□ 

B 

B 

n B .ulPropTag  ==  PR_ D I S PL A Y_N AH E ) 

n 

n 

n 

n 

B 

B 

{ 

n 

Q 

Q 

n 

B 

B 

B UlDispLayName  = ulindex; 

Q 

n 

Q 

n 

B 

B 

} 

□ 

n 

n 

n 

B 

B 

if  (pAddrList->aEntriesCuLRow3. rgPropValsCuLIndexT 

□ 

□ 

n 

B 

B 

B 

B B .UlPropTag  ==  P R_ E H A I L_ A D D R E S S ) 

Q 

n 

Q 

B 

B 

B 

f 

n 

n 

Q 

fl 

B 

B 

B uLEmaiLAddr  = ulindex; 

n 

ta 

n 

B 

B 

B 

> 

c 

n 

n 

B 

B 

B 

if  (pAddrList->aEntriesCuLRow].rgProp\/aLsCuLIndexD 

Q 

n 

Q 

B 

B 

B 

B B .UlPropTag  ==  PR_0B J E CT_T Y P E ) 

□ 

□ 

□ 

B 

B 

B 

{ 

a 

n 

n 

B 

B 

B 

B uLType  = ulindex; 
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n 

o 

0 

0 

0 

0 

} 

n 

0 

0 

0 

0 

> 

D 

o 

0 

0 

0 

i f 

( ( u L D i s p L a y Na me  ==  65535)  &S  (uLEmaiLAddr  ==  65535)) 

n 

0 

0 

0 

0 

i 

□ 

0 

0 

0 

0 

0 

prds->dwNumRecipients--; 

s 

0 

0 

0 

0 

0 

continue; 

n 

0 

0 

0 

0 

> 

n 

0 

0 

O 

0 

i f 

(uLEmai LAddr  !=  65535) 

n 

0 

0 

0 

0 

i 

n 

o 

0 

0 

0 

0 

if  (pAddrList-> 

n 

0 

0 

0 

0 

0 

n aEntriesCulRowT. rgPropVaLsCuLEmai LAddrT. 

n 

0 

0 

0 

0 

0 

n Value. LpszA) 

n 

0 

0 

0 

O 

0 

{ 

□ 

0 

0 

0 

0 

0 

n if  ( s t r L en ( p Add r Li s t-> 

n 

0 

0 

0 

0 

0 

n n a En t r i e s C u 1 Row] . rg P ropVa 1 s C u L Ema i L Add r5 . 

n 

0 

0 

0 

0 

0 

n n Value. LpszA)) 

Q 

0 

0 

0 

0 

0 

n { 

n 

0 

0 

0 

0 

0 

n n uLIndex  = uLEmaiLAddr; 

a 

0 

0 

0 

0 

0 

n > 

n 

0 

0 

0 

0 

0 

n else 

a 

0 

0 

0 

0 

0 

a n uLIndex  = u L D i s p L a y N a me ; 

n 

0 

0 

0 

0 

0 

> 

D 

0 

0 

0 

0 

0 

else 

n 

0 

0 

0 

0 

o 

a uLIndex  = u L D i s p L a y Na me ; 

n 

0 

0 

0 

0 

> 

n 

0 

0 

0 

0 

else 

n 

0 

0 

0 

0 

D 

uLIndex  = ulDispLayName; 

n 

0 

0 

0 

0 

// 

Older  versions  of  Exchange  return  an  invalid  number 

Q 

0 

0 

0 

0 

// 

of  recipients,  so  we  have  to  check  each  recipient 

n 

0 

0 

0 

0 

// 

for  validity 

□ 

0 

0 

0 

0 

// 

First,  make  sure  there's  a pointer  to  the  recipient 

a 

0 

0 

0 

0 

// 

entry 

Q 

0 

0 

0 

0 

i f 

(!&(pAddrList->aEntriesCuLRowD)) 

Q 

0 

0 

0 

0 

n 

0 

0 

0 

0 

□ 

prds->dwNumRecipients--; 

n 

0 

0 

0 

0 

n 

continue; 

0 

0 

0 

0 

0 

> 

0 

0 

0 

0 

0 

// 

Now  see  if  the  recipient  has  any  properties 

0 

0 

0 

0 

0 

i f 

(!{pAddrList->aEntriesCuLRow].cVaLues)  | | 

0 

0 

0 

0 

0 

n 

( { pAdd r Li s t->a En t r i es C u L Row] . c Va L ue s-1  ) < uLIndex)) 

0 

0 

0 

0 

0 

{ 

0 

0 

0 

0 

0 

a 

prds->dwNumRecipients--; 

0 

0 

0 

0 

0 

n 

cont i nue ; 

0 

0 

0 

0 

0 

> 

0 

0 

0 

0 

0 

szRecip  = pAddrList-> 

0 

0 

0 

0 

0 

□ 

aEntriesCuLRow]. rgPropVaLsCulIndex]. Value.  LpszA; 

0 

0 

0 

0 

0 

// 

Make  sure  the  recipient  e-mail  address  is  not 

0 

0 

0 

0 

0 

// 

a null  string 

0 

0 

0 

0 

0 

nRecipLength  = s t r L en ( s z Re c i p ) ; 

0 

0 

0 

0 

0 

i f 

( ! nReci pLength) 

0 

0 

0 

0 

0 

{ 
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n 

B 

B 

fl 

B 

n prds->dwNumRecipients--; 

□ 

B 

B 

B 

B 

n continue; 

n 

B 

B 

fl 

B 

} 

n 

B 

B 

fl 

fl 

//  Finally,  make  sure  the  address  has  at  least  one 

□ 

B 

B 

B 

B 

//  printable  non-space  character  in  it 

n 

B 

B 

fl 

B 

for  (nChar=0;  nChar<nRecipLength;  nChar++) 

n 

B 

B 

fl 

B 

{ 

n 

B 

B 

fl 

B 

n if  ( i s g r a p h C s z R e c i p C n C h a r D ) ) 

n 

B 

B 

B 

B 

n n break; 

n 

B 

B 

fl 

B 

> 

D 

B 

B 

B 

B 

if  (nChar  >=  n Re c i p Le ng t h ) 

□ 

B 

B 

B 

B 

f 

□ 

B 

B 

B 

B 

n prds->dwNumRecipients--; 

n 

B 

B 

fl 

B 

n continue; 

a 

B 

B 

fl 

B 

> 

a 

B 

B 

fl 

fl 

nLength  +=  nRecipLength+1; 

a 

B 

B 

B 

B 

pg p Re  a 1 1 o c ( ( V 0 i d **)  8 ( p r d s->s z Re c i p i en t s ) , nLength  + 1); 

tt 

B 

B 

B 

fl 

strcat(prds->szRecipients,  szRecip); 

n 

B 

B 

B 

B 

strcat(prds->szRecipients,  "\n"); 

n 

B 

B 

B 

> 

n 

B 

B 

> 

n 

B 

B 

/* 

□ 

B 

B 

pmsg->GetRecipientTabLe(0,  SptabLeRecip); 

n 

B 

B 

H rOue ryA L L Rows ( p t a b L e Re c i p,  ( S P r opTa g A r r a y * ) 8 1 a g a Re c i p , 

n 

B 

B 

B 

B 

n n NULL,  NULL,  0,  8prRecip); 

n 

B 

B 

prds->dwNumReci pi ents  = p r Re c i p-> c Ro w s ; 

a 

B 

B 

i f 

(prRecip->cRows) 

a 

B 

B 

•Cb 

n 

B 

B 

fl 

ULONG  uLRow; 

n 

B 

B 

fl 

i n t 

nLength=1 ; 

n 

B 

B 

B 

prds 

->szReci  pi  ents  = (char  *)  pgpAllocd); 

u 

B 

B 

B 

p rd  s 

->szRecipientsC0D  = 0; 

n 

B 

B 

B 

for 

(ulRow=0;  u 1 Ro w<p r R e c i p-> c Ro w s ; ulRow++) 

n 

B 

fl 

B 

f 

n 

B 

fl 

fl 

B 

nLength  +=  s t r 1 e n ( p r R e c i p->a Ro w C u 1 Row  3 . 1 p P r op s C 0 D 

n 

B 

fl 

B 

fl 

n n n n n . Va  1 ue  . 1 p s z A ) + 1 ; 

n 

B 

B 

B 

fl 

pg p Re  a 1 1 o c ( C VO i d **)  8 ( p r d s-> s z Re c i p i en t s ) , nLength  + 1); 

Q 

fl 

B 

B 

fl 

strcat(prds->szRecipients, 

n 

B 

B 

B 

B 

n n prRecip->aRowCulRowD.lpPropsC0II. Value. IpszA); 

B 

B 

B 

fl 

B 

strcat(prds->szRecipients,  "\n"); 

B 

B 

B 

B 

> 

B 

B 

B 

> 

B 

*/ 

B 

B 

B 

ptabLeRecip->ReLease(); 

B 

> 

B 

B 

pmsg 

->GetAttachmentTabLe(0,  SptabLeAttach); 

B 

B 

H rQue ry A L L Rows ( p t a b L e A 1 1 a c h , ( S P r opTa g A r r a y * ) & t a g a Ta b L e , 

B 

B 

B 

fl 

B 

a NULL,  NULL,  0,  8prAttach); 

B 

B 

I S t ream 

*pstrmBody  = 0; 

B 

B 

hr  = 

pms g ->0p en P ro p e r t y ( P R_B0 D Y , 8 1 1 D_ I S t r e a m,  STGM_ R E A D W R I T E , 

CCCHK: 
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n a 
n □ 
n n 
n n 
n n 
n n 
Q n 
n n 
c □ 
n Q 
□ n 
n D 
n n 
n u 
u u 
a a 
n a 
n n 

B Q 
n Q 


n MAPI_MODIFY,  C I U n kno wn ** ) &p s t rmBody ) ; 
if  (FAILEDChr)) 

n u i . E r ro rMes sa ge C pmsg , hr,  I DS_E_N0B0D Y) ; 

B pmsg->ReLease(); 
n return  E_ABORT; 

> 

pstrmBody->StatC&StreamStats,  STATFLAG_NONAHE); 
dwInSize  = S t r e a mS t a t s . c b S i z e . Lo wPa r t ; 

pinput  = (char  *)  c a L I o c ( d w I n S i z e+ 1 , s i z eo f ( c h a r ) ) ; 
if  ( ! pinput ) 

{ 

n ui.Message(IDS_E_NOMEMORY); 

B pms g-> R e L ea s e ( ) ; 

n return  E_ABORT; 

> 

p s t r mBody->R e a d ( p I npu t , dwInSize,  &dwInSize); 
plnputCdwInSizeD  = 0; 


n B 

n □ 
n □ 
n n 

B B 
B n 
n n 
n n 

B n 
n B 
n n 
B B 

n n 

B B 
B B 
n n 
n n 
n n 
n n 

B B 
B B 
B B 


nError  = E n c r y p t S i g nBu f f e r ( h wn d , pinput,  dwInSize,  (void  *)prds, 
n n n B B B B (VOID  **  )&pOutput,  SuLOutSize, 

B B B B B B B _bEncrypt,  _bSign,  FALSE,  FALSE); 

if  (InError) 

B LARGE_INTEGER  Li  = ■C0,0>; 

B ULARGE_INTEGER  uLi  = { u L Ou t S i z e+p r A t t a c h-> c Ro ws , 0}; 

B BOOL  fPartied; 

B 

B pstrmBody->Seek( Li , ST R E AH_S E E K_S ET,  NULL); 

B ps t r mBody->U r i t e ( pOu t pu t , uLOutSize,  NULL); 

B p s t rmBody->S e t S i z e ( u L i ) ; 

B pstrmBody->Commit(STGC_DEFAULT); 

B p s t r mBody->Re L ea s e ( ) ; 

B RTFSync(pmsg,  RTF_SYNC_BODY_CHANGED,  SfPartied); 

B mems e t ( pOu t pu t , 0,  uLOutSize); 

B pgpFree(pOutput); 

> 

e L se 

B p s t r mBody->Re L ea s e ( ) ; 

free(plnput); 


B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 
B B 


if  ( p r A t t a c h-> c Ro w s &&  InError) 

{ 

B ULONG  uLRow; 

B ULONG  uLNum; 

B S i z edS  P r opTa  g A r r ay  ( 5 , tagaAttach)  = -C 

B B 5,  {PR_ATTACH_HETHOD,  PR_RENDERING_POSITION,  PR_ATTACH_FILENAHE, 
B B B PR_ATTACH_LONG_FILENAME,  P R_ D I S P LA Y _ N AM E > > ; 

B enum  < i va L A 1 1 a c h M e t h od  = 0,  i va L Renderi ngPos,  i va L F i L e n a me , 

B B B i va L Long F i L e na me , i va L D i s p L ay N ame > ; 

B SPropVaLue  *pvaL; 

B ULONG  uLNumVaLs; 

B IStream  *p s t r mAt t a c h ; 

B STATSTG  A t t S t r ea mS t a t s ; 

B DWORD  dwAttSize; 
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D 

Q 

n 

ULONG 

uLAttOutSize; 

n 

n 

a 

char 

*pAttachText; 

a 

Q 

n 

char 

*szFi LeName; 

n 

n 

n 

char 

*szLongFi LeName; 

u 

□ 

n 

char 

*szExtension; 

u 

n 

Q 

n 

n 

n 

for 

C u L Rou  = 

0;  uLRou<prAttach->cRows;  uLRow++) 

Q 

n 

n 

{ 

n 

n 

Q 

n 

u L Num  = 

prAttach->aRowCuLRowT  . LpPropsCOIl  .Value.  L; 

n 

n 

n 

n 

pms g->0p e n A t t a c h ( u L N urn,  NULL,  MAPI_H0DIFY,  SpAttach); 

□ 

n 

n 

n 

p A 1 1 a c h 

->Ge t P rops ( ( S P r opTag A r ray  * ) 8 1 a g a A 1 1 a c h , 0,  SuLNumVaLs, 

n 

n 

a 

n 

B 

B 

n n n Spval); 

n 

Q 

n 

n 

switch 

CpvaLCivaLAttachHethod]. Value. L) 

n 

n 

□ 

B 

{ 

n 

a 

a 

B 

case  ATTACH_BY_VALUE : 

n 

n 

n 

B 

n 

u 

n 

n 

B 

B 

B 

pAttach->OpenPropertyCPR_ATTACH_DATA_BIN, 

a 

s 

n 

B 

B 

B 

n n n n n 8 1 1 D_ I S t r ea m,  0,  HAPI_M0DIFY, 

□ 

D 

o 

B 

B 

B 

n n n n n (LPUNKNOWN  *)  8p s t r m A 1 1 a c h ) ; 

n 

n 

n 

B 

B 

B 

n 

n 

n 

B 

B 

B 

pstrmAttach->Stat(8AttStreamStats,  STATFLAG_NONAHE); 

□ 

n 

□ 

B 

B 

B 

dwAttSize  = AttStreamStats.cbSize.LowPart; 

n 

o 

n 

B 

B 

B 

n 

n 

B 

B 

B 

B 

pAttachText  = (char  *)  c a L 1 o c ( d w A t t S i z e+1 , 

c 

n 

B 

B 

B 

B 

n n n n n n n n sizeof(char)); 

n 

n 

B 

B 

B 

B 

pstrmAttach->Read(pAttachText,  dwAttSize,  8dwAttSize); 

n 

n 

B 

B 

B 

B 

p A 1 1 a c hT ex  t C d w A 1 1 S i z e ] = 0; 

□ 

□ 

B 

B 

B 

B 

nError  = E n c ry p t S i g n Bu f f e r ( h wn d , pAttachText, 

n 

Q 

B 

B 

B 

B 

n n n n dwAttSize,  (void  *)prds. 

n 

□ 

B 

B 

B 

B 

n n n n (VOID  **  )8p0utput,  8u L A t t 0 u t S i z e , 

n 

a 

B 

B 

B 

B 

n n n n _bEncrypt,  _bSign,  TRUE,  FALSE); 

n 

n 

B 

B 

B 

B 

if  (InError) 

n 

n 

B 

□ 

B 

B 

{ 

n 

n 

B 

n 

B 

n 

n LARGE_INTEGER  Li  = {0,0>; 

Q 

n 

B 

B 

B 

□ 

a ULARGE_INTEGER  uLi  = {u L At tOut S i ze,  0>; 

□ 

n 

B 

n 

u 

B 

B 

B 

n 

a pstrmAttach->Seek( Li , S TR E AH_S E E K_S ET , NULL); 

□ 

n 

B 

B 

B 

□ 

n pstrmAttach->Write(pOutput,  uLAttOutSize,  NULL); 

n 

Q 

B 

B 

B 

n 

n ps t rmAt t a ch->S e t S i z e ( u L i ) ; 

n 

n 

B 

B 

B 

D 

n pstrmAttach->Commit(STGC_DEFAULT); 

n 

□ 

B 

B 

B 

n 

n ps t rmA 1 1 a c h->Re L ea se  ( ) ; 

n 

n 

B 

B 

B 

B 

n memset(pOutput,  0,  uLAttOutSize); 

□ 

n 

B 

B 

B 

B 

n pgp F r ee ( pOu t pu t ) ; 

□ 

n 

B 

B 

B 

B 

> 

n 

Q 

B 

B 

B 

B 

else 

n 

Q 

B 

B 

B 

B 

n ps t rmAt t a c h->Re L ea s e ( ) ; 

n 

n 

B 

B 

B 

B 

if  ( p va L C i va L Re nde r i n g Po s T . Va L ue . L > -1) 

n 

n 

B 

□ 

B 

B 

n pva L C i va L Rende r i ng Po s ] . Va L ue . L = uLOutSize  + uLRow 

n 

n 

B 

n 

B 

B 

szFiLeName  = (char  *)  c a L L o c ( M AX_P AT H , s i z e o f ( c h a r ) ) ; 

s 

n 

B 

B 

B 

B 

szLongFi LeName  = (char  *)  c a L L o c ( M AX_ P AT H , 

n 

n 

B 

B 

B 

B 

nnnnnnnn  s i z eo f ( c h a r ) ) ; 

n 

D 

B 

B 

B 

B 

strcpy(szFi LeName,  pvaLCivaLFiLenameT. Value. LpszA); 

n 

□ 

B 

B 

n 

B 

strcpy(szLongFi LeName, 

n 

n 

B 

B 

Q 

B 

n n pva L C i va L Long F i L ename ] . Va L ue  . L ps z A ) ; 

n 

n 

B 

B 

n 

B 

szExtension  = s t r r c h r ( s z F i L e Na me , '.'); 

a 

a 

B 

B 

B 

B 

if  (szExtension) 
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□ 

n 

n 

B 

B 

n n *szExtension  = '\0'; 

n 

n 

D 

B 

fl 

n strcatlszFileName,  ".asc"); 

n 

n 

D 

fl 

B 

n strcpyCpvalCivalFiLenameD. Value. LpszA,  szFileName); 

n 

n 

n 

B 

B 

n strcatCszLongFileName,  ".asc"); 

□ 

n 

n 

B 

B 

n HAPIFreeBufferlpvalCivalLongFi lename). Value. IpszA); 

n 

n 

n 

B 

B 

n MAPIAl locateBuf f er(MAX_PATH, 

n 

n 

n 

B 

B 

n n n n n (void  **)  & ( p va 1 C i va 1 Long F i 1 ena me ] 

n 

n 

n 

B 

fl 

n n n n n n n n .Value.  IpszA)); 

n 

Q 

n 

B 

fl 

n HAPIFreeBufferCpvalCivalDisplayNameT. Value. IpszA); 

n 

n 

Q 

B 

B 

n HAPIAl locateBuf fer(MAX_PATH, 

n 

n 

n 

B 

B 

n n n n n (void  **)  & ( p va 1 C i va 1 D i s p 1 a y N a me D 

□ 

□ 

n 

B 

fl 

□ DDQDnnQ  . Va 1 u e . 1 p s z A ) ) ; 

n 

n 

n 

B 

B 

n strcpy(pvalTivalLongFi lenameH. Value.  IpszA, 

n 

n 

n 

B 

B 

n n n s z Long F i 1 e Na me  ) ; 

a 

n 

n 

B 

fl 

n strcpy(pvalCivalDisplayName3. Value.  IpszA, 

□ 

□ 

n 

B 

fl 

n n n s z Long F i 1 e Na me  ) ; 

n 

n 

n 

B 

fl 

n if  (InError) 

n 

n 

n 

B 

B 

n n pA t t a c h->Se t P pops ( 5 , pval,  NULL); 

n 

n 

n 

B 

B 

n f ree ( sz F i 1 eName ) ; 

□ 

n 

n 

B 

B 

a f ree ( s z Long F i 1 eName ) ; 

n 

s 

D 

B 

fl 

} 

n 

Q 

n 

B 

fl 

pAttach->SaveChanges(0) ; 

n 

n 

n 

B 

B 

break; 

n 

D 

Q 

B 

B 

s 

n 

n 

B 

case  ATTACH_BY_REFERENCE : 

n 

n 

n 

B 

fl 

MessageBox(NULL,  " B Y_ R E F E R E N C E " , "ATTACH",  HB_0K); 

D 

□ 

B 

B 

B 

break; 

n 

n 

B 

B 

fl 

n 

□ 

B 

B 

case  ATTACH_BY_REF_RESOLVE : 

n 

n 

B 

B 

B 

MessageBox(NULL,  " B Y_R E F_R E S 0 LV E " , "ATTACH",  HB_0K); 

n 

n 

B 

B 

fl 

break; 

n 

n 

B 

B 

B 

n 

n 

B 

B 

case  ATTACH_BY_REF_ONLY : 

n 

n 

B 

fl 

B 

HessageBox(NULL,  " B Y_R E F_0N L Y " , "ATTACH",  HB_0K); 

n 

n 

B 

fl 

B 

break; 

n 

n 

B 

B 

fl 

n 

n 

B 

B 

case  ATTACH_EMBEDDED_HSG : 

n 

n 

B 

B 

B 

MessageBox(NULL,  " EMB E D D E D_MS G " , "ATTACH",  HB_0K); 

D 

n 

B 

fl 

fl 

break; 

□ 

n 

B 

B 

B 

n 

n 

B 

B 

case  ATTACH_0LE: 

n 

n 

B 

B 

fl 

HessageBox(NULL,  "OLE",  "ATTACH",  HB_0K); 

n 

a 

B 

B 

B 

break; 

n 

n 

B 

fl 

fl 

a 

n 

B 

B 

default : 

Q 

n 

B 

fl 

B 

HessageBox(NULL,  "Unknown",  "ATTACH",  HB_0K); 

D 

a 

B 

B 

> 

n 

a 

B 

B 

HAPIFreeBufferCpva  L ) ; 

D 

n 

B 

B 

if 

(pAttachText ) 

n 

n 

B 

B 

B 

free(pAttachText); 

n 

n 

B 

fl 

pAttach->ReLeaseC ) ; 

Q 

n 

B 

B 

if 

(nError) 

n 

n 

B 

B 

B 

break; 

n 

Q 

B 

> 

n 

n 

> 

n 

n 

ptabLeAttach->ReLease(); 
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n 

a 

□ 

n 

Q 

Q 

n 

□ 

Q 

s 

□ 


n if  (prds) 
n { 

B n if  ( p rds->s z Re c i p i en t s ) 

B B n pg  p F r e e ( p r d s-> s z R e c i p i e n t s ) ; 

B B pgpFree(prds); 

B > 

B pmsg->ReLease(); 

B if  (nError) 

B B return  E_AB0RT; 

> 

return  S_FALSE; 


} 

STDMETHODIMP  CExtImpL::OnCheckNames(IExchExtCaLLback*) 
{ 

B return  S_FALSE; 


} 


STDMETHODIMP  CExtImpl::OnCheckNantesCompLete(IExchExt Callback*,  ULONG) 
{ 

B return  S_FALSE; 

} 

STDMETHODIMP  CExtInipl::OnSubmit(IExchExtCallback*) 

{ 

B _fInSubmitState  = TRUE; 

B return  S_FALSE; 

} 


STDMETHODIMP. (VOID)  CExtlmpl: :OnSubmitComplete(IExchExtCallback*,  ULONG) 

{ 

B _ f I n S u bm i t S t a t e = FALSE; 

B return; 

} 

STDMETHODIMP  C Ex 1 1 mp I : : I n s t a I I C omma  nd  s ( I Ex c h Ex t C a I I ba c k*  pmecb, 

HWND  hWnd,  HMENU  hMenu, 

UINT  * pcmdidBase,  LPTBENTRY  IptbeArray, 

UINT  ctbe,  ULONG  ulFlags) 

{ 

B if  ( (EECONTEXT.READNOTEHESSAGE  !=  .context)  SS 
B B ( EECONTEXT.SENDNOTEMESSAGE  !=  .context)  && 

B B C EECONTEXT.VI EWER  !=  .context)) 

B B return  S. FALSE; 

B //  First,  the  menu 

B HMENU  hmenuTools; 

B HMENU  hmenuHelp; 
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n HMENU  hmenuHeLpTopics; 

n ULONG  u L Be f o r eToo L s ; 

n ULONG  u I Af t e r Ex c ha nge ; 

a HRESULT  hr  = pme  c b->G  e t He  n u Po  s ( E E C M D I D_T  oo  L s , ShinenuToo  L s , 
n n n n n n n n n 8ulBeforeTooLs,NULL,0); 

n assert(S_OK  ==  hr); 

n if  (S_0K  !=  hr) 

n n return  S_FALSE;  //  No  such  menu  item?  Very  bad. 

n hr  = pmecb->Ge t MenuPos ( E ECH D I D_He L pAbou t H i c r oso f t Ex c h a nge , ShmenuHeLp, 
a n n n n n n NULL, NULL, 0); 

n assert(S_OK  ==  hr); 

n if  (S_0K  !=  hr) 

n n return  S_FALSE;  //  No  such  menu  item?  Very  bad. 

n hr  = pmecb->Ge t Menu Pos ( EECMD I D_He L pH i c rosof t Ex c ha ngeH e L pTop i c s , 
n n n n n n n Shmenu H e L pTop i c s , NULL,  &u L A f t e r E x c h a ng e , 0); 

n assert(S_OK  ==  hr); 

n if  (S_0K  !=  hr) 

n n return  S_FALSE;  //  No  such  menu  item?  Very  bad. 

n TCHAR  szCommandC803; 
n 

n _hmenuPGP  = CreatePopupHenuC); 
n I n s e r t He nu ( hme n uToo L s , u L Be f o r e Too L s , 
n n n n M F_B Y PO S I T I ON  | MF_STRING  | MF_P0PUP, 

n n n n (UINT)  _hmenuPGP,  "&PGP"); 

n if  (_context  ==  E E C ONT E XT_ S EN D NOT  EM E S S AG E ) 
n { 

n n G e t S t r i n g ( s 2 C omma nd , s i z e o f ( s z C omma n d ) / s i z eo f ( T C H A R ) , I D S_EN C R Y PT_M E N U ) ; 
n n Appe ndMe nu ( _hme nu PG P , MF_STRING,  *pcmdidBase,  szCommand); 

n n _cmdi dEn c ry pt  = *pcmdidBase; 

n n ++ ( *p cmd i d Ba s e ) ; 

n n Ge t S t r i ng ( s z C omma nd , s i z eo f C s z Comma nd  )/ s i z eof  ( T C HA R ) , I D S _S I G N_M E NU  ) ; 

a n AppendMe nu ( _hmenu PG P,  MF_STRING,  *pcmdidBase,  szCommand); 

n n _cmdidSign  = *pcmdidBase; 

n n ++(*pcmdidBase); 

n n AppendHenu(_hmenuPGP,  H F _ S E P AR ATO R , 0,  NULL); 

n n F o r ma t S t r i ng ( s z C omma nd , s i z eof ( s z C omma nd ) / s i z eof ( T C H A R ) , 
n n n n n n I DS_ENCRYPTNOW_MENU ) ; 

n a AppendHenu ( _hmenuPGP,  HF_STRING,  *pcmdidBase,  szCommand); 

n n _cmd i dEn c ry p t Now  = *pcmdidBase; 

n n ++(*pcmdidBase); 

n n Fo rma t S t r i ng ( s z C omma nd , s i z eo f ( s z C omma nd ) / s i z e o f ( T C H A R ) , 
n n n n n I D S_S I GN N0U_H E N U ) ; 

n n AppendHenu C _hmenu PG P,  MF_STRING,  *pcmdidBase,  szCommand); 

n n _cmdidSignNow  = *pcmdidBase; 

n n ++(*pcmdi dBase); 

n n F o rma  t S t r i ng  ( s z C omma  n d , s i z e o f ( s z C omma  nd  ) / s i z e of  ( T C H A R ) , 

n n n n n n I D S _ EN C R YPT S I GN_M E N U ) ; 

n n AppendHenu ( _hmenuPGP,  HF_STRING,  *pcmdidBase,  szCommand); 
n n _cmdidEncryptSign  = *pcmdidBase; 

n n ++(*pcmdidBase); 

CCCHK:d21d7d83e5de2b16b555504e00308db772e5dd11f335ccb88bff366bbbc2ed8f7:: 
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a a App e n d Me n u C _ hme n u PG P , H F_ S E P AR ATO R , 0,  NULL); 

n > 

H if  (_context  ==  E E C ONT E XT_R E A D N OT EM E S S AG E ) 
n { 

n n G e t S t r i ng  ( s z C otnma  nd  , s i z eo f ( s z C otnma  nd  ) / s i z e o f ( T C H AR  ) , I D S_ D E C R Y PT_H E N U ) ; 

n n AppendMenu(_hmenuPGP,  MF_STRING,  *pcmdidBase,  szCommand); 

n n _cnidi  dDecrypt  = *p  c md  i d Ba  s e ; 

n n ++ ( * p cmd i dBa s e ) ; 

n n GetStringCszCommand,  sizeofCszCommand)/sizeof(TCHAR),  IDS_ADDKEY_MENU); 

a n App e n d Me n u ( _ hme n u PG P , MF_STRING,  *p c md i d Ba s e , szCommand); 

n n _cmdidAddKey  = *pcmdidBase; 

n n ++(*pcmdi dBase); 

n n AppendHenu(_hmenuPGP,  MF_SEPARATOR,  0,  NULL); 

n > 


n GetStringCszCommand,  s i z eo f C s z C omma n d ) / s i z e o f ( T C H A R ) , I DS_PGPKEYS_MENU ) ; 
a Ap pe ndM e nu ( _hmenu PG P , HF_STRING,  *pcmdidBase,  szCommand); 

a _ c md i d Pg pKe y s = *pcmdidBase; 

a ++(*pcmdidBase); 

a GetStringCszCommand,  s i z e o f C s z C omma nd ) / s i z eo f C TC H A R ) , I D S_ PG PPR E F S_M E N U ) ; 
a AppendMenuC_hmenuPGP,  MF_STRING,  *pcmdidBase,  szCommand); 
a _cmdidPrefs  = *pcmdidBase; 
a ++C*pcmdidBase); 
a 

a GetStringCszCommand,  s i z e o f C s z C omma nd ) / s i z e o f C T C H A R ) , I D S_ PG PH E LP_H E NU ) ; 
a I n s e r t Menu C hmenuHe L pTop i c s , u L A f t e r Ex c h a ng e , 

a a a a H F_B Y PO S I T I ON  | HF_STRING,  *pcmdidBase,  szCommand); 

a _cmdidHeLp  = *pcmdidBase; 
a ++ C *pcmd i dBa s e ) ; 
a 

a GetStringCszCommand,  s i z e o f C s z C omma nd ) / s i z e o f C T C H AR  ) , I DS_ABOUT_MENU ) ; 
a A ppe ndMe n u C hme n u H e L p , MF_STRING,  *pcmdidBase,  szCommand); 

a _cmdidAbout  = *pcmdidBase; 
a ++C*pcmdi dBase) ; 
a 

a //  Next,  the  toolbar 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

//a 

a 


int  tbindx; 

HUND  hwndTooLbar  ==  NULL; 

for  Ctbindx  = ctbe-1;  Cint)  tbindx  > -1;  --tbindx) 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


if  C EETBID_STANDARD  ==  L p t b e A r r a y C t b i nd x D . t b i d ) 

{ 

a hwndTooLbar  = L p t b e A r r a y C t b i ndx 3 . h wnd ; 
a if  C_context  ==  E E C ONT E XT_ S E N D NOT  EM E S S AG E ) 
a { 

a a _h wnd SendToo L ba r = hwndTooLbar; 
a a _itbbEncrypt  = LptbeArrayCtbindxD.itbbBase++; 

a a _itbbSign  = L p t be A r r a y C t b i ndx 3 . i t b bBa s e++; 
a a _itbbEncryptSign  = LptbeArrayCtbindx].itbbBase++; 

a } 


a a a if  C_context  ==  E E C ONT E XT_ R E A D NOT  EH E S S AG E ) 

a a a { 


[[CHK:92269cbdbb714557998c2ee4c5bb8fa622eb2eeddc58e1f773b34cbb83085c4d3:: 


1215 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


EXT.CPP 


n □ □ 

nan 

□ □ n 

□ n n 

n a a 

□ n n 

□ a a 

n n > 

n > 


a _hwndReadTooLbar  = hwndToolbar; 
n _ntbbDecrypt  = L p t b e A r ra y C t b i nd x D . i t bbBa s e++ ; 
n _itbbAddKey  = L p t b e A r ray C t b i n dx D . i t bbBa s e++ ; 

> 


_itbbPgpKeys  = L p t b e A r ra y C t b i ndx ] . i t bbBa s e++ ; 
break; 


n if  (hwndToolbar) 
n { 

n n TBADDBITHAP  tbab; 

n n tbab.hinst  = C U I C ommon : : G e t H i n s t ( ) ; 


n 

n 

if 

(_context  ==  EECONTEXT_SENDNOTEHESSAGE) 

n 

n 

{ 

n 

n 

B 

tbab.nID  = IDB 

_ENCRYPT; 

n 

n 

B 

_itbmEncrypt  = 

S e ndM e s s a g e ( h wnd Too  1 ba r , TB 

_ADDBITHAP,  1, 

n 

n 

B 

□ n n D 

n n n C LP A R AM  ) 8 1 ba b ) 

n 

□ 

B 

tbab.nID  = IDB 

_SIGN; 

n 

n 

B 

_itbmSign  = S e ndMe s s a g e ( h wndToo L ba r , TB_ADDBITMAP,  1, 

Q 

B 

B 

fl  B B B 

n n ( LPARAM)8tbab)  ; 

/* 

n 

B 

B 

tbab.nID  = IDB 

_ENCRYPTSIGN; 

n 

B 

B 

_i t bmEn c ry p t S i gn  = S e nd M e s sa ge ( h wndToo L ba r 

, TB_ADDBITHAP 

a 

*/ 

Q 

B 

B 

B B B B 

n n n n ( LP A R AH ) 8 1 ba b ) ; 

B 

> 

a 

B 

i f 

(_context  ==  EECONTEXT_READNOTEMESSAGE ) 

n 

B 

{ 

a 

B 

B 

tbab.nID  = IDB 

_DECRYPT; 

n 

B 

B 

_i tbmDecrypt  = 

SendMe s sage C hwndToo L ba r , TB 

_ADDBITMAP,  1, 

n 

B 

B 

□ non 

n n n ( LP A R AH ) 8 1 ba b ) 

/ 

D 

B 

B 

tbab.nID  = IDB 

_ADDKEY; 

n 

B 

B 

_i tbmAddKey  = 

SendMe s sa g e ( hwndToo L ba r , TB_ 

ADDBITMAP,  1, 

n 

B 

B 

D n n n 

n n n ( LP AR AH ) 8 t ba b ) 

/ 

n 

B 

> 

n n tbab.nID  = I DB_PG PKE Y S ; 

n n _itbmPgpKeys  = S e ndMe s s a g e ( h wndToo L ba r , TB_ADDBITMAP,  1, 
nnnnnnnnn  ( LPAR AM ) & t ba b ) ; 

n } 

n return  S_OK; 

> 


STDMETHODIMP  C E x t I mp L : : Su e r y Bu t t o n I n f o (ULONG  tbid,  UINT  itbb, 

LPTBBUTTON  ptbb,  LPTSTR  Lpsz,  UINT  cch, 

ULONG  uLFlags) 

{ 

n if  ( ( EECONTEXT_READNOTEMESSAGE  1=  _context)  &S 

CCCHK:0d577a92bbc3ccef9adaa2daaee817cc91ea990e9cced22dd1bbba22221a47355!]] 
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n n ( EECONTEXT_SENDNOTEMESSAGE  !=  .context)  &S 

n a ( EECONTEXT.VIEWER  !=  .context)) 

n n return  S. FALSE; 


HRESULT  hr 


S .FALSE; 


n 

TC 

n 

1 f 

n 

{ 

n 

Q 

n 

Q 

□ 

n 

n 

o 

o 

□ 

n 

□ 

//n  n 

Q 

□ 

/ /n  n 

/ /n  n 

Q 

n 

n 

> 

n 

i f 

n 

{ 

D 

n 

n 

n 

n 

n 

n 

n 

Q 

n 

n 

n 

/ /n  n 

n 

n 

/ /n  n 

//n  n 

n 

n 

n 

> 

/* 

n 

if 

n 

{ 

n 

n 

Q 

n 

Q 

n 

n 

o 

n 

n 

u 

Q 

u 

n 

a 

n 

n 

> 

*/ 

Q 

if 

n 

n 

n 

[LCHK: 

ptbb->iBitmap  = .itbmEncrypt; 
p t bb-> i d C omma nd  = .cmdidEncrypt; 
ptbb->f sState  = TB ST AT E. E N AB LE D ; 
ptbb->fsStyLe  = TBSTYLE. CHECK; 
ptbb->dwData  = 0; 
ptbb->iString  = -1; 

if  C.bEncrypt) 

a Fo rma t S t r i ng ( L psz , cch,  I D S. E N C R Y PT.TOO LT I P , "Encrypt"); 
else 

n F o r ma t S t r i n g C L p s z , cch,  I D S _ E N C R YPT.TOO LT I P , "Do  not  encrypt"); 
hr  = S.OK; 


p t b b-> i B i t ma p = .itbmSign; 
pt bb->i dCommand  = .cmdidSign; 
ptbb->f sState  = TBSTATE.ENABLED; 
ptbb->f sSty Le  = TB ST Y LE.C H E C K; 
ptbb->dwData  = 0; 
p t bb-> i S t r i ng  = -1; 

if  C.bSign) 

n F o r ma t S t r i ng ( L ps z , cch,  I D S.S I G N.TOO LT I P , "Sign"); 

else 

n F o r ma t S t r i n g ( L p s z , cch,  I D S. S I G N.TOO LT I P , "Do  not  sign"); 

hr  = S.OK; 


f (Citbb  ==  .i tbbEncrypt Si gn ) SS  (.context  ==  E E C ONT E XT.S EN D NOT  EH E S S AG E ) ) 

p t bb-> i B i t ma p = . i t bmE n c r y p t S i g n ; 
p t b b-> i d C omma nd  = . cmd i d E n c r y p t S i g n ; 
ptbb->f sSty Le  = TBSTYLE. BUTTON; 
ptbb->f sState  = TBSTATE.ENABLED; 
ptbb->dwData  = 0; 
p t b b-> i S t r i ng  = -1; 

Forma t St  ring (Lpsz,  cch,  I DS.ENCRYPTSIGN. TOOLTIP); 
hr  = S.OK; 


ptbb->iBitmap  = .itbmPgpKeys; 
[:CHK:5b66099f74dcf333af777e881c4ba41ccae6aacbbd3f633b9257900f5c6b3a472:3 
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n 

a 

p t bb-> i dComma nd  = _ c md i d Pg pKey s ; 

n 

a 

ptbb->f sState  = TBSTATE_ 

ENABLED; 

n 

a 

ptbb->f sSty le  = TBSTYLE_ 

BUTTON; 

Q 

a 

pt  bb->dwDa  t a = 0; 

D 

a 

p t bb-> i S t r i ng  = -1; 

□ 

a 

F 0 rma t S t r i ng ( 1 p s z , cch. 

IDS_PGPKEYS 

□ 

a 

hr  = S_0K; 

n 

> 

a 

i f 

(Citbb  ==  _ i t b b D e c r y p t ) &&  (_context 

a 

{ 

n 

a 

p t bb-> i B i t ma p = _ i t bmD e c r y p t ; 

o 

a 

p t bb-> i d C omma nd  = _ c md i d D e c ry p t ; 

a 

a 

ptbb->f sState  = TBSTATE_ 

ENABLED; 

a 

a 

ptbb->f sSty le  = TBSTYLE_ 

BUTTON; 

a 

a 

ptbb->dwData  = 0; 

a 

a 

ptbb->iString  = -1; 

a 

a 

F o r ma t S t r i ng ( 1 p s z , cch. 

IDS_DECRYPT 

a 

a 

hr  = S_0K; 

a 

> 

a 

i f 

((itbb  ==  _itbbAddKey)  && 

(_context 

a 

i 

a 

a 

ptbb->i Bi tmap  = _itbmAddKey; 

a 

a 

p t bb-> i d C omma n d = _ cmd i d Add  Key ; 

a 

a 

ptbb->f sState  = TBSTATE_ 

ENABLED; 

a 

a 

ptbb->f sSty le  = TBSTYLE_ 

BUTTON; 

a 

a 

p t bb->d wDa  t a = 0; 

a 

a 

ptbb->iString  = -1; 

a 

a 

F 0 rma t S t r i ng ( 1 p s z , cch. 

IDS_ADDKEY_ 

a 

a 

hr  = S_0K; 

context  ==  EECONTEXT  R E A D N OT E M E S S AG E ) ) 


EECONTEXT  R E A D N OT E M E S S AG E ) ) 


return  hr; 


STDMETHODIMP  C Ex t I mp I : : R e s e t Too L ba r ( U LONG  tbid,  ULONG  uLFLags) 
{ 

n //  To  implement  this  method, 

n //  the  extension  must  cache  the  results  of  a prior  call 
n //  to  I Ex c h Ex t C a I I ba c k : : Ge t Too  I ba r . 


a 

i f 

((EECONTEXT_READNOTEMESSAGE 

! = _context ) SS 

a 

a 

(EECONTEXT_SENDNOTEHESSAGE 

!=  _context)) 

a 

a 

return 

S.FALSE; 

a 

if 

( EETBID_ 

STANDARD  !=  tbid) 

a 

a 

return 

S_FALSE; 

n return  S_FALSE; 

/* 

n TBBUTTON  tbbNewCS:; 

a tbbNewCOD . i Bi tmap  = 0; 

n t bbN e w C 0 D . i d C omma nd  = 0; 

[[CHK:bedb6e6006b519a77bbddd0c910329b7ee2111732aff3e44c4444d7700601a0cf:] 
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n tbbNewC0].fsState  = 0; 

n tbbNewC0] . f sSty Le  = TBSTYLE_SEP; 

D t b b N e w C 0 ] . d w D a t a = 0; 

n tbbNewC0].iString  = -1; 

n if  (_context  ==  E E C 0 NT E XT_ S E N D N OT EH E S S AG E ) 
n { 

n n tbbNewC1].iBitmap  = _itbmEncrypt; 

n n tbbNewCI ] . i dCommand  = _ c md i d E n c ry p t ; 
n n tbbNewCI fsState  = TB ST AT E _ E N AB LE D ; 
n n tbbNewCI fsStyle  = TBST Y L E_ C H E C K; 

n n tbbNewCI ]. dwData  = 0; 

n n t bbNewC 1 D . i S t r i ng  = -1; 

a a t bbNew C 2 3 . i B i t ma p = _itbmSign; 
n n t b bN e w C 2 3 . i d C omma n d = _cmdidSign; 
n a tbbNewC2: . f sState  = TB S T AT E_ E N AB L E D ; 
n B tbbNewC2: . f sSty Le  = TB S T Y L E_ C H E C K; 

B B t b b N e w C 2 ^ . d w Da t a = 0; 

B B tbbNewC2D.iString  = -1; 

B B 

// a B tbbNewC3D.iBitmap  = _itbmEncryptSign; 

//b  b tbbNewCSD.idCommand  = _cmdidEncryptSign; 

//B  B tbbNewC3] . f sState  = TBST AT E_ E N AB LE D ; 

//B  B tbbNewC3] . f sSty Le  = TBSTYLE_BUTTON; 

//b  b t bbN  e w C 3 3 . d w D a t a = 0; 

//b  b t bbNew C3 ] . i S t r i ng  = -1; 

B B B 

B B tbbNewC33.i Bitmap  = 0; 

B B t b bN e w C 3 3 . i d C omma n d = 0; 

B B tbbNewC33.fsState  = 0; 

B B tbbNewC3: . f sSty Le  = TB ST Y L E_ S E P ; 

B B tbbNewC33 . dwData  = 0; 

B B t b bN e w C 3 3 . i S t r i n g = -1; 

B B t b b N e w C 4 3 . i B i t ma p = _ i t bmPg pKe y s ; 

B B tbbNewC43 . i dCommand  = _ cmd i d Pg p Key s ; 

B B tbbNewC43 . f sState  = TBSTATE_ENABLED; 

B B tbbNewC43 . f sSty Le  = TBST Y L E .BUTTON ; 

B B tbbNewC43.dwData  = 0; 

B B t bbN e w C 4 3 . i S t r i ng  = -1; 

B B 

B B SendHessageC.hwndSendTooLbar,  TB_ A D DBUTTO N S , 5,  (LPARAH)  tbbNew); 

B > 

B if  (.context  ==  EECONTEXT.READNOTEHESSAGE) 

B { 

B B tbbNewCI 3 . i Bi tmap  = _ i t bm D e c ry p t ; 

B B tbbNewCI 3 . i dCommand  = . cmd i d D e c r y p t ; 

B B tbbNewCI 3 . f sState  = TBS T AT E. E N AB L E D ; 

B B tbbNewCI 3 . fsStyLe  = TBS T Y LE.BUTTO N ; 

B B tbbNewC13.dwData  = 0; 

B B t b bN e w C 1 3 . i S t r i ng  = -1; 

B B B 

B B t b b N e w C 2 3 . i B i t ma p = .itbmAddKey; 

B B tbbNewC23 . i dCommand  = .cmdidAddKey; 

CCCHK:e051175e2e4e3314d5a8809aecbbff5c9ffc965744ddfffd3ca4b444eba28d4b633 
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n 

0 

tbbNewC2II  . fsState 

= 

TBSTATE 

.ENABLED; 

n 

0 

tbbNew[23 . fsStyle 

= 

TBSTYLE 

.BUTTON; 

n 

0 

t bbN e w C 2 ] . d w Da t a = 

0; 

n 

0 

tbbNewC2] . i St  ri ng 

= 

-1; 

n 

0 

a 

n 

0 

tbbNewC3I].  iBitmap 

= 

0; 

0 

0 

tbbNewC3II  . i dCommand 

= 0; 

0 

0 

tbbNew[33 . fsState 

= 

0; 

0 

0 

tbbNewC3] . fsStyle 

= 

TBSTYLE 

.SEP; 

0 

0 

t bbN e w C 3 ] . d w D a t a = 

0; 

0 

0 

tbbNewC3Il.iString 

= 

-1; 

0 

0 

tbbNew[!43.  iBitmap 

= 

.i tbmPgpKeys; 

0 

0 

tbbNew[!4!].  idCommand 

= .cmdidPgpKeys; 

0 

0 

tbbNewE43 . fsState 

= 

TBSTATE 

.ENABLED; 

0 

0 

tbbNew[!4II  . fsStyle 

= 

TBSTYLE 

.BUTTON; 

0 

0 

t bbN eu E 4 D . d w Da t a = 

0; 

0 

0 

tbbNewC4D . i String 

= 

-1; 

n n SendHessage(_hwndReadTooLbar,  TB_ADDBUTTONS,  5,  (LPARAM)  tbbNew); 
n > 


n return  S_OK; 
*/ 

> 


STDHETHODIMP  C E x 1 1 mp L : : Qu e r y H e L pT ex t ( U I NT  cmdid,  ULONG  uLFLags, 

LPTSTR  psz,  UINT  cch) 

{ 

n if  ( ( EECONTEXT_READNOTEHESSAGE  !=  .context)  S& 
n n CEECONTEXT.SENDNOTEHESSAGE  !=  .context)  && 

n n ( EECONTEXT.VI EWER  !=  .context)) 

n n return  S. FALSE; 


n TCHAR  s z S t a t e C 6 0 : ; 

//n  Ge  t S t r 1 ng  ( s z S t a t u s , s i z eof  C s z S t a t u s ) / s i z e o f ( T C H AR  ) , 
//n  n .fUseSig  ? IDS.ENABLED  : I D S. D I S AB LE D ) ; 


n 1 f 
n { 

□ □ 
n n 
//n  n 
a a 
Nn  n 
/ /n  n 

n n 
a n 
a D 

n n 
a D 
//a  a 
a a 
/ / a n 
//a  n 


(uLFlags  ==  EECQHT. STATUS ) 

if  ((cmdid  ==  . cmd i d E n c r y p t ) S&  (.context  ==  E E C ONT EXT.S E N DNOT E H E S S AG E ) ) 

{ 

n i f ( 1 .bEncrypt ) 

n n wsprintf(szState,  "Encrypt"); 

n else 

n n wsprintf(szState,  "Do  not  encrypt"); 

n F o r ma t S t r i n g ( p s z , cch,  I D S. E N C R Y PT.S T ATU S , szState); 
a return  S.OK; 

} 

if  ((cmdid  ==  .cmdidSign)  &&  (.context  ==  E E C ONT E XT.S E N D NOT  EM E S S AG E ) ) 

{ 

n if  (l.bSign) 

n n wsprintf(szState,  "Sign"); 

n else 

n n wsprintf(szState,  "Do  not  sign"); 
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n n n F o rma t S t r i n g ( p s z , cch,  1 D S_S I GN_ S T AT U S , szState); 

a n n return  S_0K; 

n n > 


n a 

n □ 

n n 

Q □ 

n Q 

□ □ 

D □ 

□ Q 

□ n 

o □ 

O Q 


if  ((cmdid  ==  _cnid  i d En  c ry  p t No  w ) && 
n n (_context  ==  E E C 0 NT E XT_S E N D NOT E M E S S AG E ) ) 

n FormatStri ngCpsz,  cch,  I D S_ EN C R Y PTNO W_ S T AT U S ) ; 

B return  S_0K; 

> 

if  ((cmdid  ==  _ c md i d S i g n No w ) &S  (.context  ==  E E C 0 NT E XT_S E N D N OT EH E S S AG E ) ) 
{ 

B FormatStri ng(psz,  cch,  IDS_SIGNNOW_STATUS); 

B return  S_0K; 

> 


n a 

a □ 

a □ 

□ n 

□ n 

B n 


□ Q 

□ Q 

n □ 

n H 

n □ 


n □ 

□ n 

n □ 

n □ 

□ □ 


□ Q 
a Q 
Q □ 

tt  n 
a a 


n a 
a a 
n n 
□ n 
n n 


a D 
n n 
n n 
□ □ 
□ □ 


D Q 

a n 

a n 


CCCHK: 


if  ((cmdid  ==  _cmdi dEncryptSi gn)  && 

B (.context  ==  EECONTEXT.SENDNOTEMESSAGE ) ) 

{ 

B FormatString(psz,  cch,  I DS. ENCRYPTS IGN. STATUS); 

B return  S.OK; 

> 

if  ((cmdid  ==  . cmd i d D e c r y p t ) 8&  (.context  ==  E E C ONT E XT. R E A D N OT EH E S S AG E ) ) 
{ 

B Fo rma t S t r i ng ( ps z , cch,  I DS. DECRYPT. STATUS ) ; 

B return  S.OK; 

> 

if  ((cmdid  ==  . c md i d Ad d Key ) &S  (.context  ==  E E C ONT EXT.R E A D NOT E H E S S AG E ) ) 

{ 

B Fo r ma t S t r i ng ( p s z , cch,  I D S. A D D KE Y.S T ATU S ) ; 

B return  S.OK; 

> 

if  (cmdid  ==  .cmd i dPgpKeys ) 

{ 

B F o r ma t S t r i n g ( p s z , cch,  I D S.PG PK E Y S. ST AT U S ) ; 

B return  S.OK; 

} 

if  (cmdid  ==  .cmdidPrefs) 

{ 

B F o r ma t S t r i ng ( p s z , cch,  I D S.PG P PR E F S .ST ATU S ) ; 

B return  S.OK; 

> 

if  (cmdid  ==  .cmdidHeLp) 

{ 

B FormatString(psz,  cch,  IDS. PGPHELP. STATUS); 

B return  S.OK; 

} 

if  (cmdid  ==  .cmdidAbout) 

C 

B F o r ma t S t r i n g ( p s z , cch,  I D S. ABO UT.S T AT U S ) ; 

42033b191c33d5fd110eceaaa010166589fddd5f1ffef9a00f89c667b6dc2d6c6:: 
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□ □ □ 

n n > 

n } 

n else  if 
n { 

n n if 

n n { 

/ / n n n 

□ an 

/ / □ □ □ 

/ / n a □ 

□ n □ 

□ n □ 

□ □ > 

□ n if 

□ □ { 

linn  n 
n n n 

/ / □ □ □ 

/ / □ □ □ 

□ □ □ 

□ □ □ 

□ □ > 

□ □ if 

□ □ □ 

□ □ { 

□ □ □ 

□ □ □ 

□ □ > 

□ n if 

□ □ { 

□ □ □ 

□ □ □ 

□ □ > 

□ n if 

□ n □ 

□ n { 

□ □ n 

□ □ □ 

□ n > 

□ □ if 

□ □ { 

□ □ □ 

□ □ □ 

□ □ > 

□ □ if 

□ □ { 

□ □ □ 

□ □ n 


return  S_OK; 


(ulFlags  ==  E E CQ H T_TOO LT I P ) 

(Ccmdid  ==  _cmdi dEnc rypt ) SS  (.context  ==  E E C ONT E XT_ S E N D NOT  EM E S S AG E ) ) 
if  C.bEncrypt) 

n wsprintf(szState,  "Encrypt"); 
else 

n wsprintf(szState,  "Do  not  encrypt"); 

FormatStringCpsz,  cch,  IDS_ENCRYPT_TOOLTIP,  szState); 
return  S_0K; 

(Ccmdid  ==  .cmdidSign)  &&  (.context  ==  E E C 0 NT E XT. S E N D NOT  EM E S S AG E ) ) 
i f (.bSi gn) 

n wsprintfCszState,  "Sign"); 
else 

n wsprintfCszState,  "Do  not  sign"); 

Fo r ma t S t r i ng ( p s z , cch,  I D S .S I G N.TOO LT I P,  szState); 
return  S.OK; 

(Ccmdid  ==  .cmd i d En c rypt Now ) && 
n (.context  ==  E E C ONT E XT.S E N DNOT EM E S S AG E ) ) 

FormatStringCpsz,  cch,  I D S. E N C R Y PT NO W.TOO LT I P ) ; 
return  S.OK; 

(Ccmdid  ==  .crndi dS i gnNow ) &S  (.context  ==  E E C ONT E XT. S E N D NOT  EM E S S AG E ) ) 

F o r ma t S t r i ng ( p s z , cch,  I D S. S I G NNO W.TOO LT I P ) ; 
return  S.OK; 

(Ccmdid  ==  .cmd i d En c ry p t S i g n ) S& 

(.context  ==  EECONTEXT.SENDNOTEMESSAGE)  ) 

FormatStringCpsz,  cch,  I D S. EN C R YPT S I GN.TOO LT I P ) ; 
return  S.OK; 

(Ccmdid  ==  . cmd i d D e c r y p t ) SS  (.context  ==  E E C ONT E XT.R E A D NOT  EM E S S AG E ) ) 

Fo rma t S t r i ng ( ps z , cch,  I D S.D E C R Y PT.TOO LT I P ) ; 
return  S.OK; 

(Ccmdid  ==  . cmd i d Ad dKey ) SS  (.context  ==  E E C 0 NT E XT. R E A D NOT  EM E S S AG E ) ) 

F o r ma t S t r i ng ( p s z , cch,  I D S . A D D KE Y.TOO LT I P ) ; 
return  S.OK; 
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n n } 

n n if  (cmdid  ==  _ cmd i d Pg p Key s ) 
n n { 

nan  F o rma t S t r i ng ( p s z , cch,  I D S _ PG PKE Y S _T00 LT I P ) ; 

n n n return  S_0K; 

n n > 

n } 

a return  S_FALSE; 

} 


STDMETHODIHP  C Ex t I mp L : : H e L p C I E x c h Ex t C a L L ba c k*  pmecb,  UINT  cmdid) 
{ 

n if  ( ( EECONTEXT_READNOTEHESSAGE  !=  .context)  && 

n n ( EECONTEXT.SENDNOTEHESSAGE  !=  .context)  && 

n n (EECONTEXT. VIEWER  !=  .context)) 

n n return  S. FALSE; 

n return  S. FALSE; 

> 


STDriETHODIMP.(VOID)  C E X 1 1 mp  L : : I n i t H e n u ( I E X c h E x t C a L L b a c k*  pmecb) 
{ 

n if  ( (EECONTEXT. READNOTEHESSAGE  !=  .context)  aS 

a n ( EECONTEXT. SENDNOTEHESSAGE  !=  .context)) 

n n return; 

n if  ( ! .f I n i t MenuOn ce ) 

n { 

nail  Only  set  encrypt  and  sign  flags  once. 

□ n 

n n .fInitHenuOnce  = TRUE; 

□ □ 

n n .bEncrypt  = By De f a u L t E n c r y p t ( ) ; 
n n .bSign  = By D e f a u L t S i g n ( ) ; 

a n .bUseMIHE  = U s e PG PH i me ( ) ; 

n > 

H //  Now  to  the  real  menu  business 

n if  (.context  ==  E E C 0 NT E XT. S E N DNOT EM E S S AG E ) 
n { 

n n HHENU  hmenu; 

n n MENUITEMINFO  miiEncrypt; 

n n MENUITEMINFO  miiSign; 

n a 

n n HRESULT  hr  = pme c b->G e t M e n u ( 8h me n u ) ; 
n n if  (FAILED(hr)) 

n n n return; 

n n HWND  hwndTooLbar; 

n n hr  = pme c b->G e t Too L ba r ( E E TB I D.S T A N D A R D , BhwndToo L ba r ) ; 
n n if  (hr  !=  S.OK) 

n n n return; 
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D Q 
□ □ 
Q □ 
□ □ 
D □ 
a D 
n □ 
n □ 
n n 
□ □ 
Q a 
n D 

□ D 

n n 

□ B 
B B 
B B 
B B 


m i i En  c ry  p t . c b S i z e = s H z e o f ( M E NU I TEM I N F 0 ) ; 

mi i Encrypt . f Mask  = HIIM_STATE  | H I I M_ C H E C KM AR KS ; 

G e t Me nu 1 1 em  I n f o ( h me n u , _ c md i d E n c ry p t , FALSE,  &m i i E n c ry p t ) ; 
if  (_bEncrypt) 

{ 

n m i i E n c ry p t . f S t a t e = MFS_CHECKED; 

n mi i En c ry p t . hbmpC h e c ked  = NULL; 
n SendHessageChwndTooLbar,  TB_ C H E C KBU TTON , 
n B B B _cmdidEncrypt,  M AKE LO N G ( T RU E , 0)); 

> 

else 

{ 

n m i i E n c r y p t . f S t a t e = M F S _U N C H E C KE D ; 
n miiEncrypt.hbmpUnchecked  = NULL; 
n S e n d Me s s a g e ( h wndToo L ba r , TB_C H E C KBUTTO N , 

B B B B _cmdidEncrypt,  MAKELONGCFALSE,  0)); 

> 

SetMenuItemInfoChmenu,  _cmdidEncrypt,  FALSE,  SmiiEncrypt); 


B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

B B 

n > 

> 


m i i S i g n . c b S i z e = s i z e o f C M E N U I T EM  I N F 0 ) ; 
mi i Si gn . f Mask  = HIIM_STATE  | M 1 1 M_C H E C KM A RKS ; 
GetMenuItemInfoChmenu,  _cmdidSign,  FALSE,  &miiSign); 
if  C_bSign) 

{ 

n m i i S i g n . f S t a t e = HFS_CHECKED; 
n miiSign.hbmpChecked  = NULL; 

n S e ndM e s s a g e ( h wn dToo L ba r , TB_ C H E C KBUTTON , _cmdidSign, 
n B B B MAKELONG (TRUE,  0)); 

> 

else 

< 

n mi i Si gn . f Sta te  = M F S_U N C H E C KE D ; 
n miiSign.hbmpUnchecked  = NULL; 

n SendMes sage ( hundToo L ba r , TB_C H E C KBUTTON , _cmdidSign, 
B B B B MAKELONGCFALSE,  0)); 

> 

SetMenuItemInfoChmenu,  _cmdidSign,  FALSE,  SmiiSign); 


STDMETHODIMP  C E X 1 1 mp L : : Do C omma n d ( I E X c h E X t C a L L b a c k * pmecb,  UINT  cmdid) 

{ 

n if  ( ( EECONTEXT_READNOTEHESSAGE  !=  _context)  && 
n B ( EECONTEXT_SENDNOTEMESSAGE  !=  .context)  SS 
n B ( EECONTEXT.VI EWER  !=  .context)) 

B B return  S. FALSE; 

n HUND  hundMain; 

n pme c b->G e t W i ndo w ( Sh undMa i n ) ; 
n .hwndMessage  = F i n dMe s s a g e W i nd ou ( pme c b ) ; 

B if  (Ccmdid  ==  .cmd i dEnc rypt ) S&  (.context  ==  E E CONT E XT. S EN D NOT  EH E S S AG E ) ) 
n { 

n B .bEncrypt  = l.bEncrypt; 

n B I n i t Me n u ( pme c b ) ; 

B B return  S.OK; 
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n > 

n if  ((cmdid  ==  _cndidSign)  £&  (_context 
n { 

n n _bSign  = !_bSign; 

n n InitMenu(pmecb); 

n n return  S_OK; 

n > 


EECONTEXT  S E N D N OT EH E S S AG E ) ) 


n 

i f 

(((cmdid 

==  _cmdi dEncryptNow)  ||  (cmdid  ==  _ c md i d S i g n N o w ) || 

n 

a 

(cmdid  = 

:=  _ c md  i d E n c r y p t S i g n ) ) SS 

n 

a 

(_ 

context  ==  EECONTEXT_SENDNOTEMESSAGE) ) 

n 

i 

n 

a 

BOOL  bEncrypt; 

n 

a 

BOOL  bSi gn; 

u 

a 

a 

a 

bEncrypt 

= (cmdid  ==  _ c md i d E n c r y p t No w ) | | (cmdid  ==  _ c md i d E n c r y p t S 

a 

a 

b S i g n = 

(cmdid  ==  _ c md i d S i g n No w ) ||  (cmdid  ==  _ cmd i d E n c r y p t S i g n ) ; 

a 

a 

i f 

(_hwndMessage) 

a 

a 

{ 

a 

a 

a 

char 

*szlnput; 

a 

a 

a 

char 

*sz0utput  = NULL; 

a 

a 

a 

Long 

(Length; 

a 

a 

a 

ULONG  uLOutLength; 

a 

a 

a 

BOOL 

. b S e L e c t e dT e X t = FALSE; 

a 

a 

a 

CHARRANGE  chRange  = {0,0>; 

a 

a 

a 

PRECIPIENTDIALOGSTRUCT  prds  = NULL; 

a 

a 

a 

1 n t 

n E r r 0 r ; 

a 

a 

a 

if  (bEncrypt) 

a 

a 

a 

a 

a 

a 

a 

LPADRLIST  pAddrList; 

a 

a 

a 

a 

prds  = (PRECIPIENTDIALOGSTRUCT)  pgpALLoc( 

a 

a 

a 

a 

n n n n n s i z eo f ( R E C I P I E NT D I A LOG  ST RU CT ) ) ; 

a 

a 

a 

a 

memset(prds,  '\0',  sizeof(RECIPIENTDIALOGSTRUCT)  ); 

a 

a 

a 

a 

p r d s-> s z R e c i p i e n t s = (char  *)  pgpALloc(1); 

a 

a 

a 

a 

p r d s-> s z R e c i p i e n t s C 0 ] = 0; 

a 

a 

a 

a 

pmecb->GetRecipients(&pAddrList); 

a 

a 

a 

a 

i f ( pAdd  r L i s t ) 

a 

a 

a 

a 

{ 

a 

a 

a 

a 

n p r d s ->d wN umRe c i p i e n t s = p Add r L i s t -> c E n t r i e s ; 

a 

a 

a 

a 

> 

a 

a 

a 

a 

else 

a 

a 

a 

a 

{ 

a 

a 

a 

a 

n p r d s ->d wN umR e c i p i e n t s = 0; 

a 

a 

a 

a 

> 

a 

a 

a 

a 

if  ( p r d s ->d H N umRe c i p i e n t s ) 

a 

a 

a 

a 

(n 

a 

a 

a 

a 

n ULONG  uLRow; 

a 

a 

a 

a 

n int  nLength=1; 

a 

a 

a 

a 

n ULONG  uLIndex; 

a 

a 

a 

a 

n ULONG  uLEmaiLAddr; 

a 

a 

a 

a 

n ULONG  uLDispLayName; 
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n 

B 

B 

B 

fl 

ULONG 

u L Ty pe ; 

n 

B 

B 

B 

fl 

ULONG 

uLEntrylD; 

n 

B 

B 

fl 

B 

i n t 

nCha  r; 

n 

B 

B 

B 

B 

i nt 

nRecipLength; 

n 

B 

B 

B 

B 

char 

• * 

szRecip; 

n 

B 

fl 

B 

B 

ULONG 

ulNumRows; 

n 

B 

fl 

fl 

B 

B 

B 

fl 

B 

B 

uLNumRous 

= prds->dwNumRecipients; 

B 

B 

fl 

fl 

B 

for 

( u L Row 

=0;  uLRow<uLNumRows;  uLRow++) 

B 

B 

fl 

B 

fl 

{ 

B 

B 

B 

B 

B 

fl 

u L Ema i 1 Ad d r = 65535; 

B 

B 

fl 

B 

fl 

fl 

u 1 D i s p 1 a y N a me  = 65535; 

B 

B 

B 

B 

B 

fl 

u 1 Type 

= 65535; 

B 

B 

B 

B 

fl 

B 

for  (uLIndex=0; 

B 

B 

fl 

fl 

B 

B 

fl 

D 

uLIndex<pAddrList->aEntriesCuLRowD.cVaLues; 

B 

B 

fl 

B 

fl 

fl 

B 

n 

uLIndex++) 

B 

B 

B 

fl 

B 

fl 

{ 

B 

B 

fl 

B 

B 

fl 

B 

i f 

(pAddrList->aEntriesnuLRowD.rgPropVaLsCuLIndexD 

B 

B 

fl 

fl 

fl 

fl 

fl 

n 

n .uLPropTag  ==  PR_ D I S P L A Y_N AM E ) 

B 

B 

fl 

fl 

fl 

fl 

B 

{ 

B 

B 

B 

fl 

fl 

B 

B 

n 

u L D i s p L a y Na me  = uLlndex; 

B 

B 

fl 

B 

fl 

B 

fl 

> 

B 

B 

fl 

B 

fl 

fl 

B 

i f 

(pAddrList->aEntriesCuLRow3.rgPropVaLsCuLIndex!] 

B 

B 

fl 

fl 

fl 

fl 

fl 

n 

n .uLPropTag  ==  PR_EH A I L_ A D D R E S S ) 

B 

fl 

B 

fl 

fl 

fl 

fl 

{ 

B 

fl 

B 

fl 

fl 

fl 

B 

n 

uLEmaiLAddr  = uLIndex; 

B 

B 

fl 

fl 

fl 

fl 

B 

> 

B 

B 

fl 

B 

B 

D 

B 

i f 

(pAddrList->aEntriesCuLRow] . rgPropVaLsCuLIndex3 

B 

B 

fl 

fl 

fl 

B 

B 

□ 

n .uLPropTag  ==  PR_0B J ECT_TYPE ) 

B 

B 

B 

fl 

fl 

fl 

B 

{ 

B 

B 

fl 

B 

fl 

fl 

B 

D 

uLType  = uLIndex; 

B 

B 

fl 

fl 

B 

fl 

B 

> 

B 

B 

fl 

B 

fl 

B 

fl 

i f 

(pAddrList->aEntriesCuLRow].rgPropVaLsCuLIndex3 

B 

fl 

B 

fl 

fl 

fl 

B 

n 

n .uLPropTag  ==  PR_ENTRYID) 

B 

B 

fl 

fl 

fl 

fl 

B 

{ 

B 

B 

fl 

fl 

B 

fl 

B 

n 

uLEntrylD  = uLIndex; 

B 

B 

fl 

fl 

fl 

B 

B 

> 

B 

fl 

fl 

B 

fl 

fl 

> 

B 

B 

fl 

B 

B 

fl 

i f 

C ( u 1 D t s p L a y Na me  ==  65535)  SS  (uLEmaiLAddr  ==  65535)) 

B 

fl 

B 

fl 

fl 

fl 

B 

fl 

fl 

B 

B 

fl 

B 

prds->dwNumRecipients — ; 

B 

B 

B 

B 

fl 

fl 

□ 

continue; 

B 

B 

B 

fl 

B 

fl 

> 

B 

B 

E 

fl 

B 

B 

i f 

(uLEmaiLAddr  !=  65535) 

B 

fl 

B 

fl 

B 

fl 

{ 

B 

fl 

B 

B 

fl 

B 

fl 

if 

( pAddrLi st-> 

B 

B 

B 

fl 

B 

B 

fl 

B 

aEntri esCuLRowT . rgPropVa  LsCu  LEmai LAddrD  . 

B 

fl 

fl 

B 

fl 

B 

fl 

fl 

VaLue. LpszA) 

B 

B 

B 

B 

B 

B 

fl 

{ 

B 

fl 

fl 

B 

fl 

B 

fl 

fl 

if  ( s t r L en ( p Ad d r L i s t -> 

B 

fl 

fl 

B 

fl 

fl 

fl 

fl 

a aEntriesCuLRowD.rgPropVaLsCuLEmai LAddrD. 

B 

B 

fl 

B 

fl 

B 

fl 

fl 

Q VaLue.  LpszA)) 

B 

B 

B 

fl 

B 

B 

fl 

fl 

{ 

B 

fl 

fl 

fl 

fl 

fl 

fl 

B 

n uLIndex  = uLEmaiLAddr; 
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n 

n 

□ 

B 

B 

fl 

n n } 

n 

Q 

33 

B 

B 

B 

n H else 

n 

n 

□ 

B 

B 

B 

n n n uLIndex  = uLDispLayName; 

Q 

n 

n 

fl 

B 

fl 

n > 

n 

n 

n 

B 

B 

B 

n else 

s 

n 

33 

B 

B 

B 

n n uLIndex  = uLDispLayName; 

□ 

u 

n 

B 

B 

fl 

> 

n 

33 

n 

B 

B 

B 

else 

n 

□ 

Q 

B 

B 

fl 

n uLIndex  = uLDispLayName; 

n 

n 

□ 

B 

B 

fl 

//  Older  versions  of  Exchange  return  an  invalid  number 

n 

n 

33 

B 

B 

fl 

//  of  recipients,  so  we  have  to  check  each  recipient 

n 

Q 

□ 

B 

B 

B 

//  for  validity 

tt 

n 

n 

B 

B 

fl 

//  First,  make  sure  there's  a pointer  to  the  recipient 

u 

n 

n 

B 

B 

B 

II  entry 

a 

Q 

n 

B 

B 

B 

if  ( !8CpAddrList->aEntriesCuLRow!])) 

Q 

n 

n 

B 

B 

B 

{ 

n 

Q 

33 

B 

B 

B 

n p r d s ->d wN umR e c i p i e n t s — ; 

Q 

n 

U 

B 

B 

fl 

n continue; 

n 

o 

U 

B 

B 

B 

> 

n 

□ 

33 

B 

B 

fl 

//  Now  see  if  the  recipient  has  any  properties 

n 

n 

n 

B 

B 

B 

if  ( ! ( p Add r Li s t->a En t r i e s C u L Row D . c Va L ue s ) || 

□ 

n 

n 

B 

B 

B 

n ( ( p Add r L i s t ->a E n t r i e s C u L Ro w D . c Va L u e s-1  ) < uLIndex)) 

u 

n 

n 

B 

B 

fl 

{ 

u 

n 

n 

B 

B 

fl 

n p r d s->d w NumRe c i p i e n t s — ; 

□ 

Q 

n 

B 

B 

B 

n continue; 

n 

n 

n 

B 

B 

fl 

} 

Q 

n 

n 

B 

B 

fl 

szRecip  = pAddrList-> 

D 

n 

33 

B 

fl 

B 

n aEntriesCuLRow].rgPropVaLsCuLIndex3. Value. LpszA; 

a 

□ 

□ 

B 

fl 

B 

//  Hake  sure  the  recipient  e-maiL  address  is  not 

n 

Q 

n 

B 

fl 

fl 

//  a nuLL  string 

n 

n 

n 

B 

B 

B 

nRecipLength  = strLenCszRecip); 

D 

n 

33 

B 

B 

B 

if  (InRecipLength) 

□ 

n 

n 

B 

fl 

fl 

{ 

D 

□ 

n 

B 

B 

fl 

n prds->dwNumRecipients--; 

n 

n 

n 

B 

fl 

fl 

n continue; 

□ 

n 

□ 

B 

B 

B 

> 

n 

n 

B 

B 

B 

fl 

//  Finally,  make  sure  the  address  has  at  Least  one 

Q 

n 

B 

B 

B 

B 

II  printable  non-space  character  in  it 

□ 

D 

B 

B 

B 

B 

for  (nChar=0;  n C ha r <n R e c i p Le n g t h ; nChar++) 

n 

n 

B 

B 

B 

fl 

{ 

n 

n 

B 

B 

fl 

fl 

n if  ( i s g r a ph ( s z R e c i p C n C h a r D ) ) 

n 

a 

B 

B 

fl 

fl 

n n break; 

33 

n 

B 

B 

B 

fl 

> 

n 

n 

B 

B 

fl 

fl 

if  (nChar  >=  nRecipLength) 

n 

a 

B 

B 

fl 

fl 

< 

Q 

a 

B 

B 

B 

B 

n prds->dwNumRecipients--; 

□ 

n 

B 

B 

B 

B 

n continue; 

D 

□ 

B 

B 

fl 

B 

} 

□ 

n 

B 

B 

fl 

B 

nLength  +=  n R e c i p Leng t h+ 1 ; 

13 

Q 

B 

B 

B 

fl 

pgpRea L Loc ( ( voi d **)  & ( p r d s -> s z Re c i p i e n t s ) , nLength  + 1); 
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rt  □ n 
a n □ 
a n □ 
nan 
n n n 


n n n strcat(prds->szRecipients,  szRecip); 

n n n s t r c a t ( p r d s -> s z Re c i p i e n t s , "\n"); 

n n } 

n > 

> 


n 

n 

B 

n 

B 

B 

n 

B 

B 

Q 

B 

B 

n 

B 

B 

/* 

a 

B 

B 

n 

B 

fl 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

a 

B 

B 

n 

B 

B 

*/ 

n 

B 

B 

u 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

n 

B 

B 

//  Determine  if  the  user  selected  a particular  piece  of  text 
SendHessage(_hwndMessage,  EM_EXGETSEL,  (WPARAH)0, 
n n n (LPARAM)  &chRange); 

b S e I e c t e die X t = c h Ra ng e . c pHa x - c h R a ng e . c pM i n ; 


//  If  not,  select  all  the  text 
if( IbSelectedText) 

{ 

n RECT  rect; 
n 

n Ge t C I i en t Re c t ( _h wndHes sa ge,  Srect); 

n S e ndMe s s a g e ( _ h wnd M e s s a g e , WM_ LBUTTO N D 0 WN , MK_LBUTTON, 

n n n n HAKELPARAHCrect. right  - 5,  rect. bottom  -5  )); 

n SendMessage(_hwndMessage,  WH.LBUTTONUP,  MK_LBUTTON, 
n n n n HAKELPARAMlrect. right  - 5 , rect. bottom  -5  )); 

> 


szinput  = Ge t R i c h E d i t C on t e n t s ( _h wndM e s s a g e , SlLength, 
n n n n n n n n FALSE,  bSelectedText); 
if  (Iszlnput) 

{ 

n char  szMessageC1024D; 
n char  s zT i t I e C 2 5 5 3 ; 


n n n 
n n n 
n n n 
n n n 
n n n 


n GetStringlszMessage,  sizeof(szMessage),  IDS_E_GETTEXT); 
n Ge t S t r i ng ( s zT  i t I e , s i z eof ( s zT i t I e ) , IDS_TITLE); 

n nessageBoxChwndMain,  szMessage,  szTitle,  MB_ICONEXCLAMATION); 
n return  S_0K; 

> 


n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 
n n n 


szInputClLength-ID  = 0; 

ILength  = s t r I en ( s z I n p u t ) ; 

nError  = E n c ry p t S i g nBu f f e r ( h wn dHa i n , szinput,  ILength,  (void  *)prds, 
n n n n n n n (void  **)  &szOutput,  &u I Ou t Len g t h , 

n n n n n n n bEncrypt,  bSign,  FALSE,  FALSE); 

if  (!  nError) 

< 

n Se t R i c h Ed i t Con t en t s ( _hundHe s sage,  szOutput,  FALSE, 

n n n n n n b S e I e c t e dT e x t ) ; 

n pgp F r ee ( szOu t pu t ) ; 

n _bEncrypt  = _bEncrypt  &&  ibEncrypt; 
n _bSign  = _bSign  S&  IbSign; 
n Ini tHenu(pmecb); 

> 


n n n memset(szlnput,  0,  ILength), ■ 

n n n H ea p F r e e ( G e t P r o c e s s H e a p (),  0,  szinput); 


n n n if(prds) 

n n n { 


CCCHK:1c0977f2fcc1b40ee0c188dbb79d83cc4cfc33241670b2db1c9eec773b24ceca4!]] 


Pretty  Good  Privacy  5.0^“  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1228 


EXT.CPP 


D 

□ 


nan 
n n n 


if  ( p r d s -> s z R e c i p i e n t s ) 
n pgpFree(prds->szRecipients); 


n n n n pgpFree(prds); 

n n n } 

n n > 


n n return  S_OK; 
n > 


a if  ((cmdid  ==  _ c md i d D e c r y p t ) &&  C_context 

H { 


n 

B 

i f 

(_hwndHessage) 

n 

B 

i 

B 

B 

B 

char  *szlnput; 

B 

B 

B 

char  *szOutput  = NULL; 

B 

B 

B 

long  ILength; 

B 

B 

B 

ULONG  ulOutLength; 

B 

B 

B 

ULONG  ulBlockStart; 

B 

B 

B 

ULONG  u 1 B 1 oc kLeng t h ; 

B 

B 

B 

BOOL  bSe  1 ectedText  = FALSE 

B 

B 

B 

CHARRANGE  chRange  = {0,0>; 

B 

B 

B 

int  nContents; 

EECONTEXT  R E A D N OT E H E S S AG E ) ) 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

fl 

B 

B 

fl 

/* 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

fl 

*/ 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

B 

//  Determine  if  the  user  selected  a particular  piece  of  text 
SendMessage(_hwndMessage,  EM_EXGETSEL,  (WPARAM)0, 
n n H (LPARAH)  SchRange); 

b S e I e c t e dT e X t = c h Ra ng e . c pMa x - c h Ra ng e . c pM i n ; 


//  If  not,  select  all  the  text 
if(  IbSelectedText) 

{ 

n RECT  rect; 
n 

n G e t C I i e n t R e c t ( _ h w n dMe s s a g e , Srect); 

n SendMessage(_hwndMessage,  WM_LBUTT0ND0WN,  MK_LBUTTON, 
o n n n MAKELPARAMCrect. right  - 5,  rect. bottom  -5  )); 

n SendHessage(_hwndMessage,  WM_LBUTTONUP,  HK_LBUTTON, 
n n n n MAKELPARAMCrect. right  - 5 , rect. bottom  -5  )); 

> 

szinput  = Ge t R i c h Ed i t Con t en t s ( _h wndMes sage,  SlLength, 
n n n n n n n n FALSE,  bSelectedText); 

if  (Iszlnput) 

{ 

n char  s zMe s s a g e C1 02 4 ^ ; 
n char  s z T i t I e C 2 5 5 3 ; 


n n n 
n n n 
n n n 
n n n 
n n n 


a Ge t S t r i ng ( s zMes sa g e , s i z e of ( s z M e s s a g e ) , I D S _ E_G ETT E XT  ) ; 

n Ge t S t r i ng ( s zT i t I e,  s i z eo f ( s zT i t I e ) , IDS_TITLE); 

n Me s s a g e Box ( h wn dMa i n , szMessage,  szTitle,  MB_ I C ON E X C L AH AT  1 0 N ) ; 

n return  S_0K; 

> 


n n n szInputClLength-ID  = 0; 

n n n ILength  = strlen(szlnput); 

n n n 
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n 

fl 

fl 

// 

Find 

the  PGP  block  within  the  selected  block  and  select  it  only 

n 

fl 

fl 

1 f 

( F i nd En c ry p t edB L oc k ( s z I npu t , LLength,  &u  1 B L o c kS t a r t , 

B 

B 

fl 

fl 

□ 

n n n n 8u 1 B 1 o c k Le n g t h ) ) 

B 

fl 

□ 

{ 

B 

□ 

fl 

fl 

// 

Outlook  counts  CRLF  as  one  character,  while  Exchange  counts 

B 

fl 

B 

fl 

// 

it  as  two.  Correct  for  this  in  Outlook  by  subtracting  the 

B 

B 

fl 

fl 

// 

number  of  CR's  from  the  BlockStart  and  BlockLength 

B 

fl 

fl 

fl 

if 

(_f0ut  look) 

B 

□ 

fl 

fl 

{ 

B 

□ 

fl 

□ 

fl 

char  *szCR; 

B 

B 

fl 

fl 

□ 

int  nNumCR=0; 

B 

B 

□ 

fl 

B 

fl 

fl 

fl 

fl 

B 

szCR  = s t r c h r ( s z I npu t , '\r'); 

B 

fl 

fl 

fl 

fl 

while  CszCR  &8  (szCR  < ( s z I n p u t +u 1 B 1 o c k S t a r t ) ) ) 

B 

fl 

fl 

fl 

B 

C 

B 

fl 

fl 

fl 

fl 

n nNumCR++; 

B 

fl 

fl 

fl 

fl 

n szCR  = s t r c h r ( s z C R+1 , '\r'); 

fl 

fl 

□ 

fl 

fl 

> 

B 

B 

fl 

fl 

fl 

ulBlockStart  -=  nNumCR; 

fl 

fl 

B 

fl 

fl 

fl 

fl 

B 

fl 

fl 

nNumCR  = 1; 

fl 

fl 

fl 

fl 

fl 

while  (szCR  88  (szCR  < 

fl 

fl 

fl 

fl 

fl 

n n n n n ( s z I npu t +u 1 B 1 o c kS t a r t +u 1 B 1 o c kLe ng t h ) ) ) 

fl 

fl 

fl 

fl 

fl 

{ 

B 

fl 

fl 

fl 

fl 

n nNumCR++; 

B 

fl 

fl 

fl 

fl 

n szCR  = s t r c h r ( s z C R+1 , '\r'); 

B 

fl 

fl 

B 

fl 

> 

B 

B 

fl 

fl 

fl 

ulBlockLength  -=  nNumCR; 

B 

fl 

□ 

fl 

> 

B 

fl 

fl 

fl 

c h Ra ng e . c pM i n = u L B L o c kS t a r t ; 

B 

fl 

B 

fl 

chRange.cpnax  = uLBLockStart+uLBLockLength; 

fl 

fl 

fl 

fl 

SendMessage (_hwndMessage,  EM_EXSETSEL,  (WPARAH)0, 

B 

fl 

B 

fl 

fl 

n n (LPARAM)  8chRange); 

fl 

fl 

fl 

> 

fl 

B 

fl 

else  if 

( F i ndS i gnedB  1 0 c k ( sz I npu t , (Length,  8u 1 B 1 o c kS t a r t , 

B 

□ 

fl 

fl 

B 

n n n n 8u 1 B 1 o c k Le ng t h ) ) 

fl 

B 

B 

t 

fl 

B 

B 

fl 

// 

Outlook  counts  CRLF  as  one  character,  while  Exchange  counts 

fl 

fl 

fl 

B 

// 

it  as  two.  Correct  for  this  in  Outlook  by  subtracting  the 

fl 

B 

fl 

fl 

// 

number  of  CR's  from  the  BlockStart  and  BlockLength 

B 

B 

fl 

fl 

if 

(_fOut look) 

□ 

fl 

fl 

B 

fl 

B 

fl 

fl 

fl 

char  *szCR; 

fl 

fl 

B 

fl 

B 

int  nNumCR=0; 

□ 

B 

fl 

B 

fl 

fl 

B 

fl 

B 

fl 

szCR  = s t r c h r ( s z I n pu t , '\r'); 

fl 

fl 

B 

B 

fl 

while  (szCR  88  (szCR  < ( s z I n p u t + u 1 B 1 o c k S t a r t ) ) ) 

B 

fl 

fl 

fl 

B 

{ 

fl 

B 

fl 

B 

fl 

n nNumCR++; 

fl 

B 

fl 

fl 

B 

n szCR  = s t r c h r ( s z C R+1 , '\r'); 

□ 

B 

B 

fl 

fl 

} 

B 

B 

fl 

S 

fl 

ulBlockStart  -=  nNumCR; 

fl 

fl 

fl 

fl 

B 

fl 

B 

fl 

fl 

fl 

nNumCR  = 1; 
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n n n n 
n n n □ 
n □ Q n 
n n Q n 
n □ n n 
Q n Q □ 
n n Q n 
n n n □ 


n whiLe  (szCR  &&  (szCR  < 

n n n n n n C s z I npu t + u L B L o c k S t a r t + u L B L o c k Len g t h ) ) ) 

« { 

n n nNumCR++; 

n n szCR  = strchr(szCR+1,  *\r*); 

n > 

n u L B L o c k Le n g t h -=  nNumCR; 

> 


o □ n 

□ □ n 

n n n 

n n n 

tt  n u 

n n n 

Et  Q n 

□ n □ 

□ ns 

n n n 

n n n 

n n Q 


n chRange.cpMin  = uLBLockStart; 
n chRange . cpMax  = u L B L o c kS t a r t + u L B L o c k Le n g t h ; 
n S e ndMe s s a g e ( _ h wn dMe s s a g e , EM_EXSETSEL,  (WPARAM)0, 

n n n n CLPARAM)  SchRange); 

> 

else 

{ 

n chRange.cpMin  = 0; 

n chRange. CpMax  = 0; 

n SendMessage(_hwndMessage,  EM_EXSETSEL,  CWPARAM)0, 
n n n n CLPARAM)  &chRange); 

> 


n n 

□ n 
u n 
n Q 
/ /n  n 

□ □ 

S 13 

n n 
n n 
n n 

Q Q 

n n 

Q Q 

n n 

□ Q 

U Q 

n n 


n nContents  = SimpLePGPAnaLyzeBufferCszInput,  LLength); 
n if  ( ! D e c ry p t V e r i f y Bu f f e r ( h wnd Ma i n , szinput,  LLength,  NULL,  0, 
n n n n n n n (void  **)  fiszOutput,  &u L Ou t Le ng t h ) ) 

n { 

n n S e t R i c h Ed i t Con t en t s ( _h wndMe s sa ge , szOutput,  FALSE,  !_fOutLook); 
n n if  (nContents  ==  S I MP L E AN A LY Z E_ EN C R ) 

n n n S e t R i c h E d i t C on t e n t s ( _h wndMe s s a g e , szOutput,  FALSE,  TRUE); 

n n mems e t ( s zOu t pu t , 0,  u L Ou t Le ng t h ) ; 

n n pg p F r e e ( s z Ou t pu t ) ; 

n > 

n 

n chRange.cpMin  = 0; 
a chRange . cpMax  = 0; 

a SendMessage(_hwndMessage,  EM_EXSETSEL,  (WPARAM)0, 
a n o n (LPARAM)  SchRange); 

a H ea p F r e e ( G e t P ro c e s s H ea p (),  0,  szinput); 

> 


a n return  S_0K; 
a > 


Q 

Q 

Q 

n 

n 

a 

n 

a 

s 

n 

n 

n 

Q 

/* 


if  ((cmdid  ==  _cind  i d AddKey ) &&  (_context 


==  EECONTEXT  R E A D N OT EM E S S AG E ) ) 


Q 

if 

C_hwndMessage) 

Q 

n 

n 

char  *szlnput; 

n 

n 

Long  LLength; 

□ 

□ 

BOOL  bSe LectedText  = FALSE; 

n 

n 

CHARRANGE  chRange  = {0,0>; 

Q 

n 

//  Determine  if  the  user  seLected  a particuLar  piece 

n 

n 

SendMessage(_hwndHessage,  EM_EXGETSEL, 

(WPARAH)0, 

n 

Q 

n n n CLPARAM)  SchRange); 

n 

n 

b S e L e c t edT e X t = chRange . cpMax  - chRange. 

. c pH i n ; 

□ 

n 
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n 

n 

n 

//  If  not,  select  all  the  text 

Q 

n 

a 

if  ( ! 

bSelectedText) 

Q 

u 

u 

n 

n 

n 

□ 

RECT  rect; 

n 

□ 

a 

n 

n 

n 

a 

n 

GetCLientRect(_hwndMessage,  Srect); 

n 

n 

n 

□ 

SendMessage(_hwndMessage,  WM_LBUTT0ND0WN,  MK_LBUTTON, 

n 

n 

n 

n 

n n n M AKE LP A R AM ( r e c t . r i g h t - 5,  rect. bottom  -5  )); 

a 

Q 

Q 

n 

SendHessage(_hwndHessage,  WH_LBUTT0NUP,  HK_LBUTT0N, 

n 

n 

n 

□ 

n n n MAKELPARAHCrect. right  - 5 , rect. bottom  -5  )); 

Q 

n 

n 

> 

*/ 

o 

n 

Q 

n 

n 

Q 

szinput  = Ge t R 1 ch Ed i t Con t en t s ( _hundMe s sa ge , SlLength, 

Q 

n 

□ 

n 

n n n n n n n FALSE,  bSelectedText); 

n 

n 

n 

if  ( 

Iszinput) 

n 

n 

n 

{ 

a 

n 

Q 

n 

char  s z Me s sa g e C 1 02 4 : ; 

n 

n 

n 

n 

char  szTitleC255:; 

n 

n 

n 

□ 

Ge t S t r i ng ( s z Me s s a g e , s i z e o f ( s z Me s s a g e ) , I D S_ E_G ETT E XT  ) ; 

n 

n 

Q 

n 

G e t S t r i ng ( s zT i t 1 e , s i z eo f ( s z T i t 1 e ) , IDS_TITLE); 

n 

n 

n 

□ 

Me s sageBox ( h wndMa i n,  szMessage,  szTitle,  MB_ I CON E X C L AM AT  1 0 N ) 

n 

n 

Q 

o 

return  S_0K; 

n 

n 

n 

> 

Q 

n 

D 

s z I n pu  t C L Le ng t h-1  : = 0; 

n 

n 

D 

Ad dKey Bu f f e r ( h wndMa i n , szinput,  iLength); 

n 

Q 

D 

H e a p F r e e C G e t P r 0 c e s s H ea p (),  0,  szinput); 

n 

n 

> 

n 

n 

return  S 

_0K; 

n 

> 

n 

i f 

( cmd 1 d == 

_cmd i dPgpKey s ) 

n 

i 

n 

n 

HKEY  hkey; 

n 

n 

char  szKeyC:  = " S o f t wa r e \ \ M i c r oso f t \ \ W i nd o ws \ \ " 

n 

n 

n 

D 

n n "CurrentVersionWApp  PathsWPGPKeys.exe"; 

n 

n 

n 

□ 

// 

where 

is  PGPkeys? 

n 

n 

i f (ERROR 

_SUCCESS  ==  RegOpenKeyEx(HKEY_LOCAL_MACHINE,  szKey,  0, 

□ 

□ 

n 

D 

n n n n n n n KE Y_ A LL_ A C C E S S , & h key ) ) 

n 

n 

i 

n 

□ 

u 

DWORD  Size, Type; 

n 

n 

n 

char 

szPathCMAX.PATH:,- 

n 

n 

n 

n 

n 

n 

Size 

= sizeof(szPath); 

n 

□ 

n 

i f ( Reg Qu e r y Va L u e E X ( h key , NULL, NULL,  &Ty pe, ( B YTE* ) s z Pa t h , &Size) 

a 

n 

a 

n 

==  ERR0R_SUCCESS ) 

n 

n 

n 

n 

n 

n 

D 

//  '/s'  keeps  it  from  showing  that  damn  splash  screen 

n 

n 

n 

n 

strcatCszPath,  " /s"); 

n 

n 

n 

n 

II  run  it... 

n 

□ 

□ 

n 

Wi nExecCszPath,  SW_SH0W); 

Q 

□ 

n 

> 

n 

n 

a 

else 

n 

n 

n 
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n □ 

a □ 

□ □ 

n > 

> 


HessageBoxChwndHain, 

n n n "Unable  to  Locate  the  PGPkeys  Application' 

n n n 0,  MB_OK); 


n n return  S_0K; 

n > 

n if  (cmdid  ==  _ ctnd  i d P r e f s ) 
n { 

n n PGPcomdlgPreferencesChwndMain,  0); 

n n return  S_0K; 

n > 

n if  (cmdid  ==  _cmdidHeLp) 
n { 

n n CHAR  s z H e L p F i L e : M AX_P AT H D = {0x00>; 


n 

n 

HKEY  hKey; 

□ 

n 

LONG  L Resu  L t ; 

□ 

n 

CHAR*  p; 

n 

n 

DWORD  dwValueType,  duSize; 

n 

n 

a 

n 

(Result  = RegOpenKeyEx  CHKEY_ 

L0CAL_MACHINE 

/ 

n 

n 

□ 

"Software\\Hicrosoft\\Windows\\CurrentVersi 

n 

n 

n 

n "App  Pa t h s \ \ PG PKey s . exe " , 

Q 

n 

n 

0, 

n 

□ 

33 

KEY_READ, 

□ 

n 

s 

ShKey ) ; 

□ 

33 

n 

n 

i f 

(LResuLt  ==  ERR0R_SUCCESS) 

a 

n 

{ 

a 

n 

□ 

dwSize  = HAX_PATH; 

n 

□ 

n 

LResuLt  = RegQue ryVa L ueEx 

(hKey,  NULL, 

NULL 

n 

n 

n 

□ □ a a Q □ a 

(LPBYTE)szHeLpF 

D 

n 

n 

RegCLoseKey  (hKey); 

n 

n 

n 

p = strrchr  (szHelpFile, 

' \ \ ■ ) ; 

n 

n 

□ 

if  ( p ) 

n 

n 

n 

n 

n 

□ 

n P + +; 

n 

n 

u 

n *p  = 'NO'; 

n 

n 

n 

n strcat(szHeLpFiLe,  "PGP50.hLp"); 

n 

n 

n 

} 

a 

n 

n 

else 

n 

n 

a 

{n 

u 

n 

u 

n Lstrcpy  (szHelpFile, 

M M \ • 

' r 

n 

n 

33 

} 

n 

□ 

> 

33 

n 

n 

n 

W i n H e L p ( h wn d Ma i n , szHeLpFile, 

HELP_FINDER, 

0); 

a 

u 

return  S_0K; 

Q 

> 

n 

i f 

(cmdid  ==  _cmdidAbout) 

c 

{ 

/ /n 

n 

TCHAR  szTitLe:i00]; 

/ /n 

o 

TCHAR  szVersi onC50D; 

/ /n 

n 

TCHAR  s zVe r S t r i n g C 2 00 ] ; 
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//n  n G e t S t r i ng ( s z T i t L e , s i z eo f ( s z T i t L e ) / s i z e o f ( T C H AR  ) , IDS_TITLE); 

//n  n G e t S t r i ng ( s z Ve r s i on , s i z e o f ( s z V e r s i o n ) / s i z eo f ( T C H A R ) , I D S_ VE R S I ON ) ; 

//n  n wsprintfCszVerString,  "%s  %s",  szTitle,  szVersion); 

//n  n strcpy(szVerString,  PG P V E R S I ON  ST R I NG  ) ; 
n n PG P c omd I g H e L p Abou t ( h w nd Ha i n , NULL,  NULL,  NULL); 

n n return  S_0K; 
n } 

n return  S_FALSE; 

} 


STDMETHODIMP  C Ex 1 1 mp L : : On  Rea d Pa 1 1 F r omS z F i L e ( I A 1 1 a c h * LpAtt, 

nnnnnnnnnnn  LPTSTR  LpszFiLe,  ULONG  uLFLags) 
{ 


/* 

D 

n 

Q 

a 

□ 

n 

n 

D 

D 

a 

□ 

□ 

n 

n 

□ 

a 

n 


char  *szNewFiLe; 

char  * s z S h o r t F i L e N ame ; 

char  * s z E X t e n s i on ; 

char  s z D r i ve C _M AX_ D R I V E D ; 

char  s z D i r C _M AX_ D I R D ; 

char  szFi  LeNan)e[:_HAX_FNAHE3; 

PRECIPIENTDIALOGSTRUCT  prds; 

S i zeds PropTag A r r ay ( 5 , tagaAttach)  = { 

n 5,  {PR_ATTACH_HETHOD,  P R_ R E N D E R I NG_P0 S I T I ON , PR_ ATT A C H_ F I LE N AH E , 
n n PR_ATTACH_LONG_FILENAHE,  PR_ATTACH_EXTENSION>}; 

SPropVaLue  *pvaL; 

ULONG  uLNumVaLs; 

IStream  *pstrmAttach; 

HANDLE  hFiLe; 
char  * s z A t t a c h T e X t ; 

DWORD  dwAttSize; 
int  nError; 


n if  (_context  !=  E E CONT EXT_S E N D NOT  EH E S S AG E ) 
n n return  S_FALSE; 

n if  (!_bEncrypt  &&  !_bSign) 
n n return  S_FALSE; 


n szNewFile  = (char  *)  caLLoc(HAX_PATH,  sizeof(char)); 
n s t r c py ( s z New F i L e,  LpszFiLe); 
n szExtension  = s t r r c h r ( s z N e w F i L e , '.'); 

a if  (szExtension) 

n n strcpy(szExtension,  ".asc"); 

n e L s e 

n n strcat(szNewFiLe,  ".asc"); 

n prds  = (PRECIPIENTDIALOGSTRUCT)  pg p A L L o c ( s i z eof ( R E C I P I E NT D I A LOG  ST RU C T ) ) ; 
n memset(prds,  '\0',  s i z eo f ( R E C I P I E NT D I A LOG S T R U C T ) ); 

n if  ( E n c ry p t S i g n F i L e ( _h wndHe s s a g e , LpszFiLe,  prds,  SszNewFiLe, 
n n _bEncrypt,  _bSign,  TRUE,  FALSE)) 

n { 

n n pgpFree(prds); 

n n free(szNewFiLe); 

n n return  S_FALSE; 
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n > 

□ 

n MessageBox(_hwndMessage,  "About  to  get  props",  "pLugin",  HB_OK); 
n LpAtt->GetProps ( ( SPropTagArray  * ) & t a g a A 1 1 a c h , 0,  SuLNumVaLs,  &pvaL); 


n 

n 

n 

n 

n 

n 

a 

n 

n 

n 

□ 


switch  CpvaLCOU. Value. L) 

case  ATTACH_BY_VALUE : 
n i 

n n MessageBox(_hwndHessage,  "About  to  open  stream",  "plugin",  MB_0K); 
n n I p A t t ->0 pe n P r o pe r t y ( P R_ ATTA C H_D AT A_B I N , & I I D_ I S t r e a m,  0, 

n n n HAPI_MODIFY,  (LPUNKNOWN  *)  &p s t r mA t t a c h ) ; 

D n 

n u hFile  = C r e a t e F i I e ( s 2 N e w F i I e , G E N E R I C _R E A D , 0,  NULL,  0 P E N_ E X I ST I N 6 , 
n n n F I L E _ A T T R I B U T E _ N 0 R M A L , NULL); 

n n dwAttSize  = G e t F i I e S i z e C h F i I e , NULL); 


□ 

□ 

n 

Q 

a 

n 

D 

□ 

n 

n 

□ 

n 

n 

n 

Q 

n 

n 

n 

n 

n 

Q 

Q 

n 

n 

a 

Q 

□ 

n 

□ 

n 

n 

n 

□ 

n 

n 

□ 

n 

□ 

n 

n 

n 


n 

c 

n 

Q 

n 

n 

n 

n 

n 

n 

Q 

n 

n 

n 

n 

n 

□ 

n 


n szAttachText  = (char  *)  callocCdwAttSize+1,  sizeof(char)); 

H if  ( R e a d F i L e ( h F i I e , szAttachText,  duAttSize,  SdwAttSize,  NULL)) 
n { 

n n LARGE_INTEGER  li  = ■C0,0>; 

n n ULARGE_INTEGER  uli  = -CdwAttSize,  0>; 

D n 

n n M e s s a g e Box ( _h w n dMe s s a g e , "About  to  write  stream",  "plugin", 

n n n n n MB_0K) ; 

n n ps t rmAt tach->Seek(  I i , ST R E AM_ S E E K_S ET , NULL); 
n n ps t r mA t t a c h->W r i t e ( s z A t t a chTex t , dwAttSize,  NULL); 

n n pstrmAttach->SetSizeCuli); 

n n pstrmAttach->CommitCSTGC_DEFAULT); 

H > 

n p s t r mA 1 1 a c h-> R e I ea s e ( ) ; 

a CloseHandle(hFile); 

> 

brea  k; 
n n n 


case  ATTACH_BY_REFERENCE : 

n MessageBoxCNULL,  " B Y_ R E F E R E N C E " , "ATTACH",  MB_0K); 
n break; 
o Q n n 


case  ATTACH_BY_REF_RESOLVE : 

n MessageBoxCNULL,  " B Y_R E F„R E S 0 LV E " , "ATTACH",  HB_0K); 
n break; 
n n n n 

case  ATTACH_BY_REF_ONLY: 

n MessageBoxCNULL,  " B Y_R E F_0N LY " , "ATTACH",  MB_0K); 
n brea  k; 

n n n □ 

case  ATTACH_EMBEDDED_MSG: 

n MessageBoxCNULL,  "EMBEDDED_MSG",  "ATTACH",  MB_0K); 
n break; 
n n n □ 

case  ATTACH_OLE: 

n MessageBoxCNULL,  "OLE",  "ATTACH",  MB_0K); 
n break; 
a n n n 

def au  L t : 

n MessageBoxCNULL,  "Unknown",  "ATTACH",  MB_0K); 

> 
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n szExtension  = (char  *)  calLoc(_MAX_EXT,  sizeof(char)); 

n s z S h o r t F i L e N a me  = (char  *)  c a L L o c ( _H AX_ F N AH E + _HAX_EXT,  s i z e o f ( c h a r ) ) ; 

n _spLitpath(szNewFiLe,  szDrive,  szDir,  szFileName,  szExtension); 
n w s p r i n t f ( s z S h o r t F i L e N a me , "%s.%s",  szFileName,  szExtension); 

n pva L CC: . Va Lue  . I = ATT AC H_B Y_R E F E R E N C E ; 
n pvaLC2D. Value. LpszA  = szShortFiLeName; 
n p V a L C 3 ] . Va L u e . L p s z A = szNewFile; 

n pva L C43 . Va L ue . L ps z A = szExtension; 
n 

n HessageBox(_hundMessage,  "About  to  set  props",  "plugin",  MB_0K); 
n lpAtt->SetProps(5,  pval,  NULL); 
n I p A 1 1 -> S a ve C ha ng e s ( 0 ) ; 

□ 

n pgpFree(prcls); 

n HessageBox(_hundHessage,  "Returning...",  "plugin",  HB_0K); 
n return  S_0K; 

*/ 

a return  S_FALSE; 

} 


STDMETHODIHP  C Ex 1 1 mp I : : On W r i t e Pa 1 1 To S z F i I e ( I A 1 1 a c h * IpAtt, 

nnnnnnnnnn  LPTSTR  IpszFile,  ULONG  ulFlags) 

{ 

n return  S_FALSE; 

} 

STDMETHODIHP  C Ex 1 1 mp I : : Que ry D i sa I I owOpe n Pa 1 1 ( I A 1 1 a c h * IpAtt) 

{ 

n MessageBox(NULL,  "QueryDisallowOpenPatt",  "PGP  Plugin",  MB_0K); 
n return  S_0K; 

> 


STDMETHODIHP  C Ex 1 1 mp I : : OnOpe n Pa 1 1 ( I A 1 1 a c h * IpAtt) 

{ 

n S P r opTa g A r r a y sProps; 

n LPSPropValue  psPropVal; 
n ULONG  ICount; 
n long  I A 1 1 a c h He t h od ; 
n HRESULT  hr; 

n sProps . cVa  lues  = 1; 

a s P rops . a u I PropTa g C03  = PR_ ATT A C H_H ET H 0 D ; 

n hr  = I p A t t ->G e t P r op s ( &s P r op s , 0,  SlCount,  SpsPropVal); 
n if  (hr  !=  S_OK) 
n { 

n n MessageBox(NULL,  "GetProps  failed",  "OnOpenPatt",  HB_0K); 

n n return  S_FALSE; 

n } 

n lAttachMethod  = psPropVal->Value.l; 
n switch  (lAttachMethod) 
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n { 

n case  ATT A C H_B Y_ V A LU E : 

n n MessageBoxCNULL,  "BY_VALUE",  "ATTACH",  HB.OK); 

n n break; 

n case  ATT AC H_B Y_R E F E R E N C E : 

n n MessageBoxCNULL,  " B Y_ R E F E R E N C E " , "ATTACH",  MB_0K); 
n n break; 

n case  ATT A C H_B Y_ R E F _ R E SO L V E : 

n n MessageBoxCNULL,  " B Y_ R E F _R E S 0 LV E " , "ATTACH",  HB_0K); 
n n break; 

n case  ATT AC H _B Y_R E F _0N L Y : 

n n MessageBoxCNULL,  " B Y_ R E F _0 N L Y " , "ATTACH",  HB_0K); 
n n break; 

n case  ATT A C H_ E MB E D D E D_M S G : 

n n MessageBoxCNULL,  " EMB E D D E D_M S G " , "ATTACH",  HB_0K); 

n n break; 

n case  ATTACH_OLE: 

n n MessageBoxCNULL,  "OLE",  "ATTACH",  MB_0K); 

n n break; 

a default: 

n n MessageBoxCNULL,  "Unknown",  "ATTACH",  MB_0K); 

n } 

n HAPIFreeBufferCpsPropVaL); 
n return  S_FALSE; 

> 


STDMETHODIMP  C E x t I mp L : : OnOpe n S z F i L e C LPT S T R LpszFile,  ULONG  uLFLags) 

{ 

//n  char  *szOutFiLe; 
n char  s zT i t L e C 1 00 D ; 

n char  szSigMsgC10243; 

n int  nError; 

n int  nMsgType; 

n if  C_context  1=  E E C ONT EXT_R E A D NOT E M E S S AG E ) 
n n return  S_FALSE; 

n if  CuLFLags  !=  EEAFE_OPEN) 
n n return  S_FALSE; 

n G e t S t r i ng C s zT i t L e , s i z e o f C s z T i t L e ) , IDS_TITLE); 
n Ge t S t r i ng C s zS i gMsg,  s i z eo f C s z S i g M s g ) , I D S_ D ET AC H E D S I G ) ; 

n nMsgType  = S i mp L e PG P Ana L y z e F i L e C L p s z F i L e ) ; 
n switch  CnMsgType) 
n { 

a case  S I M PLE AN A L YZ E_U N KNO WN : 
n n if  C ! _n A 1 1 a c h N urn ) 

n n n return  S_FALSE; 

n n nError  = DecryptVerifyFiLeC_hwndMessage,  LpszFile,  _szSig,  &lpszFiLe); 
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□ 

a 

free(_szSig); 

a 

a 

return  S_FALSE; 

Q 

case 

SIHPLEANALYZE_ENCR: 

a 

case 

SIMPLEANALYZE_SIGN : 

/* 

a 

a 

nError  = D e c ry p t V e r i f y F i L e ( _ h 

a 

a 

i f 

( InError) 

a 

a 

□ 

pgpFreelszOutFi Le); 

*/ 

a 

a 

i f 

(_nAttachNum) 

a 

a 

{ 

a 

a 

n 

free(_szSig); 

a 

a 

n 

_nAttachNura  = 0; 

a 

a 

> 

a 

a 

return  S_FALSE; 

a 

case 

SIHPLEANALYZE_KEY: 

a 

a 

i f 

(_nAttachNum) 

a 

a 

< 

a 

a 

a 

free(_szSig); 

a 

a 

n 

_nAttachNuni  = 0; 

a 

a 

} 

a 

a 

return  S_FALSE; 

a 

case 

SIHPLEANALYZE_I0ERR0R: 

a 

a 

return  S_FALSE; 

a 

case 

SIHPLEANALYZE_DETACHEDSIG: 

a 

a 

if 

( !_nAttachNuni) 

a 

a 

{ 

a 

a 

a 

MessageBox(_hwndHessage, 

a 

a 

a 

_nAttachNum++; 

a 

a 

a 

_szSig  = (char  *)  calLocC 

a 

a 

a 

strcpy(_szSig,  LpszFile); 

a 

a 

a 

return  S_0K; 

a 

a 

> 

a 

a 

else 

a 

a 

i 

a 

a 

a 

_nAttachNum  = 0; 

a 

a 

a 

free(_szSig); 

a 

a 

a 

return  S_0K; 

a 

a 

> 

a 

default 

: 

a 

a 

return  S_FALSE; 

a 

> 

a 

return 

S_FALSE; 

HWND  F i ndMes sag eW i ndow ( I Exch Ex t Ca L L ba c k*  pmecb) 

{ 

□ HWND  hundMain; 

n HWND  hwndSearch  = NULL; 

n HWND  hwndFound  = NULL; 

n HWND  hwndLast  = NULL; 
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n FindStruct  fsRichEdit; 

n f s R i c h E d 1 t . h w n d F o u n d = NULL; 
n fsRichEdit.yMax  = 0; 
n pme c b->G e t W i n do w ( & h wnd Ma 1 n ) ; 

a E n umC h 1 L d W i n d o w s ( h w n dH a i n , ( W N D E N U M P RO C ) R e po r t C h i L d r e n , 

n n n n n (LPARAM)  & f s R i c h E d i t ) ; 
n hwndFound  = fsRichEdit. hwndFound; 


/ *n 

n hwndSearch  = F i nd W i nd o w E x ( h wnd Ma i n , NULL,  "#32770",  NULL); 
n i f ( hwndSea  rch ) 
n i 


n 

n 

n 

n 

n 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

*/ 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

B 

B 

fl 

B 

B 

fl 

fl 

B 

B 

fl 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


int  yMax  = 0; 

const  HWND  hwndDiaLog  = hwndSearch; 

while  ((hwndSearch  = F i nd W i ndowEx ( h wndD i a L og,  hwndLast, 

B "RICHEDIT",  NULL))  !=  NULL) 

B RECT  r c; 

n ::GetCLientRect(hwndSearch,  &rc); 

B 

B if  (rc. bottom  > yMax) 

B { 

B B yMax  = rc. bottom; 

B B hwndFound  = hwndSearch; 

B } 

B hwndLast  = hwndSearch; 

> 

if  (IhwndFound) 

B hwndLast  = NULL; 

B 

B MessageBox(hwndMain,  "Looking  for  RichEdit20A",  "plugin",  MB_0K); 
B while  ((hwndSearch  = F i nd W i n do w Ex ( h wnd D i a I og , hwndLast, 

B B "Ri chEdi t20A",  NULL))  !=  NULL) 
n { 

B B RECT  rc; 

B B : : G e t C I i e n t R e c t ( h wnd S e a r c h , &rc); 

B B 

B B if  (rc. bottom  > yMax) 

B B -C 

B B B yMax  = rc. bottom; 

B B B hwndFound  = hwndSearch; 

B B > 

B B hwndLast  = hwndSearch; 

B > 

> 


B 

B if  (IhwndFound) 

B B M e s s a g e Bo X ( h w n d Ma i n , "Failed  to  find  rich  edit  control",  "plugin", 

B B B B B MB_ICONEXCLAMATION); 

> 

else 

B Me s s a g e Box ( h w nd Ma i n , "Failed  to  find  dialog  box",  "plugin", 

B B B B MB_ICONEXCLAMATION); 
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n return  hwndFound; 

> 


BOOL  CALLBACK  R e po r t C h U d r e n ( H WN D hwnd,  LPARAH  LParam) 
{ 

a char  s z C L a s s N a me [ 2 00 3 ; 
n FindStruct  *pfsRichEdit; 
n RECT  rc; 


n pfsRichEdit  = (FindStruct  *)  LParam; 
n G e t C L a s s Na me ( h w nd , szCLassName,  199); 

n if  (IstrcmpCszCLassName,  "RICHEDIT")  ||  fstrcmp(szCLassName,  "RichEdit20A")) 
n { 

n n GetCLientRectChwnd,  &rc); 

n n if  (rc. bottom  > p f s R i c h Ed i t ->y Ma x ) 
n n { 

a a u p f s R i c h Ed i t ->y Ha  X = rc. bottom; 

n n n pf s R i c h Ed i t -> h w nd F ound  = hwnd; 

n n > 

n > 


n return  TRUE; 

> 


BOOL  I s E X c h Ex t W i t h i n Ou t L 00 k ( I Ex c h E X t C a L L ba c k*  peecb) 

{ 

n I Ou t L 00 kG e t 0 b j e c t F o r Ex c h Ex t C a L L ba c k*  po  = NULL; 

n HRESULT  hr  = p e e c b->Que r y I n t e r f a c e ( 1 1 D_I Ou t L oo kG e t Ob j e c t F o r Ex c h Ex t C a L L ba c k, 
nnnnnnnnnn  ( vo i d** ) &po ) ; 

n if  ( po ) 

n n po-> Re L e a s e ( ) ; 

n return  ( S U C C E E D E D ( h r ) ) ; 

> 


void  HexDump(HWND  hwnd,  char  *szHessage,  int  nLength) 

{ 

n int  n X ; 

n int  nindex; 

n char  *szText; 

a szText  = (char  *)  c a L L o c ( n Leng t h * 3,  s i z eof ( c h a r ) ) ; 
n nindex  = 0; 

n for  (nX=0;  nX<nLength;  nX++) 
n { 

n n wsprintf(&(szTextCnIndex]),  "%02X  ",  szHessageCnXD); 

n n nindex  +=  3; 

n > 

n HessageBox(hwnd,  szText,  "Hex  Dump",  HB_OK); 
n free(szText); 
n return; 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


^include 

<wi  ndows . h> 

#include 

"stdinc.h" 

^include 

"pgpexch.h" 

/^include 

" u i . h " 

^include 

" assert. h" 

# i n c L ude 

"resource. h" 

#i nc  Lude 

"config.h" 

# i n c L u de 

"pgpkeydb. h" 

#incLude 

"pgpcomdLg.h" 

Ui f ndef 

STATUS  SUCCESS 

n #define  ST AT U S _ S U C C E S S n n a 0x0000000 
#end  i f 


#ifndef  ST ATU S_ F A I LU R E 

n #define  STATUS. FAI LUREn  n n 0x0000001 
#end  i f 


static  void  Bu i L d Ne wKey L i s t ( PG PKey S e t *NewKeySet, 
n n n n n n n char  *szUserList,  size.t  ListSize); 


UINT  AddKey Bu f f e r ( H WN D hwnd,  void*  pinput,  DWORD  dwlnSize) 
{ 

n UINT  ReturnVaLue  = S T ATU S _ F A I LU R E ; 
n PGPKeySet  *RingSet; 

n PGPKeySet  *NewKeySet; 

n PGPError  error; 
n char  s zHe s sa g e C 1 02 4 ] ; 
n char  szTitLeC2553; 


n assert(plnput); 

n memsetCszMessage,  0,  1024); 
n pgpLiblnitC); 

RingSet  = pg pOp e n D e f a u I t Key R i n g s ( TRU E , NULL); 

n if(RingSet) 
n { 

n n NewKeySet  = pg p I mpo r t Key Bu f f e r ( ( B YT E * ) p I n pu t , dwInSize); 

a n if(NewKeySet) 

n n { 

n n n error  = pg p AddKey s ( R i ng S e t , NewKeySet); 


c 


n n n ifCerror  ==  PGPERR.OK) 

□ n Q { 

n n n n error  = pg p C omm i t Key R i ng C h a ng e s ( R i n g S e t ) ; 

a n n n 

n n n n ifCerror  ==  PGPERR.OK) 

a D n D { 


CCCHK:604d3eee6e0dd1beecf4445eebee9cb4ae85588066bb1ebbc8dd0699cbad0f792DII 
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Q U 

n n 
n n 
n n 
Q a 
n n 
n □ 
Q n 
□ □ 
□ n 
n n 
n n 


n 

□ 

n 

n 

n 

a 

a 

n 

a 

Q 

n 

□ 


n n ReturnVaLue  = ST ATU S _S U C C E S S ; 

n n PGPcomdlgNotifyKeyringChangesCGetCurrentProcessIdC)); 

n n G e t S t r 1 n g C s zT i t L e , s i z eo f ( s z T i t L e ) , IDS_TITLE); 

n n GetString(szMessage,  sizeof(szMessage),  IDS_ADDKEY_NEWKEYS); 
n H BuiLdNewKeyListCNewKeySet,  szMessage,  sizeof(szHessage)); 

n n MessageBox(hwnd,  szMessage,  szTitLe,  HB_0K); 

n > 

n else 

n n PGPcomdLgErrorMessage(error); 

} 

else 

n PGPcomdLgErrorHessageCerror); 


n n n pg p F r e e Key  S e t ( N e w Key  S e t ) ; 

n n } 


n n pg p F r e e Key S e t ( R 1 n g S e t ) ; 
n } 


Q pgpLi be L eanup ( ) ; 

n return  ReturnVaLue; 

> 


UINT  Ad d Ke y F i L e ( H WN D hwnd,  char  *szInFiLe) 
{ 

n UINT  ReturnVaLue  = S T AT U S_ F A I LU R E ; 
n PGPKeySet  *RingSet; 

n PGPKeySet  *NeuKeySet; 

a PGPFiLeRef*  fiLeRef; 
n PGPError  error; 
n char  s z Me s sa g e C 1 0 2 4 3 ; 
n char  szTitLeC2553; 

n a s s e r t ( s z I n F i L e ) ; 


pgpLiblnitC); 

RingSet  = pg pO pe n D e f a u L t Key R i ng s ( T RU E , NULL); 


if(RingSet) 

{ 

fiLeRef  = pg pN e w F i L e R e f F r om F u L L Pa t h ( s z I n F i L e ) ; 


n a 
a n 
n Q 
n □ 
n Q 


ifCfi LeRef) 

{ 

n NewKey Set 


pgpImportKeyFi LeCfi LeRef); 


if(NewKeySet) 


error  = p g p Ad d Key s ( R i n g S e t , NewKeySet); 

ifCerror  ==  PGPERR_0K) 

{ 

H error  = pgpCommitKeyRingChanges(RingSet); 

Q 


n n n n n ifCerror  ==  PGPERR_0K) 
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n □ 

□ n 

□ □ 

□ □ 

a n 

□ n 

D D 

n Q 

n a 

n n 

Q n 

□ n 

□ □ 

D □ 

n □ 

Q □ 

□ n 

□ n 


n n 
□ □ 
a a 
n D 
n D 
n n 
n D 
n n 
n □ 
a n 
n a 
a n 
n n 
□ n 
n D 
Q D 

n o 
n } 


a { 

n n ReturnVaLue  = ST AT U S _S U C C E S S ; 

n n PG Pc omd L g N o t i f y Key r i ng C ha ng e s ( G e t C u r r e n t P r o c e s s I d ( ) ) ; 

n n G e t S t r i n g ( s z T i t L e , s i z e of ( s zT i t L e ) , IDS_TITLE); 
n n Ge t S t r i ng ( s zHe ssage , s i z eo f ( s z Me s s a g e ) , 
n n n n n I D S _ A D D KE Y_N E WKE YS  ) ; 

n n Bu i L d N e wKey L i s t ( N e wKey S e t , szHessage, 
n n n n n s i z e o f ( s z Me s s a g e ) ) ; 

n n Me s s a g e Box ( h wnd , szMessage,  szTitLe,  MB_0K); 

n > 

n else 

n n PGPcomdLgErrorMessage(error); 

> 

else 

n PGPcomdLgErrorMessageCerror); 
pgpFreeKeySet(NewKeySet); 


n n n pgpFreeFiLeRef(fiLeRef); 

n n > 

n □ 

n n pgpFreeKeySet(RingSet); 

n } 


n pg p L i b C L ea n u p ( ) ; 

n return  ReturnVaLue; 

> 


static  void  Bu  i L d N e uKey Li s t ( PG PKey S e t *NewKeySet, 
n n n n n n n char  *szUserList,  size_t  ListSize) 

{ 

n PGPKeyList  *N e wKey Li s t ; 

n PGPKeylter  *NewKeyIter; 

n PGPKey  *NewKey; 
n char  s z U s e r I D C 2 5 5 D ; 
n size_t  UserlDLen; 

n NewKeyList  = pgpOrderKeySetCNewKeySet,  kPGPUserlDOrdering); 
n NewKeylter  = pg p N e wKey I t e r ( N e wKey Li s t ) ; 

a NewKey  = pgpKeylterNextCNewKeylter); 
n while  (NewKey) 
n { 

n n UserlDLen  = sizeof(szUserID)-2; 

n n pg pGe t P r i ma r y U s e r I DN ame ( N e wKey , szUserlD,  SUserlDLen); 

n n s z U s e r I D C U s e r I D Le n ] = '\n'; 

n n szUserlDCUserlDLen+ID  = 0; 

n n if  ( ( s t r L e n ( s z U s e r L i s t ) + s t r L e n ( s z U s e r I D ) ) > ListSize) 
n n n break; 

n n s t r c a t ( s z U s e r L i s t , szUserlD); 

a n NewKey  = pgpKeylterNextCNewKeylter); 

n } 

n 

n pg p F r e e Key  1 1 e r ( N e wKey 1 1 e r ) ; 
n pgpFreeKeyList(NewKeyList); 
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n return; 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


#i nc  Lude 

<windows.h> 

#i nc  Lude 

"stdinc.h" 

#incLude 

"pgpexch . h" 

#incLude 

" u i . h " 

#incLude 

" assert. h" 

#incLude 

"resource. h" 

SincLude 

"config.h" 

# i n c L ude 

"pgpkeydb.h" 

#incLude 

"pgpMem. h" 

#i nc  L ude 

"PGPReci p . h" 

#incLude 

"pgpcomdLg.h" 

#incLude 

"spgp. h" 

#incLude 

"pgpphrase.h" 

# i f nd  e f 

STATUS_SUCCESS 

n ^define  ST ATU S _S U C C E S S n n n 0x0000000 

#end i f 

#ifndef  ST ATU S_ F A I LU R E 

n ^define  ST ATU S _ F A I LU R En  n n 0x0000001 

#end i f 

#define  KEYIDLENGTH  20 
^define  USERIDLENGTH  512 

^define  HAX_RETRIES  100 

static  unsigned  Long  Re A L L o c And C opy ( c ha r **Dest,  char  *Source); 
static  BOOL  T r a n s L a t e S i g na t u r e Re s u L t ( c ha r * S i g na t u r e R e s u L t , 
nnnnnnnnnn  char  *Signer, 
nnnnnnnnnn  char  * S i g na t u r e Da t e , 
nnnnnnnnnn  int  S i g na t u r e C od e ) ; 

UINT  D e c r y p t Ve r i f y Bu f f e r ( H WN D hwnd,void*  pinput, DWORD  dwInSize, 
n n n n n n void*  pHessage,  DWORD  dwMsgSize, 

n n n n n n void**  p pOu t pu t , D WOR D*  pOutSize) 

{ 

n UINT  ReturnVaLue  = S T ATU S_ F A I LU R E ; 
n UINT  Pa s s P h r a s e R e t u r n = PG PPH R AS E_0K; 
n char  * s z Pa s s P h r a s e = NULL; 
n DWORD  dwPhraseSize  = 0; 
n char  SignerC256]; 
n char  S i g na t u r e Da t e C 64 3 ; 
n char  S i g na t u r e R e s u L t Bu f f e r C 5 1 2 3 ; 
n DWORD  RetryCount  = 0; 
n UINT  ReceiveReturn  = 0; 

n UINT  SignatureResuLt  = 0; 

a unsigned  short  NumPassphrasesRequested  = 0; 
n char  TempErrorMessageC10243; 

n char  szTi t L e C 1 003 ; 
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n assert(plnput); 
n a s s e r t ( ppO u t pu t ) ; 

n //  Check  for  expiration 

n if  (PGPcomdLgEvaLExpi redChwnd,  PG P C OM D LG_ A LLE X P I R E D ) ) 
n { 

n n PG Pc omd L g E r r o r M e s s a g e ( PG P C OM D LG_ E X P I R E D ) ; 

n n return  STATUS_ FAILURE, ■ 
n } 


n szPassPhrase  = (char  *)  pgpALLoc(2); 
n s t r c py ( s z Pa s s P h r a s e , " "); 

n G e t S t r i ng ( s zT i t L e , s i z e o f ( s zT i t L e ) , IDS_TITLE); 

n *ppOutput  = NULL; 

a *pOutSize  = dwInSize  * 2; 

n if(*pOutSize  < 65535) 

n { 

a a *pOutSize  = 65535; 

n } 

a do 

n { 

a a if(*ppOutput) 

a a { 

a a a pgpFreeC*ppOutput); 

a a > 

n a i f (Recei veReturn  ==  S I H P L E PG P_B A D KE YP A S S PH R A S E ) 

/*Looks  like  they  entered  a wrong  passphrase. 

*A  more  common  scenario  is  that  they  actually  HAVE  a passphrase;  we 
*try  NO  passphrase,  first,  in  case  that  works. 

*/ 

if(szPassPhrase) 

{ 

n /*Free  last  bad  passphrase,  if  any*/ 
a PGPFreePhrase(szPassPhrase); 
a szPassPhrase  = NULL; 

> 

if(  INumPassphrasesRequested) 

n PassPhraseReturn  = PG PG e t C a c h e d Ph r a s e (hwnd, 

n n n n n n "Enter  passphrase  for  private  key:", 

n n n n n n FALSE, 

n n n n n n SszPassPhrase); 

else 

n PassPhraseReturn  = PG PGe t C a c h ed P h r a s e (hwnd, 

n n n n n n "Incorrect  passphrase.  Enter  again:", 

n n n n n n TRUE, 

n n n n n n &szPassPhrase); 

++NumPassphrasesRequested; 


n n { 

ODD 

□ Q Q 

n n n 

□ n n 

□ n a 

□ n □ 

n n a 

n □ □ 

Q □ a 

n n n 

n a D 

nan 

Q □ □ 

□ □ n 

□ □ □ 

□ ns 

n □ D 

a n n 

nan 
n a □ 

ODD 

n n } 
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n 

n 

else 

n 

n 

B 

PassPhraseReturn 

= 

PGPPHRASE_OK; 

n 

n 

i f 

(PassPhraseReturn 

= 

= PGPCOHDLG_OK) 

n 

n 

B 

PassPhraseReturn 

= 

PGPPHRASE_OK; 

n 

n 

*ppOutput  = pgpALLocCC 

*pOutSize  + 1)  * sizeof(char)); 

n 

n 

memset ( 

*ppOutput,  '\0' 

, (*pOutSize  + 1)  * s i z e 0 f ( c h a r ) ) ; 

n 

n 

n 

□ 

1 f ( 

*ppOutput  &&nPa s s Ph r a s e R e t u r n ==  PG P PH R A S E_OK ) 

n 

n 

{ 

n 

u 

B 

//Try  to  decrypt 

: 

n 

n 

B 

dwPhraseSize  = s t r L e n ( s z Pa s s Ph r a s e ) ; 

n 

□ 

B 

ReceiveReturn  = 

SimpLePGPReceiveBufferCnhwnd, 

n 

n 

B 

B 

B B B 

fl 

n n n (char  *)  pinput. 

n 

n 

B 

B 

B B B 

fl 

n n n dwInSize,n  n n 

n 

□ 

B 

B 

B B B 

fl 

n n n "Message", 

n 

n 

B 

B 

B B B 

fl 

n n n (char  *)  *ppOutput, 

n 

n 

B 

B 

B B fl 

fl 

n n n (unsigned  int  *)  pOutSize, 

n 

n 

B 

B 

fl  fl  fl 

B 

n n n s z Pa  s s Ph  ra  s e , 

D 

n 

B 

B 

fl  B B 

B 

n n n dwPhraseSize, 

n 

n 

B 

B 

fl  fl  fl 

fl 

n n n (int  *)  8 S i g na t u r e Re s u L t , 

n 

n 

B 

B 

fl  B B 

B 

n n n Si gner. 

□ 

B 

B 

B 

B fl  fl 

B 

n n n s i z eo f ( S i g n e r ) , 

n 

B 

B 

B 

fl  fl  B 

B 

n n n (unsigned  char  *)  S i g na t u r e D a t e , 

n 

B 

B 

B 

fl  fl  fl 

fl 

n n n s i z eo f ( S i g na t u r e D a t e ) , 

n 

B 

B 

B 

fl  fl  B 

fl 

B fl  fl  ” ^ ^ fl  B fl  B 

n 

B 

B 

ifCReceiveReturn 

= 

= 0) 

n 

B 

fl 

n 

B 

B 

B 

ReturnVa lue 

= 

STATUS_SUCCESS; 

n 

B 

B 

B 

*((char  *)*ppOutput  + *pOutSize)  = 0; 

n 

B 

B 

> 

fl 

B 

fl 

i f 

( (ReceiveReturn 

= = 

SIHPLEPGP 

_DETACHEDSIGNATURE FOUND) 

fl 

fl 

fl 

fl 

D n 88 

(pHessage) ) 

B 

B 

B 

{ 

fl 

B 

B 

B 

ReceiveReturn  = 

SimpLePGPVerifyDetachedSignatureBuffer(nhwnd 

fl 

B 

B 

B 

fl  fl  fl 

B 

fl 

fl 

B 

(char  *)  pMessage, 

B 

B 

B 

B 

fl  B fl 

B 

fl 

fl 

B 

dwMsgSi ze. 

fl 

fl 

fl 

fl 

fl  B fl 

fl 

fl 

fl 

B 

(char  *)  pinput. 

B 

B 

B 

B 

ABB 

fl 

fl 

fl 

B 

dwlnSi ze. 

fl 

B 

fl 

fl 

B B fl 

B 

B 

fl 

fl 

(int  *)  8 S i g na t u r e Re s u L t , 

B 

B 

B 

B 

B fl  fl 

B 

fl 

fl 

B 

Signer, 

B 

fl 

fl 

B 

ABB 

fl 

B 

fl 

B 

sizeof(Signer), 

fl 

fl 

B 

fl 

B fl  fl 

B 

B 

fl 

fl 

(unsigned  char  *)  S i g na t u r e D a t e , 

B 

B 

B 

B 

ABB 

fl 

B 

fl 

B 

sizeof(SignatureDate), 

B 

fl 

B 

B 

fl  B fl 

B 

B 

fl 

fl 

" " ) ; n n B B 

fl 

fl 

fl 

B 

*pOut  Size  = 

0; 

B 

B 

B 

> 

fl 

fl 

> 

fl 

fl 

1 

f ( Re c e i V e Re t u r n ! = 

SIHPLEPGP_ 

BADKEYPASSPHRASE) 

fl 

fl 

fl 

+ + Ret  ry Count ; 

n >whi  Le( (Recei veReturn  ==  S I H P L E PG PR E C E I V EBU F F E R_0 UT PUTBU F F E RTOO SM A LL  || 
n n n Re  c e i ve R e t u r n ==  S I M P L E PG P_B  A DKE  Y P A S S PH R A S E ) && 

n n n RetryCount  < nAX_RETRIES  SS 

[[CHK:899e77c4437b800e73d870a01e889da666976bc53632e61d2f119ee75fea90d3f]] 


Pretty  Good  Privacy  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1248 


ExchDecryptVerify.cpp 


n n n PassPhraseReturn  ==  PGPPHRASE_OK); 
n i f ( s 2 Pa  s s Ph  ra  s e ) 

n a PG P F r e e Ph  ra  s e ( s 2 Pa  s s Ph  r a s e ) ; 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


ifCPGPcomdLgErrorToStringCReceiveReturn,  TempErrorMessage, 
a s i 2 eo f C Temp E r r o r H e s s a g e ) ) ) 

t 

a MessageBoxChwnd,  TempErrorMessage,  s2TitLe,  HB_ICONEXCLAMATION); 

> 

else 

{ 

a if(TransLateSignatureResuLt(SignatureResuLtBuffer, 
a a a a a a a a Signer, 

aaaaaaaa  S i g na  t u r e D a t e , 

aaaaaaaa  S i g na  t u r e Re  s u L t ) ) 

a { 

a a MessageBoxChwnd,  SignatureResuLtBuffer,  s2Title,  MB_0K); 
a > 

> 


a if  (ReturnVaLue  !=  S T AT U S_ S U C C E S S ) 
n a ReturnVaLue  = Re ce i ve Re t u r n ; 


a return  ReturnVaLue; 
} 


UINT  De c ry p t Ve r i f y F i L e ( H WN D hwnd,char  *szInFiLe,  char  *s2SigFiLe, 
a a a a a char  ** p s 2 Ou t F i L e ) 

{ 

a UINT  ReturnVaLue  = S T AT U S_ F A I LU R E ; 
a UINT  PassPhraseReturn  = PG PP H R A S E_0K; 
n char  *S2PassPhrase  = NULL; 

a DWORD  dwPhraseSize  = 0; 

a char  SignerC256Il; 

H char  S i g na  t u r e D a t e C 64 II  ; 
a char  S i g na t u r e R e s u L t Bu f f e r C 5 1 2 D ; 
a DWORD  RetryCount  = 0; 

a UINT  Re c e i ve Re t u r n = 0; 

a UINT  SignatureResuLt  = 0; 

a unsigned  short  Num Pa s s p h r a s e s Req ue s t e d = 0; 
a char  Temp E r r o r M e s s a g e C 1 02 4 3 ; 
n char  s 2 T i t L e C 1 00 1 ; 

a char*  FirstDot  = NULL; 

a char*  SecondDot  = NULL; 

a char  *p,  * D e c r y p t i on R e s u L t M s g = NULL; 
a int  FiLeStart  = 0,  F i L e E x t e n s i on S t a r t = 0; 
a PGPFiLeRef  * I n pu t F i L e R e f = NULL,  *0u t pu t F i L e Re f = NULL; 

a char  *S20utFiLe  = NULL; 

a a s s e r t ( s 2 1 n F i L e ) ; 

n assertCpszOutFiLe); 

a //  Check  for  expiration 

a if  (PGPcomdLgEvaLExpi redChwnd,  PG PC  OH D LG_ A LLE X P I R E D ) ) 
a { 

a a PG P c omd L g E r r o r M e s s a g e ( PG P C OH D LG_ E X P I R E D ) ; 
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a n return  STATUS_FAILURE; 
n > 

n G e t S t r i n g ( s zT 1 t L e , s i z eo f ( s zT i t L e ) , I0S_TITLE); 

n *pszOutFiLe  = (char  *)  pgpALLoc(HAX_PATH  * sizeof(char)); 
n szOutFiLe  = *pszOutFiLe; 

n szPassPhrase  = (char  *)  pgpALLoc(2); 
n s t r c py ( s z Pa s s P h r a s e , " 


a 

i f 

( ! 

s z S i g F i 

Le) 

n 

n 

□ 

Fi rstDot 

= s t r r c h r ( s z I n F i L e , 

n 

n 

n 

n 

i 

f(FirstDot) 

n 

□ 

C 

n 

□ 

B 

SecondDot  = strrchr(FirstDot  - 1, 

a 

B 

B 

n 

B 

B 

if(SecondDot) 

a 

B 

B 

{ 

a 

B 

B 

D 

*FirstDot  = 0x00; 

a 

B 

B 

n 

s t r c py ( s z Ou t F i L e , szInFile); 

J3 

B 

B 

D 

*FirstDot  = 

n 

B 

B 

> 

Q 

B 

B 

else 

D 

B 

B 

{ 

O 

B 

B 

n 

*FirstDot  = '\0'; 

n 

B 

B 

> 

n 

n 

> 

n 

D 

n 

n 

i 

f((p  = 

s t r r c h r ( s z Ou t F i L e , '\\'))) 

n 

n 

Q 

FileStart  = p - szOutFiLe  + 1; 

Q 

n 

Q 

n 

1 

f((p  = 

s t r r c h r ( szOu t F i L e,  '.'))) 

a 

n 

D 

F i L e E X t en s 1 onS t a r t = p - szOutFiLe  + 1; 

n 

B 

n 

n 

OPENFILENAME  Sa ve F i L eName  = C 

n 

□ 

n 

n 

si  zeof(SaveFi LeName), 

n 

D 

n 

n 

hwnd. 

a 

□ 

□ 

n 

NULL, 

B 

n 

n 

n 

"ALL  Files  ( * . * ) \ 0* . * \ 0 \ 0 " , 

B 

□ 

□ 

n 

NULL, 

B 

B 

B 

n 

0, 

B 

B 

B 

n 

1, 

B 

B 

B 

n 

szOutFi le. 

B 

B 

B 

n 

HAX_PATH, 

B 

B 

B 

n 

NULL, 

B 

B 

B 

n 

0, 

B 

B 

B 

n 

NULL, 

B 

Q 

B 

B 

"Decrypt/Verify  attachment  and  save  as 

B 

n 

B 

B 

0FN_0VERURITEPR0MPT  | 0 F N_H I D E R E ADON L Y 

B 

n 

B 

B 

Fi LeStart, 

B 

n 

B 

B 

Fi LeExtensionStart, 

B 

a 

B 

B 

B 

Q 

B 

B 

NULL, 

B 

B 

B 

B 

NULL, 

B 

B 

B 

B 

NULL>; 

B 

B 

B 
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n n a 

a n ifCIGetSaveFiLeNameC&SaveFiLeNane)) 

n n n return  STATUS. FAILURE, ■ 

a } 

n else 

n n s t r c py ( s z 0 u t F i L e , szInFile); 


□ 

n 

n 

□ 

n 

n 

a 

□ 

n 

a 

□ 

a 

n 

D 


d o 
{ 

n i f ( Recei veReturn  ==  S I MP L E PG P_B A D KE Y P A S S PH R A S E ) 
n { 

n n /*Looks  Like  they  entered  a wrong  passphrase. 

n n *A  more  common  scenario  is  that  they  actually  HAVE  a passphrase;  we 

a n *try  NO  passphrase,  first,  in  case  that  works, 

n n * / 

a n i f ( s z Pa  s s Ph  r a s e ) 

n n { 

n n n /*Free  Last  bad  passphrase,  if  any*/ 

n n n PG P F r e e Ph  r a s e ( s z Pa  s s Ph  r a s e ) ; 

n n n szPassPhrase  = NULL; 

n n } 


□ 

n 

B 

if  ( ! 

NumPassphrasesRequested) 

n 

n 

□ 

B 

PassPhraseReturn  = 

PG PG e t C a c h e d P h r a s e (hwnd. 

n 

n 

n 

B 

n 

B 

B B B 

"Enter  passphrase  for 

private 

key : " , 

n 

a 

B 

B 

n 

B 

B B B 

FALSE, 

□ 

n 

B 

B 

B 

B 

B B B 

SszPassPhrase)  ; 

n 

a 

n 

else 

n 

n 

n 

n 

Pa  s s Ph 

raseReturn  = 

PG PG e t C a c h e d P h r a s e (hwnd. 

n 

n 

B 

□ 

B 

B 

n Q n 

"Incorrect  passphrase. 

Enter 

again:". 

Q 

B 

B 

□ 

B 

B 

sen 

TRUE, 

D 

B 

B 

n 

B 

B 

n n □ 

SszPassPhrase) ; 

n n n ++N umPa s s p h r a s e s R e q u e s t ed ; 

n n } 

n n else 

o n a PassPhraseReturn  = PG P PH R AS E_0 K; 

n n i f ( Pa s s Ph ra se Re t u r n ==  PG PP H R AS E_OK ) 
n n { 


D 

B 

B 

/ /Try 

to  decrypt: 

B 

B 

B 

dwPhraseSi 

ze  = 

strLen(szPassPhrase); 

B 

B 

B 

if 

( ! 

szSigFi Le) 

B 

B 

B 

n 

ReceiveReturn 

= S i mp L e PG P R e c e i ve F i L e ( n hwnd. 

B 

B 

B 

B 

n 

B 

B 

n 

B 

B 

B 

szInFi Le, 

B 

B 

B 

B 

n 

n 

B 

n 

B 

n 

B 

*pszOutFi le. 

B 

B 

B 

B 

B 

a 

B 

n 

B 

Q 

□ 

szPassPhrase, 

B 

n 

B 

Q 

B 

n 

B 

B 

B 

D 

□ 

dwPhraseSi ze. 

B 

n 

B 

n 

B 

n 

B 

B 

B 

Q 

B 

(int  *)  & S i g na t u r e Re s u L t , 

B 

B 

B 

B 

B 

n 

Q 

B 

B 

□ 

B 

Signer, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

n 

B 

sizeofCSigner), 

B 

B 

B 

B 

B 

B 

O 

B 

B 

□ 

B 

(unsigned  char  *)  S i g n a t u r e D a t e , 

B 

B 

B 

B 

B 

n 

n 

B 

B 

B 

B 

sizeof(SignatureDate), 

B 

B 

B 

B 

B 

□ 

n 

B 

B 

B 

B 

n B B B 

B 

B 

B 

i f 

C s z S i g F 

i L e ) 

B 

B 

B 

Q 

ReceiveReturn 

= S i mp L e PG P Ve r i f y D e t a c h e d S i g n a t u r e F i L e ( n hwnd 

B 

B 

n 

n 

n 

n 

n 

B 

n 

B 

B 

szInFi Le, 
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o 

n 

n 

n 

0 

0 

0 

0 

o 

0 

0 

szSigFi Le, 

n 

u 

n 

0 

0 

0 

0 

0 

0 

0 

0 

(int  *)  &S i gna t u r e Re su L t , 

n 

u 

n 

o 

0 

0 

o 

0 

0 

0 

0 

Signer, 

n 

n 

a 

0 

0 

0 

0 

0 

0 

0 

0 

sizeof(Signer), 

n 

n 

n 

0 

0 

0 

0 

0 

0 

0 

0 

(unsigned  char  *)  S i g na t u r e Da t e , 

n 

n 

u 

0 

0 

0 

0 

0 

0 

0 

0 

sizeof(SignatureDate), 

n 

n 

a 

0 

0 

0 

0 

0 

0 

0 

0 

" " ) ; a a a a 

n 

□ 

o 

ifCReceiveReturn 

= 

tl 

n 

□ 

D 

{ 

□ 

n 

n 

a 

ReturnVa  Lue 

= 

STATUS 

_ 

SUCCESS 

/ 

n 

□ 

n 

> 

n n > 

n n i f ( Recei veReturn  !=  S I H P LE PG P_B A D KE Y P A S S PH R A S E ) 
a a a ++RetryCount; 

a >uhi Le((Recei veReturn  ==  S I H P LE PG PR E C E I V EBU F F E R_OUT PUTBU F F E RTOO S H A L L || 
n a a Re c e i ve Re t u r n ==  S I MP L E PG P_B A D KE Y P AS S PH R A S E ) S& 

n a a RetryCount  < HAX_RETRIES  && 

ana  Pa s s Ph ra s e R e t u r n ==  PG PP H R A S E_0K ) ; 


n i f ( s z Pa  s s Ph  r a s e ) 

a a PG P F r ee P h ra  s e ( s z Pa  s s P h ra  s e ) ; 


a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 


ifCPGPcomdLgErrorToStringCReceiveReturn,  TempErrorHessage, 
n s i zeof ( TempE r ro rMes sage  ) ) ) 

{ 

n Me s sa g eBox ( hund , Temp E r r o r Me s s a ge , szTitLe,  MB_ I C 0 N E X C L AM AT  I ON  ) ; 

> 

else 

{ 

a ifCTransLateSignatureResuLtCSignatureResuLtBuffer, 
aaaaaaaa  Si gner, 

aaaaaaaa  S i g na t u r e Da t e , 

aaaaaaaa  S i g na  t u r e R e s u L t ) ) 

n { 

a n MessageBox(hwnd,  SignatureResultBuffer,  szTitLe,  MB_0K); 
n } 

> 


n if  (ReturnVaLue  !=  ST ATU S _S U C C E S S ) 
n a ReturnVaLue  = ReceiveReturn; 

n return  ReturnVaLue; 

> 


static  BOOL  T r a n s L a t e S i gna t u r e Re s u L t ( n 
aaaaaaaaaa 
aaaaaaaaaa 
aaaaaaaaaa 
{ 

n char  ConditionaLMessageC255]  = ''\0 
a 

n char  s z S i g F o rma t C 2 5 5 ] ; 
n BOOL  ReturnCode  = FALSE; 


char  * S i g na t u r e R e s u L t , 
char  *Signer, 
char  *S i gna t u r e Da t e, 
int  S i g na t u r e C od e ) 

//This  is  for  the  cases  where  we 
//sometimes  add  some  more  info. 
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n a s s e r t ( S i g n a t u r e R e s u L t ) ; 
n assert(Signer); 
n a s s e r t ( S i g na  t u r e D a t e ) ; 

n *SignatureResult  = '\0'; 


n 

s w i 

{ 

t c h ( S 

ignatureCode) 

a 

case 

SIGSTS_VERIFIED_UNTRUSTED: 

n 

n 

a 

GetStringCszSigFormat,  sizeof(szSigFormat), 

IDS 

_SIG 

.UNCERTIFIED); 

□ 

n 

a 

ws p r i n t f ( C ond i t i ona L Me s sag e , szSigFormat,  Si 

g n e r ) ; 

a 

s 

a 

Z/FaLL  through 

n 

a 

case 

SIGSTS_VERI FIED : 

□ 

a 

a 

GetStringCszSigFormat,  sizeofCszSigFormat), 

IDS 

_SIG 

.VERIFIED); 

□ 

a 

a 

wsprintfCSignatureResuLt, 

Q 

a 

a 

n n szSigFormat, 

□ 

a 

a 

a n Signer, 

n 

a 

a 

n n SignatureDate); 

□ 

a 

a 

strcatCSignatureResuLt,  ConditionaLMessage); 

a 

a 

a 

break; 

u 

a 

case 

SIGSTS_NOTVERI FIED : 

n 

a 

a 

GetStringCszSigFormat,  sizeofCszSigFormat), 

IDS 

_SIG 

.UNVERIFIED); 

n 

a 

a 

StrcpyCSignatureResuLt,  szSigFormat); 

n 

a 

a 

break; 

□ n 

□ □ 

n D 

n n 

□ n 

n a 

a D 

n n 

a n 

n n 

□ □ 


case  SIGSTS_BADSIG : 
n if(*Signer) 
n { 

n a G e t S t r 1 ng ( s z S i g F o rma t , s i z eo f ( s z S i g F o rma t ) , I D S _S I G_B A D ) ; 

a n wsprintfCSignatureResuLt,  szSigFormat,  Signer); 

n > 
n else 
n { 

n n G e t S t r i ng ( s z S i g F o rma t , s i z eo f ( s z S i g F o r ma t ) , I D S_ S I G_N0N E ) ; 

n n strcpyCSignatureResuLt,  szSigFormat); 

n } 


n n 

Q □ 

n □ 

D n 

n n 

□ □ 

n n 

n D 

a n 

n } 


n i f ( * S i g na t u r e Da t e ) 

n { 

n n Ge  t S t r i ng  ( s z S i g Fo  r ma  t , s i z e o f ( s z S i g F o r ma  t ) , I D S_ S I G_ D AT E ) ; 
n n ws p r i n t f C Cond i t i ona L Hes sa g e , 

n n n n szSigFormat, 

n n n n SignatureDate); 

n n s t r c a t ( S i g na  t u r e R e s u L t , C o nd  i t i ona  L He  s s a g e ) ; 

n } 

n break; 


a i f ( * S i g n a t u r e Re s u L t ) 
n { 

n n ReturnCode  = TRUE; 
n > 


n r e t u r n ( R e t u r n C od e ) ; 

} 
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static  unsigned  Long  Re A L L o c A nd C opy ( c h a r **Dest,  char  *Source) 

{ 

n unsigned  long  ReturnCode  = S T ATU S _ S U C C E S S ; 

n assert(Dest); 
n a s s e r t ( S ou r c e ) ; 

n if(!*Dest) 
n { 

n n *Dest  = (char  *)  ma L L o c ( ( s t r L e n ( S ou r c e ) + 1)  * s i z eo f ( c ha r ) ) ; 
n > 
n else 
a { 

n a *Dest  = (char  *)  reaLLoc(*Dest,  (strLen(Source)  + 1)  * sizeofCchar)); 

n > 

n if(*Dest) 
n { 

n n s t r cpy ( *De s t , Source); 
n > 
n else 

n n ReturnCode  = ST ATU S_ F A I LU R E ; 

n r e t u r n ( Re t u r n C od e ) ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 


* $Id$ 
*/ 


#i nc  Lude 

<windows.h> 

#incLude 

"stdinc.h" 

#incLude 

"pgpexch . h" 

# i n c L u d e 

" u i . h " 

#i nc  Lude 

" assert. h" 

#incLude 

" resource. h" 

#incLude 

"config.h" 

#incLude 

"pgpkeydb. h" 

#incLude 

"pgpMem. h" 

#incLude 

"PGPRecip.h" 

#incLude 

" pg  pcomd  L g . h " 

#i nc  Lude 

"spgp . h" 

# i n c L u d e 

"pgpphrase.h" 

#incLude 

"ExchKeyDB. h" 

#incLude 

"BLockUti Ls.h" 

#ifndef  S T ATU S_ S U C C E S S 

B #def i 

ne  STATUS_SUCCESSb 

#end  i f 

0x0000000 


#ifndef  STATUS_FAILURE 

n #define  ST  AT U S_ F AI LU R En  n n 0x0000001 


# end i f 

#def i ne 

KEYIDLENGTH 

20 

#def i ne 

USERIDLENGTH 

512 

#def i ne 

MAX_RETRI ES 

1 00 

BOOL  G e t R e c i p i e n t s I n f o ( H WN D hwnd. 


a 

a 

a 

B 

B 

RECIPIENTDIALOGSTRUCT  *prds. 

n 

Q 

a 

B 

B 

DWORD 

PGPF  Lags, 

a 

a 

a 

B 

B 

DWORD 

DisabLeFLags); 

BOOL  GetSi 
n n n 

non 
n n n 

n n Q 


gnPh r a s e ( HWN D hwnd, 

a char  ** E n t e r e dO r C a c h ed Ph r a s e , 

n unsigned  Long  * Pa s s Ph r a s e Le n , 

n unsigned  short  *Pa s s Ph r a s e C o u n t , 

n char  *szSignKey,  ULONG  *puLHash, 


DINT  u P h r a s e F L a g s ) ; 


UINT  E n c r y p t S i g nBu f f e r ( H W N D hwnd, void*  pinput, DWORD  dwlnSize, 
n n n n n void  *p Re c D L g S t r u c t , vo i d **  ppOutput, 

n n n n n DWORD*  pOu t S i z e , BOO L b E n c r y p t , BOO L bSign, 

n n n n n BOOL  b A t t a c hme n t , BOO L bUseMIME) 

{ 

n UINT  ReturnVaLue  = ST ATU S _ F A I LU R E ; 
a UINT  LibReturn  = 0; 

n PRECIPIENTDIALOGSTRUCT  prds  = NULL; 

B char  *szPassPhrase  = NULL; 
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n DWORD  duPhraseSize  = 0; 

n unsigned  short  Pa s s Ph ra s e C o u n t = 0; 
n char  s z S i g nKey C KE Y I D LENGT H + ID; 
n BOOL  UserCanceL  = FALSE; 

n ULONG  uLHash  = 0; 

n UINT  uPhraseFlags  = 0; 

a void  *p W r a ppe d I n p u t = NULL; 
n Long  Threshold  = -1; 

a assert(plnput); 

n a s s e r t ( ppOu t pu t ) ; 

n assertCbSign  ||  bEncrypt); 

n //  Check  for  expiration 

n if  (PGPcomdLgEvaLExpi redChwnd,  PG P C OM D LG_ E N C R Y PT S I G N E X P I R E D ) ) 
n { 

a a PG Pc omd I g E r r o r H e s s a g e ( PG P C OM D LG_E XP I R E D ) ; 

a a return  ST ATU S _ F AI LU R E ; 
a } 

a *ppOutput  = NULL; 

a *pOutSize  = dwInSize  * 2; 

n if(*pOutSize  < 64000) 

a { 

a a *pOutSize  = 64000; 

n > 

n szPassPhrase  = (char  *)  pgpALLoc(2); 

n strcpyCszPassPhrase,  " "); 

n mems e t ( s z S i g nKey , 0,  KE Y I D L E NGT H ) ; 

B prds  = (PRECIPIENTDIALOGSTRUCT)  p Re c D L g S t r u c t ; 
a ifCbEncrypt  SS  prds) 

a { 

a a UserCanceL  = G e t Re c i p i e n t s I n f o ( h wnd , 


□ 

a 

n 

n n □ n n 

a 

prds. 

D 

n 

n 

n □ n D a 

n 

PGP_ENCRYPT  1 

PGP_ASCII_ARHOR, 

□ 

n 

n 

n n n Q n 

D 

DISABLE_ASCII 

_ARM0R); 

Q 

n 

i f 

Cprds->dwPGPFLags  & 

PGP_ 

ATLEASTONERSAKEY) 

a a a uPhraseFLags  |=  PG PC OM D LG_R S A E N C R Y PT ; 
a } 


a 

if  ( 

lUserCanceL) 

n 

n 

Q 

DWORD 

Ret  ryCount  = 0; 

n 

Q 

do 

a 

n 

i 

a 

B 

B 

i 

fCbSign  &&  (LibReturn 

== 

SIMPLEPGP_BADKEYPASSPHRASE)) 

Q 

B 

B 

{ 

□ 

B 

B 

B 

UserCanceL  = G e t S i g n Ph r a s e ( h und , 

n 

B 

B 

B 

B B B B B 

B 

SszPassPhrase, 

n 

B 

B 

B 

B B B B B 

B 

SdwPhraseSi ze. 

n 

B 

B 

B 

B B B B B 

B 

SPassPhraseCount, 

Q 

B 

B 

B 

B B B B B 

B 

szSignKey,  SuLHash,  uPhraseFlags); 

n 

B 

B 

> 
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u 

a 

a 

if  ( 

! UserCance  L ) 

Q 

a 

a 

{ 

Q 

a 

a 

a 

if  ( By D e f a u L t Wo rd W r a p ( &T h r e s h o L d ) &&  ! b A 1 1 a c hme n t ) 

□ 

a 

a 

a 

Q 

a 

a 

a 

a 

ReturnVaLue 

= W r a pBu f f e r ( ( c h a r **)  &p W r a p pe d I n p u t , 

n 

a 

a 

a 

a 

a 

a 

a 

n n n n (char  *)  pinput. 

n 

a 

a 

a 

a 

a 

a 

a 

n n n n (USHORT)ThreshoLd); 

a 

a 

a 

a 

a 

i f 

(ReturnVaLue  | | ! pWrappedlnput ) 

u 

a 

a 

a 

a 

i 

n 

a 

a 

a 

a 

a 

pgpFree(szPassPhrase); 

n 

a 

a 

a 

a 

a 

return  ReturnVaLue; 

n 

a 

a 

a 

a 

> 

□ 

a 

a 

a 

> 

n 

a 

a 

a 

else 

n 

a 

a 

a 

i 

n 

a 

a 

a 

a 

pWrappedlnput  = pinput; 

n 

a 

a 

a 

a 

Threshold  = 

-1; 

n 

a 

a 

a 

> 

n 

a 

a 

a 

i 

f(*ppOutput  ) 

n 

a 

a 

a 

i 

n 

a 

a 

a 

a 

pgpFree(*ppOutput); 

u 

a 

a 

a 

> 

Q 

a 

a 

a 

•k 

ppOutput  - 

pgpALLoc((*pOutSize  + 1)  * sizeof(char)); 

n 

a 

a 

a 

mems  e t ( 

*pp0utput 

, '\0',  (*p0utSize  + 1)  * s i z e 0 f ( c ha r ) ) ; 

n 

a 

a 

a 

i 

f (*pp0utput ) 

n 

a 

a 

a 

{ 

n 

a 

a 

a 

a 

i f ( bEnc  rypt ) 

□ 

a 

a 

a 

a 

n 

a 

a 

a 

a 

a 

LibReturn  = S i mp L e PG P E n c r y p t Bu f f e r ( n 

n 

a 

a 

a 

a 

a 

a 

a 

h wn  d , 

n 

a 

a 

a 

a 

a 

a 

a 

(char  *)  pWrappedlnput, 

n 

a 

a 

a 

a 

a 

a 

a 

dwInSize,n  n n 

n 

a 

a 

a 

a 

a 

a 

a 

n 

a 

a 

a 

a 

a 

a 

a 

(char  *)  *pp0utput. 

n 

a 

a 

a 

a 

a 

a 

a 

(unsigned  int  *)  pOutSize, 

□ 

a 

a 

a 

a 

a 

a 

a 

bSign,n  an//  Sign  it? 

Q 

a 

a 

a 

a 

a 

a 

a 

(prds->dwPGPFLags 

n 

a 

a 

a 

a 

a 

a 

a 

n n & PGP_ASCII_ARMOR),n//  Armor  it? 

a 

a 

a 

a 

a 

a 

a 

a 

! b A t t a c hme n t , n //  Text  Mode  if  not  attachment 

a 

a 

a 

a 

a 

a 

a 

a 

FALSE, n an//  Not  IDEA  only 

a 

a 

a 

a 

a 

a 

a 

a 

TRUE,n  an//  Use  untrusted  keys 

a 

a 

a 

a 

a 

a 

a 

a 

prds->szRecipients, 

a 

a 

a 

a 

a 

a 

a 

a 

szSi gnKey, 

a 

a 

a 

a 

a 

a 

a 

a 

s t r L e n ( s z S i g nKey ) , n //  s t r L e n ( S i g n e r Id) 

a 

a 

a 

a 

a 

a 

a 

a 

szPassPhrase, 

a 

a 

a 

a 

a 

a 

a 

a 

dwPhraseSi ze. 

a 

a 

a 

a 

a 

a 

a 

a 

NULL,  //IDEA  password 

a 

a 

a 

a 

a 

a 

a 

a 

0,  ""); 

/* 

a 

a 

a 

a 

a 

a 

i f 

(bUseMIME) 

a 

a 

a 

a 

a 

a 

i 

a 

a 

a 

a 

a 

a 

a 

char 

szDeLimiterCDELIMITERLENGTH:; 

a 

a 

a 

a 

a 

a 

a 

ems M I H E t y pe P pMimeType; 

a 

a 

a 

a 

a 

a 

a 

i:[:CHK:84f41  8868e834b3910aa4e9223ddd93e81e9ba70ae7ff5ef2  647606077a5645db:] 
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$ $Q 

n 

n 

0 

0 

0 

0 

i f 

( ! Conve r t ToEn c ry p t edPGPMI HE ( ( c ha r **)  ppOutput, 

D 

n 

0 

0 

0 

0 

0 

0 

B n n n n pOutSize,  s z De L i m i t e r ) ) 

n 

a 

0 

0 

0 

0 

0 

0 

if  ( !Bui LdEncryptedPGPMIMEType(8pHimeType, 

n 

a 

0 

0 

0 

0 

0 

0 

nnnnnnnn  s z De  L i m i t e r ) ) 

n 

a 

0 

0 

0 

o 

0 

0 

B Add M I M E Pa r a m ( pH i meTy pe , "PGPFormat", 

n 

a 

0 

0 

0 

0 

0 

0 

B B n n "PGPHIME-encrypted"); 

n 

n 

0 

0 

0 

0 

> 

* / a 

n 

0 

0 

0 

0 

n 

□ 

0 

0 

O 

> 

n 

n 

0 

0 

0 

e 

L se 

n 

n 

0 

0 

0 

{ 

n 

a 

0 

0 

o 

0 

LibReturn  = S i mp L e PG PS i g n Bu f f e r (n 

n 

B 

O 

0 

0 

0 

0 

0 

hwnd,B  nail  handle 

n 

B 

0 

0 

0 

0 

0 

0 

(char  *)  p W r a p pe d I n pu t , / / input 

□ 

B 

0 

0 

0 

0 

0 

0 

dwlnSize,B  n //  input  sizeB 

n 

B 

0 

0 

0 

O 

0 

0 

"",BB  n n II  name  of  buffer 

n 

B 

o 

0 

0 

0 

0 

0 

(char  * ) *pp0 u t p u t , B //  ouput 

n 

B 

0 

0 

0 

0 

0 

0 

(unsigned  int  *)  pOutSize,B  b //  output  size 

n 

B 

0 

0 

0 

0 

0 

0 

TRUE,B  //  Armor  it? 

Q 

B 

0 

0 

0 

0 

0 

0 

! b A t t a c hme n t , B //  TextMode  if  not  attachment 

n 

B 

0 

0 

0 

0 

0 

0 

FALSE, B //  Detached  signature? 

n 

B 

0 

0 

0 

0 

0 

0 

! b A t t a c hme n t , B //  clear  sign  if  not  attachment 

n 

B 

0 

0 

0 

0 

0 

0 

szSignKey,B  b //  Signer  Id  (char*) 

D 

B 

0 

0 

0 

0 

0 

0 

s t r 1 en ( sz S i gnKey ) ,B  //  s t r 1 e n ( S i g n e r Id) 

n 

B 

0 

0 

0 

0 

0 

0 

szPassPhrase, 

n 

B 

0 

0 

0 

0 

0 

0 

dwPhraseSi ze. 

n 

B 

0 

0 

0 

0 

0 

0 

„ 

/* 

n 

B 

0 

O 

0 

0 

i f 

( bUseMIME ) 

n 

B 

0 

0 

0 

0 

{ 

□ 

B 

0 

0 

0 

0 

0 

char  szDeLimiterCDELIHITERLENGTH]; 

Q 

B 

0 

0 

0 

o 

0 

emsHIHEtypeP  pMimeType; 

n 

B 

0 

0 

0 

0 

0 

$$n 

B 

0 

0 

0 

o 

0 

if 

( ! C on ve r t To S i g n e d PG PH  I H E ( ( c h a r *)  pinput. 

a 

B 

0 

0 

0 

0 

0 

0 

B B B (char  **)  ppOutput,  pOutSize, 

D 

B 

0 

0 

0 

0 

0 

0 

B B n szDelimiter,  ulHash)) 

□ 

B 

0 

0 

0 

0 

0 

0 

if  ( !Bui ldEncryptedPGPHIHEType(&pHimeType, 

Q 

B 

0 

0 

0 

0 

0 

0 

BBBBBBBB  s z D e 1 i m i t e r ) ) 

n 

B 

0 

0 

0 

0 

0 

0 

B AddH IH EPa r am ( pH i meTy pe , "PGPFormat", 

n 

B 

0 

0 

0 

0 

0 

0 

B B B B "PGPHIHE-encrypted"); 

n 

B 

0 

0 

0 

o 

> 

*/ 

n 

B 

0 

0 

0 

> 

n 

B 

0 

0 

0 

switch(LibReturn) 

n 

B 

0 

0 

0 

n 

B 

0 

0 

o 

0 

case  0 : 

n 

B 

0 

0 

0 

0 

0 

ReturnVaLue  = ST ATU S_S U C C E S S ; 

a 

B 

0 

0 

0 

0 

0 

*((char  *)*pp0utput  + *p0utSize)  = 0; 

a 

B 

0 

0 

0 

0 

0 

break; 

a 

B 

0 

0 

0 

0 

case  SIMPLEPGP_RNGNOTSEEDED: 

a 

B 

0 

0 

0 

0 

0 

PG P c omd L g Ra n dom  (hwnd,  S i mp L e PG PRa ndomN ee d ed ( h wnd ) ) ; 

n 

B 

0 

0 

0 

0 

0 

break; 

□ 

B 

0 

0 

0 

o 

case  SIMPLEPGP_BADKEYPASSPHRASE: 

n 

B 

0 

0 

o 

0 

0 

break;  /*Do  nothing*/ 

:CCHK:c026e2e86b43a8812df60209848896d66be88fc2171137f98337f33a002515ce8]] 
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n 

u 

n 

n 

tt  tt 

default: 

Q 

n 

□ 

tt 

tt  tt 

Q 

PGPcomdLgErrorMessage(LibReturn); 

n 

u 

n 

n 

tt  tt 

D 

++RetryCount; 

a 

n 

n 

n 

a tt 

□ 

break; 

n 

n 

n 

n 

n > 

c 

n 

n 

n 

> 

n 

n 

n 

> 

n 

n 

>whi Le((LibRet 

urn  = 

= SIMPLEPGPENCRYPTBUFFER_OUTPUTBUFFERTOOSMALL 

n 

n 

□ 

n 

LibReturn  = 

= SIMPLEPGPSIGNBUFFER_OUTPUTBUFFERTOOSMALL  || 

□ 

n 

n 

n 

Li bReturn  = 

= SIMPLEPGP_RNGNOTSEEDED  | | 

n 

n 

a 

n 

LibReturn  = 

= SIMPLEPGP_BADKEYPASSPHRASE)  S8 

n 

n 

□ 

n 

! UserCanceL 

S& 

n 

n 

n 

RetryCount 

< MAX_RETRIES); 

n 

y 

a 

n 

n 

tt 

n i f ( s z Pa  s s P h r a s e ) 

n n PG P F r e e Ph  r a s e ( s z Pa  s s P h r a s e ) ; 

n if  ((Threshold  > 0)  S8  (ReturnVaLue  ==  S T ATU S _ S U C C E S S ) ) 
n n pg p F r e e ( p W r a pp ed I n pu t ) ; 

/* 

n if(prds) 
n { 

n n i f ( p rd s-> s z R e c i p i e n t s ) 

n n n pg p F r e e ( p r d s -> s z R e c i p i e n t s ) ; 

n n pg p F r e e ( p r d s ) ; 

n } 

*/ 

n return  ReturnVaLue; 

> 


DINT  E n c r y p t S i g n F i L e ( H WN D hwnd,char  * s z I n F i L e , vo i d *p Re c D L g S t r u c t , 
n n n n n char  ** p s z Ou t F i L e , BOO L b En c r y p t , BOO L bSign, 

n H n n n BOOL  b A t t a c h me n t , BOO L bUseHIME) 

{ 

a UINT  ReturnVaLue  = S T ATU S_ F A I LU R E ; 
n UINT  LibReturn  = 0;; 

a PRECIPIENTDIALOGSTRUCT  prds  = NULL; 
n char  * s z Pa s s Ph r a s e = NULL; 
n DWORD  dwPhraseSize  = 0; 

n unsigned  short  Pa s s P h r a s e C oun t = 0; 
a char  s z S i g n Ke y C K E Y I D LE NGT H + ID; 
n BOOL  UserCanceL  = FALSE; 

n ULONG  uLHash  = 0; 

n UINT  uPhraseFLags  = 0; 

n assert(szInFiLe); 

n a s s e r t ( p s z Ou  t F i L e ) ; 

n assert(bSign  ||  bEncrypt); 

n //  Check  for  expiration 

n if  ( PGPcomd LgEva L Expi red ( hwnd,  PG P COM D LG_ EN C R Y PT S I G N E X P I R E D ) ) 
n { 

n n PGPcomd LgEr rorMessage ( PGPCOMDLG_EXPIRED ) ; 

:i:CHK:f5c3f652483dcff5cccccca162220003bbbd5bb87b242bbbdd20cc399ecbdb1f8]] 
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n n return  STATUS_FAILURE; 

n > 

n szPassPhrase  = (char  *)  pgpALLoc(2); 

n strcpy(szPassPhrase,  " 

n mems e t ( s z S i g n Key , 0,  KE Y I D LENGT H ) ; 

n prds  = (PRECIPIENTDIALOGSTRUCT)  pRecDLgStruct; 
n ifCbEncrypt  &&  prds) 
n { 

n n UserCanceL  = G e t Re c i p i en t s I n f o ( h wnd , 


□ 

n 

a 

a 

a a 

a a 

a 

prds. 

□ 

n 

a 

a 

a a 

a a 

a 

PGP_ENCRYPT  1 

PGP.ASCI I_ARM0R, 

□ 

a 

a 

a 

a a 

a a 

a 

DISABLE_ASCII 

_ARM0R)  ; 

n 

a 

i f 

(prds 

->dwPGPFlags  & 

PGP 

_ATLEASTONERSAKEY) 

n n n uPhraseFLags  |=  PG P COM D LG_R S A E N C R Y PT ; 
n > 

n ifClUserCanceL) 
n { 

n n DWORD  RetryCount  = 0; 


a 

a 

do 

a 

a 

{ 

a 

a 

a 

i f ( b S 1 

gn  S& 

(LibReturn  ==  S I MP LE PG P_B A D KE Y P A S S PH R A S E ) ) 

a 

a 

a 

a 

a 

a 

a 

UserCancel  = G e t S i g n Ph r a s e ( h wnd , 

a 

a 

a 

a 

a 

a 

n n n n & s z Pa  s s P h r a s e , 

a 

a 

a 

a 

a 

a 

naan  Sd w Ph r a s e S i z e , 

a 

a 

a 

a 

a 

a 

n n n n & Pa s s Ph r a s e C oun t , 

a 

a 

a 

a 

a 

a 

n n n n szSignKey,  fiuLHash,  uPhraseFLags); 

a 

a 

a 

> 

a 

a 

a 

i f C 

tUserCancel) 

a 

a 

a 

{ 

a 

a 

a 

a 

1 f ( bEnc  rypt ) 

a 

a 

a 

a 

a 

a 

a 

a 

a 

LibReturn  = S i mp L e PG P E n c r y p t F i L e ( n 

a 

a 

a 

a 

a 

a 

hund. 

a 

a 

a 

a 

a 

a 

szInFi Le, 

a 

a 

a 

a 

a 

a 

*pszOutFi Le, 

a 

a 

a 

a 

a 

a 

bSign,n  an//  Sign  it? 

a 

a 

a 

a 

a 

a 

FALSE, n an//  Wipe  cLeartext? 

a 

a 

a 

a 

a 

a 

(prds->dwPGPF Lags  8 PG P_ AS C I I _ ARHO R ) , n //  Armor  it? 

a 

a 

a 

a 

a 

a 

FALSE, n an//  Text  Mode  = Off 

a 

a 

a 

a 

a 

a 

FALSE, n an//  Not  IDEA  onLy 

a 

a 

a 

a 

a 

a 

TRL)E,n  an//  Use  untrusted  keys 

a 

a 

a 

a 

a 

a 

prds->szRecipients, 

a 

a 

a 

a 

a 

a 

szSignKey, 

a 

a 

a 

a 

a 

a 

s t r L e n ( s z S i gnKey ) , n //  s t r L en ( S i g n e r Id) 

a 

a 

a 

a 

a 

a 

szPassPhrase, 

a 

a 

a 

a 

a 

a 

dwPhraseSi ze. 

a 

a 

a 

a 

a 

a 

NULL,  //IDEA  password 

a 

a 

a 

a 

a 

a 

0,  NULL,  NULL); 

/* 

a 

a 

a 

a 

a 

a 

if  (bEncryptMIHE) 

a 

a 

a 

a 

a 

a 

{ 

CCCHK: 
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n 

□ 

B 

B 

fl 

B 

char  szDeLimiterCDELIMITERLENGTH]; 

□ 

n 

B 

B 

fl 

B 

emsHIHEtypeP  pMimeType; 

□ 

n 

B 

B 

fl 

B 

$$□ 

□ 

B 

B 

B 

fl 

if  ( 1 C 0 n ve r t To E n c r y p t ed PG PM  I M E ( ( c h a r **)  ppOutput, 

n 

□ 

B 

B 

fl 

B 

nnnnnnnn  pOutSize,  s z D e L i m i t e r ) ) 

Q 

n 

B 

B 

B 

B 

if  ( !Bui LdEncryptedPGPMIMETypeCSpMimeType, 

n 

a 

B 

B 

B 

B 

nnnnnnnn  s z D e L i m i t e r ) ) 

□ 

u 

B 

B 

fl 

B 

AddMIMEParamCpMimeType,  "PGPFormat", 

n 

n 

B 

B 

B 

B 

n n n " PG  PH  I H E -e  n c r y p t e d " ) ; 

n 

□ 

B 

B 

fl 

B 

> 

* / n 

□ 

B 

B 

B 

B 

n 

□ 

B 

B 

> 

n 

n 

B 

B 

else 

n 

n 

B 

B 

{ 

n 

n 

B 

B 

B 

LibReturn  = S i mp L e PG P S i g n F i L e C n 

n 

n 

B 

B 

fl 

fl 

hwnd,n  anil  handle 

n 

n 

B 

B 

fl 

B 

szInFiLe,n  n //  input 

□ 

Q 

B 

B 

fl 

B 

*ps zOu t F i L e, n //  ouput 

n 

n 

B 

B 

B 

B 

TRUE,n  //  Armor  it? 

n 

n 

B 

fl 

fl 

fl 

FALSE, n anil  TextMode  = Off 

n 

□ 

B 

B 

B 

B 

FALSE, n //  Signature  Only 

n 

□ 

B 

B 

B 

fl 

FALSE, n //  clear  sign 

n 

a 

B 

B 

B 

B 

szSignKey,n  n //  Signer  Id  (char*) 

n 

n 

B 

B 

fl 

B 

s t r 1 en ( s z S i gnKey ) , B //  s t r 1 e n ( S i g ne r Id) 

n 

Q 

B 

fl 

B 

B 

szPassPhrase, 

n 

□ 

B 

B 

B 

B 

dwPhraseSi ze. 

Q 

n 

B 

B 

B 

B 

" ■■  ) ; 

/* 

□ 

n 

B 

B 

fl 

B 

if  (bSignHIHE) 

□ 

n 

B 

B 

B 

B 

{ 

n 

n 

B 

fl 

fl 

B 

char  szDelimiterCDELiniTERLENGTH:; 

n 

n 

B 

B 

fl 

B 

emsMIMEtypeP  pMimeType; 

n 

n 

B 

fl 

B 

fl 

$$n 

□ 

B 

B 

fl 

B 

if  ( ! C 0 n V e r t To S i g n ed PG PM  I M E ( ( c h a r *)  pinput. 

n 

ta 

B 

B 

fl 

B 

n n n n (char  **)  ppOutput,  pOutSize, 

n 

n 

B 

B 

fl 

B 

B n n n szDelimiter,  ulHash)) 

n 

B 

B 

B 

fl 

B 

if  ( !Bui  ldEncryptedPGPHIMEType(&pMimeType, 

□ 

B 

B 

B 

B 

B 

nnnnnnnn  szDelimiter)) 

n 

B 

B 

fl 

B 

B 

AddMIHEParam(pMimeType,  "PGPFormat", 

n 

B 

B 

B 

fl 

B 

n n n n "PGPMIME-encrypted"); 

n 

B 

B 

fl 

fl 

B 

} 

*/ 

□ 

B 

B 

fl 

} 

n 

B 

B 

B 

D 

B 

B 

B 

sui tch(LibReturn) 

a 

B 

B 

B 

{ 

n 

B 

B 

fl 

case 

0: 

n 

B 

fl 

B 

B 

ReturnVaLue  = ST ATU S_ S U C C E S S ; 

n 

B 

B 

fl 

B 

break; 

Q 

B 

B 

fl 

B 

n 

B 

B 

fl 

case 

SIMPLEPGP_RNGNOTSEEDED: 

n 

B 

B 

B 

fl 

PG P c omd  1 g Ra ndom  Chwnd,  S i mp L e PG P R a n domN e ed ed ( h wn d ) ) ; 

Q 

B 

B 

B 

fl 

break; 

Q 

B 

B 

fl 

fl 

□ 

B 

B 

B 

case 

SIMPLEPGP_BADKEYPASSPHRASE: 

n 

B 

B 

fl 

B 

break;  /*Do  nothing*/ 

□ 

B 

B 

fl 

fl 

CCCHK: 
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n 

a 

n 

□ 

D 

D 

n 

n 

□ 

□ 

□ 

n 

□ 

n 

n 

□ 


n 

□ 

□ 

□ 

D 

a 

a 

□ 

□ 

n 

□ 

n 

> 


n n default: 

n n n PG Pcomd L g E r ro r Me s s a g e ( L i b Re t u rn ) ; 

n n n + + Ret ryCount ; 

n n a break; 

a a > 

a > 

>whUe((LibReturn  ==  S I M P L E PGP  E N C R Y PTBU  F F E R_OUT  PU  T BU  F F E RTOO  S M A LL  || 
a LibReturn  ==  S I H P LE PG P S I G NBU F F E R_OUT PUTBU F F E RT 0 0 S H A LL  || 
a LibReturn  ==  S I HP LE PG P_RNG NOT S E E D E D || 
a LibReturn  ==  S I H P LE PG P_B A D KE Y P A S S PH R A S E ) SS 
a lUserCancel  S& 
a RetryCount  < HAX_RETRI ES  ) ; 


a a a 
if(szPassPhrase) 

a PGPFreePhrase(szPassPhrase); 


/* 

a if(prds) 
a { 

a a i f ( p rds->sz Re c i pi en t s ) 
a a a pgpFree(prds->szRecipients); 

a a pg p F r e e C p r d s ) ; 
a > 

*/ 


a return  ReturnVaLue; 

> 


BOOL  GetReci pi entsinf o(HWND  hwnd, 

a a a a a REC I P I ENT  0 1 A LOG  ST RU CT  *prds, 

a a a a a DWORD  PGPFLags, 

a a a a a DWORD  D i s a b L e F I a g s ) 

{ 

n BOOL  UserCanceL  = FALSE; 

a DINT  Re c i p i e n t Re t u r n = R C PT_ D LG_E RRO R_S U C C E S S ; 


assertCprds); 


if( ! (prds->sVersion)) 
{ 


do 

{ 

a 

a 

a 

a 


p r d s-> s Ve r s i on  = RCPT_DLG_VERSION; 
prds->hwndParent  = hwnd; 

p r d s-> s zT i t L e = "PGP  - Key  Selection  Dialog' 
prds->dwPGPFlags  = PGPFlags; 
prds->dwDisableFlags  = DisableFlags; 


Re  c i p i e n t Re  t u r n = PG  PR  e c i p i e n t D i a I og  ( p r d s ) ; 


a a a i f ( Re c i p i en t Re t u r n ==  R C PT_D LG_ E R RO R_S U C C E S S &S 

a a a a a a ! ( p r d s ) ->d wNumRe c i p i e n t s ) 

a a a a He s s a g eBox ( h wnd , Q "In  order  to  Encrypt  you  must  chooseXn" 

a a a a a a a a a "at  least  one  recipient.",  "No  Recipients' 

aaaaaaaaa  HB_OK | HB_ I C ON W A RN I N G ) ; 
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n a }whi LeCRecipientReturn  ==  R C PT_ D LG_ E R R 0 R_ S U C C E S S SS 
n B n ! C p rd s ) ->dH N umR e c i p i e n t s ) ; 

B B i f (Recipi entReturn  !=  R C PT_ D LG_ E R RO R_ S U C C E S S ) 

B B B UserCanceL  = TRUE; 

B > 

B else 

B { 

B B p r d s->d w PG P F L a g s = PGPFLags; 

B > 

B r e t u r n ( U s e r C a n c e L ) ; 

> 

BOOL  G e t S i g n P h r a s e ( H WN D hwnd. 


a 

B 

B 

B 

char 

**pszPassPhrase, 

n 

B 

B 

B 

DWORD  * pd wPh r a s e S i z e , 

n 

B 

B 

a 

u n 5 i 

gned  short  * Pa s s P h r a s e C ou n t , 

B 

B 

B 

B 

char 

*szSignKey,  ULONG  *puLHash,  UINT  u P h r a s e F L a g s ) 

{ 

B BOOL  UserCanceL  = FALSE; 

B BOOL  ForceEntry  = FALSE; 

B char  Ph ra s eT i t L e C 2 5 6 D ; 

B a s s e r t ( p s z Pa s s P h ra s e ) ; 

B assert(pdwPhraseSize); 

B a s s e r t ( s z S i g n Key  ) ; 

B assert(puLHash); 

B i f ( *p s z Pa s s P h r a s e ) 

B { 

B B PG P F r e e Ph r a s e C *p s z Pa s s Ph r a s e ) ; 

B B *pszPassPhrase  = NULL; 

B B *pd H Ph ra s e S i z e = 0; 

B > 

B i f ( Pa s s Ph r a s e C o u n t &&  *Pa s s P h r a s e C ou n t > 0) 

B { 

B B G e t S t r i ng ( Ph r a s eT 1 t L e , s i zeof ( Ph ra seTi 1 1 e ) , I D S _ W R 0NG_PH R A S E ) ; 

B B ForceEntry  = TRUE; 

B > 

B else 

B B Ge t S t r 1 n g ( Ph r a s eT i t L e , s i z eo f ( Ph r a s eT i t L e ) , I D S_ E NT E R_P H R A S E ) ; 


B i f ( PG PGe t S i g n C a c h ed P h r a s e (hwnd. 


□ 

B 

B 

□ 

B 

B 

B 

PhraseTi t Le, 

B 

B 

B 

B 

B 

B 

Q 

ForceEntry, 

B 

B 

B 

B 

B 

B 

S 

pszPassPhrase, 

B 

B 

B 

B 

B 

B 

n 

szSignKey, 

B 

B 

B 

B 

B 

B 

□ 

puLHash, 

B 

B 

B 

B 

B 

B 

□ 

NULL, 

B 

B 

B 

B 

B 

B 

B 

uPhraseFLags)  !=  PG PP H R A S E_0 K ) 

B 

{ 

B 

B 

UserCance  L 

TRUE; 

B } 

B else 

B { 
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n n *pdwPhraseSize  = strLen(*pszPassPhrase); 
n > 

n i f ( Pa s s Ph r a se Cou n t ) 
n n ++ ( *Pa s s Ph ra s e C ou n t ) ; 


n r e t u r n ( U s e r C a n c e L ) ; 
> 
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/* 

* Copyright  (C)  1997  Pretty  Good 

* 

* $Id$ 

*/ 


//incLude 

"stdinc.h" 

//incLude 

<conf i g . h> 

//incLude 

<pgpTypes  . 

h> 

# i n c L ude 

<pgpKey DB . 

h> 

//incLude 

<pgpMem . h> 

//incLude 

<assert . h> 

#incLude 

<stdio.h> 

//i  nc  Lude 

" ExchKey DB 

. h 

Privacy,  Inc.  ALL  rights  reserved. 


#ifndef  S T ATU S_ S U C C E S S 

a #define  ST ATU S _ S U C C E S Sn  n n 0x0000000 

# e n d i f 

#ifndef  ST ATU S_ F A I LU R E 

a //define  S T ATU  S_  F A I LU  R En  n n 0x0000001 

//endi  f 


unsigned  Long  G e t D e f a u L t S i g n i ng Key ( c h a r * szKeyld,  size_t  Length) 
{ 

n unsigned  Long  ReturnVaLue  = STATUS_FAILURE; 
n PGPKeySet  *set; 
n PGPKey  *key; 

a size_t  Len  = Length; 

n PGPError  error; 

n assert(szKeyld); 


n error  = pgpLiblnitC); 

n ifCerror  ==  PGPERR.OK) 
n { 

a a set  = pg pO pe n D e f a u L t Ke y R i ng s C F A LS E , Serror); 


i f ( s e t ) 


key  = pgpGe t Def a u L t Pr i va t eKey ( se t ) ; 


i f ( key) 
{ 


error  = pg pG e t Key S t r i ng ( key , kPG PKey P r opKey I d , szKeyld,  &Len); 


ifCerror  ==  PGPERR_0K) 

{ 

n KH C on ve r t S t r i ng Key  I D (szKeyld); 

n ReturnVaLue  = S T AT U S _S U C C E S S ; 

> 


H n n pg p F r e e Key S e t ( s e t ) ; 
n n } 
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a D 

n n pgpLibCLeanupC); 

n } 

n return  ReturnVaLue; 

> 

void  KMConve r t S t r i ngKey I D (char*  sz) 
unsigned  Long  i,  uL; 
u L = 0 ; 

for  (i=0;  i<4;  i++) 
n { 

n n uL  <<=  8; 

uL  1=  ((unsigned  Long)szCi+43  & 0xFF); 

> 

sprintf  (sz,  "%08LX",  uL); 

} 

BOOL  UsePGPHiineO 
{ 

n Boolean  UseMime  = FALSE; 
n PGPError  error; 

n error  = pgpLi bl n i t ( ) ; 

n if(error  ==  PGPERR_OK) 
n { 

n n pg pGe t P r e f Boo L ea n ( kPG PP r e f Ha i L E n c r y p t PG PM  I H E , SUseHime); 

n n pgpLibCLeanup(); 
n } 

n return  ( BOO L ) U s e H i me ; 

} 


BOOL  U s e PG PH i me F o r S i g n i ng ( ) 

{ 

n Boolean  UseMime  = FALSE; 
n PGPError  error; 

n error  = pg p L i b I n i t ( ) ; 

n if(error  ==  PGPERR_0K) 
n { 

n n pg pG e t P r e f Boo L ea n ( kPG PP r e f Ha i L S i g n PG PH  I M E , SUseMime); 

Q n pgpLibCLeanup(); 
n } 

n return  ( BOO L) U s eM i me ; 

> 

BOOL  By D e f a u 1 1 E n c r y p t ( ) 

{ 

n Boolean  Encrypt  = FALSE; 

a PGPError  error; 
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n error  = pg p L i b I n i t ( ) ; 

n ifCerror  ==  PGPERR_0K) 
n { 

a a pg pG e t P r e f Bo o L ea n ( kPG P P r e f Ha i L E n c r y p t D e f a u L t , SEncrypt); 
n n pgpLibCLeanupC); 
n > 

n return  ( BOO L ) E n c r y p t ; 

} 


BOOL  By D e f a u L t S i g n ( ) 

{ 

n Boolean  Sign  = FALSE; 
n PGPError  error; 

n error  = pgpLiblnitC); 

n ifCerror  ==  PGPERR_0K) 
n { 

n n pgpGetPrefBooLean  CkPGPPrefMailSignDefauLt,  &Sign); 
Q n pg p L i b C L ea  n u p ( ) ; 
n } 

n return  (BOODSign; 

} 


BOOL  By De f a u I t Wo r dW r a p ( L ong*  pThreshoLd) 

{ 

a Boolean  Wrap  = FALSE; 
n PGPError  error; 

n *pThreshold  = 0; 

n error  = pgpLiblnitC); 

n ifCerror  ==  PGPERR_0K) 
n { 

n n pg pG e t P r e f Boo  I ea n C k PG PP re f Ha i I Wo r d W r a p E na b I e , &Wrap); 

n n pg pG e t P r e f N umb e r C kPG P P r e f Ha i I Wo r d W r a p W i d t h , pThreshold); 
a 

Q n pgpLi bC I eanup C ) ; 
n } 


n return  CBOODWrap; 
} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#ifndef  _EXCHKEYDB_H 
#define  _EXCHKEYDB_H 

#ifdef  __cpLuspLus 
extern  "C"  { 

# e n d i f 

unsigned  Long  G e t D e f a u L t S i g n i n g Ke y ( c h a r * szKeyld,  size_t  Length); 
void  KHConvertStringKeylD  (char*  sz); 

BOOL  LlsePGPMinie(void); 

BOOL  U s e PG PH i me F o r S i g n i ng ( VO i d ) ; 

BOOL  By D e f a u L t E n c r y p t ( VO i d ) ; 

BOOL  ByDefauLtSign(void); 

BOOL  By De f a u L t Wo rdU rap ( L ong*  pThreshoLd); 

#ifdef  __cpLuspLus 

> 

#end  i f 
#endi f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

^define  INITGUID 

#define  U S E S _I I D_ I E x c h E x t 

#define  USES_IID_IExchExtPropertySheets 

^define  LISES_IID_IExchExtMessageEvents 

//define  USES_IID_IExchExtAttachedFi  LeEvents 


//incLude  <objbase.h> 
//incLude  <initguid.h> 
SincLude  <mapiguid.h> 


#define  D E F I NE_EXC H EXTGU I D ( name , b)  \ 

DEFINE_GUID(naiiie,  0X00020D00  | (b),  0,  0,  0x  C 0 , 0 , 0 , 0 , 0 , 0 , 0 , 0x46  ) 


//ifndef  NO  E X C H E XTG  U I D S 

DEFINE_EXCHEXTGUID(IID_IExchExtCaLLback,  0x10); 
DEFINE_EXCHEXTGUID(IID_IExchExt,  0x11); 
DEFINE_EXCHEXTGUIDCIID_IExchExtCommands,  0x12); 
DEFINE_EXCHEXTGUID(IID_IExchExtUserEvents,  0x13); 
DEFINE_EXCHEXTGUID(IID_IExchExtSessionEvents,  0x14); 
DEFINE_EXCHEXTGUID(IID_IExchExtnessageEvents,  0x15); 
DEFINE_EXCHEXTGUID(IID_IExchExtAttachedFi LeEvents,  0x16); 
DEFINE_EXCHEXTGUID(IID_IExchExtPropertySheets,  0x17); 
DEFINE_EXCHEXTGUIDCIID_IExchExtAdvancedCriteria,  0x18); 
DEFINE_EXCHEXTGUIDClID_IExchExtModeLess,  0x19); 
DEFINE_EXCHEXTGUID(IID_IExchExtModeLessCaLLback,  0x1  a); 
//endif  //  N 0 E XC  H E XTGU I D S 


//  App L i ca t i on-spe c i f i c GUIDs 


//incLude  "guids.h 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 

* 

* $Id$ 

*/ 


//  {1 C8F62A0-B699-1 1 d0-95B0-0060977B23E7> 

DEFINE_GUID(GUID_PGPP Login, 

0x1c8f62a0,  0xb699,  0x11d0,  0x95,  0xb0,  0x0,  0x60,  0x97,  0x7b,  0x23, 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  "stdinc.h" 

#incLude  "pgpexch.h" 

SincLude  "ui.h" 

#incLude  " assert. h" 

#incLude  " resource. h" 

#incLude  "config.h" 

SincLude  "pgpKeyDB.h" 

#incLude  " PG P c omd L g . h " 

struct  SPropPageAux 
{ 

n BOOL  fDirty; 
n CDecrypt  decrypt; 

n S P r op  Pa g e Au X ( I H AP I S e s s i on  * psess) 

n n : f D i r t y ( F A LS E ) , d e c r y p t ( p s e s s ) {> 

>; 


//  CaLLback  for  the  property  sheet  page  in  TooLs  - Options 


BOOL  CALLBACK  Ma i n P r o p Pa g e D L g P r o c C H WN D hdLg,  UINT  nMsg, 
nnnnnnnn  WPARAH  wParam,  LPARAH  LParam) 

{ 

n BOOL  fMsgResuLt; 


n 

a 

B 

B 

B 

B 

B 

B 

B 


switch  CnMsg) 

{ 

case  WH_INITDI ALOG : 

B { 

B B PROPSHEETPAGE*  ppsp  = ( PRO P S H E ET P AG E * ) L Pa r a m; 

B B SPropPageAux  *paux  = new  S P r o pPa g e Au x ( 

BBBBBBBBB  ( I M A P I S e s s 1 o n * ) ( p p s p “ > L P a T a HI  ) ) / 

B B paux->de c ry p t . I n i t ( ) ; 

B B S e t W i ndow  Lo  ng  ( hd  L g , G W L_LI  S E R D AT  A , ( D WO  R D ) pa  u x ) ; 


B B 
B B 
B B 
B B 
B B 


B CheckDLgButtonChdLg,  IDC_DECRYPT,  paux->decrypt.WiLLAutoDecrypt()); 
B CheckDLgButtonChdLg,  IDC_ADDKEY,  pa ux->d e c ry p t . W i L L Au t o Add  Key ( ) ) ; 

B return  TRUE; 

} 

break; 


B 

B 

B 

B 

B 

B 

B 

B 


case  WM_DESTROY: 

B { 

B B SPropPageAux  *paux  = 

B B B (SPropPageAux  *) G e t W i ndow Lon g ( h d L g , G W L_U S E R D AT A ) ; 
B B deLete  paux; 

B B SetWindowLongChdLg,  GWL_USERDATA,  0L); 

B } 

B return  TRUE; 
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n 

case 

1 WM 

_C0MMAND  : 

n 

n 

{ 

□ 

n 

n 

switch  C LO WO R D ( wPa r a m ) ) 

n 

n 

Q 

i 

□ 

n 

Q 

case 

I DC 

_AB0UT : 

□ 

n 

n 

Q 

{ 

□ 

n 

n 

n 

n 

TCHAR  szTi t leCI 003; 

□ 

Q 

n 

n 

n 

TCHAR  s zVe r s i on C 5 0 3 ; 

n 

Q 

Q 

n 

n 

TCHAR  s z Ve r S t r i n g C 2 00 3 ; 

n 

o 

n 

n 

n 

GetStringCszTitle,  sizeof(szTitle)/sizeof(TCHAR), 

n 

n 

n 

Q 

Q 

n n n IDS_TITLE); 

n 

n 

□ 

n 

n 

GetStringCszVersion,  sizeof(szVersion)/sizeof(TCHAR), 

n 

Q 

o 

n 

Q 

n n n IDS_VERSION ) ; 

n 

n 

n 

n 

n 

wsprintfCszVerString,  "%s  %s",  szTitle,  szVersion); 

n 

n 

□ 

□ 

n 

PGPcomdlgHelpAboutChdlg,  NULL,  NULL,  NULL); 

s 

n 

n 

n 

> 

n 

n 

u 

n 

return  TRUE; 

Q 

n 

a 

case 

IDC 

_PGPPREFS : 

n 

n 

u 

n 

{ 

Q 

n 

n 

n 

Q 

PGPcomdlgPreferencesChdlg,  0); 

n 

n 

n 

n 

} 

a 

n 

a 

n 

return  TRUE; 

a 

n 

u 

case 

IDC 

.DECRYPT : 

n 

D 

a 

n 

{ 

n 

s 

n 

n 

n 

const  BOOL  fCheck  = I s D 1 g Bu 1 1 on C h e c ke d ( h d 1 g , IDC.OECRYPT) 

n 

n 

n 

n 

n 

SPropPageAux  *paux  = 

n 

n 

n 

a 

□ 

n (SPropPageAux  * ) G e t W i n do w Lon g ( h d 1 g , G W L_U S E R D AT A ) ; 

n 

n 

n 

a 

n 

paux->fDirty  = TRUE; 

n 

n 

n 

n 

n 

paux->decrypt.SetWillAutoDecrypt(fCheck); 

n 

n 

o 

n 

n 

PropSheet_Changed(GetParent(hdlg),  hdlg); 

n 

n 

n 

n 

> 

n 

n 

n 

Q 

return  TRUE; 

n 

n 

n 

case 

IDC 

_ADDKEY : 

n 

n 

n 

n 

{ 

n 

n 

D 

n 

n 

const  BOOL  fCheck  = I s D 1 g B u t t on C h e c ked ( h d 1 g , IDC.ADDKEY); 

n 

n 

n 

n 

u 

SPropPageAux  *paux  = 

n 

n 

Q 

n 

n 

n (SPropPageAux  * ) G e t W i nd o w Long ( hd  1 g , G W L_U S E R D AT A ) ; 

a 

n 

n 

n 

n 

paux->fDirty  = TRUE; 

n 

□ 

a 

n 

n 

paux->decrypt.SetWillAutoAddKey(fCheck); 

D 

n 

n 

□ 

n 

PropSheet_Changed(GetParent(hdlg),  hdlg); 

n 

□ 

□ 

n 

> 

n 

s 

n 

n 

return  TRUE; 

n 

Q 

□ 

> 

n 

n 

} 

n 

n 

break; 

n case 

1 UM 

_N0TI F Y : 

n 

n 

i 

□ 

o 

a 

switch  ( 

((LPNHHDR)  1 Pa r am ) -> code ) 

n 

n 

u 

i 

Q 

n 

n 

case 

PSN 

_KI LLACTI VE : 

n 

a 

n 

D 

fMsgResuLt  = FALSE;  //  Allow  this  page  to  receive  PSN_APPLY. 

n 

n 

n 

n 

break; 
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n 

n 

B 

case  PSN_SETACTIVE: 

n 

Q 

B 

B 

//  Fill  the  controls  in  the  page  with  information... 

n 

n 

B 

B 

fMsgResuLt  = FALSE;  //  Accepts  activation 

n 

n 

B 

B 

break; 

□ 

n 

B 

case  PSN_APPLY: 

Q 

tt 

B 

B 

{ 

a 

n 

B 

B 

n SPropPageAux  *paux  = 

□ 

n 

B 

B 

n n (SPropPageAux  *)GetWindouLong(hdLg,  GWL_USERDATA); 

n 

n 

B 

B 

n if  ( pa ux->f D i r t y ) 

s 

n 

B 

B 

n { 

□ 

□ 

B 

B 

n n pa ux->de c ry p t . Sa ve ( ) ; 

n 

n 

B 

B 

n n paux->fDirty  = FALSE; 

Q 

Q 

B 

B 

n > 

Q 

n 

B 

B 

> 

n 

□ 

B 

B 

fMsgResuLt  = PSNRET_N0ERR0R; 

n 

n 

B 

B 

break; 

n 

Q 

B 

case  PSN_HELP: 

D 

□ 

B 

B 

//  Fake  an  About  command 

n 

n 

B 

PostMessage(hdLg,  WH_COMMAND,  IDC_AB0UT,  0); 

□ 

n 

B 

B 

fMsgResuLt  = TRUE;  //  Doesn't  matter  on  this  notification 

n 

Q 

B 

B 

break; 

u 

a 

B 

case 

: PSN_QUERYCANCEL : 

n 

a 

B 

B 

{ 

s 

a 

B 

B 

n SPropPageAux  *paux  = 

Q 

n 

B 

B 

n n (SPropPageAux  *)GetWindowLong(hdLg,  GWL_USERDATA); 

□ 

a 

B 

B 

n if  ( pa u x-> f D i r t y ) 

□ 

a 

B 

B 

n { 

n 

n 

B 

B 

n n CUICommon  ui(hdLg); 

n 

Q 

B 

B 

n n fMsgResuLt  = ( u i . Qu e r y ( I D S_Q_ D I S C AR D C H AN G E S , HB_YESN0) 

n 

n 

B 

B 

n n n n n a ==IDN0); 

□ 

n 

B 

B 

anil  Return  TRUE  (i.e.,  IDNO)  to  cancel. 

u 

n 

B 

B 

null  Return  FALSE  (i.e.,  IDYES)  to  proceed. 

n 

s 

B 

B 

nail  discarding  changes. 

s 

u 

B 

B 

n > 

Q 

o 

B 

B 

n else 

□ 

a 

B 

B 

n { 

□ 

n 

B 

B 

n n fMsgResuLt  = FALSE; 

n 

a 

B 

B 

n > 

a 

a 

B 

B 

} 

□ 

a 

B 

B 

break; 

□ 

B 

B 

default : 

n 

B 

B 

B 

fMsgResuLt  = FALSE; 

Q 

B 

B 

B 

break; 

n n a >//  Switch 

n n SetWi ndowLongChdlg,  D W L_HS G R E S U LT , fMsgResuLt); 

n n break; 

a a y II  Case  WM_N0TIFY 

n default: 

n fMsgResuLt  = FALSE; 
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n break; 
n > //  Swi tch 

n return  fMsgResuLt; 

> 


//define  PR_  PRO  F I L E_  D E C R Y PTn  n P RO  P_T  AG  ( PT_B00  LE  AN  , 0x7C00) 
//define  PR_PROFI LE_ADDKEYn  n PROP_TAG ( PT_BOOLEAN,  0x7C01  ) 


CDecrypt: :CDecrypt(IMAPISession*  psess) 

n : _p s e s s ( p s e s s ) , _ f I n i t ( F A LS E ) , _f Au t o D e c r y p t ( F A LS E ) , _ f Au t o Add  Key ( F A LS E ) 
{ 

n if  (psess) 
n n psess->AddRef  ( ) ; 

> 


CDecrypt: :~CDecryptC) 

{ 

n if  (_psess) 
n n _psess->ReLease(); 
> 


void  C D e c r y p t : : Ta ke S e s s i on ( I H A P I S e s s i on*  psess) 
{ 

n if  (_psess) 
n n _psess->ReLease(); 

n _psess  = psess; 
n if  (psess) 
n n psess->AddRef ( ) ; 

> 


void  C De c ry pt : : D ropS e s s i on ( ) 
{ 

n if  (_psess) 
n n _psess->ReLease(); 
a _psess  = NULL; 

> 


void  C Dec ryp t : : Loa d ( ) 

{ 

n //  If  we  hit  any  exceptions,  initialize  as  empty  anyway, 
n _flnit  = TRUE; 

n a s s e r t ( _ps e s s !=  NULL); 

n IProfSect*  pprof; 

n HRESULT  hr  = _p s e s s->Ope n P r o f i L e S e c t i on ( 
n n (LPMAPIUID)8GUID_PGPPLugin,  NULL,  0,  Spprof); 

n if  (FAILED(hr))  //  Assume  uninitialized 

n Q return; 
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a enum  { i va  L D e c ry  p t =0  , ivaLAddKey,  cvaLTotaO; 
n S i z ed S P r o pTa g A r ra y ( c va I To t a L , taga)  = 

D n { cvaLTotal, 

a a { PR_PROFILE_DECRYPT,  P R_ PR  0 F I L E_ A D D KE Y >}; 
n SPropVaLue*  pvaL; 
a ULONG  cvaL  = cvalTotaL; 

n hr  = p p ro f ->G e t P r op s ( ( S P r opT a g A r ra y * ) & t a g a , 0,  ScvaL,  &pva L ) ; 
n if  (FAILED(hr)) 
n { 

n n CUICommonO . HessageC  I D S_ E_ I N I T PRO F I LE  ); 
n n pprof->ReLease(); 

n n return; 

n } 

n if  (hr  ==  MAPI_W_ERRORS_RETURNED ) 
n { 

n n MAPIFreeBuffer(pvaL); 

n n CUICommonO  .MessageC  I D S _ E_  I N I T P RO  F I L E ); 
n n pprof->ReLease(); 

n n return; 

n > 

n _ f Au  1 0 D e c r y p t = p va  L C i va  L De  c r y p t ] . Va  L u e . b ; 

n _fAutoAddKey  = p va L C i va L Ad d Key D . Va L u e . b; 

n M A P I F r e eBu f f e r ( p va  I ) ; 
n pp rof ->Re L ea s e ( ) ; 

> 


void  C De c ry p t : : Sa ve  ( ) 

{ 

n assert(_psess  !=  NULL); 
a IProfSect*  pprof; 

n HRESULT  hr  = _p s e s s ->0pe n P r o f i L e S e c t i on C 

n n (LPMAPIUID)&GUID_PGPPLugin,  NULL,  HAPI_HODIFY,  &pprof); 

n if  (SUCCEEDEDChr) ) 
n { 

a n SPropVaLue  vaL; 

n n va I . u L PropTag  = PR_PR0 F I LE_ D E C R Y PT ; 
n n vaL. Value. b = _f Au t o De c r y p t ; 

n n hr  = HrSetOneProp(pprof,  &vaL); 

n > 

n if  (SUCCEEDEDChr)) 
n { 

a a SPropVaLue  vaL; 

n n va I . u L PropTag  = PR_ PRO F I L E_ A D D KE Y ; 
n n vaL. Value. b = _f Au t o Add Ke y ; 

a a hr  = H r S e t On e P r op ( pp r o f , &vaL); 

n > 

n if  (SUCCEEDEDChr)  ) 
n n hr  = pp r o f ->S a ve C h a ng e s ( 0 ) ; 

n if  (pprof) 
n a pp r o f ->R e L ea s e ( ) ; 
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n if  (FAILED(hr)) 
n { 

a n CUI Common (). Hes sa ge ( IDS 
n } 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


//  STDINC.CPP  - object  fiLe  host  for  project  invariants 
#incLude  "stdinc.h" 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


//  STDINC.H  - project  invariants 


#i nc  Lude 
#incLude 
# i nc  L ude 
#incLude 
#i nc  Lude 


<wi ndows . h> 

<windowsx.h> 

<comnictrL.h> 

<richedit.h> 

<tchar.h> 


#if  0 

//  Support  d i me n s i on L e s s arrays  for  convenience. 


#define  HAPI_DIH  0 

^pragma  warning  ( d i s a b L e : 42 00 ) 

#end  i f 


#incLude 
#incLude 
#incLude 
# i n c L ude 
#incLude 
#i nc  Lude 


<ma  p i X . h> 
<mapiutiL.h> 
<ma  p i f o rm . h> 
<exchext . h> 
<exchext . h> 
<exchext . h> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


# i n c L ud e 
# i n c L ud e 
#i nc  Lude 
#incLude 
# i n c L ud e 


stdinc.h" 
pgpexch.h" 
u i . h " 
assert. h" 
resource. h 


//  Property  recording  the  decision  of  CMsgType 

#define  PR_ 1 N ET X I D M_ E X I S T I NG_M E S S AG En  PROP_TAG C PT_L0NG,  0x7C00) 


//n  Heuristic  cLass  to  guess  the  origin  of  the  current  note. 

//  Codes  for  CMsgType  Read/Write 

enum  { H S GT Y P E_ C 0 H PO S E_N E W=1 , M S G T Y P E_C OH PO S E_ R E PL Y , M SGT Y P E_C OM PO S E_ F 0 R W A R D > ; 

^define  H A S K_M S G T Y P E_ C OM PO S E 0x00000003 
#define  M AS <_H S GT Y P E_S UBM I TT E D 0x00000004 


HRESULT  CMsgTy pe : : Rea d ( I Ex c h Ex t Ca L L ba c k*  peecb) 
{ 


n { 

n n ADRLIST*  padrList; 

n n HRESULT  hr  = peecb->GetRecipients(&padrList); 
n n i f ( FAILED(hr)  ) 

n n n returnhr; 

n n if  (padrList  ==  NULL) 

n n n _cRecips=0; 

n n e L s e 

n n n _cRecips  = (UINT)  padrList->cEntries; 

n n F r e e Pa d r L i s t ( pa  d r L i s t ) ; 
n > 


n { 

n a IHessage*  pmsg; 

n n HRESULT  hr  = pe e c b->G e t Ob j e c t C N U LL,  ( I H A PI P r op** ) 8pms g ) ; 
n n if  (FAILED(hr)) 

n n n returnhr; 

n n enum  CivaLSubject  = 0,  ivaLPrefix,  i va L I s No t Ne w,  cvaLTotaL); 
n n S i z e d S P r opTa g A r r a y ( c va L To t a L , taga)  = 

n n a (3, 

n n n { PR_SUBJECT,  PR_SUBJECT_PREFIX,  PR_INETXIDM_EXISTING_HESSAGE  }>; 

n n SPropVaLue*  pvaL; 

n n ULONG  cva L = cvaLTotaL; 

n n hr  = pms g ->G e t P r op s ( ( S P r opT a g A r r a y * ) & t a ga , 0,  ScvaL,  Spva L ) ; 
n n i f ( FAILED(hr)  ) 

n n { 
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a a a pm s g-> R e L e a s e ( ) ; 

n n a returnhr; 

n n > 


n n _fSubjSet  = 

n n n ( p va I C i va L S ub j e c t ] . u L P ropTa g ==  PR_SUBJECT 

n n n n &&  pvaLCivaLPrefix^.ulPropTag  ==  PR_SUBJECT_PREFIX); 

n n _fNeu  = C P RO P_T Y P E ( p va L C i va L I s No t N e w ] . u L P ropTa g ) ==  PT_ERROR); 
n n if  (!_fNeH) 

n n { 

n n n const  ULONG  uL  = p va L C i va L I s N o t N e w ] . Va I u e . u L ; 


n a a _fIsRepLy  = ( ( MASK_MSGT YPE_C0HP0S E S uL)  ==  M S GT Y P E_C OM PO S E_R E P L Y ) ; 

n n n _fIsFwd  = ( ( M A S K_M SGT Y PE_C OHPO S E S uL)  ==  M S GT Y P E_C OH POS E_ F OR W A R D ) ; 

n n n _f I s S u bm i 1 1 ed  = ! ! ( H A S K_HS GT Y P E_S U BM I TT E D & uL); 

n n > 


n n n AP I F r e eBu f f e r ( p va  I ) ; 

n n pm sg->R e L e a s e ( ) ; 

a > 

a return  NOERROR; 

> 


HRESULT  CHsgTy pe : : W r i t e ( I Ex c h Ex t Ca L L ba c k*  peecb,  BOOL  f I n S u bm i t S t a t e ) 
{ 

a HWND  hwnd  = NULL; 

a p e e c b->G e t W i n d OM ( & h wnd } ; 

a CUICommon  ui(hwnd); 

a IHessage  *pmsg  = 0; 

a HRESULT  hr  = pe e c b->Ge t Ob j e c t ( N U LL,  (LPMAPIPROP  *)&pmsg); 
a if  (FAILED(hr)) 

a { 

a a ui .Hessage(IDS_E_NOHESSAGE); 

a a return  hr; 

a > 

a //  Stamp  the  message's  souvenir  booklet. 


a SPropVaLue  vaL; 

a va L . u L PropTag  = PR_ 1 N ET X I DM_ E X I ST  I NG_M E S S AG E ; 
a vaL. Value. uL  = 

a a (IsReplyC)  ? M SGT Y P E_C OH PO S E_R E P L Y 
ana:  (IsForwardO  ? H S GT  Y P E_COH  PO  S E_  F 0 R W AR  D 
a a n n : H S GT Y PE_C OH PO S E_N E W ) ) ; 
a if  ( _f I s S ubm i 1 1 e d ||  f I n S u bm i t S t a t e ) 
a a val. Value. ul  |=  H AS K_H S GT Y P E_S UBH I TT E D ; 
a hr  = pms g->S e t P r op s ( 1 , Sval,  NULL); 
a i f ( FAILED(hr) ) 
a { 

a a ui .Hessage(IDS_E_STAHPHESSAGE); 

a a pms g-> Re  I ea s e ( ) ; 

a a return  hr; 

a > 
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n //  ALL  cLient  extensions  operate  as  parasites  within  the  cLient. 
n //  OnLy  the  cLient  gets  the  priviLege  of  caLLing  SaveChanges. 

n pms g-> R e L e a s e ( ) ; 
n return  NOERROR; 

> 


BOOL  C M s gTy pe : : I s N e w ( ) const 
{ 

n return  _fNew; 

> 

BOOL  C M s g Ty pe : : I s Re p L y ( ) const 
{ 

n if  (!_fNew) 

n n return  _fIsRepLy; 

n e L se 

n n return  (_cRecips  > 0 &&  _fSubjSet); 

> 

BOOL  C M s g Ty pe : : I s Fo r wa r d ( ) const 
{ 

n if  (!_fNew) 

n H return  _fIsFwd; 

n e L s e 

n n return  (_cRecips  ==  0 SS  _fSubjSet); 

} 


BOOL  C M s gTy pe : : Wa s S u bmi t t edOn c e ( ) const 
{ 


□ 

if  C 

_ f N e w ) 

Q 

□ 

return  FALSE; 

n 

else 

□ 

□ 

return  f I s S u btni  1 1 ed 

> 


[![!CHK:decc4d66605e22227402fddd3c6d89cccd9537a87bab1c9]II 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


#i  nc  Lude 
#incLude 
# i n c L ude 
#incLude 
#i nc  Lude 


stdinc.h" 
pgpexch.h" 
u i . h " 
assert. h" 
resource. h 


//  Set  this  if  a message  box  is  up. 
static  BOOL  FMBoxUp  = FALSE; 

//  Used  by  Me  s s a g e Bo  x H e L pC  a L L ba  c k 

const  TCHAR*  C U I C otnmon  : : _p  s z H e L p F i L e F o r C a L L ba  c k = NULL; 
HINSTANCE  C U I Commo n : : _h i n s t = NULL; 

TCHAR  C U I C ommon : : _ s zT i t L e 1 1 28  ] ; 

BOOL  CUICommon : : Ini t C HINSTANCE  hinst  ) 

{ 

n _hinst  = hinst; 

a : : Loa d S t r i ng ( h i n s t , IDS_TITLE,  _szTitLe,  s i z e o f ( _ s zT i t L e ) ) ; 

n return  TRUE; 

} 


void  CU I Common :: E r ro rHe s sage ( IUnknown*  punk,  HRESULT  hr, 
n n n n n n n const  TCHAR*  pszFunction  ) const 
{ 

H //  The  error  code  H API _ E_U S E R_C AN C E L indicates  that  the  user 
n //  terminated  the  current  action.  There's  no  need  to  present 
n //  an  error  message  in  this  case. 

if  ( HAPI_E_USER_CANCEL  ==  hr  ) 
return; 

n assertL  S_0K  !=  hr  &&  S_FALSE  !=  hr  );  //  Oops! 

n //  Cast  the  LPUNKNOWN  object  to  one  that  contains  Ge t La s t E r ro r . 

n //  Since  this  caLL  is  "guaranteed"  to  be  in  the  same  Location  on 

n //  aLL  objects,  this  is  a "safe"  assumption.  Ahem. 

MAPIERROR*  perr  = NULL; 

((IHAPIProp*)punk)->GetLastError(  hr,  fHapiUnicode,  6perr  ); 
n //  Render  MAPIERROR  information  into  temporary  buffers, 
n ULONG  uLLowLeveLError  = 0; 
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n const  TCHAR*  pszError  = NULL; 
n const  TCHAR*  pszComponent  = NULL; 


a 

u 

□ 

n 

□ 

n 

□ 

n 

n 


it  (pern  !=  NULL) 

{ 

a if  ( pe r r-> L p s z E r r o r ) 
n n pszError  = p e r r-> L p s z E r r o r ; 
n if  ( p e r r-> L p s z C ompo n e n t ) 

n n pszComponent  = perr->LpszComponent; 
a if  ( pe r r->u L LowLeve L E r ro r ) 

n n u I LowLeve L E r ro r = pe r r->u L LowLeve L E r ro r; 

} 


n TCHAR  s z N o E r r C 1 2 8 D ; 
n TCHAR  szNoInfoC128:; 


n 

□ 

Q 

D 

n 

n 

a 

a 

n 

Q 


if  CpszFunction  ==  NULL) 

{ 

n G e t S t r i n g ( s z N o E r r , s i z eo f ( s z No E r r ) / s i z e o f ( T C H A R ) , IDS_N0_ERR); 

n pszFunction  = szNoErr; 

> 

if  (pszError  ==  NULL) 

{ 

n Ge t S t r i ng ( s zNo I nf o,  s i z e o f C s z N o I n f o ) / s i z e o f ( T C H AR ) , I D S_N 0_ I N F 0 ) ; 

n pszError  = szNoInfo; 

} 


n TCHAR  szNumbersC803; 
n if  (pszComponent  ==  NULL) 
n { 

n n if  ( u L Lo w Le V e L E r r o r ==  0L) 

n n n w s p r i n t f ( s z N umbe  r s , "[%08XI1",  (ULONG)hr); 

n n else 

n a a wsprintf(szNumbers,  "%u  - C%08XD",  uLLowLevelError,  (ULONG)hr); 

a } 
a else 
a { 

a a if  ( u I Lo w Le ve L E r r o r ==  0L) 

n n a w s p r i n t f ( s z N umb  e r s , "%s  - C%08Xil",  pszComponent,  (ULONG)hr); 

a a else 

n a a w s p r i n t f ( s z N umbe r s , "%50s  - %u  - C%08XD", 

a a a a pszComponent,  u L Lo w Le v e L E r r o r , (ULONG)hr); 

a } 

a TCHAR  s z Bu f f e r C 1 02 4 D ; 

a wsprintf(szBuffer,  "%s\r\n%s\r\n%s",  pszFunction,  pszError,  szNumbers); 
a //  See  if  help  is  available  for  this  error  and  component, 
a TCHAR  s z H e I p F i I e C _H A X _ P AT H D ; 

a BOOL  f H e I p A va i I a b I e = (pszComponent  &S  pe r r->u I Co n t ex t ) ; 
a if  ( f H e I p A va i I a b I e ) 
a { 

a a int  cch  = ::GetPrivateProfileString("Help  File  Mappings", 

a a a pszComponent, 

a a a szHelpFile,  _HAX_PATH,  "mapisvc.inf"); 

a a if(0==cch) 

a a a f H e I p A va i I a b I e = FALSE; 
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n > 

n //  Display  the  error,  with  help  if  available. 

n if  C ! f He  I p A va i I a b I e ) 
a { 

a a Hessage(szBuffer); 

a > 
a else 
a { 

a a Message W i t h H e I p ( s zBuf f e r , 

a a a szHelpFile, 

a a n p e r r->u I C o n t e x t ) ; 
a > 

MAPIFreeBuffer(perr); 

> 


void  CALLBACK  C U I C ommon : : M e s sa g e Box H e I pC a I I ba c k ( LPH E LP I N F 0 IpHelpInfo) 
{ 

a a s s e r t ( _p  s z H e I p F i I e F o r Ca  I I ba  c k &&  *_p  s z H e I p F i I e F o r C a I I ba  c k ) ; 

a W i n H e I p ( NU LL,  _p s z H e I p F i I e F o r C a I I ba c k , H E LP_C ONT EXT, 
a a I pHe I p I nf o->d wCon t ex 1 1 d ) ; 

> 


void  CU I Common : : Mes sageW i t h He  I p ( cons t TCHAR*  pszMessage, 


n 

Q 

D 

n n n 

n n 

const  TCHAR* 

pszHelpFi  le. 

n 

n 

n 

nun 

D n 

ULONG  u 1 H e 1 p C 0 n t ex t , 

n 

r 

n 

a 

n n n 

n n 

UINT  nStyle) 

const 

\ 

n 

HSGBOXPARAMS  mbp  = 

<:0>; 

a mbp.cbSize  = s i zeof ( HSGBOXPARAHS  ) ; 

mbp . hwndOwne r = Ge t H wnd V i s i b I e ( ) ; 
a mbp . h I ns t a n c e = GetHinstC); 

a mbp.lpszText  = pszMessage; 
a mb p . I p s z C a p t i on  = _szTitle; 

a mbp.dwStyle  = nStyle  | MB_HELP; 
a mbp.lpszicon  = NULL; 

a mbp . dwContextHe Ipid  = u I H e I p C on t e x t ; 

a mbp . I p f nM sg Box C a I I ba c k = Me s s a g eBox H e I p C a I I ba c k; 

a mbp . dwLanguageld  = MAKELANGI D ( LANG_NEUTRAL,  S UBLANG_D E F A U LT ) ; 

a _p s z H e I p F i I e F o r Ca I I ba c k = pszHelpFile; 

a ::MessageBoxlndirect(&mbp); 
a _p s z H e I p F i I e F o r Ca I I ba c k = NULL; 

> 


void  C U I C ommon : : E r r o r M e s s a g e ( IUnknown*  punk,  HRESULT  hr,  UINT  ids  ) const 
{ 

TCHAR  s z Me s s a g e L 2 5 6 D ; 

::LoadString(GetHinst(),  ids,  szMessage,  255); 
a E r r o r Me s s a g e ( p u n k,  hr,  szMessage); 

ECCHK:  888849f 89c549ccf 0004500d5eeed0627443a77f 2e1  2881  cd0007beeef7d81d0a]] 
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} 

HWND  C U I C ommon : : G e t H wndV 1 s i b L e ( ) const 
{ 

a if  (_fWindouVisible) 
n n return  _hwnd; 
n else 

n n return  : : Ge t Des k t opW i ndou ( ) ; 

} 

void  C U I C ommon : : He s s a g e ( const  TCHAR*  pszFunction,  UINT  nStyle  ) const 
{ 

n BOOL  fOLdHBUp  = ::FHBoxUp; 
n : : FHBoxUp  = TRUE; 

n : : H e s s a g eBox ( Ge t H wn d V i s i b L e ( ) , pszFunction,  _szTitLe,  nStyle); 

n ::FMBoxUp  = fOLdHBUp; 

> 


void  C U I C ommon : : He s s a g e ( U I NT  idString,  UINT  nStyLe)  const 
{ 

TCHAR  s z H e 5 sa g e [ 2 5 6 H ; 

: : Loa d S t r i ng ( G e t H i n s t ( ) , idString,  szHessage,  255); 
n HessageCszHessage,  nStyLe); 

> 


int  C U I C ommon : : Qu e r y ( U I NT  idString,  UINT  nStyle)  const 
{ 

n BOOL  fOLdHBUp  = ::FHBoxUp; 
n : : FHBoxUp  = TRUE; 

TCHAR  s z H e s sa g e [ 2 56 D ; 

: : Loa d S t r i n g C G e t H i n s t ( ) , idString,  szHessage,  255); 
n int  nRet  = ::HessageBox(GetHwndVisibLe(),  szHessage,  _szTitLe, 

B B (HB_SET FOREGROUND  | HB_TASKHODAL  | HB.ICONflUESTION  | nStyLe)); 

B :: FHBoxUp  = fOLdHBUp; 

B return  nRet; 

} 


void  CUI Common :: C L ose ( ) 

{ 

B : : Po s t He s s a g e ( _ h wnd , WH_CLOSE,  0,  0L); 
> 


void  G e t S t r i n g ( T C H AR*  szOut,  int  cch,  UINT  ids) 

{ 

:: Loads t r i ng C CU I Common :: Ge t H i n s t C ) , ids,  szOut,  cch); 

} 

:CCHK:33365d135fffdca33eed33315551100009f22aaa2cc71bbb9ccddd038bee929bc:: 
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void  Fo rma t S t r i ng ( TC H AR*  szOut,  int  cch,  DINT  ids,  ...) 

{ 

n va_list  va; 
a va_start(va,  ids); 

n TCHAR  s zBu f f e r C 2 5 6 D ; 

: ; Loa d S t r i ng  ( C U I C ommon : : G e t H i n s t C ) , ids,  szBuffer,  255); 
n ::ForniatnessageCFORMAT_MESSAGE_FROM_STRING, 
a a szBuffer,  0,  0,  szOut,  cch,  Sva); 

a va_end(va); 

} 


:[CHK:bb4afeed3500c2c473d25:] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

* 

* $Id$ 

*/ 

#i  f ndef 

#define  UI  H 


//  CUICommon  is  the  catch-all  user  interface  class. 


class  CUICommon 
{ 

private: 

n static  HINSTANCE  _hinst; 

n static  const  TCHAR*  _p s z H e I p F i I e F o r C a I I b a c k ; 
a static  void  CALLBACK  He s s a g eBox H e I p C a I I ba c k ( L P H E LP I N FO ) ; 

protected: 
a HWND  _hwnd; 
a BOOL  _f W i nd o wV i s i b I e ; 

a //  Strings  fetched  from  the  resource  file 
a static  TCHAR  _szTitleC1283; 


public: 

a CUICommonC)  : _hwnd(NULL),  _ f W i n do wV i s i b I e ( F A L S E ) O 

a C U I Common ( HWN D hwnd)  : _hwnd(hHnd),  _f W i nd o w V i s i b I e ( h wn d !=  NULL)  {} 

a static  BOOL  InitC  HINSTANCE  hinst  ) ; 

a HWND  GetHwndVisibleC)  const; 

a HWND  GetHwndC)  const 

a n { return  _hwnd;  > 

a void  G e t Re c t ( LPR E CT  prc)  const 
a a { : : GetWi ndowRect (_hwnd,  prc);  } 
a void  CloseC); 


a void  HessageCUINT  ids. 


D 

n 

UINT  nStyLe 

= 

(aHB_ 

SETFOREGROUND  | 

□ 

n 

B B B 

B 

HB_ 

TASKHODAL  | 

n 

n 

B B B 

B 

MB_ 

ICONEXCLAHATION  | 

□ 

n 

B B B 

B 

HB_ 

OK))  const; 

□ 

void 

MessageC  const 

TCHAR*  psz. 

n 

n 

UINT  nStyLe 

= 

(aMB_ 

SETFOREGROUND  | 

n 

Q 

B B B 

B 

MB_ 

TASKHODAL  | 

□ 

□ 

B B B 

B 

MB_ 

ICONEXCLAHATION  | 

Q 

□ 

B B B 

B 

MB_ 

OK) ) const; 

Q 

void 

HessageWi thHe lp( const  TCHAR*  psz,  const 

n 

n 

ULONG  u 1 H e 1 p C on t e X t 

o 

□ 

UINT  nStyLe 

= 

(aMB_ 

SETFOREGROUND  | 

□ 

□ 

B B B 

B 

nB_ 

TASKHODAL  | 

n 

n 

B B B 

B 

HB_ 

ICONEXCLAHATION  | 

n 

n 

B B B 

B 

HB_ 

OK  1 

n 

B 

B B B 

B 

HB_ 

HELP))  const; 

TCHAR*  pszHelpFile, 


[[CHK:60Ad337999667e6bbdccda77bb88f400dd9e4aa992680b77e15ca57159fd554f8]] 
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n void  E r ro rHes sa g e ( IUnknown*  punk,  HRESULT  hr, 
n n const  TCHAR*  pszFunction  ) const; 

n void  E r r o r H e s s a g e ( IUnknown*  punk,  HRESULT  hr,  UINT  ids 
n int  auery(UINT  ids,  UINT  nStyLe)  const; 

n static  HINSTANCE  GetHinst()  { return  _hinst;  > 

>; 


//  other  utility  functions 


extern  void  GetStringCTCHAR*,  int,  UINT); 
extern  void  F o r ma t S t r i n g ( T C H AR* , int,  UINT,  ...); 


#endif  //  UI_H 


::CHK:c81cc16666a77727cb1a20:: 
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outlook,  h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#ifndef  _0UTL00K_H 
#define  _0UTL00K_H 

const  IID  1 1 D_I Ou t L 00 kGe t Ob j e c t Fo r Ex c h Ex t Ca L L ba c k = 

n {0x00067200,0x0000, 0x0000, {0x00,0x00,0x00, 0x00, 0x00, 0x00, 0x00, 0x46>>; 

DECLARE_INTERFACE_(IOutLookGetObjectForExchExtCaLLback,  IUnknown) 

{ 

//  ***  IUnknown  methods  *** 

STDHETHODCQuerylnterface)  (THIS_  REFIID  riid,  void**  ppvObj)  PURE; 
STDHETHOD_(ULONG,AddRef ) (THIS)  PURE; 

STDMETHOD_(ULONG, Release)  (THIS)  PURE; 

//  ***  I Ou t L 00 kG e t Ob j e c t F o r Ex c h E X t C a L L ba c k methods  *** 
STDHETHOD(GetObject)  (THIS_  IUnknown  **ppunk)  PURE; 

STDMETHOD ( Dont Ca L LThi s ) (THIS_  void  **ppv)  PURE; 

>; 

#endifn  //  _OUTLOOK_H 


C[CHK:604d3e338cc8f601682fdd951a1e26]: 
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LIBRARY 

DESCRIPTION 

CODE 

DATA 

EXPORTS 


pgpExch 

'PGP  Plugin  for  Exchange' 
SHARED  READ  EXECUTE 
SHARED  READ  WRITE 


ExchEntryPoint 


ai 


CCCHK:a104fe538a9d5]: 
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//Microsoft  Developer  Studio  generated  resource  script. 
// 

^include  " resource. h" 

#define  APSTUDIO_READONLY_SYMBOLS 
// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 

// 

#incLude  "afxres.h" 


#undef  APSTUDIO  READONLY  SYMBOLS 


//  English  (U.S.)  resources 

#if  ! def i ned( AFX_RESOURCE_DLL)  ||  d e f i n e d ( A F X_T A RG _ E N U ) 

#ifdef  _WIN32 

LANGUAGE  LANG_ E NG L I S H , S UB L A N G_ E N G L I S H _U S 
#pragma  c od e_pa g e ( 1 2 5 2 ) 

#endif  //_WIN32 

///////////////////////////////////////////////////////////////////////////// 

// 

/ / Dialog 
// 


0,  0,  213,  204 

WS_VISIBLE  I WS_CAPTION  | WS_SYSMENU 


IDD_MAINPROP  DIALOG  DISCARDABLE 
STYLE  DS_HODALFRAME  | WS_P0PUP  | 

CAPTION  "PGP" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

PUSHBUTTON  "A8bout...",IDC_ABOUT,145,170,54,16 

CONTROL  " & D e c r y p t / Ve r i f y messages  a u t oma t i c a I I y " , I D C_D E C R YPT , 

"Button",BS_AUTOCHECKBOX  | W S_T AB STO P, 2 0 , 2 5 , 1 5 6 , 1 0 
GROUPBOX  "Message  ha nd I i ng " , I DC_STATI C , 1 0, 1 0, 1 90, 50 

CONTROL  "8Add  new  keys  a u t oma t i c a I I y " , I D C _ A D D KE Y , " Bu 1 1 o n " , 

BS_AUTOCHECKBOX  | WS_TABSTOP, 20, 40, 1 20, 1 0 
PUSHBUTTON  "8Preferences",IDC_PGPPREFS,15,170,55,15 

END 


#ifdef  APSTUDIO_INVOKED 

///////////////////////////////////////////////////////////////////////////// 

// 

//  TEXTINCLUDE 
// 

1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

" resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"#include  ""afxres.h""\r\n" 

"\0" 

CFCHK:5f77be131999aa1cc75d5993a9bb41ea34b796f30007e88cc4599950a4aff8174T: 
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END 

3 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"^include  ""pgpExchVer.rc""\r\n 
"\0" 

END 

#endif  //  APSTUDIO  INVOKED 


#ifndef  MAC 


#endif  //  ! MAC 


// 

//  Bi tmap 
// 


I DB_ 

ENCRYPT 

BITMAP 

DISCARDABLE 

"ResWencrypt.bmp 

I DB_ 

SIGN 

BITMAP 

DISCARDABLE 

"ResWsign.bmp" 

I DB_ 

DECRYPT 

BITMAP 

DISCARDABLE 

"ResWdecrypt.bmp 

I DB_ 

ADDKEY 

BITMAP 

DISCARDABLE 

"ResWaddkey.bmp" 

IDB_ 

PGPKEYS 

BITMAP 

DISCARDABLE 

"ResWpgpkeys.bmp 

IDB_ 

ENCRYPTSIGN 

BITMAP 

DISCARDABLE 

"ResWboth  . bmp" 

// 

//  DESIGNINFO 
// 


#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

I DD_MAINPROP,  DIALOG 
BEGIN 

BOTTOMMARGIN,  191 

END 

END 

#endif  //  APSTUDIO  INVOKED 


///////////////////////////////////////////////////////////////////////////// 
// 

//  String  Table 
// 

STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_TITLE 
IDS_NO_ERR 
IDS_NO_INFO 

END 

STRINGTABLE  DISCARDABLE 
BEGIN 

CIICHK: 775e7000222997771 71 77605730074200db1 041 465551 71 00a37d088a1 08d446a:: 


"PGP  Plugin  for  Exchange" 

"(Unknown  error.)" 

(No  further  information  on  the  error  is  available.) 
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I DS_E_N0MEP10RY 
I DS_DECRYPT_MENU 
I DS_DECRYPT_STATUS 

si gnatures" 

IDS_DECRYPT_TOOLTIP 
I DS_ENCRYPT_HENU 
I DS_ENCRYPT_STATUS 
IDS_ENCRYPT_TOOLTIP 
I DS_SIGN_HENU 

END 


Out  of  memory  error" 

&Decrypt/Veri fy" 

Decrypts  the  current  message  and  verifies  any  \ 

Decrypt  message  and  verify  signature" 

SEncrypt  on  send" 

the  current  message  before  sending  it" 

%1  message  before  sending" 

&Sign  on  send" 


STRINGTABLE  DISCARDABLE 
BEGIN 

I DS_SIGN_STATUS 
IDS_SIGN_TOOLTIP 
I DS_ASKDECRYPT 
wish  to  decrypt  it  now?" 
IDS_VERSION 
I DS_ABOUT_MENU 
I DS_WRONG_PHRASE 
IDS_ENTER_PHRASE 
IDS_ENCRYPTSIGN_HENU 
IDS_ENCRYPTSIGN_STATUS 
IDS_ENCRYPTSIGN_TOOLTIP 
I DS_ADDKEY_MENU 
I DS_ADDKEY_STATUS 
IDS_ADDKEY_TOOLTIP 
IDS_PGPKEYS_HENU 
IDS_PGPKEYS_STATUS 
IDS_PGPKEYS_TOOLTIP 

END 


"%1  the  current  message  before  sending  it" 

"%1  message  before  sending" 

"This  message  contains  encrypted  text.  Do  you  \ 
"0.8" 

"About  PGP..." 

"Wrong  Pass  Phrase" 

"Enter  PGP  Pass  Phrase" 

"Encrypt  and  sign  Snow" 

"Encrypt  and  sign  the  current  message  while  viewing 
"Encrypt  and  sign  message  now" 

"Add  Skey" 

"Add  a public  key  to  your  keyring" 

"Add  key  to  keyring" 

"SLaunch  PGPkeys" 

"Launch  the  PGP  Key  Management  program" 

"Launch  PGPkeys" 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_ENCRYPTNOW_MENU 
IDS_ENCRYPTNOW_STATUS 
IDS_ENCRYPTNOW_TOOLTIP 
IDS_SIGNNOW_HENU 
IDS_SIGNNOW_STATUS 
I DS_SIGNN0W_T00LTI P 
IDS_E_INITPROFILE 
IDS_E_SAVEPROFILE 
I DS_E_BADPGPBLOCK 
I DS_DETACHEDSIG 
that  an  attachment  that  was 
OK,  then  double-click  on  the 
IDS_PGPHELP_MENU 
IDS_PGPPREFS_HENU 
IDS_PGPPREFS_STATUS 
IDS_PGPHELP_STATUS 
IDS_ABOUT_STATUS 
IDS  ADDKEY  SUCCESS 


"Encrypt  now" 

"Encrypt  the  current  message  while  viewing" 
"Encrypt  message  now" 

"Sign  now" 

"Sign  the  current  message  while  viewing" 

"Sign  message  now" 

"Error  initializing  MAPI  profile  settings" 

"Error  writing  MAPI  profile  settings" 

"This  message  contains  corrupted  PGP  data" 

"This  attachment  is  a signature  which  can  verify 
sent  to  you  came  from  the  original  sender.  Press 
attachment  that  this  signature  should  apply  to. 
"&PGP  Help  Topics" 

"&Preferences..." 

"Configure  your  preferences  for  using  PGP" 
"Displays  Help  for  PGP" 

"Displays  information  about  PGP" 

"Public  key(s)  added  to  keyring  successfully" 


END 


\ 

\ 


STRINGTABLE  DISCARDABLE 
BEGIN 

I D S_ E_N0 V E R S I ON  "PGP  was  unable  to  retrieve  the  version  \ 

information  for  Exchange.  Since  this  represents  a potential  problem  in  the  \ 


::CHK:76b342006885353c3d68d5ff757ba244e35b04b5404192cd80efcc6ee62ba4e3a:: 
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way  PGP  works  with  Exchange,  the  pLug-in  will  not  be  loaded." 

IDS_E_INCOHPATIBLE_VERSION 

"The  PGP  pLug-in  was  not  designed  for  this  \ 
version  of  Exchange.  The  pLug-in  will  not  be  Loaded." 

I D S_Q_ L AT E R_BU I L D "This  version  of  Exchange  is  newer  than  the  \ 

version  that  the  PGP  pLug-in  was  built  for.  The  functionality  of  the  plug-in  \ 
may  be  affected  by  changes  in  the  way  Exchange  works.  Load  the  plug-in  anyway?' 

I DS_E_NOSESSION 
Operation  terminated." 


'Unable  to  retrieve  the  MAPI  session  object.  \ 
'Unable  to  retrieve  the  MAPI  message  object.  \ 
'Unable  to  retrieve  the  MAPI  message  body.  \ 


I DS_E_NOHESSAGE 
Operation  terminated." 

IDS_E_NOBODY 
Operation  terminated." 

IDS_Q_DISCARDCHANGES  "You  have  made  changes  to  the  options  for  the  \ 

PGP  pLug-in.  Discard  those  changes?" 

IDS_E_STAHPHESSAGE  "Unable  to  stamp  message  status.  Operation  \ 

terminated.  " 

IDS_ADDKEY_NEWKEYS  "The  following  keys  were  added  to  your  keyring:\n\n' 

I D S_ S I G_U N C E RT I F I E D "\nWarning:  Because  this  key  is  not  certified  \ 

with  enoughXnt rusted  signatures,  it  cannot  be  known  with  high  c o n f i d e n c e \ n \ 
that  this  message  was  actually  signed  by  %s." 


I DS_SIG_VERI FI  ED 
IDS_SIG_UNVERIFIED 
signature  on  this  message.' 
I DS_SIG_BAD 
I DS_SIG_NONE 
IDS_SIG_DATE 
IDS_E_GETTEXT 

END 


'Good  signature  from  % s . \ n S i g na t u r e made  on  %s.\n" 
'Could  not  find  a public  key  to  verify  the  \ 

'Bad  signature  from  %s!" 

'Unable  to  verify  signature!" 

'\nSignature  made  on  %s.\n" 

'Error  getting  text  from  message  window" 


#endi f 


//  English  (U.S.)  resources 


#ifndef  APSTUDIO  INVOKED 


// 


//  Generated  from  the  TEXTINCLUDE  3 resource. 
// 

^include  "pgpExchVer.rc" 


#endif  //  not  APSTUDIO  INVOKED 


nCCHK:6b51 98661 3fa52ec30c9810b88f8cc03333c40b266c3ec9e90c]] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#ifndef  PGPEXCH_H 

#define  PGPEXCH_H 


//  Get  a pp L i c a t i on-p r i va t e GUIDs 
#incLude  "guids.h" 


//  Forward  cLass  decLarations 

cLass  CMsgType; 
cLass  CWaitCursor; 


/ / Prototypes 


//  In  PRSHT.CPP 

extern  BOOL  CALLBACK  Ha i n P r o p Pa g e D L g P r o c ( H W N D , UINT,  WPARAH,  LPARAM); 

//  In  ABOUT. CPP 

extern  BOOL  CALLBACK  Abou t D L g P r o c ( H WN D , UINT,  WPARAM,  LPARAH); 

//  In  STDNOTE.CPP 

extern  HWND  F i nd R EOnN o t e ( H WN D hwndNote); 

//  In  DEBUG. CPP 

extern  void  DumpPropTagCULONG); 

//  In  ExchEncryptSi gn . cpp 

extern  UINT  E n c r y p t S i g nBu f f e r ( H WN D hwnd,void*  pinput, DWORD  dwInSize, 
n n n n n n B void  *p Re c D L g S t r u c t , vo i d **  ppOutput, 

B B B B B B B DWORD*  p 0 u t S i z e , B 0 0 L b E n c ry p t , BOO L bSign, 

B B B B B B B BOOL  b A t t a c h m e n t , B 0 0 L bUseMIHE); 

extern  UINT  E n c ry p t S i g n F i L e ( H W N D hwnd,char  * s z I n F i L e , vo i d *p Re c D L g S t r u c t , 
B B B B B B B char  **ps zOu t F i L e, BOO L b E n c r y p t , BOO L bSign, 

B B B B B B B BOOL  bEncryptHIHE,BOOL  bSignMIME); 

//  In  E X c h D e c r y p t Ve r i f y . c pp 

extern  UINT  D e c r y p t Ve r i f y Bu f f e r ( H WN D hwnd,void*  pinput, DWORD  dwInSize, 
BBBBBBBB  void*  p H e s s a g e , D W 0 R D dwHsgSize, 
BBBBBBBB  void**  p p 0 u t p u t , D W 0 R D * pOutSize); 

extern  UINT  DecryptVerifyFiLeLHWND  hwnd,char  *szInFiLe,  char  *szSigFiLe, 

B B B B B B B char**pszOutFiLe); 

//  In  Ex c h Ad d Key . c pp 

extern  UINT  Ad d Key Bu f f e r ( H WN D hwnd,  void*  pinput,  DWORD  dwInSize); 
extern  UINT  AddKey F i L e ( HWND  hwnd,  char  *szInFiLe); 

C[;CHK:604d33699966111223aaa444099f775ff4ddc955bb44ee9ed33cddbaaae99ed00]] 
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//  Lock-object,  which  puts  up  a wait  cursor  until  the  object  dies. 

class  CWaitCursor 
L 

private: 

n HCURSOR  _hcurSave; 
public: 

n C Wa i t C u r so r ( ) : _h c u r S a ve ( S e t C u r s o r ( Loa d C u r s o r ( N U L L,  IDC_WAIT)))  {> 

n ■ C Wa i t C u r s o r ( ) { S e t C u r s o r ( _h c u r S a ve ) ; } 

>; 

//  The  follow  persistence  class  is  in  PRSHT.CPP 

//  Persistence  structure  for  decryption 

class  CDecrypt 
{ 

private: 

n I M AP I S e s s i on*  _psess; 
n BOOL  _flnit; 
n BOOL  _f Au t o D e c r y p t ; 
n BOOL  _f AutoAddKey ; 

public: 

n C D e c r y p t ( I M A P I S e s s i on*  ) ; 
n "CDecryptC); 

n void  InitC) 

n n { if  (!_flnit)  Loadl);  > 
n void  LoadC); 

n void  SaveC); 

n //  Can  take  or  drop  session  on  the  fly  (needed  because  it  can 
n //  outlive  any  particular  callback). 

a void  Ta ke Se s s i on C I M A P I S e s s i on*  ) ; 
n void  D ropSe s s i on ( ) ; 

n //  Unlike  cf,  uses  accessor  functions. 

n BOOL  W i I I Au t o D e c r y p t ( ) const 
n n { return  _fAutoDecrypt;  > 
n BOOL  Wi I I AutoAddKey ( ) const 
n n { return  _fAutoAddKey;  > 
a void  Se t Wi  1 1 Au t oDe c ry pt ( i n t nVal) 
n n { _f AutoDecrypt  = ( BOO L ) ! ! n Va  I ; > 

B void  S e t W i I I Au t o Ad dKey ( i n t nVa  I ) 

B B { _fAutoAddKey  = ( BOO L ) ! ! n Va  I ; } 

>; 


//  In  STDNOTE.CPP 

//  Heuristic  class  to  guess  the  origin  of  current  note 
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pgpExch.h 


class  CMsgType 
{ 


private: 
n UINT 
n BOOL 
n BOOL 
n BOOL 
a BOOL 
n BOOL 


_cRecips; 

_fSubjSet; 

_ f N e u ; 
_fIsRepLy; 
_fIsFwd; 
_fIsSub[nitted; 


public: 

a CHsgTypeC)  : _cRecips(0),  _f S u b j S e t ( F A LS E ) , 
n n _fNew( FALSE),  _f I s Re p I y ( F A LS E ) , _ f I s F wd ( F A L S E ) , 
n n _f I s S u bm i t t e d ( F A LS E ) { > 

n HRESULT  R e a d ( I E x c h E x t C a I I ba c k*  peecb); 

n HRESULT  WriteClExchExtCallback*  peecb,  BOOL  flnSubmit); 

n BOOL  IsNewC)  const; 

n BOOL  IsForwardC)  const; 

D BOOL  IsReplyC)  const; 

n BOOL  Wa s S u bm i t t edOn c e ( ) const; 

>; 


n 

#endif  //  PGPEXCH_H 
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//  VERSIONINFO  structure  which  automatically  include  version 
//  string  from  PGPversion.h 
// 

^include  <winver.h> 

#include  .\include\pgpversion.h" 


// 

//  Version 
// 


VS_VERSION_INFO  VERSIONINFO 
FILEVERSION  PGPVERSIONHAJOR,PGPVERSIONniNOR,0,0 
PRODUCTVERSION  PGPVERSIONHAJOR,PGPVERSIONHINOR,0,0 
FILEFLAGSHASK  VS_FFI_FILEFLAGSMASK 
#ifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 

# e I s e 

FILEFLAGS  0x0L 

# e nd i f 

FILEOS  VOS WIND0WS32 

FILETYPE  VFT_DLL 
FILESUBTYPE  VFT2_UNKN0WN 
BEGIN 

BLOCK  "StringFileInfo" 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  "CompanyName",  PGPCOMPANYNAME 

VALUE  " F i I eDes c r i p t i on " , "PGP  Plugin  for  Exchange  E-mail  client\0 
VALUE  " Fi  leVersi on",  PG PV E R S I ON ST R I NG 
VALUE  "InternalName",  "pgpExch\0" 

VALUE  " Leg a I C opy r i g h t " , PGPCOPYRIGHT 
VALUE  "LegalTrademarks",  PGPTRADEMARKS 
VALUE  "OriginalFilename",  "pgpExch.dll\0" 

VALUE  "ProductName",  PGPPRODUCTNAHE 
VALUE  "ProductVersion",  PGPVERSIONSTRING 

END 

END 

BLOCK  " Va r F i I e I n f o " 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 
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re_io.c 

/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//:  RE_io.c  - RichEdit  input/output  routines 
//.  14nov96  pbj 

#incLude  <windows.h> 

#incLude  <richedit.h> 

#incLude  "RE_io.h" 

typedef  struct  { 
n LPSTR  LpBuf f er; 

n LONG  byteCount; 

} STREAHSTRUCT; 


// I 

//  Get  contents  of  RichEdit  controL  caLLback  routine 

DWORD  CALLBACK  G e t R i c h E d i t C a L L b a c k (DWORD  dwCookie,  LPBYTE  pbBuff, 


Q 

n 

a 

n n n n n n LONG  cb,  LONG  FAR 

Q 

STREAMSTRUCT*  psS; 

Q 

psS 

= (STREAHSTRUCT*)dwCookie; 

Q 

i f 

( p s S 

->byteCount  &S  p s S-> L pBu f f e r ) 

n 

{ 

Q 

a 

LPSTR  LpNewBuf f er; 

n 

n 

LpNeuBuffer  = H e a p R e A L L o c ( G e t P r o c e s s H ea p (),  0 

Q 

Q 

□ 

n n n n n n c b + p s S->by t e C o un t ) 

Q 

Q 

i f 

( LpNewBuffer) 

n 

n 

i 

n 

n 

n 

p s S -> L pBu f f e r = LpNeuBuffer; 

Q 

D 

B 

MoveHemory(&(psS->LpBufferCpsS->byteCount- 

□ 

n 

n 

p s S -> L pBu f f e r [ c b+p s S->by t e C 0 u n t -1 D = '\0'; 

n 

n 

B 

psS->byteCount  +=  cb; 

n 

n 

B 

*pcb  = cb; 

n 

n 

B 

return  0; 

n 

n 

> 

Q 

n 

> 

Q 

e L se 

n 

< 

n 

n 

p s S 

->LpBuffer  = HeapALLoc  ( Ge t P r o c e s s H ea p (), 

n 

n 

if 

(psS->LpBuffer) 

n 

n 

{ 

n 

n 

B 

HoveHemory  ( p s S-> L pBu f f e r , pbBuff,  cb); 

D 

Q 

B 

psS->LpBufferCcbD  = '\0'; 

a 

a 

B 

psS->byteCount  = cb+1; 

n 

n 

B 

*pcb  = cb; 

n 

a 

B 

return  0; 

n 

n 

> 
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n > 

n return  1; 

} 

// I 

//  Get  contents  of  RichEdit  control 

LPSTR  G e t R i c h Ed i t C on t e n t s (HWND  h Wnd R i c h Ed i t C o n t r o L , LPLONG  Lpi, 
n n n n n n BOOL  bRTF,  BOOL  bSel)  { 

n int  iAttrib; 
n EDITSTREAM  eStream; 
n STREAHSTRUCT  sStruct; 

n if  (bRTF)  iAttrib  = SF_RTF; 

n else  iAttrib  = SF_TEXT; 

n if(bSeL) 
n { 

n n iAttrib  |=  S F F_S E LE C T I ON ; 

n > 

n s S t r u c t . L pBuf f e r = NULL; 

n s S t r u c t . by t e C oun t = 0; 

o eS  t r earn  . dwCoo  k i e = ( D WO R D ) &s S t r u c t ; 

n e S t r ea m . d w E r r o r = 0; 

n eStream.pfnCalLback  = GetRichEditCaLLback; 

n SendMessage  ( h Wnd R i c h Ed i t C on t r o L , EM_STREAMOUT,  ( W P A R AH ) i A t t r i b, 
n n ( LPARAH ) &eS t r earn) ; 

n if  ( e S t r ea m . d w E r r o r ) { 

n n if  ( s S t r u c t . L pBu f f e r ) HeapFree  ( G e t P r o c e s s H ea p (),  0,  s S t r u c t . L pBu f f e r ) ; 
n n return  NULL; 

n > 

n if  (Lpi)  *lpi  = sStruct.byteCount; 
n return  ( LPST R ) s S t r u c t . L pBu f f e r ; 

> 

// I 

//  Set  contents  of  RichEdit  control  callback  routine 

DWORD  CALLBACK  S e t R i c h Ed i t C a I I ba c k (DWORD  dwCookie,  LPBYTE  pbBuff, 
nnnnnnnnn  LONG  cb,  LONG  FAR  *pcb)  { 
n STREAHSTRUCT*  psS; 

a psS  = ( STREAHSTRUCT*)dwCooki e; 

n if  (cb  >=  ps S->byt e Count ) ( 

n n HoveHemory  (pbBuff,  p s S->  I pBu f f e r , p s S ->by t e C oun t ) ; 
n a *pcb  = p s S ->by t e C oun t ; 
n n psS->byteCount  = 0; 

n n return  0; 

n > 

n e I s e { 

CCCHK: 1 1 6aa033e08b779330d844cf f f 399b55ee344caccc399f 3aa2Ze6b82562f 0a50d:: 
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re  lo.c 


n n MoveMemory  (pbBuff,  p s S -> I pBu f f e r , cb); 
a H *pcb=cb; 

n n psS->by teCount  -=  cb; 

a n psS->LpBuffer  +=  cb; 

n n return  0; 

n > 

} 

n I 

//  Set  contents  of  RichEdit  control 

LONG  S e t R i c h Ed i t C on t e n t s (HWND  h W n d R i c h Ed i t C o n t r o L , LPSTR  LpBuffer, 
n n n D n n BOOL  bRTF,  BOOL  bSel)  i 

n int  iAttrib; 
n EDITSTREAM  eStream; 
n STREAMSTRUCT  sStruct; 

n if  (bRTF)  iAttrib  = SF_RTF; 
n else  iAttrib  = SF_TEXT; 

B ifCbSel) 

B { 

B D iAttrib  |=  S F F_ S E L E C T I ON ; 

B > 


B sS t r u c t . I pBuf f e r = IpBuffer; 

B s S t r u c t . by t e C oun t = Istrlen  (IpBuffer); 

B e S t r earn . d w C 00 k i e = ( D WO R D ) & s S t r u c t ; 

B e S t r earn  . dw  E r r o r = 0; 

B e S t r earn  . p f n C a I I ba  c k = S e t R i c h E d i t C a I I ba  c k ; 

B SendMessage  ( h WndR i c h Ed i t Con t r o I , EH_STREAMIN,  ( WPARAH ) i At t r i b, 

B B (LPARAM)8eStream); 

B SendMessage  ChUndRich Edit  Control,  EM_SETHODIFY,  CWPARAM)TRUE,  0L); 

B if  ( e S t r earn . dwE r r o r ) return  1; 

B return  0; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 


//:  RE_io.h  - RichEdit  input/output  routines 
//.  14nov96  pbj 

#ifdef  __cpLuspLus 
extern  "C"  { 

#end i f 


// 

// 


//n  Get  contents  of  RichEdit  controL. 

//n  n h WndR i c h Ed i t C t r L = handLe  of  controL  that  is  to  be  read 


//n 
//n 
//n 
/ /n 
//n 
// 


n bRTFn  n n = TRUE  =>  return  contents  in  RTF  format 
n n n n n = FALSE  =>  return  contents  in  pLain  ASCII  text  format 

n Lpcbn  n n = pointer  to  variable  to  receive  number  of  characters 

n n n n n tranferred  into  buffer  (including  trailing  NULL 

n n a n n character) 


//n  Function  returns  pointer  to  allocated  buffer  if  successful,  NULL 
//  otherwise.  When  it  is  no  Longer  needed,  the  caLLing  routine  must  free 
//  the  aLLocated  buffer  from  the  process  heap  by  caLL  HeapFree.  E.g.: 

// 


//n  n HeapFree  (GetProcessHeapC),  0,  LpBuffer); 

// 

LPSTR  GetRi chEdi tContents  (HWND  h Wnd R i c h Ed  i t C t r L , LPLONG  Lpcb, 
n n n n n n BOOL  bRTF,  BOOL  bSeL); 


// 

// 


// 

// 

// 


/ /n 

Set 

contents  of 

RichEdit  controL. 

//a 

D 

hWndRi chEdi tCtrL 

= 

handLe  of  controL 

that  is 

t 0 

be 

set 

. 

//n 

a 

bRTFn  n 

n 

= 

TRUE  =>  buffer  contents  are  i 

n 

RTF 

format 

//n 

n 

non 

n 

= 

FALSE  =>  buffer  contents 

are 

i n 

p L a 

in  ASCII 

//n 

n 

n a Q 

n 

format 

//n 

Q 

LpBuffern 

n 

= 

buffer  containing 

text  to 

Load 

into 

controL 

// 

//n 

Function  returns 

0 i 

f 

no  error. 

// 

LONG  SetRi chEdi tContents  (HWND  h W nd R i c h Ed  i t C t r L , LPSTR  LpBuffer, 
n n n n n n BOOL  bRTF,  BOOL  bSeL); 

// 

// 

#ifdef  __cpLuspLus 

> 

#end  i f 
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readme.txt 


PGP  PLugin  for  Exchange 

INSTALLATION 

1)  Copy  the  file  "pgpExch.dLL"  to  your  WindowsXSystem  or  WINNT35\SYSTEM32 
di rectory 

2)  DoubLe-cLick  on  the  file  "pgpExch.reg"  to  set  the  proper  Registry  settings 
Send  comments  to  dgaLSpgp.com 

- Damon  GaLLaty 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//{{NO_DEPENDENCIES>> 

//  Microsoft  DeveLoper  Studio  generated  incLude  fiLe. 


//  Used 

by 

pgpExch.RC 

II 

#d  e f i n e 

IDS 

.TITLE 

20 

# d e f i n e 

IDS 

_N0_ERR 

21 

#def i ne 

IDS 

_N0_IN  FO 

22 

#d  e f i n e 

IDS 

_E_N0MEM0RY 

37 

#d  e f i ne 

IDS 

_DECRYPT_MENU 

38 

#d  e f i ne 

IDS 

_DECRYPT_STATUS 

39 

# d e f i n e 

IDS 

_DECRYPT_T00LTIP 

40 

# d e f i n e 

IDS 

_ENCRYPT_MENU 

41 

# d e f i n e 

IDS 

_ENCRYPT_STATUS 

42 

//define 

IDS 

_ENCRYPT_T00LTIP 

43 

//define 

IDS 

_SIGN_MENU 

47 

//define 

IDS 

_SIGN_STATUS 

48 

//define 

IDS 

_SIGN_T00LTIP 

49 

//define 

IDS 

_ASKDECRYPT 

50 

//define 

IDS 

.VERSION 

51 

#def i ne 

IDS 

.ABOUT. MENU 

52 

//define 

IDS 

.WRONG. PHRASE 

53 

//define 

IDS 

.ENTER. PHRASE 

54 

#d  e f i ne 

IDS 

.ENCRYPTSIGN.HENU 

55 

//define 

IDS 

.ENCRYPTSIGN.STATUS 

56 

//define 

IDS 

.ENCRYPTSIGN. TOOLTIP 

57 

//define 

IDS 

.ADDKEY.MENU 

58 

//define 

IDS 

.ADDKEY. STATUS 

59 

//define 

IDS 

.ADDKEY. TOOLTIP 

60 

//define 

IDS 

.PGPKEYS.HENU 

61 

//define 

IDS 

.PGPKEYS. STATUS 

62 

//define 

IDS 

.PGPKEYS. TOOLTIP 

63 

//define 

IDS 

.ENCRYPTNOW.MENU 

64 

//define 

IDS 

.ENCRYPTNOW. STATUS 

65 

//define 

IDS 

.ENCRYPTNOW. TOOLTIP 

66 

//define 

IDS 

.SIGNNOW.HENU 

67 

//def  i ne 

IDS 

.SIGNNOW. STATUS 

68 

//define 

IDS 

.SIGNNOW. TOOLTIP 

69 

//define 

IDS 

.E.INITPROFILE 

70 

//define 

IDS 

.E.SAVEPROFILE 

71 

//define 

IDS 

.E.BADPGPBLOCK 

72 

//define 

IDS 

.DETACHEDSIG 

73 

//def  i ne 

IDS 

.PGPHELP.HENU 

74 

//define 

IDS 

.PGPPREFS.HENU 

75 

//define 

IDS 

.PGPPREFS. STATUS 

76 

//define 

IDS 

.PGPHELP. STATUS 

77 

//define 

IDS 

.ABOUT.STATUS 

78 

//define 

IDS 

.ADDKEY.SUCCESS 

79 

//define 

IDS 

.E. NOVERSION 

80 

//define 

IDS 

.E. INCOMPATIBLE. VERSION 

81 

//define 

IDS 

.a. LATER. BUILD 

82 

//define 

IDS 

.E. NOSESSION 

83 

//define 

IDS 

.E.NOHESSAGE 

84 

//define 

IDS 

E NOBODY 

85 
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resource,  h 

#define  I DS_Q_ D I S C ARDC H ANG ES  86 

Sdefine  I D S _ E_ S T AM  PH E S S AG E 87 

#define  IDS_ADDKEY_NEWKEYS  88 

#define  I D S_S I G_U N C E RT I F I E D 89 

#define  IDS_SIG_VERI FIED  90 

#define  I D S_ S I G_U N V E R I F I E D 91 

#define  IDS_SIG_BAD  92 

#define  IDS_SIG_NONE  93 

#define  IDS_SIG_DATE  94 

#define  I D S_E_G ETT E XT  95 

Sdefine  IDD_MAINPROP  101 

//define  IDB_ENCRYPT  107 

//define  IDB.SIGN  108 

//define  IDB_DECRYPT  112 

#define  IDB_ADDKEY  113 

#define  IOB_PGPKEYS  114 

#define  IDB_PGPNOW  115 

#define  I DB_ EN C R Y PT S I G N 115 

#define  IDC_AB0UT  1013 

#define  IDC_DECRYPT  1019 

//define  I DC_ASKDECRYPT  1020 

#define  IDC_ADDKEY  1020 

//define  IDC_PGPPREFS  1022 

//  Next  default  values  for  new  objects 
// 

#ifdef  APSTUDIO_INVOKED 

//ifndef  APSTUDIO_READONLY_SYHBOLS 

#define  _ AP S_N E XT_ R E S 0 U R C E_ V A LU E 16 

#define  _ A P S_N E XT_ COMM AN D_ V A LU E 40001 

^define  _ APS_N E XT_C ONT RO L_ V A LU E 1023 

^define  _ A PS_N E XT_S YH E D_ V A LU E 101 

#end  i f 

//e n d i f 


C[CHK:0e061a70b8543fbd38bda16605f0c2ced057d6e12:3 
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win32/ pgpExch/Res/ 


Res/ 
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pgpkeyserver/ 


win32/pgpkeyserver/ 
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PGPkeyserver.rc 

//Microsoft  Developer  Studio  generated  resource  script. 

// 

^include  "resource. h" 


^define  APSTUDIO  READONLY  SYMBOLS 


// 

//  Generated  from  the  TEXTINCLUDE  2 resource. 

// 

#incLude  "afxres.h" 


#undef  APSTUDIO  READONLY  SYMBOLS 


//  English  (U.S.)  resources 

#if  ! def i ned( AFX_RESOURCE_DLL)  ||  d e f i ned ( A F X_T ARG_E NU ) 
#ifdef  _WIN32 

LANGUAGE  LANG_ E NG L I S H , S UB L ANG_ E NG L I S H_U S 
#pragma  code_page ( 1 252  ) 

//endif  //  WIN32 


// 

//  Dialog 

// 


I DD_GET_KEY_DLG  DIALOG  DISCARDABLE  0,  0,  182,  61 

STYLE  DS_MODALFRAME  | DS_CENTER  | US.POPUP  | WS_VISIBLE  | WS.CAPTION 
CAPTION  "Getting  Key" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

DEFPUSHBUTTON  "Cancel",IDCANCEL,66,40,50,14 

CONTROL  "Progress1",IDC_PR0GRESS,"msctls_progress32",WS_B0RDER,7, 

24,168,9 

CTEXT  "",IDC_PR0GRESS_TEXT,7,7,168,8 

END 


IDD_KSPREF  DIALOG  DISCARDABLE  0,  0,  218,  124 
STYLE  WS_CHILD  | WS_DISABLED  | WS_CAPTION 
CAPTION  "Property  Page" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 

LTEXT  "Server",IDC_STATIC,9,9,97,8 

EDITTEXT  IDC_SERVER,9,20,153,14,ES_AUTOHSCROLL 

LTEXT  "Port",IDC_STATIC,9,44,97,8 

EDITTEXT  IDC_PORT,9,55,40,14,ES_AUTOHSCROLL 

PUSHBUTTON  "&Reset",IDC_BUTTON_RESET,7,103,50,14 

CONTROL  "Automatically  retrieve  unknown  key s " , I D C _C H E C K_ AUT0_G ET , 

"Button", BS_AUTOCHECKBOX  | W S _T ABSTOP , 9 , 8 1 , 1 5 0 , 1 0 

END 


IDD_GET_EHAIL  DIALOG  DISCARDABLE  0,  0,  186,  39 

STYLE  DS_MODALFRAME  | DS_CENTER  | WS.POPUP  | WS_CAPTION  | WS_SYSMENU 
CAPTION  "Find  Key" 

FONT  8,  "MS  Sans  Serif" 

BEGIN 
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PGPkeyserver.rc 


DEFPUSHBUTTON 

PUSHBUTTON 

LTEXT 

EDITTEXT 

END 


"OK",IDOK,130,3,50,14 

"Cancel",IDCANCEL,130,22,50,14 

"Email  Address  or  Key  I D : " , I D C_ S T AT  I C , 4 , 7 , 1 1 1 , 8 
IDC_EMAIL,3,22,113,14,ES_AUT0HSCR0LL 


// 

//  DESIGNINFO 
/ / 

#ifdef  APSTUDIO_INVOKED 
GUIDELINES  DESIGNINFO  DISCARDABLE 
BEGIN 

IDD_KSPREF,  DIALOG 
BEGIN 

LEFTMARGIN,  7 
RIGHTHARGIN,  211 
TOPMARGIN,  7 
BOTTOMMARGIN,  117 

END 


IDD_GET_EMAIL,  DIALOG 
BEGIN 

LEFTMARGIN,  2 
RIGHTMARGIN,  180 
TOPMARGIN,  3 
BOTTOMMARGIN,  36 

END 

END 

#endif  //  APSTUDIO  INVOKED 


#ifdef  APSTUDIO_INVOKED 

///////////////////////////////////////////////////////////////////////////// 

// 

//  TEXTINCLUDE 
// 

1 TEXTINCLUDE  DISCARDABLE 
BEGIN 

" resource. h\0" 

END 

2 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"#incLude  ""afxres.h""\r\n" 

"\0" 

END 

3 TEXTINCLUDE  DISCARDABLE 
BEGIN 

"#incLude  ""PGPkeyserverVer. rc""\r\n" 

" \ 0 " 

END 


#endif  //  A P STU D I 0_ I N VOKE D 
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// 

//  String  Table 
// 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS  PUBKEY  DECODE  FAILED 


"The  server  was  unable  to  recognize  the  key  you  \ 
This  is  either  because  the  key  itself  was  corrupt,  or  because  you  \ 

a server  which  has  not  been  updated  to  \ 


"Public  Key  Server  Error" 

"%i  key(s)  successfully  added  to  the  server." 
"Public  Key  Server  Results" 

"The  server  already  contained  all  the  keys,  \ 


Add  it  to  your  keyring?" 
Add  them  to  your  keyring?' 


sent  It 

sent  a DS S / D i f f i e-He I Iman  key  to 
handle  them." 

IDS_SERVER_ERROR_TITLE 

IDS_KEYS_ADDED_OK 

IDS_SERVER_OK_TITLE 

IDS_NO_NEW_KEYS_ADDEDD 
userids  and  signatures  you  sent." 

IDS_ONE_NEW_KEY_GOTTEN  "One  new  key  downloaded. 

IDS_MANY_NEW_KEYS_GOTTEN 

"%li  new  keys  downloaded. 

IDS_GENERAL_ERROR  "PGP  Error" 

IDS_ERR_USER_NOT_FOUND  "Requested  user  does  not  have  a key  on  the  \ 

specified  public  key  server." 

IDS_ERR_KEYRING_FAILURE  "Unable  to  read  default  keyring!" 

IDS_ERR_MALLOC_FAILURE  "Out  of  memory!  Close  some  applications,  and  \ 
try  your  request,  again." 

IDS_ERR_DATA_WAIT_TIHEOUT 

"Connection  timed  out  waiting  for  reply  from  \ 
server.  Please  try  your  request  again,  later." 

IDS_ERR_SOCKET_ERROR  "selectl)  failed.  Perhaps  your  networking  is  \ 

mi sconfigured?" 

IDS_ERR_HOST_NOT_FOUND  "Requested  keyserver  not  found.  Please  ensure  \ 
that  theXnserver  name  is  entered  correctly  in  the  keyserver  preferences." 

IDS_ERR_UNABLE_TO_OPEN_SOCKET 

"Unable  to  connect  to  keyserver  at  the  requested 
address  on  the  requested  po r t . \ n P I ea s e ensure  that  the  configuration  \ 
information  is  correct  in  the  keyserver  preferences." 

END 


STRINGTABLE  DISCARDABLE 
BEGIN 

IDS_ERR_MANY_NOT_FOUND  "Some  of  the  keys  you  requested  were  not  \ 
available  on  the  specified  server." 

IDS_HELPFILENAHE  "PGP50.hlp" 

IDS_REGISTRYKEY  "SoftwareWPGPWPGPWPGPkeys" 

IDS_ERR_UNKNOWN_SERVER_ RESPONSE 

"Unable  to  understand  response  from  server. 

END 


#endif  //  English  (U.S.)  resources 


#ifndef  A PSTU D I 0_ I N VOKE D 
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// 

//  Generated  from  the  TEXTINCLUDE  3 resource. 
// 

#incLude  " PG P ke y s e r v e r V e r . r c " 

#endif  //  not  AP S T U D I 0_ I N VOK E D 


C[CHK:aeeaaa8ebb61643] 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

/*:  PG P k ey s e r ve r H e L p . h - defines  constants  for  heLp  fiLe  */ 

/*  keyserver  entries  are  in  range  2000-2100  */ 

/*  HeLp  button  at  bottom  of  property  sheet  */ 


#def i ne 

IDH 

_PGPKSPREF 

_DI ALOGn 

n 

2000n 

n 

/*  Context 

sensitive 

heLp  * / 

#def i ne 

IDH 

_PGPKSPRE  F 

_SERVERn 

n 

2001n 

/* 

server 

edit 

boxn 

n 

*/ 

#def i ne 

IDH 

_PGPKSPREF 

_P0RTn  a 

n 

2002n 

/* 

port  numbe  r 

edit 

box 

*/ 

#def i ne 

IDH 

_PGPKSPRE  F 

_AUT0GETn 

□ 

2003n 

/* 

"Auto 

Get" 

check 

box 

*/ 

#def i ne 

IDH 

_PGPKSPRE  F 

_RESETnn 

n 

2004n 

/* 

"Reset 

" buttonn 

Q 

*/ 
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//  VERSIONINFO  structure  which  automatically  include  version 
//  string  from  PGPversion.h 
// 

#include  <winver.h> 

^include  .\include\pgpversion.h" 


II 

II  Version 
// 


VS_VERSI0N_INF0  VERSIONINFO 
FILEVERSION  PGPVERSIONMAJOR,PGPVERSIONHINOR,0,0 
PRODUCTVERSION  PGPVERSIONMAJOR,PGPVERSIONMINOR,0,0 
FILEFLAGSMASK  VS_FFI_FILEFLAGSMASK 
Sifdef  _DEBUG 
FILEFLAGS  VS_FF_DEBUG 
#e  I se 

FILEFLAGS  0x0L 
#e nd i f 

FILEOS  VOS WIND0WS32 

FILETYPE  VFT_DLL 
FILESUBTYPE  VFT2_UNKN0WN 
BEGIN 

BLOCK  " S t r i n g F i I e I n f o " 

BEGIN 

BLOCK  "040904b0" 

BEGIN 

VALUE  "CompanyName",  PGPCOMPANYNAHE 

VALUE  " F i I e D e s c r i p t i on  " , "PGP  Keyserver  Library\0 

VALUE  " Fi  leVersi on",  PG P V E R S I ON  SIR  I N G 

VALUE  " I n t e r na I N a me " , " PG P key s e r ve r \ 0 " 

VALUE  " Lega  ICopy r i ght ",  PGPCOPYRIGHT 
VALUE  "LegalTrademarks",  PGPTRADEMARKS 
VALUE  "OriginalFilename",  "PGPks.dll\0" 

VALUE  "ProductName",  PG P PRO  DU CTN AM E 
VALUE  "ProductVersi on",  PG PV E R S I ON S T R I NG 

END 

END 

BLOCK  "VarFi  leinfo" 

BEGIN 

VALUE  "Translation",  0x409,  1200 

END 

END 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#incLude  <windows.h> 

/^incLude  <assert.h> 

#incLude  <stdio.h> 

^define  PGPLIB 
^define  KEYSERVER_DLL 

#incLude  "..\incLude\config.h" 

#incLude  ". .\incLude\pgpkeydb.h" 

^incLude  ". .\incLude\pgpkeyserversupport.h" 

//incLude  "ksconfig.h" 

^define  PGPMAIL_KEY  " S of t wa r e \ \ PG P \ \ PG P " 

^define  VALUE_SERVER  "Server" 

^define  VALUE_PORT  "Port" 

#define  VALUE_AUTO  "AutoGet" 

KSERR  PGPExport  Get Keyse rve rVa L ues ( cha r *Keyserver,  unsigned  short  *Port, 
nnnnnnnnn  BOOL  *AutoGet) 

{ 

n KSERR  ReturnCode  = SUCCESS; 
n HKEY  hkey; 

n BOOL  N e ed I n i t i a L i z a t i on  = TRUE; 
n DWORD  disposition,  dwPort,  dwAutoGet; 

n a s s e r t { Key s e r V e r ) ; 

n assert(Port); 
n a s s e r t C Au t oG e t ) ; 

n ifCKeyserver  &&  Port  &S  AutoGet) 
n { 


n 

n 

ifCRegCrea 

teKeyEx(HKEY_CURRENT_USER, 

n 

n 

n 

n 

n 

B 

PGPHAIL_KEY, 

n 

n 

n 

n 

n 

B 

0, 

a 

n 

a 

n 

a 

B 

□ 

n 

n 

Q 

a 

B 

REG_0PTI0N_N0N_V0LATILE, 

n 

n 

n 

D 

n 

fl 

KEY_ALL_ACCESS, 

□ 

□ 

□ 

n 

n 

B 

NULL, 

Q 

n 

o 

n 

n 

B 

&h  key , 

n 

n 

a 

n 

n 

B 

&d i s pos i t i on  ) ==  E R RO R_ S U C C E S S ) 

n 

n 

{ 

n 

Q 

n 

DWORD 

Size, 

Type; 

n 

Q 

n 

Size 

= 

255; 

a 

Et 

D 

Type 

= 

REG_ 

SZ; 

n 

n 

n 

ifCRegQueryVaLueExChkey, 

n 

n 

n 

n 

n 

B 

B 

VALUE_SERVER, 

n 

Q 

n 

□ 

n 

B 

B 

NULL, 

n 

n 

n 

n 

n 

B 

fl 

&Type, 

n 

n 

n 

D 

D 

B 

fl 

(BYTE*)  Keyserver, 

n 

n 

n 

n 

B 

B 

B 

aSize)  !=  ERR0R_SUCCESS ) 

CCCHK: 604d3eaa55099e5baa5f 12235a7f 499b89951 1 ef 33a67ee551 779db2e7b135aa5:: 


Pretty  Good  Privacy  5.0^**  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1314 


config.c 


□ 

Q 

B 

{ 

n 

n 

B 

B 

strcpyCKeyserver,  DEFAULT_KEYSERVER); 

n 

a 

B 

fl 

/♦Assume  it's 

a new  key  ...  * / 

Q 

Q 

fl 

fl 

RegSetVaLueExChkey, 

a 

n 

B 

B 

B 

B B 

VALUE_SERVER, 

n 

Q 

B 

B 

B 

fl  B 

0, 

Q 

□ 

B 

B 

B 

B B 

REG_SZ, 

n 

n 

B 

fl 

fl 

B fl 

(BYTE  ♦)  Keyserver, 

Q 

n 

B 

B 

fl 

fl  B 

2 5 5); 

D 

□ 

B 

> 

Q 

□ 

B 

size 

sizeof(dHPort); 

n 

n 

B 

Type 

REG_DW0RD; 

n 

n 

B 

i f(RegQueryVa  LueExChkey, 

n 

n 

B 

B 

B 

fl  B 

VALUE_P0RT, 

n 

o 

B 

fl 

fl 

B fl 

NULL, 

n 

n 

B 

B 

B 

B B 

SType, 

n 

n 

B 

B 

B 

B B 

(BYTE^)  SdwPort, 

Q 

Q 

B 

B 

fl 

B fl 

SSize)  !=  ERROR_SUCCESS) 

n 

n 

B 

{ 

n 

n 

B 

B 

/♦Assume  it's 

a new  key...^/ 

□ 

n 

B 

B 

♦Port  = 11371 

r 

n 

□ 

B 

fl 

dwPort  = (DWORD)  (♦Port); 

Q 

n 

B 

fl 

RegSetVa  LueEx(hkey, 

□ 

n 

B 

B 

B 

B B 

VALUE_P0RT, 

n 

Q 

B 

B 

B 

fl  B 

Or 

n 

n 

B 

B 

B 

B B 

REG_DW0RD, 

a 

B 

B 

B 

fl 

B fl 

(BYTE  ♦)  adwPort, 

n 

B 

fl 

B 

B 

B B 

sizeof(dwPort)); 

n 

B 

B 

> 

□ 

B 

fl 

*Port  = 

(unsigned 

short)  dwPort; 

n 

B 

B 

Size 

= 

sizeof(dwAutoGet); 

Q 

B 

B 

Type 

= 

REG_DW0RD; 

n 

B 

B 

ifCRegQueryValueExChkey, 

n 

B 

fl 

B 

B 

B fl 

VALUE_AUT0, 

n 

B 

fl 

fl 

fl 

B fl 

NULL, 

a 

B 

B 

B 

B 

B B 

SType, 

n 

B 

fl 

B 

fl 

fl  B 

(BYTE^)  SdwAutoGet, 

u 

B 

B 

B 

B 

B B 

asize)  !=  ERR0R_SUCCESS) 

n 

B 

fl 

{ 

n 

B 

B 

B 

/♦Assume  it's 

a new  key . . . ♦/ 

n 

B 

B 

B 

♦AutoGet  = FALSE; 

n 

B 

B 

fl 

dwAutoGet  = (DWORD)  (♦AutoGet); 

D 

B 

B 

fl 

RegSetVaLueEx(hkey, 

a 

B 

B 

fl 

B 

B fl 

VALUE_AUT0, 

n 

B 

B 

B 

fl 

B fl 

0, 

□ 

B 

B 

B 

fl 

fl  fl 

REG_DW0RD, 

n 

B 

fl 

B 

B 

B B 

(BYTE  ♦)  SdwAutoGet, 

£t 

B 

B 

B 

B 

B B 

si zeof(dwAutoGet) ) ; 

Q 

B 

B 

> 

n 

B 

fl 

*AutoGet  = dwAutoGet; 

f 

0 

n 

B 

fl 

else 

n 

B 

fl 

{ 

CCCHK: 
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n Q 
□ □ 

□ a 
n n 
#endi f 


□ a 

n □ 

a D 

n > 


char  bu f f e r C 1 0 24 D ; 
sprintf(buffer,  "%Lu",  *Port); 

He s s a g eBox ( NU LL,  buffer,  "Wubba",  HB_0K); 


n n > 

n n Re g C L o s e Key ( h key ) ; 
n > 


n return(ReturnCode); 
} 


KSERR  S e t Key s e r ve r Va L ue s ( c h a r *Keyserver,  unsigned  short  Port,  BOOL  AutoGet) 
{ 

n KSERR  ReturnCode  = SUCCESS; 
n HKEY  hkey; 

n BOOL  NeedInitiaLization  = TRUE; 

n DWORD  disposition,  dwPort,  dwAutoGet; 

n a s s e r t ( Key s e r V e r ) ; 

n if(Keyserver) 
n { 

n n if (RegCreateKeyEx(HKEY_CURRENT_USER, 


n 

n 

n 

B 

a 

a 

PGPHA1L_KEY, 

□ 

Q 

n 

B 

a 

a 

0, 

a 

a 

n 

B 

a 

a 

a 

n 

a 

a 

a 

a 

REG_OPTION_NON_VOLATILE, 

a 

n 

n 

a 

a 

a 

KEY_ALL_ACCESS, 

n 

□ 

a 

a 

a 

a 

NULL, 

a 

n 

n 

a 

a 

a 

Shkey, 

n 

a 

n 

a 

a 

a 

&di sposi t i on)  ==  E R RO R_ S U C C E S S ) 

a 

a 

{ 

n 

□ 

D 

RegSetVaLueExChkey, 

n 

n 

n 

a 

a 

a 

VALUE_SERVER, 

n 

a 

n 

a 

a 

a 

0, 

n 

a 

n 

a 

a 

a 

REG_SZ, 

n 

a 

n 

a 

a 

a 

CBYTE  *)  Keyserver, 

n 

a 

n 

a 

a 

a 

LstrLen  C Key s e r ve r ) + 1 ) ; 

n 

a 

n 

dwPort 

= 

Port; 

n 

a 

a 

RegSetVaLueExChkey, 

n 

a 

n 

a 

a 

a 

VALUE_PORT, 

n 

Q 

Q 

a 

a 

a 

0, 

n 

n 

Q 

a 

a 

a 

REG_DW0RD, 

Q 

n 

n 

a 

a 

a 

CBYTE  *)  adwPort, 

n 

a 

s 

a 

a 

a 

sizeofCduPort)); 

o 

n 

Q 

dwAutoGet 

= AutoGet; 

□ 

n 

n 

RegSetVaLueExChkey, 

n 

Q 

a 

a 

a 

a 

VALUE_AUTO, 

s 

n 

B 

a 

a 

a 

0, 

Q 

s 

n 

a 

a 

a 

REG_DW0RD, 

n 

n 

c 

a 

a 

a 

CBYTE  *)  adwAutoGet, 

n 

a 

B 

a 

a 

a 

si zeof  CdwAutoGet ) ) ; 

n 

n 

} 

a n Reg C L o s e Ke y ( h key  ) ; 

C:CHK:39d122a833399d6d5588bbe17051618621c34d9113b1ee78841867c4801a5f613:: 


Pretty  Good  Privacy  5.0™  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


1316 


config.c 


n > 

a r e t u r n ( R e t u r n C od e ) ; 

} 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  All  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  <windows.h> 

#incLude  <winsock.h> 

#incLude  <commctrL.h> 

//include  <process.h> 

//include  <assert.h> 


//define  PGPLIB 
//define  KE  Y S E R V E R_D  L L 


//i 

Mi 

M 

Mi 

Mi 

Mi 


n c I ud  e 
n c I ud e 
n c I u d e 
nc lude 
n c I ud  e 
nc lude 


. .\include\config.h" 

. .\include\spgp.h" 

. .\include\pgpkeydb.h" 

. .\include\pgpcomdlg.h" 

. .\include\pgpmem.h" 

. .\include\pgpkeyserversupport.h 


M 

Mi 

M 

Mi 

Mi 

Mi 


nc lude 
n c I ud  e 
n c I ud  e 
n c I ud  e 
nc lude 
n c I u de 


winids.h" 
get  keys . h " 
resource. h" 
keyserver.h 
ksconfig.h" 
ut i I s . h " 


struct  _error_table 
{ 

n char  S e r ve r He s s a g e Cl  024 D ; 
n unsigned  long  HessagelD; 

n unsigned  long  TitlelD; 

n BOOL  IsError; 

>ErrorTableCD  = 

{ 

n {"Key  block  corrupt:  pubkey  decode  failed", 

n n n I D S_ PUBKE Y_D E C 0 D E_ F A I LE D , I D S_S E R V E R_ E RROR_T I T LE , TRUE}, 

n {"Key  block  added  to  key  server  database. \n  New  public  keys  added:  ", 
n n n I D S_KE Y S_ A D D E D_0K,  I D S_ S E R V E R_0K_T I T LE , FALSE}, 

n {"Key  block  in  add  request  contained  no  newXnkeys,  userids,  or  signatures.", 
n n n I D S_N0_N E W_KE Y S_ A D D E D D , I D S_S E R V E R_0K_T I T LE , FALSE}, 

n {"\0",  0,  0} 

>; 


struct  _e r r o r _s t r i ng_ t a b I e 
{ 

n unsigned  long  RawCode; 

n unsigned  long  StringID; 

} E r r To S t r i ngTa b I e C } = 

{ 

/*The  commented  out  errors  are  internal  errors  or  problems  we  shouldn't  see  (ie, 
*if  IDS_ERR_UNABLE_TO_LOAD_LIBRARY  happened,  we  wouldn't  be  loaded  to  display 
*the  error.) 

*/ 

//n  {ERR_UNABLE_TO_LOAD_LIBRARY,n  n I D S _E R R_U N AB LE_T 0_ LO A D_ L I BR AR Y } , 

//n  {ERR_NO_FUNCS_AVAILABLE,n  n n I D S_ E R R_N 0_ F UN C S_ A V A I L AB LE } , 
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//n  {ERR_LIBRARY_NOT_LOADED,n  n 

//n  {ERR_BAD_PARAM,nn  n n n 

//n  {ERR_FUNCTION_NOT_IN_LIB,n  a 
a {ERR_USER_NOT_FOUND,n  n n 

n {ERR_USER_CANCEL,n  n n n 

n {ERR_KEYRING_FAILURE,n  n n 

n {ERR_HALLOC_FAILURE,a  n n 

a {ERR_DATA_WAIT_TIHEOUT,nn  n 
n {ERR_SOCKET_ERROR,n  n n n 

n {ERR_HOST_NOT_FOUND,n  n n 

n {ERR_UNABLE_TO_OPEN_SOCKET,nn 
n {ERR_HANY_NOT_FOUND,n  n n 

n {ERR_NO_RESPONSE_FROM_SERVER,n 
n {0,nn  n n n n n n 

>; 


a 

a 

n 

a 

a 

a 

a 

n 

a 

a 

a 

a 

a 

a 


IDS_ERR_LIBRARY_NOT_LOADED}, 

IDS_ERR_BAD_PARAM}, 

IDS_ERR_FUNCTION_NOT_IN_LIB>, 

IDS_ERR_USER_NOT_FOUND>, 

0>,  /*No  bonus  boxes!*/ 
IDS_ERR_KEYRING_FAILURE>, 
IDS_ERR_MALLOC_FAILURE>, 
IDS_ERR_DATA_WAIT_TIHEOUT>, 
IDS_ERR_SOCKET_ERROR>, 
IDS_ERR_H0ST_N0T_F0UND>, 
IDS_ERR_UNABLE_TO_OPEN_SOCKET>, 
IDS_ERR_MANY_NOT_FOUND>, 
IDS_ERR_UNKNOWN_SERVER_RESPONSE}, 
0> 


#define  HIT_CANCEL  ( pTh r ea d I n f o-> C a n c e L Pe nd i ng  ) 


static  unsigned  Long  R e c e i ve B u f f e r ( c h a r **buffer,  SOCKET  sockfd, 
a a a a a a a a a BOOL*HitCanceL); 
static  unsigned  Long  P ro c e s s S e n d R e t u r n ( H W N D hwnd,  char  *buffer); 
void  PGPExport  DispLayKSErrorCHWND  hwnd,  unsigned  Long  ReturnCode); 
void  PGPExport  StartPutKeyInfoThreadCWDPLT  *pThreadArgs); 


UINT  PGPExport  PG P key s e r v e r Ge t A nd Add  Key s ( H WN D hwnd, 
aaaaaaaaaa  char  *LlserId, 

aanaaaaaaa  PGPKeySet  *pAdd F romKey R i ng , 

aaaaanaaaa  PGPKeySet  *pKeyRings, 

aannaaanaa  unsigned  Long  *N umKey s F o u nd ) 

{ 


a char  *KeyBuffer  = NULL; 

a UINT  ReturnCode  = SUCCESS; 

a char  *Start,  *End,  *IntUserId  = NULL; 
a unsigned  Long  NumKeys  = 0,  NumNotFound  = 0; 


a assertCUserld  ||  pKeyRings); 
a a s s e r t ( NumKey s F ound  ) ; 

a *N umKey s F ou nd  = 0; 


□ 

a 

n 

n 

a 

a 

a 

a 

□ 

n 


if(Userld) 

{ 


a 

start  = s t r c h r ( U s e r I d , '\n'); 

a 

w h i 

LeCStart  &8  *Start) 

a 

a 

D 

++NumKeys; 

a 

n 

Start  = s t r c h r ( S t a r t , '\n'); 

a 

D 

i f ( S t a r t ) 

a 

D 

a ++Start; 

a 

> 

a a i f ( ! NumKeys  ) 

a a a NumKeys=1; 


a a Start  = End  = Userid; 

a a whiLeCStart  &S  *Start  8S  (ReturnCode  ==  SUCCESS)) 

a a { 
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n Q 


n n 

n n 

n n 


n whileCEnd  &&  *End  &&  *End  !=  *\n*) 
n { 

n n ++End; 
n } 


Q □ n 
D n n 
Q n n 
Q n n 
□ B n 
BBS 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 
B B B 


i f ( Ma s sa g e U s e r I d ( & I n t U s e r I d , Start,  End)  ==  SUCCESS) 
i 

B ReturnCode  = PG P key s e r v e r Ge t Key s ( h w n d , IntUserld,  &KeyBuffer); 
B i f ( Ret u rnCode  ==  SUCCESS) 
n -C 

B B ReturnCode  = PG P key s e r v e r Add Ke y Bu f f e r ( h w nd , 
BBBBBBBBBBB  KeyBuffer, 

B B B B B B B B B B B pKeyRings, 

BBBBBBBBBBB  N u m K e y s F o u n d ) ; 

B B i f ( KeyBuf  f e r ) 

B B B free(KeyBuffer); 

B } 

n else 
B -C 


B 

B 

1 

f ( ReturnCode  !=  E R R_U S E R_N0T_ F OU N D ) 

B 

B 

B 

DispLayKSErrorChwnd,  ReturnCode); 

B 

B 

e 

L se 

B 

B 

B 

++NumNot Found; 

n > 
> 


B B 
B B 
B B 
B B 
B B 


B if(IntUserld) 

B { 

B B pg p F r e e ( I n t U s e r I d ) ; 
B B IntUserld  = NULL; 

B > 


B B B whiLeCEnd  &&  *End  &&  *End  ==  *\n') 

B B B B ++End ; 


B B B Start=End; 

B B > 


suitch(NumNotFound) 

B case  0 : 

B B break; 

B easel: 

B B D i s p L ay KS E r r o r ( h wnd , E R R_U S E R_NOT_ F OU N D ) ; 

B B break; 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B B default: 

B B B D i s p L a y KS E r r o r ( h wn d , E RR_M AN Y_N 0T_ F OU N D ) ; 

B B B brea  k; 

n } 

> 

else 

{ 

n ifCpKeyRings  &&  p Add F r omKey R i ng ) 

B { 

B B PGPKeylter*  pKeylter  = NULL; 

B B PGPKey*  pKey  = NULL; 
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n 

n 

B 

PGPKeyList*  pKeyList  = NULL; 

n 

a 

B 

PGPKeySet 

*pRecei vedSet  = NULL; 

□ 

u 

B 

char 

KeyIdBufC64]  ; 

a 

a 

B 

unsigned 

i n t 

KeyIdS 

ize  = sizeof(KeyldBuf); 

n 

n 

B 

char 

*MuLtiKeyBuffe 

r = NULL; 

n 

n 

B 

unsigned 

Long 

NumKeys  = 0,  NumNotFound  = 0; 

n 

□ 

B 

s t a t i 

c int  count  = 

0; 

EI 

B 

B 

pKeyLi st 

= pgpOrderKeySet  (pAddFromKeyRing,  kPGPUserlDOrdering); 

□ 

B 

B 

if(pKeyList) 

n 

B 

B 

D 

B 

B 

B 

pKey I ter 

= pgpNewKey I t e r (pKeyList); 

n 

B 

B 

B 

i f ( pKey I ter) 

s 

B 

B 

B 

□ 

B 

B 

B 

B 

pKey 

= pgpKey I t e r Nex t ( pKey I t e r ) ; 

n 

B 

B 

B 

B 

w 

h i L e 

(pKey 

&&  (ReturnCode  ==  SUCCESS)) 

n 

B 

B 

B 

B 

{ 

□ 

B 

B 

B 

B 

B 

pg pGe t Key S t r i ng ( pKey , k PG PKey P r opKey I d , KeyIdBuf, 

□ 

B 

B 

B 

B 

B 

B 

B 

n n SKeyIdSize); 

o 

B 

B 

B 

B 

B 

ConvertKeylDToString(KeyldBuf); 

n 

B 

B 

B 

B 

B 

ReturnCode  = PG P k ey s e r ve r G e t Key s ( h wnd , KeyIdBuf, 

n 

B 

B 

B 

B 

B 

B 

B 

n n &KeyBuf  f e r ) ; 

Q 

B 

B 

B 

B 

B 

i 

fCReturnCode  ==  SUCCESS) 

n 

B 

B 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

B 

B 

if(KeyBuffer) 

□ 

B 

B 

B 

B 

B 

B 

n 

B 

B 

B 

B 

B 

B 

B 

if(  IMuLtiKeyBuffer) 

a 

B 

B 

B 

B 

B 

B 

B 

{ 

a 

B 

B 

B 

B 

B 

B 

B 

n Mu L t i Key Bu f f e r = ma L 1 o c ( ( s t r L en ( Key Bu f f e r ) 

a 

B 

B 

B 

B 

B 

B 

B 

n n n n n n +1)*  s i z eo f ( c ha r ) ) ; 

a 

B 

B 

B 

B 

B 

B 

B 

n *H u L t i Key Bu f f e r = '\0'; 

n 

B 

B 

B 

B 

B 

B 

B 

} 

a 

B 

B 

B 

B 

B 

B 

B 

else 

n 

B 

B 

B 

B 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

B 

B 

B 

n Hu L t i KeyBuf f e r = r ea L L o c ( Hu L t i Key Bu f f e r , 

n 

B 

B 

B 

B 

B 

B 

B 

n a a ( s t r L en ( KeyBu f f e r ) + 

□ 

B 

B 

B 

B 

B 

B 

B 

n n n n s t r 1 e n ( Mu L t i Key Bu f f e r ) + 1)  * 

Q 

B 

B 

B 

B 

B 

B 

fl 

a a a n s i zeof ( cha r ) ) ; 

n 

B 

B 

B 

B 

B 

B 

B 

} 

n 

B 

B 

B 

B 

B 

B 

B 

if(HuLtiKeyBuffer) 

n 

B 

B 

B 

B 

B 

B 

B 

n s t r c a t ( Hu L t i Key Bu f f e r , KeyBuffer); 

n 

B 

B 

B 

B 

B 

B 

B 

free(KeyBuffer); 

n 

B 

B 

B 

B 

B 

B 

> 

n 

B 

B 

B 

B 

B 

> 

D 

B 

B 

B 

B 

B 

else 

n 

B 

B 

B 

B 

B 

n 

B 

B 

B 

B 

B 

B 

i f ( ReturnCode  ==  E R R_ U S E R_N 0T_ F OU N D ) 

a 

B 

B 

B 

B 

B 

B 

B 

+ + NuniNotFound; 

n 

B 

B 

B 

B 

B 

B 

else 

n 

B 

B 

B 

B 

B 

B 

B 

DispLayKSError(hwnd,  ReturnCode); 

u 

B 

B 

B 

B 

B 

> 

n 

B 

B 

B 

B 

B 

pKey  = pgpKeylterNext(pKeylter); 

n 

B 

B 

B 

B 

> 

tt 

B 

B 

B 

B 

pgpFreeKeylter(pKeylter); 

CCCHK: 
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n 

H 

R 

R 

> 

□ 

R 

R 

R 

pgpFreeKeyList(pKeyList); 

n 

R 

R 

R 

s w i 

tch(NumNotFound) 

a 

R 

R 

R 

n 

R 

H 

R 

R 

case  0 : 

□ 

R 

R 

R 

R 

B break; 

n 

R 

R 

R 

R 

case  1 : 

n 

H 

H 

R 

R 

B D i s p L a y KS E r r 0 r ( h wnd , E R R_U S E R_N0T_ F OU N D ) ; 

R 

R 

R 

R 

R 

B break; 

R 

R 

R 

R 

R 

default: 

R 

R 

R 

R 

R 

B D i s p 1 a y KS E r r 0 r ( h wnd , E RR_M AN Y_N0T_ F OU N D ) ; 

R 

H 

R 

R 

R 

B break; 

R 

R 

R 

R 

> 

R 

R 

H 

R 

if(HuLtiKeyBuffer) 

R 

R 

H 

R 

H 

R 

R 

R 

R 

pReceivedSet  = pgpImportKeyBuf f er( 

H 

R 

R 

R 

R 

B B B B B (unsigned  char  *)  M u L t i Key Bu f f e 

R 

R 

H 

R 

R 

B B B B B s t r L e n ( Hu L t i Key Bu f f e r ) ) ; 

R 

R 

R 

R 

R 

++count; 

R 

R 

R 

R 

R 

if(pReceivedSet) 

R 

R 

R 

R 

R 

{ 

R 

R 

H 

R 

H 

B ReturnCode  = Add Ke y S e t W i t h Con f i rm ( h wnd , 

R 

R 

R 

R 

R 

BBBBBBBBB  p R 6 c e i V e d S e t , 

R 

R 

H 

R 

R 

BBBBBBBBB  pKeyRings, 

H 

R 

R 

R 

R 

BBBBBBBBB  N u m K e y s F 0 u n d > 

R 

R 

R 

R 

R 

B pg p F r e e Ke y S e t ( pRe ce i ve d S e t ) ; 

R 

H 

H 

R 

R 

> 

R 

R 

R 

R 

R 

free(HuLtiKeyBuffer); 

R 

H 

R 

R 

> 

R 

R 

R 

> 

R 

R 

> 

R 

R 

else 

R 

R 

ReturnCode 

= ERR_BAD_PARAM; 

R 

> 

n return(ReturnCode); 
} 


BOOL  CALLBACK  G e t Ke y D L g P r o c CHWND  hDlg, 
n □ n □ n Q a UINT  uMsg, 

n n n n n n n WPARAM  wParam, 

n B n n n n n LPARAH  LParam) 

{ 

B BOOL  ReturnCode  = FALSE; 

B WDPLT  *pThreadArgs; 

B switch  (uMsg) 

B { 

B B case  WM_INITDI ALOG : 

B B { 

B B B S e n d D L g 1 1 emMe s 5 a g e (hDLg,  I D C_P ROG R E S S , PBM_S ET R A NG E , 

B B B B B B B B MAKELPARAM(0,100)); 

B B B S e nd D L g 1 t emMe s s a g e (hDLg,  I D C_P ROG R E S S , PBM_SETPOS,  0, 


0, 


0); 
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n 

B 

fl 

if{  LParam) 

□ 

B 

fl 

n 

B 

B 

fl 

char  TitLeC256!l; 

n 

B 

fl 

B 

S e t W i n do w Lon g ( h D L g , GW L_U S E R D AT A,  LParam); 

n 

B 

fl 

fl 

pThreadArgs  = (WDPLT  *)  LParam; 

n 

B 

B 

fl 

pTh r ea d A r g s->C a n c e L Pe n d i ng  = FALSE; 

n 

B 

B 

fl 

pT h r ea d A r g s -> h Wo r k i n g D L g = hDLg; 

n 

B 

B 

B 

SetActiveWindow(hDLg); 

Q 

B 

B 

B 

SetForegroundWindowChDLg); 

□ 

B 

B 

fl 

if(pThreadArgs->IsGet) 

n 

fl 

B 

B 

{ 

n 

B 

fl 

fl 

n i f ( pT h r e a d A r g s -> U s e r I d ) 

n 

B 

B 

B 

n n sprintfCTitLe, 

n 

B 

B 

fl 

n n n n "Getting  Key  For  %s". 

n 

B 

B 

B 

n n n n pTh r e a d A r g s ->U s e r I d ) ; 

n 

B 

fl 

fl 

n e L se 

n 

B 

B 

B 

n n strcpyCTitLe,  "Getting  Key"); 

□ 

B 

fl 

B 

n _b  eg  i n t h r ea  d C G e t Key  I n f oT  h r e a d , 0, 

C VO i d * ) 

n 

B 

fl 

fl 

> 

n 

B 

fl 

B 

e L s e 

n 

B 

fl 

B 

{ 

a 

B 

B 

B 

n i f ( pT h r e a d A r g s-> U s e r I d ) 

n 

B 

fl 

B 

o n sprintfCTitLe, 

s 

B 

B 

fl 

n n n n "Putting  Key  For  %s". 

□ 

fl 

B 

fl 

B n n n pTh r e a d A r g s ->U s e r I d ) ; 

Q 

B 

fl 

B 

n e L s e 

n 

fl 

fl 

fl 

B B StrcpyCTitLe,  "Putting  KeyCs)' 

n 

fl 

fl 

fl 

B _beg  i n t h r e a d C Pu  t Key  I n f oT  h r ea  d , 0, 

C uo i d * ) 

a 

B 

B 

B 

> 

n 

fl 

B 

B 

SendMessageChDLg,  WM_SETTEXT,  0,  CLPARAM)  TitL 

n 

B 

B 

> 

n 

fl 

fl 

break; 

B 

B 

> 

B 

B 

case 

WM 

_QUIT : 

B 

B 

case 

WM 

_DESTR0Y : 

B 

B 

i 

B 

B 

B 

EndDiaLogChDLg,  0); 

B 

B 

B 

ReturnCode  = TRUE; 

B 

B 

B 

break; 

B 

fl 

> 

n n 
n n 
a n 
n n 
Q n 
Q D 
□ □ 
n D 


case  PGPM_PROGRESS_UPDATE : 

{ 

n SetDLgItemTextChDLg,  I D C_ P ROG R E S S_T EXT , (char  *)  wParam); 
a SendDLgltemMessageChDLg,  I D C_ P ROG R E S S , PBM_SETPOS, 
n n n n n n (WPARAM)  LParam,  0); 
n ReturnCode  = TRUE; 
n break; 

} 


n n case  PG PM_ D I S H I S S_ PROG R E S S_ D LG : 
n n { 

n n n EndDiaLogChDLg,  TRUE); 

:[;CHK:11dddf55f00cbb72a233d3aac27d399d7915cc672a8533bd7d18699e00ed0f482:: 


1323 


Pretty  Good  Privacy  5.0^'^  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


getkeys.c 


n 

□ 

n 

break; 

n 

n 

> 

n 

n 

case  WM 

_C0MHAND  : 

□ 

a 

n 

Q 

n 

s w i t c h ( LO WOR D (wParam)) 

n 

a 

n 

{ 

n 

a 

□ 

B 

case 

1 IDCANCEL: 

n 

a 

B 

B 

< 

n 

B 

B 

B 

B 

i f ( ( pT h r ea d A r g s = (WDPLT  *)  G e t W i ndo w Lon g ( h D L g , 

n 

B 

B 

B 

B 

nnnnnnnnnn  G W L_U S E R D AT A ) ) ) 

n 

B 

B 

B 

B 

n pTh r e a d A r g s-> C a n c e L Pe nd i ng  = TRUE; 

n 

B 

a 

B 

B 

a SetDLgIteniText(hDLg,  I D C_PR0G  R E S S _T  E XT  , 

□ 

B 

n 

B 

B 

n n "Canceling  request.  This  may  take  a moment  ... 

n 

B 

n 

fl 

B 

n S end D L g 1 1 emM e s s a g e ( h D L g , I 0 C_P R OG R E S S , PBM_ 

SETPOS, 

n 

B 

n 

B 

B 

n n n n n n (WPARAM)  LParam,  0); 

n 

B 

B 

B 

B 

D EnableWindow  (GetDLgItem  (hDLg^  IDCANCEL), 

FALSE); 

Q 

B 

B 

B 

B 

} 

n 

B 

B 

B 

B 

else 

Q 

B 

B 

B 

B 

n EndDiaLog  (hDLg,  FALSE); 

n 

B 

B 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

B 

B 

break; 

n 

B 

B 

B 

> 

n 

B 

B 

> 

n 

B 

B 

ReturnCode  = TRUE; 

n 

B 

B 

break; 

n 

B 

> 

n 

} 

□ 

return 

(ReturnCode); 

> 


UINT  PGPExport  PG P key s e r ve rGe t Key s ( H WN D hwnd, 
nnnnnnna  char  *UserId, 

nnnnnnnn  char  **KeyBuffer) 

{ 

n WDPLT  Threadinfo; 

n assert(Userld); 
n assert (KeyBuffer); 
n *KeyBuffer  = NULL; 

n T h r ea d I nf o . h Pa r e n t = hwnd; 
n Th r eadinf o . U se r Id  = Userid; 
n Threadinfo. KeyBuffer  = KeyBuffer; 
n T h r ea d I n f o . C a n c e L Pe nd i ng  = FALSE; 
n Threadinfo. ReturnCode  = ERR_USER_NOT_FOUND; 
n Th readinf o . I sGet  = TRUE; 
n Threadinfo. HideHainWindowAtEnd  = TRUE; 


n D i a L ogBox Pa r a m ( ng_ h i n s t , 

n n n n n M AKE I NTR E S OU R C E ( I D D_G ET_KE Y_ D LG  ) , 

n n n n n Th r ea d I n f o . h Pa r en t , 

n n n n n (DLGPROC)  Ge t Key D L g P r o c , 

n n n n n (LPARAH)  SThreadlnfo); 


n r e t u r n ( T h r e a d I n f o . R e t u r n C od e ) ; 

> 
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UINT  PGPExport  PG P key s e r ve r Pu t Key s ( H WN D hwnd,  char  *UserIds, 
nnnnnnnnn  PGPKeySet  *pKeyRings) 

{ 

n UINT  ReturnCode  = SUCCESS; 
n char  *Start,  *End,  *IntUserId  = NULL; 

n a s s e r t ( U s e r I d s ||  pKeyRings); 


□ 

n 

a 

n 

Q 

n 

□ 

n 

□ 

D 

n 

n 

□ 

n 

D 

n 

□ 

n 

□ 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

a 

B 


if(Userlds) 

{ 

n Start  = End  = Userids; 

n whileCStart  SS  *Start  &S  ReturnCode  ==  SUCCESS) 

B { 

B B whileCEnd  SS  *End  &S  *End  !=  '\n') 

B B { 

B B B ++End; 

B B } 

B B i f ( Ma s s a g e U s e r I d ( & I n t U s e r I d , Start,  End)  ==  SUCCESS) 

B B { 

B B B ReturnCode  = PG P ke y s e r ve r Pu t Key C h wn d , IntUserld,  pKeyRings); 

B B } 

B B if(IntUserld) 

B B { 

B B B pgp F r ee ( I n t U se r I d ) ; 

B B B IntUserld  = NULL; 

B B > 

B B whiLeCEnd  SS  *End  SS  *End  ==  '\n') 

B B B ++End; 

B B Start  = End; 

B } 

} 

else 

{ 

B if(pKeyRings) 

B { 

B B ReturnCode  = PGPkeyserverPutKeyChwnd,  NULL,  pKeyRings); 

B } 

B else 

B B ReturnCode  = E R R_B A D_P A R AM ; 

> 


B i f (ReturnCode  !=  SUCCESS) 

B B D i s p L a y KS E r r o r ( h wnd , ReturnCode); 

B r e t u r n ( Re t u r nCode  ) ; 

} 


UINT  PGPExport  PG P key s e r ve r Pu t Key ( H WN D hwnd,  char  *UserId,  PGPKeySet  *pKeyRings) 
{ 

B WDPLT  Threadinfo; 

B PGPKeySet  * D e f a u L t Key s , *ThisKey  = NULL; 

B char  *Buffer  = NULL; 

B unsigned  int  BufSize  = 0,  RetryCount  = 0; 
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n UINT  ExportReturnCode; 
n assertdJserld  ||  pKeyRings); 
n pgpLiblnitC); 

n T h r ea d I n f o . R e t u r n C ode  = SUCCESS; 


n 

ifCUserld) 

□ 

D 

B 

if  ( ! 

pKeyRi ngs) 

□ 

B 

{ 

D 

B 

n 

DefauLtKeys  = pgpOpenDefauLtKeyRingsC FALSE,  NULL); 

Q 

B 

> 

n 

B 

else 

n 

B 

n 

B 

B 

DefauLtKeys  = pKeyRings; 

n 

B 

> 

n 

B 

i f ( Def au  L tKeys ) 

D 

B 

n 

B 

B 

if(*UserId  ==  "0*  &&  *(UserId  + 1)  — *x*) 

u 

B 

B 

i 

n 

B 

B 

fl 

PGPKey  *pSingleKey; 

n 

B 

B 

B 

i f ( pS i ng LeKey  = pg pG e t Key By Key  I D ( D e f a u L t Key s , Userid, 

n 

B 

B 

B 

nannnana  s t r L e n ( U s e r 1 d ) ) ) 

n 

B 

B 

B 

{ 

n 

B 

B 

B 

n ThisKey  = pg p Ne wS i ng 1 e t on  Key S e t ( p S i n g L e Key ) ; 

B 

B 

B 

B 

u pgp F reeKey ( pS i ng L eKey ) ; 

B 

B 

B 

B 

> 

B 

B 

B 

> 

B 

B 

B 

else 

B 

B 

B 

i 

B 

B 

B 

B 

ThisKey  = pg p F i L t e r Key S e t U s e r I D ( D e f a u L t Key s , Userid, 

B 

B 

B 

B 

nnnnnnnn  s t r L e n ( U s e r I d ) ) ; 

B 

B 

B 

> 

B 

B 

B 

if(ThisKey) 

B 

B 

B 

< 

/ /n 

B 

B 

B 

BufSize  = 1; 

/ /n 

B 

B 

B 

Buffer  = ma L L o c ( Bu f S i z e * s i z eo f ( c h a r ) ) ; 

/ /n 

B 

B 

B 

ExportReturnCode  = pg pExpo r t Key Bu f f e r ( Th i s Key , Buffer 

//n 

B 

B 

B 

a D n n Q Q n n □ □ KBufSize); 

B 

B 

fl 

B 

ExportReturnCode  = pg p Expo r t Key Bu f f e r ( T h i s Ke y , NULL, 

B 

B 

B 

B 

i f ( E xpo r t Re t u r n C od e ==  PGPERR_0K) 

B 

B 

B 

fl 

{ 

B 

B 

B 

B 

n /*Everything  is  probably  OK,  but  BufSize 

B 

B 

B 

B 

n *can't  possibly  be  alright,  so  we  need  to 

B 

B 

B 

B 

n *aLLocate  the  proper  ammount  of  space.*/ 

B 

B 

B 

fl 

n unsigned  int  NewBufSize; 

/ /n 

B 

B 

B 

a free(Buffer); 

B 

B 

B 

B 

a ++ BufSize;  /*Allow  for  a null*/ 

B 

B 

B 

B 

n Buffer  = ma L L o c ( Bu f S i z e * s i z eo f ( c ha r ) ) ; 

B 

B 

B 

B 

n NewBufSize  = BufSize; 
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□ 

n 

□ 

n 

B 

n 

n 

n 

n 

B 

Q 

n 

n 

n 

B 

□ 

n 

n 

n 

B 

//n 

n 

tt 

B 

B 

u 

n 

u 

B 

> 

n 

a 

n 

> 

n 

n 

> 

n > 
a else 
n { 


ExportReturnCode  = pg p Ex po r t Ke y Bu f f e r ( T h i s Key , Buffer, 
nnnnnnnnnn  SNeuBuf S i ze  ) ; 
*(Buffer  + BufSize)  = '\0'; 

Bu f f e r C N e wBu f S i z e 3 = '\0'; 
assertCNewBufSize  ==  BufSize); 


a n if(pKeyRings) 

n n { 

I la  a n BufSize  = 1; 


I In  n a Buffer  = maLLocCBufSize  * sizeof(char)); 


/ /a  a 
n n 

Q □ 
D n 

□ a 
n n 

□ □ 


n ExportReturnCode  = pgpExportKeyBufferCpKeyRings,  Buffer,  SBufSize); 
n ExportReturnCode  = pgpExportKeyBufferCpKeyRings,  NULL,  SBufSize); 
n i f ( Expo r t Re t u r n C od e ==  PGPERR_OK) 

n { 

n n /*Everything  is  probably  OK,  but  BufSize 
B B *can't  possibly  be  alright,  so  we  need  to 

n B *allocate  the  proper  ammount  of  space.*/ 


B 

I la 

B 

B 

B 

B 

B 

B 

I la 

I I a 

B 

B 

B 

a 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

> 


n B unsigned  int  NewBufSize; 

B B freeCBuffer); 

B B ++BufSize;  /*Allow  for  a null*/ 

n B Buffer  = mallocCBufSize  * sizeofCchar)); 

B B NewBufSize  = BufSize; 

n B ExportReturnCode  = pgpExportKeyBufferCpKeyRings, 

n B B B B B B B B B B Buffer,  SNewBufSize),' 

a a Bu f f e r C N e wBu f S i z e 3 = '\0'; 

B B *CBuffer  + BufSize)  = '\0'; 

a B assertCNewBufSize  ==  BufSize); 

B > 

n else 

B a Buf Si ze  = 1 ; 

} 

else 

B ThreadInfo.ReturnCode  = ERR_BAD_PARAM; 


B B B B 

i f C Th r ea d I nf o . Re t u r n Code  ==  SUCCESS  &S 
ExportReturnCode  ==  SUCCESS  SS 

SimplePGPAna lyzeBuf f erCBuf f er,  BufSize  - 1)  ==  S I M P LE AN  A L YZ E_KE Y ) 

{ 

B *CBuffer  + BufSize)  = '\0'; 


a B Th r e a d I n f o . h Pa r e n t = hwnd; 

B B Th r eadi nf o . U se r I d = Userid; 

B B ThreadInfo.KeyBuffer  = SBuffer; 

B B T h r ea d I n f o . C a n c e I Pe n d i n g = FALSE; 

B B ThreadInfo.ReturnCode  = ERR_USER_NOT_FOUND; 

B B T h r e a d I n f o . I s G e t = FALSE; 

B B ThreadInfo.HideMainWindowAtEnd  = TRUE; 

B B D i a I og Bo X Pa r am C Bg _ h i n s t , 


C[CHK:50e586b5fc08866443386a8cc9dfac5547aef8dd2ee30cccc43cb0199c26cb9c8:: 


1327 


Pretty  Good  Privacy  5.0^“'  — Windows  95/NT  Specific  Source  Code  © 1 997  Pretty  Good  Privacy,  Inc. 


getkeys.c 


□ □ Q 

a n n 

n □ □ 

□ □ a 

n > 


□ 

n 

a 


n 


n n HAKEINTRESOURCE(IDD_GET_KEY_DLG), 

n n Th read  I nf o . h Pa  rent , 

n n (DLGPROC)  G e t Key D L g P r o c , 

n n (LPARAM)  SThreadlnfo); 


n if(ThisKey) 
n { 

a n pg p F r e e Key S e t ( T h i s Key  ) ; 

n > 


n if(!pKeyRings) 
a { 

n n pgp F r eeKey S e t ( De f au L t Key s ) ; 

n } 

n pg p L i b C L ea  n u p ( ) ; 

n returnCThreadInfo.ReturnCode); 

> 


void  G e t Key  I n f oT h r e a d ( VO i d *pArgs) 

{ 

n HWND  hDLg; 

n WSADATA  wsaData; 

n struct  hostent  *pHostEnt; 

n struct  in_addr  ip; 

n struct  sockaddr_in  server_info; 
n SOCKET  sockf d; 

n char  bufferC8192]; 

n WDPLT*  pThreadInfo  = (WDPLT  *)  pArgs; 
n char  KeyserverlI255D; 

n unsigned  short  port; 

n BOOL  AutoGet; 

n BOOL  bResoLved; 

n ULONG  ulAddr; 


n hDLg  = pT h r ea d I n f o->h Wo r k i ng D L g ; 

n SendnessageChDLg,  PGPf1_PR0GRESS_UPDATE,  (WPARAM)  "Initializing  Winsock", 
n n n n (LPARAM)  0); 


n WSAStartupCMAKEWORDCI , 1),  SwsaData); 

n SendMessage(hDLg,  PGPM_PR0G R E S S _U PD AT E , (WPARAM)  "Looking  Up  Host", 
n n n n (LPARAM)  10); 

n G e t Key s e r V e r Va L u e s ( Key s e r V e r , Sport,  SAutoGet); 


D 

□ 

n 

n 

n 

□ 

□ 

□ 

n 

D 


bResoLved  = FALSE; 
uLAddr  = inet_addr  (Keyserver); 
if  ((uLAddr  !=  INADDR_NONE)  || 
n (Lstrcmp  (Keyserver,  "255.255.255.255") 
< 

a memcpy  (Sip,  SuLAddr,  sizeof(ip)); 
n s e r V e r _ i n f o . s i n_a dd r = ip; 

n s e r ve r _ i n f o . s i n_po r t = htons(port); 

n server_info.sin_famiLy  = AF_INET; 
n bResoLved  = TRUE; 


0)  ) 
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n 

n 

n 

n 

n 

n 

□ 

n 

Q 

n 

□ 

n 

n 


> 


else  { 
n if 
n n 
n n 
n □ 

□ □ 
n n 
a n 
n Q 
n n 
n > 


( ! HIT_CANCEL)  { 

ifCCpHostEnt  = g e t h o s t by n a me < Ke y s e rv e r ) ) &&  !HIT_CANCEL) 
{ 

n memcpy(&ip,  pHostEnt->h_addr,  sizeof(ip)); 
n server_info.sin_addr  = ip; 
n s e r ve r_ i n f 0 . s i n_po r t = htons(port); 
n s e r ve r_ i n f 0 . s i n_ f a m i L y = p H o s t E n t -> h_a dd r t y p e ; 
n bResoLved  = TRUE; 

> 


> 


n ifCbResoLved  &&  !HIT_ CANCEL) 
n i 

n n SendMessageChDLg,  PGPM_PROGRESS_UPDATE, 

n n n n n (WPARAH)  "Establishing  Connection",  (LPARAM)  20); 

n n ifCCsockfd  = s o c ke t < s e r ve r_ i n f o . s i n_f a m i I y , SOCK_STREAH,  0)) 


n 

n 

a 

Q 

ss 

! HIT 

.CANCEL) 

n 

Q 

i 

□ 

□ 

n 

if  ( ! 

connectCsockfd, 

Q 

□ 

□ 

n 

B 

B 

(struct  sockaddr  *)  & server.info. 

n 

a 

n 

a 

B 

B 

s i z e 0 f ( s e r V e r _ i n f o ) ) S&  !HIT_CANCEL) 

Q 

n 

n 

i 

s 

n 

a 

n 

SenclMessage(hDLg,  PGPM_PROGRESS_UPDATE, 

n 

Q 

n 

B 

B 

B 

n (WPARAH)  "Sending  Request",  (LPARAH)  35); 

n 

n 

o 

n 

sprintfCbuffer, 

n 

n 

n 

B 

B 

B 

"GET  /pks/Lookup?op=get&exact=on&search=%s  HTTP/1. 0\n 

Q 

n 

n 

B 

B 

B 

pThreadInfo->UserId) ; 

n 

n 

n 

B 

strcatCbuffer,  "User-Agent:  PGP/5.0  (Win32)\n\r\n\r"); 

n 

D 

□ 

B 

sencKsockfd,  buffer,  strLenCbuffer),  0); 

n 

n 

n 

B 

SendHessageChDLg,  PGPM_PROGRESS_UPDATE, 

n 

Q 

□ 

B 

B 

B 

n (WPARAH)  "Receiving  Data",  (LPARAH)  60); 

n 

n 

n 

B 

if  ( 

! HIT 

.CANCEL) 

n 

u 

Q 

B 

n 

Q 

n 

B 

B 

pT h r ea d I n f o-> Re t u r n C od e = R e c e i v eBu f f e r C 

D 

Q 

a 

B 

B 

B 

n n pThreadInfo-XeyBuffer,  sockfd,  SHIT. CANCEL); 

n 

□ 

n 

B 

B 

SendHessageChDLg,  PGPH_PROGRESS_UPDATE, 

o 

a 

n 

B 

B 

B 

n n (WPARAH)  "Cleaning  Up",  (LPARAH)  95); 

n 

n 

u 

B 

B 

i f ( 

!HIT. CANCEL  SS  pT h r e a d I n f o-> Re t u r n C od e ==  SUCCESS) 

n 

Q 

a 

B 

B 

{ 

a 

a 

u 

B 

B 

B 

if(SimpLePGPAnaLyzeBuffer(*(pThreadInfo->KeyBuffer), 

n 

n 

n 

B 

B 

B 

n n n n s t r L e n ( * ( pTh r ea d I n f o->Key Bu f f e r ) ) ) 

n 

Q 

a 

B 

B 

B 

n n n ==  S I H P LE AN A L Y Z E.KE Y ) 

n 

n 

n 

B 

B 

B 

n pT h r ea d I n f o-> R e t u r n C od e = SUCCESS; 

Q 

n 

n 

B 

B 

B 

else 

D 

n 

n 

B 

B 

B 

a pThreadInfo->ReturnCode  = E R R.U S E R.N OT. F 0 U N D ; 

n 

a 

n 

B 

B 

B 

SendHessageChDLg,  PGPH. PROGRESS. UPDATE, 

n 

n 

Q 

B 

B 

B 

n n n (WPARAH)  "Complete",  (LPARAH)  100); 

Q 

n 

n 

B 

B 

> 

n 

□ 

n 

B 

> 

n 

n 

n 

> 

n 

□ 

□ 

else 

n 

n 

n 

B 

pThreadInf o->ReturnCode  = E R R_U N AB L E_T0_0 PE N_ S 0 C KET ; 
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n n n cLosesocket(sockfd); 

n n > 

n n else 

n n n pTh r e a d I n f o->R e t u r n C od e = E R R_U N AB L E_T0_0 P E N_ S 0 C K ET  ; 
n } 

n else 

n n pT h r e a d I n f o->R e t u r n C od e = E R R_H 0 ST_N 0T_ F OU N D ; 


n WSACLeanupC); 

n PostMessageChDLg,  PG PM_ D I S M I S S _ PROG R E S S _ D LG , 0,  0); 
n H f (HIT_CANCEL) 

n n pT h r e a d I n f o->R e t u r n C od e = E R R_U S E R_ C AN C E L ; 

n _endthread(); 

> 

void  PGPExport  S t a r t Pu t Key  I n f oT h r ea d ( W D P LT  *pT h r ea d A r g s ) 

{ 

n _b e g i n t h re  a d ( Pu t Key  I n f oT h r e a d , 0,  (void  *)  pT h r ea d A rg s ) ; 

> 

void  Pu t Key I n f oT h r ea d ( VO i d *pArgs) 

{ 

n HWND  hDLg; 
a USADATA  wsaData; 
n struct  hostent  *pHostEnt; 

n struct  in_addr  ip; 

n struct  sockaddr_in  server_info; 

n SOCKET  sockfd; 

n char  *buffer,  *ErrBuffer  = NULL; 
n WDPLT*  pThreadInfo  = (WDPLT  *)  pArgs; 
n char  Key s e r v e r C 2 5 5 3 , *TempBu f f e r ; 

n unsigned  short  port; 

n BOOL  AutoGet; 

n ULONG  uLAddr; 

n BOOL  bResoLved; 

n pThreadInfo->ReturnCode  = SUCCESS ;n  n //assume  no  errors 
a hDLg  = pThreadInfo->hUorkingDLg; 

a SendHessage(hDLg,  PGPH_PROGRES S_UPDATE,  (WPARAM)  "Initializing  Winsock", 
n n n n (LPARAH)  0); 

n USAStartupCMAKEWORDd , 1),  SwsaData); 

n SendHessageChDLg,  PG PM_P ROG R E S S _U P D AT E , (WPARAM)  "Looking  Up  Host", 
n n n n (LPARAH)  10); 

n G e t Key s e r ve r Va I u e s ( Key s e r ve r , Sport,  SAutoGet); 

n bResolved  = FALSE; 

n uLAddr  = inet_addr  (Keyserver); 
n if  ((uLAddr  !=  INADDR_NONE)  || 

n n (Lstrcmp  (Keyserver,  "255.255.255.255")  ==  0)) 
n { 

B B memcpy  (Sip,  SuLAddr,  sizeof(ip)); 
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□ 

0 

s e r ve  r_ 

info 

. s 1 

n_addr  = ip; 

□ 

0 

s e r ve  r_ 

info 

. s i 

n_port  = htons(port); 

n 

0 

s e r V e 

info 

. s i 

n_famiLy  = AF_INET; 

n 

0 

bResoLved  = 

TRUE; 

n 

> 

□ 

else  { 

u 

0 

i f 

(!HIT_CANCEL)  { 

n 

0 

0 

ifCCpHostEnt  = g e t h o s t by na me ( Ke y s e r ve r ) ) S&  !HIT_CANCEL) 

n 

0 

0 

n 

0 

0 

0 

memcpyCSip,  p H o s t E n t -> h _a dd r , sizeof(ip)); 

□ 

0 

0 

0 

server 

_info.sin_addr  = ip; 

s 

0 

0 

0 

server 

_ i n f 0 . s i n_p 0 r t = htons(port); 

n 

0 

0 

0 

server 

_info.sin_famiLy  = pHostEnt->h_addrtype; 

n 

0 

0 

0 

bResoLved  = TRUE; 

□ 

0 

0 

> 

n 

0 

> 

Q 

> 

□ 

i f 

(bResoLved  &&  ! 

HIT_CANCEL) 

Q 

Q 

0 

SendMessageChDLg,  PGPH_PROGRESS_UPDATE, 

n 

0 

0 

0 

0 

(WPARAM)  "EstabLishing  Connection",  (LPARAM)  20); 

Q 

0 

ifCCsockfd  = 

= soc ke t ( s e r ve r_ i nf 0 . s i n_f ami L y , S0CK_STREAM,  0)) 

n 

0 

0 

0 

S&  ! 

! HIT_CANCEL) 

n 

0 

□ 

0 

0 

i f ( 

! connectCsockfd, 

n 

0 

0 

0 

0 

0 

(struct  sockaddr  *)  S server_info. 

n 

0 

0 

0 

0 

0 

s i z e 0 f ( s e r V e r _ i n f 0 ) ) 8S  !HIT_CANCEL) 

a 

0 

0 

{ 

n 

0 

0 

0 

SendHessageChDLg,  PGPM_PROGRESS_UPDATE, 

u 

0 

0 

0 

0 

0 

n (WPARAM)  "Sending  Key",  (LPARAM)  35); 

n 

0 

0 

0 

UrLEncodeCSTempBuffer,  *(pThreadInfo->KeyBuffer)); 

a 

0 

0 

0 

if(TempBuffer) 

a 

0 

0 

0 

i 

n 

0 

0 

0 

0 

buffer  = maLLoc((strLen(TempBuffer)  + 512)  * sizeofCchar 

n 

0 

0 

0 

0 

if(buffer) 

a 

0 

0 

0 

0 

i 

n 

o 

0 

0 

0 

0 

sp r i n t f ( buf f e r , "POST  /pks/add  HTTP/1. 0\n" 

a 

0 

0 

0 

0 

0 

n n "User-Agent:  PGP/5.0  (Win32)\n" 

n 

0 

0 

0 

0 

0 

n n "Content-Length:  %i\n\nkeytext=". 

n 

0 

0 

0 

0 

0 

a s t r L e n ( T empBu f f e r ) + 8); 

n 

0 

0 

0 

0 

0 

s t r ca t ( buf f e r , TempBuffer); 

a 

0 

0 

0 

0 

0 

send(sockfd,  buffer,  strLen(buffer),  0); 

a 

0 

0 

0 

0 

0 

SendMessage(hDLg,  PGPM_PROGRESS_UPDATE, 

n 

0 

0 

0 

O 

0 

n n (WPARAM)  "Receiving  Response",  (LPARAM)  60); 

n 

0 

0 

0 

0 

o 

free(buffer); 

□ 

o 

0 

0 

0 

0 

i f ( ! HIT_CANCEL) 

n 

0 

0 

0 

0 

0 

{ 

a 

0 

0 

0 

0 

0 

n pT h r e a d I n f o-> Re  t u r n C od e = R e c e i v eBu f f e r ( 

n 

0 

0 

0 

0 

0 

n n n n n SErrBuffer,  sockfd,  &HIT_CANCEL) 

a 

0 

0 

0 

0 

0 

n SendMessage(hDLg,  PG PM_P ROG R E S S_U PD AT E , 

a 

0 

0 

0 

0 

0 

n n n n (WPARAM)  "CLeaning  Up",  (LPARAM)  95) 

a 

0 

0 

0 

0 

0 

> 

a 

0 

0 

0 

O 

> 

n 

0 

0 

0 

0 

free(TempBuffer)  ; 

n 

0 

0 

0 

> 

0 

0 

0 

> 
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n a a else 

a a a a pT h r ea  d I n f o-> R e t u r n C ode  = E R R_U N AB LE_T0_0 P E N_ S 0 C KET ; 

a a a c L o s e s o c ke  t ( s o c kf  d ) ; 

a a } 

a a else 

a a a pT  h r e a d I n f o->  R e t u r n C od  e = E R R_U  N AB  LE_T0_0  PE  N_  S 0 C KET  ; 

a > 
a else 

a a pThreadInfo->ReturnCode  = ERR_H0ST_N0T_F0UND; 


a WSACLeanupC); 

a i f (HIT_CANCEL) 
a { 

a a pT h rea d I n f o-> Re t u r n C od e = E RR_U S E R_C AN C E L; 

a a if  (ErrBuffer) 

a a a free  (ErrBuffer); 

a } 

a else 

a { 

a a if(ErrBuffer) 

a a { 

a a a i f C pT h r e a d I n f o->H i d e Ma i nW i ndow A t E nd ) 

a a a a S h o wU i ndo w ( h D L g , SW_HI0E); 

a a a ProcessSendReturnChDLg,  ErrBuffer); 

a a a f r e e ( E r r Bu f f e r ) ; 

a a } 

a a else  if  C pT h r ea d I n f o->Re t u r n C od e ==  SUCCESS)  ( 
a a a pT h r e a d I n f o->Re t u r n C od e = E R R_N 0_R E S PO N S E_ F R0M_ S E R V E R ; 

a a } 

a } 


a Po s t Me s s a g e ( h D L g , PG PH_D I S M I S S_PR0G R E S S_0 LG , 0,  0); 


a _endt  h read  ( ) ; 

} 


UINT  PGPExport 
a a a a 

a a a a 

a a a a 

{ 


PGPkeyserverAddKeyBufferCHWND  hwnd, 
a a a a a a char  *Buffer, 

a a a a a a PGPKeySet  *pKeyRings, 

a a a a a a unsigned  Long  *N umKey s F oun d ) 


a unsigned  Long  ReturnCode  = E R R_KE Y R I NG_ F A I LU R E ; 
a PGPKeySet  *RingSet; 

a PGPKeySet  *NewKeySet; 

a assert(Buffer); 


a assert(NumKeysFound); 


pgpLiblnitC); 

a i f ( ! pKey R i ng  s ) 

a ( 

a a RingSet  = p g pO pe n D e f a u L t Key R i ng s ( T RU E , NULL); 
a } 
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n else 
n { 
n n 
n > 

n if(RingSet) 
n { 

n n NewKeySet  = pg p I mpo r t Key Bu f f e r ( ( u n s i g n e d char  *)  Buffer, 
n n n n n n n n n n strLen(Buffer)); 

n n if(NewKeySet) 

n n { 

a a n ReturnCode  = Add  Key S e t W i t h C on f i r m ( h wn d , NewKeySet,  RingSet, 
n n n n n n n n n n n n NumKeysFound); 

n n n pg p F r e e Key S e t ( N e wKey S e t ) ; 

n n > 

n n if(!pKeyRings) 

n n { 

n n n pgpFreeKeySet(RingSet); 

n n } 

n > 

n pgpLibCLeanupC); 

n return(ReturnCode); 

> 

KSERR  Ma s s a g e U s e r I d ( c h a r **UserId,  char  *Start,  char  *End) 

{ 

n KSERR  ReturnCode  = SUCCESS; 

n char  *LeftAngLe  = NULL,  *RightAngle  = NULL,  *p; 

n assert(Userld); 
n assert(Start); 
n assert(End); 

n ifCUserld  &S  Start  &S  End) 
n { 

n n /*Alright,  is  it  a "John  Doe  < j doe Bpg p . c om> " kinda  address?*/ 
n n *UserId  = pg pMemA L I o c ( E n d - Start  + 1); 

n n strncpy(*UserId,  Start,  End  - Start); 

n n *{*UserId  + (End  - Start))  = '\0'; 

n n i f ( ( Le f t Ang L e = s t r c h r ( * U s e r 1 d , '<'))) 

n a a RightAngLe  = strchrCLeftAngLe,  '>'); 

n n ifCLeftAngle  8&  RightAngLe) 

n n { 

n n n *RightAngLe  = '\0'; 

n n n memno ve ( *U s e r I d , LeftAngle  + 1,  RightAngLe  - LeftAngLe); 

□ n > 

n n p = *UserId; 

n n whiLeCp  &&  *p) 

n n { 

n n n if(*p=='') 

n n n n *p='+'; 
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n n n ++p ; 

n n > 

n > 

n else 

n n ReturnCode  = E RR_BA D_ P AR AM ; 

a return(ReturnCode); 

> 

LRESULT  WINAPI  Ge t Ema i L D L g P ro c (HWND  hDLg,  UINT  uMsg,  WPARAM  uParam, 


n 

a 

B 

B 

n n n n LPARAM  LParam) 

C 

n 

static 

BOOL 

IsFirstPaint  = TRUE; 

Q 

sw  i 

t c h 

( uMsg  ) 

n 

{ 

s 

n 

case  WM 

_INITDIAL0G : 

s 

Q 

B 

S e t W i ndou Long ( h D L g , G W L_U S E R D AT A , LParam); 

n 

n 

B 

S endMe s s a g e ( Ge t D L g 1 1 em ( h D L g , IDC_EHAIL),  EM_ 

SETLIMITTEXT, 

D 

B 

B 

B 

n n (WPARAM)  255,  0); 

n 

B 

B 

SetFocus(GetDLgItem(hDLg,  IDC_EMAIL)); 

n 

B 

B 

IsFirstPaint  = TRUE; 

n 

B 

B 

return  TRUE; 

n 

B 

case  WM 

_PAINT : 

u 

B 

n 

B 

B 

ifCIsFirst Paint) 

a 

B 

B 

c 

n 

B 

B 

B 

IsFirstPaint  = FALSE; 

□ 

B 

B 

B 

SetFocus(GetDLgItem(hDLg,  IDC_EMAIL)); 

n 

B 

B 

> 

n 

B 

> 

n 

B 

case  WM 

.COMMAND : 

n 

B 

{ 

n 

B 

B 

s w i 

tch  (LOWORD  (wParam)) 

Q 

B 

B 

{ 

n 

B 

B 

B 

case  IDOK: 

n 

B 

B 

B 

{ 

n 

B 

B 

B 

n char  *EmaiL; 

□ 

B 

B 

B 

n ifCCEmaiL  = (char  *)  G e t W i ndo w Long ( h D L g , GW L_U S E R D AT A ) ) ) 

D 

B 

B 

B 

n { 

a 

B 

B 

B 

n n Ge t D L g I t emT e X t ( h D L g , IDC.EMAIL, 

Email,  255); 

a 

B 

B 

B 

n > 

a 

B 

B 

B 

n E nd D i a L og ( h D L g , TRUE); 

a 

B 

B 

B 

n break; 

a 

B 

B 

B 

} 

n 

B 

B 

B 

case  IDCANCEL: 

Q 

B 

B 

B 

{ 

n 

B 

B 

B 

n End D i a L og ( h D L g , FALSE); 

n 

B 

B 

B 

D break; 

n 

B 

B 

B 

> 

n 

B 

B 

> 

n 

B 

B 

break; 

n 

B 

> 

a 

> 

n return  FALSE; 
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> 


static  unsigned  Long  R e c e i v eBu f f e r ( c h a r **buffer,  SOCKET  sockfd, 
nnnnnnnnn  BOOL  *CanceLFLag) 

{ 

n fd_set  set; 

n unsigned  Long  C h a r s R e c e i v e d = 0,  bufferSize  = 1,  ReturnCode  = SUCCESS; 
n char  TeiiipBufferC64!]; 

D struct  timevaL  timeout  = {120,  0>;  /*Timeout  the  seLect  after  120  seconds*/ 
n int  S e L e c t R e t u r n ; 

n assert(buffer); 


n *buf f er  = NULL; 

n FD_ZERO(&set  ) ; 

n FD_SET(sockfd,  &set); 

n SeLectReturn  = seLect(0,  &set,  NULL,  NULL,  Stimeout); 


n s w i t c h ( Se  L e c t Re  t u r n ) 
n { 

n n ca  s e 0 : 

n a n ReturnCode  = ERR_DATA_WAIT_TIHEOUT; 

n n n break; 


n 

B 

case  SOCKET 

.ERROR : 

n 

B 

n 

ReturnCode  = E R R_S OC KET_ E R R 0 R ; 

n 

n 

n 

break; 

Q 

□ 

d e f a u L t : 

Q 

□ 

n 

d 0 

n 

B 

B 

C 

a 

B 

B 

B 

Cha rsRecei ved  = recvCsockfd,  TempBuffer, 

a 

B 

B 

n 

B 

a n n n sizeof(TempBuffer)  - 1,  0); 

a 

B 

B 

n 

if(CharsReceived) 

n 

B 

B 

n 

Q 

B 

B 

B 

B 

*(TempBuffer  + CharsReceived)  = '\0'; 

a 

B 

B 

B 

B 

bufferSize  +=  CharsReceived; 

□ 

B 

B 

B 

B 

if(*buffer) 

n 

n 

n 

n 

B 

{ 

n 

n 

n 

□ 

B 

n *buffer  = 

n 

□ 

D 

□ 

B 

n n r ea L L 0 c ( *bu f f e r , 

Q 

n 

n 

n 

B 

n n n n bufferSize  * s i z e o f ( c h a r ) ) ; 

a 

n 

n 

B 

B 

} 

a 

n 

n 

B 

B 

e L s e 

n 

n 

n 

B 

B 

{ 

a 

n 

n 

B 

B 

n *buffer  = 

B 

n 

Q 

B 

B 

n n ma  L L 0 c ( b u f f e r S i z e * s i z e o f ( c h a r ) ) ; 

B 

B 

n 

B 

B 

n **buffer  = '\0'; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

s t r c a t ( *bu f f e r , TempBuffer); 

B 

B 

B 

B 

> 

B 

B 

B 

> w h i 

L e ( C ha r s Rec e i ved  &S  (CCanceLFLag  &&  *CanceLFLag  = = 

u 

B 

B 

B 

B 

n n n n n ||  ICanceLFLag)); 

B 

B 

B 

if(*CanceLFLag) 

B 

B 

B 

B 

ReturnCode  = E R R_U S E R_ C AN C E L ; 

B 

B 

B 

break; 

FALSE) 
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n 


> 


n re t u rn ( Re t u rnCode  ) ; 

> 

static  unsigned  Long  P ro c e s s S e nd Re t u rn ( H WN D hwnd,  char  *buffer) 
{ 

n char  *p; 

n i n t X ; 

n unsigned  Long  MessagelD  = 0,  TitLelD  = 0; 
n char  OutputHessageC10243; 
n char  Ou t pu t T i t L e C 1 0 2 4 D ; 
n char  *TempBuffer; 

n BOOL  IsError  = TRUE,  FoundError  = FALSE; 

n UINT  HBType  = HB_ICONERROR  | MB_OK; 
n unsigned  Long  ReturnCode  = SUCCESS; 

o assert(buffer); 

n TempBuffer  = maLLocCCstrLenCbuffer)  + 1)  * sizeofCchar)); 


n if(TempBuffer) 
n { 

n n s t r cpy ( TempBuf f e r , buffer); 
a B p = TempBuffer; 


n 

n 

/*The 

first 

step  is  to  skip  over  the  HTTP  headers.*/ 

Q 

Q 

P = 

strstrCbuffer,  "\r\n\r\n"); 

n 

n 

i f ( p ) 

n 

u 

n 

n 

O 

/*Next, 

skip  the  titLe*/ 

n 

u 

n 

P 

= strstrCp,  "<p>\r\n"); 

Q 

n 

a 

i ■ 

f (p) 

n 

n 

n 

n 

n 

o 

□ 

+ + p; 

□ 

□ 

n 

□ 

/*Next,  skip  the  header  (<h1>)*/ 

n 

n 

n 

n 

P = 

strstrCp,  "<p>\r\n"); 

□ 

a 

Q 

n 

i f ( p ) 

n 

n 

□ 

n 

n 

n 

a 

D 

n 

/*Last,  jump  the  <p>\r\n  we  just  found*/ 

n 

D 

a 

n 

n 

P +=  5; 

n 

n 

n 

n 

Q 

/*Sometimes,  it  has  a "<pre>...</pre>"  tag,  so 

o 

n 

n 

n 

n 

*those  up.  IdeaLLy,  if  we  ever  have  to  show 

n 

n 

D 

n 

n 

*user,  we  don't  want  the  raw  HTML  to  pop  out. 

n 

a 

n 

n 

n 

*/ 

n 

a 

Q 

n 

D 

i f ( s t r n c mp ( p , "<pre>",  5)  ==  0) 

n 

n 

n 

D 

n 

{ 

n 

n 

□ 

n 

□ 

n char  *p2; 

n 

a 

a 

n 

n 

B p +=  5; 

n 

n 

u 

n 

Q 

n p2  = strstrCp,  "</pre>"); 

n 

n 

n 

n 

n 

n i f C p2  ) 

n 

n 

n 

n 

n 

B B *p2=  '\0'; 

n 

n 

Q 

n 

n 

> 

n 

D 

Q 

n 

a 

whi LeCisspaceC*p)) 

a 

Q 

n 

n 

a 

B + + p; 

n 

a 

n 

n 

B 

/*God  wiLLing  and  the  creek  don't  rise,  p now 

n 

a 

n 

n 

B 

*actuaL  error  message.  See  if  we  can  Look  it 

Let's  cLean 
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□ 

B 

B 

B 

B 

f 0 r ( X = 

0;  ErrorTableCx].ServerMessageC0Il  &&  IFoundError; 

n 

B 

B 

B 

B 

B 

fl 

+ + X ) 

n 

B 

B 

B 

B 

{ 

□ 

B 

B 

B 

B 

B 

ifCstrncmpCErrorTabletxT.ServerMessage,  p. 

Q 

B 

B 

B 

B 

B 

fl 

n n s t r 1 e n ( E r r 0 r Ta b 1 e C X 3 . S e r V e r M e s s a g e ) ) ==  0) 

n 

B 

B 

B 

B 

B 

i 

n 

B 

B 

B 

B 

fl 

fl 

FoundError  = TRUE; 

n 

B 

B 

B 

B 

B 

B 

MessagelD  = ErrorTableCxT.MessagelD; 

n 

B 

B 

B 

B 

B 

fl 

TitlelD  = E r r 0 r Ta b 1 e C X 3 . T i t 1 e I D ; 

n 

B 

B 

B 

B 

fl 

B 

IsError  = E r r o r Ta b 1 e C x 3 . I s E r r o r ; 

B 

B 

B 

B 

B 

fl 

> 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

/*It 

: * s a 

1 known  return;  look  it  up*/ 

B 

B 

B 

B 

B 

■if(MessagelD) 

B 

B 

B 

B 

B 

i 

B 

B 

B 

B 

B 

B 

Lo a d S t r i ng C g_ h i n s t , MessagelD,  0 u t pu t M e s s a g e , 

B 

B 

B 

B 

B 

B 

B 

n n sizeof(OutputHessage)); 

B 

B 

B 

B 

B 

fl 

ifCMessagelD  ==  I D S_KE Y S_ A D D E D_0K ) 

B 

B 

B 

B 

B 

B 

i 

B 

B 

B 

B 

fl 

B 

fl 

char  TempBu f C 1 02 4 3 ; 

B 

B 

B 

B 

B 

B 

B 

i nt  NumAdded  = 0; 

B 

B 

B 

B 

B 

B 

B 

whileCp  &&  *p  &&  ! i sd i g i t ( *p  ) ) 

B 

B 

B 

B 

B 

B 

B 

n + + p; 

B 

B 

B 

B 

B 

fl 

B 

NumAdded  = atoi(p); 

B 

B 

B 

B 

B 

B 

fl 

sprintfCTempBuf,  OutputMessage,  NumAdded); 

B 

B 

B 

B 

B 

fl 

B 

strcpyCOutputHessage,  TempBuf); 

B 

B 

B 

B 

fl 

fl 

> 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

<. 

B 

B 

B 

B 

fl 

fl 

if  ( 

*p)  strcpyCOutputMessage,  p); 

B 

B 

B 

B 

fl 

fl 

else 

{ 

B 

B 

B 

B 

B 

B 

fl 

LoadString(g_hinst,  IDS_ERR_UNKNOWN_SERVER_RESPONSE 

B 

B 

B 

B 

B 

B 

B 

n Ou t pu t Me s s a g e , s i z eo f ( Ou t pu t Me s s a g e ) ) ; 

B 

B 

B 

B 

B 

fl 

B 

TitlelD  = IDS_SERVER_ERROR_TITLE; 

B 

B 

B 

B 

fl 

fl 

> 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

/*Get  the  title*/ 

B 

B 

B 

B 

fl 

ifCTitlelD) 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

fl 

LoadString(g_hinst,  TitlelD,  Output! i tie. 

B 

B 

B 

B 

B 

B 

B 

n n s i z eof ( Ou t pu t T i t 1 e ) ) ; 

B 

B 

B 

B 

fl 

B 

/*It 

may  be  a successful  message,  in  which  case,  we 

B 

B 

B 

B 

fl 

B 

*don't  want  to  display  the  error  message  icon,  we 

B 

B 

B 

B 

fl 

fl 

*want  the  informational  one. 

B 

B 

B 

B 

fl 

fl 

*/ 

B 

B 

B 

B 

fl 

fl 

i f ( ! 

IsError) 

B 

B 

B 

B 

B 

B 

n 

MBType  = MB_ I C ON  I N F 0 RM AT  I ON  | MB_0K; 

B 

B 

B 

B 

B 

> 

B 

B 

B 

B 

B 

else 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

s t r c 

pyCOutputTitle,  "Server  Response"); 
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□ n □ 

□ □ n 
n n n 
c B □ 
B B > 


B B B MBType  = MB_ I C ON E X C LAM AT  I ON  | nB_OK; 

B B > 

B } 

> 


B 

B 

B 

B 

B 

B 


B 1 f ( ! p)  { 

n B LoadString(g_hinst,  I D S_E R R_U N KN 0 WN_ S E R V E R_ R E S PO N S E , 
a B B OutputMessage,  sizeof(OutputMessage)); 

B B strcpyCOutputTitLe,  "Unrecognized  Server  Response"); 

B > 

B MessageBoxChwnd,  OutputHessage,  OutputTitLe,  MBType); 


B B free  ( TempBuf f e r ) ; 

B > 

n else 

B B ReturnCode  = E R R_H A LLOC _ FAILURE; 


B r e t u r n ( Re t u r nCode ) ; 

> 


void  PGPExport  D i s p I a y KS E r r o r ( H WN D hwnd,  unsigned  Long  ReturnCode) 
{ 

n char  Ou  t p u t Bu  f C 1 024  D , TitLeC1  024Il; 

B i n t X ; 

n unsigned  Long  StringToLoad  = 0; 

B forCx  = 0;  E r rTo S t r i ngTa b L e C X D . Ra wC od e &&  ! S t r i ngTo Loa d ; + + x) 

B { 

B B i f ( E r r ToS t r i n gTa b L e C X 3 . Ra w C ode  ==  ReturnCode) 

B B B StringToLoad  = E r r To S t r i ngTa b L e C x D . S t r i ng I D ; 

B } 


B i f ( St r i ngTo Load ) 

B { 

B B Loads t r i ng ( g_h i ns t , StringToLoad,  OutputBuf,  s i z e o f C 0 u t pu t Bu f ) ) ; 

n B Loa d S t r i ng ( g_ h i n s t , I DS_GENERAL_ERROR,  TitLe,  s i z eo f ( T i t L e ) ) ; 

B B MessageBox ( hund,  OutputBuf,  TitLe,  MB_0K  | HB_ I C ON E R RO R ) ; 

B } 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#ifndef  GETKEYS  H 


#def i ne 


GETKEYS  H 


UINT  PGPExport  PG P key s e r ve r G e t A nd Ad d Ke y s ( H WN D hwnd, 
nnnnnnnnnn  char  *UserId, 

nnnnnnnnnn  PGPKeySet  *p Add F r omKey R i n g , 

nnnnnnnnnn  PGPKeySet  *pKeyRings, 

n n n n n n n n n n unsigned  Long*NumKeysFound); 

UINT  PGPExport  PGPkeyserverGetKeysCFIWND  hwnd,  char  *UserId,  char  **KeyBuffer); 
UINT  PGPExport  PG P key s e r ve r Pu t Key s ( H W N D hwnd,  char  *UserIds, 
n n n n n n n n n PGPKeySet*pKeyRings); 

UINT  PGPExport  PG P ke y s e r v e r Pu t Ke y C H WN D hwnd,  char  *UserId, 
nnnnnnnnn  PGPKeySet  *pKeyRings); 

UINT  PGPExport  PG P key s e r v e r Ad d Key Bu f f e r ( H WN D hwnd, 
nnnnnnnnnn  char  *Buffer, 
nnnnnnnnnn  PGPKeySet  *pKeyRings, 
n n n n n n n n n n unsigned  Long  *NumKeysFound); 

KSERR  Ma s s a g e U s e r I d ( c ha r **UserId,  char  *Start,  char  *End); 

LRESULT  WINAPI  G e t Ema i L D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
n n n n n n n n LPARAMLParam); 

void  PutKeyInfoThreadCvoid  *pArgs); 


typedef  struct  _wdpLt 


Q 

HWND 

hWorkingDLg; 

a 

HWND 

hParent; 

n 

BOOL 

CanceLPending; 

n 

char 

*UserId; 

n 

char 

**KeyBuffer; 

n 

UINT 

ReturnCode; 

n 

BOOL 

I s G e t ; 

n 

BOOL 

HideMainWindowAtEnd; 

>WDPLT; 

void  G e t Key I n f oT h r ea d ( VO i d *pArgs); 
#endif  //  GETKEYS  H 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  <windows.h> 


#define  KEYSERVER_MAIN 
#incLude  "keyserver.h" 

BOOL  WINAPI  DLLHain  (HINSTANCE  hinstDLL,  DWORD  f d w Re  a s on , L P VO  I D LpvReserved) 
{ 

switch  (fdwReason)  { 

case  DLL_PROCESS_ATTACH : 
g_hinst  = hinstDLL; 

n n //vErrorOut(fg_white,"DLL_PROCESS_ATTACH\n"); 

break; 

case  DLL_THREAD_ATTACH  : 

n n / / V E r r o r Ou t ( f g _ w h i t e , " D L L_T H R E A D_ ATT  A C H \ n " ) ; 

break; 

case  DLL_THREAD_DETACH : 

n n //vErrorOut(fg_red,"DLL_THREAD_DETACH\n"); 

n n break; 

case  DLL_PROCESS_DETACH : 

n n / / V E r r o r 0 u t ( f g_ r ed , " D L L_P RO C E S S_ D ET A C H \ n " ) ; 

break; 

} 

return(TRLJE)  ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#ifdef  KEYSERVER_MAIN 
#define  EXTERN 

# e L s e 

#define  EXTERN  extern 

# e n d i f ; 

HINSTANCE  EXTERN  g_hinst 
#ifdef  KEYSERVER_HAIN 
n = NULL 

# e n d i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

KSERR  PGPExport  G e t Key s e r v e r Va L ue s ( c h a r *Keyserver,  unsigned  short  *Port, 
nnnnnnn  nn  BOOL  *AutoGet); 

KSERR  SetKeyserverVaLuesCchar  *Keyserver,  unsigned  short  Port,  BOOL  AutoGet); 
#define  D E F AU LT_KE Y S E R V E Rn  "pgpkeys.mit.edu" 
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menus. c 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

#incLude  <windoHS.h> 

#incLude  <assert.h> 

#incLude  <stdio.h> 


^define  PGPLIB 
^define  KEYSERVER  DLL 


#incLude 
#incLude 
#i  nc  Lude 


. .\incLude\config.h" 

. .\incLude\pgpkeydb.h" 

. .\incLude\pgpkeyserversupport.h 


#incLude 
# i n c L u d e 
#incLude 
#i  n c L ude 
#incLude 


"winids.h" 
"resource. h" 
" me  n u s . h " 
"getkeys.h" 
"keyserver.h 


KSERR 

PGPExport 

PGP  key se r ve rBu i L dMenu ( un s i gned  Long  F u n c t i o n s D e s i r ed , 

n 

n 

B 

B 

B 

B 

HMENU  hMenu, 

□ 

n 

B 

B 

B 

B 

UINT  Position); 

KSERR 

PGPExport 

PG Pkeys e rve rBu i L dSubHenu ( un s i gned  Long  F u n c t i on s D e s i r e d , 

n 

n 

B 

B 

B 

B 

n HHENU  hParentHenu, 

n 

B 

B 

B 

B 

B 

n HMENU  hSubHenu, 

n 

B 

B 

B 

B 

B 

n UINT  SubMenuPos i t i on  ) 

{ 

n KSERR  ReturnCode  = SUCCESS; 


n a s se r t C h Pa r en t Menu ) ; 

n a s s e r t ( h S ubH e n u ) ; 


n i f ( hPa rentHenu  &&  hSubHenu) 
n { 

n n I nse r t Menu ( h Pa r en t Menu, 


B 

fl 

SubMenuPosi tion. 

B 

B 

H F_BYP0SITI0N  | MF_P0PUP, 

B 

B 

(UINT)  hSubHenu, 

B 

B 

"Keyserver"); 

n n ReturnCode  = PG P key s e r ve r Bu i L dMe n u C F u n c t i o n s D e s i r e d , hSubHenu, 
n n n n n n n n n n n 0xFFFFFFFF); 
n > 
n e L s e 

n n ReturnCode  = E RR_B A D_ P AR AM ; 

n r e t u r n ( Re t u r n C ode  ) ; 

> 

KSERR  PGPExport  PG P key s e r ve r Bu i L dM en u ( u n s i g n e d Long  F u n c t i on s D e s i r e d , 
n n n n n n HHENU  hMenu, 

n n n n n n UINT  Position) 
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UINT  ReturnCode  = SUCCESS; 
assert(hMenu); 

i f ( ! ( ( Funct ionsDesi red  S KS_NO_GET_KE YS  ) ==  KS_NO_GET_KEYS ) ) 
{ 

n I ns e r t Menu ( hMenu, 


n 

Q 

n 

n 

Position, 

n 

n 

n 

n 

MF_BYP0SITI0N  | 

MF_STRING, 

n 

n 

D 

n 

I D_GET_KEY, 

n 

n 

n 

n 

"Get  Selected  Keys"); 

n 

> 

n 

if  ( 

! ( ( F u n c t i on s D e s i r ed  & KS_N0 

_SEND_KEYS)  == 

n 

f 

n 

n 

InsertMenuChMenu, 

n 

Q 

Q 

a 

Position, 

o 

n 

D 

a 

MF_BYP0SITI0N  | 

MF_STRING, 

n 

Q 

n 

n 

I D_SEND_KEYS_T0 

_SERVER, 

n 

n 

n 

n 

"Send  Selected 

Keys  " ) ; 

n 

> 

n 

if  C 

! ( ( F un c t i on s D e s i r ed  & KS_N0 

_GET_NEU_KEY)  = 

n 

{ 

n 

n 

InsertMenuChMenu, 

n 

n 

n 

D 

Position, 

n 

n 

□ 

n 

MF_BYP0SITI0N  | 

MF_STRING, 

o 

n 

n 

n 

ID_GET_NEW_KEY, 

n 

tt 

n 

n 

"Find  New  Key") 

r 

n 

> 

KS  NO  SEND  KEYS)) 


KS  NO  GET  NEW  KEY)) 


return(ReturnCode); 


KSERR  PGPExport  PG P key s e r v e r P r o c e s s Me s s a g e ( H WN D hwnd. 


n 

n 

n 

n 

Q 

n 

n 

n 

n 

s 

n 

n 

n 

n 

n 

D 

□ 

Q 

n 

n 

n 

n 

n 

□ 

n 

□ 

a 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

□ 

KSERR 

ReturnCode  = 

SUCCESS; 

n 

unsigned 

Long 

Num  Found 

= 0; 

unsigned  Long  Commandld, 
char  *Se L e c t edKey s , 

BOOL  *Upda t e d Key s , 
PGPKeySet  *p S ou r c e Key R i n g , 
PGPKeySet  *p D e s t Key R i ng ) 


Q s w i t c h ( C omma nd 1 d ) 

n { 


D 

D 

case 

ID_GET_KEY: 

n 

n 

{ 

n 

n 

n 

ReturnCode  = PG P key s e r ve r G e t An d Add  Key s ( h wnd , 

□ 

n 

n 

Q Q n n a 

n □ 

n 

n 

SelectedKeys, 

n 

n 

n 

n □ n n n 

n n 

n 

n 

pSourceKeyRi ng. 

n 

n 

Q 

n n n n n 

n D 

□ 

tt 

pDestKeyRi ng. 

n 

n 

n 

n n n n D 

n n 

n 

tt 

SNumFound); 

n 

n 

n 

i f(N urn  Found) 

a 

n 

n 

n *UpdatedKeys  = 

TRUE; 

D 

D 

> 

n 

a 

break; 
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n n case  ID_GET_NEW_KEY: 

n n { 

n n n char  EmaiLAddress[255!]; 


□ 

n 

Q 

n 

Et 

n 

n 

n 

□ 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

> 


if(DiaLogBoxParam(g_hinst, 


B 

B 

B 

MAKEINTRESOURCE(IDD_GET_EMAIL), 

B 

B 

B 

hwnd. 

B 

B 

B 

GetEmai LDLgProc, 

B 

B 

B 

(LPARAM)  Ema i L Ad d r e s s ) ) 

n ReturnCode  = PG P ke y s e r v e rG e t An d Ad d Key s ( h wnd , 


B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

Emai LAddress, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

NULL, 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

pDestKeyRi ng. 

B 

B 

B 

B 

B 

B 

B 

B 

B 

B 

SNumFound) ; 

n if(NumFound) 

B B *UpdatedKeys  = TRUE; 
> 


break; 


B 

B 

B 

B 

B 

B 

B 

B 


n case  ID_SEND_KEYS_TO_SERVER: 
n { 

B B *UpdatedKeys  = FALSE; 

B B ReturnCode  = PG P key s e r ve r Pu t Key s ( h wnd , S e L e c t e d Key s , 

BBBBBBBBBB  p S o u T c 6 K e y R 1 n g ) ; 

n B brea  k; 

n > 

> 


n r e t u r n ( Re t u r n C od e ) ; 

> 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 


* $Id$ 

*/ 

KSERR  PGPExport  Bu i L dM enu ( u n s i g n e d Long  F u n c t i o n s De s i r e d , 
n n n n n n HHENU  hHenu, 

n n n n n n UINT  Position); 
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resource. h 


/* 

* Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

//{{NO_DEPENDENCIES>> 

//  Microsoft  DeveLoper  Studio  generated  incLude  fiLe. 

//  Used  by  PGPkeyserver . rc 
// 


#define  I D S _ PU BKE Y_ D E C 0 D E_ F A I L E D 1 

#define  I D S_ S E R V E R_ E R RO R_T I T LE  2 

#define  I D S _KE Y S _ A D D E D_0 K 3 

//define  I D S _S  E R V E R_OK_T  I T L E 4 

//define  I D S _ N 0_N  E W_KE  Y S _ A D D E D D 5 

//define  I D S _0  N E_N  E W_KE  Y_G  OTT  E N 6 

//define  I D S_M  AN  Y_N  E W_KE  Y S _G  OTT  E N 7 

#define  I D S_G E N E R A L_ E R RO R 8 

^define  I D S _ E R R_ U S E R_ N 0T_ F 0 U N D 9 

//define  I D S_E  RR_KE  YR  I NG_  F A I LUR  E 10 

//define  I D S _ E R R_M  A LLO  C_  F A I LU  R E 11 

//define  I D S_  E R R_  D AT  A_  W A I T_T  I H E 0 UT  12 

//define  I D S _ E R R_  S 0 C KET_  E R RO  R 13 

//define  I D S _ E R R_  H 0 ST_N0T_  F OU  N D 14 

//define  I D S _ E R R_U  N AB  LE_T0_0  P E N_  S 0 C KET  15 
//define  I DS_ERR_MANY_NOT_FOUND  16 

#define  I D S _ H E LP F I L E N AM E 17 

^define  I D S _R E G I S T R YKE Y 18 

//define  I D S _ E R R_U  N KN  0 WN_  S E R V E R_R  E S PO  N S E 19 
//define  I D D _G  ET_KE  Y_  D LG  101 

//define  IDD_KSPREF  102 

#define  I D D_G ET_ EH A I L 103 

#define  IDC_PROGRESS  1000 

//define  IDC_PROGRESS_TEXT  1001 

//define  IDC_EHAIL  1001 

//define  IDC_SERVER  1007 

//define  IDC_P0RT  1008 

#define  I D C _BUTTON_R E S ET  1009 

#define  I D C _C H E C K_ A UTO_G ET  1010 


//  Next  defauLt  vaLues  for  new  objects 
// 

//ifdef  APSTUDIO_INVOKED 
#ifndef  APSTUDIO_READONLY_SYHBOLS 
#define  _APS_NEXT_RESOURCE_VALUE  104 

//define  _ A PS_N  E XT_C  OMM  AN  D_  V A LU  E 40001 

//define  _ A PS_N  E XT_C  0 N T RO  L_V  A LU  E 1011 

//define  _ A P S_N  E XT_  S YM  E D_  V A LU  E 101 

//endi  f 
//end  i f 
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/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 


* $Id$ 
*/ 


^include 


<wi ndows . h> 


^include  <assert.h> 


#define  PGPLIB 
^define  KE YS E R V E R_ D LL 


^include  "..\incLude\config.h" 

^include  ". .\incLude\pgpkeyserversupport.h 


#incLude 
#i nc  Lude 
^include 
#i nc  Lude 


keyserver.h 
resource. h" 
settings. h" 
ksconfig.h" 


#incLude  "PGPkeyserverHeLp.h 


static  DWORD  aldsC]  = {nn 
n I DC_SERVER,nn  a a 

n IDC_P0RT,n  n n n 

a I DC_CHECK_AUTO_GET,nn 

n I DC_BUTTON_RESET,n  n 

0,0 

>; 


n //  HeLp  IDs 

IDH_PGPKSPREF_SERVER, 

IDH_PGPKSPREF_PORT, 

IDH_PGPKSPREF_AUTOGET, 

IDH_PGPKSPREF_RESET, 


// I 

//  get  PGPkeys  path  from  registry  and  substitute  HeLp  fiLe  name 


VOID  Ge t He L p F i L ePa t h (LPSTR  LpszFiLe,  INT  iLen)  { 
n HKEY  hKey; 

n LONG  LResuLt; 

n CHAR  szCMAX.PATHI; 

n CHAR*  p; 

n DWORD  dwVaLueType,  dwSize; 

n CHAR  szBufC256]; 

n Lstrcpy  (LpszFiLe, 

n Loadstring  (g_hinst,  IDS_REGISTRYKEY,  szBuf,  sizeof(szBuf)); 
n LResuLt  = RegOpenKeyEx  ( H KE Y_ C U R RE NT_U S E R , szBuf,  0,  KEY_READ,  ShKey); 

n if  (LResuLt  ==  E R RO R_S U C C E S S ) ( 
n n dwSize  = iLen; 

n n LResuLt  = RegQu e r y Va L ue E x (hKey,  "ExePath",  0,  &dwVa L ueType, 
nnnnnnnnn  ( LPB YT E ) L p s z F i L e , SdwSize); 
n n RegCLoseKey  (hKey); 

n n p = strrchr  (LpszFiLe,  '\\'); 

n n i f ( p)  { 

n n n p++; 

n n n *p='\0'; 

n n > 

n n eLse  Lstrcpy  (LpszFiLe,  ""); 

n } 
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a Loadstring  (g_hinst,  I D S_H E LP F I LE N AM E , sz,  sizeof(sz)); 
n Lstrcat  (LpszFiLe,  sz); 

} 


KSERR  PGPExport  PG P key s e r ve r S e t u pKe y S e r ve r S e 1 1 i ng s Pa g e ( PRO  PS H E ET P AG E *pPSP) 
{ 

n KSERR  ReturnCode  = SUCCESS; 

n assert(pPSP); 

n if(pPSP) 

n { 

n n pPSP->dwSize  = s i z e o f ( P RO P S H E ET P AG E ) ; 
n n pPSP->dwF Lags  = P S P_U S ET I T L E | P S P_ H A S H E LP ; 
n n pPSP->hInstance  = g_hinst; 

n n pPSP->pszTempLate  = M A KE I NT R E S OU R C E ( I D D_KS P R E F ) ; 
n n pPSP->pszIcon  = NULL; 

n n pPS P->p f n D L g P ro c = Key S e r v e r P r o p D L g P r o c ; 

n a pPSP->pszTi t Le  = "KeyServer"; 

n n pPS P-> L Pa  ram  = 0; 

n a p PS P->p f n C a L L ba c k = NULL; 

n } 

n else 

n B ReturnCode  = ERR_BAD_PARAH; 

B r e t u r n ( Re t u r n C od e ) ; 

} 


//  Message  processing  function  for  property  sheet  dialog 

LRESULT  WINAPI  Key S e r ve r P r op D L g P r o c CHWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
BBBnnnBBn  LPARAM  LParam) 

{ 

B char  Key s e r ve r C 2 5 5 D ; 

B unsigned  short  Port; 

B BOOL  AutoGet; 

B static  CHAR  szHeLpFiLeCMAX_PATHD; 


n 

switch 

( uMsg ) 

n 

n 

n 

case  WM_INITDI ALOG : 

D 

n 

Q 

Ge t H e L p F i L e Pa t h (szHeLpFiLe,  s i z eof C s z H e L p F i L e ) ) ; 

n 

n 

Q 

i fCGetKeyserverVa  LuesCKeyserver, 

&Port,  &AutoGet ) 

s 

n 

n 

{ 

Q 

n 

n 

B SetDLgItemTextChDLg,  IDC_SERVER,  Keyserver); 

n 

n 

n 

B SetDLgItemIntChDLg,  IDC_P0RT 

, Port,  FALSE ) ; 

n 

Q 

Q 

B if( AutoGet) 

n 

n 

n 

B B S e nd D L g 1 t emMe s s a g e (hDLg 

, 1DC_CHECK_AUT0_ 

Q 

□ 

n 

B B B n n n B BST_ 

CHECKED,  0); 

n 

n 

n 

B else 

Q 

n 

n 

B B S e n d D L g 1 t emM e s s a g e (hDLg 

, IDC_CHECK_AUT0_ 

U 

Q 

n 

B B B B n n B BST_ 

UNCHECKED,  0); 

n 

n 

□ 

} 

n 

n 

□ 

return  TRUE; 

SUCCESS) 


BM_SETCHECK, 
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n n case  WM_HELP: 

nun  WinHeLp  ( ( ( LPH  E LPI  N FO  ) L Pa  r a m ) ->  h 1 1 emHa  nd  1.  e , szHeLpFile, 
n n H n H E LP_ WH_H E LP , (DWORD)  (LPSTR)  aids); 
n n n break; 

n n case  WM_CONTEXTHENU  : 

nun  WinHeLp  ((HWND)  wParam,  szHeLpFiLe,  H E LP_C ONT E XTM E N U , 
n n n n (DWORD)  (LPVOID)  aids); 

n n n break; 


n n 
a □ 
n □ 
n Q 
n Q 
□ n 
n n 

Q □ 

D n 
n n 
Q Q 
n n 
n □ 
n n 


case  WM  COMMAND  : 


□ 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

n 

□ 


switch  (LOWORD  (wParam)) 

n case  I D C_BUTTON_R E S ET : 
n i 

n n SetKeyserverVaLues(DEFAULT_KEYSERVER,  11371,  FALSE); 

n n SetDLgItemText(hDlg,  IDC.SERVER,  D E F AU LT.KE Y S E RV E R ) ; 

n n SetDLgItemInt(hDLg,  IDC_PORT,  11371,  FALSE); 

n n SendDLgItemMessage  (hDLg,  I DC_CHECK_AUTO_GET,  BM_S ETC  HECK, 

n n n n n n n B ST_U N C H E C KE D , 0); 

n n break; 

n > 

> 

break; 


n n 

□ n 

n n 

Q □ 


Q Q 

o n 

n n 

n □ 


case  WM  NOTIFY  : 


a 

switch  (((NHHDR  FAR  *)  LParam) 

->code)  { 

a 

case  PSN_SETACTIVE  : 

a 

n break; 

a 

case  PSN_HELP  : 

a 

o WinHeLp  (hDLg,  szHeLpFiLe, 

HELP_C0NTEXT, 

a 

n n IDH_PGPKSPREF_DIALOG); 

a 

a break; 

Q Q 
n Q 
n D 
n n 
n □ 


a case  PSN_APPLY  : 
a { 

a a BOOL  Translated; 

a n /*Read  keyserver  stuff  here*/ 

o D 


/ /a  n 
Q n 
a a 
Q n 
n a 
n a 
n a 
n n 


a n uReturnVaLue  = PGPCOMDLG_OK; 

a a Ge t D L g I t emTex t ( h D L g , IDC_SERVER,  Keyserver,  s i z eo f ( Key s e r ve r ) ) ; 
a a Port  = GetDLgItemInt(hDLg,  IDC_P0RT,  STranslated,  FALSE); 
a a if (SendDLgItemMessage (hDLg,  I DC_CHECK_AUTO_GET,  BM_GETCHECK, 

a a a a a a a a 0^  0)  ==  BST_CHECKED) 

a a a AutoGet=TRUE; 

a a else 

a a a AutoGet  = FALSE; 


a a a a 
a a a a 
a a a a 
a a a > 


SetKeyserverVaLues(Keyserver,  Port,  AutoGet); 

SetWi ndowLong  (hDLg,  DWL.MSGRESULT,  PS N R ET_N 0 E R ROR ) ; 
return  TRUE; 


/* 

a a a 

a a a 


case  PSN_KILLACTIVE  : 

a He s s a g eBox ( N U LL,  " K i L L A c t i ve " , "Wubba",  MB_0K); 
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□ 

□ 

B 

B 

SetWi ndowLong  (hDLg,  DWL 

_MSGRESULT, 

FALSE ) ; 

□ 

n 

B 

B 

return  TRUE; 

*/ 

□ 

□ 

B 

case 

PSN_RESET  : 

/ /n 

n 

B 

B 

uReturnVa Lue  = PGPCOHDLG 

.CANCEL; 

s 

□ 

B 

B 

i f ( Ge t Key se r ve r Va L ue s ( Key s e r ve r , SPort,  SAutoGet) 

□ 

□ 

B 

B 

{ 

n 

n 

B 

B 

n S e t D L g I t emT e X t ( h D L g , 

IDC.SERVER, 

Keyserver); 

□ 

n 

B 

B 

n S e t D L g I t emi n t ( h D L g , 

IDC.PORT,  Port,  FALSE); 

□ 

n 

B 

B 

> 

n 

B 

B 

B 

S e t W i nd 0 w Lo ng  (hDLg,  DWL 

.MSGRESULT, 

FALSE ) ; 

n 

B 

B 

B 

break; 

n 

B 

> 

□ 

> 

n return  FALSE; 
} 
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settings. h 


/* 

* Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

★ 

* $Id$ 

*/ 

LRESULT  WINAPI  Key S e r ve r P r op D L g P r o c (HWND  hDLg,  UINT  uMsg,  WPARAM  wParam, 
nnnnnnnnn  LPARAM  LParam); 
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utils. c 


/* 

* Copyright  CC)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved. 

* 

* $Id$ 

*/ 

#incLude  <windows.h> 


#incLude 
#i nc  Lude 
# i n c L ud e 
# i n c L ude 


<assert.h> 
<std  L i b . h> 
<s  t d i o . h> 
<ctype . h> 


#i nc  Lude 
#incLude 
#incLude 
#incLude 


. .\incLude\config.h" 

. .\incLude\pgpkeydb.h" 

. . \i  nc  LudeVpgpkeyserversupport . h" 
. .\incLude\pgpcomdLg.h" 


#incLude  "keyserver.h" 
#incLude  "resource. h" 


KSERR  U r L En code ( c ha r **Dest,  char  *Source) 

{ 

n KSERR  ReturnCode  = SUCCESS; 
n char  *pSource,  *pDest; 

n /*AbsoLute  worst  case  scenario  is  three  times  the  source  size.  Rather 
n *than  getting  too  precise,  we'LL  aLLocate  that  much  initiaLLy,  and  then 
n *reaLLoc  it  down  to  actuaLity  Later, 

n * / 


n assertCSource); 
n assert(Dest); 

n ifCSource  SS  best) 
n { 


n 

D 

if(*Dest 

ma  L L 0 c ( ( s i z e 0 f ( c h a r ) ) * ( ( s t r L e n ( S o u r c e ) * 

3)  + 1) ) ) 

n 

n 

t 

n 

Q 

B 

pSou  rce 

= Source; 

n 

n 

B 

pDest  = 

* D e s t ; 

n 

n 

B 

wh  i L 

eCpSource  &S  *pSource) 

n 

n 

B 

{ 

Q 

□ 

B 

/*Zeroth  case:  it's  an  aLphabetic  or  numeric 

character*/ 

n 

n 

B 

B 

if  ( 

! i s a L p ha ( *p S ou r c e } S& 

n 

□ 

B 

B 

! i sd i g i t ( *pSou r c e ) SS 

n 

n 

B 

B 

*pSource  != 

n 

a 

B 

B 

{ 

n 

u 

B 

B 

B 

/♦First  case:  Turn  spaces  into  pLuses.*/ 

n 

a 

B 

B 

B 

if(*pSource  ==  ' ') 

□ 

n 

B 

B 

B 

{ 

n 

a 

B 

B 

B 

n *pDest  = '+'; 

n 

B 

B 

B 

B 

} 

n 

B 

B 

B 

B 

e L s e 

n 

B 

B 

B 

B 

{ 

n 

B 

B 

B 

B 

n /*This  is  overkiLL,  but  works  for  our 

purposes*/ 

a 

B 

B 

B 

B 

n *pDest  = '%'; 

u 

B 

B 

B 

B 

n ++pDest; 

[CCHK: 
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n Q □ 

□ n □ 

□ Q n 

n n n 

D n n 

nan 


n n n sprintfCpDest,  "%02X",  *pSource); 

n n n ++pDest ; 

n n > 

n > 

n else 

n n *pDest  = *pSource; 


n 

n 


> 


+ + P D e s t ; 
++pSource; 


n n n *pDest='\0'; 


#if  0 


□ a 
n n 
n n 
n Q 
#end  i f 
n n 

□ Q 

n n 
n > 
n else 

□ n 


n if(!(*Dest  = r ea L L o c ( * D e s t , sizeof(char) 
n { 

n n ReturnCode  = E R R_M A LLO C_ F A I LU R E ; 
n > 

> 

else 

n ReturnCode  = E R R_M A L LO C_ F A I LU R E ; 

ReturnCode  = E RR_B A D_P A R AM ; 


* ( s t r L e n ( * D e s t ) + 1)))) 


n r e t u r n { Re t u r n C od e ) ; 

} 

/*StoLen  from  PBJ*/ 


void 

/ 

ConvertKeyIDToString 

(LPSTR  sz) 

\ 

n 

INT  i ; 

n 

ULONG  uLSecond; 

B 

//  convert  second  haLf 

of  keyid  to  LittLe 

B 

uLSecond  = 0; 

B 

for  (i=0;  i<4;  i++) 

B 

{ 

B 

n uLSecond  <<=  8; 

B 

n uLSecond  |=  ( ( U LON G ) s z C i +4 D S 0xFF); 

B 

> 

B 

//  convert  to  string 

B 

wsprintf  (sz,  "0x%08LX 

",  uLSecond); 

> 


unsigned  Long  Add  Key S e t W i t h C on f i r m ( H UN D hwnd, 

nnnnnnnn  PGPKeySet  * p S o u r c e Key S e t , 

nnnnnnnn  PGPKeySet  *p D e s t Key S e t , 

nnnnnnnn  unsigned  Long  *NumKeys Found ) 

{ 

n unsigned  Long  ReturnCode  = E R R_KE Y R I NG_ F A I LU R E ; 

n char  C on f i r ma t i o n Bu f f e r C 1 02 4 H , T empBu f f e r C 1 02 4 D , TitLeC10243; 
n Long  NumKeys; 
n PGPError  error; 

n a s s e r t ( N umKey s F o u nd  ) ; 
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utils. c 


n /*We  assume  NumKeysFound  is  set  to  zero  on  the  first  call*/ 
n NumKeys  = pg p C ou n t Ke y s ( p S ou r c e Key S e t ) ; 
n *NumKeysFound  +=  NumKeys; 
non 

n Loa d S t r i n g C g_ h i n s t , I D S _ S E R V E R_OK_T I T L E , Title,  s i zeof ( Ti t L e ) ) ; 

n i f ( NumKeys  ==  1 ) 
n { 

n n Loa d S t r i n g C g _ h i n s t , I D S _0 N E_N E W_KE Y_G OTT E N , C o n f i r ma t i o nBu f f e r , 

n n n n n s i z e o f ( C o n f i r ma  t i o n B u f f e r ) ) ; 

n } 
n else 
n { 

a a LoadStri ng(g_hi nst,  I D S_M AN Y_N E W_KE Y S _G0TT E N , TempBuffer, 
n n n n n s i z e o f ( T empB u f f e r ) ) ; 

n n s p r i n t f ( C o n f i r ma t i onBu f f e r , TempBuffer,  NumKeys); 

n } 


error  = pgpAddKeysCpDestKeySet,  pSourceKeySet); 
ifCerror  ==  PGPERR_0K) 

{ 

error  = pg p C omm i t Ke y R i n g C h a ng e s ( p D e s t Key S e t ) ; 


#if  In  //>>>  pre-existing  coden 

Q 

n 
□ 
n 
Q 

n 

D 
□ 

Q 
Q 
□ 

D 
Q 

n 
n 

SUCCESS; 


ifCerror  ==  PGPERR_0K) 

{ 

n ReturnCode  = SUCCESS; 

> 


i f ( Me s s a g e Box ( h und , C o n f i r ma t i o n B u f f e r , Title,  MB_YESN0 
n n ==  IDYES) 

{ 

Q 

a 
n 
n 

D 

n 
□ 

□ 
n 
o 
> 

else 

n n ReturnCode 
#elsen  //>>>  PG  P c omd  I gClu  e r y Add  Key  changes  ... 

n error  = PGPcomdlgQueryAddKeysChwnd,  pDestKeySet,  pSourceKeySet); 

Q 
□ 

Q 
D 

n 
□ 
n 
n 
a 


MB  ICONQUESTION) 


ifCerror  ==  PGPERR_OK) 

{ 

error  = pgpCommitKeyRingChangesCpDestKeySet); 


ifCerror  ==  PGPERR_OK) 

{ 

n ReturnCode  = SUCCESS; 
} 


#endifn  //<<<  PG P c omd I g Qu e r y Add Ke y changes 


n r e t u r n C R e t u r n C od e ) ; 

} 
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utils. h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  AIL  rights  reserved. 

* 


* $Id$ 

*/ 

KSERR  UrLEncodeCchar  **Dest,  char  *Source); 
void  C o n V e r t Key  I D To S t r i ng ( LP ST R sz); 
unsigned  Long  Add  Key S e t W i t h C o n f i r m ( H WN D hwnd, 

nnnnnnnn  PGPKeySet  *p S ou r c eKey S e t , 

nnnnnnnn  PGPKeySet  *p D e s t Key S e t , 

nnnnnnnn  unsigned  Long  *N umKey s F ou n d ) ; 
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win  ids.  h 


/* 

* Copyright  (C)  1997  Pretty  Good  Privacy,  Inc.  ALL  rights  reserved 


* 

* $Id$ 

*/ 

# i f n d e f 

WINIDS_H 

#d  e f i n e 

WINIDS_H 

# d e f i n e 

HARRY_CANTRELLn  a (UM_USER  + 100) 

#d  e f i n e 

PGPH_PROGRESS_UPDATEn  non  ( H A R R Y_ C ANT R E L L + 1) 

#def i ne 

PGPM_DISHISS_PROGRESS_DLGn  n n ( H ARR Y_C ANTRELL  + 2) 

/*KS_I D. 

.START  is  in  pg p key s e r ve r s u ppo r t . h * / 

#def i ne 

ID_GET_KEYn  n n n n KS_ID_START  + 0 

#d  e f i n e 

ID_SEND_KEYS_TO_SERVERn  n KS_ID_START  + 1 

# de  f i n e 

ID_GET_NEW_KEY  KS  ID  START  + 2 

#endif  // WINIDS_H 
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